PRUEBA DE HABILIDADES PRACTICAS CCNA 1-2

ELABORADO POR
CARLOS GIOVANNI RUIZ MARTINEZ

CODIGO

1.095.918.765

GRUPO

203092_16

TUTOR

GERARDO GRADANOS ACUNA

UNIVERSIDAD NACIONAL ABIERTAY A DISTANCIA
UNAD

2018



A W N -

13
14

15

16

17
18

TABLA CONTENIDO

Introduccion

Desarrollo del Trabajo Escenario 1

Desarrollo del Trabajo Escenario 2

Configurar el direccionamiento IP acorde con la topologia de red para cada
uno de los dispositivos que forman parte del escenario

Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes
criterios

Configurar VLANSs, Puertos troncales, puertos de acceso,
encapsulamiento, Inter-VLAN Routing y Seguridad en los Switches
acorde a la topologia de red establecida.

En el Switch 3 deshabilitar DNS lookup

Asignar direcciones IP a los Switches acorde a los lineamientos

Desactivar todas las interfaces que no sean utilizadas en el esquema de red.
Implement DHCP and NAT for IPv4

Configurar R1 como servidor DHCP para las VLANs 30 y 40

Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estaticas

Configurar NAT en R2 para permitir que los host puedan salir a internet
Configurar al menos dos listas de acceso de tipo estdndar a su criterio en
para restringir o permitir trafico desde R1 o R3 hacia R2.

Configurar al menos dos listas de acceso de tipo extendido o nombradas a
su criterio en para restringir o permitir trafico desde R1 o R3 hacia R2
Verificar procesos de comunicacion y redireccionamiento de trafico en los
Router mediante el uso de Ping y Traceroute.

Conclusiones

Referencias

21-25

26 - 28

29 - 30

30 -
31
32
32
32

32-33
33
34

35

35-36

37
38



INTRODUCCION

Mediante la realizacion de este trabajo nos basaremos en las necesidades que tiene la
empresa la cual estd enfocada en establecer una comunicacion acertada entre los servicios y
dispositivos. Por otro lado atenderemos una serie de pardmetros los cuales son de vital
importancia para que se pueda interconectar entre si cada uno de los dispositivos los cuales
tienen como fin responder a cada requerimiento que se le realice y debe responder de una
forma acorde a las necesidades solicitadas por la entidad. Asi mismo se debe verificar la
conectividad de los dispositivos mediante unos comandos que nos dara el resultado
esperado.



DESARROLLO DEL ESCENARIO 1

T -
PC-PT Laptop-PT Laptop-PT

Server-PT
PC1 PC31

Laptop-PT Laptop-PT

Laptop0 Laptopl Laptop31 Laptop30 Server0
Tabla de direccionamiento
El ., Mascara Gateway
administrador | Interfaces Direccion 1P de predeterminado
subred

ISP S0/0/0 200.123.211.1 255.255.255.0 N/D
Se0/0/0 200.123.211.2 255.255.255.0 N/D
R1 Se0/1/0 10.0.0.1 255.255.255.252 | N/D
Se0/1/1 10.0.0.5 255.255.255.252 | N/D
Fa0/0,100 | 192.168.20.1 255.255.255.0 N/D
R? Fa0/0,200 | 192.168.21.1 255.255.255.0 N/D
Se0/0/0 10.0.0.2 255.255.255.252 | N/D
Se0/0/1 10.0.0.9 255.255.255.252 | N/D
/ 192.168.30.1 255.255.255.0 N/D
R3 Fa0/0 2001:db8:130::9C0:80F:301 | /64 N/D
Se0/0/0 10.0.0.6 255.255.255.252 | N/D
Se0/0/1 10.0.0.10 255.255.255.252 | N/D
SW2 VLAN 100 | N/D N/D N/D
VLAN 200 | N/D N/D N/D
SW3 VLAN1 N/D N/D N/D




PC20 NIC DHCP DHCP DHCP
PC21 NIC DHCP DHCP DHCP
PC30 NIC DHCP DHCP DHCP
PC31 NIC DHCP DHCP DHCP
Laptop20 NIC DHCP DHCP DHCP
Laptop21 NIC DHCP DHCP DHCP
Laptop30 NIC DHCP DHCP DHCP
Laptop31 NIC DHCP DHCP DHCP
Tabla de asignacién de VLAN y de puertos
Dispositivo | VLAN Nombre Interfa
z
SW2 100 LAPTOPS Fa0/2-3
SW2 200 DESTOPS Fa0/4-5
SW3 1 - Todas las interfaces

Tabla de enlaces troncales

Situacion

Dispositivo local

Interfaz local

Dispositivo remoto

SW2

Fa0/2-3

100

En esta actividad, demostrarad y reforzara su capacidad para implementar NAT,
servidor de DHCP, RIPV2 y el routing entre VLAN, incluida la configuracion de
direcciones IP, las VLAN, los enlaces troncales y las subinterfaces. Todas las
pruebas de alcance deben realizarse a través de ping Unicamente.




Descripcion de las actividades

e« SWI1 VLAN Y las asignaciones de puertos de VLAN deben cumplir con la tabla 1.

o Los puertos de red que no se utilizan se deben deshabilitar.

o Lainformacion de direccion IP R1, R2 y R3 debe cumplir con la tabla 1.

e Laptop20, Laptop2l, PC20, PC21, Laptop30, Laptop3l, PC30 y PC31
deben obtener informacién IPv4 del servidor DHCP.

o R1 debe realizar una NAT con sobrecarga sobre una direccion IPv4 publica.
Aseglrese de que todos los terminales pueden comunicarse con Internet

publica (haga ping a la direccion ISP) y la lista de acceso estandar se llama
INSIDE-DEVS.

o R1 debe tener una ruta estatica predeterminada al ISP que se configurd y
gue incluye esa ruta en el dominio RIPv2.

e R2 es un servidor de DHCP para los dispositivos conectados al puerto
FastEthernet0/0.

o R2 debe, ademés de enrutamiento a otras partes de la red, ruta entre las VLAN 100
y 200.

o EI Servidor0 es so6lo un servidor IPv6 y solo debe ser accesibles para los
dispositivos en R3 (ping).

e LaNIC instalado en direcciones IPv4 e IPv6 de Laptop30, de Laptop31, de
PC30 y obligacién de configurados PC31 simultaneas (dual-stack). Las
direcciones se deben configurar mediante DHCP y DHCPV6.

o La interfaz FastEthernet 0/0 del R3 también deben tener direcciones IPv4 e
IPv6 configuradas (dual- stack).
o R1, R2 yR3 intercambian informacion de routing mediante RIP versién 2.

o R1, R2y R3 deben saber sobre las rutas de cada uno y la ruta predeterminada desde
R1.

« Verifique la conectividad. Todos los terminales deben poder hacer ping entre si
y a la direccion IP del ISP. Los terminales bajo el R3 deberian poder hacer
IPv6-ping entre ellos y el servidor.



CONFIGURACION DE LOS DISPOSITIVOS

CONFIGURACION ROUTER 1

Router>en
Router>enable
Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R1
R1(config)#no ip dom

R1(config)#no ip domain-lookup
R1(config)#enable secret class
R1(config)#line con 0
R1(config-line)#password cisco
R1(config-line)#login
R1(config-line)#exit

R1(config)#services pas
R1(config)#services pass
R1(config)#services password-encryption

N

% Invalid input detected at "' marker.
R1(config)#service password-encryption

R1(config)#

R1(config)#banner motd $ Acceso no autorizado o prohibido! $

R1(config)#
R1#

%SYS-5-CONFIG_I: Configured from console by console

M

Logical [ Back ¥ R1 - - | | [ Viewport | Environment: 01:30:30
Physical | Confg | CI | atmbutes
105 Command Line Interface =
End wich CNTL/Z.
=
PC30
B
\E H
Servert 0
ado o prohibido! $
[ A - —
[C] Top &
Time: 00:03:02 | [Pawer Cycle Devices][ast Farmer Realtime

D= swe ¢

End [Tk :




CONFIGURACION ROUTER 2

Router>enable
Router#config

Configuring from terminal, memory, or network [terminal]? t
Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#hostname

R2(config)#no ip domain-

R2
lookup

R2(config)#enable secret class

R2(config)#line con 0

R2(config-line)#password cisco

R2(config-line)#login
R2(config-line)#exit

R2(config)#service password-encryption
R2(config)#banner motd $ Acceso no autorizado o prohibido! $

= i o @ © | 2 i
Logical Back P R2 - E I E=NEEH Viewport Environment: 03:03:00
"l ,QLEJ Physical | Config | CT | Atwibutes | B 1
=8
=3 =
105 Command Line Interface 3 —
©3485K bytes of ATA Compactflash (Read/Mrite) " = =l
Cisco IOS Software, 1541 Software (C1341-ADVIPSERVICESKS-M),
Version 12.4(15)T1, RELEASE SOFTWARE (fecZ) x
Tachnical Suppert: htep://winw.cisco.com/tachsupps
Copyright (c) 1986-2007 by Cisco Systems, Inc
Compiled Wed 18-Jul-07 04:52 by pt_tesm Q
Press RETURN to get started!
f .._I ! n
\
=
from terminal, memory, or network [terminall? t PC 30
s, cne per line. End with CNIL/Z. =
\' .
Serverd)
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__E
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CONFIGURACION ROUTER 3

Router>ENABLE
Router>ENABLE
Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R3
R3(config)#no ip domain-lookup
R3(config)#enable secret class

R3(config)#line con 0

R3(config-line)#password cisco



R3(config-line)#login
R3(config-line)#exit

R3(config)#service password-encryption
R3(config)#banner motd $ Acceso no autorizado o prohibido! $

R3(config)#
= = b= L?}:{ - ~ c=ar=y y
Logical Eack - S— [ vewot | Enomenossso

Physical | confg | CUI | atvbutes |

10S Command Line Interface

Cisco IOS Software

Dress RETURN to get ssarse

dr

s, one per line.

C340GF bytes of AIA CompactPlash (Read/Mrite)
. 182l Software
Version 12.4(15)T1, RELEASE SOFTW;
Technical Support: http://www.cisco.com/techsuppor
Copyright (c) 1986-2007 by Cisco Systes
Compiled Wed 18-Jul-07 04:52 by pt_team

[
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I
B3 (confi enabl,
R3 (confi
R3 (config-1is L+ |
o R3 (confi 1
peaL Laptop 20 R3 (o
B2 (2o pas neryption Serverd
R3(config) #§banner motd § Acceso no autorizado o prohibido! §
B3 (config)
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CONFIGURACION SW?2

Switch>enable
Switch#config t

Enter configuration commands, one per line. End with CNTL/Z.

Switch(config)#hostname SW2
SW2(config)#no ip domain-lookup
SW2(config)#enable secret class
SW2(config)#line con 0
SW2(config-line)#password cisco
SW2(config-line)#login
SW2(config-line)#services pass

SW2(config-line)#services password-encryption
N

% Invalid input detected at "~ marker.
SW2(config-line)#service password-encryption

SW2(config)#banner motd $ Solo personal autorizado! $

SW2(config)#
SW2#



(4] @ | ¥ :
Logical Bad| I SW2 — = = =k

i

Viewport Environment: 09:05:30

"l A Physical | Config | CUT | Atmbutes |
(=T

10S Command Line Interface

*LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/S,
changed state to up

ine. End with CNTL/Z.

itchre
-
rat
1
e
e ine ca
HE -
2 te - o
2 {config-line) servi
2 (config-line) fservi
J % Tnvalid inpur detact
i |

SWZ (config-line) #service passwor
SWZ (config) tbanner motd $ Solo personal sutorizada! $
SWZ (config) #

#5YS-5-CONFIC_I: Configured frem console by conscle L4

Ctrl+F6 to exit CLI focus

4 . [F] Top

ass
ord-encryptio
rker_
encryption J‘

—

=

A0 pxm

PC 30

=

Server(

Time: 00:18:20 | ‘inercydan ices|F

DIWM DS 555 %m0 S m s e

d-m Ho CGR1240
CONFIGURACION SW3

Switch>ENABLE
Switch#CONFIG T

Enter configuration commands, one per line. End with CNTL/Z.

Switch(config)#hostname SW3
SW3(config)#no ip domain-ookup
N

% Invalid input detected at "~ marker.
SW3(config)#no ip domain-lookup
SW3(config)#enable secret class
SW3(config)#line con 0
SW3(config-line)#password cisco
SW3(config-line)#login
SW3(config-line)#exit
SW3(config)#service password-encryption
SW3(config)#banner motd $ Solo personal autorizado! $
SW3(config)#

SW3#
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B e e
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Logical Back d Viewport Environment: 03:50:30

physical | config | CUI | Attibutes |

—[ c(Q :EJ 105 Command Line Interface

ALINE-5-CHANGED: Interface FastZthernet0/6, changed state to up

SLINEPROTO-5-UEDOWN: Line tecel on FastZ &,
changed state to up

Switch>ENABLE
Switch$CONFIG T
Znter configuration commands, one per line. End with CNTL/Z.

Switch(config) ghostname SH3
J SW3 (config) #no ip domein-cokup g

==
PC 20 % Invalid input detected at '~' marker. f s
PC 30
83 (config) éno ip domain-lookup
5W3(config) fensble secret class
‘ SW3 (config) ¢line con 0
SW3 (config-line) gpassword cisco B
SW3 {config-line) #login
Lt I SW2 (config-line) fexit £
FC21 Laptd| 8W3 (config) §service password-encryption
SW3 (config) ¢bammer motd $ Solo personal autorizado! § Serverd

SW3[config)

Ctrl+F6 to exit CLI focus Copy

o i

T

505

[ (

Fire =)
E
[3 S 4
Time: 00:18:51 | Pawer Cycle Devices|[Fast Forvard Time] Realtime l
B P L e e e L e el GG
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O ]

ﬂ-[ﬂﬂ H [ CGR1240
CONFIGURACION VLAN SW2

User Access Verification

Password:
Password:

SW2>enable

Password:

SW2#config t

Enter configuration commands, one per line. End with CNTL/Z.
SW2(config)#vlan 100

SW2(config-vlan)#name LAPTOPS

SW2(config-vlan)#vlan 200

SW2(config-vlan)#name DESTOPS

SW2(config-vilan)#

11
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| Physical | Config | cur | Attributes | Viewport

Environment: 12:01:00

105 Command Line Interface

S <
Ctrl+F6 to exit CLI focus

[T 70p

0
Time: 00:24:14 | ‘iner Cyde Dav\ces”Fast Forward 'ﬁma‘

« B G ) R R (R (5
DImsve g mnmnmmmmeH

[ i ]

—r-mﬁij - 2621%M

CONFIGURACION DE LA VLAN PUERTOS SW2 F0/2-3 Y F0/4-5
CONFIGURACION DE VLAN PUERTOS SW2 F0/2-3 Y F0/4-5
CONFIGURACION DE VLAN TRONCAL SW2

User Access Verification

Password:
Password:

SW2>enable

Password:

SW2#config t

Enter configuration commands, one per line. End with CNTL/Z.
SW2(config)#vlan 100

SW2(config-vlan)#name LAPTOPS
SW2(config-vlan)#vlan 200
SW2(config-vlan)#name DESTOPS
SW2(config-vlian)#EXIT

SW2(config)#int range f0/2-3
SW2(config-if-range)#swi
SW2(config-if-range)#switchport mode access
SW2(config-if-range)#swit
SW2(config-if-range)#switchport access vlan 100
SW2(config-if-range)#exit

SW2(config)#int range f0/4-5
SW2(config-if-range)#switchport mode access

12



SW2(config-if-range)#switchport access vlan 200
SW2(config-if-range)#exit

SW2(config)#int range f0/2-3
SW2(config-if-range)#swit
SW2(config-if-range)#switchport mode trunk

SW2(config-if-range)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/2, changed state to

down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/2, changed state to

up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed state to

down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed state to

up

- B sw2 =] Elg

Logical Back

Laptop 20

ol m

Time: 00:29:03 | |Puwer Cyde Demces”Fast Forward

DImsme s

<

52 -
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Physical | Config | CLI | Attributes

105 Command Line Interface

e. End with CNTL/Z.

SWZ (config-if-range)#
SLINEPROTO-5-UPDOWN: Line protocol on Intexface FastEthernet0/Z,
changed state to down

SLINEDROTO-5-UPDOWN: Line prosocol on Interface FastEIthernes0/Z,
changed ssate ©o up

SLINEPROTO-5-UPDOWN: Line protecol on Interface FastZIthernet(/3,
changed state to down

SLINEPROTO-5-UPDOWN: Line protocol on Intexface FastEthernet0/3,

changed state to up L4
Crlm5 0 edt L oaus
[ Top

i

Viewport Environment: 14:25:00

r_
PC 30

ServerQ

s

Realtime l




CONFIGURACION DE LA INTERFACE S0/0/0 ISP

Router>enable

Router#config

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0

Router(config-if)#ip address 200.123.211.1 255.255.255.0
Router(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
Router(config-if)#

Router(config-if)#

Router#

o & e — ey

Physicll | Config

Viewport Environment: 10:25:00
§3408K bytes of C]
Cisee I08 Softw E
Version 12.4{15)T: [
Technical Supp m =
Copyright (c) 198
Compiled Wed 128-Ou x
3 RETURN to q d
a
minal, memory, kX [terminal]
per 1 d with CNTL/Z | e
/0 = :
Rout ress 200.123.211.1 255.255.255.0 pC30
Rout no shutdow al | W B
~5-CHANGED: Interface Serial0/0/0, changed state to down
R te -if! H [
te -if] &
2]
£5Y5-5-CONFIC_I: Configured from console by console L4
Serverd
Chl+76 to exit CL focus Copy
[T op Ne=
=)

< - JJ l

Time: 01:58:04 | |Puw2r Cyce DEV\EESHFaSt Forward 'ﬁmE‘

BiImswe ssmmensssnssnns

] »

d . m H ‘ ' : : 2621M

CONFIGURACION DE INTERFACE S0/0/0, S0/1/0, S0/1/1, DEL ROUTER 1

R1>enable

Password:

R1#config t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#int s0/0/0

R1(config-if)#ip address 200.123.211.2 255.255.255.0
R1(config-if)#no shutdown

R1(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

R1(config-if)#

14



%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

R1(config-if)#exit

R1(config)#int s0/1/0

R1(config-if)#ip address 10.0.0.1 255.255.255.252
R1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
R1(config-if)#

R1(config-if)#exit

R1(config)#int s0/1/1

R1(config-if)#ip address 10.0.0.5 255.255.255.252
R1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
R1(config-if)#
R1#

¥ RL

[ physical | config | c | Attributes

105 Command Line Interface

Laptop 20

£ , 2
Rl {config-if: 3
Rle
$5¥S-5-CONFIG I: Configured from console by console L4 =y
7 E

CHl+F6 to exit CLI focus Copy B {

4]

m
Time: 02:04:55 | [Power cycle Devices]Fast Forwad| Realtime l

DdEswe =

[Top

CONFIGURACION DE LA INTERFACE S0/0/0, S0/0/1, F0/0.100, F0/0.200 DEL
ROUTER 2

R2>enable

Password:

R2#config t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#int s0/0/0

R2(config-if)#ip address 10.0.0.2 255.255.255.252
R2(config-if)#no shutdown

15



R2(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

R2(config-if)#exit
R2(config)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

R2(config)#int s0/0/1
R2(config-if)#ip address 10.0.0.9 255.255.255.252
R2(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
R2(config-if)#

R2(config-if)#exit

R2(config)#int f0/0.100

R2(config-subif)#encap dotlq 100

R2(config-subif)#ip address 192.168.21.1 255.255.255.0
R2(config-subif)#no shutdown

R2(config-subif)#exit

R2(config)#int f0/0.200

R2(config-subif)#encap dotlq 200

R2(config-subif)#ip address 192.168.20.1 255.255.255.0
R2(config-subif)#no shutdown

R2(config-subif)#exit

R2(config)#

R2#

R
i

Physicl I Config ‘ o | Atibutes ‘ Viewport Environment: 15:12:00

10S Command Line Interface

i 0P x| _|[

config-if) ¢

RZ(
Cirl+6 to exit CL focus Copy

[ Top N =
Ll 0 - ( Ay ﬂ

Time: 02:07:41 | ‘Puwer Cyde DEv\cEs"Fastmeard'ﬁmE‘

Realtime l

SIS 55 5 % B S B S o EHSE0H S

d.m E" — : : 2521XM

4
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Logical Back PR - E l E=RIEN Viewport Environment: 19:37:00

105 Command Line Interface

,QLEJ Physical | Config | €I | Atwibutes | —D
A i
T - 4 =
e to do x
Q
5

Laptop 20

il i

|
Time: 02:16:35 | ‘Pcwer Cyde Devmﬁs”FastForwavd

d-m H ‘j - . : 2621XM

CONFIGURACION DE INTERFACE S0/0/0, S0/0/1, FO/0 DEL ROUTER 3

User Access Verification
Password:

R3>enable

Password:

R3#config t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#int s0/0/0

R3(config-if)#ip address 10.0.0.6 255.255.255.252
R3(config-if)#no shutdown

R3(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

R3(config-if)#EXIT
R3(config)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

R3(config)#int s0/0/1
R3(config-if)#10.0.0.10 255.255.255.252
N

% Invalid input detected at "' marker.

R3(config-if)#ip address 10.0.0.10 255.255.255.252
R3(config-if)#no shutdown

17



R3(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up

R3(config-if)#exit

R3(config)#int f0/0

R3(config-if)#ip address 192.168.30.1 255.255.255.0
R3(config-if)#no shutdown

R3(config-if)#
%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to
up

R3(config-if)#ipv6 address 2001:db8:130::9C0:80F:301/64
R3(config-if)#no shutdown

R3(config-if)#

R3#

%SYS-5-CONFIG_I: Configured from console by console

Logical Back Physical | _Config | CU | Attbutes | Viewport Environment: 18:12:00

A e : [

R3(config-if)#
SLINK-5-CHANGED: Inverface Seriald/0/1, changed state to up

changed state o up

RZ(config-if) fexit
R3(config)#int £0/0

B3 (config-if) §ip address 1892 168.30.1 255 255_355.0
R3(config-if)#no shusdown

3LINZPROTO-5-UPDOWN: Line protocel on Interface Serial0/0/1, x

R3(config-if)§ I

3LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up al
=

SLINZPROTO-S-UPDOWN: Line protoecl on Laterface FastEthernet0/0, | PC30

changed state to up b5
R3(config-if)$ipvé address 2001:dbS:130::5C0-30F:301/64

R3({config-if)#no shucdewn i =
R3(config-ifl §

R3t £

35YS-5-CONFIG I: Configured from conscle by console

[C] Tap

g (@
Time: 02:13:44 | ‘Puwer Cyde Dawces”Fastmeard‘ﬁma 5

=T T s
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DESARROLLO DEL ESCENARIO 2

Escenario 2

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades
de Miami, Bogota y Buenos Aires, en donde el estudiante sera el administrador de la red, el
cual deberd configurar e interconectar entre si cada uno de los dispositivos que forman
parte del escenario, acorde con los lineamientos establecidos para el direccionamiento IP,
protocolos de enrutamiento y demaés aspectos que forman parte de la topologia de red.

VLAN Direccionamiento Nombre

Internet 30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo

200 192.168.200.0/24 Mantenimiento

172.31.21.0/30

$0/0

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

Fo/0 Buenos Aires

192.168.99.3

192.168.99.2

20



1. Configurar el direccionamiento IP acorde con la topologia de red para cada uno de los
dispositivos que forman parte del escenario

- T —
\® Cisco Packet Tracer S = |
Fle Edt Optons Vew Iods Extensons Help
L2 H S E’i%‘inﬂ‘,@,@,@|ﬁgg 0 2
Logical Back [Root] INew Cluster| [Move Object| Set Tiled Background Viewport Emvironment: 10:38:00
& £ —
. — 4 =
INTERNET PC '-_-..-.- INTERNET x
it T
=
/) Q
& e
-
5
R3 \
P

lf

R2
T—T 5
= =}

;
PC-A PCB
(ﬂ
Ol m, v | N l

Time: 00:21:29 | ‘PUWE’ Cycle DEV\DESHFEst Forward 'ﬁmEl

>ImF@e oA FFRE A
) - ‘

J

Vale aclarar que el Router no soporta los servicios de http por ende se debe colocar un
Servidor para que pueda funcionar de manera adecuada.

En la imagen plasmada no se observa direcciones IP para los computadores Ay C por ende
se deben dejar en DHCP.

®rca - meen 1 cwwwe A o |

Physical | Config | Desktop | Programming | Attributes |

P Configuration
IP Configuration
@ DHCP ) Static DHCP failed. APIPA is being used.
IP Address 169.254.225.136
Subnet Mask 255.255.0.0
Default Gateway 0.0.0.0
DNS Server 0.0.0.0

IPv6 Configuration

(©) DHCP @ Auto Config () Static Ipv6 Autoconfig request failed,
IPv6 Address /

Link Local Address FE80:: 207:ECFF:FES0:E 188

IPvG Gateway

IPv& DNS Server

I [©] Top
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— e i B =] © fomiiio]

Physical | Config | Desktop

Programming I Attributes |

IP Configuration

@ DHCP

IP Address
Subnet Mask
Default Gateway
DNS Server

IPva Configuration
() DHCP

IPv6 Address

Link Local Address
IPve Gateway

IPv6 DNS Server

() Static DHCP failed. APIPA is being used,

169.254.69. 14
255.255.0.0
0.0.0.0

0.0.0.0

() Auto Config @ static

FE80::20C:85FF:FE20:450E

[CJ Top

El computador de INTERNET si se asigna la direccion IP 209.165.200.230.

¥ INTERNET PC

- o P

Physical | Config | Desktop

Programming Attributes |

iguratio
IP Configuration
@ DHCP

IP Address
Subnet Mask
Default Gateway
DMNS Server

1Pv6 Configuration
() DHCP

IPvE Address

Link Local Address
IPvb Gateway

IPvE DNS Server

@ Static

209,165.200,230

255.255.255.0

209.165,200,225

0.0.0.0

() Auto Config @ Static

FE80:: 204:9AFF:FE5T7:3609

[C] Top
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Se realiza la respectiva configuracion del Router 1

-
@ R1
| Physical | config | cLI Attributes
105 Command Line Interface
-
——— System Configuratiom Dialog ———
Would you like to enter the initial configuration dialog? [yes/s
nol: n
Press RETURN to get sStarted!
Router>enakble
Routerfconfig t©
Enter configuration commands, one per line. End with CHTILSZ.
Router (config) Ehostname R1
Rl (config) #no ip domain-lookup
Rl {config) #int s0,/0/0
Rl {config-if)#ip address 172.31_.21.1 Z55.2Z55_2Z55_.Z5Z
Rl {config—if)#clock rate 128000
Bl {config—-if) #fno sh
Rl {config—if) #noc shutdown
SLINE-5—CHRNGEED: Interface Seri=sl0,/0/0, changed state to down
Rl (config-if) # t
Ctrl+F6 to exit CLI focus [ copy | [ Past=
= Top
e

Realizamos la configuracion del Router 2.

~

B R2 L= | B | |

| physical | config | cuI Attributes

I0S Command Line Interface

Bouter»enable

Routerfconfig t©

Enter configuration commands, one per line. End with CHNIL/Z.
Router {(config) #hostnams RZ

RZ (config) #no ip domain—-loockup

RZ{config) #int s0/0/,0

RZjoconfig—if) Ffip address 17Z2.31 .21 .2 Z55.Z55.2Z55.252

BZ {config—if) #no shut

RZ{config—if) #no shutdown

SLINE-5—CHAZNECED: Interface Seriald/;0,/0, changed state to down
RZ {config—if) #int s0/70/1

RZjconfig-—if) #ip address 172.31_.23.1 Z55.255.255_.Z5Z2

BZ {config—if) fcloc

BZ lconfig—if) fclock rate 128000

This command applies only to DCE interfaces

BZ {config—if) #no shu

RZ {config—if) #no shutdown

RZ {config—if) §
SFLINE-S5—CHARNCED: Interface Serialds0,/1, changed state to up

SFLINEPROTO-S-TUPDOWN: Line protocol on Interface Serialds0r1,
changed state to up

Ctrl+F6 to exit CLI focus [ Copy ][

Paste ]

=] Top
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Se realiza la configuracion para la respectiva conexion con el servidor

COEEE o e

[ Physical | confia | <1 | attributes |

I0S Command Line Interface

RZ {config—if) #no shutdown e

RZ {config—if) §
SLINE-S5—CHARNGEED: Interface Serial0,/ 0,1, changed state to up

SLINEPROTO—-S—UPDOWHN: Line protocol on Interface Serialos001,
changed state to up

RZ ({config—if)Eint gds0

RZ (config—if) descriptio

RZ (config—if) #description conexio

BZ (config—if) §description conexion a ISP

RZ {config—if)#ip address Z09_165_Z00_.2Z55 Z55_2Z55.2Z55.248
Bad mask /235 for address Z03_1&5.200_2Z55

RZ {config—if)#ip address Z09_1&65_Z00_.Z22Z5 Z55_2Z55_.Z55.2Z48
BRZ (config—if) #no shu

BZ lconfig-—if) #nco shutdown

RZ {config—if) §
SLINE-S5—CHRNGEED: Interface GigabitEthernetd,/0, changed state to
up

SLINEPROTO-S—UPDOWN: Line protocol on Interface
FigabitEthernetd,,/0, changed state to up

o ]

Ctrl+F6 to exit CLI focus [ copy || Paste |

=] Top

Se asigna la direccion ip al servidor para realizar la conexion

(¥ SERVIDOR — u__ 1 -‘ __l Elﬂlgl

Physical I Config | Services | Desktop ‘ Programming | Attributes |

IP Configuration

() DHCP @ Static

TP Address 10,10.10.10
Subnet Mask 255.255.255.0
Default Gateway 10.10.10.1
DNS Server 0.0.0.0

IPv6 Configuration

©) DHCP ) Auto Config @) Static

IPvE Address !
Link Local Address FEB0:: 2E0:F7FF:FE34:CAD3

IPvE Gateway

IPvE DNS Server

|! Brer i
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Se realiza la respectiva configuracion y asignacion de ip al router 3

2R3

[ Physical | config | cuI Attributes

I0S Command Line Interface

Router>enable

Routerfconfig t©

Enter configuration commands, one per line._ End with CHNTIL/Z.
Router (config) #Fhostname R3

0E {config) #no ip domain—loo

B3 {config) #fno ip domain—lookup

B2 {config)#ip address 17Z_.31_.2Z23_.2Z Z55.Z55_.Z55_Z5Z2

% Imvalid input detected at "~ "' marker.

B3 {configlFint s0,0,1

B2 {config—if)fip address 172_.31_2Z3_.2Z2 Z55_2Z55_.Z55_Z5Z2
B3 (config—4if) fno shu

R2 {config—if) #no shutdown

BE{config—if)§
SLINE-S—CHARNEZED: Interface Seriald,/0,/1, changed state to up

FLINEFROTO-S5—TUPDOWHN: Line protocol on Interface Serial0s 001,
changed state to up

Ctrl4F6 to exit CLI focus [ Copy ][ Paste ]

[ Top

SeasignanlasipalLo456

. R3

| Physical | confia | cLI Attributes

I0S Command Line Interface

R3 {config—if) #no shu .
B2 {config—if) #no shutdown
RE3lconfig—if)#int 1lob

RE (config-if) §
SFLINE-5—CHAEMNETED: Interface Loopback5, changed state to up

SLINEFROTO-S—UPDOWN: Line protocol on Interface Loopbacks5,
changed state to up

BSlconfig-if) #ip address 132 _1€5.5.1 Z55.2Z55.255.0
B2 (config—if) #no shu

RE2 {config—if) #no shutdown

R lconfig—if) £#int lod

B2 {config—if£) #
SLINE-S—CHAMNEZED: Interface Loopbacke, changed state to up

SLINEFROTO—S5-TUPDOWN : Line protocol on Interface Loopbacke,
changed state to up

B2 lconfig-ifl#ip address 192 _1€8.&€.1 2Z55_.255_.255.0
B3 (config—if) #fno shu

R3 {config—4if) #no shutdown

23 (config-is) =

Cirl4+F6 to exit CLI focus [ Copy ] [ Paste ]

] Top
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2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

OSPFv2 area 0

Configuration Item or Task

Specification

Router ID R1

1111

Router ID R2

5.5.5.5

Router ID R3

8.8.8.8

Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para enlaces seriales en

256 Kb/s

Ajustar el costo en la métrica de S0/0 a

9500

Configuracion de OSPF en ROUTER 1

P R1 - — - — B [
.
| Physical | config | CUI | Atiributes
105 Command Line Interface
"
Rliconfig t
Enter configuration commands, one per line. End with CHNIL/Z.
Rl {config) §
R1g§
%5¥5-5-CONFIG I: Configured from conscle by conscle
Rliconfig t
Enter configuration commands, one per line. End with CHNIL/Z.
Rl {config) #router ospf 1
Rl {config-router) fauto-cost reference-bandwidth 3500
% QEPF: Reference bandwidth is changed.
Please ensure reference bandwidth is consistent across

all routers.
Rl {config-router) fexit
Rl{config) #int s0/0/0
Rlieo if) fband
Rl {conf L) fbandwidth 256
Bl {config-if) §ip ospf cost 3500
Bl {config-if) fexit
Bl {config) fexit
Rl
%5YS-5-CONFIG_I: Configured from conscle by conscle =
R1g -
Cirl4+F6 to exit CLI focus copy | [ Paste

[ Top
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Configuracion de OSPF en ROUTER 2

® R2 L~ S S NUSWESE

| Physical | config | cl1 | Atibutes |

I0S Command Line Interface

changed state to up

exit

RZE

%5¥5-5-CONFI& T: Configured from conscle by consocle

RZfconfig t
Enter configuration commands, one per line. End with CHNIL/SZ.
BZ (config) frouter ospf 1
B2 {config-router) fpassive—interface £0/0
RZ (config-—router) fauto-—cost reference-bandwidth 3500
% OSPF: FReference bandwidth is changed.
Please ensure reference bandwidth is consistent across
2ll routers.
RZ (config-—router) fint s0/0/50
B2 {config-if) §bandwidth Z25¢&
RZ {config—ifl#int s0,/0,1
B2 {config-if) §bandwidth Z25¢&
BZ (config-if) §#ip ospf cost 35500
B2 {config-if) gexit
BZ (config) gexit
RZE
%5YS—-5-CONFI&E I: Configured from conscle by conscle

RZ§ -

Cirl+F6 to exit CLI focus [ copy || Paste |

[E] Tep

Configuracion de OSPF en ROUTER 3

C—— e

| Physical | config | LI | atmibutes |

105 Command Line Interface

B3 (config—if) #fnoc shu —~
B2 {config—if) #noc shutdown

B3 (config—if£)

RS (config—if) fexit

B3 (config) #router ospf 1

B2 {config—router) frouter—id 2.8.2.82

R3 (config—router) fnetwork 172_31_23_.0 0.0.0.3 area 0O

B2 (config-router) fpasive—inter

B3 (config—router) fpasive—interface lo4

% Inmvalid input detected at """ marker.

B3 (config-—router) fpassive—interface lo4
R {config—router) gpassive—interface 1ol
B2 {config-—router) fpassive—interface lof
B3 (config-—router) gauto—cost refe
R2 {config-—router) fauto—cost reference—kbandwidth 3500
% OSPF: Reference bandwidth is changed.
Please ensure reference bandwidth is consistent across
21l routers.
R3 {config-router) fexit
B3 {config) #int s0/0/51
R3 {config—if) #band
B3 lconfig—if) #bandwidth Z5&
B3 (config—if) § =

Ctrl+F6 to exit CLI focus [ Copy | [ Paste ]

[ Top




Verificar informacion de OSPF
e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de cada

interface
= e — — i R e ——

| Physical I Config CLI | Attributes |
105 Command Line Interface
1 Internet address is 172.31.21.Z2/30, RArea 0O -
' Process ID 1, Router ID 5.5.5.5, Network Type POINI-TO—-POINT,

Cost: €152

Transmit Delay is 1 sec, State POINT-TO-POINTI, Priority O

No designated router om this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40,
Retransmit 5

Hello due in 00:00:05

Index 11, flood gueue length 0O

MNext O0x0{(0).,/0x0{0)

Last flood scan length is 1, maximuam is 1

Last flood scan time is 0 msec, maximum is 0 msec

Suppress hello £for 0 neighbori{s)
Seri=alds 01 is up, line protocol is up

Internet address is 17Z2.31.23.1/30, Area 0O

Process ID 1, Router ID 5.5.5.5, MNetwork Type PBPOINT-TCO—-BOINT,
Cost: 3500

Tranmsmit Delay is 1 sec, State POINT-TO-POINT, PFPriocrity O

Mo designated router om this network

Mo backup designated router om this network

Timer interwvals configured, Hello 10, Dead 40, Wait 40,
Retransmit 5 |

Hello due in 00:00:05
——More—-—

4 [.m

Ctrl+F6 to exit CLI focus [ copy || Pase |

i = Top

e Visualizar el OSPF Process ID, Router 1D, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router.

Para visualizer procedemos a introducir el commando show running-config

{== u ol .

- o -

[ Physical | config CLI | Attributes

I05 Command Line Interface

T

interface Serialld/ 0,0
bandwidth Z5¢
ip address 172.31.21.2
clock rate 2000000

1

Ll
i
I
3]
I
i
ki
i
L
Ll
i
L3

interface Seri=l0/0/1
bandwidth 256

ip address 172.31.23.1
ip ospf cost 3500

1

Lo
i
w
3]
w
[
o
m
n
Lo
i
2]

interface Wlanl
ne ip address
shutdown

!

router ospf 1
router—id 5.5.5.5
log-adjacency—changes

passive—interface FastEthernetd/0

suto-cost reference—bandwidth 3500

network 172.31.21.0 0.0.0.28 axea O

network 172.31.23.0 0.0.0.3 area O

network 10.10.10.0 0.0_.0.255 area 0O |:

——More——

Cirl+F6 to exit CLI focus Copy | [ Paste |

4 [ Top
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3. Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento, Inter-
VLAN Routing y Seguridad en los Switches acorde a la topologia de red establecida.

Creacion de VLAN

= —
B 51 r

| physical | config | cur Attributes

I0S Command Line Interface
Press BRETUEREM to get started.

Sl>enakble
Slgconfig
Configuring from terminasl, memory, or network [terminsl]?
Enter configuration commands, one per line_ End with CHTI]

S5l{config) vlan 20

Sl {config—wvlan) #fname Administracion
51 {config—wlan) f#wvlamn 40

51l {config—wvlan) fname Mercadeo

51 {config—wlan) #wvlamn Z00

S5l {config—wvlan) fname Mantenimiento
Sl lconfig—wlan) #I

Ctrl4F6 to exit CLI focus

] = Top

B 51

® T — e |

| Physical | cenfig | cLI Attributes |

105 Command Line Interface
Sl ({config)#ip default—gateway 139Z_1&2.939.1
51 {config)lfint £0/3
S1 (config-if) #swutch
51l {config—-if) fswitch
Sl ({config-if)fswitchport mode trunk

51 {config—if) §
FLINEPROTO-S5-UPDOWN: Line protocol on Inmterface FastEthernetds3,
changed state to down

FLINEPROTO-S5-UPDOWN: Line protocol on Inmterface FastEthernetds3,
changed state to up

SFLINEPFROTO-S5-TUPDOWN: Line protocol on Inmterface V1ianZi0, changed
state to up

Sl (config-if)fswitchport mode trunk native wlanm 1

% Imvalid imput detected at "' marker._

S1 (config-if) #switchport trunk native wlan 1
51 {config-if) fint £0/24

Sl ({config-if)fswitchport mode trunk

S1 (config-if) #switchport trunk native wlan 1

51 {config—if) §

Ctrl4+F6 to exit CLI focus [ copy | [ Past= |

[ Top
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Configuracion VLAN S3

R 53

[ S W SRR

| Physical | config | €Ul | Atwributes |

105 Command Line Interface

TWITCNFENEnIE
Switchiconfig t
Enter configuration commands,
Switch {config) fhostname 53

53 {config) #vlan 30
53 (config—vlan) fname
53 (config-vlan) §vlan 40
S2{config-vlan) fname Mercadeo

53 (config-vlan)#vlan Z00

53 (config-—vlan) fname Mantenimiento
53 (config-wvlan) fexitc

52 (config) #int wlan Z00

53 (config-if) &
% LINK-5-CHaZNEED:

Bdministracion

Interface V1l=nZod,

sState to up

53 (config-if) #no shu

53 {config-if) #no shutdown
53 {config—if) fexit

52 {config) #ip defa

53 ({config) €

one per line._

changed state to up

SLINEFPROTO-5-UFDOWN: Line protocol on Interface VlanZ00,

L 53 (config-if) §ip address 1832 _.1&653_.3835_3

S3i{config) #ip default—-gateway 13Z.1&8.35395.1

End with CHTL/Z.

changed

m

Ctrl+F6 to exit CLI focus

Copy ] [ Paste ]

[T Top

4. En el Switch 3 deshabilitar DNS lookup
3 A .. O]

————

[ physical [ config | Q| tmbutes |

105 Command Line Interface

SLINE-5-CHENGED: Interfzee Vlan2(0, changed state to up
SLINK-5-CHANGED: Interfsce FastZthezaet(/1, changed state to up

SLINEPROTC-5-UPDOWN: Line protocol on Interface FastEthernet0/1,
changed stzte to up

SLINE-S-CHANGED: Interfzce FastZtheznet(/3, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEIthernet0/3,
changed state o up

SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed
state to up

%LINEPROTQ-5-UPDOWN: Line protocel on Interface V1an200, changed
state to up

Slvenable

Slfconfig t

Enter configuration commands, one per line.
51{config)§no ip domain-lookup

S1(config) Z

m

End with CNTL/Z.

Ctrl+F6 to exit CLI focus

Dop

- am

30

1]
— 1
ject| | IE‘ 57 |
3 =HEN
Physical | Config | CUI | Attbutes
105 Command Line Interface
state to up A

*LINE-5-CHANGED: Interface FastZIthernet/l, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1,
changed state to up

SLINZPROTO-5-UBDOWN: Line protocel on Interface FastZthernet0/3,
changed state to down

%LINZPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3,
changed stzte to up

*LINZDROTO-5-UPDOWN: Line protocol on Interface V1an200, changed
state to up
S3»eonfig ¢

% Invalid input detected at '"' marker.

m

337enable
S3gconfig t

Enter configuration cormands, cne per line. End with CHTL/Z.
S3(config) $no ip domain-loskup v

Ctrl+F6 to exit CLI focus

[ 7op




5. Asignar direcciones IP a los Switches acorde a los lineamientos.
- Asignacion de IP para S1y S3

- Seleasigno la IP correspondiente a cada switch

(2 53

[ Physical | cenfig | cuLI Attributes

I0s Command Line Interface

SITID T SorETI LooROe

% Inwvalid inpur detected at "~ markexr.
Sl1f#config ©

Enter configuraticon commands,
S1 (config) #inc

51 (config) #interface

% Incomplete command.
S1{config) #ne ip domain-—lockup
51 {config) #int wvlanl
S1{config—if) #ip address 1592 .1&63.35_32
S1 {config—4i£) gnc shu

S1 {config—if) #nc shutdown

one per line. End with CHNIL/Z.

Z55_255_255.0

S1{config—4i£) g
ALINE-S—CHANZED: Interface WVlanl, changed state to up
2 LINE PRCTC— 5 —UPDHIWH =

state to up

Line prooocococl on Interface Vilanl, changed

Sl iconfig—if) #exit
S1 {config) #int Ta

31

% Incomplete command.
S1 {config) £

A

Ctrl+F6 to exit CLI focus [ Copy

] [

Paste

=] Top

@ 53

o

[ Physical | cenfig | LI Attributes

I0S Command Line Interface

S3fconfig t©

Enter configuration commmands,
53 (config) #fno ip domain—lookup
53 (config) #int wvlanl
S3{config-ifi#ip adress 132 _.1€8.3995.3 Z55.2Z55.2Z55.0

one per line._

% Imwvalid input detected at """ marker.

53 (config—if) £ip
53 {config—if) #no
53 {config—if) #no

address 192 _.1€8.995_.3 Z55_2Z55_.2Z55.0
shu
shutdown

S2 lconfig—if) g

FLINE-S5—CHAEMNEED: Inmnterface Wlanl, changed state to up
FLINEPROTO-S-—UPDOWN: Line protocol on Interface Wlanl,

state to up

53 (config—if)fexit

S3lconfig) #ip defa

S3{configlfip default—gateway 13Z_1&2.33_1
53 (config) #exit

S3E

ES¥YS—-5-—COMNFIEZ TI: Configured from conscle by conscle

End with CHIL/SZ.

changed

fLm |

Cirl+F6 to exit CLI focus [ Copy

J [

Paste

=] Top




6. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.
Se procedio a desactivar las interfaces que no se van a utilizar en el switch

Logical P51 | -— {E@Q EAH Set Tiled Background H Viewport ” Environment: 15:51:00 |
(3] =@ 2]
"L A Physcal | Config | CUI | Attributes * |
— 105 Command Line Interface Physcal | Config | CUI | Atibutes E
105 Command Line Interface
Dress RETURN to get started
Press RETURN to get started.
5
I s, one per line. End with CNTL/Z
a0/4-23, g0/12
5 Em commands, one per line. End with CNTL/Z
5 53 £a0/2, £a0/4-24, g0/1-Z
S: ks 83 shu
53 $no shutdown
Cil+F6 to exit CLI focus Copy Paste s M
Cobe o et s oy a
ez
¢ [CI7ep l
Time: 00:31:
= = 7o e
5 V4 & ‘
m 4 e =n —r. | = —r —r. | =0 —r | (=
J:l’./" n = [FElFE FE S S S S S S S S S e——ne—

7. Implement DHCP and NAT for IPv4
8. Configurar R1 como servidor DHCP para las VLANSs 30 y 40.

9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para configuraciones
estaticas.

Name: ADMINISTRACION
Configurar DHCP pool para VLAN DNS-Server: 10.10.10.11
30 Domain-Name: ccna-unad.com

Establecer default gateway.

Name: MERCADEO
Configurar DHCP pool para VLAN | DNS-Server: 10.10.10.11

40 Domain-Name: ccna-unad.com
Establecer default gateway.
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-

W Rl -

hd ———— ————————————

| Physical | cenfig | cLI

Attributes

IOS Command Line Interface

SELINEPROTO-—S—UTOPDOWM -
changed state to up

Rlzenable
RlEgconfig T+

Rl {dhcocp—config) £

Press RETUERM to get sStarted!

ELINE-S—CHENCED: Interface Serial0/ 0,0, changed state TtTo up

Lime protocol on Interface Serial0s s 000,

Enter configuration commands, one per line._ End with CHTILSZ.
Rl iconfig)f#fip dhcocp excluded—address 132 _1€eS8.30.1 13932 _1€8_.320.30
Rl iconfig)f#fip dhcocp excluded—address 132 _1€eS5.40.1 13932 _1€8_.40_.30
Rl {config) #ip dhcp pool Administracion

Rl {dhcp—config) #édns—server 10_.10_.10_.11

Rl (dhcocp—config) #default

Rl (dhcocp—config) #default

Rl {dhcocp—config) #édefault—router 13932 _1&2_.30_1

Rl {dhop—config) #fnetwork 122 . 1€2.20.0 Z55_Z55.Z55.0

Rl {dhcp—config) #ip dhop pocl MERCARDED

Rl {dhcp—config) #édns—server 10_.10_.10_.11

Rl {dhcocp—config) #édefault—router 13932 _1&28_40_1

Rl {dhocp—config) fnetwork 132 162 _40_.0 Z55_Z2Z55_Z55.0

m

Ctrl4+F& to exit CLI focus

[ Copy ] [ Paste

[ Top

10. Configurar NAT en R2 para permitir que los host puedan salir a internet

33

Se procede a dar los permisos de entrada y salida del router

TR c————— = )

| Physical | config | LI | attibutes |

105 Command Line Interface

changed state to up

changed state to up

RZrenable

RZgconfig t©

B2 {config) fuser web

Z09_1e5.Z00_ZZ5
RZ (config) #int £0/0

BZ (config-if) g

SLINE-S—CHAEMNGED: Interface Serialld/ 0/1, changed state to up
SLINE-S5S—CHARNEED: Interface Serialdys0/0, changed state to up

FLINEPROTO-S—UPDOWN: Line protocol on Interface Serisl0s 00,

SLINEPROTO-S5-UPDOWN : Line protocol on Interface Serizld/s0/1,

Enter configuration commands, one per line. End with CHIL/SZ.

RZ (config) fuser webuser priwvi
BRZ (config) £#ip nat inside source static 10.10.10.10

RZ {config—-if) §ip nat out

RZ (config—if) #ip mat ocutside
RZ (config—if) &int £0/1
RZ{config-if) #ip mnat inside —

m

Ctrl+F6 to exit CLI focus

[ Copy ] [ Paste ]

[] Top




11. Configurar al menos dos listas de acceso de tipo estandar a su criterio en para restringir
o permitir trafico desde R1 o R3 hacia R2.

® R2 - S— W — (e | ——c—

Physical | cenfig | cLI Attributes |

I0S Command Line Interface
FZ lconfig) Faccess—1ist 1 permit 192 l1e5-.S0-.0 O0-.0-.0-255
BZ (configlfaccess—l1list 1 permit 192 _1&8 _40_0 O0_0_0_Z55
RZ{configl #ip nat pococl INTERNET 2013 _1&5.200.225 Z03.1£5.200.228

% Inmvalid input detected at "' marker._

RZ{configl#ip nat pool INTITERNET Z03_1€5.Z00.Z25 Z03_1&5.Z00.225
% Inmcomplete command.

BZ lconfigl#ip nat pool INTERNET Z03_1€5_Z00.225 Z09_1&65.Z00_2ZZ8
% Incomplete command.

REZ{configlf#ip nat pool INIERNET Z03_.1€5.Z200.Z225 Z03_1&5.Z00.Z2285
netmask Z55.Z55_.Z55._2Z48

RZ{configl#ip nat ingide scourse list 1 pococl INTERNET

% Imvalid input detected at "' marker.

RZ{configl#ip nat inside sourse list 1 pococl INTERMNET

% Imvalid input detected at "' marker.

RZ{configl#ip nat inside sourse list 1 pococl SERVIDOR Tl

% Inmvalid input detected at "' marker._ =

RZ{configl#ip nat inside socurce list 1 pococl INTERNET
RZ (config) £ =2

Ctrl+F6 to exit CLI focus [ Copy | [ Past= ]

=] Top

" e E:

| Physical | config | cL1 | Atributes |

105 Command Line Interface

BZ (config) #ip mat inside socurce list 1 pool INTERNET .
RZ (config) fexit
RIE

SS¥YS—-5-CONFIEZ_TI: Configured from conscle by conscle

BRZgconfig ©

Enter configuration commands, one per line. End with CHILSZ.
RZ (config) #access—1list sta

RZ {config) #access—list standar ADMIN_S

% Imvalid input detected at "' marker.

RZ {config) #access—list standard RDMIN_S

% Imvalid input detected at "' marker.

RZ {config) #ip accocess—list standard ADMTIN S

BRZ (config-std—nacl) fpermit host 172.31.21.1

RZ (config-std—nacl) fexit

RZ (config)fline wcy 0 4

RZ {config—line) facces—class RARDMIN_S in L

% Imvalid input detected at "' marker. =

RZ {config—line) faccess—class ADMIN_S in —
RZ (config—line) §

Ctrl4+F6 to exit CLI focus [ Copy ] [ Paste ]

| [C] Top
|
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12. Configurar al menos dos listas de acceso de tipo extendido o nombradas a su criterio en
para restringir o permitir trafico desde R1 o R3 hacia R2.

[ N e o

[ Physical | config | cur | aAtrbutes |

105 Command Line Interface

RZ (config—std-—nacl) fpermit host 17Z.31.Z21.1 -
BZ (config—std-nacl) fexit

RZ (configl#line wty 0O 4

BRZ (config—line) facces—class ARDMIN S in

% Imwvalid imput detected at "~" marker.

RZ (config—line) faccess—class RDMIN_ S5 in

BZ (config—line) fexit

BZ (config) #ip access—list 101 permit tcp any host Z05_.165.Z00.ZZ95
eg WWW

% Imvalid inmput detected at "~" marker._

RZ (config) faccess—1list 101 permit tcp any host Z0S_.165.200.22% eg
W

RZ (config) faccess—list 101 permit icop any any echo—reply

RZ (config) #int £0/0

BZ (config—if)#ip access—group 101 in

RZ {config—if)fint s0/0/0

RZ (config—if) #ip access—group 101 ocut

BRZ (config—if)#int s0,/0/1

RZ (config—if) #ip access—group 101 cut

RZ (config—if)#int £0,/1

RZ (config—if)#ip access—group 101 out -
BZ (config—if) g -

Ctrl+F6 to exit CLI focus [ copy |[ Paste |

=] Top

b —— E = —

13. Verificar procesos de comunicacion y re direccionamiento de trafico en los Router
mediante el uso de Ping y Traceroute.

¥ R2 ~— e ——— [P W ===

| Physical | config | <L Attributes

IOS Command Line Interface

W i
RZ {config) #access—list 101 permit icmp any any echo—reply
RZ {config) #int £0/0

RZ (config—if) #ip access—group 101 in

RZ (config-ifl fint sSO0s050

RZ {config-if) #ip access—group 101 ocut

RZ {config-if) fint s0/071

BZ (config-ifl #ip access—greoup 101 ocut

RZ {config-if) #int £0s51

RZ {config-if) fip access—group 101 ocut

RZ {config-if) fexit

RZ {config) #exit

RZE

2S¥S—S—CONFIZ_I: Configured £rom conscle by console

RZgshow sccess—lists
Standaxzd IP access list 1
10 permit 19Z 168 _30_0 0_0_0_Z55
20 permitc 152.165.40.0 0.0.0.255
Standazd IP access list ADMIMN S
10 permit host 17Z_.21_.Z1._.1
Excended IP access listc 101
10 pezmit tcp any host 203.1685.200.223% eg www
20 pezmit icop any =ny echo—zeply

1 |

RZE

Cirl+F6 to exit CLI focus [ Copy ][ Paste ]

[ Top
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Physical Config  CLI  Attributes

10S Command Line Interface

Rlgping 205.1€5.200.230

Type escape segquence to abort.

Sending 5, 100-byte ICMP Echos to 209.1€5.200.230, timeout is 2
seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 1/€/23
ms




CONCLUSIONES

Logramos dar respuesta a los requerimientos expuestos por la empresa, basandonos en los
lineamientos estructurales con el fin de que los diferentes dispositivos pudieran
interconectarse entre si y generar la respuesta de envid y recibido en cada punto. Por otro
lado se elabord la topologia requerida y se aplicaron las diferentes configuraciones que
arrojaron un optimo funcionamiento en cada uno de los dispositivos.
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