PRUEBA DE HABILIDADES PRACTICAS

ANDRES FERNANDO GUERRERO CARVAJAL
CODIGO: 1.116.260.222

GRUPO COLABORATIVO
24

TUTOR
DIEGO EDINSON RAMIREZ

UNIVERSIDAD NACIONAL ABIERTA Y A DISTANCIA (UNAD)
ESCUELA DE CIENCIAS BASICAS TECNOLOGIA E INGENIERA
DIPLOMADO DE PROFUNDIZACION CISCO
CALI
2018



TABLA DE CONTENIDO

INTRODUGCCION ..ottt ettt ettt ettt e te et ete et e s et e se st et et e s e te s ete et eseeseteeeeneeeereee 4
ESCENARIO L ...ttt sttt ettt sttt e e ekttt e st et e e e s bbbt e e s bttt e e s sttt e e e bbe e e e sneeeeennnneeeas 5
Archivo Packet Tracer (Version 7.2) —ESCENANIO L......cuieeiiiiiiiiiiiieieeeieiiiieeeee e e e sesinvnneeeee e s snnnnnes 24
S 08 = N Y = [ 2 PRSP 25
1. Configurar el direccionamiento IP acorde con la topologia de red para cada uno de los
dispositivos que forman parte del @SCENAIIO..........cocuuriiiiiiiii e 25
2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios: ..........ccccee...... 27
3. Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento, Inter-VLAN
Routing y Seguridad en los Switches acorde a la topologia de red establecida. ...............ccceeeneee. 34
4.  En el Switch 3 deshabilitar DNS I00KUD .........oiiiiiiiiiiiii e 36
5. Asignar direcciones IP a los Switches acorde a los lineamientos. .............cccccooeei, 37
6. Desactivar todas las interfaces que no sean utilizadas en el esquema de red. ...........cccccuune. 37
7. Implement DHCP and NAT fOr IPVA........uoiiiii ettt 37
8. Configurar R1 como servidor DHCP para 1as VLANS 30 Y 40. .....ccoiuiiieiiiiiieiiiiee e 37
9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para configuraciones estaticas.
37
10. Configurar NAT en R2 para permitir que los host puedan salir a internet........................... 38
11. Configurar al menos dos listas de acceso de tipo estdndar a su criterio en para restringir o
permitir trafico desde R1 0 R3 hacCia R2. .........uiiiiiiiiii e 38
12. Configurar al menos dos listas de acceso de tipo extendido o nombradas a su criterio en
para restringir o permitir trafico desde R1 0 R3 hacia R2.........cccoooiiiiiiiiiiiii e 38
13. Verificar procesos de comunicacion y redireccionamiento de trafico en los routers mediante
el uso de PiNG Y TraCEIOULE. ......ccee e, 40
Archivo Packet Tracer (Version 7.2) — ESCENArio 2 .......cccccouiiiiiiiiiie e 43
CONCLUSIONES ...ttt e e e e ettt e e e e e et e e e ta bt e e eaeeeestan e s eeeeeesanrnnnes 44
BIBLIOGRAFIA ...ttt ettt ettt et ettt et et et et e e s ene e neeeens 45



LISTA DE TABLAS

Tabla 1. Direccionamiento
Tabla 2. Asignacion de VLAN y de puertos

Tabla 3. Enlaces troncales



INTRODUCCION

En el siguiente informe se presenta el paso a paso del desarrollo de la prueba de
habilidades practicas en sus dos escenarios propuestos del DIPLOMADO DE
PROFUNDIZACION CISCO, donde se ejecutan los conceptos y practicas
estudiadas y desarrollas a lo largo del curso.

Los escenarios propuestos se deben de configurar y ejecutar usando un software
para su implementacion simulando un escenario real y para esta actividad se
usara el Packet Tracer 6, donde aplicaremos los conceptos para implementar
NAT, servidor de DHCP, RIPV2 y el routing entre VLAN, configuracién de
direcciones IP y verificar su correcta implementacion usando ping Unicamente.

Con el desarrollo de esta practica se pretende también cumplir la programacion
propuesta a lo largo de la carrera para obtener el titulo de Ingeniero de Sistemas.



pp?éF;T Laptop-PT
Laptop0

Laptop-PT
Laptopl

ESCENARIO 1

Tabla 1. Direccionamiento

Laptop-PT
Laptop31

Laptop-PT
Laptop30

—t

—imaiad S
PC-PT

PC31

Srve-PT
Server0

El . ., Mascara de Gateway
administrador |~ Interfaces Direccion IP subred predeterminado
ISP S0/0/0 200.123.211.1 255.255.255.0 N/D

Se0/0/0 200.123.211.2 255.255.255.0 N/D

R1 Se0/1/0 10.0.0.1 255.255.255.252 N/D

Se0/1/1 10.0.0.5 255.255.255.252 N/D

Fa0/0,100 | 192.168.20.1 255.255.255.0 N/D

R2 Fa0/0,200 | 192.168.21.1 255.255.255.0 N/D

Se0/0/0 10.0.0.2 255.255.255.252 N/D

Se0/0/1 10.0.0.9 255.255.255.252 N/D

192.168.30.1 255.255.255.0 N/D

R3 Fa0/0 2001:db8:130::9CO0:| /64 N/D
80F:301

Se0/0/0 10.0.0.6 255.255.255.252 N/D

Se0/0/1 10.0.0.10 255.255.255.252 N/D

SW2 VLAN 100 | N/D N/D N/D

VLAN 200 | N/D N/D N/D

SW3 VLAN1 N/D N/D N/D




PC20 NIC DHCP DHCP DHCP
PC21 NIC DHCP DHCP DHCP
PC30 NIC DHCP DHCP DHCP
PC31 NIC DHCP DHCP DHCP
Laptop20 NIC DHCP DHCP DHCP
Laptop21 NIC DHCP DHCP DHCP
Laptop30 NIC DHCP DHCP DHCP
Laptop31 NIC DHCP DHCP DHCP

Tabla 2. Asignacién de VLAN y de puertos

Dispositiv | VLAN Nombre Interfa
0 z
SW2 100 LAPTOPS Fa0/2-3
SW2 200 DESTOPS Fa0/4-5
SW3 1 - Todas las interfaces

Tabla 3. Enlaces troncales

Dispositivo Interfaz Dispositivo
local local remoto
SW2 Fa0/2-3 100

Situacion
En esta actividad, demostrara y reforzara su capacidad para implementar NAT,
servidor de DHCP, RIPV2 y el routing entre VLAN, incluida la configuracién de

direcciones IP, las VLAN, los enlaces troncales y las subinterfaces. Todas las
pruebas de alcance deben realizarse a través de ping Unicamente.




Descripcion de las actividades
SW1 VLAN vy las asignaciones de puertos de VLAN deben cumplir con

1.

la tabla

B sw2

(2]
]
2]
|74

Physical nfig Attributes

I0S Command Line Interface

E= —5— T Line protocol on Interrace FasttmEthernecu/s,

SLINK-S-CHANGED: Interface FastEthernet0/l, changed state to up

SLINEPROTO-S-UPDOWN: Line protocol on Interface FastEthernetO/1,

SW2>en
SW2gconf t©
Enter configuration commands,
SW2 (config)

SW2 (config)gvlan 100
SW2 (config-vlan) #name
SW2 (config-vlan) $EXIT
SW2 (config) #vlian 200
SW2 (config-vlan) $name
SW2 (config-vlan) $EXIT
SWZ2 (config) #§END
SW2g
$SYS-S5-CONFIG_I:

LAPTOPS

DESTOPS

SW2E&WR

Building configuration...
[OK]

swas|

one per line.

End with CNTL/Z.

Configured from conscle by console

changed state to up

changed state to up

Ctri+F6 to exit CLI focus

[J vop

Copy Paste

B sw2

Physical Config CcLI Aftributes
= o= ]

10S Command Line Interface

SW2>E
SWZg&show vlan

VLAN Name

Status

Ports

1 default

100
200
1002
1003
1004
1005

LAPTOPS
DESTOPS
fddi-default
token-ring-default
fddinet-default
trnet-default

VLAN Type

SAID MIU Parent

RingNo

active

active
active
active
active
active
active

BridgeNo

Fal/2,
Fa0/10,
Fa0/14,
Fad/18,
Fad/22,
Fad/4,
Fa0/7,

Fa0/3,
Fa0/11,
Fa0/1s,
Fal/15,
Fa0/23,

Fa0/s

Fa0/8

Stp

Fa0/€, Fa0/%

BrdgMode Transl TransZ

Fa0/13
Fa0/17
Fa0/21

Fa0/12,
FalO/l€,
Fad/20,
Fa0/24

1 enet
100 enet
200 enet
1002 £ddi
1003 tr

--More--—

100001
100100
100200
101002
101003

1500 - -
1500 - =
1s00 - -
1500 - =
1s00 - =

Ctrl+F6 to exit CLI focus

Copy Paste




100 LAPTOPS active FalO/2, FaO/3

200 DESTOPS active Fal/4, Fal/5
1002 f£ddi-default active
1003 token-ring-default active
1004 fddinet-default active
1005 trnet-default active

¥ sw3 -

Physical Config CLI Attributes
[——--o.—]

10S Command Line Interface

Enter configuration commands, one per line. End with CNIL/Z.
SW3(config)gvlan 1

SW3 (config-vlan) gexit

SW3 (config-if-range) #switchport mode access

SW3 (config-if-range) $¢switchport access vlan 1

SW3 (config-if-range) gexit

SW3 (config) ¢end

SW3g

$SYS-5-CONFIG_I: Configured from console by console

SW3gwr

Building configuration...
[CK]

SW3gshow vlan

VLAN Name Status Ports
1 default active Fal/1l, Fa0O/2, Fa0/3, Fal/4

Fal/5, FaO/€, Fa0d/7, Fal/8

Fa0/9, Fa0/10, Fa0/1ll, Fa0/1l2
Fa0/13, Fa0/14, Fa0/1l5, Fa0/le€
Fa0/17, Fa0/18, Fa0/1%, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24

1002 £ddi-default active

1003 token-ring-default active

1004 fddinet-default active

1005 trnet-default active

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2
1 enet 100001 1500 - = = = = 0 0
1002 £ddi 101002 1500 - - - - - (1} 0
1003 tr 101003 1500 - = = = = [} 0
1004 £dnet 101004 1s00 - - - ieee - 1} 0
1005 trnet 101005 1500 - - = ibm - 0 0
--More-- [

Los puertos de red que no se utilizan se deben deshabilitar.



® sw3 =

Physical Config CLI Attributes
L —.coo0-—]

I0S Command Line Interface

SW3gconf t
Enter configuration commands, one per line. End with CNTL/Z.
SW3 (config) g

SW3(config)kinc range 50/6-23|

SW3 (config-if-range) $§shutdown

3LINK-5-CHANGED: Interface FastEthernet0/€, changed state to administratively down
$LINK-5-CHANGED: Interface FastEthernet(/7, changed state to administratively down
SLINK-5-CHANGED: Interface FastEthernet0/8, changed state to administratively down
$LINK-5-CHANGED: Interface FastEthernet0/9, changed state to administratively down
$LINK-5-CHANGED: Interface FastEthernet0/10, changed state to administratively down
$LINK-5-CHANGED: Interface FastEthernet0O/ll, changed state to administratively down
$LINK-5-CHANGED: Interface FastEthernet0/12, changed state to administratively down
SLINK-5-CHANGED: Interface FastEthernet0/13, changed state to administratively down

SLINK-5-CHANGED: Interface FastEthernet0/14, changed state to administratively down

wn- T = bl el =0 L1 0 e et e - s 3 = = T |
¥ sw2 -
Physical Config CLI Attributes
S — ]

I10S Command Line Interface

SW2ren
SW2#conf ¢t

Enter configuration commands, one per line. End with CNTL/Z.
SW2 (config)@int range £f0/€-24
SW2 (config-if-range) #showdo

% Invalid input detected at '~' marker.

SW2 (config-if-range) §shutdown

$LINK-5-CHANGED: Interface FastEthernet(/€, changed state tc administratively down
$LINK-S-CHANGED: Interface FastEthernet(l/7, changed state to administratively down
$LINK-S-CHANGED: Interface FastEthernet(/2, changed state to administratively down
$LINK-5-CHANGED: Interface FastEthernet(l/3, changed state to administratively down
$LINK-5-CHANGED: Interface FastEthernet0/10, changed state to administratively down
$LINK-S-CHANGED: Interface FastEthernet(/1ll, changed state to administratively down

$LINK-S-CHANGED: Interface FastEthernet0/1l2, changed state to administratively down

AL TN e CLIDN DN Tos £ EacsDel L0712 k. St oo o dmini oot 2 &




SW2>»en

SW2¢conf ¢t

Enter configuration commands, one per line. End with CNTL/Z.
SW2 (config)gint £0/1

SW2(config—if)kswitchgort mode trunk |

SW2 (config-if) gexit

SW2 (config) ¢

SW3ren

SW3gconf ¢

Enter configuration commands, one per line. End with CNTL/Z.
SW3(config)gint £0/1

SW3(configiifJcswitchpoz: mode tzunkl

SW3 (config-if)$
$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/l, changed state to down

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/l, changed state to up

SW3 (config-if)gend

SW3g

%5YS-5-CONFIG_I: Configured from console by console
wr

Building configuration...

[CK]

swag

La informacion de direccion IP R1, R2 y R3 debe cumplir con la tabla 1.

Rl»en

Rlgconf t

Enter configuration commands, one per line. End with CNTL/Z.
Rl(config)$int s0/0/0

Rl(config-if)#ip address 200.123.211.2 255.255.255.0
Rl(config-if)fexit

Rl(config)$int s0/1/0

Rl({config-if)g#ip address 10.0.0.1 255.255.255.252

Rl (config-if)gexit

Rl(config)#int s0/1/1

Rl(config-if)$ip address 10.0.0.5 255.255.255.252

Rl (config-if)gend
R1g
%5YS-5-CONFIG_I: Configured from console by console
wr

Building configuration...

[CK]

R1g

10



RZ>=en
RZgconft t©

Ennex configuration commands. onpe pex Jine End with CNIL/Z

R2 (config) §int £0/0

RZ2 (config—if) gexit

R2 (config)$int £0/0.100

RZ2 (config—-subif) g

SLINK-S—CHANGED: Interface FastEthernet(O/0.100, changed state to up

SLINEPROTO-S—UPDOWN: Line protocol on Interface FastEthernet0/0.100, changed state
to up

2 (config—subif) gencapsulation dotlQ 100

2 (config-subif)#ip address 192 .1€8.20.1 255.255.255.0

2 (config-subif) gexit

2 (config)gint £0/0_200

2 {config—-subif) g

LINK-S5-CHENGED: Interface FastEthernet0/0.200, changed state to up

LINEPROTO-S—-UPDOWN: Line protocol on Interface FastEthernetlO/0.200, changed state
oodan

RZ2 (config-subif) gencapsulation dotlQ 200

R2 (config—-subif) #ip address 192 _.1€28.21.1 255.255.255.0
RZ2 {(config—subif) gexit

RZ2 (config)#int sO0/0/0

RZ (config—-if)gip address 10.0.0.2 255.255.255.253

Bad mask OxFFFFFFFD for address 10.0.0_.2

R2 (config—if)#ip address 10.0.0.2 255.255.255.252

RZ2 (config—if) $exi%DHCPD—-4—PING_CONFLICT: DHCP address conflict: server pinged
182.16€8.21.1.

t

RZ (config) gexit

RZ2g

$SYS—S—CONFIG_I: Configured from conscle by console

R2gcont t©

Enter configuration commands, one per line. End with CNTL/Z.
R2 (config) #int sO0/0/1

RZ (config—-if)#ip address 10.0.0.9 255.255.255.252
RZ2 (config—-if) gexit

RZ (config) gend

RZE

$SYS—-S—CONFIG_I: Configured from conscle by console
WX

Building configuration. ..

[CK]

=2l

e Laptop20, Laptop21, PC20, PC21, Laptop30, Laptop31, PC30 y PC31
deben obtener informacién IPv4 del servidor DHCP.

e« R1 debe realizar una NAT con sobrecarga sobre una direccion IPv4
publica. Asegurese de que todos los terminales pueden comunicarse con
Internet publica (haga ping a la direccion ISP) y la lista de acceso
estandar se llama INSIDE-DEVS.

« R1 debe tener una ruta estatica predeterminada al ISP que se
configuré yque incluye esa ruta en el dominio RIPv2.

11



Physical Config CLI Attributes

I0S Command Line Interface

Rl>en
Rlgconf ¢©

Rl(config)gint s0/1/1
Rl{config-if)gip nat inside
Rli(config-if)gexic
Rli{config)gint s0/1/0

Rl (config-if)¢ip nat inside
Rl (config-if)gexit

Rl (config)#int s0/0/0
Rl{config-if)gip nat ocutside
Rl (config-if)gexic

Enter configuration commands, cne per line. End with CNTL/Z.

Rl({config)Bip nat pool INSIDE-DEUS]200.123.211.2 200.123.211.128 netmask 255.255.255.0

Rl(config)saccess-list 1 permic
Rl({config)faccess-list 1 permit
Rliconfig)#ip nat inside source
Rl(config)#ip nat inside souzce
Rl (config) #¢router rip

Rl (config-router)$version 2

Rl {config-router) gexitc
Rl(config)send

Rlgshow ip nat translations

Ingshow ip nat statistics

Pro Inside global Inside local
Tep 200.123.211.1:80 152.1€2.30.€:80 -—— =

152.1€8.0.0 0.0.255.255

10.0.0.0 0.255.255.288

list 1 interface s0/0/0 overload

static tcp 152.1€8.30.€ 80 200.123.211.1 80

Rl {config-router)gnetwork 10.0.0.0

Risz

$SYS-5-CONFIG_I: Configured from console by console
wr

Building configuration...

[OK]

Outside local Cutside global

Total translations: [I (1 static,] 0 dynamic, 1 extended)

Cutside Interfaces: Serial0/0/0
Inside Interfaces: [Seriald/1l/0

Seriald/1l/1

Hits: 0 Misses: 0
Expired translacions: 0
Dynamic mappings:

Rig|

12



e R2 es un servidor de DHCP para los dispositivos conectados al puerto
FastEthernet0/0.
e R2 debe, ademas de enrutamiento a otras partes de la red, ruta entre las
¥ r2
Physica Config CLI Aftributes
0S5 Command Ling interface
R2>en
R2gconf ©
Encer configuraticon commands, cne per line. End wich CHTL/Z.
RZ(config)#ip dhcp exclud-address 10.0.0.2 10.0.0.%
% Invalid input detected at "~" marker.
A2 {config) fip dhop excluded-address 10.0.0.2 10.0.0.5]
RZ (eonfig) ¢ip dhep pecl INSIDE-DEVS
R2 (dhop-config) #HETwork 192 . 1€8.20.1 265.255_255.0
R2 (dhep-config) $NETwork 192.168.21.1 255.255.255.0
A2 (dhop-config) #defaulc—roucer L15%2.1€8.1.1
R {dhep=config) #dng=server 0.0.0.0
A2 (dhep-config) fexic
RZ{config)#int wvlan 100
RZ(config-ifZ)sip address L152.1€8.20.1 255.255.255.0
% 152_1€8.20_.0 overlaps with FastEthernetd/s0.100
RZ(config-iZ)gexic
R2 {config)#int wlan 200
R2 (config-if) $ip address 152.1€8.21.1 255.255.285.0
& 152 _1€8.21.0 coverlaps with FastEthernetd/s0.200
RZ (config-if) ¢
R2{config=if) fend
Rz
ASYS-5-CONFIG _I: Configured from console by console
e
Building configuration...
[OK]
|
o EI ServidorO es s6lo un servidor IPv6 y solo debe ser accesibles para los
dispositivos en R3 (ping).
Fire Last Status Source Destination Tvpe Color "~
4 Successful Serwverl PC30 ICKP -
o Successful Serverld Laptop30 ICKMP -
o Successful Serverld Laptop31 ICKMP - r

13



La NIC instalado en direcciones IPv4 e IPv6 de Laptop30, de
Laptop31, de PC30 y obligacién de configurados PC31 simultaneas
(dual-stack). Las direcciones se deben configurar mediante DHCP y

DHCPV6.

Phy=ical Config CLI Aftributes
]

105 Command Line Interface

%LINE-5-CHLNGED: Interface Serialld/0/0, changed state to up
5LINE-5-CHANEED: Interface S5erialld/0/1, changed state to up

SLINEPROTO-5-UEPDOWN: Line protococl on Imterface Serield/ 071,
state to up

SLINEPROTO-5-UPDOWN: Line protococl on Interface Seriseld/ 070,
state to up

$DHCPD-4-PING CONFLICT: DHCP address conflict: server pinged
132.168.21.1.

REZrenable

BZfconfigure terminal

Enter configuration commands, one per line. End with CHTL/Z.
RZ (confiqg) §ip dhep pool wlan 200

BZ (dhep—config) fnetwork 192 _168_.21.1 Z55_25
BZ (dhep—config) fdefaul-router 132 168_21.1

iFi
]
({3}
o
=

% Invalid input detected at """ marker.

BZ (dhep—config) fdefault-router 1592 168_.21.1
B2 (dhcp—config) §exit

B2 (config) §

changed

changed

1

1

Cirl+F6 to exit CLI focus Copy |

[ Paste

14



¥ Laptop3t =
Physical Config Desktop Programming Aftributes

(® DHCP O static DHCP request successful. Ca]

IP Address 192.168.30.2

Subnet Mask 255.255.255.0

Default Gateway 182.168.30.1

DNS Server 0.0.0.0

IPv6 Configuration

O DHep @® Auto Config O static Ipv6 Autoconfig request successful.

IPv6 Address 2001:DB8:130:0:203:E4FF:FE2C:C460 ! |64

Link Local Address l FEB0::203:E4FF:FE2C:C460

IPv6 Gateway FE80:1

IPv6 DNS Server

802.1X

[] use 802.1X Security

Authentication [Ds

Username

Password

v
[ wop
¥ Laptop30 - X
Physical Config Desktop Programming Attributes

® DHCP O static DHCP request successful. A

IP Address 192.168.30.4

Subnet Mask 255.255.255.0

Default Gateway 192.168.30.1

DNS Server 0.0.0.0

IPv6 Configuration

(O DHCP (® Auto Config O static Ipv6 Autoconfig request successful.

IPv6 Address 2001:D88:130:0:201:97FF:FE32:6065 ! 64

Link Local Address | FE80::201:97FF:FE32:6065

IPv6 Gateway FEB0::1

IPv6 DNS Server

802.1X

[ use 802.1X Security

Authentication MDS

Username

Password

v

O 7p

15



¥ pcai

Physical Config Desktop

Programming Attributes

@ DHCP

IP Address

Subnet Mask

Default Gateway

DNS Server

IPv6 Configuration

® DHCP

IPv6 Address

Link Local Address

IPv6 Gateway

IPv6 DNS Server
802.1X

[ use 802.1X Security
Authentication MD5
Username

Password

O static
192.168.30.3
255 255 255.0
192.168.30.1

0.0.0.0

(O Auto Config O static
2001:DB88:130:0:20C:85FF:FE03:4271

64

FE80::20C:85FF:FE03:4271

FE80::1

[J op

¥ pc3o

Physical Config Desktop

Programming Attributes

@ DHcP

IP Address

Subnet Mask

Default Gateway

DNS Server

IPv6 Configuration

@® DHCP

IPv6 Address

Link Local Address

IPv6 Gateway

IPv6 DNS Server
802.1X

[] use 802.1X Security
Authentication MD5
Username

Password

O Static
182.168.30.5
255.255.255.0
192.168.30.1

0.0.0.0

(O Auto Config O static
2001:0B8:130:0:207.ECFF:FE4A:183C

64

FE80::207:ECFF:FE4A:183C

FE80:1

[ 7op

16



La interfaz FastEthernet 0/0 del R3 también deben tener direcciones
IPv4 e IPv6 configuradas (dual- stack).

R3>en

R3gconft ¢t

Enter configuration commands, one per line. End with CNTL/Z.
R3 (config) #ipveé unicast-routing

R3(config) gint £0/0

R3 (config-if) gipve enable

R3(config-if) #ip address 192.1€8.30.1 255.255.255.0

R3 (config-if) §ipveé address 2001:db8::89C0:80F:301/¢€4

R3 (config-if) g§NO SHUTDOWN

R3(config-if) g

R1, R2 y R3 intercambian informacion de routing mediante RIP version 2.

Rlzen
Rlgconf t
Enter configuration commands, one per line. End with CNTL/Z.
Rl (config) $router rip

Rl (config-router)g#version 2

Rl (config-router)#do show ip route connected

C 10.0.0.0/30 is directly connected, SerialQd/l/0

C 10.0.0.4/30 is directly connected, Serial0/1l/1

C 200.123.211.0/24 is directly connected, Serial0l/0/0

Rl (config-router) g¢net

% Incomplete command.

Rl({config-router)gnetwork 10.0.0.0

Rl (config-router)gnetwork 10.0.0.4

Rl (config-router)fend

R1g

%SYS-5-CONFIG_I: Configured from console by console

Rlgwr

Building configuration...
[OK]

R14]

17



Ri=en

R2gconf t

Enter configuration commands, one per line. End with CNTL/Z.

R2 (config) $router rip

R2 (config-router) gversion 2

R2 {config-router)gnetwork 10.0.0.0

R2 (config-router) $network 10.0.0.8

R2 (config-router)#do show ip route connected

C 10.0.0.0/30 is directly connected, Seriald/0/0

10.0.0.8/30 is directly connected, Serial(/0/1
192.1€8.20.0/24 1is directly connected, FastEthernet0/0.100
192.1€8.21.0/24 1is directly connected, FastEZthernet0/0.200

Qa0

R2 (config-router) gend
R2%
%5YS-5-CONFIG_I: Configured from console by console

R2gwr

Building configuration...

[CK]

RZ#l v

R3zen

R3gconf ¢

Enter configuration commands, one per line. End with CNTL/Z.
R3(config) $router rip

R3(config-router)gversion 2

R3(config-router)gnetwork 10.0.0.0

R3{config-router)gnetwork 10.0.0.8

R3(config-router)$show ip route connected

~

% Invalid input detected at '“' marker.

R3(config-router) gend
R3g
%SYS-5-CONFIG I: Configured from console by console

R3gshow ip route connected

C 10.0.0.4/30 1is directly connected, Seriald/0/0

C 10.0.0.8/30 is directly connected, Serial0/0/1

C 192.1€8.30.0/24 1is directly connected, FastEthernet0/0

R3gwr

Building configuration...

[OK]

R3¢ v

18



e« R1, R2yR3 deben saber sobre las rutas de cada uno y la ruta predeterminada
desde R1.

=

Physical Config CLI Attributes
Lo —

[ GLOBAL |

‘ Settings ' Network I

[ Algorlthm Settmgs |

\ ROUTING | |
Static

L RIP , 10.0.0.0

RIP Routing (v2)

Add

Network Address

200.123.211.0

[ l
. INTERFACE |
| FastEthernet0/0 |
| FastEtherneto/1 |
l |
\ |

Serial0/0/0
___ Serialo/o/1

=

Physical Coenfig CLI Attributes
L

| GL65AL ] RIP Routing (v2)
# Settings | Network I I
Igonthm Settings J[ ’ Add J
|

ROUTING

Static Network Address

[
[
IL RIP 1.0.0.0
l
[
[
l
l
[
[

SWITCHING
VLAN Database |
INTERFACE ﬁ 200.123.211.0
FastEthernet0/0 |
~ FastEthernet0/1 [
Serial0/0/0 —

10.0.0.0

_Serialo/0/1 | |

— Remove
| Serialo/1/1 | | e

19



Physical cLu Attributes

[ GLOBAL ]
Settings
Algorithm Settings

ROUTING
Static Network Address

RIP Routing (v2)

Network

i RID 10.0.0.0
SWITCHING
VLAN Database
INTERFACE 200.122.211.0 I
FastEthernet0/0
FastEtherneto/1
Serialo/0/0
Serialo/0/1

192.168.30.0

Remove

Sernaus Lsu
Serialo/1/1 | ’

Remove ”

Verifique la conectividad. Todos los terminales deben poder hacer ping
entre si y a la direccion IP del ISP. Los terminales bajo el R3 deberian
poder hacer IPv6-ping entre ellos y el servidor.

Successful Lapto... Laptop30  ICHMP . 0.000 0
Successful  PC31 Laptop30  ICMP . 0.000 1
Successful PC30 PC31 ICKP - 0.000 2
Successful PC30 Laptop30 ICMP - 0.000 N 3
Successful PC30 Laptop31 ICKMP - 0.000 N 4
Successful Lapto... PC31 ICMP - 0.000 N 5
Successful Server0 PC30 ICKMP - 0.000 N (5]
Successful Serverl PC31 ICMP 0.000 N 7
Successful Server0 Laptop30 ICMP - 0.000 N 2
Successful Server( Laptop31 ICMP 0.000 N -]
Successful Serverd ISP ICMP - 0.000 N 10
Successful Serverd R1 ICMP - 0.000 N 11
Successful Server( R3 ICKP 0.000 M 12
Successful Serverl Rz ICKP - 0.000 N 13
Failed SW3 Serverd ICKP - 0.000 M 14
Failed SW3 Laptop31 ICKP . 0.000 N 15
Failed SW3 Laptop30 ICMP 0.000 N 16
Failed SW3 PC31 ICMP . 0.000 N 17
Successful PC30 R1 ICKP - 0.000 M 18
Successful R3 R1 ICKMP o.000 M 19
Successful Rz R3 ICKMP - o.000 M 20
Successful R1 R2 ICMP - 0.000 N 21
Successful Rz ISP ICKMP - 0.000 N 22
Successful R3 ISP ICKMP - 0.000 N 23




& Successful R ISP ICMP 0.000 N 24
o Failed ISP Laptop3 cvr Il 0.000 M 25
o Failed ISP Laptop30 ICHMP 0.000 M 26
> Failed ISP PC31 icvP Il 0.000 M 27
o Failed ISP PC30 icve Il 0.000 M pe:]
“ Failed ISP Laptop21 ICMP 0.000 M e ]
o Failed ISP Laptop20 ICHMP . 0.000 N 30
e Failed ISP PC21 ICHP 0.000 i H
o Failed ISP PC20 ICHP . 0.000 N 32
e Failed SW2 ISP ICHP . 0.000 M 33
2 Failed SW2 PC21 ICHMP 0.000 N 34
& Successful Lapto.. Laptop21 ICKMP . 0.000 M 35

1z 2EQ0:FOFF:FEZE: A2 0E

Pinging FE! 2EQ:FSFF-FE2E-A20E with

:z2EQ:FSFF:FEZE:R2Z0E

:2E0:FOFF:FE2E-A20E:
:z2EQ:FSFF:FEZE:RZ0E:
:z2E0:FSFF:FEZE:RZ0E:

]

time<lms

it
1]

time<lms

]

time<lms

it
I'|EI

oo oo

g

s
o o ot ot
] 1]

time<lms

1]
I

Ping statistics for FEB0::2E0:FOFF:FEZE:-RA20E:
Packets: Sent = 4, Beceived = 4, Lost = 0 (0% loss)
Approximate round trip times in m1111—5 conds -

Minimam = Oms, Maximum = Oms, RAverage = (Oms
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Ping del PC30 al Server0

ing FE! :2EQ0:FSFF:-FE2ZE:-R20E

Pinging FEE0::Z2EQ0:FSFF:FEZE:R20E with 32

from 2E E gt 2 time=lms TTL~=12&
from 2 2 2 L e time<lms TTL=12%Z
from FE g 2 yhes 2 ti c1lms TTL=12

from FE 2 2 yrhe time<lms TITL=12%

Ping statistics for FES0::2E0:FSFF:FEZE:-RAZ0E:
Packets: Sent = 4, Beceived = 4, Lost = 0
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximuam = lms, Average = (ms

Ping Laptop30 al ServerO

C:%rping FEBO0::ZE0:FSFF:FEZE:-R20E
Pinging FE20::2EQ0:FSFF:FE2E-2A20E with 32

from ZEQ0:FSFF:-:FEZE-RA20E:

from ZED-FSFF:FEZE-RZ0E

from ZEQO-FSFF:FEZE-RZ0E:

from FE80::2E0:FSFF:FEZE:-RA20E:
Ping statistics £fo 0z 2EQ0:FSFF:FEZE-AZ0E:
Packets: Sent = 4, R 1red 4, Lost = 0

Approximate round trip times in milli-seconds:

Minimim = Oms, Maximum = lms, RZwverage = Oms

22



Ping Laptop31 al Server0

C:hw>ping FES0::2E0:FSFF:FEZE:RZ0E

Pinging FE20::2

time<lms
time=1ms
time=1ms

T

:FE2ZE:AZ20E: byte: ! time<lms

Ping statistics for
Packets: Sent = 4,
round trip times
= OIms, Maximaum = lms,

Ping Laptop31 al PC31

-I ] F2-477

C:Zwrping FEB0::20C:85FF:FE03:427
Pinging FE20::20C:85FF:FE03:427]1 with 32

T
a1 | e

E03:427]1: bytes=32 time=lms TTL=128
E03:427]1: bytes=32 time<lms TTL=123
E03:4271: bytes=32 time<lms TTL=1282
E03:427]1: bytes=32 time=lms TTL=123

[ws]
[d 5]
=]
=

T
sAULT

[
[ B o I |
= =
= =

=]
=]

oy
] e

. T .
1 ] e

_|__

Ping statistics for FE20::20C:85FF:FE03:4271:

Packets: Sent = 4, Beceived = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = lms, Awverage = (ms

23



Ping Laptop31 al Laptop30

C:\*ping FE20::201:57FF:FE32:c0&5

y

Pinging FE80::201:97FF:FE32:c0&5 with 32

from

LR
[N BN A |

from
from

[
[N s |

from

Ping statistics for

Packets: Sent = ¢

Epproximate round trip times in milli-seconds:

Hinimum = Oms, Maximum = 2ms,

Ping Laptop31 al PC30

C:hZ7ping FE20::207:ECFF:FE42:1

Pinging FE20::207:ECFF:FE4A:183
from :ECFF:FE4A4:
from :ECEF:FE4A4:

from :ECFF:-FE4L -
from FES80::207:ECFF:FE4L4:

Ping statistics
Packets: Sent
LApproximate

-
L

Minimm = Oms, Maximum = lms,

Archivo Packet Tracer (Version 7.2) — Escenario 1

of data:

time=2ms
time<
time<
time<

r = g _.._._l
L% 1'.-:|:|.| '

time=1lms
time<
time<
time<

https://drive.google.com/file/d/14p9lYp4urNS8DKORZDy|PJLCbggeJBoBB/view?usp

=sharing
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https://drive.google.com/file/d/14p9lYp4urN8DK9RZDyjPJLCbqqeJBoBB/view?usp=sharing
https://drive.google.com/file/d/14p9lYp4urN8DK9RZDyjPJLCbqqeJBoBB/view?usp=sharing

ESCENARIO 2

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Miami, Bogota y Buenos Aires, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si cada uno
de los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas
aspectos que forman parte de la topologia de red.

l t t VLAN Direccionamiento Nombre

nterne 30 192.168.30.0/24 Administracion
' 2 40 192.168.40.0/24 Mercadeo

209.165.200.230 200 192.168.200.0/24 Mantenimiento

172.31.21.0/30

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

F0/0 Buenos Aires

192.168.99.3

1. Configurar el direccionamiento IP acorde con la topologia de red para cada
uno de los dispositivos que forman parte del escenario

R1

BOGOTA#enable

BOGOTA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#int s0/1/0

BOGOTA(config-if)#ip add 172.31.21.1 255.255.255.252
BOGOTA(config-if)#clock rate 64000

25



BOGOTA(config-if)y#no shu

R2

Router(config)#hostname MIAMI

MIAMI(config)#int loop0

MIAMI(config-if)#ip add 10.10.10.10 255.255.255.255
MIAMI(config-if)#ip add 10.10.10.10 255.255.255.255
MIAMI(config-if)#no shut

MIAMI(config-if)#int s0/1/0

MIAMI(config-if)#ip add 172.31.23.1 255.255.255.252
MIAMI(config-if)#clock rate 64000
MIAMI(config-if)#no shut

MIAMI(config-if)#int sO/1/1

MIAMI(config-if)#ip add 172.31.21.2 255.255.255.252
MIAMI(config-if)#no shut

MIAMI(config)#int f0/0

MIAMI(config-if)#ip add 209.165.200.255 255.255.255.248
MIAMI(config-if)#no shut

MIAMI(config)#int fO/1

MIAMI(config-if)#ip add 10.10.10.1 255.255.255.248

R3

Router#configure terminal
BUENOS(config)#hostname BUENOSAIRES
BUENOSAIRES(config)#int loop4

BUENOSAIRES(config-if)#
%LINK-5-CHANGED: Interface Loopback4, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback4, changed state
to up

BUENOSAIRES(config-if)#ip add 192.168.4.1 255.255.255.0
BUENOSAIRES(config-if)#no shut
BUENOSAIRES(config-if)#int loop5

BUENOSAIRES(config-if)#
%LINK-5-CHANGED: Interface Loopback5, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback5, changed state
to up

BUENOSAIRES(config-if)#ip add 192.168.5.1 255.255.255.0

BUENOSAIRES(config-if)#no shut
BUENOSAIRES(config-if)#int loop6

26



BUENOSAIRES(config-if)#

%LINK-5-CHANGED: Interface Loopback6, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback6, changed state
to up

BUENOSAIRES(config-if)#ip add 192.168.6.1 255.255.255.0
BUENOSAIRES(config-if)#no shut
BUENOSAIRES(config-if)#int s0/1/1
BUENOSAIRES(config-if)#ip add 172.31.23.2 255.255.255.252
BUENOSAIRES(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes
criterios:

OSPFv2 area 0O

Configuration Item or Task Specification
Router ID R1 1111
Router ID R2 5555
Router ID R3 8.8.8.8

Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para enlaces

seriales en 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500

R1

BOGOTA>enable

BOGOTA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#router ospf 1

BOGOTA(config-router)#router-id 1.1.1.1

BOGOTA(config-router)#Reload or use "clear ip ospf process" command, for this
to take effect

BOGOTA(config-router)#network 192.168.99.0 0.0.0.255 area 0
BOGOTA(config-router)#network 172.31.21.0 0.0.0.3 area O
BOGOTA(config-router)#passive-interface f0/0
BOGOTA(config-router)#int s0/1/0
BOGOTA(config-if)y#bandwidth 128

BOGOTA(config-if)#ip ospf cost 7500

BOGOTA(config-if)#int sO/1/1
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BOGOTA(config-ify#bandwidth 128
BOGOTA(config-if)#

R2

MIAMI>enable

MIAMI#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MIAMI(config)#router ospf 1

MIAMI(config-router)#router-id 2.2.2.2
MIAMI(config-router)#network 209.165.200.224 0.0.0.7 area 0
MIAMI(config-router)#network 172.31.21.0 0.0.0.3 area 0
MIAMI(config-router)#network 10.10.10.10 0.0.0.3 area 0
MIAMI(config-router)#passive-interface f0/0
MIAMI(config-router)#int s0/1/0

MIAMI(config-ify#bandwidth 128

MIAMI(config-if)#ip ospf cost 7500

MIAMI(config-if)#int sO/1/1

MIAMI(config-if)y#bandwidth 128

MIAMI(config-if)#

R3

BUENOSAIRES>enable

BUENOSAIRES#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BUENOSAIRES(config)#router ospf 1
BUENOSAIRES(config-router)#router-id 3.3.3.3
BUENOSAIRES(config-router)#network 172.31.23.0 0.0.0.3 area 0
BUENOSAIRES(config-router)#network 192.168.4.0 0.0.0.255 area O
BUENOSAIRES(config-router)#network 192.168.5.0 0.0.0.255 area O
BUENOSAIRES(config-router)#network 192.168.6.0 0.0.0.255 area O
BUENOSAIRES(config-router)#int s0/1/0
BUENOSAIRES(config-if)#bandwidth 128
BUENOSAIRES(config-if)#ip ospf cost 7500
BUENOSAIRES(config-if)#int s0/1/1
BUENOSAIRES(config-ify#bandwidth 128
BUENOSAIRES(config-if)#
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Verificar informacién de OSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

s

‘ E Bogota

BRSNS

Physical Config CLI Attributes

0% Command Line Interface

Bogotafshow ip route
BEE
E1l - OQS5PF external type 1, EZ - O5PF external type 2,

i - IS-I5, L1 - I5-I5 lewel-l, LZ - IS5-IS5 lewel-Z
inter area

"

P - periodic downloaded static route
Fateway of last resort is 0.0.0.0 to metwork 0.0.0.0
10.0.0.0/24 is subnetted, 1 subnets

172.31.0.0/30 is subnetted, Z subnets
cC 172.31_21.0 is directly connected, Serisl0y/0/0
o 172.31.23.0 [110/15000] wia 172.31.21.2, 00:28:30,
Serial0 SO0/ 0

182 _.168_.4_0/32 i3 subnetted, 1 subnets
o 132 .168-.4.1 [110/15001] wia 172.31.21.2, 00:28:30,
Serial0/s0/0

192 _.168_.5.0/32 i3 subnetted, 1 subnets
O 1532 .16€8.5.1 [110/15001] wia 172.31.21.Z, 00:28:30,
Serial0s0/ 0

182 .168_.6.0/32 i3 subnetted, 1 subnets
O 13z .1€8.6.1 [110/15001] wia 172.31.21.Z, 00:28:30,
Serizl0sO0r0
cC 192_1f8.30_0f24 is directly connected, FastEthermetO/0.
——-Hore—-

30

Codes: C - connected, 5 - static, I - IGRP, E — RIP, M - mobkile, B -

D - EIGRP, EX - EIGRP externzal, O - O5BF, IA - O5PF inter aresa
N1 - OQ5BF NS55L external type 1, HEZ - O5PF MNS55R external type 2

- EGP

ia — I5-IS

* — pandidate default, U - per—-user static route, o — CDR

O 10.10.10.0 [110/7501]1 wis 172.31_21.Z, 00:28:30, Serisl0/0/0

m

1

Ctri+F§ to exit CLI focus Copy

Paste

] Top
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|
¥ Miami . = | B %
Physical Config CLI Afttributes
—
I35 Command Line Interface
Miamifshow ip route .
Codes: C - connected, 5 - static, I - IGRP, BE — RIP, M - mokile, B -
BEE
I - EIGRP, EX - EIGRP externzl, O - 0O5BF, IA - 0OS5BF inter area
N1 - OS5EBF NSS4 extermnal type 1, MZI - O5PF NS5 external type 2
El1 - O5PF external type 1, EZ - O5PF external type 2, E — EGP
i - I5-I5, L1 - I5-I5 lewel-1l, LZ - I5-I5 lewvel-2Z, ia - I5-I5
inter area
* — pandidate default, U - per-user static route, o — CDR
P - periodic downloaded static route
Fateway of last resort is 0.0.0.0 to metwork 0.0.0.0
10.0.0.0/24 i3 subnetted, 1 subnets
c 10.10.10.0 is directly connected, FastEthermetO/1
172.31.0.0/30 is subnetted, 2 subnets
c 172.31_.21.0 is directly connected, Seri=l0/0/1
c 172.31_.23.0 is directly connected, Seri=l0/0/0
152 _.168_.4_0/32 is subnetted, 1 subnets
O 1532 .1e8.4.1 [110/7501]1 wiae 172.31.23_.2, 00:27:2%, Seri=l0s0/0
182 _.168.5.0/32 is subnetted, 1 subnets
o 132 .1€8.5.1 [110/7501]1 wia 172.31.23_.2, 00:27:2%, Seri=l0ys0/0
152 . 168_.8.0/32 is subnetted, 1 subnets =
O 132 . 1e8.6.1 [110/7501]1 wie 172.31.23_.2, 00:27:25%, Seri=l0ys0/0 '—
o 132.1€8.30.0/24 [110/%65] wia 172_.31.Z1.1, 00:27:2%, Serizldys0/1 b
Cirl+F& to exit CLI focus Copy || Paste |

[C] Top
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¥ BuenosAires l = | (=] |_ih]

Physical Config CLI Afttributes
|

105 Command Line Interface

BuenosRires»enable -
Pasaword:
Buenoshiresgshow ip route
Codes: C - connected, 5 - static, I - IGRP, BE — RIP, M - mokile, B -
BEE
D - EIGRP, EX - EIGRP externzl, O - 0O5BF, IA - O5PBF inter area
N1 - OS5BF N55& external type 1, HZI - O5PF NS552 external type 2
El1 - OQ5PF external type 1, EZ2 - O5PF external type 2, E — EGP
i - I5-I5, L1 - I5-I5 lewel-1, LZ - I5-I5 lewvel-2Z, iz - I5-I5
inter area
* - pandidate default, U - per—-user static route, o — CDR
P - periodic downloaded static route

Fateway of last resort iz 0.0.0.0 to metwork 0.0.0.0

10.0.0.0/24 i3 subnetted, 1 subnets

] 10.10.10.0 [110/782]1 wia 172.31.23.1, 00:25:35, Seri=l0/0/71
172.31.0.0/30 is subnetted, 2 subnets
o 172.31.21.0 [110/845] wia 172.31.23.1, 00:2%5%:35, Serisl0/0/1
c 172.31_.23.0 is directly connected, Seri=sl0/0/1
c 152 .168.4.0/24 is directly connected, Loopbackd4
c 192 .168.5.0/24 is directly connected, Loopbackh
C 152 .168_.68.0/24 is directly connected, Loopbacké
o 132.1€8.30.0/24 [110/84%] wia 172.31.23.1, 00:Z23:5%, Seri=ld/s0/1
] 132.1€8.40.0/24 [110/84¢€] wia 172_.31.23.1, 00:2%:25, Serizlds0/1
o 182 .1e8.200.0/24 [110/B84%] wvwia 172.31.23.1, 00:23:25, =
Serizld/s0/1
= 0.0.0.0/0 is directly connected, Seriald,;0/1
—More— | -
Cirl+F5 to exit CLI focus Copy || Paste |

[C] Top

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el
costo de cada interface

e Visualizar el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada router



® Bogots

Phy=ical Config CLI Aftributes
]

I05 Command Line Interface

Bogota (config-router) §#do sh ip ospf interface

S5eri=ld/0/0 is up, line protocol is up
Internet address is 172.31_21.1/30, Area 0

7500
Tranamit Delay is 1 sec, State BPOINT-TO-POINT, Priority
No designated router on this network
No backup designated router on this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40,

Hello due in 00:00:05
Index 151, flood gueues length 0O
Next 0x0{0)/0x0{0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
2djacent with neighbor 2_.2_.2_2
Suppress hello for 0 neighbor(s)
FastEthernet0d/0.30 is up, line protocol is up
Internet address is 152 _.168.30.1/24, brea 0O

Tranamit Delay is 1 sec, State DR, Priocrity 1

No backup designated router on this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40,

No Hellos (Passiwve interface)
Index 272, flood gueues length 0O
Next 0x0{0)/0x0{0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, Adjacent neighbor count is 0
Suppress hello for 0 neighbor(s)

FagstEthernet0d/0.40 is up, line protocol is up

Process ID 1, Bouter ID 1.1.1.1, MNetwork Type BROADCAST,

Process ID 1, Router ID 1.1.1.1, MNetwork Type BOINT-TO-BOINT,

a

Cost:

Betransmit

Cost:

Designated Router (ID) 1.1.1.1, Interface address 132_.1&8_.30.1

1

Betransmit

1

Ctri+F§ to exit CLI focus Copy

J

Paste

[C] Tp
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¥ Miami o m =

Physical Config CLI Aftributes
|

0% Command Line Interface

- '~

Miami (config-router)fdo sh ip ospf interface

FastEthernetl,/1 is up, line protocol is up
Internet address is 10.10.10.1/24, RArea 0
Process ID 1, BRouter ID 2.2.2_.Z, MNetwork Type BROADCRST, Cost: 1
Transmit Delay is 1 sec, State DR, Priocrity 1
Designated Bouter (ID) Z2.2.2.2, Interface address 10.10.10.1
No backup designated router on this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40, Betransmit

No Hellos (Passiwve interface)

Index 1/1, flood gqueue length 0

Hext 0x0(0)/0x0(0)

Last flood scan length is 1, maximim is 1

Last flood scan time is 0 moec, maximim is 0 maec

Neighbor Count is 0, Zdjacent neighbkor count is 0

Suppress hello for 0 neighbkoris)
S5erialds0/0 is up, line protocol is up

Internet address is 172.31.23.1/30, RArea 0O

Process ID 1, Bouter ID 2_.Z2_2_Z, MNetwork Type PBOINT-TO-POINT, Cost:
7500

Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O

No designated router on this network

No backup designated router on this network

Timer interwvals configured, Hello 10, Dead 40, Wait 40, Betransmit

Hellog due in 00:00:00
Index Z/2, flood gqueue length 0
Hext 0x0(0)/0x0(0)
Last flood scan length is 1, maximim is 1
Last flood scan time is 0 moec, maximim is 0 maec
Neighbor Count is 1 , Adjacent neighbor count is 1
2djacent with neighbor 3.3.3.3

o L, I I P 1 R, Ll

m

CiriF6 to exit CLI focus Copy || Paste

[C] Top
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¥ Buenoshires

ESEEN™)

Physical Config CL Afttributes
|

105 Command Line Interface

~ e

% Invalid input detected at "' marker.
Buenoshires (config-router) fdo sh ip ospf interface

Loopback4 is up, line protocol is up
Internet address is 132.168.4_.1/24, Area 0O
Process ID 1, Bouter ID 3.3_.3_.3, MNetwork Type LOOEBACE, Cost: 1
Loopback interface is treated as a stub Host
Loopback5 is up, line protocol is up
Internet address is 132_.168.5.1/24, Area 0O
Process ID 1, Bouter ID 3.3_.3_.3, MNetwork Type LOOEBACE, Cost: 1
Loopback interface is treated as a stub Host
Loopbacké is up, line protocol is up
Internet address is 132.168.&6.1/24, RArea 0O
Process ID 1, Bouter ID 3.3_.3_.3, MNetwork Type LOOEBACE, Cost: 1
Loopback interface is treated as a stub Host
S5erialds0/1 is up, line protocol is up
Internet address is 172.31.23_2/30, RArea 0O
Process ID 1, Bouter ID 3.3_.3_3, MNetwork Type PBOINT-TO-POINT, Cost:
7Bl
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O
No designated router on this network
No backup designated router on this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40, Betransmit

Hello due im 00:00:07
Index 4/4, flood gqueue length 0
—More—

Cirl+F5 to exit CLI focus Copy || Paste

[C] Top

3. Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de
red establecida.

S1

Switch>enable

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#vlan 30

Switch(config-vlan)#name Administracion
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Switch(config)#vlan 40

Switch(config-vlan)#name Mercadeo

Switch(config)#vlan 200

Switch(config-vlan)#name Mantenimiento

Switch(config-vlan)#exit

S2
Switch>enable
Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch(config)#vlan 30

Switch(config-vlan)#name Administracion

Switch(config)#vlan 40

Switch(config-vlan)#name Mercadeo

Switch(config)#vlan 200

Switch(config-vlan)#name Mantenimiento

Switch(config-vlan)#

Switch#show wlan brief

VLAY MName
1 default
40 Hercadeo

1002 f£ddi-default

1003 token-ring-default
1004 fddinet—-default
1005 trnet-default
Switch

actiwve

actiwve
actiwve
actiwve
actiwve
actiwve

Fal/s1,
Fal/5,
Fal/9,

Fa0/13,
Fal/17,
Fal/21,
Cigosl,

Fal/2, Fal/3, Fal/4

Fal/&€, Falf7, Fal/s

Fa0/10, Fal/ll, Fad/s12
Fa0/14, Fal/1l5, Fal/le
Fa0/1%, Fal/19, Fad/20
Fa(/22, Fal/23, Fal/24
Eignsz

Se configura la seguridad

Switch(config)#line console 0

Switch(config-line)#pass cisco
Switch(config-line)#line vty 04
Switch(config-line)#pass cisco

Switch(config-line)#enable secret cisco

Switch(config)#
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Se configura en el switch las interfaces que pertenecen a cada VLAN

Switch(config)#interface range fa0/1
Switch(config-if-range)#switchport mode access
Switch(config-if-range)#switchport access vlan 30
Switch(config-if-range)#exit

Switch(config)#

Se fonfigura la encapsulacion en los troncales:

BOGOTA>enable

BOGOTA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#interface f0/0

BOGOTA(config-ify#no shutdown

BOGOTA(config-if)#exit

BOGOTA(config)#interface f0/0.3

BOGOTA(config-subif)#

%LINK-5-CHANGED: Interface FastEthernet0/0.3, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.3,
changed state to up

BOGOTA(config-subif)#encapsulation dot1Q 30
BOGOTA(config-subif)#ip address 192.168.30.1 255.255.255.0
BOGOTA(config-subif)#interface f0/0.4

BOGOTA(config-subif)#

%LINK-5-CHANGED: Interface FastEthernet0/0.4, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.4,
changed state to up

BOGOTA(config-subif)#encapsulation dot1Q 40
BOGOTA(config-subif)#ip address 192.168.40.1 255.255.255.0
BOGOTA(config-subif)#exit

BOGOTA(config)#

4. En el Switch 3 deshabilitar DNS lookup

no ip domain-lookup
Switch (config)#no ip domain-loockup
Switch (config) §
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5. Asignar direcciones IP a los Switches acorde a los lineamientos.

Switch(config)#no ip domain-lookup

Switch(config)#int vlan 1

Switch(config-if)#ip address 192.168.99.3 255.255.255.0
Switch(config-if)#

6. Desactivar todas las interfaces que no sean utilizadas en el esquema de
red.

A través de la interfaz se procede con la desactivacion

MIAMI(config-if)#
%LINK-5-CHANGED: Interface FastEthernet0/1, changed state to administratively
down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0O/1, changed
state to down

7. Implement DHCP and NAT for IPv4
8. Configurar R1 como servidor DHCP para las VLANs 30 y 40.

BOGOTA(config)#ip dhcp pool vlan30
BOGOTA(dhcp-config)#network 192.168.30.0 255.255.255.0
BOGOTA(dhcp-config)#default-router 192.168.30.1
BOGOTA(dhcp-config)#ip dhcp pool vian40
BOGOTA(dhcp-config)#network 192.168.40.0 255.255.255.0
BOGOTA(dhcp-config)#default-router 192.168.40.1
BOGOTA(dhcp-config)#ip dhcp pool vian200
BOGOTA(dhcp-config)#network 192.168.200.0 255.255.255.0
BOGOTA(dhcp-config)#default-router 192.168.200.1
BOGOTA(dhcp-config)#

9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estaticas.

Name: ADMINISTRACION
Configurar DHCP pool para VLAN | DNS-Server: 10.10.10.11

30 Domain-Name: ccna-unad.com
Establecer default gateway.
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Name: MERCADEO
Configurar DHCP pool para DNS-Server: 10.10.10.11
VLAN 40 Domain-Name: ccna-unad.com
Establecer default gateway.

BOGOTA(dhcp-config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
BOGOTA(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30

10.Configurar NAT en R2 para permitir que los host puedan salir a internet

MIAMI(config)#

MIAMI(config)#interface FastEthernet0/0
MIAMI(config-if)#ip nat inside
MIAMI(config)#interface Serial0/1/0
MIAMI(config-if)#ip nat outside
MIAMI(config-if)#interface Serial0/1/1
MIAMI(config-if)#ip nat outside
MIAMI(config-if)#exit

MIAMI(config)#

11.Configurar al menos dos listas de acceso de tipo estandar a su criterio en
para restringir o permitir trafico desde R1 o R3 hacia R2.

BUENOSAIRES(config)#access-list 102 deny icmp any 192.168.3.1 0.0.0.255
BUENOSAIRES(config)#access-list 102 deny icmp any 192.168.4.1 0.0.0.255
BUENOSAIRES(config)#do show access
Extended IP access list 102

10 deny icmp any 192.168.3.0 0.0.0.255

20 deny icmp any 192.168.4.0 0.0.0.255
BUENOSAIRES(config)#

12.Configurar al menos dos listas de acceso de tipo extendido o nombradas a
su criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

BOGOTA>enable
BOGOTA#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#access-list 102 deny icmp any 192.168.5.1 0.0.0.255
BOGOTA(config)#access-list 102 deny icmp any 192.168.6.1 0.0.0.255
BOGOTA(config)#do show access
Extended IP access list 102

10 deny icmp any 192.168.5.0 0.0.0.255

20 deny icmp any 192.168.6.0 0.0.0.255
BOGOTA(config)#
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Physical Config Desktop

Programming Attributes

@ DHCP

P Address
Subnet Mask
Default Gateway
DNS Server

IPvE Configuration
©) DHCP

IPvE Address

Link Local Address
IPvE Gateway
IPvE DNS Server
B02.1X

Use 802.1X Security

) Static

[192.168.30.31

[255.255.255.0

[192.168.30.1

[10.10.10.11

) Auto Config @ Static

FE&0:2ED:A3FF-FECS:9100

Authentication

MD5

Username |

Password |

[C] op

Rrcch

Physical Config Deskiop

Programming Aftributes.

@ DHCP

IP Address
Subnet Mask
Default Gateway
DMS Server

IPwE Configuration
71 DHCP

IPvE Address

Link Local Address
IPvE Gateway
IPwE DNS Server
B02.1X

Use 302.1X Security

) Static

[192.185.40.31

[255.255.255.0

[192.168.40.1

[10.1010.11

) Auto Config @ Static

FES0::202:16FF:FE32:8084

Authentication [mDs

Username |

Password |

[0 ®p
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13. Verificar procesos de comunicacion y redireccionamiento de trafico en los
routers mediante el uso de Ping y Traceroute.

® pcC

Physical Config

Command Prompt

Programming Afttributes

round trip times in milli-sec
lms, Maximum = Z2lms, Awverage

1y £
eply
1y
leply

Ping statistics for
rets: Sent
Appr mate round trip times in milli-seconds:
Minimim = lms, Maximmam lms, Awverage

Top




¥ pcC

Physical Config Desktop Programming Aftributes
I

Approximate round trip times in milli-sed
Minimm = lms, Maximam lms, Awverage

from

from

Sent = 4, eived = 4
hpproximste round trip times

r

in milli—seconds:

Minimim = lms, Maximm = 3,
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Physical Config CLI Attributes
]

0% Command Line Interface

Unauthorized Rccess is Prohikited
User Access Verification
Password:
Bogotarping Z09_1e5_200_230
Type escape sSegquence to abort.

Sending 5, 100-byte ICMP Echos to 20%9.185_200_.230,
seconds:

Bngnta#

timecut is 2

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/2/4 ms

-

'

Ctrl+F& to exit CLI focus

[C] Top

Copy

J

Paste
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Phy=ical Config CLI Afttributes
]

0% Command Line Interface

Unauthorized Rcoccess is Prohibited
User Access Verification
Password:

Buenosliresr»ping 192 _.1&68.40_.31
Type escape sSeguence to abort.

| seconds:

Buencsﬂiresﬂ

Success rate is 100 percent (5/5), round-trip min/avg/maix

Sending 5, 100-byte ICMP Echos to 18%Z2.168.40.31, timeout is Z

Ctrl+F& to exit CLI focus

] Top

Archivo Packet Tracer (Version 7.2) — Escenario 2

https://drive.qgoogle.com/file/d/102E7VPqgT6qVK9ebFv1R-

51xJSlisxtoO/view?usp=sharing
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CONCLUSIONES

Con la ejecucion de la practica de habilidades en sus dos escenarios, se
aplicaron los conceptos estudiados a lo largo del curso, lo cual nos da las
bases para incentivarnos en la gran rama de las redes de sistemas del
disefio e implementacion de soluciones integradas lan / wan.

La practica de habilidades CCNA se ejecuto en su totalidad y se
complementa con evidencias de su ejecucion de cada uno de sus
escenarios implementando NAT, servidor de DHCP, RIPV2 y el routing
entre VLAN, configuracién de direcciones IP y su posterior verificacion de la
correcta implementacion usando ping.

Con el uso del protocolo DHCP en los escenarios de las practicas, nos
ayuda ahorrar tiempo gestionando las direcciones IP de los equipos en una
red grande. De igual forma con el servicio DHCP podemos tener
centralizada la administracion de las direcciones IP.

El protocolo OSPF gestiona un sistema autdbnomo (AS) en areas, las cuales
son grupos de router para direccionadores o sistemas de la misma area que
mantienen una base de datos de enlace-estado, también podemos
identificar que describe la topologia del area OSPF para proporcionarnos un
direccionamiento multivia de coste equivalente. Se pueden afiadir rutas
duplicadas a la pila TCP utilizando saltos siguientes distintos y mantenerlas
separadas para disminuir el trafico de direccionamiento de OSPF vy el
tamafio de la base de datos de enlace-estado de cada area.
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