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Introduccién

Esta actividad evalia de forma practica las diversas tematicas que se vio
durante los cursos de CCNA permitiendo identificar las debilidades y
fortalezas disponiendo de dos actividades para analizar, comprender y
solucionar problemas de Networking.
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Desarrollo de los Escenarios

Escenario 1

PC-PT

Laptop-PT

Laptop-PT

PC1 Lapi:op-PT Lapiop-PT Sotver B
Laptop0 Laptop1 Laptop31 Laptop30 Server0
Tabla de direccionamiento
El ¢ . . Mascar Gateway
administrad| Interfac Direccion 1P a de predetermin
or €s subr ado
ed
ISP S0/0/0 200.123.211.1 255.255.255.0 | N/D
Se0/0/0 | 200.123.211.2 255.255.255.0 | N/D
R1 Se0/1/0 | 10.0.0.1 255.255.255.25 N/D
2
Se0/1/1 | 10.0.0.5 255.255.255.25 N/D
2
Fa0/0,10 | 192.168.20.1 255.255.255.0 | N/D
0
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R2 Fa0/0,20 | 192.168.21.1 255.255.255.0 | N/D
0
Se0/0/0 | 10.0.0.2 255.255.255.25/ N/D
2
Se0/0/1 | 10.0.0.9 255.255.255.25/ N/D
2
192.168.30.1 255.255.255.0 | N/D
R3 Fa0/0 2001:db8:130::9C0:80 | /64 N/D
F:301
Se0/0/0 | 10.0.0.6 255.255.255.25/ N/D
2
Se0/0/1 | 10.0.0.10 255.255.255.25/ N/D
2
SW2 VLAN N/D N/D N/D
100
VLAN N/D N/D N/D
200
SW3 VLAN1 | N/D N/D N/D
PC20 NIC DHCP DHCP DHCP
PC21 NIC DHCP DHCP DHCP
PC30 NIC DHCP DHCP DHCP
PC31 NIC DHCP DHCP DHCP
Laptop20 NIC DHCP DHCP DHCP
Laptop21 NIC DHCP DHCP DHCP
Laptop30 NIC DHCP DHCP DHCP
Laptop31 NIC DHCP DHCP DHCP
Tabla de asignacion de VLAN y de puertos
Dispositiv | VLAN Nombre Interfa
o] z
SW2 100 LAPTOPS Fa0/2-3
SW2 200 DESTOPS Fa0/4-5
SW3 1 - Todas las interfaces
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Tabla de enlaces troncales

Dispositivo Interfaz Dispositivo

local local remoto

SW2 Fa0/2-3 100
Situacion

En esta actividad, demostrara y reforzard su capacidad para
implementar NAT, servidor de DHCP, RIPV2 y el routing entre
VLAN, incluida la configuracion de direcciones IP, las VLAN, los
enlaces troncales y las subinterfaces. Todas las pruebas de
alcance deben realizarse a través de ping Unicamente.

/»;?

g\ P
50 i—o——___\

PC1 Serverd

Laptop31 Laptop30

Laptop0 Laptopl

Descripcion de las actividades

« SW1 VLAN y las asignaciones de puertos de VLAN deben cumplir
con latabla 1.
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# Sz

Physical

Config

CLI

SWa=
SwWzg

100
200
1002
1003
1004
1005

100
200
1002
1002

1005

SW2>enable
SW2#conf t

1004 £

enable
conf t

default

LAPTOPRS

DESET
£ddi-

OPS
default

Enter configuration commands,
2 {config) gvlan 100
2 {config-vlan) #name
2 {config-vlan)fvlan 200
2 {config-vlan) #name
2 {config-vlan) fexit
2iconfig) #int range
2 (config-if-range) #switchport mode acces

2 {config-if-range) #switchport acces wlan 100
2 {config-if-range)#int range £0/4-5

2 (config-if-range) #switchport mode acces

2 {config-if-range)#switchport acces wvlan 200
2 (config-if-range) fexit
2 (config) #do show wlan

token-ring-default
fddinet-default

trnet-default

100001
100100
100200
101002
101002
101004
101005

Remote SPRN VLANs

SW2 (config) g

£0/2-3

LAEPTOFES

DESETOPS

Parent

one per line._

Status

active

active
active
act/unsup
act/unsup
act/unsup
act/unsup

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetd/5, changed state to up

End with CHNTIL/Z.

Fal/1, FaO/€, FaO/7, FaO/B8
Fal/3, Fal/l0, Fal/ll, Fal/12
Falsl3, Fal/l4, Fads15, Fal/slé
Fal/1l7, Fal/s1l8, Falds1l3, Fal/s20
Fals21l, Fal/22, Fals23, Fal/sz4
Fal/s2, Fal/3

Fal/4, Fal/5

EingNo BridgelMo S5tp BrdgMode Transl Trans2

- - a a
- - a a
- - o] o]
- - a a
- - o] o]
ieee - a a
ikm - o] o]

Enter configuration commands, one per line. End with CNTL/Z.
SW2(config)#vlan 100
SW2(config-vlan)#name LAPTOPS

SW2(config-vlan)#vlan 200

SW2(config-vlan)#name DESKTOPS
SW2(config-vlan)#exit
SW2(config)#int range f0/2-3
SW2(config-if-range)#switchport mode acces

SW2(config-if-range)#switchport acces vlan 100
SW2(config-if-range)#int range f0/4-5
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SW2(config-if-range)#switchport mode acces
SW2(config-if-range)#switchport acces vlan 200
SW2(config-if-range)#exit

SW2(config)#do show vlan

VLAN Name Status Ports

1 default active Fa0/1, Fa0/6, Fa0/7, Fa0/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24

100 LAPTOPS active Fa0/2, Fa0/3
200 DESKTOPS active Fa0/4, Fa0/5
1002 fddi-default act/unsup

1003 token-ring-default act/unsup
1004 fddinet-default act/unsup

1005 trnet-default act/unsup

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Trans1
Trans2

1 enet 100001 1500 - - - - - 00
100 enet 100100 1500 - - - - - 00
200 enet 100200 1500 - - - - - 00
1002 fddi 101002 1500 - - - - - 00
1003 tr 101003 1500 - - - - - 00

1004 fdnet 101004 1500 - - - ieee-00
1005 trnet 101005 1500 - --ibm-00

Remote SPAN VLANS

SW2(config)#int range f0/6-24
SW2(config-if-range)#shutdown

%LINK-5-CHANGED: Interface FastEthernet0/6, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/7, changed state to
administratively down
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%LINK-5-CHANGED: Interface FastEthernet0/8, changed state to

administratively down

%LINK-5-CHANGED: Interface FastEthernet0/9, changed state to

administratively down

%LINK-5-CHANGED: Interface FastEthernet0/10, changed state to

administratively down

%LINK-5-CHANGED: Interface FastEthernet0/11, changed state to

administratively down

%LINK-5-CHANGED:
administratively down

%LINK-5-CHANGED:
administratively down

%LINK-5-CHANGED:
administratively down

%LINK-5-CHANGED:
administratively down

%LINK-5-CHANGED:
administratively down

%LINK-5-CHANGED:
administratively down

%LINK-5-CHANGED:
administratively down

%LINK-5-CHANGED:

administratively down

%LINK-5-CHANGED:

administratively down

%LINK-5-CHANGED:

administratively down

%LINK-5-CHANGED:

administratively down

Interface FastEthernet0/12, changed state to

Interface FastEthernet0/13, changed state to

Interface FastEthernet0/14, changed state to

Interface FastEthernet0/15, changed state to

Interface FastEthernet0/16, changed state to

Interface FastEthernet0/17, changed state to

Interface FastEthernet0/18, changed state to

Interface FastEthernet0/19, changed state to

Interface FastEthernet0/20, changed state to

Interface FastEthernet0/21, changed state to

Interface FastEthernet0/22, changed state to
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%LINK-5-CHANGED: Interface FastEthernet0/23, changed state to

admi

nistratively down

%LINK-5-CHANGED: Interface

admi

nistratively down

FastEthernet0/24, changed state to

# 503

~

Physical  Config CLI

SLIN

SLIHNI

Swit
Swit
Ente
Swit
5W3
SW2

o0z
1003
1004
1005

1002
1003
1004
1005

Remo

SWa
SW2
SW3
SWa

E-5-CHRNZED: Interface FastEthernet(/5,

E-5—-CHANGED: Interface FastEthernet(/€,

ch>ena

chiconf t©

r configuration commands, one per line.
chiconfig) ghost 5SW3

{config) #int range £0/1-24
{config-if-range) #switchport mode access
{config-if-range) #switchport access wvlan
{config-if-range) §do show vlan

{config-if-range) gexit
({config) #int range £0/€-23
{config-if-range) #no shut
{config-if-range)

changed state to up

SLINEPROTO-5-UPDOWH : Line protocol on Interface FastEthernetl/5, changed state to up

changed state to up

SLINEPROTO-5-UPDOWHN: Line protocol on Interface FastEthernetd/€, changed state to up

End with CHNIL/Z.

1

Hame Status Ports
default active Fal/l, Fal/2, Fald/3, Fal/s4
Fal/5, FaO/€, FalO/7, Fal/8
Fad/3, Fal/l0, Fal/ll, Fal/l2
Fals13, Fal/l4, Fads/15, Fal/lé
Fals17, FaO/l8, Fals1%, Fal/20
Fals2l, Fal/22, Falds 23, Fals 24
fddi-default act/unsup
token-ring-default act/unsup
fddinet-default act/unsup
trnet—default act/unsup
Type SAID MTU Parent RingMo BridgeMNo Stp BrdgMode Transl Trans2
enet 100001 1500 - - = = - a a
£ddi 101002 1500 - - - - - a a
tr 101003 1500 - - = = - a a
fdnet 101004 1500 - - - ieee - a a
trnet 101005 1500 - - - ibm - a a
te SPRN VLANs

Switch>ena

Switch#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#host SW3

10
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SW3(config)#int range f0/1-24
SW3(config-if-range)#switchport mode access
SW3(config-if-range)#switchport access vian 1
SW3(config-if-range)#do show vilan

VLAN Name Status Ports

1 default active Fa0/1, Fa0/2, Fa0/3, Fa0/4
Fa0/5, Fa0/6, Fa0/7, Fa0/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24
1002 fddi-default act/unsup

1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Trans1
Trans2

1 enet 100001 1500 - - - - - 00
1002 fddi 101002 1500 - - - - - 00
1003 tr 101003 1500 - - - - - 00

1004 fdnet 101004 1500 - - -ieee -00
1005 trnet 101005 1500 - --ibm-00

Remote SPAN VLANSs

SW3(config-if-range)#exit
SW3(config)#int range f0/6-23

SW3(config-if-range)#no shut

e Los puertos de red que no se utilizan se deben deshabilitar.

11
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Compiled Wed 13-Jul-07 04:52 by pt_team

Press RETIURN to get started!

Houterrenak
Routerfconf t
Enter configuration commands,

Router (config)f#interface fal/0

Router (config-if) fexit
Router (config)#interface s0/0/1
Router (config-if) #no ip address
Router (config-if) fexit
Router (config)

line.

Technical Support: http://www_cisco.com/techsupport
Copyright (c) 158&-2007 by Cisco Systems,

Inc.

2 LINE-5—CHANEZED: Interface Seriald/0/0, changed state to up
SLINE-5-CHRNGED: Interface Seriald/l/0, changed state to up
$LINE-5-CHANGED: Interface Seriald/1/1, changed state to up
SLINEFROTO-5-UPDOWN : Line protocol on Interface Serialds1/0,
S LINEFROTO-5-UPDOWN: Line protocol on Interface Seriald/0/0,

$LINEPROTO-5-UFDOWN: Line protocol on Interface Serialds1/1,

End with CHNTL/Z.

changed state to up

changed state to up

changed state to up

Router>enab
Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#interface fa0/0
Router(config-if)#exit
Router(config)#interface s0/0/1
Router(config-if)#no ip address
Router(config-if)#exit

Router(config)#
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Physical Config  CLI

105 Command Line Interface

TUIEIIET WEd I oul~o T UT. ¢ By Fr_CEam

Press BETURN to get started!

2LINEFROTO-5-UFDOWN: Line protocol on Interface FastEthernet0/0, changed state to
up

3LINE-5-CHRNGED: Interface Seriald/0/0, changed state to up

3LINE-5-CHRNGED: Interface Seriald/0/1, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface Seriald/0/1, changed state to up
$LINEPROTO-5-UPDOWN: Line protocol on Interface Serialds0/0, changed state to up
Router-ena

Routerfconf t

Enter configuration commands, one per line. End with CNTL/Z.

Router (config)gint fals1l

Router (config-if) #no ip address
Router (config-if) #no shut

Router>ena

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int fa0/1

Router(config-if)y#no ip address

Router(config-if)#no shut

o Lainformacion de direccion IP R1, R2 y R3 debe cumplir con la
tabla 1.
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#Rr1 — | >
Physical Config  CLI
I0S Command Line Interface
RBouter=ena A
Bouterfconf ¢
Enter configuration commands, one per line. End with CNTIL/Z.

Bouter (config) #interface sel/0/0
Bouter (config-if) #ip address 200.123.211.2 255.255.255.0
Bouter (config-if) #no shutdown

Bouter (config-if)#
S$LINE-5-CHANGED: Interface Seriall/0/0, changed state to up

Bouter (config-if) fexit
Router (config) ¢

Bouter (config) #interface sel/1/0
Bouter (config-if)#ip address 10.0.0.1 255.255.255.252
Router (config-if) #no shut

$LINE-5-CHRNGEED: Interface Seriall /170, changed state to down
RBouter (config-if) fexit

RBouter (config)#

RBouter (config) #interface sel/1/1

RBouter (config-if)#ip address 10.0.0.5 255.255.255.252

RBouter (config-if) #no shutdown

& R2

Physical Config CLI

$LINEFROTC-5-UPDCOWN: Line protocol on Interface Serialds0/0, changed state to up

105 Command Line Interface

AUULEL VLUl LT Lo il Sl LI WL

Bouter (config-if) #ip address 15%2_.1€2.20.1 255.255.255.0
Bouter (config-if) #no shutdown

Router (config-if) fexit

Router (config) finterface £al/0 wlan 20

% Inwvalid input detected at "' marker.

Router (config) #wvlan 20

% Inmwalid input detected at "' marker.

Bouter (config) #interface £al/ 0
Bouter {config-if) #encapsulation dotll wlan 20

% Inmwvalid input detected at '~' marker.

Bouter (config-if) gexit

Bouter (config) #interface sel/ 0/0

Bouter (config-if) #ip address 10.0.0.2 255_255_255_252
Bouter {config-if) #no shut

SLINE-5-CHANGED: Imnterface Seriald/ 0,0, changed state to
Bouter (config-if) gexit

Bouter (config) #interface sel/ 0,1

Bouter (config-if) #ip address 10.0.0.5% 255_3255_355_252
Bouter (config-if) #no shut

down
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Copyright {c) 15%8€-2007 by Cisco Systems, Inc.
Compiled Wed 18-Jul-07 04:52 by pt_team

Fress RETURM to get started!

Bouterrenalb

Boutergconfig t©

Enter configuration commands, one per lime. End with CHTL/Z.
Router (config) #interface £al/s/0

Bouter (config-if) §ip address 15%2.1€2.30.1 255.255.255.0
Router (config-if) #ipve address 2001:db8:130::5C0:80F:301

% Incomplete command.

Bouter (config-if) §ipve address 2001:db8:130::5C0:20F:301::/c4
% Incomplete command.

Router (config-if) #no shut

Router (config-if) #
SLINE-S5-CHANGED: Interface FastEthernet(/0, changed state to up

(LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed s
ug

2LINEPROTC-5-UPDOWN: Line protocol on Inmterface FastEthernet0/0, changed s
ug

Router (config-if) fexit

Bouter (config) #interface Sed/s0/0

Router (config-if) #ip address 10.0.0.& 255.255.255.252
Router (config-if) #no shut

Router (config-if) #
2LINE-5-CHRNGEED: Interface Seriall 0/0, changed state to up

Router (config-if) fexit
Router (config) ginterface
2 LINEPROTC-5-UFDOWN: Line protocol on Interface Seriald/s0/0, changed state

% Incomplete command.
Router{config) finterface Sed/s0/1 10.0.0.10 255.255.255.252

% Invalid input detected at '*"' marker.
Router (config) finterface Se0/0/1
Router (config-if) #ip address 10.0.0.10 255_.255_.255_3252

Router (config-if) #no shut

Router (config-if) #
SLINE-5-CHRNGED: Interface Serialls0/1, changed state to up

2LINEPROTC-5-UPDOWN: Line protocol on Imterface Seriald/0/1, changed state
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105 Command Line Interface

Cisco 1241 (revision 5.0) with 114€28E/1€324E bytes of memory.
Processor board ID FTHOS4T7Z12E

ME2€0 processor: part number 0, mask 49

2 FastEthernet/IEEE 202.32 interface(s)

2 Low-speed serial(sync/async) network interface(s)

151K bytes of NVRRM.

€3488E bytes of RTA CompactFlash (Read/Write)

Cisco IOS Software, 12841 Software (Cl241-ADVIPSERVICESES-M), Versiom 12.4(15)T1,
RELERSE SOFTWRRE (£fcZ)

Technical Support: http://www.cisco.com/techsupport

Copyright {(c) 152€-2007 by Cisco Systems, Inc.

Compiled Wed 15-Jul-07 04:52 by pt_team

Press RETURN to get started!

$LINE-5-CHRMGED: Interface Seriall/0/0, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface Seriall/0/0, changed state to up

ISPrena

ISPé#conf ©

Enter configuration commands, one per line. End with CNTIL/Z.
ISP (config) #int s0/0/0

ISP iconfig-if) §ip address 200.123.211.1 255.255.255.0
ISP (config-if) #no shut
ISP (config-if)# v)

R1

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#interface se0/0/0

Router(config-if)#ip address 200.123.211.2 255.255.255.0
Router(config-if)# no shutdown

Router(config-if)#exit

Router(config)#interface se0/1/0

Router(config-if)#ip address 10.0.0.1 255.255.255.252
Router(config-if)# no shut

Router(config-if)#exit

Router(config)#interface se0/1/1

Router(config-if)#ip address 10.0.0.5 255.255.255.252
Router(config-if)# no shutdown

R2
Router>enable
Router#tconf t

16
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Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#interface se0/0/0

Router(config-if)#ip address 10.0.0.2 255.255.255.252
Router(config-if)# no shut

Router(config-if)#exit

Router(config)#interface se0/0/1

Router(config-if)#ip address 10.0.0.9 255.255.255.252
Router(config-if)# no shut

Router(config-if)#exit

R3

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#interface fa0/0

Router(config-if)#ip address 192.168.30.1 255.255.255.0
Router(config-if)#ipv6 address 2001:db8:130::9C0: 80F:301::/64
Router(config-if)# no shut

Router(config-if)#exit

Router(config)#interface se0/0/0

Router(config-if)#ip address 10.0.0.6 255.255.255.252
Router(config-if)# no shut

Router(config-if)#exit

Router(config)#interface se0/0/1

Router(config-if)#ip address 10.0.0.10 255.255.255.252
Router(config-if)# no shut

Router(config-if)#exit

ISP>ena

ISP#conf t

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#int s0/0/0

ISP (config-if)#ip address 200.123.211.1 255.255.255.0
ISP(config-if)#no shut

17
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ISP (config-if)#
Laptop20, Laptop21, PC20, PC21, Laptop30, Laptop31,
PC30 y PC31 deben obtener informacion IPv4 del servidor
DHCP.

®Ppco

2hysical Config Desktop Custom Interface

IP Configuration
IP Configuration

(@ DHCP () Static
IP Address 169.254.152.77
Subnet Mask 255.255.0.0

Default Gateway
DNS Server

IPvE Configuration
@ DHCP (O Auto Config (O Static

IPv6 Address

Link Local Address ‘FESD::2DD:58FF:FEBl:984D

IPvE Gateway
IPvE DNS Server
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¥ o

Shysical Config Desktop  Custom Interface

IP Configuration
IP Configuration

(® DHCP (0) Static
IP Address 169.254.97.44
Subnet Mask 255.255.0.0

Default Gateway

DMS Server

IPvE Configuration
® DHCP O Auto Config (O Static

IPv6 Address

Link Local Address FES0::240:BFF:FEAA:612C

IPvE Gateway

IPve DNS Server

! Laptop0

hysical Config Desktop  Custom Interface

IP Configuration
IP Configuration

® DHCP () Static
IP Address 169.254.180.183
Subnet Mask 255.255.0.0

Default Gateway

DMNS Server

IPv6 Configuration
® DHCP () Auto Config (O Static

IPv6 Address

Link Local Address FEEBOD::20A:41FF:FE1D:B4B7

IPv6 Gateway

IPvEe DNS Server
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Laptopl

ysical Config Desktop Custom Interface

IP Configuration
IP Configuration

(®) DHCP () Static
IP Address 169.254.185.179
Subnet Mask 255.255.0.0

Default Gateway

DMNS Server

IPvE Configuration
® DHCP (O Auto Config (O Static
IPv6 Address

Link Local Address |FE80::2DD:BCFF:FE?3:BQB3

IPv6 Gateway
IPv6 DNS Server

PC30

wsical Config Desktop  Custom Interface

IP Configuration
IP Configuration

@® DHCP () Static

IP Address 169.254.49.53
Subnet Mask 255.255.0.0
Default Gateway 0.0.0.0

DNS Server

IPvE Configuration
(O) DHCP (O Auto Config @ Static

DHCP failed. APIPA is being used.

IPv6 Address |

Link Local Address  |FE80::209:7CFF:FE65:3135

IPvE Gateway |

IPve DNS Server |
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Tpc —

—

hysical Config Desktop  Custom Interface

IP Configuration

IP Configuration

@ DHCP () Static
IP Address 169.254,194.118
Subnet Mask 255.255.0.0

Default Gateway

DMNS Server

IPv6 Configuration
® DHCP () Auto Config (O Static

IPvE Address !

Link Local Address FEB0::2ED:BOFF:FEVD:C276

IPvE Gateway
IPvE DNS Server

L 2 Laptop30 _ O

Ihysical Config  Desktop  Custom Interface

IP Configuration
IP Configuration

(® DHCP () Static

IP Address 169.254.235.108

Subnet Mask 255.255.0.0

Default Gateway
DNS Server
IPv& Configuration
® DHCP (O Auto Config (O Static
IPv6 Address !

Link Local Address FES0::20D:BDFF :FEAD:EBGC | !

IPvE Gateway
IPv6 DNS Server
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# Laptop31 - O

Physical Config  Desktop Custom Interface

IP Configuration
IP Configuration

® DHCP (O Static

IP Address 169.254.238.112

Subnet Mask 255.255.0.0

Default Gateway

DNS Server

IPve Configuration
@® DHCP (O Auto Config () Static

IPvE Address !

Link Local Address FEB0::20C:CFFF:FE34:EE7OD

IPvE Gateway
IPv6 DNS Server

R1 debe realizar una NAT con sobrecarga sobre una direccion
IPv4 publica. Asegurese de que todos los terminales pueden
comunicarse con Internet publica (haga ping a la direccion
ISP) y la lista de acceso estandar se llama INSIDE-DEVS.

R1 debe tener una ruta estética predeterminada al ISP que
se configurd yque incluye esa ruta en el dominio RIPv2.
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& ri
Physical  Config CLI

10S Command Line

Routerrena

Routerfconf ©

Enter configuration commands, one per line. End with CNTL/Z.

Router {config) #ip nat any 203.123.211.1 200.123.211.1 netmask 255.255.255.252

% Invalid input detected at '~' marker.

Router {config) #ip na

% Ambiguous command: "ip na"

Router(config) #ip nat pool ANY 203.123.211.1 200.123.211.1 netmask 255.255.255.252
%Pool ANY mask 255.255.255.252 too small; should ke at least 0.0.0.0

%5tart and end addresses on different subnets

Router (config) #ip nat pool ANY 203.123.211.1 203.122.211.1 netmask 255.255.255.252
Router (config) faccess-list 10 permit any

Router (config) #ip nat inside source list 10 pool RNY overload

Router {config) §int s0/1/0

Router {config-if)#ip nat inside

Router (config-if)¢int s0/1/1

Router {config-if)#ip nat inside

Router (config-if)#int s0/70/0

Router {config-if)$inp nat outside

% Invalid input detected at '~' marker.

Router {config-if) fexit

Router (config) #int s0/0/0

Router {config-if)$ip nat outside

Router {config-if) fexit

Router (config) #no access-list 10

Router (config) #ip access-1list?

access-list

Router {config) #ip access-list standard INSIDE-DEVS
Router (config-std-nacl) $permit any

Router (config-std-nacl) dexit

Router {config) #ip nat

% Incomplete command.

Router (config) #ip nat inside source list INSIDE-DEVS pool RNY owverload
Router {config) §router rip

Router (config-router) $version 2

Router {config-router) §do show ip route connected

c 10.0.0.0/30 is directly connected, Seriald/1/0
c 10.0.0.4/30 is directly connected, Seriald/1/1
c 200.123.211.0/24 is directly connected, Serial0/0/0
Router (config-router) fnetwork 10.0.0.0

Router (config-router) fnetwork 10.0.0.4

Router {config-router) network 200.123.211.0

Router (config-router) §default-information originate
Router (config-router) fexit

Router(config) #ip route 0.0.0.0.0.0.0.0 s0/0/0

Router>ena

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip na

% Ambiguous command: "ip na"

Router(config)#ip nat pool ANY 203.123.211.1 200.123.211.1
netmask 255.255.255.252

%Pool ANY mask 255.255.255.252 too small; should be at least
0.0.0.0

%Start and end addresses on different subnets

Router(config)#ip nat pool ANY 203.123.211.1 203.123.211.1
netmask 255.255.255.252

Router(config)#access-list 10 permit any
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Router(config)#ip nat inside source list 10 pool ANY overload
Router(config)#int s0/1/0

Router(config-if)#ip nat inside

Router(config-if)#int s0/1/1

Router(config-if)#ip nat inside

Router(config-if)#int s0/0/0

Router(config-if)#ip nat outside

Router(config-if)#exit

Router(config)#no access-list 10

Router(config)#ip access-list?

access-list

Router(config)#ip access-list standard INSIDE-DEVS
Router(config-std-nacl)#permit any
Router(config-std-nacl)#exit

Router(config)#ip nat

% Incomplete command.

Router(config)#ip nat inside source list INSIDE-DEVS pool ANY
overload

Router(config)#router rip

Router(config-router)#version 2
Router(config-router)#do show ip route connected

C 10.0.0.0/30 is directly connected, Serial0/1/0

C 10.0.0.4/30 is directly connected, Serial0/1/1

C 200.123.211.0/24 is directly connected, Serial0/0/0

Router(config-router)#network 10.0.0.0
Router(config-router)#network 10.0.0.4
Router(config-router)#network 200.123.211.0
Router(config-router)#default-information originate
Router(config-router)#exit

Router(config)#ip route 0.0.0.0 0.0.0.0 s0/0/0
Router(config)#
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#F - b
Physical Config CLI

I0S Command Line Interface

Bouterrena
Routerfconf t
Enter configuration commands, one per line. End with CNTL/Z.
Routeri{config) fhostname Rl
Bl {config)#ip access-list standard
% Incomplete command.
Rliconfigi#ip access-list standard?
standard
Bli{config)#ip access-list standard INSIDE-DEVS
Bl {config-std-nacl) §permit any
Bl {config-std-nacl) fexit
Rl {config)#ip nat pool
% Incomplete command.
Rl {config)fip nat pool any?
WORD
Bl{config)#ip nat pool any 200.1232.211.1 200.123.211.]1 netmask 255.255.255.252
Bl {config)#ip nat inside?
inside
Rl {config)fip nat inside 2
source Source address translation
Rl{config)$#ip nat inside ip nat ?
% Unrecognized command
Rl {config)$#ip nat ?
inside Inside address translation
outside Outside address translation
pool Define pool of addresses
Rl {config) #ip nat|
% Incomplete command.
Bl {config)$ip nat pool any 200.123.211.1 200.123.211.1 netmask 255.255.255.252
Rliconfigi#ip nat inside source list INSIDE-DEVS ?
interface Specify interface for glokbal address
pool Name pool of global addresses
Rliconfigl#ip nat inside source list INSIDE-DEVS pool any owverload
Bl {config)#ip nat inside source list INSIDE-DEVS interface s0/0/0 owverload
Rl {configld

Copy Paste

Router>ena

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R1

R1(config)#ip access-list standard?

standard

R1(config)#ip access-list standard INSIDE-DEVS
R1(config-std-nacl)#permit any

R1(config-std-nacl)#exit

R1(config)#ip nat pool any?

WORD

R1(config)#ip nat pool any 200.123.211.1 200.123.211.1 netmask
255.255.255.252

R1(config)#ip nat inside ?

source Source address translation

R1(config)#ip nat ?

inside Inside address translation

outside Outside address translation

pool Define pool of addresses

25
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R1(config)#ip nat
% Incomplete command.

R1(config)#ip nat pool any 200.123.211.1 200.123.211.1 netmask

255.255.255.252

R1(config)#ip nat inside source list INSIDE-DEVS ?
interface Specify interface for global address

pool Name pool of global addresses

R1(config)#ip nat inside source list INSIDE-DEVS pool any overload
R1(config)#ip nat inside source list INSIDE-DEVS interface s0/0/0 overload

R2 es un servidor de DHCP para los dispositivos conectados al

puerto FastEthernet0/0.

R2 debe, ademas de enrutamiento a otras partes de la red, ruta

entre las VLAN 100 y 200.

Fr2
Physical Config  CLI
I0S Comman
Router>enab
Routergconf t
Enter configuration commands, one per line. End with CNTL/Z.

Router (config) ghostname R2Z

RZ (config) g¢int £alds0.100

B2 (config-subif) &

%LINK-5-CHRNGED: Interface FastEthernetd/0.100, changed state to up

LLINEPROTO-5-UPDOWH: Line protocol on Interface FastEthernmet0/0.100, changed state to up

R2 (config-subif) fencapsulation dotlg 100

RZ (config-subif) #ip address 132.1€5.20.1 255.255.255.0

% 152.1€8.20.0 overlaps with FastEthernet0/s0

R2 (config-subif)#int £al/s/0.200

R2 (config-subif) g

&LINK-5-CHRNGED: Interface FastEthernetd/0.200, changed state to up

SLINEPROTO-5-UPDOWN: Line protococl on Interface FastEthernet(0/0.200, changed state to up

RZ (config-subif) encapsulation dotlg 200

R2 (config-subif) #ip address 132.1€8.21.1 255.255.255.0
R2 (config-subif)#do show run

Building configuration. ..

Curzent configuratiom :
|

1050 bytes

wersion 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

1

hostname R2

1

ip dhep pool wlanlOO

network 192 _1€8_20.0 255 .255.255.0
default-router 152.1€2.20.2

!

no ip cef

no ipvé cef

!
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#F R
Physical  Config CLI

speed auto

interface FastEthernet0/0.100
encapsulation dotlQ 100

no ip address

1
interface FastEthernet0/0.200
encapsulation dotl{ 200

ip address 152.1€8.21.1 255.255.255.0
1
interface FastEthernetl/1l

ip address 132.1€8.21.1 255.255.255.0
tx-ring-limit 20

duplex autoc

speed auto

shutdown

!

interface Seriall/0/0

ip address 10.0.0.2 255.255.255.252
clock rate 2000000

1

interface Serial0ds0/1

ip address 10.0.0.5 255.255.255.3252
clock rate 2000000

1

interface Vlanl

no ip address

shutdown

!

ip classless

1

ip flow-export wersion %
1

no cdp run

!
line con O

!

line aux 0
line wty 0 4
login

end

Router>enab

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R2

R2(config)#int fa0/0.100

R2(config-subif)#

%LINK-5-CHANGED: Interface FastEthernet0/0.100, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.100,
changed state to up

R2(config-subif)#encapsulation dotlq 100
R2(config-subif)#ip address 192.168.20.1 255.255.255.0
% 192.168.20.0 overlaps with FastEthernet0/0
R2(config-subif)#int fa0/0.200
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R2(config-subif)#

U™

%LINK-5-CHANGED: Interface FastEthernet0/0.200, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.200,

changed state to up

R2(config-subif)#encapsulation dotlq 200
R2(config-subif)#ip address 192.168.21.1 255.255.255.0
R2(config-subif)#do show run

Building configuration...

= Ke -
Physical Config  CLI

105 Command Line Interface

Ao O IO SuD I F
B2 (config-subif) fexit
B2 {config) f#route rip
RZ (config-router) g#version 2
B2 (config-zouter) #do show ip route connected
c 10.0.0.0/30 is directly connected, Serialds0/0
c 10.0.0.8/30 is directly connected, Serialds 071
c 152.1€8.20.0/24 is directly connected, FastEthernetl/ 0
c 152.1€8.21.0/24 is directly connected, FastEthernet0/0.200
R2{config-router) #network 10.0.0.0
R2{config-router) #network 10.0.0.8
B2 (config-router) fnetwork 152.1€8.20.1
B2 (config-router) §network 152 _1e8_.21.1
B2 (config-router) fexit
B2 (config) #do show ip route
Codes: C - connected, 5 - static, I - IGRP, R — RIPF, M - mobile, B - BEP
D0 - EIGRP, EX - EIGRP external, O - O5PF, I& - O5PF inter area
N1 - OSPF NS55A external type 1, N2 - OSPF NS5 external type 2
El - O5PF external type 1, E2 - O5PF external type 2, E - EEP

¥ - pandidate default, U - per-user static route, o — QDR
P - periocdic downloaded static route

Fateway of last resort is not set

10.0.0.0/30 is subnetted, 2 subnets
c 10.0.0.0 is directly connected, Serialds0/s0
c 10.0.0.8 is directly connected, Serialds0s1
c 152.1€8.20.0/24 is directly connected, FastEthernetl/0
c 152.1€8.21.0/24 is directly connected, FastEthernetd/0.200
R2{config)

i - I5-I5, L1 - I5-I5 lewel-1l, L2 - I5-I5 lewel-2, ia - I5-I5 inter area

R2(config)#route rip

R2(config-router)#version 2

R2(config-router)#do show ip route connected

C 10.0.0.0/30 is directly connected, Serial0/0/0

C 10.0.0.8/30 is directly connected, Serial0/0/1

C 192.168.20.0/24 is directly connected, FastEthernet0/0

C 192.168.21.0/24 is directly connected, FastEthernet0/0.200

R2(config-router)#network 10.0.0.0
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R2(config-router)#network 10.0.0.8

R2(config-router)#network 192.168.20.1

R2(config-router)#network 192.168.21.1

R2(config-router)#exit

R2(config)#do show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i -I1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - 1S-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/30 is subnetted, 2 subnets
10.0.0.0 is directly connected, Serial0/0/0
10.0.0.8 is directly connected, Serial0/0/1
192.168.20.0/24 is directly connected, FastEthernet0/0
192.168.21.0/24 is directly connected, FastEthernet0/0.200

o EIl ServidorO es solo un servidor IPv6 y solo debe ser accesibles
para los dispositivos en R3 (ping).
# Server) — C

O o000

Physical Config Services Desktop  Custom Interface

i i | p— —i ——

Command Prompt

SC0:280F:301 with 32 bytes of data:
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o La NIC instalado en direcciones IPv4 e IPv6 de Laptop30,
de Laptop31, de PC30 y obligaciéon de configurados PC31
simultdneas (dual-stack). Las direcciones se deben
configurar mediante DHCP y DHCPV6.

& Laptop3 - O

Physical Config  Desktop Custom Interface

IP Configuration
IP Configuration

(@ DHCP () Static DHCP failed. APIPA is being used.

IP Address 169.254.238.112

Subnet Mask 255.255.0.0

Default Gateway 0.0.0.0

DNS Server

IPve Configuration
() DHCP (@) Auto Config () Static IPv6 auto config successful.

IPv6E Address 2001:DB8:130:0:20C:CFFF:FE34:EE7D /64

Link Local Address FE80::20C: CFFF:FE34:EE7OQ

IPvE Gateway FEBO::260:3EFF:FE12:8A01
IPvE DMNS Server

& Laptop30 - O

Physical Config Desktop Custom Interface

IP Configuration
IP Configuration

(®) DHCP () Static

IP Address 169.254.235.108

Subnet Mask 255.255.0.0

Default Gateway
DMNS Server

IPv6 Configuration

(O DHCP ® Auto Config () Static IPv6 auto config successful.
IPve Address 2001:DB&:130:0:20D:BDFF:FEAD:EBGC / 64

Link Local Address FEB0::20D:BDFF:FEAQ:EBGC | g
IPvE Gateway FES0::260:3EFF:FE12:8A01

IPvS DNS Server
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" pca - o

hysical Config Desktop  Custom Interface

IP Configuration
IP Configuration

(® DHCP ) Static

IP Address 169.254.194.118

Subnet Mask 255.255.0.0

Default Gateway

DNS Server

IPv6 Configuration
(O DHCP @® Auto Config (O Static IPv6 auto config successful.

IPw6 Address 2001:DB8:130:0:2E0:BOFF:FE/D:C276 /64

Link Local Address FEB0::2E0:BOFF:FE7D:C276

IPw6 Gateway FE8D::260:3EFF:FE12:8A01
IPw6 DNS Server

¥rcao - ]

Physical Config Desktop  Custom Interface

IP Configuration
IP Configuration

@ DHCP () Static

IP Address 169.254.49.53

Subnet Mask 255.255.0.0

Default Gateway

DNS Server

IPvE Configuration

() DHCP (®) Auto Config (O Static IPvE auto config successful.
IPv6E Address 2001:DB8:130:0:209: 7CFF:FE65:3135 /64

Link Local Address FE80::209:7CFF:FE65:3135 | !
IPvG Gateway FES80::260:3EFF:FE12:8A01

IPvG DNS Server

I
La interfaz FastEthernet 0/0 del R3 también deben tener
direcciones IPv4 e IPv6 configuradas (dual- stack).
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% R3 _
Physical Config  CLI

105 Command Line Interface

Fouterrena

Routerfconf t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #int £als0

Router (config-if) gipvEé address feS0::1 link-lokal

% Invalid input detected at '~' marker.

Bouter (config-if) gipvE address feB0::1 link-local
Bouter (config-if) §ipvEé nd other-config-flag
Bouter (config-if) §ipve dhcp server ?
WORD Name of IPwveé DHCPF pool
Router (config-if) §ipveé dhop server ipwé dheop server any

% Invalid input detected at '~' marker.

Router (config-if) #ipveé dhop server any

Router (config-if) gexit

Router (config) #ipvé unicast-routing

Router (config) $ipve dhep pool any

Router (config-dhep) gdns—-server 2001:db2:130::5C0:20F:301
Router (config-dhen) &

Router>ena

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int fa0/0

Router(config-if)#ipv6 address fe80::1 link-lokal

N

% Invalid input detected at "' marker.

Router(config-if)#ipv6 address fe80::1 link-local
Router(config-if)#ipv6 nd other-config-flag
Router(config-if)#ipv6 dhcp server ?

WORD Name of IPv6 DHCP pool
Router(config-if)#ipv6 dhcp server ipv6 dhcp server any

AN

% Invalid input detected at ' marker.

Router(config-if)#ipv6 dhcp server any
Router(config-if)#exit
Router(config)#ipv6 unicast-routing
Router(config)#ipv6 dhcp pool any
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Router(config-dhcp)#dns-server 2001:db8:130::9C0:80F:301

e R1, R2 y R3 intercambian informacion de routing mediante RIP
version 2.

« R1, R2 y R3 deben saber sobre las rutas de cada uno y la ruta
predeterminada desde R1.
& - o X
Physical Config CLI

105 Command Line Interface

]
BEl=ena
Bl&show ip route
Codes: C - conmnected, 5 - static, I - IGRP, R - RIP, M - mobile, B - BEP
D0 - EIGRP, E¥X - EIGRP external, 0 - OQOSPF, IR - OQOS5PF inter area
N1 - O5PF N55R external type 1, NI - OSPEF N35R external type 2
El1 - OS5PF external type 1, E2 — O5PF external type 2, E - EGP
i - I5-I5, L1 - I5-IS5 lewel-1l, L2 - IS5-IS5 lewel-2, ia - I5-I5 inter area
* - pandidate default, U - per-user static route, o - CDR
P - periodic downloaded static route
Gateway of last resort is 0.0.0.0 to metwork 0.0.0.0
10.0.0.0/20 is subnetted, 2 subnets
c 10.0.0.0 is directly connected, Seriallds1/0
c 10.0.0.4 is directly connected, Serialds1/1
c 200.123.211.0/24 is directly connected, Seriald/0/0
g% 0.0.0.0/0 is directly connected, Seriald/0/0
Blg W
#r2 - a *
Physical Config  CLI
105 Command Line Interface
~

RIxena
RZgshow ip route
Codes: C - connected, 5 - static, I - IGRPF, R - RIP, M - mokile, B - BGF
D - EIGRP, EX - EIGREP external, O - O5PF, IL - O5PF inter area
N1 - OSPF NS5L external type 1, M2 - OSPF NS5A external type 2
El - OSPF external type 1, EZ - OSPF external type 2, E - EGP
i - I5-I5, L1 - I5-IS lewel-l, LZ - I5-IS5 lewvel-Z, ia - I5-I5 inter area
* - rcandidate default, U - per-user static route, o — QDR
P - periodic downloaded static route

Fateway of last resort is not set

10.0.0.0/30 is subnetted, 2 subnets
103.0.0.0 is directly connected, Seriald/s0s0
103.0.0.8 is directly connected, Seriall/0/1
152 _.1€8.20.0/24 is directly connected, FastEthernetl/0
192 .1€2.21.0/24 is directly connected, FastEthermetl/0.200
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¥ r3 - O

Physical Config CLI

105 Command Line Interface

HOUCEL TCONI I IT T FIDY e WICp SEIVEL IDYE WICD SELveL =7

% Invalid input detected at "*' marker.

Router (config-if) #ipvé dhcp server any

Router {config-if) fexit

Bouter {config) §ipwvé unicast-routing

Router (config) #ipvé dhcp pool any

Router (config-dheop) §dns-server 2001:dk2:130::3C0:80F:-301
Router (config-dhcp) §

Router {config-dhcp) #end

Routerd

%5¥S5-5-CONFIG_I: Configured from console by console

Router#show ip route
Codes: C - comnected, 5 - static, I - IGRP, B - RIP, M - mobkile, B - BGP
D - EIGRP, EX - EIGRP enternal, © - QOSPF, IR - OS5PF inter area
N1 - OSPF NS5A external type 1, N2 - OS5PF NS5AR external type 2
El - O5PF external type 1, EZ2 — O5PF extermal type 2, E - EGP
i - I5-I5, L1 - IS-IS lewel-1l, LZ - I5-I5 lewel-2, ia - IS-IS inter area
¥ - candidate default, U - per—user static route, o — CDR
F - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/30 is subnetted, 2 subnets

c 10.0.0.4 is directly connected, Serial0s0/0

c 10.0.0.8 is directly connected, Seriall/0/1

c 15%2.1€8.30.0/24 is directly connected, FastEthernetd/0
Routerﬂ

R1
R1r>ena
Rir#show ip route

R2
R2>ena

R2#show ip route

R3
R3>ena

R3#show ip route

« Verifiqgue la conectividad. Todos los terminales deben poder
hacer ping entre si y a la direccion IP del ISP. Los terminales
bajo el R3 deberian poder hacer IPv6-ping entre ellos y el
servidor.

Escenario 2
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Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en
las ciudades de Miami, Bogota y Buenos Aires, en donde el estudiante seré el
administrador de la red, el cual debera configurar e interconectar entre si cada
uno de los dispositivos que forman parte del escenario, acorde con los
lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

VLAN Direccionamiento Nombre
Internet 30 192.168.30.0/24 Administracion
192.168.40.0/24 Mercadeo
192.168.200.0/24 Mantenimiento

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

Buenos Aires

192.168.99.3
192.168.99.2

1. Configurar el direccionamiento IP acorde con la topologia de red para
cada uno de los dispositivos que forman parte del escenario
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# R1

Physical Config  CLI

I10S Command Line Interface

Processor board ID FTHXO0S47Z18E

M2€0 processor: part number 0, mask 4%

2 FastEthernet/IEEE 502.3 interface(s)

2 Low-speed serial (sync/async) network interface(s)
131K bytes of HNVRRM.

£34238FK bytes of ATA CompactFlash (Read/Write)

RELEARSE SOFIWRRE (f£c2)

Technical Support: http://www.cisco.comftechsupport
Copyright {(c) 158€-2007 by Cisco Systems, Inc.
Compiled Wed 15-Jul-07 04:52 by pt_team

Press HETURN to get started!

Rlr=ena
Rl#config t

Bl {config) ghostname Bogota

Bogota(config) #int s0/0/0

Bogota (config-if) #ip address 172.31_.21.1 255_255_255_ 252
Bogota({config-if) #clock rate €4000

This command applies only to DCE interfaces

Bogota (config-if) #no shut

Cisco 1841 (revision 5.0) with 114€28E/lc€324K bytes of memory.

Cisco I0S Software, 1841 Software (Cl841-ADVIPSERVICESES-M), Version 12_4(15)T1,

Enter configuration commands, one per line. End with CNTIL/Z.

SLINE-5-CHANGED: Interface Serialld/0/0, changed state to down
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Rlzenabk M
Rifconfig te

Enter configuration commands, one per line. End with CHTIL/Z.

B2 (config) #hostname Miami

Miami (config)#int sO0/70/0

Miami (config-if) #ip address 172.31.23.1 255.255.255.252

Miami (config-if)gclock rate ©4000

Miami {config-if)#no shuth

% Invalid input detected at """ marker.

Miami {config-if) fexit
Miami (config)#int loopO

Miami {config-if)#
SLINE-5-CHRNZED: Interface Loopbackd, changed state to up

SLINEPROTO-5-UFDOWN : Line protocol on Interface Loopbackd, changed state to up

HMiami (config-if) #ip address 10.10.10.10 255.255.255.255
Miami {config-if) #no shut

Miami {config-if) fexit

Miami (config)g#int S0/0/1

HMiami (config-if) #ip address 172.31.21.2 255.255.255.252
Miami {config-if) #no shut

Miami (config-if)#
SLINE-5-CHRNZED: Interface Serialdys0/1, changed state to up

$LINEPROTC-5-UPDOWN: Line protocol on Interface Seriald/0/1, changed state to up

Miami {config-if) fexit

Miami (config) #int gl/0

&Invalid interface type and number

Miami (config)#ip address 20%_1&5.200_225 255 _255_255_3248

% Invalid input detected at '*'" marker.

Miami (config)#inte gl/0

%Invalid interface type and number

Miami (config)g&int £a0,/0

Miami (config-if) #ip address 205.1€5.200.225 255.255.255.248
Miami (config-if)#no shut

Miami {config-if)#
$LINE-S5-CHANGED: Interface FastEthernet(s0, changed state to up

SLINEPROTO-5-UFDOWN : Line protocol on Interface FastEthernet(/0, changed state to
ug
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SUEIIUS Slrles LUl gL UULEL P RIIELWU LR L7 Sl oo Ui alEa U

Buenos_Rires{config-zrouter)fnetwork 152.1€5.4.0 0. 255 area 0
Buenos_aires{config-router)fnetwork 132.1€5.5.0 0. 255 area 0
Buenos_Rires{config-router)fnetwork 152 . 1€3.&.0 0. 255 area 0

Buenos_RAires{config-router)fint s0/0/0
Buenos_Rires(config-if) #bandwidth 25¢€
Buenos_Airesiconfig-if)#ip ospf cost 5500
Buenos_Rires(config-if) #int s0/0/1

Buenos_RAires{config-if) gbandwidth 25¢
Buencos_Rires{config-if)g

Buencos_Rires{config-if)g

Buencs_&iresiccnfig—if)ﬂ

Buenos_RAires{config-if)g

Buencos_Rires{config-if)g

Buencos_Rires{config-if)g

Buencs_&iresiccnfig—if)ﬂ

Buenos_RAires{config-if) gexit

Buenos_RAiresi{config)fint loopd

Buenos_Airesiconfig-if)f#ip address 132.168.4.1 255.255.255.0
Buencs_&iresiccnfig—if)ﬂnc shut

Buenos_RAires{config-if) #int loopb

Buenos_RAiresi{config-if)gip address 152 _1&68.5.1 255.255.3255.0
Buenos_&ires{config-if) #no shut
Buencs_&iresiccnfig—if)ﬂint loopE
Buenos_RAires{config-if) gip address 152 _1c68.¢€.
Buenos_Rires{config-if) #no shut
Buenos_Rires(config-if) #int s0/0/1
Buencs_&iresiccnfig—if)ﬂip address 172.31.23.2 255.255.255.252
Buenos_Rires{config-if) gno shut

Buenos Bires{ccnfig—if)ﬂ

(2]
=
[
i
[
I
o
o
L
i
[
[=]

R1

R1>ena

R1#config t

R1(config)#hostname Bogota

Bogota(config)int s0/0/0

Bogota(config-if)#ip addresss 172.31.21.1 255.255.255.252
Bogota(config-if)#clock rate 64000

Bogota(config-if)no shut

R2

R2>ena

R2#config te

R2(config) hostname Miami

Miami(config)#int s0/0/0

Miami(config-if)ip address 172.31.23.1 255.255.255.252
Miami(config-if)clock rate 64000

Miami(config-if)#no shut

Miami(config-if)#exit

Miami(config)#int loopO

Miami(config-if)#ip addres 10.10.10.10 255.255.255.255
Miami(config-if)#no shut

Miami(config-if)#exit

Miami(config)#int sO/0/1

Miami(config-if)#ip address 172.31.21.2 255.255.255.252
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Miami(config-if)#no shut

Miami(config-if)#exit

Miami(config)#int g0/0

Miami(config)#ip address 209.165.200.225 255.255.255.248
Miami(config)#int fa0/0

Miami(config-if)#ip address 209.165.200.225 255.255.255.248
Miami(config-if)#no shut

R3

Buenos_Aires>ena

Buenos_Aires#conf t

Buenos_Aires(config)#router rip

Buenos_Aires(config-if)#int s0/0/0
Buenos_Aires(config-if)#bandwidth 256
Buenos_Aires(config-if)#ip ospf cost 9500
Buenos_Aires(config-if)#int s0/0/1
Buenos_Aires(config-if)#bandwidth 256

Buenos_ Aires(config-if)#exit

Buenos_Aires(config)#int loop4

Buenos_Aires(config-if)#ip address 192.168.4.1 255.255.255.0
Buenos_Aires(config-if)#no shut

Buenos_Aires(config-if)#int loop5

Buenos_Aires(config-if)#ip address 192.168.5.1 255.255.255.0
Buenos_Aires(config-if)#no shut

Buenos_Aires(config-if)#int loop6

Buenos_Aires(config-if)#ip address 192.168.6.1 255.255.255.0
Buenos_Aires(config-if)#no shut

Buenos_Aires(config-if)#int s0/0/1

Buenos_Aires(config-if)#ip address 172.31.23.2 255.255.255.252
Buenos_Aires(config-if)#no shut

. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes

criterios:

OSPFv2 area 0

Configuration Item or Task Specification
Router ID R1 1.1.1.1
Router ID R2

5555
Router ID R3

8.8.8.8
Configurar todas las interfaces LAN como
pasivas
Establecer el ancho de banda para enlaces
seriales en 256 Kb/s
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\ Ajustar el costo en la métrica de S0/0 a 9500
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T T T = —TTETTET——TETe——
Bogota=ena
Bogotafconf t
Enter configuration commands, one per line. End with CNTIL/Z.
Bogota (config) #router ospfl
% Invalid input detected at "' marker.
Bogota (config) #router ospf 1
Bogota (config-router) grouter-id 1.1.1.1
Bogota (config-router) gnetwork 152.168.%3.0.0.0.0.255 area 0
% Invalid input detected at """ marker.
Bogota (config-router) #network 152.162.595.0 0.0.0.255 area 0
Bogota (config-router) #network 172.321.21.0 0.0.0.32 area 0
Bogota (config-router) #passive-interface gid/o
%Invalid interface type and number
Bogota (config-router) #passive-interface gl/0
&8Invalid interface type and number
Bogota (config-router) #int s0,/0/0
Bogota (config-if) gbandwidth 128
Bogota (config-if) #ip ospf cost 9500
Bogota (config-if) gbandwidth 25&
Bogota (config-if) §int s0/0/1
Bogota(config-if) #bandwidth 25¢€
Bogota(config-if) #no shut

# r2 - O

Physical Config CLI

105 Command Line Interface

Miami (config)$§

Miami (config) g

Miami {config)

Miami {config) #router ospf 1

Miami {config-router) frouter-id 2.2.2.2

Miami (config-router) #network 205.1€5.20
Miami (config-router) fnetwork 172.31.21.
Miami (config-router) §netwo

2 .0.0.7 area 0
0.0.0.2 area 0

[ ]

FULL, Loading Done

% Incomplete command.

Miami (config-router) fnetwork 10.10.10.10 0.0.0.3 area 0
Miami (config-router) #passive-interface gl/0

&Tnwvalid interface type and number

Miami (config-router) f#int s0,050

Miami (config-if)#bandwidth 25&

Miami (config-if) #ip ospf cost 9500

Miami (config-if) #int sO0/0/1

Miami (config-if) #bandwidth 25¢€

Miami {comFiog—iFfi g

00:10:05%: %0SPF-5-ADJCHE: Process 1, Wbr 1.1.1.1 on Seriald/s0/1 from LOADIHNG to




ol I Il I I
CIsCO. C(isco Networking Academy

# 3 - O
Physical Config  CLI

I0S Command Line Interface

Technical Support: http://www.clsco.com/techsupport
Copyright (o) 152&6-2007 by Cisco Systems, Inc.
Compiled Wed 18-Jul-07 04:52 by pt_team

Press HETURN to get started!

Buenos_Rires>zena

Buenos_Airesfconf t

Enter configuration commands, one per line. End with CNTIL/Z.
Buenos Rires(config) frouter ospf 1

Buenos_Rires (config-router) #router-id 2.3.3_3

Buenos_ Rires|(config-router)gnetwork 172.31.23.0 0.0.0.3 area 0

Buenos_»Aires (config-router) #network 152 1€2.4.0 0.0.0.255 area 0
Buenos_»Aires (config-router) #network 152 _1€2.5.0 0.0.0.255 area 0
Buenos_Rires (config-router) #network 152_1€8.6.0 0.0.0.255 area 0

Buenos_aires (config-router) f#int s0/0/0
Buenos_Aires (config-if) $bandwidth 25¢€
Buenos Rires(config-if)#ip ospf cost 9500
Buenos_Aires (config-if) gint s0/0/1
Buenos_Aires (config-if) §bandwidth 25€
Buencs_hiresiccnfig—ifhﬂ

R1

Bogota>ena

Bogota#conf t

Bogota(config)#router ospf 1
Bogota(config-router)#router-id 1.1.1.1
Bogota(config-router)#network 192.168.99.0 0.0.0.255 area 0
Bogota(config-router)#network 172.31.21.0 0.0.0.3 area 0
Bogota(config-router)#passive-interface g0/0
Bogota(config-router)#int s0/0/0
Bogota(config-if}#bandwidth 256

Bogota(config-if)#ip ospf cost 9500

Bogota(config-if)#int s0/0/1

Bogota(config-if)#bandwidth 256

Bogota(config-if)#ip ospf cost 9500

Bogota(config-if)#no shut

R2
Miami>ena
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Miami#conf t

Miami (config)#router ospf 1
Miami(config-router)#router-id 2.2.2.2

Miami (config-router)#network 209.165.200.224 0.0.0.7 area 0
Miami (config-router)#network 173.31.21.0 0.0.0.3 area O
Miami(config-router)#network 10.10.10.10 0.0.0.3 area 0
Miami(config-router)#passive-interface g0/0
Miami(config-router)#int s0/0/0
Miami(config-if)#bandwidth 256

Miami(config-if)#ip ospf cost 9500

Miami(config-if)#int s0/0/1

Miami(config-if)#bandwidth 256

Miami(config-if)#ip ospf cost 9500

Miami(config-if)#no shut

R3

Buenos_Aires>ena

Buenos_Aires #conf t

Buenos_Aires (config)#router ospf 1

Buenos_Aires (config-router)#router-id 3.3.3.3
Buenos_Aires(config-router)#network 172.31.23.0 0.0.0.3 area O
Buenos_Aires (config-router)#network 192.168.4.0 0.0.0.255 area 0
Buenos_Aires(config-router)#network 192.168.5.0 0.0.0.255 area 0
Buenos_Aires(config-router)#network 192.168.6.0 0.0.0.255 area 0
Buenos_Aires(config-router)#int s0/0/0
Buenos_Aires(config-if)#bandwidth 256

Buenos_Aires(config-if)#ip ospf cost 9500
Buenos_Aires(config-if)#int s0/0/1
Buenos_Aires(config-if)#bandwidth 256

Buenos_Aires(config-if)#ip ospf cost 9500
Buenos_Aires(config-if)#no shut
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Verificar informacion de OSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2
& Ry — O Pt
Physical Config  CLI

I10S Command Line Interface

Ll
Bogotarena
Bogotafshow ip router
% Imwvalid input detected at '*' marker.
Bogotafshow ip route
Codes: C — connected, 5 - static, I - IGZRF, R - RIF, M - mobkile, B — BEF
D - EIGRP, EX - EIGEP external, O — O5PF, IR - O5PF inter area
H1l - OS5PF HS5A external type 1, W2 — OSPF H55RA external type 2
El - O5PF external type 1, EX - O5PF external type 2, E - EGPF
i - I5-I5, L1 - I5-I5 lewvel-l, L2 — I5-I5 lewel-2, ia — I5-I5 inter area
¥ — pcandidate default, U - per-user static route, o — ODR
P - periodic downloaded static route
ZFateway of last resort is not set
10.0.0.0/32 is submnetted, 1 subnets
o] 10.10.10.10 [110/59501] wia 172.31.21.2, 00:35:40, Seriald 0,0
172.231.0.0/30 is submetted, 1 subnets
C 172.31_.21.0 is directly connected, Seriald/ 070
Bcgcta#l "
& p2 — O >

Physical Config CLI

I0S Command Line Interface

"~y

HMiami>na
Translating "ma™.. _domain server (255_255_255_255)
% Unknown command or computer name, or unakle to find computer address
Miamirena
HMiami#show ip route
Codes: C - connected, 5 - static, I - IGRF, B — RIF, M - mokile, B — BEP

D - EIGRP, EX — EIZRP external, © — OSPF, IR - QS5PF inter area

N1l — OSFF HWSS5R external type 1, HZ — OSFF HS55A external type Z

El — OSPF extermnal type 1, EZ - OSPF external type 2, E - EGP

i - I5-I5, L1 — I5-IS lewel-1l, L2 — IS-IS5 lewel—-2, jija — IS5-IS5 inter area

* — pandidate default, U — per-user static route, o — QDR

P - periocdic downloaded static route
Zateway of last resort is not set

10.0.0.0/22 is submetted, 1 subnets
c 10.10.10.10 is directly connected, Loopkbackld
172.31.0.0/30 is subnetted, 2 subnets

L 172.21.21.0 is directly connected, Serialdy 071
c 172.31.23_.0 is directly connected, Seriald/ 0,0
Miamig ha
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TECITI TS L TP COL L - IICCE -7 f WAW IS0 - ooy CECIISORP oL & P
Copyright (c) 158&€-2007 by Cisco Systems, Inc.

Compiled Wed 12-Jul-07 04:52 by pt_team

Press RETURN to get started!

ELINE-S-—CHARNGEED: Interface Seriall0s 0,1,

SLINEPFROTO-S5—TTPDOWH -

Buenos_Rkiresrena
Buenos_Airesfshow ip route

Zateway of last resort is not set

172.321.0.0/30 is subnetted, 1 subnets

172.21_.23.0 is directly connected,
192 . 1€8 .4 _0/24 is directly connected,
192.1e8.5.0/24 is directly connected,
192 .18 . €.0/24 is directly connected,
Buenos Riresg

aaan

Line protocol on Interface Serialds 0/ 1,

changed state to up

changed state to up

Codes: © - connected, 5 - static, I — IZRP, B - RIF, M - mobkile, B - BEP
I - EIGZRF, EX - EIZRP external, © — OSPF, IA - O5PF inter area
Nl — OSPF MS55L external type 1, N2 — OSPF MNS55L external type 2
El - OS5PF external type 1, EZ - O5PF external type 2, E - EGP
i - I5-I5, L1 - I5-I5 lewel-1l, LZ — IS5-I5 lewel-2Z, ia — I5-I5 inter area
¥ — candidate default, U — per-user static route, o — ODR
P - pericdic downloaded static route

Seriald/s0r1
Loopbackd
Loopkbackd
Loopbacks

R1
Bogota>ena
Bogota#show ip route

R2
Miami>ena
Miami#show ip route

R3
Buenos_Aires>ena
Buenos_Aires#show ip route

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el
costo de cada interface

e Visualizar el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada router.
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172.231.0.0/320 is subnetted, 1 subnets ’
C 172.21.21.0 is directly connected, Seriald/ 070
Bogotafconfig t
Enter configuration commands, one per line. End with CNIL/Z.
Bogota (config) §router ospf 1
Bogota lconfig-router) #do sh ip ospf interface

Seriald/0/0 is up, line protocol is up
Internet address is 172.31.21.1/30, Area 0
ter ID 1.1.1.1, Network Type POINT-TO-POINT,
Transmit Delay is 1 sec, State POINI-TO-POINT, Priority 0O
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit &
Hello due in 00:00:00
Index 1/1, flood gueus length O
Wext 020 (0) 02x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Weighbor Count is 1 , Adjacent neighbor count is 1

2djacent with neighbor 2.2.2.2

Suppress hello for 0 neighbor(s)
Bogota {config-router) # Ml
F R — O X

Physical Config  CLI

105 Command Line Interface

A3 AL LU LU LS AL L e LWLy UL LEd pEpmpny =2 ey gy ey
172.31.0.0/30 is subnetted, 2 subnets 2
c 172.31.21.0 is directly connected, Serialds0/1
C 172.31.23.0 is directly connected, Serialdy/ 070
Hiamig

Miamifconf t©

Enter configuration commands, one per line. End with CHIL/Z.
Miami (config)#router ospf 1

Hiami (config-router) f#do sh ip ospf interface

Seriald/0 /1 is up, line protoceocl is up
Internet address is 172_.31.21_2/30, Area 0
Process ID 1, Router ID 2.2.2.2, Metwork Type POINI-TO-POINTI, Cost: 330
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O
No designated router on this network
No backup designated router on this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:04
Index 1/1, flood gueue length 0O
Wext 020 (0) /020({0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
2djacent with neighbor 1.1.1.1
Suppress hello for 0 neighbor(s)
Loopbkackd is up, line protocol is up
Internet address is 10.10.10.10/32, Area 0O

Process ID 1, Router ID 2.2.2.2, Metwork Type LOOPBACE, Cost: 1
Loopkack interface is treated as a stulk Host
Hiamitconfig—routerjﬂ W

> s <
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Buenos_hires(config) #router ospf 1
Buenos_Rhires(config-router)fdo sh ip ospf interface

Loopback4 is up, line protocol is up
Internet address is 152 _1€2_4_.1/24, Rrea 0

Loopback interface is treated as a stubk Host
Loopbackd is up, line protococl is up
Internet address is 152 _1€8.5.1/24, RArea 0

Loopkack interface is treated as a stubk Host
Loopbacké is up, line protococl is up
Internet address is 152 _1€8.€.1/24, RArea 0

Loopkack interface is treated as a stubk Host
Seriald/s0/1 is up, line protocol is up
Internet address is 172_.31.23_2/30, RArea 0

No designated router on this network
No backup designated router on this network

Hello due in 00:00:0&
Index 4,4, flood gueue length 0
Hext O0x0{0)/0x0{0)
Last flood scan length is 1, maximm is 1
Last flood scan time is 0 msec, maximum is 0 msec
Suppress hello for 0 neighbor(s)

o I i in. i

Timer interwvals configured, Hello 13, Dead 40, Wait 40,

Process ID 1, Router ID 2.3.3.3, Network Type LOOFBRCE, Cost: 1

Process ID 1, Router ID 2.3.3.3, Network Type LOOFBRCE, Cost: 1

Process ID 1, Router ID 3.3_3_3, HNetwork Type LOOPFBRCE, Cost: 1

Process ID 1, Router ID 3.3_3_3, MNetwork Type PBOINT-TO-POINT, Cost:
Transmit Delay is 1 sec, State POINT-TO-POINT, Pricrity O

REetransmit 5

350

R1

Bogota>ena

Bogota#conf t

Bogota(config)#router ospf 1
Bogota(config-router)#do s hip ospf interface

R2

Miami>ena

Miami#conf t

Miami(config)#router ospf 1
Miami(config-router)#do s hip ospf interface

R3

Buenos_Aires>ena

Buenos_Aires#conf t

Buenos_Aires(config)#router ospf 1
Buenos_Aires(config-router)#do s hip ospf interface
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3. Configurar VLANs, Puertos troncales, puertos de acceso,
encapsulamiento, Inter-VLAN Routing y Seguridad en los Switches
acorde a la topologia de red establecida.

Creacién de Vlans administracion(30) y Mercadeo(40)
& 5 — O
Physical Config  CLI

105 Command Line Interface

Slrenakle ’
Slfgconf t

Enter configuration commands, one per line. End with CHNIL/Z.

Sliconfig)f#vlan 20

Sliconfig-vlan) #name Rdministracion

Sliconfig-vlan) fexit

Sliconfig)#vlan 40

Sliconfig-vlan) #name Mercadeo

Sliconfig-vlan) fexit

& g — O x

Physical Config  CLI
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% Invalid input detected at '*' marker. -

51l {config) #exit
S1g
%5Y5-5-CONFIG_I: Configured from consocle by console

Sl#éshow vlan brief

VLAN Name Status Ports

1 default actiwve Fal/s1l, Fad/2, Fal/3, FalO/4
Fals5, FalO/e, Fald/7, Fals8
Faly/%, Fa0,/10, FalOs1ll, Fals12
Faly/13, Fal/s14, Fad/15, Fad/l&
Faly/17, Fal/sls, Fal0/1%, Fal/20
Falys21, Fal/s22, Fal/23, Fald/24

30 Administracion actiwve
40 Hercadeo actiwve
1002 f£ddi-default actiwve
1003 token-ring-default actiwve
1004 fddinet-default actiwve
1005 trnet-default actiwve

Sl1>enable

Sil#conf t

S1(config)#vlan 30
S1(config-vlan)#name Administracion
S1(config-vlan)#exit

S1(config)#vlan 40
S1(config-vlan)#name Mercadeo
S1(config-vlan)#exit
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Configuracion de la interface de cada vlans
# 51 - O

L

Physical Config  CLI

105 Command Line Interface

=

1004 fddinet-default active ”
1005 trnet-default actiwve

Slgconft ©

Enter configuration commands, one per line. End with CNTIL/Z.

S5l {config) f#interface range £f£al/l

S5l {config-if-range) #switchport mode access

51 {config-if-range) #switchport access wlan 30
Sliconfig-if-range) fexit

51 {config) g

Sl#conft

S1(config)#interface range fa0/1
S1(config-if-range)#switchport mode access
S1(config-if-range)#switchport access vlan 30
S1(config-if-range)#exit

Configuracion de seguridad en las vlans; contrasefia de la consola es
Cisco; la contrasefia de la linea vty es Cisco y la de enable es Eduard
& 51 — O

! Physical Config CLI

I0S Command Line Interface

Slgconft t

Enter configuration commands, one per line. End with CHTL/SZ.
Sl{config) #line console 0

S5l{config-line) #pass Cisco

5]l (config-line)#line wty 0 4

51 (config-line) #pass Cisco

5]l (config-line) #enable secret Eduard

Sil#conf t

S1(config)#line console O
S1(config-line)#pass Cisco
S1(config-line)#line vty 0 4
S1(config-line)#pass Cisco
S1(config-line)#enable secret Eduard
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& 53 - O x
Physical Config CLI

I0S5 Command Line Interface

2LINE-5-CHRNGED: Interface FastEthernet(/l, changed state to up Y

2LINEFROTO-5-UFDOWN: Line protocol on Interface FastEthermet(/1, changed state to
up

S3ren

S3fconf t

Enter configuration commands, one per line. End with CHNTL/Z.
53 (config) #line console 0O

53 (config-line) ¢pass Cisco

53 ({config-line) §line wcy 0 4

53 ({config-line) fpass Cisco

53 ({config-line) fenable secret Eduard

S53{config)f

S3#conf t

S3(config)#line console 0
S3(config-line)#pass Cisco
S3(config-line)#line vty 0 4
S3(config-line)#pass Cisco
S3(config-line)#enable secret Eduard

Configuracion de las troncales
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Physical Config  CLI

105 Command Line Interface

=L | P N M ) I N e e - 3 LT 4 A g Y

Bogota{config-if) &
SLINE-5-CHAWNEZED: Interface FastEthernet(/0, changed state to up

SLINEPROTO-5-UPDOWH: Line protocol on Interface FastEthernet0/0, changed state to
ug

exit

Bogotalconfig)#interface gl/s0

%Invalid interface type and number

Bogota(config)#interface £0/0.3

Bogota {config-subif) #

SLINE-5-CHAWNEED: Interface FastEthernet(/0.3, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.32, changed state
to up

Bogotalconfig-subkif) fencapsulation dotlQ 30

Bogota(config-subif) finterface £0/0.4
Bogota {config-subif) #
SLINE-5-CHAWNEED: Interface FastEthernet(/0.4, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(0/0.4, changed state
to up

Bogotalconfig-subkif) fencapsulation dotlQ 40

Bogota (config-subif) #ip address 152 _1¢€2.40.1 255_255.255.

Bogota(config-subif) fexit

Bogota (confial d W

Bogota(config)#interface f0/0,3
Bogota(config-subif)#encapsulation dot1Q 30
Bogota(config-subif)#ip address 192.168.30.1 255.255.255.0
Bogota(config-subif)#interface f0/0,4
Bogota(config-subif)#encapsulation dot1Q 40
Bogota(config-subif)#ip address 192.168.40.1 255.255.255.0
Bogota(config-subif)#exit
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4. En el Switch 3 deshabilitar DNS lookup
& 53

Physical Config  CLI

105 Command Line Interface

S3renable
Password:
S53gcont t©

53 (config) #no ip domain-lookup
53 (config) gexic
53¢

538

Enter configuration commands, one per line.

End with CNTL/Z.

%5Y5-5-CONFIG I: Configured from console by conscle
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5.

7.

S3>enable

S3#conf t

S3(config)# no ip domain-looup
S3(config)#exit

Asignar direcciones IP a los Switches acorde a los lineamientos.

Se asignan las direcciones 192.168.99.2 y 192.168.99.3
respectivamente para cada switch, que serviran para ser administrados
posteriormente al accesarse por telnet

53 {config) §int wlan 1

S3lconfig-if) ¢

Sl=ena

Password:

Slf#conf t

Enter configuration commands, one per line. End with CHIL/SZ.
Sl{config)#int wvlan 1

Sliconfig-if)#ip address 15%2.1le2.59%.2 255.3255.255.0
S1{config-if) g

S1>ena

Sl#conf t

S1(config)#int vian 1

S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if)#no shut

S3>ena

S3#conf t

S3(config)#int vian 1

S3(config-if)#ip address 192.168.99.3 255.255.255.0
S3(config-if)#no shut

Desactivar todas las interfaces que no sean utilizadas en el esquema
de red.

Implement DHCP and NAT for IPv4
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8. Configurar R1 como servidor DHCP para las VLANs 30 y 40.

Bogota=ena

Bogotafconf t

Enter configuration commands, one per line. End with CHTL/Z.
Bogota (config) $ip dhep pool wlan 30

% Inwvalid input detected at '*' marker.

Bogota (config) $ip dhep pool wlan30

Bogota (dhep-config) gnetwork 1%2.1€8.30.0 255.255_.255.0
Bogota (dhep-config) gdefault-router 192 . 1€8.30.1

Bogota (dhep—config) #ip dhep pool wlandi

Bogota (dhep—config) fnetwork 15%2.1€28.40.0 255_255.255.
Bogota (dhep—config) gdefault-router 192 _.1€8.40.1

Bogota (dhecp-config) §ip dhcp pool wlan2ld

Bogota (dhep-config) gnetwork 152 .1€8.200.0 255.255.255.0
Bogota (dhep-config) gdefault-router 152 _ 188 _200_1
Bogota (dhep—config) fexit

Bogota>ena

Bogota#conf t

Bogota(config)#ip dhcp pool vlan30
Bogota(dhcp-config)#network 192.168.30.0 255.255.255.0
Bogota(dhcp-config)#default-router 192.168.30.1
Bogota(dhcp-config)#ip dhcp pool vian40
Bogota(dhcp-config)#network 192.168.40.0 255.255.255.0
Bogota(dhcp-config)#default-router 192.168.40.1
Bogota(dhcp-config)#ip dhcp pool vlan200
Bogota(dhcp-config)#network 192.168.200.0 255.255.255.0
Bogota(dhcp-config)#default-router 192.168.200.1
Bogota(dhcp-config)#exit

9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estéticas.

Name: ADMINISTRACION
Configurar DHCP pool para | DNS-Server: 10.10.10.11
VLAN 30 Domain-Name: ccna-unad.com
Establecer default gateway.
Name: MERCADEO
Configurar DHCP pool para | DNS-Server: 10.10.10.11
VLAN 40 Domain-Name: ccna-unad.com
Establecer default gateway.

Bogota (config) §ip dhep excluded-address 152 .1€5.30.1 152 _1€5.30.30
Bogota (config) #ip dhep excluded-address 15%2.168.40.1 152 _1€8.40_30
Bogota (config) #

Bogota>ena
Bogota#conf t

Bogota(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
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Bogota(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30

& PC-A

Physical Config Desktop  Custom Interface

IP Configuration
IP Configuration

(® DHCP () Static DHCP failed. APIPA is being used.
IP Address 169.254.9.138

Subnet Mask 255.255.0.0

Default Gateway 0.0.0.0

DNS Server

IPv6 Configuration
(O DHCP (O Auto Config (@) Static

IPv6 Address |

Link Local Addrass |FE80: :204:9AFF:FEG2:98A
& pc-C

Physical Config Desktop  Custom Interface

IP Configuration
IP Configuration

(® DHCP () Static DHCP failed. APIPA is being used.
IP Address 169.254.100.96

Subnet Mask 255.255.0.0

Default Gateway 0.0.0.0

DNS Server

IPvE Configuration
() DHCP (O Auto Config (@ Static

IPv6 Address ‘

Link Local Address ‘FESD::2EU:F9FF:FEDC:64EU

IPvE Gateway ‘
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10. Configurar NAT en R2 para permitir que los host puedan salir a internet

Miami=em

Hiami=en
Miamigconf ¢

Miami (config)#interface G070
%Invalid interface type and number
Miami (config) #interface £0/0

Miami {config-if)#ip nat inside
Miami {config-if)#int sO0/0/0

Miami (config-if)#ip nat outside
Miami (config-if)#int s0/0/1

Miami {config-if)#ip nat outside
Miami {config-if)fexit

Miami>en

Miami#conf t
Miami(config)#interface fO/0
Miami(config-if)#ip nat inside
Miami(config-if)#int sO/0/0
Miami(config-if)#ip nat outside
Miami(config-if)#int sO/0/1
Miami(config-if)#ip nat outside
Miami(config-if)#exit

Translating "em".._domain server (255.255.3255.255
% Unknown command or computer name, or unable to find computer address

Enter configuration commands, one per line. End with CHTL/Z.

11. Configurar al menos dos listas de acceso de tipo estandar a su criterio

en para restringir o permitir trafico desde R1 o R3 hacia R2.

Buenos_Rires>enable
Buenos_RAiresfconf t

Buenos_RAires (config)#do show acces

Buenos_Aires (config) §do show access
Extended IP access list 102

= DI L

uenos Aires>enable

Buenos_Aires#conf t

Buenos_hires (config) gaccess-list 102
Buenos_ Rires(config) §access-list 102

10 deny icmp any 15%2_.1l€2.4.0 0.0

Enter configuration commands, one per lime. End with CHTL/Z.
Buenos_Rires(config) facces-list 102 deny icmp any 152.1€5.4.0 0.0.0.255

% Invalid input detected at '*' marker.

deny icmp any 1%2.1€8.4.0 0.0.0.255
deny icmp any 152 _1€2_.€.0 0.0_.0_255

-0.255

20 deny icmp any 152 _1€2.&€.0 0_.0_.0_255

Buenos_Aires(config)#access-list 102 deny icmp any 192.168.4.0 0.0.0.255
Buenos_Aires(config)#access-list 102 deny icmp any 192.168.6.0 0.0.0.255
Buenos_Aires(config)#do show access
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12.Configurar al menos dos listas de acceso de tipo extendido o
nombradas a su criterio en para restringir o permitir trafico desde R1 o

R3 hacia R2.

Bogota (config) faccess-1ist 102 deny icmp any 152 .18,
Bogota |(config) faccess-1ist 102 deny icomp any 152.1€8.
Bogota(config) faccess—-1ist 102 deny icmp any 192 _.1&3.
Bogota (config) facces-1ist 102 permit ip any 152_.1€8_.30.

44}
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oo

I
Il

% Inwvalid input detected at "*' marker.

Bogota (config) faccess—-1ist 102 permit ip any 19%2.1€3%_.30.1 O0_.0.0_2Z55
Bogota(config) §do sh access-list
Extended IP access list 102
10 deny icmp any 192 _.1&2.3.0 0_.0.0_.255
20 deny icmp any 15%2.1e8.5.0 0.0.0.255
30 deny icmp any 192 .1628_.&6.0 0_.0_.0_255
40 permit ip any 152 .1€2.30.0 0.0.0.255
Boogota lconfiagl #

Bogota>enable

Bogota#conf t

Bogota(config)#access-list 102 deny icmp any 192.168.3.1 0.0.0.255
Bogota(config)#access-list 102 deny icmp any 192.168.5.1 0.0.0.255
Bogota(config)#access-list 102 deny icmp any 192.168.6.1 0.0.0.255
Bogota(config)#access-list 102 permit ip any 192.168.30.1 0.0.0.255
Bogota(config)#do sh access-list

13. Verificar procesos de comunicacion y redireccionamiento de trafico en

los routers mediante el uso de Ping y Traceroute.
& R3 _

Physical Config  CLI

I0S Command Line Interface

Buenos_Riresgping 152.1€58.40.1

Iype escape seguence to abort.
Sending 5, 100-byte ICHP Echos to 15%2.1€8.40.1, timeout i1s 2 seconds:

Success rate is 0 percent (0/5)
Buenos_Riresgping 132.1&65.30.31

Type escape seguence to abort.
Sending 5, 100-byte ICHP Echos to 152 _168.30_31, timeout is 2 seconds:

Success rate is 0 percent (0/5)

Buenos_Aires#ping 192.160.40.1
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Conclusiones

Es muy importante designar a cada uno de los equipos que componen la
tipologia de un circuito de red las diversas direcciones y funcionamientos,
teniendo en cuenta también la seguridad para la proteccion de la informacion.

Toda topologia de red, esta conformadas por subredes que cumplen una
funcién para cada uno de los sectores designados, al momento de crear las
vlan, dividimos la comunicacion entre ellas motivo por el cual es necesario
crear enrutamientos para poder cruzar informacion de una subred a otra.
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