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INTRODUCCION

Para mejorar la eficiencia, la velocidad o el alcance de los resultados comerciales, las empresas
necesitan tener la capacidad para aprovechar las ventajas que ofrecen las nuevas maneras de
trabajar y de interactuar con los clientes. Unificar la red corporativa significa prepararla para la
adopcion de multiples dispositivos que permitan una colaboracion mas eficiente manteniendo

siempre los estandares de seguridad necesarios.

Las tendencias tecnoldgicas de hoy como BYOD (Bring Your Own Device), la consumerizacién
de Tl 'y los modelos de negocio basados en la movilidad, estan transformando el entorno de trabajo.
Esto representa un desafio para el departamento de TI, porque estos cambios fragmentan las

politicas, la administracion y las operaciones de la red.



Descripcion de escenarios propuestos para la prueba de habilidades

Escenario 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin, en donde el
estudiante sera el administrador de la red, el cual deberd configurar e interconectar entre si cada
uno de los dispositivos que forman parte del escenario, acorde con los lineamientos establecidos
para el direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman parte de la

topologia de red.

Topologia de red
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Este escenario plantea el uso de RIP como protocolo de enrutamiento, considerando que se tendran
rutas por defecto redistribuidas; asimismo, habilitar el encapsulamiento PPP y su autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red LAN y a los

routers 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.
Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.



Desarrollo
Nota: Se configura el direccionamiento en los Reuter

Como trabajo inicial se debe realizar lo siguiente.
> Realizar las rutinas de diagnostico y dejar los equipos listos para su configuracion (asignar
nombres de equipos, asignar claves de seguridad, etc).

no ip domain-lookup
service password-encryption
enable secret class

banner motd %Acceso Restringido%
ip domain-name unad.cisco
line console 0

password unad

login

line vty 0 15

password unad

login

> Realizar la conexidn fisica de los equipos con base en la topologia de red

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.
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Figura 3 Red Medellin bogota conectividad total

Parte 1: Configuracion del enrutamiento
a. Configurar el enrutamiento en la red usando el protocolo RIP version 2, declare la red principal,

desactive la sumarizacion automatica.

B MEDELLINT = ':' P MEDELLINZ -

Physical Config CLI Attributes Physical Config CLI Attributes

105 Command Line Interface 105 Command Line Interface
SLINZDROI0-G-ULDUWN: Line protocol om Interface Serizllsls0, Py changed state to up
changed state to up
) ) Routerren
SLINEPROTO-5-UPDOWN: Line protocol on Interface Seriallds 171, Routerfconf terminal
changed state to up Enter configuration commands, one per line. End with CHNTL/Z.

Router ({config) §router rip

Router (config-router) §version 2
Router>en Router (config-router) fno auto-summary
Routerfconf terminal Router {config-router)#do show ip router connected
Enter configuration commands, one per line. End with CNIL/Z. show ip router connected

Router{config) frouter rip -

Bouter {config-router) §version 2

Router (config-router) fno suto-summary

Bouter (config-router) fdo shuw ip route connected
shuw ip route connected

% Invalid input detected at "' marker.

Router (config-router) §do show ip route connected
c 172.25.4.0/30 is directly connected, GigabitEthernet0/s0
[ 17Z.29.6.0/30 is directly connected, Serial0/0/0

% Invalid input detected azt '~' marker. c 172.25.6.4/30 is directly connected, Serial0d/ 0/1

Bouter {config-router) #do show ip route connected Rnutertcnnf:?.g—rnuter:lt!netwnrk 175'59'1'0
& 172.2%.6.0/30 is directly connected, Serial0s0/1 E“"EE‘E‘:““?g"““:“ﬁ“:“”‘: i::-::-:-g
C  172.29.6.8/30 is directly connected, Serial0s1/0 R“":‘ccm;‘? ““t“w“t““k ”f'fg‘ﬁ'q
outer (config-router) §networ L23.E.
C©  172.2%.8.12/30 is directly connected, SerizlO/1/1 7 EE e
= —— _ . A Router {config-router) #passive-interface gl/s/0
C 209.17.220.0/30 is directly connected, Serial0/0/0 I |

R P |

Figura 4 Router Medellinl configuracioén Figura 4 Router Medellin2 Configuracién




L MEDELLIN3 - olE

Physical Config CLI Attributes

105 Command Line Interface

% Invalid input detected at "' marker.

Routerfconf terminal

Enter configuration commands, one per line. End with CHIL/Z.
Router (config) §router rip

Router (config-router) fversion 2

Router (config-router) fno auto-summary

Router (config-router) §do show route connected

show route connected

% Inwvalid input detected at "'~' marker.

Router (config-router) #do show ip route connected
c 172.29.4.128/30 is directly connected, GigabitEthernet(/0
172.25.6.4/30 is directly connected, Serialds1/0
-Z9.6.B/30 is directly connected, Serizl0s0/0

.&

c
c
c 23.6.12/30 4is directly connected, Seriall/s0/1

[}

7
7

e

-1zg
4
2

6.12

Router (config-router) fnetwork 1
Router (config-router) fnetwork 1
Router (config-router) network 1
Router (config-router) fnetwork 1
Router (config-router) §passive-i face gl/0

Rcuter{cnnfig—rcuter)#l v

3.
3.
e
3.

o

ot RORD MR
MRk R R

Figura 6 Router medellin3 conectividad y network

® BOGOTA1 - OEN @ BOGOTA2 -

Physical Config CLI Attributes Physical Config CLI Attributes
105 Command Line Interface 105 Command Line Interface
[FoITETE
= . K
Routerfconf terminal. $LINE-5-CHANGED: Interface Serial0/1/0, changed state to up
% Invalid input detected at '"' marker. $LINEPROTO-5-UPDOWN: Line protoccel on Interface Serizl0f/1/0,

changed state to up
Router#router rip

% Invalid input detected at marker . BEouterren

Routerfconf terminal

Routergcont term?nal . . Enter configuration commands, one per line. End with CHNIL/Z.
guration commands, one per line. End with CNIL/Z. . = .
Router{config) #router rip

router ri R o . -
9 ter) B . . Router {config-router) $version 2
g-router) §version 2

. Router (config-router) fno auto—summary
Router (config-router) §nc auto-summary

. o X Router{config-router) #do show ip route connected
Router (config-router) #do show ip route comnected c 1 23 0.0/30 is di i1 ted GigabitZth £0/0
C  172.29.3.0/30 is directly connected, Serial0/0/1 =F-E- 1S direct.y connected, ELgabltitherns

a7 I 5 i i F05
c 172.2%.3.4/30 is directly connected, Serizlds1/1 g i:i-f:_g-z}gg }s :%rectiy ccnnecte:, 291?313}3}2
C 172.2%.3.8/30 is directly connected, Serial0/1/0 feaed2y iy is directly connected, Seriz iyl
C  209.17.220.4/30 4=z directly connected, Serizl0/0/0 C 172.23.3.12/30 is directly connected, Serial0/1/0
Router (config-router) fnetwork 172.23.3.0 Rcuter?ccné?g—rnuter)#netwcrk l:ﬂ ES_G_G

g-router) fnetwork 172_2% 3.4 Router (config-router) #network 17Z.Z3.3.0
Router (config-router) fnetwork 172 29.3.8 Rcute:;ccni?g—:cuter)#netwc:k 172.25.3.4
Router (config-router) §passive-interface s0/0/0 Router (config-router) #network 172.25.3.12
Router (config-zouter) v Router (config-router) §passive—interface gl/0

Router (config-router) §

Figura 7 Router Bogotal conectividad y network Figura 8 Router Bogota2 conectividad y network
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Physical Config CLI Attributes

105 Command Line Interface

Router>en
Routerfcont terminal

% Invalid input detected at "'~' marker.

Routergconf terminal

Enter configuration commands, one per line. End with CNTIL/Z.

Router (config) §router rip

Router (config-router) §version Z

Router (config-router) #no suto-summary

Router (config-router) §do show ip route connected

c 172.23.1.0/30 is directly connected, GigabitEthernet0/s0

2.29.3.8/30 is directly connected, Serizl0/0/0
2.Z9.3.12/30 is directly connected, Seri=l0s0/51

Router (config-router) fnetwork 172 _.Z3.1
Router (config-router) §network 17Z_.Z5.3

-0
-3.8
g-router) fnetwork 172.25.3_1Z

Router (cont:
Router (config-router) fpassive-interface gls0
Rcuter-:cc:n:'ig—zcuter)#l hd

Ctrl4F6 to exit CLI focus Copy Paste

Figura 9 Router Bogota3 conectividad y network

b. Los routers Bogotal y Medellin deberan afiadir a su configuracion de enrutamiento una ruta
por defecto hacia el ISPy, a su vez, redistribuirla dentro de las publicaciones de RIP.

MEDELLIN1 - OEE BOGOTA1 =

i CLI i
Fhysical Config cLI Attributes HTEE o Gl L

105 Command Line Interface 105 Command Line Interface

c 172.23.€.0/30 is directly comnected, Serial0/s0/1 ~ Dress RETURN to get started.
L 172.29.6.1/32 is directly connected, Seri=l0/0/1
B 172.29.6€.4/30 [120/1] wis 17V2.29.€.Z, 00:00:08,
Serizl0/ 071
[120/1] wis 172.25%.€.10, 00:00:0%3,
Seriall/1/0
c 29.6.8/30 is directly connected, Serizl0/s1/0
L -29.8.8/3Z is directly connected, Serizl0d/s1/0
c -23.8.12/30 is directly connected, Serialls /171
L -29.8.13/32 is directly connected, Serial0/1/1
220.0/24 i3 warisbly subnetted, 2 subnets, Z masks
c J17.220.0/30 is directly connected, Seriald/s0/0
L -17.220.2/32 is directly connected, Serial0/0/0
Routerg Bouter>
Routerfconf term Routerren
Enter configuration commands, one per line. End with CNIL/Z. Bouterfconf terminal
Router (co g)#ip route 0.0.0.0 0.0.0.0 203.17.220.1 Enter configuration commands, one per line. End with CNTL/Z.
Router{config) #default-information originate Router (config) #ip route 0.0.0.0
- % Incomplete command.
% Invalid input detected at '~' marker. Router (config) #ip route 0.0.0.0 0.0.0.0 209.17_.220.5
Router (config) #router rip
Router{config) #router rip Douter (config-router) fdefzult-information criginate
Bouter {config-router) fdefault-information ocriginate Rcuter{ccnfig-rcuter)ﬂ
Rcutericcnfig—rcuter)#l v

Figura 10Router medellinl Rip Figura 11 Router Bogotal Rip
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* - candidate default, U - per-user static route, o - CDR
P - periodic downloaded static route

Gateway of last resort is not set

172.29.0.0/16 is variably subnetted, 9 subnets, Z masks
T2.23.0.0/30 [120/1] wvia 5.3.&, 00:00:11, Seriald/s1l/1
[120/1] wvia 5.3.Z, 00:00:11, Serial0/s0/1
-23.1.0/30 [120/1] wia -25.3.10, 00:00:10, Seriald/1/0
-25.3.0/30 is directly connected, Serial0/0/1
-25.3.1/32 is directly connected, Seriall/0/1
-25.3.4/30 is directly connected, Seriall/1/71
-253.3.5/32 is directly connected, Seriall/1/71
-25.3.8/30 is directly connected, Seriall/1/0
-25.3.9/32 is directly connected, Seriall/1/0
25.3.12y30 [120/1] wia 172.25.3.10, 00:00:10,
[120/1] wvia 172.25.3.6, 00:00:11, Seriald/1/1
[120/1] wia 172.25.3.Z, 00:00:11, Serial0/0/1
7.220.0/%4 is warisbly subnetted, Z subnets, Z masks
17, .4/30 is directly connected, Serislds0/0
-17.220.6/32 is directly connected, Serial0d/s0/0

)

wmHror oW

w

Serial0/1/0

Router§

Figura 12 Router Bogotal conectividad

i - I5-I5, L1 - I5-I5 level-l, LZ - I5-I5 lewvel-Z, ia - IS-IS inter a

MEDELLINT

Physical Config CLI Attributes

105 Command Line Interface

N1 - OSPF N35R external type 1, NZ - OSPF NSSA external type 2

El - OSPF external type 1, EZ - OS5PF external type Z, E EGE

i - Is-Is, L1 - IS-IS level-1l, LZ - IS-IS lewel-Z, ia - IS-IS
inter are=z

* - candidate defsult, U - per-user static route, o — ODR
® - pericdic downlosded static route

Gateway of last resort is not set

172.25.0.0/16 is variably subnetted, 3 subnets, Z masks

R 172.25.4.0/30 [120/1] via 172.23.6.Z, 00:00:08, Seriald/0/1
R 17 4.128/30 [120/1] wia 172.25.86.10, 00:00:03, Serialds1/0
c 7 €.0/30 is directly connected, Serial0d/0/1
L 72.28.6.1/32 is directly connected, Serizl0/0/1
=] 72.25.6.4/30 [120/1] wia 172.29.8.2, 00:00:08, Seriald/0/1
[120/1] wvias 172.29.6.10, 00:00:09, Seriald/1l/0
Cc 72.29.€.8/30 is directly connected, Seriall/s1l/0
L 72.29.€.9/32 is directly connected, Serial0/s1/0
c §.12/30 is directly connected, Serial0d/1/1
L §.12/32 is directly connected, Serial0d/1/1
.0/24 is varisbly subnetted, 2 subnets, 2 masks
c 203.17.220.0/30 is directly connected, Serial0s0/0
L 203.17.220.2/32 is directly connected, Serial0/0/0
Routezf]

Figura 13 Router medellinl

c. Elrouter ISP debera tener una ruta estatica dirigida hacia cada red interna de Bogota y Medellin
para el caso se sumarizan las subredes de cada uno a /22.

MEDELLIN 172.29.4.0/22
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Tabla 1 Subredes
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BOGOTA 172.29.0.0/22
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Tabla 2 Subredes
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172.29.0.0/00



Parte 2: Tabla de Enrutamiento.
a. Verificar la tabla de enrutamiento en cada uno de los routers para comprobar las redes y sus
rutas.

BOGOTA2 - oiE

*hysical Config CLI Attributes

105 Command Line Interface

Sending 5, 100-byte ICMP Echos to 20%.17.220.5, timeout is 2 -
seconds:

Success rate is 100 percent (5/5), round-trip minfawvg/max = 4/4/5
ms

Routergping 209.17_220.2
Type escape sSeguence to zborc.

Sending 5, 100-byte ICMP Echos to 209.17_.220.2
seconds:

timeout is Z

Success rate is 100 percent (5/5), round-trip minfavg/max = &/&/7
ms

Bouterfping 172.25_&.2

Type escape sequence to abort.

Sending 5, 100-byte ICMPF Echos to 17Z.29%.&€.2, timeout is 2

seconds:
éﬁeEéss rate is 100 percent (5/5), round-trip min/awvg/max = &/7/9
Donrarsl =
Figura 14 Router Bogota2 conectividad
b. Verificar el balanceo de carga que presentan los routers.
BOGOTA2 =

Physical Config CLI Attributes

105 Command Line Interface
TI = USEF SXTEINEI TYDE I, =£ - USEF SXTEINSI TIPS £, = - =GF
i - I5-IsS, L1 - IS-IS level-l1l, LZ - I5-IS level-Z, ia - IS-IS
inter area
* — candidate default, U - per-user static route, o - ODR
P - periodic downloasded static route

Gateway of last resort is 172.2%.3.5 to network 0.0.0.0

172.2%.0.0/16 is wvarizbly subnetted, 10 subnets, Z masks

c 172.25.0.0/30 is directly connected, GigsbitEthernet0/0

L 172.29.0.1/32 is directly connected, GigabitEthernetl/s0

=] 172.29.1.0/30 [120/1] wis 172.29.3.14, 00:00:00, Seriald/1/0

c 172.29.3.0/30 is directly connected, Serial0/0/0

L 172.29.3.2/32 is directly connected, Serial0/0/0

c 172.29.3.4/30 is directly connected, Serial0/0/1

L 172.29.3.6/32 is directly connected, Serial0/0/1

R 172.23.3.8/30 [120/1] wia 172.23.3.5, 00:00:14, Serialds0/1
[120/1] wia 172.25.3.14, 00:00:00, Serial0/1/0
[120/1] wia 17Z.25.2.1, 00:00:14, Seri=l0/0/0

c 172.29.3.12/30 is directly connected, Serial0/ 170

L 172.29.3.13/32 is directly connected, Serial0/1/0

=i 0.0.0.0/0 [120/1] wia 172.29.3.5, 00:00:14, Serial0d/s0/1

[120/1] wia 172.29.3.1, 00:00:14, Seriald/0/0

Router t£|

Figura 15 Router Bogota2 balanceo




c. Obsérvese en los routers Bogotal y Medellinl cierta similitud por su ubicacion, por tener dos
enlaces de conexidn hacia otro router y por la ruta por defecto que manejan.

d. Los routers Medellin2 y Bogota2 también presentan redes conectadas directamente y recibidas
mediante RIP.

e. Las tablas de los routers restantes deben permitir visualizar rutas redundantes para el caso de la
ruta por defecto.

f. El router ISP solo debe indicar sus rutas estaticas adicionales a las directamente conectadas.

ISP - B

hysical Config CLI Attributes

105 Command Line Interface

B oy P e g e o e oy e g e o o 1 gy g 3 o

changed state to up

Houters»en
Boutergconf terminal

Enter configuration commands, one per line. End with CHILSZ
Bouter {config)$ip route 172.29.4.0 Z55.255.252.0 20%.17.220.2
Bouter {config)#ip route 172.29.0.0 Z255.255.252.0 203.17.220.&

Router (config) &

Figura 15 Router isp conectividad

Parte 3: Deshabilitar la propagacion del protocolo RIP.

a. Para no propagar las publicaciones por interfaces que no lo requieran se debe deshabilitar la
propagacion del protocolo RIP, en la siguiente tabla se indican las interfaces de cada router que no
necesitan desactivacion.

ROUTER INTERFAZ

Bogotal SERIALO/0/1; SERIALO0/1/0; SERIALO/1/1
Bogota2 SERIALO/0/0; SERIALO0/0/1

Bogota3 SERIALO/0/0; SERIALO/0/1; SERIALO/1/0
Medellinl SERIALO/0/0; SERIALO/0/1; SERIALO/1/1
Medellin2 SERIALO/0/0; SERIALO/0/1

Medellin3 SERIALO/0/0; SERIALO/0/1; SERIALO/1/0
ISP No lo requiere




Parte 4: Verificacion del protocolo RIP.

10

a Verificar y documentar las opciones de enrutamiento configuradas en los routers, como el
passive interface para la conexion hacia el ISP, la version de RIP y las interfaces que participan

de la publicacion entre otros datos.

b. Verificar y documentar la base de datos de RIP de cada router, donde se informa de manera

detallada de todas las rutas hacia cada red.

Parte 5: Configurar encapsulamiento y autenticacion PPP.
a. Segun la topologia se requiere que el enlace Medellinl con ISP sea configurado con

autenticacion PAP.

MEDELLIN1 - 5"

Physical Config CLI Attributes

105 Command Line Interface

A
Router>EN
Routerfconf terminal
Enter configuration commsnds, cne per line. Znd with CNTL/Z.
Router (config) §hostname MEDELLIN
MEDELLIN (config) fusername ISP password cisco
MEDELLIN (config) §
SLINEPROTO-5-UPDOWN: Line protocol on Interface Seriald/0/0,
changed state to down
MEDELLIN (config)gint s0/0/0
MEDELLIN (config-if) #encepsulation ppp
MEDELLIN (config-if) #ppp suthentication pap
MEDELLIN (config-if) #ppp pap sent-usrname MEDELLIN passwor cisco
% Invalid input detected at '~' marker.
MEDELLIN (config-if) #ppp pap sent-username MEDELLIN passwor cisco
MEDELLIN (config-if) §
SLINEPROTO-5-UPDOWN: Line protocol on Interface Seriald/0/0,
changed state to up
MEDELLIN (config-if) g v

Figura 16 Router Medellinl configuracion PAP

ISP -

Physical Config CLI Attributes

105 Command Line Interface

Router>EN
Routerfconf terminazl
Enter configuration commands, one per line. End with CNTIL/Z.

Router (config) §hostname ISP
g) #username MEDELLIN password cisco
g)gint s0/0/0

$LINEFROTCO-5-UPDOWN: Line protocol on Interface Serizal0/0/0,
changed state to down

ISP ({config-if) §ppp autentication pap

% Invalid input detected at '~' marker.

ISP ({config-if) #ppp authentication pap

ISP {config-

changed state to up

Figura 17 Router ISP configuracion PAP

b. El enlace Bogotal con ISP se debe configurar con autenticacion CHAP.

BOGOTA1 =

Shysical Config CLI Attributes

105 Command Line Interface

Router>EN
Routerfconf terminal
Enter configuration commands, one per line. End with CNTLSZ.

Router (config) #hostname BOGOTL

BOGEOTAR (config) fusername ISF passwor cisco

BOGOTR (config) §

3LINEFROTO-5-UPDOWN: Line protocol on Interface Seriald/0/0,
changed state to down

BOGOTA (config) #int s0/0/0

BOGEOTA (config-if) fencapsulation ppp

BOGOTR (config-if) $

$LINEFROTO-5-UPDCWN: Line protocol on Interface Seriald/0/0,
changed state to up

BOGOTR (config-if) §ppp authentication chap

BOGOTA (config-if) &

$LINEFROTO-5-UPDCOWN: Line protocol on Interface Seriald/s0/0,
changed state to down

$LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/ 070,
changed state to up

BOCOTR (config-if) g

Figura 18 Router Bogotal configuracion CHAP

ISP =

Physical Config CLI Attributes

105 Command Line Interface

fig-if)#ppp pap sent-username ISP password cisco
ISP (config-if)#
SLINEPROTO-5-UPDOWN: Line protocol on Interface Serial0y/0/0,
changed state to up

ISP {config-if) fend
ISP
%5Y5-5-CONFIG_I: Configured from conscle by console

ISPE
ISP§conf terminal
Enter configuration commands, one per line. End with CNTL/Z.

ISP ({config)fusername BOGOTR password cisco

gl#int =0/0/1

g-if)fencapsulation ppp

ISP (config-if)#

SLINEPROTO-5-UPDOWN: Line protocol on Interface Serial0y/0/1,
changed state to down

ISP (config-if) §ppp suthentication chap

ISPiconfig-if#

$LINEPROTO-5-UFDOWN: Line protocol on Interface Serisl0s0/1,
changed state to up

ISE(config-ifi#l

Figura 19 Router ISP configuracion CHAP



11

Parte 6: Configuracion de PAT.

a. En latopologia, si se activa NAT en cada equipo de salida (Bogotal y Medellinl), los routers
internos de una ciudad no podran llegar hasta los routers internos en el otro extremo, so6lo existira
comunicacion hasta los routers Bogotal, ISP y Medellinl.

b. Despueés de verificar lo indicado en el paso anterior proceda a configurar el NAT en el router
Medellinl. Compruebe que la traduccion de direcciones indique las interfaces de entrada y de
salida. Al realizar una prueba de ping, la direccion debe ser traducida automaticamente a la
direccion de la interfaz serial 0/1/0 del router Medellin1, como diferente puerto.

c. Proceda a configurar el NAT en el router Bogotal. Compruebe que la traduccion de direcciones
indique las interfaces de entrada y de salida. Al realizar una prueba de ping, la direccién debe ser
traducida automaticamente a la direccion de la interfaz serial 0/1/0 del router Bogotal, como

diferente puerto.

MEDELLIN1 -

hysical Config CLI Attributes

105 Command Line Interface

c 17Z.29.6.8/30 is directly connected, Seri=al0/1/0

L 172.29.6.9/32 is directly connected, Serial0/1l/0

c 172.29.6.12/30 is directly connected, Serial0/1/1

L 172.29.6.13/32 is directly connected, Serial0/1/1
2059.17.220.0/24 is variably subnetted, 3 subnets, Z masks

c 209.17 0.0/230 is directly connected, Seri=l0/0/0

c 205.17 1732 is directly connected, Seriald/ 0/0

L 209.17.220.2/3Z is directly connected, Seriald/0/0

5% 0.0.0.0/0 [1/0] wia Z05.17.Z220.1

MEDELLIN»>en

MEDELLIN§conf terminal

Enter configuration commands, one per line. End with CNTL/Z.

MEDELLIN (config) $ip nat inside source list 1 interface s0/0/0
overload

MEDELLIN (config) §access-list 1 permit 172.29.4.0 0.0.3_.Z255
MEDELLIN (config) #int s0/0/0

MEDELLIN(config-if) #ip nat outside

MEDELLIN (config-if) §int s0/0/1

MEDELLIN (config-if) #ip nat inside

MEDELLIN (config-if)#int s0/1/0

MEDELLIN (config-if) #ip nat inside

MEDELLIN (config-if) #int s0/71/1

MEDELLIN (config-if) #ip nat inside

MEDELLIN (config-if)#

Figura 20 Router Medellinl configuracion NAT

BOGOTA1 =

*hysical Config CLI Attributes

105 Command Line Interface

changed state to up

BOGOTA>

BOE0TR>en

BOGOTREconf terminal

Enter configuration commands, one per limne. End with CHTILSZ.
BOGOTR (config) #ip nat inside source list 1 interface s0/0/0
overloade

% Invalid input detected at '~' marker.

BOGOTR (config) #ip nat inside scurce list 1 interface s0/0/0
overload

BOGOTR (config) #access-list 1 permit 17Z.23.0.0 0.0.3.255
BOGOTRA (config) #int s0/0/0

BOGOTR (config-if) #ip nat ocutside

BOGOTR (config-if) #int s0/0/1

BOGOTA (config-if) #ip nat inside

BOGOTR (config-if) #int s0/1/0

BOGOTR (confiig-if) #ip nat inside

BOGOTA (config-if) #int 30/1/1

BOEOTA (config-if) #ip nat inside

BOGOTA (config-if) &

Figura 21 Router Bogotal configuracion NAT



Parte 7: Configuracion del servicio DHCP.

12

a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser el servidor DHCP
para ambas redes Lan.

b. El router Medellin3 debera habilitar el paso de los mensajes broadcast hacia la IP del router

Medellin2.

Physical

Config

CLI

Attributes

MEDELLIN2

105 Command Line Interface

- O

Router
Router

Router
Router

Router
Router

Router

Router |

Routerren
Routerfconf terminal

Enter configuration commands, one per line.
RBouter (config) #ip dhcp excluded-address 172
(config) #ip dhcp excluded-address 172
Router(

config) #ip dhcp pool MEDELLINZ

dhcp-config) fexit
config)#ip dhcp pool MEDELLIN3

dhcp-config) fexit

{config) §

{dhecp-config) §default-router 172_.23%.4.1
({dhcp-config) §dns-server 8.8.8.8
Router|

End with CNIL/Z.
S23.4.1 172.25.4.5
S23.4.125 172.29.4.133

{dhecp-config) gnetwork 172.25.4.0 Z55.255_Z55.1Z8

{dhcp-config) $network 172.23.4.128 255.255.255.1:28
{dhecp-config) #default-router 172_.2%.4_1Z3
Router (dhcp-config) §dns-server 8.8.8.8

Router(

Figura 22 Router Medellin2 configuracion DHCP

Bouter»en

Routergconf terminal
Enter configuration commands,

Bouter {config) #int gl/s0
Bouter (config-if) #ip helper-sddress 172

% Invalid input detected at

Bouter (config-if) #ip helper-address 172.

Rnuter{cnnfig—ifjﬂ

one per line.

marker.

LE5.

[=1]

[=1]

End with CHNIL/SZ.

Figura 23 Router Medellin3
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c. Configurar la red Bogota2 y Bogota3 donde el router Bogota2 debe ser el servidor DHCP para
ambas redes Lan.

BOGOTA2 -

*hysical Config CLI Attributes

105 Command Line Interface

Routerren
Routerfconf terminal

Enter configuration commands, one per line. End with CNTL/Z
Router (config) #ip dhep excluded-address 172.2%.1.1 17Z.29.1.5
Router (config) #ip dhcp excluded-address 172.23.0.1 172.25.0.5

Router (config) #ip dhep pool BOBOTZZ

Router (dhep-config) §network 172.25.1.0 255.255.255.0
Router (dhep-config) §default-router 172.25.1.1

Router (dhep-config) §dns—server 8.8.8.8

Router (dhcp-config) §ip dhcp pool BOBOTAZ

Router (dhep-config) #network 172.25.0.0 Z55.255.255.0
Router (dhep-config) §default-router 172.253.0.1
Router (dhcp-config) #dns-server 8.8.8.8
Rcuter-ﬁdhcp—ccn:‘ig)#l

Figura 24 Router Bogota2 configuracion DHCP

d. Configure el router Bogotal para que habilite el paso de los mensajes Broadcast hacia la IP del
router Bogota2.

Houter¥»en
BEouterfconf terminal
Enter configuration commands, one per line. End with CHTIL/Z.

RBouter (config) #int gl/s0
Bouter (config-if) #ip helper-address 172_.25%_.3.13
Bouter (config-if) §

Figura 25 Router Bogotal mensajes Broadcast
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Escenario 2

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Miami, Bogota y Buenos Aires, en donde el estudiante sera el administrador de la red, el cual
deberd configurar e interconectar entre si cada uno de los dispositivos que forman parte del
escenario, acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

I VLAN Direccionamiento Nombre

nternet 30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo
200 192.168.200.0/24 Mantenimiento

172.31.21.0/30

S0/0
Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

F0/0 Buenos Aires

192.168.99.3
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¥ Cisco Packet Tracer - C:\Users\PERSONAL\Desktop\final de cisco\escenario2\ESCENARIO?...
File  Edit Help

Options View Tools Extensions

Rl

Logical [Root] Fl;; Cbsts'l |Move Object] I;tﬁed Bad(gfomdl | Viewport ";
L =T

PCPT
Internet Pc

~

Figura 26 Configuracion

1. Configurar el direccionamiento IP acorde con la topologia de red para cada uno de los
dispositivos que forman parte del escenario

B Internet Pc - 0
Physical I Config | Desktop | Programming I Attributes |
[P Configuration
P Configuration
() DHep ®) static
IP Address 208, 165.200,230 |
Subnet Mask | 255,255,255, 248 |
Default Gateway 208, 165,200,225 |
DINS Server 0.0.0.0 |
IPv6 Configuration

Figura 27 Ip Internet
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2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

R1 -

Physical Config CLI Attributes

105 Command Line Interface

Routerren
Routerfconf terminal
Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #no ip domain-lookup

Router {config) #hostname R1

ig) §enable secret class

g)#line con 0

g-line) §pass cisco

g-line) flogin

g-line)fline vty 0 4

g-line) §pass cisco

g-line)#login

g-line) fexit

gl §#service pass

Rliconfig) §service password-encryption

Rl {config) §banner motd $Acceso Denegado! %
Rl fig)#int s0/0/0

g-if)g§description Connection to RZ
§ip add 172.16.12.1 Z55.255.255.252
$clock rate 128000

Bl {config-if) #no shut

SLINE-5—-CHRNGED: Interface Serial0/0/0, changed state to down
Rl{config-if)

Figura 28 Router 1 enrutamiento OSPFv2

OSPFv2 area 0

R2 -

hysical Config CLI Attributes

105 Command Line Interface

Routerren

Routerfconf t

Enter configuration commands, one per line. End with CNIL/Z.
Router (config) #no ip domain-lookup
Router (config) #hostname RZ

RZ (config) #enable secret class
RZ{config) §line con 0

RZ (config-line) $pass cisco

RZ (config-line)$login

BZ (config-line)#line wty O 4

RZ (config-line) §pass cisco

RZ {config-line) §login

RZ ({config-line) fexit

RZ (config) #service password-encryption
RZ (config) #ip http server

% Invalid input detected at '~' marker.

RZ (config) banner motd $Accesc Denegado! 3
RZ {config) #int s0/0/0

RZ{config-if) §descrip connection to R1

RZ {config-if) §nc shut

SLINE-5-CHRNGED: Interface Serial0/0/0, changed state to down

o =2 iSigine onsnga

Figura 29 Router 2 enrutamiento OSPFv2

Configuration Item or Task

Specification

Router ID R1

1111

Router ID R2

5.5.55

Router ID R3

8.8.8.8

Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para enlaces seriales en

256 Kb/s

Ajustar el costo en la métrica de S0/0 a

9500




R1

*hysical Config CLI Attributes

105 Command Line Interface

Rl {config-if) gend
R1g
%5Y5-5-CONFIE_I: Configured from conscle by console

Rlgconf t
Enter configuration commands, one per line.

Rlico g) #router ospf 1

RBlico g-router) frouter-id 1.1.
Blico g-router) gnetwork 172_16.
Rl {eco g-router) fnetwork 17Z_1&.
Rlico g-router) fnetwork 17Z_.16.
Rlico g-router) fnetwork 172.1&.
Rl{eo g-router) §passive-interf
Rlico g-router) §passive-inte

Rl {co g-router) §passive-inte

Rl (config-router) fauto-cost reference-bandwitdh 1000

% Invalid input detected at '~" marker.

Rl {config-router) fexit

Rl{eo gl gint =s0/0/0

g-if) #bandwidth 128
1#ip ospf cost 7500
Rl (config-if) §

Figura 30 Router 1 enrutamiento OSPF

Physical Config CLI

End with CNIL/Z.

Attributes

R2

hysical Config CLI Attributes

105 Command Line Interface
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Translating “"class™

% Unknown command or computer name, or unable to find computer

zddress

RZren
Password:
RZ2gconf ¢

Enter configuration commands, one per line. End with CHTL/Z.

B2 (config) #router ospf 1

B2 (config-router) frouter-id 2_.2_.2_.2
RZ (config-router) fnetwork 17Z.16.12.0 0.0.0.3 area 0
RZ (config-router) #network 172.16.23.0 0.0.0.3 area 0
RZ (config-router) network 10.10.10.0 0.0.0.255 area 0
RZ (config-router) §passive-interface gls1

RZ (config-router) fauto-cost reference-bandwidth 1000
% OSPF: Reference bandwidth is changed.

Please ensure reference bandwidth is consistent across

all routers.

RZ {config-router) int 30/0/0

RZ (config-if) fbandwidth 1Z8
RZlconfig-if)#int s30/0/1

RZ (config-if) #bandwidth 128

RZ (config-if) #int s0/050

BZ {config-if)#ip ospf cost 7500
Rz (config-if)

Figura 31 Router 2 enrutamiento OSPF

R3 =

105 Command Line Interface

TESonora,
BE3¥en
Password:

R3fconf t©

R3{config) #ospf 1

all routers.

B3 (config-if)§

Enter configuration commands,

% Invalid input detected at

B3 (config) #router ospf 1
B3 (config-router) frouter—-id 3.3.3_.3
B3 {config-router) fnetwork 17Z2_.1e_23.0 0.0.0.3 area 0
B3 {config-router) fnetwork 17Z2_1e8.4.0 0_.0_.0_2Z55 area 0
B3 (config-router) §passive-interface lod
B3 {config-router) §passive-interface lob
B3 {config-router) §passive-interface lod
R3{config-router) fauto—cost reference-bandwidth 1000
% OSPF: Reference bandwidth is changed.
Plezse ensure reference bandwidth is consistent scross

B3 (config-router) fexit
R3{config) #int s0/0/1
B3 lconfig-if) fbandwidth 128

one per line.

End with CNTL/Z._

marker._

Figura 32 Router 3 enrutamiento OSPF
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e Visualizar tablas de enrutamiento y routers conectados por OSPFv2
e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de cada

interface

Physical Config CLI Attributes

105 Command Line Interface

TETTWOEAT

Rlwen
Password:
Rlgshow ip ospf neighbor

R1g
Rlgsh ip ospf interface s0/0/0

Seriald/ 070 is up, line protocol is up

Internet address is 172.1€.12.1/30, Area 0

Process ID 1, RBouter ID 1.1.1.1, Network Type POINT-TO-POINT,
Cost: 7500

Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40,
Retransmit 5

Hello due in 00:00:09

Index 1/1, flood gqueue length O

Wext 0x0(0)/0x0{0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Suppress hellc for 0 neighbor(s)
r1#|

Figura 33 Router 1 Tabla de enrutamiento OSPF

R2 - OEE

Physical | Config | CLI | Attributes

105 Command Line Interface

RZg#show ip ospf neighbor ~
R2#show ip ospf interface

Serisl0/0/1 is up, line protocol is up

Internet address is 172.16.23.1/30, Area 0

Process ID 1, Router ID 2.2 2 Z, Network Type POINT-TO-POINT,
Cost: 7500

Transmit Delay is 1 sec, State FOTNT-TG-POTNT, Briorisy 0

Mo designated router on this network

Mo backup designated router on this network

Timer intervals configured, Hells 10, Dead 40, Wait 40
Retransmit §

Hello due in 00:00:05

Index 1/1, flood queue length O

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximm is 1

Last flood scan time is 0 msec, maximum is 0 msec

Suppress hellc for 0 neighbor(s)
GigsbitIthernet0/1 is up, line protocol is up

Internet address is 10.10.10.1/24, Area 0

Process ID 1, Router ID 2.2.2.2, Network Type BROADCAST, Cost:
10

Transmit Delay is 1 sec, State WAITING, Pricrity 1

No designated router on this network

No backup designated router on this network

Timer intervals configured, Helle 10, Dead 40, Wait 40
Retransmit §

No Helles (Passive interface
--Mare-- | w

Figura 34 Router 2 lista de interfaces OSPF

e Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing Networks,
and passive interfaces configuradas en cada router.

hysical Config CLI Attributes

105 Command Line Interface

% Invalid input detected at '~" marker.
Rlish ip protocols

Routing Protocol is "ospf 1"
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Bouter ID 1.1.1.1
Humber of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximim path: 4
Routing for Networks:

172.16.12.0 0.0.0.3 area 0
172.16.30.0 0.0.0.255 area 0
72.16.40.0 0.0.0.255 area 0

172.16.200.0 0.0.
Passive Interface(s):
GigabitEthernetd/1.40

GigabitEthernetds1.200
BEouting Information Sources:
Gateway Distance Last Update
1.1.1.1 110 00:21:48
Distance: (default is 110)

R1

Figura 35 Router 1 protocolo OSPF

hysical Config CLI Attributes

105 Command Line Interface

R2fsh ip route ospi 1
RZfsh ip ospf intreface s0/0/0

% Invalid input detected at '"~' marker.
RZ2¢#sh ip protocols
Routing Protocol is "ospf 17

Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set

Router ID 2.2.2.2

Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximim path: 4
Routing for Hetworks:
172.18.12.0 0.0.0.23 area 0
172.16.23.0 0.0.0.3 area 0
10.10.10.0 0.0.0.255 area 0
Pagssive Interface(s):

FigebitEthernetd/s/1

Routing Information Sources:
Fateway Distance Last Update
2.z.2.2 110 00:17:24

Distanece: (default is 110)

F'igura 36 Router 2 protocolo OSPF
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Physical Config CLI Attributes

105 Command Line Interface

Password:

R3zen
Dassword:
R3¢sh ip protocols

Routing Protocol is "ospf 17
Cutgoing update filter list for zll interfaces is not set
Incoming update filter list for 211 interfaces is not set
Router ID 3.3.3.3
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximim path: 4
Bouting for Networks:
172.1€.23.0 0.0.0.3 area 0
172.1€8.4.0 0.0.0.255 area 0
Passive Interface(s):

Loopbackd
Loopbacks
Loopbacke
Bouting Information Sources:
Fateway Distance Lzst Update
3.3.3.3 110 00:10:23
Distance: (default is 110)

nag

Figura 37 Router 3 protocolo OSPF

Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento, Inter-VLAN
Routing y Seguridad en los Switches acorde a la topologia de red establecida.

En el Switch 3 deshabilitar DNS lookup

Asignar direcciones IP a los Switches acorde a los lineamientos.
Desactivar todas las interfaces que no sean utilizadas en el esquema de red.
Implement DHCP and NAT for IPv4

Configurar R1 como servidor DHCP para las VLANSs 30 y 40.

R1 = I

Physical Config CLI Attributes

105 Command Line Interface

Last flood scan time is 0 msec, maximum is 0 msec

Suppress hello for 0 neighbor(s)
R1§
Rlfcont ©
Enter configuration commands, one per line. End with CNTL/Z
Rl (config) #ip dhep exclude-address 152.168.30.1 152.182.30.20 ?
% Unrecognized command
Rl ({config) #ip dhcp exclude-address 132.168.30.1 132.168.30.20

% Invalid input detected at '~' marker.

Rl ({config) #ip dhep excluded-address 13%2.168.30.1 1%2.1€2.30.20
Rl (config) #ip dhcp excluded-address 132.168.40.1 132.168.40.20
Rl {config)fip dhep pool ACCT

Rl (dhcp-config) #dns—-server 10.10.10.11

ig) #¢default-router 192 168 _30.1

ig)#network 132.168.30.0 2Z55.255.255.0
ig)#dns-server 10.10.10.11

Rl (dhcp-config) #defaul-router 132.185.40.1

% Invalid input detected at '~' marker._
Rl (dhop-config) #default-router 132.168.40.1

R1(dhcp-config) #network 192.168.40.0 255.255.255.0
21 (dhcp-config) &

Figura 38 servidor DHCP
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9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para configuraciones
estaticas.

Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Configurar DHCP pool para VLAN 30

Name: MERCADEO
Configurar DHCP pool para VLAN DNS-Server: 10.10.10.11

40 Domain-Name: ccna-unad.com
Establecer default gateway.

10. Configurar NAT en R2 para permitir que los host puedan salir a internet

BZ (config) #ip nat inside

% Incomplete command.

BZ (config) g#int =30/0/1

B2 {config-if) fip nat inside

BZ (config-if) #ip nat inside sou

% Inmvalid input detected at "' marker.

B2 {config-if) #ip nat inside source list 1 pool Internet

BZ {config) #ip nat pool Internet Z09_165_.200_226 Z209_.165_Z200_Z29
netmask Z55_Z55.255.248

BF (config) g

Figura 39 Router 2 NAT

11. Configurar al menos dos listas de acceso de tipo estandar a su criterio en para restringir o
permitir trafico desde R1 o R3 hacia R2.

12. Configurar al menos dos listas de acceso de tipo extendido o nombradas a su criterio en
para restringir o permitir trafico desde R1 o R3 hacia R2.

13. Verificar procesos de comunicacion y redireccionamiento de tréfico en los routers
mediante el uso de Ping y Traceroute.
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<

Time: 04:58:18 I |PowerCydeDevm|P=astForwadTme|

Figura 40 conectividad total y funcionando
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CONCLUCIONES

» Se hace necesario una buena configuracion de una red (cableado estructurado) para que los
equipos donde quiera que se encuentren funcionen correctamente, y protegerlos de ataques
a los cuales estan expuestos continuamente.

> Proteger siempre los equipos para que no estén expuestos, las redes son vulnerables y
continuamente hacerles una revision.
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