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INTRODUCCION

En este trabajo final llevaremos a cabo el desarrollo de dos ejercicios practicos
en los que podremos aplicar todos los conceptos, fundamentos y
conocimientos adquiridos durante el transcurso del diplomado Cisco CCNA, a
través de los ejercicios propuestos se configuraran VLANS (Red de area local
y virtual), las cuales nos permiten crear redes légicas independientes que se
encuentran en una misma red fisica, por tal motivo un administrador de red
puede disponer de varias VLANs dentro de un mismo router o switche para
separar segmentos de red logicos en una red LAN.

Otra de las tematicas a abordar con el desarrollo de esta actividad final es la
del protocolo de enrutamiento vector distancia RIP versién 2 y OSPF de una
sola area que es un protocolo de enrutamiento de estado de enlace que esta
basado en el algoritmo de primera via mas corta y es muy adecuado para
utilizar en redes de gran tamano,

También abordaremos el protocolo de configuracion dinamica de host (DHCP)
gue permite que un dispositivo que se conecte a una red obtenga su
configuracion de red de forma dinamica y en NAT traducciones de direcciones
IP para IPv4 el cual nos permite que diferentes dispositivos que utilicen un
rango de direcciones IP privadas se conecten a internet usando una unica
direccioén IP publica.

Por ultimo, se haran configuraciones de listas de control de acceso (ACL) que
son utilizadas para permitir o negar el trafico de una red a otra, lo cual es mUy
importante porque se convierten en un mecanismo de seguridad para nuestras
redes.



ESCENARIO 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y
Medellin, en donde el estudiante sera el administrador de la red, el cual debera
configurar e interconectar entre si cada uno de los dispositivos que forman parte
del escenario, acorde con los lineamientos establecidos para el direccionamiento
IP, protocolos de enrutamiento y demas aspectos que forman parte de la

topologia de red. )
TOPOLOGIA DE RED

; FETPAT
MEDELLIN wmﬁr’;__ﬁ
17225683 W00/ 20 172204/0

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red
LAN y a los routers 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.

Debe habilitar NAT de sobrecarga en los routers Bogota1 y medellin1.

DESARROLLO ESCENARIO 1

Como trabajo inicial se debe realizar lo siguiente:

e Realizar las rutinas de diagnostico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad, etc).



PARTE 1:Configuracion de Routers ISP, Bogota 1,2,3 y Medellin 1,2,3 de
acuerdo con la topologia de red:

ISP>enable

ISP#config t

ISP(config)#enable secret cisco
ISP(config)#line console O
ISP(config-line)#password class
ISP(config-line)#login

ISP (config-line)#exit
ISP(config)#line vty 0 15
ISP(config-line)#password class
ISP(config-line)#login

ISP (config-line)#exit
ISP(config)#end

ISP(config)#int s0/0/0

ISP (config-if)#ip address 209.17.220.2 255.255.255.252
ISP(config-if)#clock rate 64000

ISP (config-if)y#no shut

ISP(config)#int s0/0/1

ISP (config-if)#ip address 209.17.220.5 255.255.255.252
ISP (config-if)#clock rate 64000

ISP(config-if)#no shut

e BOGOTA

Router>enable

Router#config t

Router(config)#no ip domain-lookup
Router(config)#hostname BOGOTA1
BOGOTA1(config)#banner motd "PROHIBIDO EL ACCESO NO
AUTORIZADO"
BOGOTAL(config)#END
BOGOTA1>enable

BOGOTAl#config t
BOGOTAI1(config)#enable secret cisco
BOGOTAIL(config)#line console 0
BOGOTA1(config-line)#password class
BOGOTAIL(config-line)#login
BOGOTA1(config-line)#exit
BOGOTAIL(config)#line vty 0 15
BOGOTA1L(config-line)#password class
BOGOTAIL(config-line)#login
BOGOTA1(config-line)#exit
BOGOTAI1(config)#end



BOGOTA1>enable

BOGOTA1#config t

BOGOTA1(config)#int sO/1/1

BOGOTA1(config-if)#ip add 209.17.220.6 255.255.255.252
BOGOTAI1(config-if)#no shut

BOGOTAIL(config-if)#

BOGOTAI1(config-if)#exit

BOGOTA1(config)#int s0/0/0

BOGOTAL(config-if)#ip add 172.29.3.1 255.255.255.252
BOGOTA1(config-if)#clock rate 64000
BOGOTAI1(config-if)#no shut

BOGOTAIL(config)#int s0/0/1

BOGOTA1(config-if)#ip add 172.29.3.5 255.255.255.252
BOGOTAIL(config-if)#clock rate 64000
BOGOTA1(config-if)#no shut

BOGOTAIL(config)#int s0/1/0

BOGOTA1(config-if)#ip add 172.29.3.9 255.255.255.252
BOGOTA1(config-if)#no shut

BOGOTAIL(config-if)#exit

BOGOTAI1(config)#end

Router>enable

Router#config t

Router(config)#no ip domain-lookup

Router(config)#hostname BOGOTA2
BOGOTA2(config)#banner motd "PROHIBIDO EL ACCESO NO
AUTORIZADO"

BOGOTAZ2(config)#end

BOGOTA2>enable

BOGOTA2#config t
BOGOTAZ2(config)#enable secret cisco
BOGOTAZ2(config)#line console 0
BOGOTA2(config-line)#password class
BOGOTAZ2(config-line)#login
BOGOTAZ2(config-line)#exit
BOGOTAZ2(config)#line vty 0 15
BOGOTA2(config-line)#password class
BOGOTAZ2(config-line)#login
BOGOTAZ2(config-line)#exit
BOGOTAZ2(config)#end

BOGOTA2>enable
BOGOTA2#config t
BOGOTAZ2(config)#int s0/0/0



BOGOTA2(config-if)#ip add 172.29.3.2 255.255.255.252
BOGOTAZ2(config-if)#no shut
BOGOTAZ2(config-if)#exit

BOGOTA2(config)#int s0/0/1
BOGOTA2(config-if)#ip add 172.29.3.6 255.255.255.252
BOGOTAZ2(config-if)#no shut

BOGOTAZ2(config)#int s0/1/0
BOGOTA2(config-if)# ip add 172.29.3.13 255.255.255.252
BOGOTAZ2(config-if)#no shut

BOGOTA2(config)#int g0/1
BOGOTA2(config-if)#ip address 172.29.0.1 255.255.255.0
BOGOTA2(config-if)#no shut

Router>enable

Router#config t

Router(config)#no ip domain-lookup

Router(config)#hostname BOGOTA3
BOGOTA3(config)#banner motd "PROHIBIDO EL ACCESO NO
AUTORIZADO"

BOGOTA3(config)#END

BOGOTA3>enable

BOGOTA3#config t
BOGOTA3(config)#enable secret cisco
BOGOTA3(config)#line console 0
BOGOTA3(config-line)#password class
BOGOTA3(config-line)#login
BOGOTA3(config-line)#exit
BOGOTA3(config)#line vty 0 15
BOGOTA3(config-line)#password class
BOGOTA3(config-line)#login
BOGOTA3(config-line)#exit
BOGOTA3(config)#end

BOGOTA3>enable

BOGOTA3#config t

BOGOTA3(config)#int sO/0/1

BOGOTA3(config-if)#ip add 172.29.3.14 255.255.255.252
BOGOTA3(config-if)y#no shut

BOGOTA3(config-if)#int sO/0/0

BOGOTA3(config-if)#ip add 172.29.3.10 255.255.255.252
BOGOTA3(config-if)#no shut

BOGOTA3(config-if)#exit

BOGOTA3(config)#end



e MEDELLIN

Router>ENABLE

Router#config t

Router(config)#no ip domain-lookup

Router(config)#hostname MEDELLIN1
MEDELLIN1(config)#banner motd "PROHIBIDO EL ACCESO NO
AUTORIZADO"

MEDELLIN1(config)#end

MEDELLIN1>enable

MEDELLIN1#config t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#enable secret cisco
MEDELLIN1(config)#line console 0
MEDELLIN1(config-line)#password class
MEDELLIN1(config-line)#

MEDELLIN1(config-line)#login

MEDELLIN1(config-line)#line vty 0 15
MEDELLIN1(config-line)#password class
MEDELLIN1(config-line)#login
MEDELLIN1(config-line)#service password-encryption
MEDELLIN1(config)#end

MEDELLIN1>enable

MEDELLIN1#

MEDELLIN1#config t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#int s0/1/0

MEDELLIN1(config-if)#ip address 209.17.220.1 255.255.255.252
MEDELLIN1(config-ify#no shut

MEDELLIN1(config-if)#

MEDELLIN1(config-if)y#end

MEDELLIN1#

MEDELLIN1#config t

MEDELLIN1(config)#int sO/0/0

MEDELLIN1(config-if)#ip address 172.29.6.1 255.255.255.252
MEDELLIN1(config-if)y#no shut

MEDELLIN1(config-if)#exit

MEDELLIN1(config)#int sO/0/1

MEDELLIN1(config-if)#ip address 172.29.6.9 255.255.255.252
MEDELLIN1(config-if)y#no shut

MEDELLIN1(config-if)#exit

MEDELLIN1(config)#int s0/1/1

MEDELLIN1(config-if)#ip address 172.29.6.13 255.255.255.252
MEDELLIN1(config-if)#no shut



MEDELLIN1(config-if)#exit
MEDELLIN1(config)#end
MEDELLIN1#

Router>enable

Router#config t

Router(config)#no ip domain-lookup
Router(config)#hostname MEDELLIN2
MEDELLINZ2(config)# banner motd "PROHIBIDO EL ACCESO NO
AUTORIZADO"
MEDELLIN2(config)#END
MEDELLIN2>enable

MEDELLIN2#config t
MEDELLINZ2(config)#enable secret cisco
MEDELLIN2(config)#line console O
MEDELLINZ2(config-line)#password class
MEDELLINZ2(config-line)#login
MEDELLINZ2(config-line)#exit
MEDELLINZ2(config)#line vty 0 15
MEDELLINZ2(config-line)#password class
MEDELLINZ2(config-line)#login
MEDELLINZ2(config-line)#exit
MEDELLINZ2(config)#end
MEDELLIN2>enable

MEDELLIN2#config t
MEDELLINZ2(config)#int s0/0/0
MEDELLIN2(config-if)#ip add 172.29.6.2 255.255.255.252
MEDELLINZ2(config-if)#no shut

MEDELLINZ2(config-if)#

MEDELLINZ2(config-if)#exit

MEDELLINZ2(config)#int s0/0/1

MEDELLIN2(config-if)#ip add 172.29.6.5 255.255.255.252
MEDELLINZ2(config-if)#no shut

MEDELLIN2(config-if)#exit

Router>enable

Router#config t

Router(config)#no ip domain-lookup

Router(config)#hostname MEDELLIN3
MEDELLIN3(config)#banner motd "PROHIBIDO EL ACCESO NO
AUTORIZADO"

MEDELLIN3(config)#END

MEDELLIN3>enable
MEDELLIN3#config t
MEDELLIN3(config)#enable secret cisco
MEDELLIN3(config)#line console O
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MEDELLIN3(config-line)#password class
MEDELLIN3(config-line)#login
MEDELLIN3(config-line)#exit
MEDELLIN3(config)#line vty 0 15
MEDELLIN3(config-line)#password class
MEDELLIN3(config-line)#login
MEDELLIN3(config-line)#exit
MEDELLIN3(config)#end

MEDELLIN3>enable

MEDELLIN3#config t

MEDELLIN3(config)#int s0/0/0

MEDELLIN3(config-if)#ip add 172.29.6.6 255.255.255.252
MEDELLIN3(config-if)y#no shut

MEDELLIN3(config)#int s0/0/1

MEDELLIN3(config-if)#ip add 172.29.6.10 255.255.255.252
MEDELLIN3(config-if)#clock rate 64000
MEDELLIN3(config-if)#no shut

MEDELLIN3(config-if)#

MEDELLIN3(config-if)#exit

MEDELLIN3(config)#int s0/1/1

MEDELLIN3(config-if)#ip add 172.29.6.14 255.255.255.252
MEDELLIN3(config-if)#no shut

¢ Realizar la conexidn fisica de los equipos con base en la topologiade red
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e Configurar la topologia de red, de acuerdo con las siguientes
especificaciones.
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Configuracion del protocolo de enrutamiento:

a. Configurar el enrutamiento en la red usando el protocolo RIP version 2,
declare la red principal, desactive la sumarizacion automatica.

BOGOTA1#

BOGOTA1#config t
BOGOTA1(config)#router rip
BOGOTAI1(config-router)#version 2
BOGOTAIL(config-router)#net 172.29.3.0
BOGOTAIL(config-router)#net 172.29.3.4
BOGOTAIL(config-router)#net 172.29.3.8
BOGOTA1(config-router)#net 209.17.220.4
BOGOTAI1(config-router)#exit
BOGOTAI1(config)#end

BOGOTA1#

BOGOTA1#config t
BOGOTA1(config)#router rip
BOGOTAI1(config-router)#no auto-summary
BOGOTAI1(config-router)#end

BOGOTA2#config t
BOGOTAZ2(config)#router rip
BOGOTAZ2(config-router)#version 2
BOGOTA2(config-router)#net 172.29.3.0
BOGOTAZ2(config-router)#net 172.29.3.4
BOGOTAZ2(config-router)#net 172.29.3.12
BOGOTAZ2(config-router)#end
BOGOTA2#config t
BOGOTA2(config)#router rip
BOGOTAZ2(config-router)#no auto-summary
BOGOTAZ2(config-router)#exit
BOGOTAZ2(config)#end

BOGOTA3#config t
BOGOTAS3(config)#router rip
BOGOTA3(config-router)#version 2
BOGOTAZ3(config-router)#net 172.29.3.8
BOGOTA3(config-router)#net 172.29.3.12
BOGOTAS3(config-router)#exit
BOGOTA3(config)#end
BOGOTA3#config t
BOGOTA3(config)#router rip
BOGOTA3(config-router)#¥no auto-summary
BOGOTA3(config-router)#exit
BOGOTA3(config)#end

BOGOTA3#
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MEDELLIN1#config t
MEDELLIN1(config)#router rip
MEDELLIN1(config-router)#version 2
MEDELLIN1(config-router)#net 172.29.6.0
MEDELLIN1(config-router)#net 172.29.6.8
MEDELLIN1(config-router)#net 172.29.6.12
MEDELLIN1(config-router)#net 209.17.220.0
MEDELLIN1(config-router)#exit
MEDELLIN1(config)#end

MEDELLIN1#

MEDELLIN1#config t
MEDELLIN1(config)#router rip
MEDELLIN1(config-router)#no auto-summary
MEDELLIN1(config-router)#end
MEDELLIN1#

MEDELLINZ2(config)#router rip
MEDELLINZ2(config-router)#version 2
MEDELLINZ2(config-router)#net 172.29.4.0
MEDELLINZ2(config-router)#net 172.29.6.0
MEDELLINZ2(config-router)#net 172.29.6.4
MEDELLINZ2(config-router)#exit
MEDELLIN2(config)#end
MEDELLIN1#config t
MEDELLINZ2(config)#router rip
MEDELLINZ2(config-router)#no auto-summary
MEDELLINZ2(config-router)#end
MEDELLIN2#

MEDELLIN3#config t
MEDELLIN3(config)#router rip
MEDELLIN3(config-router)#version 2
MEDELLIN3(config-router)#net 172.29.6.4
MEDELLIN3(config-router)#net 172.29.6.8
MEDELLIN3(config-router)#net 172.29.6.12
MEDELLIN3(config-router)#exit
MEDELLIN3(config)#end

MEDELLIN3#

MEDELLIN3#config t
MEDELLIN3(config)#router rip
MEDELLIN3(config-router)#no auto-summary
MEDELLIN3(config-router)#end
MEDELLIN3#

b. Los routers Bogotal y Medellin deberan afadir a su configuracion de
enrutamiento una ruta por defecto hacia el ISP vy, a su vez, redistribuirla dentro
de las publicaciones de RIP.
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Configuracion de ruta por defecto hacia el router ISP

BOGOTA1#config t

BOGOTA1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.5
BOGOTA1(config)#router rip
BOGOTAI1(config-router)#default-information originate
BOGOTA1(config-router)#exit

BOGOTAI1(config)#"Z

MEDELLIN1#config t

MEDELLIN1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.2
MEDELLIN1(config)#router rip
MEDELLIN1(config-router)#default-information originate
MEDELLIN1(config-router)#exit

MEDELLIN1(config)#"Z

MEDELLIN1#

c. El router ISP debera tener una ruta estatica dirigida hacia cada red interna de
Bogota y Medellin para el caso se sumarizan las subredes de cada uno a /22.

Configuracion de ruta estatica:

ISP>enable

ISP#config t

ISP(config)#ip route 172.29.4.0 255.255.252.0 209.17.220.1
ISP(config)#ip route 172.29.6.0 255.255.255.252 209.17.220.1
ISP(config)#ip route 172.29.3.0 255.255.255.252 209.17.220.6
ISP(config)#ip route 172.29.0.0 255.255.252.0 209.17.220.6
ISP(config)#end
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Parte 2: Tabla de Enrutamiento.

a. Verificar la tabla de enrutamiento en cada uno de los routers para comprobar
las redes y sus rutas.

e Tabla de enrutamiento de routers.

BOGOTA1#show ip route
Gateway of last resort is 209.17.220.5 to network 0.0.0.0

172.29.0.0/16 is variably subnetted, 9 subnets, 3 masks
R 172.29.0.0/24 [120/1] via 172.29.3.2, 00:00:03, Serial0/0/0
R 172.29.1.0/24 [120/1] via 172.29.3.10, 00:00:22, Serial0/1/0
C 172.29.3.0/30 is directly connected, Serial0/0/0
L 172.29.3.1/32 is directly connected, Serial0/0/0
C 172.29.3.4/30 is directly connected, Serial0/0/1
L 172.29.3.5/32 is directly connected, Serial0/0/1
C 172.29.3.8/30 is directly connected, Serial0/1/0
L 172.29.3.9/32 is directly connected, Serial0/1/0
R 172.29.3.12/30 [120/1] via 172.29.3.2, 00:00:03, Serial0/0/0
[120/1] via 172.29.3.10, 00:00:22, Serial0/1/0
209.17.220.0/24 is variably subnetted, 2 subnets, 2 masks
C 209.17.220.4/30 is directly connected, Serial0/1/1
L 209.17.220.6/32 is directly connected, Serial0/1/1
S* 0.0.0.0/0 [1/0] via 209.17.220.5

BOGOTA2>enable
BOGOTA2#show ip route

Gateway of last resort is 172.29.3.1 to network 0.0.0.0

172.29.0.0/16 is variably subnetted, 10 subnets, 3 masks

C 172.29.0.0/24 is directly connected, GigabitEthernet0/1

L 172.29.0.1/32 is directly connected, GigabitEthernet0/1

R 172.29.1.0/24 [120/1] via 172.29.3.14, 00:00:24, Serial0/1/0
C 172.29.3.0/30 is directly connected, Serial0/0/0

L 172.29.3.2/32 is directly connected, Serial0/0/0

C 172.29.3.4/30 is directly connected, Serial0/0/1

L 172.29.3.6/32 is directly connected, Serial0/0/1

R 172.29.3.8/30 [120/1] via 172.29.3.1, 00:00:00, Serial0/0/0
[120/1] via 172.29.3.14, 00:00:24, Serial0/1/0

C 172.29.3.12/30 is directly connected, Serial0/1/0

L 172.29.3.13/32 is directly connected, Serial0/1/0
209.17.220.0/30 is subnetted, 1 subnets

R 209.17.220.4/30 [120/1] via 172.29.3.1, 00:00:00, Serial0/0/0
R* 0.0.0.0/0 [120/1] via 172.29.3.1, 00:00:00, Serial0/0/0
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BOGOTA3>enable
BOGOTA3#show ip route

172.29.0.0/16 is variably subnetted, 9 subnets, 3 masks

R 172.29.0.0/24 [120/1] via 172.29.3.13, 00:00:21, Serial0/0/1
C 172.29.1.0/24 is directly connected, GigabitEthernet0/1

L 172.29.1.1/32 is directly connected, GigabitEthernet0/1

R 172.29.3.0/30 [120/1] via 172.29.3.13, 00:00:21, Serial0/0/1
[120/1] via 172.29.3.9, 00:00:20, Serial0/0/0

R 172.29.3.4/30 [120/1] via 172.29.3.13, 00:00:21, Serial0/0/1
[120/1] via 172.29.3.9, 00:00:20, Serial0/0/0

C 172.29.3.8/30 is directly connected, Serial0/0/0

L 172.29.3.10/32 is directly connected, Serial0/0/0

C 172.29.3.12/30 is directly connected, Serial0/0/1

L 172.29.3.14/32 is directly connected, Serial0/0/1
209.17.220.0/30 is subnetted, 1 subnets

R 209.17.220.4/30 [120/1] via 172.29.3.9, 00:00:20, Serial0/0/0
R* 0.0.0.0/0 [120/1] via 172.29.3.9, 00:00:20, Serial0/0/0

MEDELLIN1>enable
MEDELLIN1#show ip route

Gateway of last resort is 209.17.220.2 to network 0.0.0.0

172.29.0.0/16 is variably subnetted, 9 subnets, 3 masks

R 172.29.4.0/25 [120/2] via 172.29.6.14, 00:00:18, Serial0/1/1
[120/2] via 172.29.6.10, 00:00:18, Serial0/0/1

R 172.29.4.128/25 [120/1] via 172.29.6.14, 00:00:18, Serial0/1/1
[120/1] via 172.29.6.10, 00:00:18, Serial0/0/1

C 172.29.6.0/30 is directly connected, Serial0/0/0

L 172.29.6.1/32 is directly connected, Serial0/0/0

R 172.29.6.4/30 [120/1] via 172.29.6.14, 00:00:18, Serial0/1/1
[120/1] via 172.29.6.10, 00:00:18, Serial0/0/1

C 172.29.6.8/30 is directly connected, Serial0/0/1

L 172.29.6.9/32 is directly connected, Serial0/0/1

C 172.29.6.12/30 is directly connected, Serial0/1/1

L 172.29.6.13/32 is directly connected, Serial0/1/1
209.17.220.0/24 is variably subnetted, 2 subnets, 2 masks

C 209.17.220.0/30 is directly connected, Serial0/1/0

L 209.17.220.1/32 is directly connected, Serial0/1/0

S* 0.0.0.0/0 [1/0] via 209.17.220.2

MEDELLIN2>enable
MEDELLIN2#show ip route

Gateway of last resort is 172.29.6.1 to network 0.0.0.0
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172.29.0.0/16 is variably subnetted, 9 subnets, 3 masks

C 172.29.4.0/25 is directly connected, GigabitEthernet0/1

L 172.29.4.1/32 is directly connected, GigabitEthernet0/1

R 172.29.4.128/25 [120/1] via 172.29.6.6, 00:00:04, Serial0/0/1
C 172.29.6.0/30 is directly connected, Serial0/0/0

L 172.29.6.2/32 is directly connected, Serial0/0/0

C 172.29.6.4/30 is directly connected, Serial0/0/1

L 172.29.6.5/32 is directly connected, Serial0/0/1

R 172.29.6.8/30 [120/1] via 172.29.6.6, 00:00:04, Serial0/0/1
[120/1] via 172.29.6.1, 00:00:02, Serial0/0/0

R 172.29.6.12/30 [120/1] via 172.29.6.6, 00:00:04, Serial0/0/1
[120/1] via 172.29.6.1, 00:00:02, Serial0/0/0

209.17.220.0/30 is subnetted, 1 subnets

R 209.17.220.0/30 [120/1] via 172.29.6.1, 00:00:02, Serial0/0/0
R* 0.0.0.0/0 [120/1] via 172.29.6.1, 00:00:02, Serial0/0/0

MEDELLIN3>enable
MEDELLIN3#show ip route

Gateway of last resort is 172.29.6.9 to network 0.0.0.0

172.29.0.0/16 is variably subnetted, 10 subnets, 3 masks

R 172.29.4.0/25 [120/1] via 172.29.6.5, 00:00:20, Serial0/0/0
C 172.29.4.128/25 is directly connected, GigabitEthernet0/1
L 172.29.4.129/32 is directly connected, GigabitEthernet0/1
R 172.29.6.0/30 [120/1] via 172.29.6.9, 00:00:13, Serial0/0/1
[120/1] via 172.29.6.5, 00:00:20, Serial0/0/0

C 172.29.6.4/30 is directly connected, Serial0/0/0

L 172.29.6.6/32 is directly connected, Serial0/0/0

C 172.29.6.8/30 is directly connected, Serial0/0/1

L 172.29.6.10/32 is directly connected, Serial0/0/1

C 172.29.6.12/30 is directly connected, Serial0/1/1

L 172.29.6.14/32 is directly connected, Serial0/1/1
209.17.220.0/30 is subnetted, 1 subnets

R 209.17.220.0/30 [120/1] via 172.29.6.9, 00:00:13, Serial0/0/1
R* 0.0.0.0/0 [120/1] via 172.29.6.9, 00:00:13, Serial0/0/1

b. Obsérvese en los routers Bogota1l y Medellin1 cierta similitud por su
ubicacion, por tener dos enlaces de conexion hacia otro router y por la ruta por
defecto que manejan.
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c. Los routers Medellin2 y Bogota2 también presentan redes conectadas
directamente y recibidas mediante RIP.

MEDELLIN2#show ip route
Gateway of last resort is 172.29.6.1 to network 0.0.0.0

172.29.0.0/16 is variably subnetted, 9 subnets, 3 masks

C 172.29.4.0/25 is directly connected, GigabitEthernet0/1

L 172.29.4.1/32 is directly connected, GigabitEthernet0/1

R 172.29.4.128/25 [120/1] via 172.29.6.6, 00:00:04, Serial0/0/1
C 172.29.6.0/30 is directly connected, Serial0/0/0

L 172.29.6.2/32 is directly connected, Serial0/0/0

C 172.29.6.4/30 is directly connected, Serial0/0/1

L 172.29.6.5/32 is directly connected, Serial0/0/1

R 172.29.6.8/30 [120/1] via 172.29.6.6, 00:00:04, Serial0/0/1
[120/1] via 172.29.6.1, 00:00:02, Serial0/0/0

R 172.29.6.12/30 [120/1] via 172.29.6.6, 00:00:04, Serial0/0/1
[120/1] via 172.29.6.1, 00:00:02, Serial0/0/0

209.17.220.0/30 is subnetted, 1 subnets

R 209.17.220.0/30 [120/1] via 172.29.6.1, 00:00:02, Serial0/0/0
R* 0.0.0.0/0 [120/1] via 172.29.6.1, 00:00:02, Serial0/0/0

BOGOTA2>enable
BOGOTA2#show ip route

Gateway of last resort is 172.29.3.1 to network 0.0.0.0

172.29.0.0/16 is variably subnetted, 10 subnets, 3 masks

C 172.29.0.0/24 is directly connected, GigabitEthernet0/1

L 172.29.0.1/32 is directly connected, GigabitEthernet0/1

R 172.29.1.0/24 [120/1] via 172.29.3.14, 00:00:24, Serial0/1/0
C 172.29.3.0/30 is directly connected, Serial0/0/0

L 172.29.3.2/32 is directly connected, Serial0/0/0

C 172.29.3.4/30 is directly connected, Serial0/0/1

L 172.29.3.6/32 is directly connected, Serial0/0/1

R 172.29.3.8/30 [120/1] via 172.29.3.1, 00:00:00, Serial0/0/0
[120/1] via 172.29.3.14, 00:00:24, Serial0/1/0

C 172.29.3.12/30 is directly connected, Serial0/1/0

L 172.29.3.13/32 is directly connected, Serial0/1/0
209.17.220.0/30 is subnetted, 1 subnets

R 209.17.220.4/30 [120/1] via 172.29.3.1, 00:00:00, Serial0/0/0
R* 0.0.0.0/0 [120/1] via 172.29.3.1, 00:00:00, Serial0/0/0
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d. Las tablas de los routers restantes deben permitir visualizar rutas redundantes
para el caso de la ruta por defecto.

R 209.17.220.4/30 [120/1] via 172.29.3.1, 00:00:00, Serial0/0/0
R* 0.0.0.0/0 [120/1] via 172.29.3.1, 00:00:00, Serial0/0/0

e. El router ISP solo debe indicar sus rutas estaticas adicionales a las
directamente conectadas.

Verificacion de rutas estaticas router ISP:
ISP#show ip route
Gateway of last resort is not set

172.29.0.0/16 is variably subnetted, 4 subnets, 2 masks

S 172.29.0.0/22 [1/0] via 209.17.220.6

S 172.29.3.0/30 [1/0] via 209.17.220.6

S 172.29.4.0/22 [1/0] via 209.17.220.1

S 172.29.6.0/30 [1/0] via 209.17.220.1

209.17.220.0/24 is variably subnetted, 4 subnets, 2 masks
C 209.17.220.0/30 is directly connected, Serial0/0/0

L 209.17.220.2/32 is directly connected, Serial0/0/0

C 209.17.220.4/30 is directly connected, Serial0/0/1

L 209.17.220.5/32 is directly connected, Serial0/0/1
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Parte 3: Deshabilitar la propagacion del protocolo RIP.

a. Para no propagar las publicaciones por interfaces que no lo requieran se debe
deshabilitar la propagacion del protocolo RIP, en la siguiente tabla se indican las
interfaces de cada router que no necesitan desactivacion.

e Deshabilitar propagacion de RIP en las interfaces necesarias:

BOGOTAI1(config-router)#passive-interface s0/0/1
BOGOTAI1(config-router)#end
BOGOTA1#

BOGOTA2>enable

BOGOTA2#config t

BOGOTAZ2(config)#router rip
BOGOTAZ2(config-router)#version 2
BOGOTAZ2(config-router)#passive-interface s0/0/1
BOGOTAZ2(config-router)#passive-interface g0/1
BOGOTAZ2(config-router)#exit
BOGOTAZ2(config)#end

MEDELLIN1(config)#router rip
MEDELLIN1(config-router)#version 2
MEDELLIN1(config-router)#passive-interface s0/1/1
MEDELLIN1(config-router)#end

MEDELLIN2>enable

MEDELLIN2#config t

MEDELLINZ2(config)#router rip
MEDELLINZ2(config-router)#version 2
MEDELLINZ2(config-router)#passive-interface s0/0/0
MEDELLINZ2(config-router)#passive-interface s0/0/1
MEDELLINZ2(config-router)#exit

MEDELLIN3>enable

MEDELLIN3#config t

MEDELLIN3(config)#router rip
MEDELLIN3(config-router)#version 2
MEDELLIN3(config-router)#passive-interface s0/1/0
MEDELLIN3(config-router)#exit
MEDELLIN3(config)#end

MEDELLIN3#
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Parte 4: Verificacion del protocolo RIP.

a. Verificar y documentar las opciones de enrutamiento configuradas en los
routers, como el passive interface para la conexién hacia el ISP, la version de
RIP y las interfaces que participan de la publicacion entre otros datos.

b. Verificar y documentar la base de datos de RIP de cada router, donde se
informa de manera detallada de todas las rutas hacia cada red.

Verificacion de base de datos RIP:

BOGOTA1#show ip rip database

0.0.0.0/0 auto-summary

0.0.0.0/0

[0] via 0.0.0.0, 07:59:21

172.29.0.0/24 auto-summary

172.29.0.0/24

[1] via 172.29.3.2, 00:00:27, Serial0/0/0
172.29.1.0/24 auto-summary

172.29.1.0/24

[1] via 172.29.3.10, 00:00:00, Serial0/1/0
172.29.3.0/30 auto-summary

172.29.3.0/30 directly connected, Serial0/0/0
172.29.3.4/30 auto-summary

172.29.3.4/30 directly connected, Serial0/0/1
172.29.3.8/30 auto-summary

172.29.3.8/30 directly connected, Serial0/1/0
172.29.3.12/30 auto-summary
172.29.3.12/30

[1] via 172.29.3.2, 00:00:27, Serial0/0/0 [1] via 172.29.3.10, 00:00:00,
Serial0/1/0

209.17.220.4/30 auto-summary
209.17.220.4/30 directly connected, Serial0/1/1
BOGOTAL#

BOGOTA2#show ip rip database

0.0.0.0/0 auto-summary

0.0.0.0/0

[1] via 172.29.3.1, 00:00:07, Serial0/0/0
172.29.0.0/24 auto-summary

172.29.0.0/24 directly connected, GigabitEthernet0/1
172.29.1.0/24 auto-summary

172.29.1.0/24

[1] via 172.29.3.14, 00:00:27, Serial0/1/0
172.29.3.0/30 auto-summary

172.29.3.0/30 directly connected, Serial0/0/0
172.29.3.4/30 auto-summary

172.29.3.4/30 directly connected, Serial0/0/1
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172.29.3.8/30 auto-summary

172.29.3.8/30

[1] via 172.29.3.1, 00:00:07, Serial0/0/0 [1] via 172.29.3.14, 00:00:27,
Serial0/1/0

172.29.3.12/30 auto-summary

172.29.3.12/30 directly connected, Serial0/1/0

209.17.220.4/30 auto-summary

209.17.220.4/30

[1] via 172.29.3.1, 00:00:07, Serial0/0/0

BOGOTA3#show ip rip database

0.0.0.0/0 auto-summary

0.0.0.0/0

[1] via 172.29.3.9, 00:00:26, Serial0/0/0
172.29.0.0/24 auto-summary

172.29.0.0/24

[1] via 172.29.3.13, 00:00:16, Serial0/0/1
172.29.1.0/24 auto-summary

172.29.1.0/24 directly connected, GigabitEthernet0/1
172.29.3.0/30 auto-summary

172.29.3.0/30

[1] via 172.29.3.13, 00:00:16, Serial0/0/1 [1] via 172.29.3.9, 00:00:26,
Serial0/0/0

172.29.3.4/30 auto-summary

172.29.3.4/30

[1] via 172.29.3.13, 00:00:16, Serial0/0/1 [1] via 172.29.3.9, 00:00:26,
Serial0/0/0

172.29.3.8/30 auto-summary

172.29.3.8/30 directly connected, Serial0/0/0
172.29.3.12/30 auto-summary

172.29.3.12/30 directly connected, Serial0/0/1
209.17.220.4/30 auto-summary

209.17.220.4/30

[1] via 172.29.3.9, 00:00:26, Serial0/0/0

MEDELLIN1#show ip rip database

0.0.0.0/0 auto-summary

0.0.0.0/0

[0] via 0.0.0.0, 08:03:52

172.29.4.0/25 auto-summary

172.29.4.0/25

[2] via 172.29.6.14, 00:00:19, Serial0/1/1 [2] via 172.29.6.10, 00:00:19,
Serial0/0/1

172.29.4.128/25 auto-summary

172.29.4.128/25

[1] via 172.29.6.14, 00:00:19, Serial0/1/1 [1] via 172.29.6.10, 00:00:19,
Serial0/0/1
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172.29.6.0/30 auto-summary

172.29.6.0/30 directly connected, Serial0/0/0
172.29.6.4/30 auto-summary

172.29.6.4/30

[1] via 172.29.6.14, 00:00:19, Serial0/1/1 [1] via 172.29.6.10, 00:00:19,
Serial0/0/1

172.29.6.8/30 auto-summary

172.29.6.8/30 directly connected, Serial0/0/1
172.29.6.12/30 auto-summary

172.29.6.12/30 directly connected, Serial0/1/1
209.17.220.0/30 auto-summary
209.17.220.0/30 directly connected, Serial0/1/0

MEDELLIN2#show ip rip database

0.0.0.0/0 auto-summary

0.0.0.0/0

[1] via 172.29.6.1, 00:00:00, Serial0/0/0
172.29.4.0/25 auto-summary

172.29.4.0/25 directly connected, GigabitEthernet0/1
172.29.4.128/25 auto-summary

172.29.4.128/25

[1] via 172.29.6.6, 00:00:02, Serial0/0/1
172.29.6.0/30 auto-summary

172.29.6.0/30 directly connected, Serial0/0/0
172.29.6.4/30 auto-summary

172.29.6.4/30 directly connected, Serial0/0/1
172.29.6.8/30 auto-summary

172.29.6.8/30

[1] via 172.29.6.6, 00:00:02, Serial0/0/1 [1] via 172.29.6.1, 00:00:00, Serial0/0/0
172.29.6.12/30 auto-summary

172.29.6.12/30

[1] via 172.29.6.6, 00:00:02, Serial0/0/1 [1] via 172.29.6.1, 00:00:00, Serial0/0/0
209.17.220.0/30 auto-summary

209.17.220.0/30

[1] via 172.29.6.1, 00:00:00, Serial0/0/0

MEDELLIN3>enable
MEDELLIN3#show ip rip database
0.0.0.0/0 auto-summary

0.0.0.0/0

[1] via 172.29.6.9, 00:00:19, Serial0/0/1
172.29.4.0/25 auto-summary
172.29.4.0/25

[1] via 172.29.6.5, 00:00:20, Serial0/0/0
172.29.4.128/25 auto-summary
172.29.4.128/25 directly connected, GigabitEthernet0/1
172.29.6.0/30 auto-summary
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172.29.6.0/30

[1] via 172.29.6.9, 00:00:19, Serial0/0/1 [1] via 172.29.6.5, 00:00:20, Serial0/0/0
172.29.6.4/30 auto-summary

172.29.6.4/30 directly connected, Serial0/0/0
172.29.6.8/30 auto-summary

172.29.6.8/30 directly connected, Serial0/0/1
172.29.6.12/30 auto-summary

172.29.6.12/30 directly connected, Serial0/1/1
209.17.220.0/30 auto-summary
209.17.220.0/30

[1] via 172.29.6.9, 00:00:19, Serial0/0/1
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Parte 5: Configurar encapsulamiento y autenticacion PPP.

a. Segun la topologia se requiere que el enlace Medellin1 con ISP sea
configurado con autenticacion PAT.

MEDELLIN1(config)#int s0/1/0

MEDELLIN1(config-if)#ip addres 209.17.220.1 255.255.255.252
MEDELLIN1(config-ify#encapsulation ppp

MEDELLIN1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/0, changed
state to down

no shut

MEDELLIN1#config t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#username ISP password 1234
MEDELLIN1(config)#int s0/1/0

MEDELLIN1(config-ify#encapsulation ppp

MEDELLIN1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed
state to down

MEDELLIN1(config-if)y#ppp authentication pap
MEDELLIN1(config-if)#exit

ISP#config t

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#int s0/0/0

ISP (config-if)#ip address 209.17.220.2 255.255.255.252

ISP (config-ify#encapsulation ppp

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed
state to up

ISP(config-if)#no shut

ISP(config)#int s0/0/0

ISP (config-if)#ppp pap sent

ISP(config-if)#ppp pap sent-username ISP password 1234
ISP(config-if)#end

b. El enlace Bogota1 con ISP se debe configurar con autenticacién CHAT.

BOGOTAl1>enable

BOGOTAl#config t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTAIL(config)#user ISP password 1234
BOGOTA1(config)#int sO/1/1
BOGOTAIL(config-ify#encapsulation ppp
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BOGOTAIL(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/1, changed
state to up

BOGOTA1(config-if)#ppp authentication chap

BOGOTAIL(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/1, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/1, changed
state to up

BOGOTA1(config-if)#exit
BOGOTAI1(config)#"Z
BOGOTA1#

ISP#config t

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#user BOGOTAL password 1234

ISP(config)#int s0/0/1

ISP(config-if)#encapsulation ppp

ISP (config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed
state to down

ISP (config-if)#ppp authentication chap

ISP (config-if)y#"Z

ISP#

%SYS-5-CONFIG_I: Configured from console by console

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed
state to up
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Parte 6: Configuracion de PAT.

a. En la topologia, si se activa NAT en cada equipo de salida (Bogotal y
Medellin1), los routers internos de una ciudad no podran llegar hasta los routers
internos en el otro extremo, solo existira comunicacion hasta los routers Bogota1,
ISP y Medellin1.

b. Después de verificar lo indicado en el paso anterior proceda a configurar el
NAT en el router Medellin1. Compruebe que la traduccion de direcciones indique
las interfaces de entrada y de salida. Al realizar una prueba de ping, la direccion
debe ser traducida automaticamente a la direccién de la interfaz serial 0/1/0 del
router Medellin1, cémo diferente puerto.

Configuracion de NAT router Medellin 1:

MEDELLIN1(config)#ip nat inside source static 172.29.4.0 209.17.220.0
MEDELLIN1(config)#int s0/0/0

MEDELLIN1(config-if)#ip nat inside

MEDELLIN1(config-if)#int s0/1/0

MEDELLIN1(config-if)#ip nat outside

MEDELLIN1(config-if)y#end

MEDELLIN1#

MEDELLIN1#show ip nat translations
Pro Inside global Inside local Outside local Outside global
---209.17.220.0 179.29.4.0 --- ---

MEDELLIN1#show ip nat translations

Pro Inside global Inside local Outside local Outside global

icmp 209.17.220.1:10 172.29.4.130:10 209.17.220.2:10209.17.220.2:10
icmp 209.17.220.1:11 172.29.4.130:11 209.17.220.2:11 209.17.220.2:11
icmp 209.17.220.1:12 172.29.4.130:12 209.17.220.2:12 209.17.220.2:12
icmp 209.17.220.1:9 172.29.4.130:9 209.17.220.2:9 209.17.220.2:9

--- 209.17.220.0 172.29.4.0 --- ---

MEDELLIN1#show ip nat translations
Pro Inside global Inside local Outside local Outside global
--- 209.17.220.0 172.29.4.0 --- ---

MEDELLIN1#show ip nat translations

Pro Inside global Inside local Outside local Outside global

icmp 209.17.220.1:13 172.29.4.2:13 209.17.220.2:13 209.17.220.2:13
icmp 209.17.220.1:14 172.29.4.2:14 209.17.220.2:14 209.17.220.2:14
icmp 209.17.220.1:15 172.29.4.2:15 209.17.220.2:15 209.17.220.2:15
icmp 209.17.220.1:16 172.29.4.2:16 209.17.220.2:16 209.17.220.2:16
--- 209.17.220.0 179.29.4.0 --- ---

MEDELLIN1#
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c. Proceda a configurar el NAT en el router Bogota1l. Compruebe que la
traduccion de direcciones indique las interfaces de entrada y de salida. Al realizar
una prueba de ping, la direccidon debe ser traducida automaticamente a la
direccion de la interfaz serial 0/1/0 del router Bogota1, como diferente puerto.

Configuracion de NAT en router Bogota 1:

BOGOTAI1(config)#ip nat inside source static 172.29.0.0 209.17.220.4
BOGOTA1(config)#int s0/0/0

BOGOTAIL(config-if)#ip nat inside

BOGOTA1(config-if)#int sO/1/1

BOGOTAI1(config-if)#ip nat outside

BOGOTA1(config-if)#end

Parte 7: Configuracién del servicio DHCP.
a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser el
servidor DHCP para ambas redes Lan.

Configuracion DHCP router Medellin 2 y Medellin 3:

MEDELLIN2#config t

MEDELLINZ2(config)#ip dhcp excluded-address 172.29.4.129 172.29.4.139
MEDELLINZ2(config)#ip dhcp excluded-address 172.29.4.1 172.29.4.9
MEDELLINZ2(config)#ip dhcp pool MEDELLIN3
MEDELLINZ2(dhcp-config)#network 172.29.4.128 255.255.255.128
MEDELLINZ2(dhcp-config)#default-router 172.29.4.129
MEDELLINZ2(dhcp-config)#ip dhcp pool MEDELLIN2
MEDELLINZ2(dhcp-config)#network 172.29.4.0 255.255.255.128
MEDELLINZ2(dhcp-config)#default-router 172.29.4.1
MEDELLINZ2(dhcp-config)#end

MEDELLIN3>enable

MEDELLIN3#config t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN3(config)#int g0/1

MEDELLIN3(config-if)#ip helper-address 172.29.6.5
MEDELLIN3(config-if)#exit

MEDELLIN3(config)#int s0/0/0

MEDELLIN3(config-if)#ip helper-address 172.29.6.5
MEDELLIN3(config-if)#
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PCM2: Direccién IP asignada mediante DHCP

& pomz - | X

Physical Config Desktop Custom Interface

IP Configuration

IP Configuration

(® DHCP () Static DHCP request successful.

IP Address 172.29.4.10
Subnet Mask 255.255.255.128
Default Gateway 172.29.4.1

DNS Server

IPv6 Configuration
() DHCP (O Auto Config @ Static
IPv6 Address

Link Local Address FE80::260:47FF:FE4A:8715

IPv6 Gateway

IPvE DNS Server

PCM1: Direccién IP asignada mediante DHCP.

& pcwi - | X

Physical Config Desktop Custom Interface

IP Configuration

IP Configuration
® DHCP () Static DHCP request successful.
IP Address 172.29.4.140
Subnet Mask 255.255.255.128
Default Gateway 172.29.4.129

DNS Server

IPv6 Configuration
() DHCP () Auto Config ® Static
IPv6 Address

Link Local Address FE80::202:4AFF:FE9E: 9382

IPvE Gateway

IPv6 DNS Server

/'
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b. El router Medellin3 debera habilitar el paso de los mensajes broadcast hacia
la IP del router Medellin2.

MEDELLIN3(config-if)# storm-control broadcast level 50
N

% Invalid input detected at "' marker.
MEDELLIN3(config-if)#

c. Configurar la red Bogota2 y Bogota3 donde el router Bogota2 debe ser el
servidor DHCP para ambas redes Lan.

Configuracion DHCP router Bogota 2 y Bogota 3:

BOGOTA2>enable

BOGOTA2#config t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA2(config)#ip dhcp excluded-address 172.29.1.1 172.29.1.9
BOGOTA2(config)#ip dhcp excluded-address 172.29.0.1 172.29.0.9
BOGOTA2(config)#ip dhcp pool BOGOTA3
BOGOTA2(dhcp-config)#network 172.29.1.0 255.255.255.0
BOGOTA2(dhcp-config)#default-router 172.29.1.1
BOGOTA2(dhcp-config)#ip dhcp pool BOGOTA2
BOGOTA2(dhcp-config)#network 172.29.0.0 255.255.255.0
BOGOTA2(dhcp-config)#default-router 172.29.0.1
BOGOTA2(dhcp-config)#end

BOGOTA2#

%SYS-5-CONFIG_I: Configured from console by console

BOGOTA3>enable

BOGOTA3#config t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA3(config)#int g0/1

BOGOTA3(config-if)#ip helper-addres 172.29.3.13
BOGOTA3(config-if)#exit

BOGOTA3(config)#int s0/0/1

BOGOTAS3(config-if)#ip helper-addres 172.29.3.13
BOGOTA3(config-if)#
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PCB2: Direccioén IP asignada mediante DHCP

& pce2 -

Physical Config Desktop  Custom Interface

IP Configuration
IP Configuration

® DHCP () Static DHCP request successful.

IP Address 172.29.0.10
Subnet Mask 255.255.255.0
Default Gateway 172.29.0.1
DNS Server

IPvE Configuration
(O DHCP (O Auto Config @ Static

IPvE Address

Link Local Address FEBO::2D0:FFFF:FE10:521C

IPvE Gateway

IPvG DNS Server

A

PCB3: Direccién IP asignada mediante DHCP

& pce3 -

Physical Config Deslktop Custom Interface

IP Configuration
IP Configuration

(@ DHCP () Static DHCP request successful.
IP Address 172.29.1.10

Subnet Mask 255.255.255.0

Default Gateway 172.29.1.1

DMNS Server

IPv6 Configuration
(O DHCP (O Auto Config @ Static

IPv6 Address

Link Local Address FEB0::260:2FFF:FE70:3491

IPvE Gateway

IPvE DNS Server

/'
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Parte 8: Evidencias fotograficas:

Evidencias fotografica ping equipos redes routers Medellin1, Medellin2,
Medellin-3

Ping desde PC Medellin 2 hasta PC Medellin 3

& pomit - m} s
Physical Config Desktop Custom Interface
"~
=== g lgr—l | P—

Command Promp

tim
3zimmam

Ping desde PC Medellin 3 hasta PC Medellin 2

& pcmz - m] *

Physical Config Deszktop Custom Interface

d =4, L
in milli-
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Ping desde PC Medellin 1 hasta ISP

& pcwn — [}

Physical Canfig Desktop Customn Interface

Command Promp

with

byt

B
und trip times in mil
Minimuam HMaximum = 1l2ms,

Ping desde PC Medellin 2 hasta ISP

& pcmz - O pad

Physical Config Desktop Custom Interface
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Evidencia fotografica de Ping redes routers Bogota 1, Bogota 2, Bogota 3:

Ping desde PC Bogota 3 a PC Bogota 2

# pce3 - | X

Physical Config Desktop Custom Interface

time=lms TIL=1
lms TTL=

Ping desde PC Bogota 2 a PC Bogota 3

@ pep2 - 0

Physical ~ Config Desktop  Custom Interface

times in milli

Minimum
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Ping desde PC Bogota 3 hasta ISP

l & pce3 - O

Phys=ical Config Desktop Custom Interface

Command Promp

t = 4,
imat d trip times in milli
Minimum

Ping desde PC Bogota 2 hasta ISP

& pce2 - O

4 Physical Config Desktop Custom Interface

Approxima

Minimum =
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Ping entre Routers Medellin 1 y Bogota 1

MEDELLIN]l >enable
MEDELLINlgping 205%.17.220.¢

Type escape seguence to abort.
Sending 5, l1l00-byte ICHF Echos to 205%.17.220.&, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 2/6/23 ms
MEDELLIN1#
Copy Paste
Ping entre Routers Bogota 1 y Medellin 1
BOZOTR]l enable
BOGOTRl#ping 205_17_220.1
Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 205.17.220.1, timeout is 2 seconds:
RN
éﬁeeéss rate is 100 percent (5/5), round-trip minfavg/max = 2/5/25 ms
BOCOTA1#]
Copy Paste
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Escenario 2:

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades
de Miami, Bogota y Buenos Aires, en donde el estudiante sera el administrador
de la red, el cual debera configurar e interconectar entre si cada uno de los
dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas
aspectos que forman parte de la topologia de red.

Intel’net VLAN Direccionamiento Nombre
30 192.168.30.0/24 Administracion

192.168.40.0/24 Mercadeo

192.168.200.0/24 Mantenimiento

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

FO/0 Buenos Aires
For24 202.1Q

192.168.99.3
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’5 Cisco Packet Tracer Student - C:\Users\john\Desktop\Prueba de habilidades-escenario 2.pkt
File Edit Options View Tools Extensions Help

b= c2iE s Ao 0 S8 M

Logical [Root] New Cluster Move Object
(3)1 209.165.200.224/29
= §§§\ ~r
PCINTERNET s
209.165.200.230 1A Lo web server
10.10.10.10/32
172.31.21.0/30 172.31.23.0/30
7 Lo4 192.168.4.0/24
I~ OSPF & ; Lo5 192.168.5.0/24
Ty AREA 0 SUENOS ArREs L0 192.168.6.0/24
sodpTA
802.1Q
L 192.168.99.3
192.168.99.2 2w =
-SF TRUNK
B o
F
B PC-C
<

1. Configurar el direccionamiento IP acorde con la topologia de red para
cada uno de los dispositivos que forman parte del escenario

Configuracién topologia de red:

R1(config)#

R1(config)#hostname Router

Router(config)#

Router(config)#hostname BOGOTA

BOGOTA(config)#

BOGOTA(config)#end

BOGOTA#config t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#int s0/0/0

BOGOTA(config-if)#ip add 172.31.21.1 255.255.255.252
BOGOTA(config-if)#clock rate 128000
BOGOTA(config-if)#no shut

BOGOTA(config)#enable secret cisco
BOGOTA(config)#line console 0
BOGOTA(config-line)#password class
BOGOTA(config-line)#login
BOGOTA(config-line)#line vty 0 15
BOGOTA(config-line)#password class
BOGOTA(config-line)#login
BOGOTA(config-line)#service
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BOGOTA(config-line)#service p
BOGOTA(config-line)#service p
BOGOTA(config-line)#service-p
BOGOTA(config-line)#service password-encryption
BOGOTA(config)#exit

Router>ENABLE

Router#config t

Router(config)#hostname MIAMI

MIAMI(config)#int s2/0

MIAMI(config-if)#ip add 172.31.21.2 255.255.255.252
MIAMI(config-if)y#no shut

MIAMI(config-if)#exit

MIAMI(config)#

MIAMI(config)#end

MIAMIZCONFIG T

MIAMI(config)#int s3/0

MIAMI(config-if)#ip add 172.31.23.1 255.255.255.252
MIAMI(config-if)#clock rate 128000
MIAMI(config-if)#no shut

MIAMI>enable

MIAMI#config t

Enter configuration commands, one per line. End with CNTL/Z.
MIAMI(config)#no ip domain-lookup
MIAMI(config)#enable secret cisco
MIAMI(config)#line console 0
MIAMI(config-line)#password class
MIAMI(config-line)#login

MIAMI(config-line)#line vty 0 15
MIAMI(config-line)#password cisco
MIAMI(config-line)#login
MIAMI(config-line)#service password-encryption
MIAMI(config)#exit

Router(config)#hostname BUENOSAIRES
BUENOSAIRES(config)#exit

BUENOSAIRES#

BUENOSAIRES#config t

BUENOSAIRES(config)#int s3/0

BUENOSAIRES(config-if)#ip add 172.31.23.2 255.255.255.252
BUENOSAIRES(config-if)#no shut

BUENOSAIRES#config t

Enter configuration commands, one per line. End with CNTL/Z.
BUENOSAIRES(config)#int lo4

BUENOSAIRES(config-if)#ip add 192.168.4.1 255.255.255.0
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BUENOSAIRES(config-if)#no shut
BUENOSAIRES(config-if)#exit

BUENOSAIRES(config)#int lo5

BUENOSAIRES(config-if)#ip add 192.168.5.1 255.255.255.0
BUENOSAIRES(config-if)#no shut
BUENOSAIRES(config-if)#exit

BUENOSAIRES(config)#int 106

BUENOSAIRES(config-if)#ip add 192.168.6.1 255.255.255.0
BUENOSAIRES(config-if)#no shut
BUENOSAIRES(config-if)#exit

BUENOSAIRES(config)#end

BUENOSAIRES#

Router(config)#enable secret cisco
Router(config)#line console 0
Router(config-line)#password class
Router(config-line)#login
Router(config-line)#line vty 0 15
Router(config-line)#password class
Router(config-line)#login
Router(config-line)#service password-encryption

Router(config)#exit
2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes
criterios:
OSPFv2 area 0
Configuration Item or Task Specification
Router ID R1 1111
Router ID R2 5555
Router ID R3 8.8.8.8
Configurar todas las interfaces LAN como
pasivas
Establecer el ancho de banda para enlaces
seriales en 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500

Configuracion de protocolo OSPFv2:

BOGOTA>enable

BOGOTA#config t

BOGOTA(config)#router ospf 1
BOGOTA(config-router)#router-id 1.1.1.1
BOGOTA(config-router)#network 192.168.99.0 0.0.0.255 area 0
BOGOTA(config-router)#network 172.31.21.0 0.0.0.3 area 0
BOGOTA(config-router)#exit
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BOGOTA(config-if)#router ospf 1
BOGOTA(config-router)#int s0/0/0
BOGOTA(config-if)#bandwidth 256
BOGOTA(config-if)#ip ospf cost 9500
BOGOTA(config-if)#exit
BOGOTA(config)#router ospf 1
BOGOTA(config-router)#passive-interface giO/0
BOGOTA(config-router)#exit
BOGOTA(config)#end

MIAMI>enable

MIAMI#config t

MIAMI(config)#router ospf 1
MIAMI(config-router)#router-id 5.5.5.5
MIAMI(config-router)#network 172.31.21.0 0.0.0.3 area 0
MIAMI(config-router)#network 172.31.23.0 0.0.0.3 area 0
MIAMI(config-router)#network 209.165.200.224 0.0.0.7 area 0
MIAMI(config-router)#network 10.10.10.10 0.0.0.3 area 0
MIAMI(config-router)#passive-interface fa0/0
MIAMI(config-router)#int s2/0
MIAMI(config-ify#bandwidth 256

MIAMI(config-if)#ip ospf cost 9500

MIAMI(config-if)#exit

MIAMI(config)#router ospf 1

MIAMI(config)#int s3/0

MIAMI(config-if)y#bandwidth 256

MIAMI(config-if)#exit

BUENOSAIRES>enable

BUENOSAIRES#config t

BUENOSAIRES(config)#router ospf 1
BUENOSAIRES(config-router)#router-id 8.8.8.8
BUENOSAIRES(config-router)#network 172.31.23.0 0.0.0.3 area 0
BUENOSAIRES(config-router)#network 192.168.4.0 0.0.0.255 area 0
BUENOSAIRES(config-router)#network 192.168.5.0 0.0.0.255 area 0
BUENOSAIRES(config-router)#network 192.168.6.0 0.0.0.255 area O
BUENOSAIRES(config-router)#int s3/0
BUENOSAIRES(config-if)y#bandwidth 256
BUENOSAIRES(config-if)#ip ospf cost 9500
BUENOSAIRES(config-if)#exit

BUENOSAIRES(config)#end

BUENOSAIRES#
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Verificar informacion de OSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

BOGOTAfshow ip route

Codes: L - local, € - connected, 5 - static, B - RIP, H - mobkile, B - BGP
I - EIGRF, EX - EIGRP extermal, & - O5PF, IR — O5PF inter area
N1 - OSPF NSS5L external type 1, N2 - O5PF NS5R external type 2
El - OS5PF external type 1, E2 - OS5PF external type 2, E — EGP
i - I5-I5, L1 - I5-I5 lewvel-1l, L&z - I5-I5 level-2, ia - I5-IS5 inter area
* - pcandidate default, U - per-user static route, o — ODR
P - periodic downloaded static route
Fateway of last resort is not set
172.31.0.0/1¢ is wvariakly subnetted, 3 subnets, 2 masks
c 172.31.21.0/30 is directly connected, Serialdysas0
L 172.31.21.1/32 is directly connected, Serialdys0/0
O 172.31.23.0,/30 [110,/9%285%0] wia 172.31.21.2, 00:02:1%, Seriald/sSO0/0
152 _1€8.4_.0/32 is subnetted, 1 subnets
o 192 .168.4.1/32 [110/985%1] wia 172.31.21.2, 00:02:1%, Seriald/sSO0/0
152 .168.5.0/32 is subnetted, 1 subnets
O 152 .1e8.5.1,/32 [110/9%85%1] wia 172.31.21.2, 00:02:1%, Seriald/ S0 /0
152 168.6.0/32 is subnetted, 1 subnets
o 192 .168.6.1,/32 [110/985%1] wia 172.31.21.2, 00:02:1%, Seriald/sS0/0
MIZMTI#show ip route
Codes: C - comnected, 5 - static, I - IGRP, R - RIP, M - mokile, B - BGF
D0 - EIGRP, EX - EIGRP external, O - 05PF, IR - OS5PF inter area
N1l - OS5PF NS55L external type 1, N2 - O5PF NS55L external type 2
El - OS5PF external type 1, E2 - O5PF external type 2, E — EGP
i - I5-I5, L1 - I5-IS5 lewel-l, L2 - I5-IS5 lewvel-2, ia - I5-I5 inter area
¥ — rcandidate default, U - per—user static route, o — QDR
P - periodic downloaded static route
Fateway of last resort is not set
10.3.0.0/32 is subnetted, 1 subnets
c 10.10.10.10 is directly connected, Loopbackd
172.31.0.0/30 is subnetted, 2 subnets
c 172.31.21.0 is directly connected, Serial2/0
c 172.31.232.0 is directly connected, Seriali/s0
152 .1€8.4.0,/32 is subnetted, 1 subnets
] 152.1€2.4.1 [110/3591] wia 172.31.23.Z2, 00:15:52, Serial3ys0
1%2_.1€2.5.0,/32 is subnetted, 1 subnets
] 1%2.1€8.5.1 [110/391] wia 172.31.23.2, 00:15:52, Serial3ys0
152 .1€8.6.0,/32 is subnetted, 1 subnets
] 152.1€8.€.1 [110/391] wia 172.31.23.2, 00:15:52, Serial3ys0
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BUENOSAIRES enable
BUENOSATRESfshow ip route
Codes: C - comnected, 5 - static, I - IGRP, R — RIP, M - mobkile, B - BGP
I - EIGRP, EX - EIGRP external, O — 05FPF, IA - OS5PF inter area
N1 - OSPF NS55L external type 1, M2 - OS5PF NS55R external type 2
El - OS5PF external type 1, E2 - O5PF external type 2, E — EGP
i - I5-I5, L1 - I5-I5 lewvel-l, L2 - I5-I5 level-2, ia - I5-I5 inter area
* - pcandidate default, U - per-user static route, o — QDR
P - periodic downloaded static route

Fateway of last resort is not set

10.0.0.0,/32 is subnetted, 1 subnets

o 10.19.10.10 [110/9501]1 wia 172.31.23.1, 00:02:3%, Serial3ysa
172.31.0.0/30 is subnetted, 2 subnets

] 172.31.21.0 [110/1%000] wia 172.31.23.1, 00:15:14, Serial3y 0
c 172.31.23.0 is directly connected, Serial3;0

c 152 .168.4_.0/24 is directly connected, Loopbackd

c 152 _.168.5.0/24 is directly connected, Loopbackb

c 1521628 _.6.0/24 is directly connected, Loopkacké

BUENOSATRES§|

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el
costo de cada interface

INTERFACE BOGOTA

Seriald/s0/0 is up, line protococl is up
Internet address is 172.31.21.1/24, Lrea 0O
Process ID 1, Bouter ID 1.1.1.1, Wetwork Type POINT-TO-POINT, Cost: 5500

INTERFACE MIAMI

MIZMIfshow ip ospf interface

Serial2/0 is up, line protocol is up
Internet address is 172.31.21.2/30, Area 0O
Process ID 1, Router ID 5.5.5.5, WNetwork Type PBOINT-TO-POINT, Cost: 35500

Serial3/s0 is up, line protocol is up
Internet address is 172.31.23_.1,/30, RArea 0O
Process ID 1, Router ID 5.5.5.5, Hetwork Type POINT-TO-POINT, Cost: S500

Loopkbackd is up, line protococl is up
Internet address is 10.10.10.10/32, Area 0
Process ID 1, Router ID 5.5.5.5, MNetwork Type LOODFBRACE, Cost: 1

INTERFACE BUENOS AIRES

BUENOSAIRESfshow ip ospf interface

Serial3/0 is up, line protocol is up
Internet address is 172.31.23_2/30, Area 0O
Process ID 1, BRouter ID 2.3.8.8, MNetwork Type POINTI-TO-POINT, Cost: 9500
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SUpPress nello IOr U Nelgnoor(s)
Loopback4 is up, line protocol is up
Internet address is 152 .1€28.4.1/724, Area 0
Process ID 1, Router ID 8.2.8.8, Network Type LOOPBRCE, Cost: 1
Loopback interface is treated as a stub Host
Loopbackt is up, line protocol is up
Internet address is 152 .1€2.5.1/24, Area 0
Process ID 1, Router ID 8.2.8.8, MNetwork Type LOOPBRACE, Cost: 1
Loopback interface is treated as a stub Host
Loopbacké is up, line protocol is up
Internet address is 152 . 1€8.&€.1/24, Area 0
Process ID 1, Router ID 8.2.8.8, HNetwork Type LOOPBRCE, Cost: H

e Visualizar el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada router.

F

.

FPhy=ical Config CLI

I0S Command Line Interface

shutdown

!

router ospf 1

router—-id 1.1.1.1
log-adjacency—-changes
passive—-interface GigakitEthernetd/ /0
network 19%2.1€2.%5%.0 0.0.0.255 area 0O
network 172.31.21.0 0.0.0.3 area 0

& piami _

Phy=ical Config CLI

I05 Command Line Interface

shutdown

1

router ospf 1

router—id 5.5.5.5
log-adjacency-changes
passive-interface FastEthernetl/0
network 172.31.21.0 0.0.0.3 area 0
network 205_.1€5.200.224 0.0.0.7 area 0
network 172.31.23.0 0.0.0.3 area 0
network 10.10.10.10 0.0.0.0 area 0

| & BUENOS AIRES =
Physical Config CLI

I10S Command Line Interface

i router ospf 1
router—-id 2.8.8.8
log-adjacency-changes

network 172.31.23.0 0.0.0.3 area 0
network 152_1€8.
network 152_1€8.
network 152_1€8.

.
[}
=]
o
=]

oo
L]
L]
::‘.
L]
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3. Configurar VLANS, Puertos troncales, puertos de acceso,
encapsulamiento, Inter-VLAN Routing y Seguridad en los Switches
acorde a la topologia de red establecida.

Configuracion de VLANs en switches:

S1#config t

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#vlan 30
S1(config-vlan)#name Administracion
S1(config-vlan)#exit

S1(config)#vlan 40
S1(config-vlan)#name Mercadeo
S1(config-vlan)#exit

S1(config)#vlan 200
S1(config-vlan)#name Mantenimiento
S1(config-vlan)#

S1(config)#int gi0/2
S1(config-if)y#switchport mode trunk

S1(config-if)#exit

S1(config)#int fa0/1
S1(config-if)#switchport mode access
S1(config-if)#switchport access vlan 30
S1(config-if)#

S1(config)#int fa0/3
S1(config-if)y#switchport mode trunk
S1(config-if)#switchport trunk native vlan 1

S1(config)#enable secret cisco
S1(config)#line console 0
S1(config-line)#password class
S1(config-line)#login

S1(config-line)#line vty 0 15
S1(config-line)#password class
S1(config-line)#login

S1(config-line)#service password-encryption

S3>enable

S3#config t

S3(config)#int fa0/3
S3(config-if)#switchport mode trunk
S3(config-if)#switchport trunk native vlan 1
S3(config)#vlan 30

S3(config-vlan)#name Administracion



45

S3(config-vlan)#exit

S3(config)#vlan 40
S3(config-vlan)#name Mercadeo
S3(config-vlan)#exit

S3(config)#vlan 200
S3(config-vlan)#name Mantenimiento
S3(config-vlan)#exit

S3(config)#int fa0/1
S3(config-if)#switchport mode access
S3(config-if)#switchport access vlan 40
S3(config-if)#exit

S3(config)#

S3(config)#enable secret cisco
S3(config)#line console 0
S3(config-line)#password class
S3(config-line)#login

S3(config-line)#line vty 0 15
S3(config-line)#password class
S3(config-line)#login

S3(config-line)#service password-encryption
S3(config)#exit

Encapsulamiento:

BOGOTA(config-subify#encapsulation dotlg 30
BOGOTA(config-subif)#ip add 192.168.30.1 255.255.255.0
BOGOTA(config-subif)#int g0/0.2

BOGOTA(config-subif)#
BOGOTA(config-subif)#encapsulation dotlqg 40
BOGOTA(config-subif)#ip add 192.168.40.1 255.255.255.0
BOGOTA(config-subif)#exit
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Slrenakle
Slgshow wlan brief

VLAN Hame Status Borts

1 default actiwve Fald/2, Fal/3, Falsf4, Fals5h
Fal/&, Fal/7, Fadsg, Falss
Fald/10, Fal/1ll, FaO/12, Fad/1l3
Fal/s14, Fal/l5, Fal/le, Fad/s1l7
Fal/sl2, Fal/l%, Fal/20, Fads21
Fal/22, Fal/23, Fal/24, Gigld/sl

30 Administracion actiwve Fald/1
40 Mercadeo actiwve

200 Mantenimiento actiwve
S53renakble

S53¢show vlan brief

VLAN MName Status Ports

1 default actiwve Fal/2, Fal/3, Falf4, Falss
Fal/e, Fal/7, Fadyses, Falss
Fald/s10, Fal/ll, Fal/s12, Fad/s1l3
Fal/14, Fal/1l5, FalO/le, Fad/s17
Fal/l8, Fal/l%, Fal/20, Fad/s21
Fal/s22, Fal/23, Fal0/24, Gigld/sl

30 Administracion actiwve
40 Mercadeo actiwve Fal/s1
200 Mantenimiento actiwve

4. En el Switch 3 deshabilitar DNS lookup
S3(config)#no ip domain-lookup
5. Asignar direcciones IP a los Switches acorde a los lineamientos.

S1(config)#int vian 1
S1(config-if)#ip add 192.168.99.2 255.255.255.0
S1(config-if)#no shut

S1(config-if)#exit

S3(config)#int vlan 1

S3(config-if)#ip add 192.168.99.3 255.255.255.0
S3(config-if)#no shut

S3(config-if)#exit

S3(config)#

6. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.

S1(config)#int range fa0/4-23
S1(config-if-range)#shut

S3(config)#int range fa0/4-24
S3(config-if-range)#shut
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Implemente DHCP and NAT for IPv4
Configurar R1 como servidor DHCP para las VLANs 30y 40.

BOGOTA¢#config t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#ip dhcp pool vlan30
BOGOTA(dhcp-config)#network 192.168.30.0 255.255.255.0
BOGOTA(dhcp-config)#default-router 192.168.30.1
BOGOTA(dhcp-config)#ip dhcp pool vian40
BOGOTA(dhcp-config)#network 192.168.40.0 255.255.255.0
BOGOTA(dhcp-config)#default-router 192.168.40.1
BOGOTA(dhcp-config)#exit

BOGOTA(config)#

Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estaticas.

BOGOTA#config t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.31
BOGOTA(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.32
BOGOTA(config)#exit

& prop — O

Physical Config Desktop Custom Interface

IP Configuration
IP Configuration

®) DHCP (0 static DHCP request successful.

IP Address 192.168.30.33

Subnet Mask 255.255.255.0

Default Gateway 192.168.30.1

DNS Server

IPv6 Configuration
() DHCP (O Auto Config @ Static

IPvE Address | M

Link Local Address |FE80::201:9?FF:FED3:6324

IPv6 Gateway | |

IPv6 DNS Server |
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®

Physical Config Desktop Custom Interface

IP Configuration
IP Configuration

(® DHCP () Static DHCP request successful.

IP Address 192.168.40.42

Subnet Mask 255.255.255.0 {
Default Gateway 192.168.40.1

DNS Server |

IPvE Configuration
(O DHCP (O Auto Config (@ Static

IPvE Address |f‘|

Link Local Address FES0::201:C7FF:FE3C:E458

IPvE Gateway | |
|

IPv6 DNS Server |

Name: ADMINISTRACION
Configurar DHCP pool para DNS-Server: 10.10.10.11
VLAN 30 Domain-Name: ccna-unad.com
Establecer default gateway.

Name: MERCADEO
Configurar DHCP pool para DNS-Server: 10.10.10.11
VLAN 40 Domain-Name: ccna-unad.com
Establecer default gateway.

Ip dhcp pool ADMINISTRACION
Dns-server 10.10.10.11
Default-router 192.168.30.1

Ip dhcp pool MERCADEO 32
Dns-server 10.10.10.11
Default-router 192.168.40.1
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10. Configurar NAT en R2 para permitir que los host puedan salir a internet

MIAMI>enable

MIAMI#config t

Enter configuration commands, one per line. End with CNTL/Z.
MIAMI(config)#int fa0/0

MIAMI(config-if)#ip nat inside

MIAMI(config-if)#int s2/0

MIAMI(config-if)#ip nat outside

MIAMI(config-if)#int s3/0

MIAMI(config-if)#ip nat outside

MIAMI(config-if)#exit

& pc-p — O

FPhysical Config Desktop Custom Interface

r | - | M| P 1
Command Prompt

PC=ping 10.10.10.10
data:

time=1ms
time=lms
time=lms
time=lms

r

times in milli-

Minimm = lms, Maximum = lms, Awver

MIAMTIg#show ip nat translations

Pro Inside globkal Inside local Cutside local futside glokal
icmp 205.1€5.200.225:3710.10.10.10:37 152 .1€58.30.33:37 1532.1€8.30.33:37
icmp 209.1€5.200.225:32810.10.10_.10:38 192 .1€8_.30_33:38 192.1€83.30.23:38
icmp 209.1€5.200.225:3510.10.10.10:39 152 .1€8_30_.33:39 192.1€8.30.33:39
icmp 209.1€5.200.2259:4010.10.10.10:40 152 .168.30.33:40 192.1€23.30.33:40
-—— 205_.1€5.200.22%5 10.10.10.10 - -—=
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11. Configurar al menos dos listas de acceso de tipo estandar a su criterio
en para restringir o permitir trafico desde R1 o R3 hacia R2.

MIAMI(config)#access-list 1 deny 192.168.40.0 0.0.0.255
MIAMI(config)#access-list 1 permit any
MIAMI(config)#int fa0/0

MIAMI(config-if)#ip access-group 1 out
MIAMI(config-if)#exit

MIAMI(config)#

MIAMT (config) faccess-1list 1 deny 1532 _1€8_40.0 0_.0_0_255
MIAMT (config) faccess—-list 1 permit any

MIAMT (config)#int £al,s0

MIAMT (config-if) #ip access-group 1 out

MIAMT (config-if) fexit

MIAMI (config)#

& pC-C — O

Physical Config Desktop Custom Interface

! r 1 e — — [l | o

Command Prompt X

from 17 -21_2: sti -io ost unreachable.
[ Bep from 21, : : unreachable .
from - stination host unreachable.
[ E ] from 17 -21.2: Destination host unreachable.

Ping statistics for 205

Packets: Sent = 4, E st 4 (100% loss),

BOGOTA(config)#access-list 1 deny 172.31.23.0 0.0.0.255
BOGOTA(config)#access-list 1 permit any
BOGOTA(config)#int s0/0/0

BOGOTA(config-if)#ip access-group 1 in
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Bouterrenakble
RBouterfping 192 _1c8_.30_33

Type escape seguence to abort.

Sending 5, 100-byte ICHMP Echos to 152_.162_.30.33, timeout is 2 seconds:
T

Success rate is 0 percent (0/5)

Bouterfping 192 _1&8_40_33

Type escape seguence to abort.

Sending 5, 100-byte ICHMP Echos to 152_.162.40.33, timeout is 2 seconds:
T

Success rate is 0 percent (0/5)

12. Verificar procesos de comunicacion y redireccionamiento de trafico en
los routers mediante el uso de Ping y Traceroute.

& pe.p, — O

| Physical Config Desktop Custom Interface

| [camme | [ | [ a— 1 [

Pinging

Reply

Minimum

Pinging 1

Reply

Reply

Ping
D

Appr
Minimum
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#prc - 0

Physical ~ Config  Desktop  Custom Interface

e g e T | =

& BoGOTA - o ¥

Physical  Config  CLI

10S Command Line Interface

BOGOTAfping 152 _168.5.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.1€8.5.1, timeocut is 2 seconds:

Sucecess rate is 100 percent (5/5), round-trip min/avg/max = 2/15/71 ms

BOCOTREping 152.1eB8.6.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 1%2.1€8.6.1, timeout is 2 seconds:

Sucecess rate is 100 percent (5/5), round-trip minfavg/maxz = 2/5/1¢€ ms
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& pc-a - O

Physical Config Desktop Custom Interface

# pc-a - O

Phys=ical Config Desktop Custom Interface

Command Promp

Tracing route to

1 1 ms
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& pC-C - ]

Phys=ical Config Desktop Custom Interface

o
Eppr
Minimam
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CONCLUSIONES

El desarrollo de la actividad permitioé profundizar en todas las tematicas
estudias en el diplomado CCNA, temas como enrutamiento estatico, DHCP,
NAT, ACL, encapsulamiento PPP, protocolos de enrutamiento RIP Versién 2 y
OSPF asi como la comprension de las distintas topologias de red planteadas
nos permitieron ejercer el componente practico de una manera mas completa y
poner a prueba el conocimiento adquirido; practicas como las propuestas para
la actividad final del diplomado son las que nos ayudan y nos abren mas el
panorama de lo que podemos encontrar como futuros Ingenieros en
Telecomunicaciones.

El diplomado CCNA ayuda a la preparacion de administradores de red a que se
preparen con respecto a la interconexion de redes de computadores y afronten
con la suficiente capacidad los problemas que se presenten y dar soluciones
para cualquier infraestructura de red.
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