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1. INTRODUCCION

La necesidad creciente que las Instituciones de Educacion del mundo estan
enfrentando corresponde a la gran importancia de formar alumnos preparados
para un ambiente de trabajo globalizado y para una sociedad digital. Lo que esta
generado nuevas formas de aprender, enseflar y nuevos ambientes de
aprendizaje.

En este escenario, las instituciones de enseflanza y los educadores cuenta cada
vez mas con las tecnologias digitales para que sus alumnos desarrollen las
competencias, habilidades y actitudes que les permitirAn beneficiarse de esa
abundancia de informaciones, y estar preparados para ser los mejores
profesionales.

Tomado de: https://gblogs.cisco.com/cansac/cisco-para-la-educacion-vision-
general-de-las-soluciones/

El siguiente trabajo final de pruebas de habilidades CCNA del diplomado CISCO
es el consolidado de los conocimientos obtenidos durante el curso, de los
laboratorios realizados y de la interaccién con los compafieros de grupo.

Mediante el software Cisco Packet Tracer realizamos las diferentes topologias
solicitadas por las guias y aplicamos las diferentes configuraciones para el
correcto funcionamiento de las simulaciones.



2. JUSTIFICACION

El presente trabajo de pruebas de habilidades practicas CCNA se enfocara en dar
solucibn a una problematica de configuracion de redes en una empresa
tecnoldgica con sede en diferentes paises. Cada uno de los dispositivos debera
ser configurado y deben estar interconectados entre si. Asi, el presente trabajo
medira las habilidades y conocimientos que se desarrollaron en el trascurso del
diplomado de profundizacion CISCO (Disefio e Implementacion de Soluciones
Integradas LAN / WAN).



3. ESCENARIO 1

DESCRIPCION DE ESCENARIOS PROPUESTOS PARA LA PRUEBA DE
HABILIDADES

pC 7 =
el Copop et Lapoppr PCIL SELECET
Laptop31 Laptop30



Tabla de direccionamiento

g .EI Interfaces Direccion IP Mascara Gateway
administrador de predeterminado
subred
ISP S0/0/0 200.123.211.1 255.255.255.0 N/D
Se0/0/0 200.123.211.2 255.255.255.0 N/D
R1 Se0/1/0 10.0.0.1 255.255.255.252 N/D
Se0/1/1 10.0.0.5 255.255.255.252 N/D
Fa0/0,100 | 192.168.20.1 255.255.255.0 N/D
R2 Fa0/0,200 | 192.168.21.1 255.255.255.0 N/D
Se0/0/0 10.0.0.2 255.255.255.252 | N/D
Se0/0/1 10.0.0.9 255.255.255.252 N/D
Fa0/0 192.168.30.1 255.255.255.0 N/D
R3 2001:db8:130::9C0:80F:301| /64 N/D
Se0/0/0 10.0.0.6 255.255.255.252 | N/D
Se0/0/1 10.0.0.10 255.255.255.252 N/D
SW2 VLAN 100 | N/D N/D N/D
VLAN 200 | N/D N/D N/D
SW3 VLAN1 N/D N/D N/D
PC20 NIC DHCP DHCP DHCP
PC21 NIC DHCP DHCP DHCP
PC30 NIC DHCP DHCP DHCP
PC31 NIC DHCP DHCP DHCP
Laptop20 NIC DHCP DHCP DHCP
Laptop21 NIC DHCP DHCP DHCP
Laptop30 NIC DHCP DHCP DHCP
Laptop31 NIC DHCP DHCP DHCP




Tabla de asignacion de VLAN y de puertos

Dispositivo VLAN Nombre Interfaz
SW2 100 LAPTOPS Fa0/2-3
SW2 200 DESTOPS Fa0/4-5
SW3 1 - Todas las interfaces

Tabla de enlaces troncales

Dispositivo local Interfaz local Dispositivo remoto
SW2 Fa0/2-3 100
Situacién

En esta actividad, demostrara y reforzara su capacidad para implementar
NAT, servidor de DHCP, RIPV2 y el routing entre VLAN, incluida la
configuracion de direcciones IP, las VLAN, los enlaces troncales y las
subinterfaces. Todas las pruebas de alcance deben realizarse a través de
ping Unicamente.

Descripcion de las actividades - Creacion de lared (topologia)

~
=] \ ——J . ‘T]ii

(o)
1841
ISP

pinmm—/ 7 )
PC-PT R2

Labtop-PT Tl

Laptop20 5 Laptop-PT
Laptop21 Laptop-PT

Laptop30 Laptop31 PC31

Server0



3.1SW1 VLAN Yy las asignaciones de puertos de VLAN deben cumplir con
la tabla 1.

S2>enable

S2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S2(config)#vlan 100

S2(config-vlan)#name LAPTOPS
S2(config-vlan)#exit

S2(config)#vlan 200

S2(config-vlan)#name DESKTOPS
S2(config-vlan)#exit

S2(config)#interface range fa0/2 - 3
S2(config-if-range)# switchport mode trunk
S2(config-if-range)#switchport trunk native vian 100
S2(config-if-range)#no shutdown
S2(config-if-range)#exit

S2(config)#interface range fa0/4 — 5
S2(config-if-range)#port access vlan 200
S2(config-if-range)#no shutdown

S2(config-if-range)#exit
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3.1.1 Habilitar el Puerto fa0/1 como troncal para la transmision
de datos en las VLANS

S2(config)#interface fa0/1
S2(config-if)#switchport mode trunk

B sw2 - a x

Physical Config CLI Attributes

105 Command Line Interface

Fan/21 =~
Fad/22, Fal/23,

Fal/20,

Fal/24

100 LRPTOPS

200 DESTCPS

1002 fddi-default

1003 token-ring-default
1004 fddinet-default
1005 trnet-default

actiwve
active

Fai/z,
Fai/4,

Fad/3
Fal/5
active
active
active
active

VLEN Type SRID
Transl Trans2

Ringlo BridgeNo S5tp BrdgMode

1 enet 100001 1500 - - - - -
a a
100 enet
o] 1}
200  enet
a a
1002 £ddi
a a
1003 tr
a a
——More—— hd

100100 1500 - - - - -

100200 1500 - - - - -
101002 1500 - - - - -

101003 1500 - - - - -

Ctrl+F6 to exit CLI focus Copy Faste

P w3 — O X

Phiysical Config CLI Attributes

105 Command Line Interface

WitchEshow vI1an

VLAN Name

Ports

1 default
Fal/3, Fal/4

Fa0/7, Fa0/8
Fa0/11,

Fai/15s,

Fai/13,

Fal/12

Fal/l&€

Fal/20

Fa0/1,

Fai/s,

Fa0/9,

Fai/13,

Fad/17,

Fao/zil,

Fa0/2,

Fai/€,

Fao/lo,

Fai/l4,

Fao/1s,

Fan/2z,

Fa0/23, FaOl/24

1002 fddi-default

1003 token-ring-default
1004 fddinet-default
1005 trnet-default

active
active
active
active

VLAN Type SRID
Transl Trans2

MTU Parent

Ringlo BridgelNo Stp

BrdgMode

Cirl +F6 to exit CLI focus Paste
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3.2Los puertos de red que no se utilizan se deben deshabilitar.

S2>enable

S2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S2(config)#interface range fa0/6 - 22, g0/1 - 2
S2(config-if-range)#shutdown

2
PC21

Laptop20

de Devicej |Fast Forward Time

/

=

]

v

o

Dort
FastEthernet/1
FastEthernetn/2
FastEthernet0/3
FastEthernetn/4
FastEthernet/5
FastEthernetd/&
FastEthernetd/7
FastEthernetd/8
FastEthernetd/9
FastEthernet0,/10
FastEthernet0/11
FastEthernetn,/12
FastEthernet0/13
FastEthernet0,/14
FastEthernetl/15
FastEthernet0/16
FastEthernetd/17
FastEthernet0/18
FastEthernetl/19
FastEthernetd/20
FastEthernetld/21
FastEthernetd/22
FastEthernetl/23
FastEtherneti/24
Vlanl

Hostname: Switch

Physical Location:

v, I"tn'l-n .- .
= ——_I___ =T

s - FEN
Link VLAN IP Address MAC Address

Up - -= 0001 .4232 . 4601

e 100 - 0001 .4232 4602

Up 100 -= 0001 .4232 4603

e 200 - 0001 .4232 4604

Up 200 -= 0001 .4232 . 4605

Down 1 - 0001 .4232 4606

Down 1 -= 0001 .4232 . 4607

Down 1 - 0001 .4232 4608

Down 1 -= 0001 .4232 4609

Down 1 - 0001 . 4232 4604

Down 1 -= 0001 .4232 460B

Down 1 - 0001 .4232 460C

Down 1 -= 0001 .4232 . 4600

Down 1 - 0001 .4232 460E

Down 1 -= 0001 .4232  460F

Down 1 - 0001 .4232 4610

Down 1 -= 0001 .4232 . 4611

Down 1 - 0001 .4232 4612

Down 1 -= 0001.4232.4613

Down 1 -= 0001 . 4232 4614

Down 1 -= 0001.4232.4615

Down 1 -= 0001 . 4232 4616

Down 1 -= 0001.4232.4617

Down 1 -= 0001 . 4232 4618

Down 1 <not set> 0001.3765.35ED

Intercity, Home City, Corporate Office, Main Wiring Closet

12



3.3Lainformacion de direccién IP R1, R2 y R3 debe cumplir con la tabla 1.

3.3.1 Configuracion IP en ISP

ISP>enable

ISP#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#interface 100

ISP(config-if)#

%LINK-5-CHANGED: Interface LoopbackO, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface LoopbackO,
changed state to up

ISP (config-if)#ip address 192.31.7.1 255.255.255.0
ISP (config-if)y#no shutdown
ISP(config-if)#end

3.3.2 Configuracion IP en R1

R1>enable

R1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#interface s0/0/0

R1(config-if)#ip address 200.123.211.2 255.255.255.0
R1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
R1(config-if)#

R1(config-if)#exit

R1(config)#interface s0/1/0

R1(config-if)#ip address 10.0.0.1 255.255.255.252
R1(config-if)#no shutdown

13



%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
R1(config-if)#exit

R1(config)#inetrface s0/1/1

R1(config)#interface s0/1/1

R1(config-if)#ip address 10.0.0.5 255.255.255.252
R1(config-if)#no shutdown

Ly — O *

Physical Config (ol Attributes

GLOBAL SerialD,’DfU
Seftings Port Status On

Algorithm Settings Duplex Full Duplex

ROUTING Clock Rate 2000000 et

Static IP Configuration
RIP IP Address 200,123.211.2
SWITCHING Subniet Mask 255.255.255.0
WVLAN Database
- INTERFACE Tx Ring Limit 10

GigabitEthernet0/0
GigabitEthernetd/1

Serial0/0/0

Serialo/o/1

Serial0/1/0

Serial0/1/1

Equivalent 105 Commands

Routers -~
Bouterfconfigure terminal
Enter configuration commands, one per line. End with CHNTL/Z.
Router (config) ginterface Serialld/s0/ 0
Bouter (config-if) § W

[ Top

14



L

Physical

Config oI

Attributes

GLOBAL
Settings
Algorithm Settings
ROUTING
Static
RIP
SWITCHING
WVLAN Database
INTERFACE
GigabitEthernetd/0
GigabitEthernetd/1
Serial0/0/0
Serial0/0/1

[ serialo/i/o

Serial0/1/1

Fort Status

Duplex

Clock Rate
1P Configuration
IP Address
Subnet Mask

Tx Ring Limit

Seriald /10

Full Duplex
1200

[ on

10.0.0.1

255,255,255.252

Equivalent I0S Commands

Bouter (config) #interface Seriald/0/0
Router (config-if) ¢

Router|
Router |
Router |

config-if) dexit
config) #interface Seriald/1/0
config-if) #

[ Top

Ly

Physical Config

01

Attributes

GLOBAL
Settings
Algorithm Settings
ROUTING
Static
RIP

Port Status
Duplesx
Clock Rate
IP Configuration

IP Address

SWITCHING
VLAN Database
INTERFACE
GigabitEthernet0/0
GigabitEthernet/1
Serial0/0/0
Serial0/0/1
Serial0/1/0

Subnet Mask

Tx Ring Limit

[ Serialo/i/1 |

Serialof1/1

Full Duplex
1200

On

10.0.0.5

255,255,255,252

Equivalent I0S Commands

Router
Router
Bouter
Router

({config) #interface SeriallsLl/ 0
{config-if) ¢

{config-if) gexit

(config) ginterface Seriald/1/1

Router (config-if) §

1 Top
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3.3.3 Configuracién IP en R2

R1>enable

R1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#interface s0/0/0

R2(config-if)#ip address 10.0.0.2 255.255.255.252
R2(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
R2(config-if)#exit

R2(config)#interface s0/0/

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0,
changedstate to up

R2(config)#interface s0/0/1

R2(config-if)#ip address 10.0.0.9 255.255.255.252
R2(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
R2(config)#interface fa0/0.100
R2(config-subif)#encapsulation dot1Q 100
R2(config-subif)#ip address 192.168.20.1 255.255.255.0
R2(config-subif)#interface fa0/0.200
R2(config-subif)#encapsulation dot1Q 200
R2(config-subif)#ip address 192.168.21.1 255.255.255.0
R2(config-subif)#exit

R2(config)#interface fa0/0

R2(config-if)#no shutdown

16



L — O
Physical Config (i Attributes
GLOBAL SeriaIDfD,"D
Settings Port Status on
Algorithm Settings Duplex Full Duplex
ROUTING Clock Rate 2000000 &
Static IP Configuration
RIF IP Address 10,0.0.2
SWITCHING Subniet Mask 255.255.255.252
WVLAN Database
INTERFACE
- - Tx Ring Limit 10
GigabitEthernet0/0
GigabitEthernetd/1
Serial0/0/0
Serial0/0/1
Serial0/1/0
Serial0/1/1
Equivalent I05 Commands
Router (config) #interface GigabitEthernetd/s1 ~
Router (config-if) ¢
RBouter (config-if) #exit
Router (config) #interface Seriall/0/0
Router (config-if) g W
L ¥ — O
Physical ~ Config ~ CLI  Attributes
GLOBAL SerialDfOfl
Settings Port Status on
Algorithm Settings Duplex Full Duplex
ROUTING Clock Rate 1200 &
Static IP Configuration
RIP IP Address 10.0.0.9
SWITCHING Subret Mask 255.255.255.252
VLAN Database
INTERFACE
- - Tx Ring Limit 10
GigabitEthernetd/0
GigabitEthernetd/1
Serial0,/0/0
[ Serial0/0/1 |
Serial0/1/0
Serial0/1/1
Equivalent I0S Commands
Router (config) ginterface Seriall/0/0 ~
Router (config-if)d
Router (config-if)#exit
Bouter (config) #interface Serialld/0/1
W

Router (config-if)#

17




3.3.4 Configuracién IP en R3

R3>enable

R3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#unicast routing-ipv6

R3(config)#ipv6 unicast-routing

R3(config)#end

R3#

%SYS-5-CONFIG_I: Configured from console by console

R3# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#interface fa0/0

R3(config-if)#ip address 192.168.30.1 255.255.255.0
R3(config-if)#ipv6 address 2001:db8:130::9C0:80F:301/64
R3(config-if)#no shutdown

R3(config)#interface s0/0/0

R3(config-if)#ip address 10.0.0.6 255.255.255.252
R3(config-if)#no shutdown

R3(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
R3(config-if)#interface s0/0/1

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0,
changedstate to up

R3(config-if)#ip address 10.0.0.10 255.255.255.252
R3(config-if)#no shutdown

18



3.4Laptop20, Laptop21, PC20, PC21, Laptop30, Laptop31, PC30y
PC31 deben obtener informacion IPv4 del servidor DHCP.

¥ pcao — m| %

Physical Config Desktop Programming Attributes

[P Configuration

IP Configuration
(® DHCP DHCP failed. APIPA is being used.

IP Address

Subnet Mask

Default Gateway
DNS Server 0.0.0.0

IPv6 Configuration

) DHCP () Auto Config (@) static

IPvE Address ‘ | ‘

Link Local Address ‘FEBD::ZQD:ZLFF:FEED:SDSA

IPvG Gateway ‘

IPv6 DNS Server \

[Top

P ey - m} *

Physical Config Desktop Programming Attributes

IP Configuration

(®) DHCP O static
TP Address 169.254.140.199

Subnet Mask 255

Default Gateway 0.0.0.0

DMS Server 0.0.0.0

IPv6 Configuration

() DHCP () Auto Config @ Static

IPvE Address | ‘ ! |

Link Local Address |FE80::ZUZ: 17FF:FESEI8CCT

|
|
IPvE Gateway | ‘
|

IPv& DNS Server [

[Top

19



¥ | aptop20 - O X

Physical Config Desktop Programming Attributes

IP Configuration
(® DHCP

1P Address
Subnet Mask

Default Gateway

DNS Server

IPv6 Configuration

() DHCP (O Auto Config (®) Static

IPv6 Address ‘ | / |

Link Local Address ‘FESD::ZQD:ZLFF:FEZC:SSES

IPV6 Gateway \

TP DS Server \

Mra—

B Laptop21 — [m| X

Physical ~ Config ~ Desktop  Programming  Attributes

1P Configuration
(® DHCP

IP Address

Subnet Mask

Default Gateway

DMS Server 0.0.0.0

IPv6 Configuration
O DHeP O Auto Config (@) Static

IPv6 Address | | |

IPvG Gateway |

|
Link Local Address |Fes0::203:E4FF:FEB2: TDAD |
|
|

TPV DS Server [

20



¥ pcao - m} *

Physical Config Desktop Programming Attributes

IP Configuration
(® DHCP

1P Address

Subnet Mask
Default Gateway 0.0.0.0

DNS Server

IPv6 Configuration

() pHcp () Auto Config (®) Static

IPvE Address ‘

Link Local Address ‘ FES80:: 2D0:FFFF:FE43:B000

|
|
IPV6 Gateway \ |
|

TP DNS Server \

O Top

B pcn - m| *

Physical Config Desktop Programming Attributes

IP Configuration
@ DHCP O Static

IP Address 169.254.226.152
Subnet Mask

Default Gateway

DNS Server

IPw6 Configuration
() DHCP () Auto Config (@) static

IPvG Address | | |

Link Local Address | FEB0:: 209: 7CFF:FE0S:E298

|
|
IPuE Gateway | |
|

IPy6 DNS Server [

[ Tap

21



¥ |aptop30 - O >

Physical Config Desktop Programming Attributes

IP Configuration

(®) DHCP () static

IP Address 169.254.80.54
Subnet Mask. 255.255.0.0
Default Gateway 0.0.0.0

DNS Server

IPv6 Configuration

O pHCP () Auto Config (® Static

[PvE Address | | / |

Link Local Address |FE80::206:2AFF:FE?B:5036

[Pv6 Gateway [

[Pv6 DN Server [

O Top

¥ Laptop3 - O x

Physical Config Desktop Programming Attributes

IP Configuration
(® DHCP

1P Address

Subnet Mask
Default Gateway 0.0.0.0

DNS Server

IPv6 Configuration
() DHCP (O Auto Config (®) Static

IPv6 Address | | |

Link Local Address | FEB80:: 201:C7FF:FE40:D047

|
|
IPV6 Gateway [ |
|

IPv6 DS Server [

[ Top
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3.5R1 debe realizar una NAT con sobrecarga sobre una direccién
IPv4 puablica. Asegurese de que todos los terminales pueden
comunicarse con Internet publica (haga ping a la direcciéon ISP) y
la lista de acceso estandar se llama INSIDE-DEVS.

3.5.1 Creamos la lista de control de acceso usando el comando Access-
list

R1>enable

R1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip access-list standard INSIDE-DEVS
R1(config-std-nacl)#permit 192.168.20.0 0.0.1.255
R1(config-std-nacl)#end

3.5.2 NAT con sobrecarga

R1>enable

R1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#nat inside source list 1 interface serial 0/0/0 overload
R1(config)#interface s0/1/0

R2(config-if)#ip nat inside

R1(config)#interface s0/0/0

R2(config-if)#ip nat outside
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3.6R1 debe tener una ruta estatica predeterminada al ISP que se
configurd yque incluye esa ruta en el dominio RIPv2.

R1>enable

R1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip route 0.0.0.0 0.0.0.0 10.0.0.1

R1(config)#router rip

R1(config-router)#version 2

R1(config-router)#network 200.123.211.0
R1(config-router)#network 10.0.0.1

R1(config-router)#network 10.0.0.5

R1(config-router)#end

3.7R2 es un servidor de DHCP para los dispositivos conectados al puerto
FastEthernet0/0.

R2>enable

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#ip dhcp excluded-address 192.168.20.1
R2(config)#ip dhcp excluded-address 192.168.21.1
R2(config)#ip dhcp pool fa0/0.100
R2(dhcp-config)#network 192.168.20.0 255.255.255.0
R2(dhcp-config)#default-router 192.168.20.1
R2(dhcp-config)#dns-server 200.123.211.1
R2(dhcp-config)#exit

R2(config)#ip dhcp pool fa0/0.200
R2(dhcp-config)#network 192.168.21.0 255.255.255.0
R2(dhcp-config)#default-router 192.168.21.1
R2(dhcp-config)#dns-server 200.123.211.1
R2(dhcp-config)#
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3.8R2 debe, ademas de enrutamiento a otras partes de la red, ruta entre
las VLAN 100 y 200.

¥ Rz — O 4

Physical Config CLI Attributes

105 Command Line Interface

Router (dhep-config) #dns A
% Incomplete command.

Bouter (dhep-—config) #dns—server 0.0.0.0

Bouter (dhep-config) fexit

Bouter (config) #int wlan 100

Router (config-if)#

(LINE-5-CHRNEED: Interface Vlanldd, changed state to up

Router (config-if) #int wvlan 100

Bouter (config-if) §ip address 192 _1€8.20.1 255.255.255.0
% 192.1€8.20.0 owverlaps with GigakitEthernetd/0

Bouter (config-if) gexit

Bouter (config) #int wlan 200

Bouter (config-if) ¢

(LINE-5-CHRNEED: Interface Vlanl2ld, changed state to up

Router (config-if) #int wvlan 200

Bouter (config-if) g§ip address 192 _1€8.21.1 255.255.255.0
% 192.1€8.21.0 owverlaps with GigakitEthernetd/1l

Bouter (config-if) gexit

Bouter (config) gend

Routerg

%5Y5-5-CONFIz I: Configured from comnsole by console

Routerg hd

Ctrl+F6 to exit CLI focus Copy Paste

[ ] Top
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3.9El Servidor0 es sd6lo un servidor IPv6 y solo debe ser accesibles para
los dispositivos en R3 (ping).

3.10

B serverd - m} x

Physical Config Services Desktop Programming Attributes

IP Configuration

IP Configuration

(®) DHCP () static DHCP failed. APTPA is being used.

IP Address 169.254. 130.180

Subnet Mask 255,255.0.0

Default Gateway

DMS Server
IPvE Configuration
() DHCP (®) Auto Config () static

IPvE Address

Link Local Address FEB0::2D0:D3FF:FEB5:8264

IPvE Gateway

IPvE DNS Server

[ Top

La NIC instalado en direcciones IPv4 e IPv6 de Laptop30,

de Laptop3l, de PC30 y obligacion de configurados PC31
simultaneas (dual-stack). Las direcciones se deben configurar
mediante DHCP y DHCPV6.

¥ pcao — m} k4

Physical Config Desktop Programming Attributes

[P Configuration

IP Configuration

(® DHCP () Static
IP Address
Subnet Mask
Default Gateway

DNS Server

IPv6 Configuration
() DHCP (® Auto Config () static

IPvE Address

Link Local Address FEB0:: 2D0:FFFF:FE43:B090

IPvG Gateway

IPw6 DNS Server

[ Top

26



¥ pca

Physical Config

Attributes

IP Configuration

(® DHCP

1P Address
Subnet Mask
Default Gateway
DNS Server

IPv6 Configuration
() bHCP

IPvE Address

Link Local Address
IPv Gateway

IPvE DNS Server

(® Auto Config () static

FEB0::209: 7CFF:FE09:E298

O Top
¥ Laptop3n

Physical Config

Attributes

1P Configuration
(®) DHCP

IP Address
Subnet Mask
Default Gateway
DNS Server

IPvE Configuration
() DHCP

IPv6 Address

Link Local Address
IPvE Gateway

IPv6 DNS Server

(®) Auto Config () static

FE80::206: 2AFF:FE/B: 5036

[ Top
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¥ Laptop3t - O X

Physical Config Desktop Programming Attributes

[IP Configuration

IP Configuration
(® DHCP () Static

IP Address

Subnet Mask

Default Gateway

DNS Server 0.0.0.0

IPv6 Configuration

() DHCP (@ Auto Config () static
[Pv6 Address

Link Local Address FEB0::20 1:C7FF:FE40:D047

IPv6 Gateway

IPw6 DNS Server

3.11 Lainterfaz FastEthernet 0/0 del R3 también deben tener
direcciones IPv4 e IPv6 configuradas (dual- stack).

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ipv6 unicast-routing

Router(config)#int g0/0

Router(config-if)#ipv6 enable

Router(config-if)#ip address 192.168.30.1 255.255.255.0
Router(config-if)#ipv6 address 2001:db8:130::9C0:80F:301/64
Router(config-if)#no shutdown

Router(config-if)#
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3.12 R1,R2yR3intercamb
version 2.

ian informacién de routing mediante RIP

Ly - O X
Physical Config CLI Attributes
105 Command Line Interface
Lal
SLINEFROTO-5-UPDOWN: Line protocol on Interface Serialls1/0,
changed state to up
Routerrenable
Routerfconfigure terminal
Enter configuration commands, one per line. End with CHTIL/Z.
Router (config) $router rip
Router (config-router) g¢version 2
Router (config-router) #network 10.0.0.0
Router (config-router) #network 10.0.0.8
Router (config-router) #do show ip route connected
c 10.0.0.0/20 4is directly comnected, Seriall/s1/0
c 10.0.0.4/30 is directly connected, Serial0/ 171
c 200.122.211.0/24 is directly comnnected, Seriald/0/0
Router (config-router) §end
Bouterg
%5YS-5-CONFIG_I: Configured from console by console
Routergwr
Building configuration...
[CK]
Rcuterﬂl hd
Ctrl+F6 to exit CLI focus Copy Paste
[ Top
LY - O x
Physical Config CLI Attributes
105 Command Line Interface
L]
SLINEPROTCO-5-UPDOWN: Line protocol on Interface Serialds0/0,
changed state to up
Router>enakle
Routerfconfigure terminal
Enter configuration commands, one per line. End with CNIL/Z.
Router {config) $router rip
Bouter (config-router) #version 2
Router (config-router) dnetwork 10.0.0.0
Bouter (config-router) #network 10.0.0.8
Router (config-router) #do show ip route connected
C 10.0.0.0/30 is directly connected, Seriald/0/0
c 10.0.0.8/230 is directly connected, Seriald/0/1
c 192.1%23_.20.0/24 is directly connected, GigabitEthernet0/0
Router (config-router) fend
Routerg
%5YS-5-CONFIC_I: Configured from console by console
Routerfwr
Building configuration...
[DKE]
Rcuter#l W
Cirl+F6 to exit CLI focus Copy Paste
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LE - O b4

Physical Caonfig CLI Attributes

105 Command Line Interface

M

SLINEPROTO-5-UPDOWHN: Line protocol on Interface Seriald/o0/0,
changed state to up

Router>ENBBLE

BEouterfconfigure terminal

Enter configuration commands, one per line. End with CHIL/Z.
Router{config)frouter rip

Router ({config-router) §version 2

BEouter (config-router) §do show ip route connected

C 10.0.0.4/20 4is directly connected, Seriald/0/0

c 10.0.0.8/30 is directly connected, Serial0/o/1

c 192.1€8.30.0/24 is directly connected, GigabitEthernet0d/0
Router (config-router) fnetwork 10.0.0.0

Bouter (config-router) fnetwork 10.0.0_4

Router (config-router) fend

Routerf

%5YS-5-CONFIGC_I: Configured from conscle by console

Routergwr

Building configuration. ..

[OKE]

Routerd h
Ctrl+F6 to exit CLI focus Copy Paste

3.13 R1, R2y R3 deben saber sobre las rutas de cada uno y la ruta
predeterminada desde R1.

¥ r1 - | X

Physical Config LT Attributes

GLOBAL
Settings

RIP Routing (v2)
Netwark |

Algorithm Settings
ROUTING
Static

RIP 10.0.0.0
SWITCHING
VLAN Database
INTERFACE
GigabitEthernet0/0
GigabitEthernet0/1
Serial0/0/0
Serial0/0/1
Serial0/1/0
Serial0/1/1

Add

MNetwork Address

200,123.211.0

Remaove

Equivalent I0S Commands

Enter configuration commands, one per line. End with CNIL/Z. -
Router (config) router rip

Router (config-router)

%55¥Y5-5-CONFIG I: Configured from console by console
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¥ 2

Physical ~ Config ~ CLI  Atfributes

Global Settings

GLOBAL
Settings
Algorithm Settings
ROUTING Display Mame |R2
Static Hostriame [Router
RIP MVRAM Erase
SWITCHING
VLAN Database Startup Config Load...
INTERFACE Running Config | Expert...

GigabitEthernetd/0
GigabitEthernetd/1
Serial0/0/0
Serial0,/0/1
Serial0/1/0
Serial0/1/1

Save

Export...

Merge...

Equivalent I0S Commands

e e L s
[CE]

Routerg

Router#configure terminal

Enter configuration commands, one per line.
Boutericonfigifrouter rip

End with CNTIL/Z.

¥ g3

Physical Config CLI Attributes

E Network
Algorithm Settings

GLOBAL RIF Routing (v2)

Add

ROUTING
Static
RIP 10.0.0.0
SWITCHING
WLAN Database
INTERFACE
GigabitEthernet0/0
GigabitEthernetd/1
Serial0/0/0
Serial0/0/1

Metwork Address

200,123.211.0

Seriald/1/0
Serial0/1/1

Equivalent I05 Commands

Remove

Routerfconfigure terminal

Enter configuration commands, one per line.
Router (config) §router rip

Router (config-router) fnetwork 200.123.211.0
Router {config-router) ¢

End with CHNTL/Z.
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3.14  Verifique la conectividad. Todos los terminales deben poder
hacer ping entre siy a la direccion IP del ISP. Los terminales bajo
el R3 deberian poder hacer IPv6-ping entre ellos y el servidor.

Ping PC 3

h

Reply
Reply

Reply
Reply

o Fh My

Ping statistics for 200.123.211.1:
Packets: Sent = 4, Received = 4, st = 0 (0% loss)
Approximate round trip times in milli-seconds:

Minimum = Zms, Maximum = 7ms, Average = 3ms

’

Ping Laptop

acket Tracer PC Command Line 1.0
\*ping 200.123.211.1

Reply 2123.2%1:

Reply : -1: by time=9ms
time=2ms
time=2ms

200.123.21
Received 4
ximate round trip times in milli-seconds:

r

Minimum = 2Zms, Maximum = 9ms, Average = 3ms
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Ping IPV6

32 bytes of data:

Reply fro - 3 2 :€3FF: 85: s time=45ms TT
Reply :DB¢ 30:0:201:€3FF:-FECS: - time<lms

Reply ) . ) t€3 :FE time<lms TTL
Reply ) 2001 :DB¢ 30:0:-201:6: :FECS5:EASS: 32 time<lms

Ping statistics yr 2001:D)
Packets: 4, Receiv
Approximate round trip times in milli-seconds:

’

Minimum = Oms, Maximum = 45ms, Average llms

Conectividad con ISP

C:\*ping 200.123.211.1

Pinging 200.123.211.1 with

Reply from 200.123.211.1:
Reply from 200.123_.211.1:
Reply from 200.123.211.1: b 32 time=IZms
Reply from 200.123.211.1: bytes . time=2Zms

Resultados de simulaciéon

PDU List Window

Fire Last Status Source Destination Type Color Time(sec) Periodic Mum Edit Delete
<@ Successful Laptop31 Serverd ICMP 0.000 M 1] (edit)
<@ Successful Laptop30 Serverd ICMP . 0.000 M 1 (edit)
3 Successful PC30 ServerQ ICMP . 0.000 N 2 (edit)
<@ Successful PC31 Serverd ICMP 0.000 M 3 (edit)
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4. ESCENARIO

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Miami, Bogota y Buenos Aires, en donde el estudiante sera el administrador de la
red, el cual debera configurar e interconectar entre si cada uno de los dispositivos
gue forman parte del escenario, acorde con los lineamientos establecidos para el
direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman
parte de la topologia de red.

l VLAN Direccionamiento Nombre

nte rnet 30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo
200 192.168.200.0/24 Mantenimiento

172.31.21.0/30

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

Buenos Aires

192.168.99.3
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4.1 Configuraremos el direccionamiento IP acorde con la topologia de red
para cada uno de los dispositivos que forman parte del escenario
propuesto.

ROUTER 1: BOGOTA

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup
Router(config)#hostname R1

R1(config)#enable secret class

R1(config)#line console O
R1(config-line)#password cisco
R1(config-line)#login

R1(config-line)#exit

R1(config)#line vty 0 4

R1(config-line)#password cisco
R1(config-line)#login

R1(config-line)#exit

R1(config)#service password-encryption
R1(config)#banner motd $Acceso no Autorizado$
R1(config)#int s0/0/0

R1(config-if)#desciption Coneccion a R2
R1(config-if)#ip address 172.31.21.1 255.255.255.252
R1(config-if)#clock rate 128000

R1(config-if)#no shutdown

ROUTER 2: MIAMI
Router>enable
Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup
Router(config)#hostname R2
R2(config)#enable secret class
R2(config)#line console 0
R2(config-line)#password cisco
R2(config-line)#login
R2(config-line)#exit
R2(config)#line vty 0 4
R2(config-line)#password cisco
R2(config-line)#login
R2(config-line)#exit
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R2(config)#service password-encryption
R2(config)#banner motd $Acceso no Autorizado$
R2(config)#int s0/0/1

R2(config-if)#description coneccion a R1
R2(config-if)#ip address 172.31.21.2 255.255.255.252
R2(config-if)#no shutdown

R2(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to up

R2(config-if)#exit

R2(config)#int s0/0/0

R2(config-if)#ip address 172.31.23.1 255.255.255.252
R2(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
R2(config-if)#clock rate 128000

This command applies only to DCE interfaces

R2(config-if)#exit

R2(config)#int g0/0

R2(config-if)#description coneccion a Internet

R2(config-if)#ip address 209.165.200.225 255.255.255.248
R2(config-if)#no shutdown

R2(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

clock rate 128000

N

% Invalid input detected at "' marker.
R2(config-if)#clock rate 128000
N

% Invalid input detected at '~ marker.
R2(config-if)#exit

R2(config)#int g0/1

R2(config-if)#ip address 10.10.10.1 255.255.255.0
R2(config-if)#no shutdown
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ROUTER 3: BUENOS AIRES

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup
Router(config)#hostname R3

R3(config)#enable secret class

R3(config)#line console 0

R3(config-line)#password cisco

R3(config-line)#login

R3(config-line)#exit

R3(config)#line vty 0 4

R3(config-line)#password cisco

R3(config-line)#login

R3(config-line)#exit

R3(config)#service password-encryption
R3(config)#banner motd $Acceso no Autorizado$
R3(config)#int s0/0/1

R3(config-if)#ip address 172.31.23.2 255.255.255.252
R3(config-if)#no shutdown

R3(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

R3(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to up

R3(config-if)#int lo4

R3(config-if)#
%LINK-5-CHANGED: Interface Loopback4, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback4, changed state
to up

R3(config-if)#ip address 192.168.4.1 255.255.255.0
R3(config-if)#no shutdown

R3(config-if)#int 105

R3(config-if)#

%LINK-5-CHANGED: Interface Loopback5, changed state to up
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%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback5, changed state
to up

R3(config-if)#ip address 192.168.5.1 255.255.255.0
R3(config-if)#no shutdown
R3(config-if)#int lo6

R3(config-if)#
%LINK-5-CHANGED: Interface Loopback6, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback6, changed state
to up

R3(config-if)#ip address 192.168.6.1 255.255.255.0
R3(config-if)#no shutdown

R3(config-if)#exit

R3(config)#exit

R3#

%SYS-5-CONFIG_I: Configured from console by console

Switch 1: S1

Switch>enable

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#no ip domain-lookup
S1(config)#hostname S1

S1(config)#enable secret class

S1(config)#line console 0
S1(config-line)#password cisco
S1(config-line)#login

S1(config-line)#exit

S1(config)#line vty 0 4

S1(config-line)#password cisco
S1(config-line)#login

S1(config-line)#exit

S1(config)#service password-encryption
S1(config)#banner motd $Accesso no Autorizado$
S1(config)#exit
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Switch 2: S3
Switch>enable
Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch(config)#no ip domain-lookup
Switch(config)#hostname S3
S3(config)#enable secret class
S3(config)#line console 0
S3(config-line)#password cisco
S3(config-line)#login
S3(config-line)#exit

S3(config)#line vty 0 4
S3(config-line)#password cisco
S3(config-line)#login
S3(config-line)#exit

S3(config)#service password-encryption
S3(config)#banner motd $Accesso no Autorizado$
S3(config)#exit

SERVER: WEB SERVER

? Web Server

Physical Config Services Desktop Programming Attributes

P Configuration

IP Configuration

O pHep @® static

IP Address [10.10.10.10 |
Subnet Mask | 255.255,255.0 |
Default Gateway |10.10.10.1 |
DNS Server 0.0.0.0 |

IPv6 Configuration
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PC: INTERNET PC

B |INTERNET PC — O X

Physical Config Desktop Programming Attributes

[P Configuration

IP Configuration

O pHep ® Static

IP Address 209, 165.200.229 |
Subnet Mask | 255.255.255. 24 |
Default Gateway | 209. 165.200.225 |
DNS Server [0.0.0.0 |

IPv6 Configuration

M nuro (Y Aikn Canfin (@ Static

PC1: PC A

B pca - O b4

Physical Config Desktop Programming Attributes

IP Configuration

IP Configuration
(®) DHCP DHCF failed. APIPA is being used.

IF Address

Subnet Mask

Default Gateway

DMS Server 0.0.0.0

TPuf Confinuration

PC2: PCC

Bpcc - O b

Physical Config Desktop Programming Attributes

[P Configuration

IP Configuration

(® DHCP () static Requesting IP Address
IP Address

Subnet Mask

Default Gateway

DNS Server

IPv6 Configuration

40




4.2 Configuraremos el protocolo de enrutamiento OSPFv2 para todos los router
del escenario bajo los siguientes criterios:

OSPFv2 area 0

Configuration Item or Task Specification
Router ID R1 1111
Router ID R2 5.5.5.5
Router ID R3 8.8.8.8

Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para enlaces
seriales en 256 Kb/s

Ajustar el costo en la métrica de S0/0 a 9500

Router ID R1

R1(config)#router ospf 1

R1(config-router)#router-id 1.1.1.1
R1(config-router)#network 172.31.21.0 0.0.0.3 area O
R1(config-router)#network 192.168.30.0 0.0.0.255 area 0
R1(config-router)#network 192.168.40.0 0.0.0.255 area 0
R1(config-router)#network 192.168.200.0 0.0.0.255 area 0
R1(config-router)#exit

R1(config)#interface Serial0/0/0

R1(config-if)#exit

R1(config)#int sO/0/0

R1(config-if)#bandwidth 256

R1(config-if)#ip ospf cost 9500

R1(config-if)#exit
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Router ID R2

R2(config)#router ospf 1

R2(config-router)#router-id 5.5.5.5

R2(config-router)#network 172.31.21.0 0.0.0.3 area O

R2(config-router)#

07:10:20: %OSPF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on Serial0/0/1 from
LOADING to FULL, Loading Done

R2(config-router)#network 172.31.23.0 0.0.0.3 area 0
R2(config-router)#network 172.31.23.0 0.0.0.3 area 0
R2(config-router)#network 10.10.10.0 0.0.0.255 area O
R2(config-router)#exit

R2(config)#router ospf 1

R2(config-router)#int s0/0/0

R2(config-if)#bandwidth 256

R2(config-if)#int s0/0/1

R2(config-if)#bandwidth 256

R2(config-if)#ip ospf cost 9500

R2(config-if)#no shutdown

R2(config)#router ospf 1

R2(config-router)#passive-interface g0/1
R2(config-router)#auto-cost reference-bandwidth 1000

% OSPF: Reference bandwidth is changed.

Please ensure reference bandwidth is consistent across all routers.

Router ID R3

R3(config)#router ospf 1

R3(config-router)#router-id 8.8.8.8

R3(config-router)#network 172.31.23.0 0.0.0.3 area 0

07:37:07: %OSPF-5-ADJCHG: Process 1, Nbr 5.5.5.5 on Serial0/0/1 from
LOADING to FULL, Loading Done

R3(config-router)#network 192.168.4.1 0.0.0.255 area 0
R3(config-router)#network 192.168.5.1 0.0.0.255 area 0
R3(config-router)#network 192.168.6.1 0.0.0.255 area O
R3(config-router)#int s0/0/1

R3(config-if)#bandwidth 256

R3(config-if)#ip ospf cost 9500

R3(config-if)#exit
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Verificar la informacion de OSPF

¢ Visualizar tablas de enrutamiento y routers conectados por OSPFv2

Aplicamos el comando “show ip ospf neighbor”

Rlfshow ip ospf neighbor

Neighbor ID Pri State Dead Time 2ddress
Interface

5.5.5.5 a FULLS - 00:-00:31 172.31.21.2
Seri=l0/0/0

Blg

RZgshow ip ospf neighbor

Neighbor ID Eri State Dead Time Lddress
Interface

g.8.8.8 a FULLYS - 00-00:38 172.31.23.2
Seri=l0/ 040

1.1.1.1 a FULLS - 00:-00:35%5 172.31.21.1
Seri=ld/ 0,1

RIE

BE3gshow ip ospf neighbor

Neighbor ID Pri State Dead Time Zddress
Interface

5.5.5.5 u] FULL, - 00:00:33 172.31.23.1
Seri=loysOr 1

R3g
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Visualizar lista resumida de interfaces por OSPF en donde se ilustre el
costo de cada interface

Aplicamos el comando “show ip ospf interface”

R1

Rlfshow ip ospf interfacﬂ

Seri=ld /0 0 is up, line protocol is up
Internet address is 172.31_21.1/30, Area 0
Process ID 1, RBouter ID 1.1.1.1, MNetwork Type BOINT-TO-BOINT,
Cost: 9500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0
No designated router on this network
No backup designated router on this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40,
Retransmit 5
Hello due in 00:00:00
Index 171, flood gueuese length 0O
Wext Qx0(0)/0x0{0)
Last flood scan length is 1, maximmm is 1
Last flood scan time is 0 msec, maximum is 0 maec
Neighbor Count is 1 , Adjacent neighbor count is 1
2djacent with neighbor 5.5.5.5
Suppress hello for 0 neighbori(s)
Rlf

R2

BZfshow ip ospf interface

S5eri=ld/0/ 1 is up, line protocol is up

Internet address iz 172_.31_21_.2/30, Area 0

Process ID 1, Bouter ID 5.5.5.5, MNetwork Type BOINT-TO-BOINT,
Cost: 9500

Transmit Delay is 1 sec, State POINT-TO-POINT, Pricrity 0O

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40,
BEetranamit &

Hello due in 00:00:08

Index 1/1, flood gueue length 0

Hext 0x0(0)/0x0(0)

Last flood scan length is 1, maximim is 1

Last flood scan time is 0 msec, maximim is 0 msec

Neighbor Count is 1 , Adjacent neighbor count is 1

2djacent with neighbor 1.1.1.1

Suppress hello for 0 neighbor(s)
S5eri=ld/0/0 is up, line protocol is up

Internet address iz 172.31_23.1/30, Rrea 0

Process ID 1, Bouter ID 5.5.5.5, Network Type PBOINT-TO-BOINT,
Cost: 47

Tranamit Delay is 1 sec, State BOINT-TO-POINT, Priocrity 0O

No designated router on this network

No backup designated router on this network

——More——
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R3

RE3gshow ip ospf interface

S5erield/0/1 is up, line protocol is up
Internet address is 172.31.23.Z/30, Area 0O
Process ID 1, Router ID 8.8.8.8, Network Type BOINI-TO-POINT,
Cost: 5500
Transmit Delay is 1 sec, State POINT-TO-BOINT, Priority 0O
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40,
Fetransmit 5
Hello due in 00:00:09
Index 1/1, flood gqueue length 0
Next 0x0({0) /0x0(0)
Last flood scan length is 1, maximam is 1
Last flood scan time is 0 moec, maximam is 0 maec
Neighbor Count is 1 , Adjacent neighbor count is 1
2djacent with neighbor 5.5.5.5
Suppress hello for 0 neighbkor(s)
Loopback4 is up, line protococl is up
Internet address is 13Z.1€8.4_.1/24, RArea 0
Process ID 1, BRouter ID 2.8.8.8, MNetwork Type LOOPBACE, Cost: 1
Loopback interface is treated as a stubk Host
Loopbackd is up, line protocol is up
Internet address is 13Z2.1€8.5.1/24, Area 0
--Hore—-

Visualizar el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada router.

Aplicamos el comando “show ip protocols”

R1

Rlfshow ip protocols

Bouting Protocol is "oapf 1™
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Bouter ID 1.1.1.1
Number of areas in this router is 1. 1 normal 0 stuk 0 nssa
Maximim path: 4
Bouting for MNetworks:
172.31.21.0 0.0.0.3 area 0O
182.1e8.30.0 0.0.0.255 area 0
1532.1658.40.0 0.0.0.255 area 0
192.1€8.200.0 0.0.0.255 area 0
Bouting Information Sources:

Gateway Distance Last Update
1.1.1.1 110 00:04:Z8
5.5.5.5 110 00:1%:01
8.8.8.8 110 00:14:50

Distance: {(default is 110)
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R2

BZfshow ip protocols

Fouting Protocol is "ospf 1™
Cutgoing update filter list for all interfaces i3 not set
Incoming update filter list for all interfaces is not set
Router ID 5.5.5.5
Humber of areas in this router is 1. 1 normal 0 stubk 0 nssa
Maximim path: 4
Bouting for MHetworks:
172.31.21.0 0.0.0.3 area 0
172.31.23.0 0.0.0.3 area 0
10.10.10.0 0.0.0.255 area 0O
Passiwve Interface(s):
GigabitEthernetld/1
Bouting Information Sources:

Fateway Distance Last Update

1.1.1.1 1140 00:08:32

5.5.5.5 110 00:21:05

g2.8.8.8 110 00:1€:53
Digstance: (default is 110)

R3

RE3gshow ip protocols

Bouting Protocol is "ogspf 1™
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Fouter ID B.8.8.8
Number of areas in this router is 1. 1 normal 0 stubk 0 nssa
Maximm path: 4
Bouting for MNetworks:
172.31.23.0 0.0.0.3
192.168.4.0 0.0.0.255 area 0
1532 .1&e8.5.0 0.0.0.2
1532 .1e8.&6.0 0.0.0.2Z55 area 0
Routing Information Sources:

Fateway Distance Last Update
1.1.1.1 110 00:07:13
5.5.5.5 110 00:21:4%¢
g.8.8.8 110 00:17:35

Distance: (default is 110)
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Aplicamos el comando “show ip route ospf”

R1

Rlfshow ip route ospf

10.0.0.0/24 is subnetted, 1 subnets
o 10.10.10.0 [110/9510] wvwia 17Z2.31.21.2, 00:34:45,
Seri=l0s0/0

172.31.0.0/1¢ is wvarisbly subnetted, 32 subnets, 2 masks
] 172.31.23.0 [110/10147] wi= 1T7Z.31.21.Z, 0O0:34:55,
Seri=l0s0/0

192 . 168.4_.0/32 is subnetted, 1 subnets
] 13z2.1e8.4.1 [110/10148] wia 1lTZ2.31.21.2, 00:22:52Z,
Seri=l0/sa 0

192 . 168.5.0/32 i3 subnetted, 1 subnets
o 13z .1&e8.5.1 [110/10148] wie 1T7Z.31.21.Z, 00:2Z:18,
Serial0ys0/0

1532 .1€8.6.0,/32 is submnetted, 1 subnets
o 13z .1e8.6.1 [110/10148] wi= 1T7Z2.31.21.Z, 00:21:5Z,
Seri=l0s0/0
Rlf
R2
REZfshow ip route ospf

19Z_.168.4_0/32 is subnetted, 1 subnets
O 1532 .1e8.4.1 [110/€48] wvia 172.31.23.2Z, 00:24:2%5,
Serial0ys0s0

182 .168.5.0/32 is subnetted, 1 subnets
O 1532 .168.5.1 [110/€4B] wvwia 172.31.23.Z, 00:23:55,
Seri=l0s0/0

182 . 168.6_.0/32 is subnetted, 1 subnets
o 13z2.1e8.6.1 [110/€4B] wia 172.31.23.2, 00:23:28,
Seri=l0sSO 0
Rz
R3
BE3gshow ip route ospf

10.0.0.0/24 is subnetted, 1 subnets
] 10.10.10.0 [110/9510] wia 17Z2.31.Z3.1, 00:2Z3:1¢,
Serialds 071

172.31_.0.0/16 is wariabkly subnetted, 3 subnets, Z masks
] 172.31.21.0 [110/1%000] wis 1TZ2.31.23.1, 00:23:1¢,
Seri=l0 071
B3g
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4.3 Configurar las VLANS, los Puertos troncales, los puertos de acceso, el
encapsulamiento, la Inter-VLAN Routing y Seguridad en los Switches
acorde a la topologia de red establecida.

VLAN S1

S1(config)#vlan 30

S1(config-vlan)#name Administracion

S1(config-vlan)#vlan 40

S1(config-vlan)#name Mercadeo

S1(config-vlan)#vlan 200

S1(config-vlan)#name Mantenimiento

S1(config-vlan)#int vlan 200

S1(config-if)#

%LINK-5-CHANGED: Interface VIan200, changed state to up

S1(config-if)#ip address 192.168.200.2 255.255.255.0
S1(config-if)y#no shutdown

S1(config-if)#ip default-gateway 192.168.200.1
S1(config)#int f0/3

S1(config-if)#switchport mode trunk

S1(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed
state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface VIan200, changed state to
up

S1(config-if)#switchport trunk native vlan 1
S1(config-if)#int f0/24

S1(config-if)#switchport mode trunk
S1(config-if)#switchport trunk native vlan 1
S1(config-if)#int range fa0/1-2, fa0/4-23, g1/1-2
interface range not validated - command rejected
S1(config)#int range f0/1-2, f0/4-23, g1/1-2
interface range not validated - command rejected
S1(config)#exit

S1#

%SYS-5-CONFIG_I: Configured from console by console
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S1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#int fa0/1

S1(config-if)#switchport mode access

S1(config-if)#switchport access vlan 30

S1(config-if)#

VLAN S3

S3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#interface GigabitEthernet0/1

S3(config-if)#exit

S3(config)#vlan 30

S3(config-vlan)#name Administracion

S3(config-vlan)#vlan 40

S3(config-vlan)#name Mercadeo

S3(config-vlan)#vlan 200

S3(config-vlan)#name Mantenimiento

S3(config-vlan)#int vian 200

S3(config-if)#

%LINK-5-CHANGED: Interface VIan200, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan200, changed state to
up

S3(config-if)#ip address 192.168.200.2 255.255.255.0
S3(config-if)y#no shutdown

S3(config-if)#exit

S3(config)#ip default-gateway 192.168.200.1

S3(config)#int vian 40

S3(config-if)#

%LINK-5-CHANGED: Interface VIan40, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan40, changed state to
up

S3(config-if)#ip address 192.168.40.3 255.255.255.0
S3(config-if)#no shutdown

S3(config-if)#exit

S3(config)#ip default-gateway 192.168.40.1
S3(config)#int fa0/3

S3(config-if)#switchport mode trunk
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S3(config-if)#switchport trunk native vlan 1
S3(config-if)#exit

S3(config)#int fa0/1
S3(config-if)#switchport mode access
S3(config-if)#switchport access vian 40
S3(config-if)#exit

R1 ENCAPSULACION

R1(config)#int g0/1.30

R1(config-subif)#description Administracion LAN
R1(config-subif)#encapsulation dotlg 30
R1(config-subif)#ip address 192.168.30.1 255.255.255.252
R1(config-subif)#int g0/1.40

R1(config-subif)#description Mercadeo LAN
R1(config-subif)#encapsulation dotlqg 40
R1(config-subif)#ip address 192.168.40.1 255.255.255.0
R1(config-subif)#int g0/1.30

R1(config-subif)#ip address 192.168.30.1 255.255.255.0
R1(config-subif)#exit

R1(config)#int g0/1.200

R1(config-subif)#description Mantenimiento LAN
R1(config-subif)#encapsulation dotlq 200
R1(config-subif)#ip address 192.168.200.1 255.255.255.0
R1(config-subif)#exit

R1(config-router)#passive-interface g0/1
R1(config-router)#passive-interface g0/1.30
R1(config-router)#passive-interface g0/1.40
R1(config-router)#passive-interface g0/1.200
R1(config-router)# auto-cost reference-bandwidth 1000

R1(config)#int sO/0/0

R1(config-if)#bandwidth 256
R1(config-if)#exit
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4.4En el Switch 3 deshabilitar DNS lookup

Aplicamos el comando “no ip domain-lookup”
53 ({config) #no ip domain-lockup
53 (config) g

4.5 Asignar direcciones IP a los Switches acorde a los lineamientos.

S1

S1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#vlan 30

S1(config-vlan)#name Administracion
S1(config-vlan)#exit

S1(config)#vlan 40

S1(config-vlan)#name Mercadeo
S1(config-vlan)#vlan 200

S1(config-vlan)#name Mantenimiento
S1(config-vlan)#exit

S1(config)#int vlan 200

S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if)#exit

S1(config)#ip default-gateway 192.168.99.1
S1(config)#exit

S3

S3(config)#vlan 30

S3(config-vlan)#name Administracion
S3(config-vlan)#exit

S3(config)#vlan 40

S3(config-vlan)#name Mercadeo
S3(config-vlan)#vlan 200
S3(config-vlan)#name Mantenimiento
S3(config-vlan)#exit

S3(config)#int vlan 200

S3(config-if)#ip address 192.168.99.3 255.255.255.0
S3(config-if)#exit

S3(config)#ip default-gateway 192.168.99.1
S3(config)#exit
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4.6 Desactivar todas las interfaces que no sean utilizadas en el esquema de
red.

S1

S1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#int fO/3

S1(config-if)y#switchport mode trunk
S1(config-if)#switchport trunk native vlian 1
S1(config-if)#int range fa0/1-2, fa0/4-23, g0/1-2
S1(config-if-range)#switchport mode access
S1(config-if-range)#interface fa0O/1
S1(config-if)#switchport mode access
S1(config-if)#switchport access vlan 30
S1(config-if)#exit

S3

S3(config)#int fa0/3

S3(config-if)y#switchport mode trunk
S3(config-if)#switchport trunk native vlan 1
S3(config-if)#int range fa0/1-2, fa0/4-23, g0/1-2
S3(config-if-range)#switchport mode access
S3(config-if-range)#interface fa0O/1
S3(config-if)#switchport access vian 40
S3(config-if)#int range fa0/1-2, fa0/4-23, g0/1-2
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4.7 Implement DHCP and NAT for IPv4

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#interface Serial0/0/0

R2(config-if)#exit

R2(config)#user webuser privilege 15 secret cisco12345
R2(config)#ip nat inside source static 10.10.10.10 209.165.200.229
R2(config)#int g0/0

R2(config-if)#ip nat outside

R2(config-if)#int g0/1

R2(config-if)#ip nat inside

R2(config-if)#exit

R2(config)#access-list 1 permit 192.168.30.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.40.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.4.0 0.0.3.255
R2(config)#ip nat pool INTERNET 209.165.200.225 209.165.200.229 netmask
255.255.255.248

4.8 Configurar R1 como servidor DHCP para las VLANs 30 y 40.

R1(config)#ip dhcp pool vlan30
R1(dhcp-config)#network 192.168.30.0 255.255.255.0
R1(dhcp-config)#default-router 192.168.30.1
R1(dhcp-config)#ip dhcp pool vian40
R1(dhcp-config)#network 192.168.40.0 255.255.255.0
R1(dhcp-config)#default-router 192.168.40.1
R1(dhcp-config)#ip dhcp pool vian200
R1(dhcp-config)#network 192.168.200.0 255.255.255.0
R1(dhcp-config)#default-router 192.168.200.1
R1(dhcp-config)#exit
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4.9 Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estaticas.

Name: ADMINISTRACION
Configurar DHCP pool para VLAN | DNS-Server: 10.10.10.11

30 Domain-Name: ccna-unad.com
Establecer default gateway.

Name: MERCADEO
Configurar DHCP pool para DNS-Server: 10.10.10.11
VLAN 40 Domain-Name: ccna-unad.com
Establecer default gateway.

R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
R1(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30
R1(config)#ip dhcp pool Administracion
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#domain-name ccna-unad.com

N

% Invalid input detected at ' marker.
R1(dhcp-config)#default-router 192.168.30.1
R1(dhcp-config)#network 192.168.30.0 255.255.255.0
R1(dhcp-config)#

R1(dhcp-config)#ip dhcp pool Mercadeo
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#domain-name ccna-unad.com
N

% Invalid input detected at "' marker.
R1(dhcp-config)#default-router 192.168.40.1
R1(dhcp-config)#network 192.168.40.0 255.255.255.0
R1(dhcp-config)#

4.10 Configurar NAT en R2 para permitir que los host puedan salir a
internet

R2(config)#user webuser privilege 15 secret cisco12345
R2(config)#ip nat inside source static 10.10.10.10 209.165.200.229
R2(config)#int g0/0

R2(config-if)#ip nat outside

R2(config-if)#int g0/1

R2(config-if)#ip nat inside

R2(config-if)#exit
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4.11 Configurar al menos dos listas de acceso de tipo estandar a su
criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#access-list 1 permit 192.168.30.0 0.0.0.255

R2(config)#access-list 1 permit 192.168.40.0 0.0.0.255

R2(config)#access-list 1 permit 192.168.4.0 0.0.3.255

R2(config)#access-list 1 permit 192.168.4.0 0.0.0.255

R2(config)#ip nat pool INTERNET 209.165.200.225 200.165.200.228 netmask
255.255.255.148

%Pool INTERNET mask 255.255.255.148 too small; should be at least 0.0.0.0
%Start and end addresses on different subnets

R2(config)#ip nat pool INTERNET 209.165.200.225 200.165.200.228 netmask
255.255.255.248

%Pool INTERNET mask 255.255.255.248 too small; should be at least 0.0.0.0
%Start and end addresses on different subnets

R2(config)#ip access-list standard ADMIN123

R2(config-std-nacl)#permit host 172.31.21.1

R2(config-std-nacl)#

4.12 Configurar al menos dos listas de acceso de tipo extendido o
nombradas a su criterio en para restringir o permitir tréfico desde R1 o R3
hacia R2.

R2#wr

Building configuration...

[OK]

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#access-list 101 permit tcp any host 209.168.200.229 eq www
R2(config)#
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4.13 Verificar procesos de comunicacion y redireccionamiento de trafico
en los routers mediante el uso de Ping y Traceroute.

¥ R - O X

Physical Config CLI Attributes

10S Command Line Interface

B E A

Success rate is 80 percent (4/5), round-trip min/avg/max = 0 1

ms

Rlgping 192.1€8.40.31

Type escape seguence to

Sending 5, 100-byte ICMP to 152.1€8.40.31, timeout is 2

seconds:

80 percent (4/5), round-trip min/avg/max = 0/0/0

Rlgtraceroute 152 _1€8.40.31

Type escape seguence to abort

Tracing the route to 152.1€8.40.31

1 msec 1 msec

Type escape seguence to

Sending 5, 1l00-byte ICMP 205.1€5.200.230, timeout is 2

seconds

IBREN]

Success rate is 100 percent , round-trip min/avg/max = 1/2/¢€

ms

R1lg v
¥ pc-C = O X

Physical Config Desktop Programming Attributes

Reply £
Reply fr
Reply £

W W ww

Ping statist 0 230:
Packets: ed = 4, Lost
o in milli-seconds
2ms, Average = lms
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Physical

Reply £

Reply
Reply
Reply

Config Desktop Programming Attributes

bytes=
bytes=
bytes=32
bytes=32

£

Ping statistics for
Packets: Sent = Received

Approximate trip times in milli-seconds:

Minimum = lms, Maximum = 4ms, Ax

(0% loss),
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5. CONCLUSION

% Se logro identificar, conectar y configurar cada uno de los dispositivos que

hacen parte de las topologias exigidas en los dos escenarios de las
pruebas de habilidades. Logrando afianzar los conocimientos previos
obtenidos durante el curso de CISCO.

Se comprendieron y aplicaron los distintos protocolos requeridos para la
configuracion y conectividad de todos los dispositivos, logrando su correcto
funcionamiento en el ambiente de Cisco Packet Tracer.

Mediante la solucion de los escenarios desarrolle las destrezas y
habilidades adquiridas en el transcurso del programa académico. Logre
aplicar la configuracibn adecuada a cada dispositivo e implemente
correctamente los protocolos que se utilizan en el software Cisco Packet
Tracer.
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