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GLOSARIO

ANCHO DE BANDA: Capacidad de transmisién de una red
DIRECCION IP: Identificacion determinada de una red externa o interna
DIRECCION IP DINAMICA: Direccién IP temporal asignada a un DHCP.
DIRECCION IP ESTATICA: Direccién IP fija asignada a dispositivo

ETHERNET: Protocolo que especifica la forma en que se colocan los datos en un
medio de transmision comun.

GATEWAY: Dispositivo de una red que sirve de acceso a otra

HOSTS: indicador en un sistema identificando red, servidores de acceso y rosters.
RAM: Memoria volatil de un dispositivo

ROM: Memoria no volatil de un dispositivo

VLSM: mascara de subred de longitud variable.

PAQUETE: informacién que se usa como control con los datos del usuario.

RIP: Protocolo de informacién para el conteo de saltos de enrutamiento.

PROTOCOLO: ruta que marca y muestra el camino de la informacién que
ejecutara un proceso en la red.

NVRAM: Memoria de acceso aleatorio queque guarda diferentes contenidos

WAN: Red de comunicacion de datos que sirve a los usuarios dentro de un area
geograficamente extensa

LAN: Red de area local instaladas en multiples ubicaciones.

ROUTER: Dispositivo que envia paquetes desde una red a otra
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RESUMEN

En el desarrollo de este trabajo se realizan ejercicios propios sobre el estudio y
profundizacién de las tecnologias CCNA, se desarrollan dos tareas asignadas
definidas como escenarios, trabajando los diferentes temas propuestos y
estudiados en el curso.
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1 INTRODUCCION

Se pretende realizar el proceso de ejecucion de tareas vistas en el desarrollo de la
materia, tales como: la configuracién de diferentes dispositivos usados en los
trabajos de Networking, estudiando el modelo OSI, la arquitectura TCP/IP y el uso
de recursos. Ademas de conocer las diferentes herramientas en funcién de los

protocolos y servicios.

Para lo cual se identifican y solucionan problemas relacionados a las subredes y
direccionamientos de las identificaciones IP, para poder hacerlo se realiza el uso
de comandos aprendidos y estudiados, se ejecutan las debidas configuraciones
resolviendo los problemas establecidos, esto para garantizar la trasmision de
datos en los enlaces, suiches, dispositivos y rutas de informacién, se da solucion a
los diferentes escenarios usando las debidas técnicas de enrutamiento con el uso

de comandos para el trafico en las interfaces.

Finalmente se procede a documentar los diferentes procesos y protocolos exigidos
en la configuracion de cada uno de los dispositivos, ademas de mostrar las etapas

realizadas durante su desarrollo, concluyendo la verificacidon de conectividad.
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2.1

2 OBJETIVOS

OBJETIVO GENERAL
Dar soluciéon a los ejercicios designados como escenarios, usando los
diferentes métodos de tecnologias CCNA, proponiendo en su desarrollo los

temas estudiados en el curso.

2.2 OBJETIVOS ESPECIFICOS

Se realizaran las debidas configuraciones de los dispositivos usado, la
arquitectura TCP/IP

Se ejecutaran los diferentes comandos y protocolos para resolver las
configuraciones y problemas establecidos

Se usaran temas de enrutamiento dinamico, protocolos OSPF y DHCP para
poder hacer las diferentes configuraciones entre ciudades

Se configurara los diferentes puertos ademas de realizar el
encapsulamiento

Se generara la seguridad en los Switches acorde a la topologia solicitada
Se realizara la configuraciéon NAT permitiendo la salida a internet

Se verificara procesos de comunicacion y redireccionamiento de trafico

Se usara el protocolo RIP como enrutamiento ademas usando el

encapsulamiento PPP y su debida autenticacién
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3 DESCRIPCION DEL ESCENARIO 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin,
en donde el estudiante sera el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos
de enrutamiento y demas aspectos que forman parte de la topologia de red.

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin,
en donde el estudiante sera el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos

de enrutamiento y demas aspectos que forman parte de la topologia de red.

FETPAY

MEDELLIN
Mm 172 8.6.8'1'3) 03.10.2200/0

20172204 /%

llustracion 1. Topologia escenario 1
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Este escenario plantea el uso de RIP como protocolo de enrutamiento,
considerando que se tendran rutas por defecto redistribuidas; asimismo, habilitar

el encapsulamiento PPP y su autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red

LAN y a los routers 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.
Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.
Como trabajo inicial se debe realizar lo siguiente.

. Realizar las rutinas de diagndstico y dejar los equipos listos para su

configuracion (asignar nombres de equipos, asignar claves de seguridad, etc).
. Realizar la conexion fisica de los equipos con base en la topologia de red

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.

Parte 1: Configuracion del enrutamiento

a Configurar el enrutamiento en la red usando el protocolo RIP version 2,

declare la red principal, desactive la sumarizacion automatica.

b. Los routers Bogotal y Medellin deberan afadir a su configuracion de
enrutamiento una ruta por defecto hacia el ISP y, a su vez, redistribuirla dentro de

las publicaciones de RIP.

C. El router ISP debera tener una ruta estatica dirigida hacia cada red interna

de Bogota y Medellin para el caso se sumarizan las subredes de cada uno a/22.

Parte 2: Tabla de Enrutamiento.

a Verificar la tabla de enrutamiento en cada uno de los routers para

comprobar las redes y sus rutas.

b. Verificar el balanceo de carga que presentan los routers.

17



C. Obsérvese en los routers Bogotal y Medellin1 cierta similitud por su
ubicacion, por tener dos enlaces de conexidon hacia otro router y por la ruta por

defecto que manejan.

d. Los routers Medellin2 y Bogota2 también presentan redes conectadas

directamente y recibidas mediante RIP.

e. Las tablas de los routers restantes deben permitir visualizar rutas

redundantes para el caso de la ruta por defecto.

f El router ISP solo debe indicar sus rutas estaticas adicionales a las

directamente conectadas.

Parte 3: Deshabilitar la propagacion del protocolo RIP.

a. Para no propagar las publicaciones por interfaces que no lo requieran se
debe deshabilitar la propagacion del protocolo RIP, en la siguiente tabla se indican

las interfaces de cada router que no necesitan desactivacion.

ROUTER INTERFAZ

Bogotal SERIALO/0/1; SERIALO/1/0; SERIALO/1/1
Bogota2 SERIALO/0/0; SERIALO/0/1

Bogota3 SERIALO/0/0; SERIALO/0/1; SERIALO/1/0
Medellin1 SERIALO/0/0; SERIALO/0/1; SERIALO/1/1
Medellin2 SERIAL0/0/0; SERIALO/0/1

Medellin3 SERIAL0/0/0; SERIALO/0/1; SERIAL0/1/0
ISP No lo requiere

Parte 4: Verificacion del protocolo RIP.

a Verificar y documentar las opciones de enrutamiento configuradas en los
routers, como el passive interface para la conexion hacia el ISP, la version de RIP

y las interfaces que participan de la publicacién entre otros datos.
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b. Verificar y documentar la base de datos de RIP de cada router, donde se
informa de manera detallada de todas las rutas hacia cada red.

Parte 5: Configurar encapsulamiento y autenticacion PPP.

a Segun la topologia se requiere que el enlace Medellin1 con ISP sea

configurado con autenticacion PAT.

b. El enlace Bogota1 con ISP se debe configurar con autenticacién CHAT.

Parte 6: Configuracion de PAT.

a En la topologia, si se activa NAT en cada equipo de salida (Bogotal y
Medellin1), los routers internos de una ciudad no podran llegar hasta los routers
internos en el otro extremo, sélo existira comunicacion hasta los routers Bogota1,
ISP y Medellin1.

b. Después de verificar lo indicado en el paso anterior proceda a configurar el
NAT en el router Medellin1. Compruebe que la traduccion de direcciones indique
las interfaces de entrada y de salida. Al realizar una prueba de ping, la direccion
debe ser traducida automaticamente a la direccion de la interfaz serial 0/1/0 del

router Medellin1, como diferente puerto.

C Proceda a configurar el NAT en el router Bogota1. Compruebe que la
traduccion de direcciones indique las interfaces de entrada y de salida. Al realizar
una prueba de ping, la direccibn debe ser traducida automaticamente a la

direccion de la interfaz serial 0/1/0 del router Bogota1, cémo diferente puerto.

Parte 7: Configuracion del servicio DHCP.

a Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser

el servidor DHCP para ambas redes Lan.
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b. El router Medellin3 debera habilitar el paso de los mensajes broadcast

hacia la IP del router Medellin2.

C. Configurar la red Bogota2 y Bogota3 donde el router Medellin2 debe ser el

servidor DHCP para ambas redes Lan.

d. Configure el router Bogota1 para que habilite el paso de los mensajes

Broadcast hacia la IP del router BogotaZ2.

3.1 DESARROLLO ESCENARIO 1

Set Tiled Background

N /
W

< | m_
Time: 01:26:40 | Power Cycle Devices Fast Forward Time

= alva] vl o] vafea| el calva i
#AgeFe | [merovimue]

Fire  Last Status Source  Destination Type  Color Time(sec) Periodic Num

Copper Cross-Over

llustracion 2. Desarrollo de la topologia escenario 1

3.1.1 CONFIGURACION DEL DIRECCIONAMIENTO

3.1.2 CONFIGURACION DEL ISP

Router>enable
Router#cof term

AN
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% Invalid input detected at "' marker.

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0

Router(config-if)#ip address 209.17.220.1 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
Router(config-if)#int s0/0/1

Router(config-if)#ip address 209.17.220.5 255.255.255.252
Router(config-if)#

Router#

%SYS-5-CONFIG_I: Configured from console by console

Router#clock rate 4000000

N

% Invalid input detected at "' marker.
Router#int s0/0/1

N

% Invalid input detected at "' marker.

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/1

Router(config-if)#ip address 209.17.220.5 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Router(config-if)#

Router#

%SYS-5-CONFIG_I: Configured from console by console

3.1.3 CONFIGURACION MEDELLIN 1

Router>ENABLE

Router#CONF TERM

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s/0/0/0

N

% Invalid input detected at "~ marker.

Router(config)#int s0/0/0
Router(config-if)#ip address 209.17.220.2 255.255.252
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% Invalid input detected at "' marker.
Router(config-if)#ip address 209.17.220.2 255.255.255.252
Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

Router(config-if)#int s0/0/1

Router(config-if)#ip address 172.29.6.1 255.255.255.252
Router(config-if)#clock rate 4000000
Router(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Router(config-if)#int s/1/0
N

% Invalid input detected at '~ marker.
Router(config-if)#int s0/1/0

Router(config-if)#ip address 172.29.6.9 255.255.255.252
Router(config-if)#clock rate 4000000
Router(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
Router(config-if)#int s/0/1/1
N

% Invalid input detected at '~ marker.
Router(config-if)#int s0/1/1

Router(config-if)#ip address 172.29.6.13 255.255.255.252
Router(config-if)#clock rate 4000000
Router(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
Router(config-if)#

3.1.4 CONFIGURACION MEDELLIN 2

Router>ENABLE

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s/0/0/0

N
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% Invalid input detected at "' marker.
Router(config)#s/0/0/0
N

% Invalid input detected at "*" marker.
Router(config)#s0/0/0
N

% Invalid input detected at "' marker.
Router(config)#int s0/0/0

Router(config-if)#ip address 172.29.6.2 255.255.252
N

% Invalid input detected at "*'" marker.
Router(config-if)#ip address 172.29.6.2 255.255.255.252
Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

Router(config-if)#int s0/0/1

Router(config-if)#ip address 172.29.6.5 255.255.255.252
Router(config-if)#clock rate 4000000
Router(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Router(config-if)#int g0/0

Router(config-if)#ip address 172.29.4.1 255.255.255.128
Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0, changed state
to up

Router(config-if)#

3.1.5 CONFIGURACION MEDELLIN 3

Router>enable

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0
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Router(config-if)#ip address 172.29.6.10 255.255.255.252
Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

Router(config-if)#int s0/0/1
Router(config-if)#172.29.6.14 255.255.255.252
N

% Invalid input detected at "' marker.
Router(config-if)#ip address 172.29.6.14 255.255.255.252
Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

Router(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up

Router(config-if)#int s0/1/0
Router(config-if)#ip address 172.29.6.6 255.255.255.252
Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface Serial0/1/0, changed state to up

Router(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/0, changed state to up

Router(config-if)#int g0/0
Router(config-if)#ip address 172.29.4.129 255.255.255.128
Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0, changed state
to up

Router(config-if)#
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3.1.6 CONFIGURACION BOGOTA 1

Router>enable
Router#cofigure terminal
N

% Invalid input detected at "' marker.

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0

Router(config-if)#ip address 209.17.220.6 255.255.255.252
Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

Router(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

Router(config-if)#int s0/0/1

Router(config-if)#ip address 172.29.3.9 255.255.255.252
Router(config-if)#clock rate 4000000
Router(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Router(config-if)#

Router(config-if)#int s0/1/0

Router(config-if)#ip address 172.29.3.1 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
Router(config-if)#

Router(config-if)#int s0/1/1

Router(config-if)#ip address 172.29.3.5 255.255.255.252
Router(config-if)#clock rate 400000

Unknown clock rate

Router(config-if)#clock rate 4000000

Router(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down

Router(config-if)#
Router(config-if)#
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3.1.7 CONFIGURACION BOGOTA 2

Router>enab

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s/0/0/0

N

% Invalid input detected at "*'" marker.
Router(config)#s0/0/0
N

% Invalid input detected at "~ marker.

Router(config)#int s0/0/0

Router(config-if)#ip address 172.29.3.10 255.255.255.252
Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

Router(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

Router(config-if)#s0/0/1
N

% Invalid input detected at '~ marker.
Router(config-if)#int s0/0/1

Router(config-if)#ip address 172.29.3.13 255.255.255.25
Bad mask OXFFFFFF19 for address 172.29.3.13
Router(config-if)#ip address 172.29.3.13 255.255.255.252
Router(config-if)#clock rate 4000000
Router(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Router(config-if)#

Router(config-if)#int g0/0

Router(config-if)#ip address 172.29.1.1 255.255.255.252
Router(config-if)#ip address 172.29.1.1 255.255.255.0
Router(config-if)#int g0/0

Router(config-if)#ip address 172.29.1.1 255.255.255.0
Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
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%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0, changed state
to up

Router(config-if)#

3.1.8 CONFIGURACION BOGOTA 3

Router>ENAB

Router#CONF TERM

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0

Router(config-if)#ip address 172.29.3.2 255.255.255.252
Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

Router(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

Router(config-if)#int s0/0/1
Router(config-if)#ip address 172.29.3.6 255.255.255.252
Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

Router(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up

Router(config-if)#int g0/0
Router(config-if)#ip address 172.29.0.1 255.255.255.0
Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0, changed state
to up

Router(config-if)#

27



3.2 CONFIGURACION DE RIP COMO PROTOCOLO DE ENRUTAMIENTO

3.2.1 MEDELLIN 1

Router>ena

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router

% Incomplete command.

Router(config)#router rip
Router(config-router)#version 2
Router(config-router)#no auto-summary
Router(config-router)#do show ip route connected
C 172.29.6.0/30 is directly connected, Serial0/0/1

C 172.29.6.8/30 is directly connected, Serial0/1/0

C 172.29.6.12/30 is directly connected, Serial0/1/1
C 209.17.220.0/30 is directly connected, Serial0/0/0
Router(config-router)#network 172.29.6.0
Router(config-router)#network 172.29.6.8
Router(config-router)#network 172.29.6.12
Router(config-router)#passive-interface s0/0/0
Router(config-router)#

Router(config-router)#

&P Medellin 1 - =8 =5 JE

| Physical CLI |

I10S Command Line Interface

Translating "wn"...domain serwver (255.255.255.255) -
* Unknown commsnd or computer name, or unskle to find computer address

Router>wn
Translating "wn"...domain serwver (255.255.255.255)
* Unknown commsnd or computer name, or unskle to find computer address

Router>eans ™|
Routerfconf term
Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #router
2 Incomplete command. o
Router (config) #router rip

Bouter (config-router) fversion 2

Router (config-router)#noc auto—summary

Router {con g—router) fdo show ip route connected

c £.0/30 is directly connected, Seri=l0 001
-8/30 is directly connected, Serialds1/0
c 7 - 1z/30 is directly connected, Serisl0s1/1
is directly connected, Serizlo 0,0
Router {config-router) fnetwork 172.23.&.0
Router {config-router) fnetwork 172Z2_3Z3_&.8
Router {config-router) fnetwork 172.23.&.12
Router (config-router) fpassive—interface s0/0,0
Router (config-router)# lﬁ

m

Router (config-routex) #

L Copy ] [ Paste ]

:
P ] w I -|:| - . | B e 03:04 p.r.

20/05/2019

llustracion 3 Configuracion RIP para Medellin 1
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3.2.2 MEDELLIN 2

Router>EN

Router#CINF TERM

N

% Invalid input detected at "' marker.

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip

Router(config-router)#version 2
Router(config-router)#no auto-summary
Router(config-router)#do show ip route connected

C 172.29.4.0/25 is directly connected, GigabitEthernet0/0
C 172.29.6.0/30 is directly connected, Serial0/0/0

C 172.29.6.4/30 is directly connected, Serial0/0/1
Router(config-router)#network 172.29.4.0
Router(config-router)#network 172.29.6.0
Router(config-router)#network 172.29.6.4
Router(config-router)#passive-interfacce g0/0

N

% Invalid input detected at "' marker.
Router(config-router)#+3
N

% Invalid input detected at "' marker.
Router(config-router)#passive-interface g0/0
Router(config-router)#

& pedellin 2 : = | S| ——

-
[ Physical | <L

10

I0s Command Line Interface

Route=>EMN
RouterfCINF TERM

% Imwvalid input detected at "~' markex.

£ term

iguration commands, one per line. End with CNTIL/Z.

g-router) #noc auto—sSummary
g-router) #do sheow ip route connecced
is directly connected, GigesbitEthernetd/0

is directly o
- is directcly
g-router) #fnetwork 1
g-router) fnetwork 1
g-router) fnetwork 1

cted, Serialos0rs0
cred, Serialosorsl

% Imwvalid input detected a2t '"'~' markex.

Router {config—routexr) £+3

% Inwalid input detected at "
Router {config—router) fpassive—interface gOs0
Router {config-roucexr) £

03:05 p.m.
20,/05,/2019

llustracién 4 Configuracion RIP para Medellin 2
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3.2.3 MEDELLIN 3

Router>

Router>ENABLE

Router#CONF TERM

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip

Router(config-router)#version 2

Router(config-router)#no auto-summary
Router(config-router)#do show ip route connected

C 172.29.4.128/25 is directly connected, GigabitEthernet0/0
C 172.29.6.4/30 is directly connected, Serial0/1/0

C 172.29.6.8/30 is directly connected, Serial0/0/0

C 172.29.6.12/30 is directly connected, Serial0/0/1
Router(config-router)#

Router(config-router)#network 172.29.4.128
Router(config-router)#network 172.29.6.4
Router(config-router)#network 172.29.6.8
Router(config-router)#network 172.29.6.12
Router(config-router)#passive-interface g0/0
Router(config-router)#

Router(config-router)#

-
& pedellin 2 | = 2
Phymcall CLIl
I0OSsS Command Line Interface
-
BEoutez>
Douter>ENARLE
RoutergCONE TERM
Enter configurstion commands, one per line . End with CHTL/SZE .
Router (config) #router rip
Rourter (config—router) Eversion Z
Router {(configrouter) #fno auto Summary
Router {config-—router) #do show ip route connected
= 172 .23 . 4 _ 1285725 is directly connected, FigabitEthernetcd/, 0
c _Ee_.4as,3230 is directly comnected, SerialO/ 170
c _E_8s30 is directly connected, Seri=los o0 0
= 17z -e.12/,30 is directly connected, Seriald/ 0,1
Router (config—router) #
Routrter (config—router) fnectwork 172 _Z3_4_ 128
Router (config—router) #fnetwork 17Z._.Z3._&.4
Router (config-—router) #fnetwork 17 Z9_s.8
Router {(config-—router)l fnetwork 17Z2_Z3_&.12Z2
Douter {config-router) fpassive—interface gO/s0
Router (config—router) =
BEocuter (config—routez) £ T
[ Copy ][ Paste ]
[ES] = + 100%:

02:06 p.mn.

llustracion 5 Configuracion RIP para Medellin 3
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3.24 BOGOTA1

Router>

Router>EN

Router#CONF TERM

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#

Router(config)#ROUTER RIP
Router(config-router)#version 2
Router(config-router)#no auto-summary
Router(config-router)#do show ip route connected
C 172.29.3.0/30 is directly connected, Serial0/1/0

C 172.29.3.4/30 is directly connected, Serial0/1/1

C 172.29.3.8/30 is directly connected, Serial0/0/1

C 209.17.220.4/30 is directly connected, Serial0/0/0
Router(config-router)#network 172.29.3.0
Router(config-router)#network 172.29.3.4
Router(config-router)#network 172.29.3.8
Router(config-router)#passive-interface s0/0/0
Router(config-router)#

Router(config-router)#

é? Bogota 1 = | (O] |- —

| Physical | CLI |

105 Command Line Interface

SLINEPROTO-S5S—TUPDOWN: Line protocol omn Imterface Serial0os1 0,
changed state to up

SLINE-S5—CHARMNEED: Interface Seri=l0d0/,/1/71, changed state to up

SLINEPROTO-S—UPDOWN: Line protocol on Interface Serial0y 1,1,
changed state to up

Router>

Router>EN

RouterfC0ONF TERM

Enter configuration commmands, one per line. End with CHIL/SZE .
Bouter (configl

Router (config) EROUTER RIP

Router (config—router) Egversion 2
Router (config—router) #fno auto—sSummary

Router (config—router) f#do show ip route connected

Lo 1AFZ.Z293.3.0/30 is directly connected, Serizal0 1.0
i 1T7Z_Z3_2_4,5320 ig directly connected, Serial0 1,1
Lo 17Z .23 _3_8/530 is directly connected, Serial0 071
Lo Z09_ 17 _.ZZ2Z0_4,30 is directly connected, Serial0y 0,0

Router (config—router) #fnetwork 17Z_Z3_3_.0
Router {(config—router) #network 172_29_3 _4
Router (config—router) fnetwork 172_2Z3_3.8
Router (config—router) fpassive—interface sO0/0/,0
Bouter (config—router)

Router (config—routexr) £ -

[_copy ] [ _paste ]

llustracién 6 Configuracion RIP para Bogota 1
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3.25 BOGOTA 2
Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#router rip
Router(config-router)#version 2
Router(config-router)#no auto-summary
Router(config-router)#do show ip route connected
C 172.29.1.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.8/30 is directly connected, Serial0/0/0
C 172.29.3.12/30 is directly connected, Serial0/0/1
Router(config-router)#network 172.29.1.0
Router(config-router)#network 172.29.3.8
Router(config-router)#network 172.29.3.12
Router(config-router)#passive-interface g0/0
Router(config-router)#

& Bogota 2 . \ = | (5 e

| Physical | CLI |

I0S Command Line Interface

&LINE-5-CHANEED: Interface Serizl0/0/1, changed state to up

5LINEPROTO-5-UBDCOWN: Line protococl on Interface Seri=l0/0/1, changed
sState to up

Routerrena
Routerfrouter rip

% Invalid input detected at '~' marker.

Routerfconfi term

Enter configuration commands, one per line. End with CNTIL/Z.
Router (config) frouter rip

Router (config-router) fversion 2

Bouter {config-router) §no auto-summary

Bouter (config-router) §do show ip route connected

c 172.25.1.0/24 is directly connected, GigabitEthernet0/0
c 172.29.3.8/30 is directly connected, Seriall/0/0

c 172.29.3.12/30 is directly connected, Seri=l0/0/1
Router {config-router) §network 17Z.25.1.0

Router {config-router) §network 172.23.3.8

Router {config-router) fnetwork 172.25.3.12

Bouter {config-router) #passive-interface gl/0

Router (config-router)

m

1

[ Copy ] ’ Paste ]

03:40 p.m.

20/05/2019

llustracion 7 Configuracion RIP para Bogota 2
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3.2.6 BOGOTA3

Router(config-if)#router rip
Router(config-router)#version 2
Router(config-router)#no auto-summary
Router(config-router)#do show ip route connected
C 172.29.0.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.0/30 is directly connected, Serial0/0/0
C 172.29.3.4/30 is directly connected, Serial0/0/1
C 172.29.3.12/30 is directly connected, Serial0/1/0
Router(config-router)#network 172.29.0.0
Router(config-router)##network 172.29.3.0

N

% Invalid input detected at "' marker.
Router(config-router)##network 172.29.0.0
N

% Invalid input detected at "' marker.
Router(config-router)#network 172.29.0.0
Router(config-router)#network 172.29.3.0
Router(config-router)#network 172.29.3.4
Router(config-router)#network 172.29.3.12
Router(config-router)#passive-interface g0/0
Router(config-router)#

& Bogota 3 [ =T (——

[ Physical crr |

I10s Command Line Interface
Router (config-if) #ip address 172.25_.3.14 Z55.255.255.252 -~
g—if) #no shutdown

Router {config—iZ) #
SLINK-5—CHAMCED: Interface Serial0s1s0, changed state to up
Router {config—ifi g

SLINEPROTO-5-UBDOWN: Line protoco 1 on Incerface Serialds1s0,

changed state te up

Routex {

g—if) frouter =ip
g-—routexr) fversion 2
g-router) #no auto—sSummary

Routex

= 1 _0sza
= 1 _os=0
c 1 _4ars=z0

-12+30 4is directly o
g-Tocutex) fnetwork 17Z_.2Z3.0.0
Routex g-—rocutexr) ffnetwoxrk 1T7Z_Z3.3.0

% Imwalid input detected at markex

Rouster {config-—roustex I ##neswork 172 _25_0.0

% Imwvalid input detected at "~ ' markex.

Routex g-—routex) fnetwork

Routex
Routex

Rous 1 gnetcwork

I #passive —interface gO0s0

03:48 p.m.
20/05/2019

llustracion 8 Configuracion RIP para Bogota 3
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3.3 MOSTRANDO RUTAS Y ELEMENTOS DE LOS RUTERS BOGOTA' Y

MEDELLIN
= | B |-
@ Bogota 1
Physical | CLI
I0S Command Line Interface
- BEF o
I — EIGRP, EX - EIGEP externsl, O - OSPF, IR - O5SPF inter
area
N1l - 0O5BF N554 external type 1, HZ — O5PF HS55R externzal type
2
E1l - OS5PF external type 1, EZ - OSPF external type 2, E -
EGE
i - I5-I5, L1 - I5-I5 lewel-1l, LZ - I5-I5 lewel-2, iz - I5-
IS5 inter area
* — candidate default, U - per-user static route, o — QDR
P - periodic downloaded static route
Fateway of last resort is not set
172.25.0.0/1¢ is wariably subnetted, 5 subnets, 3 masks
=} 172.29.0.0/24 [120/1] wwis 172.25_.3_.2, 00:00:10, Seri=l0/1/0
[1Z20/1] wia 17Z2.25%.3.&6, 00:00:10, Seri=l0/1/1
=) 172.2%.1.0/24 [1l20/1] wie 1T7Z.25.3.10, 00:00:15,
Seriald/ /0 1
c 172.29.3.0/30 is directly connected, S5eriasld/ 1,0
L 172.29.3.1/3Z is directly connected, S5erisld/ 1/0
c 172.29.3.4/30 is directly connected, Seriaeld/ 1/1
L 172.2%.3.5/32% is directly connected, Serisl0ys1/1
c 172_.29_.3_8/30 is directly connected, S5erisld/ 071
L 172_.29.3.9/3Z is directly connected, S5erisld/ 0,1 e
=) 172.29.3.12/30 [120/1] wie 1lT72.25.3.10, 00:00:15, A
Seriald 0,1 5
[120/1] wia 17Z2.29.3.2, 00:00:10, £ |
Serialdys1s0 -
[ Copy ] [ Paste ] Jl
el

llustracién 9 Ruta de Bogota 1
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| Physical | CLI |

I0S Command Line Interface

Router>EMABLE

Router§SHOW IPF ROUIE

Codes: L - loeczl, T - connected, 5 - static, R - RIF, M - mokile, B - BGEP
D — EIGEP, EX — EIGEP external, ¢ - 0O5PF, I& - OSPF inter area l
W1 - OSEF MS5X external type 1, WZ - OSPF NS5A externzl type Z
El1 - OSPF externzl type 1, EZ - O5PF externzl type 2, E - EEP
i - I5-I5, L1 - I5-I5 lewel-1l, LZ - I5-IS5 lewel-Z, iz - I5-I5 inter arezs I
* — candidate default, U - per—-user static route, o — ODR
P — periodic downloaded static route

Gateway of last resort is not set

172_25%.0.0/1e is wariably subnetted, 3% subnets, 3 masks |
=] 172.259.4_0/25 [120/1] wia 172_.23_.&.2, 00:00:13, Seriz=lds 0/1
=) 172.25.4 128725 [1l20/1] wia 172.2%.€.14, 00:00:17, Serizlods1s1
[120/1] wia 172.2%.€.10, 00:00:17, Serizlods1s0
172.29.2.0/230 is directly connected, Seri=ld/ 071
172.29_.e.1/32 is directly connected, Seri=ld/ 0/1
172.29.6.4/30 [120/1] wia 172.23%.&.Z, 00:00:1%, Seri=l0 /071
[120/1] wia 172.2%9.€.14, 00:00:17, Beri=lds1/1
[120/1] wia 172.29.€.10, 00:00:17, Beris=l0s1/0 =
172_.25%_.8.8/30 is directly connected, Seri=ld/ ;1 /0
172_.25%_.8.3/32 is directly connected, Seri=ld/ /1 /0
172.259.6.12730 is directly connected, Seriz=li/s1/1
—--HMore--

wHE 0

m

0B 0

1

| [ Copy l [ Paste

03:56 p.m.
20/05/2019

llustracion 10 Ruta de Medellin 1

34 RUTA POR DEFECTO HACIA EL ISP

3.4.1 MEDELLIN

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip 0.0.0.0 0.0.0.0 209.17.220.1

N
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% Invalid input detected at "' marker.
Router(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.1
Router(config)#router rip
Router(config-router)#default-information originate
Router(config-router)#

Medellin 2 =l
il
cur
105 Command Line Interface
-

REouterrenakble
BEouterfshow ip route
Codes: L — local, T — connected, 5 — static, B — RIP, M - mokile,
B — BEP

o - EIGRE, EX - EIGRP external, O — OSPF, I& - OSEF inter
area

M1 — O5PF MS5R external type 1, HNZ — O5SPF MS55A external
type 2

El - OS5PF external type 1, EZ — O5PF extermnal type Z, E -
EGE

i - I5-I5, L1 - I5-IS lewvel-1l, LZ — I5-I5 lewvel-Z, ia -
I5-I5 inter area

* — gandidate defsult, U - per—user static route, o — ODR

P — periodic downloaded static route

Fateway of last resocrt is 17Z.Z5%.¢€.1 to network 0.0.0.0

172_.25_0.0/1¢ is wariakly subnetted, 3 subnets, 3 masks

c 172.29.4_ 0,25 is directly connected, GigabitEthernetd/, 0
L 172.29.4_ 1732 is directly connected, GigabitEthernetOd/ ;0
=1 172.23.4 128725 [120/1] wia 172_.25_&.¢&, 00:00:00,
Serialos001
[ e 17Z2.29.e.0,/30 i3 directly connected, Serial0/ 0,0
I 172 .29 . €_.2/32 is directly connected, Serizal0/ 070
[ 172 _29_6_4,30 is directly connected, Serialos 0,1
L 17Z2.29.e.5/32 i3 directly connected, Serial0 0,1
=1 172 _.23_.6€.8s30 [120/1] <wia 172_.25_.€_.1, 00:00:053,
Serialdoys0r0 —
[120/1] wia 172.Z%.e.€, 00:00:z00,
Seri=alds 001
=1 172 _.23_6€.12,30 [120/1]1 wia 172_.253_.€.1, 00:z00:05, E
Serialo/s0/50
[120/1] wiea 172_Z9_.&.&, 00:00:00,
Serialdsorl .
——More—— -
[ copv ||

llustracion 11 Ruta por defecto Medellin 2

3.4.2 BOGOTA

Router>ENABLE
Router#tconf term

Enter configuration commands, one per line. End with CNTL/Z.
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Router(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.5
Router(config)#router rip
Router(config-router)#default-information originate
Router(config-router)#

105 Command Line Interface

Eouterrenzkble
Eouteréshow ip route
Codes: L — local, T — connected, 5 — static, B — RIP, M — mobkile, B -
BEE
o — EIGRP, EX — EIZRP external, O — O5SPF, IA — OS5PF inter area
M1l - OS5PF MNSS5AR external type 1, HZ — O5SPF HWS5A external type 2
" El1 - OS5PF external type 1, EZ — 0OSPF external type 2, E — EEP
i - I5-I5, L1 - I5-I5 lewvel-l, L& - I5-I5 lewvel-Z, ia — IS5-IS
inter =resa
* — candidate default, T - per—user static route, o — CDR
| P — periodic downloaded static route

Gateway of last resort is 172.2Z59.3.3% to network 0.0.0.0

172.293.0.0/1¢ is wariskly subnetted, 9 subnets, 2 masks

=3 172.293.0.0/24 [120/1] wia 172.23.3.14, 00:00:13, Seri=lds 0s1

c 172.23.1.0/24 is directly connected, GigabitEthernetlds0

L 172.23.1.1/32 is directly connected, GigabitEthernetlds0

=3 172.29.3.0/30 [1l20/1] wia 172.23.3.5, 00:00:05, Seri=l0s 050
[120-1]1 wia 172.25.3.14, 00:00:13, Seri=l0s 051 =

=3 172.29.3.4/30 [120/1] wia 172.23.3.5, 00:00:05, Seri=l0s 050
[120-1]1 wia 172.25.3.14, 00:00:13, Seri=l0s 051

c 172.29.3.8/30 is directly connected, Seriallds 0,0 =

L 172.29.3.10/32 is directly connected, Serizalld/ 0,0 0

c 172.29.3.12/30 is directly connected, Serizalld/ 0,1

L 172.29.3.13/32 is directly connected, Serizalld/s 0,1 =

——More—— | -
Copy ] [ Paste

04:17 p.m.

Al 0052019

llustraciéon 12 Ruta por defecto Bogota 2

35 ROUTER ISP CON RUTA ESTATICA
Router#
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Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip route 172.29.4.0 255.255.252.0 209.17.220.2
Router(config)#ip route 172.29.0.0 255.255.252.0 209.17.220.6
Router(config)#

Bogota 2 ~ .

Il| Physical | CLI |

I0S Command Line Interface

L IVE.23.3.13/3% 15 directly connected, Seriall 0,1
--Hore—-

Bouter conl is now awvailable

Dress RETUERN to get sStarted.

Bouterrenable
Bouterfping 172.2%.3.1

Type escape sSegquence to abort.

Bouterg

Sending 5, 100-byte ICMP Echos to 172.23.3.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/5%/2Z1 ms

m

1

] [ Paste

| Copy

llustraciéon 13 Ruta estatica Bogota 2

38




3.6 BALANCEO DE CARGA'Y VISUALIZACION DE RUTAS REDUNDANTES

Medellm 3 F E=REef >
) .

| Physical CL—| I

I0S Command Line Interface

% Invalid input detected at """ marker.

Router*>ENABLE

RBoutergSHOW IPF BOUTE

Codes: L - local, © - connected, 5 — static, B - RIP, M - mokile, B -
BEE

o - EIGRP, EX - EIGRP extermnal, O - OSPF, IZ - O5FF inter area

N1 - OS5PF NS55R extermnzal type 1, NZ - O5PF NS5L externzal type 2

El1 - O5PF external type 1, EZ - O5PF external type 2, E — EGP

i - I5-I5, L1 - I5-I5 lewel-1l, LZ - I5-I5 lewvel-Z, ia - I5-IS
inter area

* — pandidate default, U - per-user static route, o — CDR

P - pericdic downloaded static route

Gateway of last resort is 172.Z3%.6.13 to metwork 0.0.0.0

172.29.0.0/16 is wvariskly subnetted, 10 subnets, 3 masks
172.25.4_ 0725 [120/1] wia 172.2%.6.5, 00:00:0Z, Serisl0/sS1/0
172.25.4.128/25 is directly connected, GigebitEthernet0,0
172_.29.4_1259/32 i3 directly connected, GigabitEthernetld/0
172.25%.6.0/30 [120/1]1 wia 172.25%.6.13, 00:00:Z1, Seri=l0/0/1
[120/1] wis 172.2%.€.5, 00:00:02, Seri=l0/1/0
[120/1] wia 172.25%.6.3, 00:00:21, Seri=l0/0/0
172_.29.6.4/30 is directly connected, Serial0 170
172_.29.6.6/32 is directly connected, Serisl0/ 170 3
172.29.6.8/30 is directly connected, Serisl0/ 070
172.25.€.10/32 is directly connected, Serisl0/0/70
172_.29.6_.12/30 is directly connected, S5eri=ld/ 071 -
——Hnre——l

o 0w

m

e A ]

1

Copy H Paste

llustracion 14Ruta redundante Medellin 3

3.7 CONFIGURACION ENCAPSULAMIENTO Y AUTENTICACION PPP

3.71 ISP

Router>ENAB
Router#conf term
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Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#host name ISP
N

% Invalid input detected at "' marker.

Router(configy#HOSTNAME ISP

ISP(config)#

ISP(config)#username medellin password medellin123

ISP(config)#

ISP(config)#int s0/0/0

ISP(config-if)#encapsulation ppp

ISP(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to
down

ISP(config-if)#ppp autentication pap

% Invalid input detected at '~ marker.

ISP(config-if)#ppp authentication pap

ISP(config-if)#ppp pap sent-username ISP password medellin123
ISP(config-if)#

3.7.2 MEDELLIN

Router>ENABLE

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname medellin

medellin(config)#username ISP password medellin123

medellin(config)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to
down

medellin(config)#int s0/0/0

medellin(config-if)#encapsulation ppp

medellin(config-if)#ppp authentication pap

medellin(config-if)#ppp pap sent-username medellin password medellin123
medellin(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

medellin(config-if)#
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105 Command Line Interface

medellingping Z09_17.220.1

Type escape Seguence to abort.
Sending 5, 100-byte ICMP Echos to

Success rate is 100 percent (555,

medellingping 205%_17_220_1

Type escape sSeguence to abort.
Sending 5, 100-byte ICHMP Echos to

Success rate is 100 percent (5/5),

medellingping 2053_.17.220.1

Type escape sSegquence to abortc.
Sending 5, 100-byte ICHMPE Echos to

Success rate is 100 percent (5/5),

medellingping Z03.17.220.1

Type escape sSeguence to abort.
Sending 5, 100-byte ICMP Echos to

Success rate is 100 percent (5/5),

medelling|

205_17_220_1, timeout is Z seconds:

round-trip minfavg/max = 1/6/19 ms

Z05.17.220.1, timeocut is Z seconds:

round—trip min/awvg/max = 1/6/14 ms

Z209.17_.220.1, timeout is 2 seconds:

round—-trip min/favg/max = 1513720 ms

205 17 _220.1 timeout is 2 seconds:

round—-trip minfavg/max = 1/8/21 ma

J

Copy FPaste

llustracion 15 Encapsulamiento y autenticacion PPP Medellin 1

New Cluster

Move Object Set Tiled Background Viewport

gl

Time: 06:38:22 | Power Cycle Devices Fast Forward Time

‘ 7 .o

S o W [ >

Last Status  Source Destination  Type  Color Time(sec) Periodic Num

@ Scenario 0

[ tew ][ pelete ]

[ Toggle Pou List window

llustracién 16 Verificacion de las diferentes redes
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3.8 CONFIGURACION DEL SERVICIO DHCP

3.8.1 MEDELLIN

Router>enable

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip dhcp excluded-address 172.29.4.1.172.29.4.5
N

% Invalid input detected at "' marker.

Router(config)#ip dhcp excluded-address 172.29.4.1 172.29.4.5
Router(config)#ip dhcp excluded-address 172.29.4.129 172.29.4.133
Router(config)#ip dhcp pool med123

Router(dhcp-config)#network 172.29.4.0 255.255.255.128
Router(dhcp-config)#default-router 172.29.4.1
Router(dhcp-config)#dns-server 8.8.8.8

Router(dhcp-config)#exit

Router(config)#dhcp pool med1234

N

% Invalid input detected at "' marker.

Router(config)#ip dhcp pool med1234
Router(dhcp-config)#network 172.29.4.128 255.255.255.128
Router(dhcp-config)#default-router 172.29.4.129
Router(dhcp-config)#dns-server 8.8.8.8

e % pco — —

Physical | Desktop | Custom Interface |

rt
I R
IP Configuration I L
IP Configuration D b —
y © DHCP © static DHCP request successful. =l
/" 1P Address 172.29.4.6 2 b %
4 Subnet Mask |255.255.255.128
| Default Gateway 172.29.4.1 Q&\
|
| DNS Server 8.8.8.8 -
\ @
{ 1Pv6 Configuration
‘-\ (©) DHCP () Auto Config © Static b
\\ 1Pv6 Address / 54
. Link Local Address  FE80::200:CFF:FE3B:862C ;
A IPV6 Gateway &=
1Pv6 DNS Server s
PC3

o

7O t7 7

Time: 07:16:34 | Power Cycle Devices Fast Forward Time

il 1L 73] 7a] val el vl el o3

llustracion 17 Servicio DHCP PCB

Router>ENABLE
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Router#CONF TERM

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int g0/0

Router(config-if)#ip helper-addres 172.29.6.5
Router(config-if)#

& pc1

o | e

Physical | Desktop | Custom Interface

IP Configuration
IP Configuration

@ DHCP 7 Static DHCP request successful.

IP Address |1?2.29.4.134

Subnet Mask |255.255.255.128

Default Gateway |1?2.29.4.129

DMNS Server |8.8.8.8

| IPv6 Configuration
7y DHCP () Auto Config @ Static

m

IPvE Address

Link Local Address FES0::201:63FF:FE30:

IPvE Gateway

IPvE DNS Server

llustracion 18 servicio DHCP PC1

3.8.2 BOGOTA

Router>ENABLE
Router#conf term
Enter configuration commands, one per line. End with CNTL/Z.
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Router(config)#ip dhcp excluded-address 172.29.1.1 172.29.1.5
Router(config)#ip dhcp excluded-address 172.29.0.1 172.29.0.5
Router(config)#ip dhcp pool bog123
Router(dhcp-config)#network 172.29.1.0 255.255.255.0
Router(dhcp-config)#default-router 172.29.1.1
Router(dhcp-config)#dns-server 8.8.8.8

Router(dhcp-config)#ip dhcp pool bog1234
Router(dhcp-config)#network 172.29.0.0 255.255.255.0
Router(dhcp-config)#default-router 172.29.0.1
Router(dhcp-config)#dns-server 8.8.8.8

Router(dhcp-config)#

- -
#® pc3 e JESSEET =
Physical | Desktop | Custom Interface ||

IP Configuration
IP Configuration

@ DHCP ) Static DHCP request successful.

IP Address |1?2.29.1.l5

Subnet Mask |255.255.255.D

Default Gateway |1?2.29.1.1

DNS Server |8.8.8.8

IPvE Configuration
() DHCP () Auto Config @ Static

IPve Address

Link Local Address FESD::2E0:BOFF:FEQ&:6580

[Pv Gateway

[PvEe DNS Server

llustracion 19 Servicio DHCP PC3
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Router>enable

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int g0/0

Router(config-if)#ip helper-address 172.29.3.13
Router(config-if)#

i | o e 3
= - P
Physical | Desktop | Custom Interface

IP Configuration
IP Configuration

DHCP 7 Static DHCP request successful.

IP Address |1?2.29.D.6

Subnet Mask |255.255.255.D

Default Gateway |1?2.29.D.1

DNS Server |8.8.8.8

IPvE Configuration
() DHCP () Auto Config Static

IPv6 Address

Link Local Address FEB0::260:70FF:FEE2:E481

IPvE Gateway

IPvb DMNS Server

4

llustracién 20 Servicio DHCP PC2

45




3.9 PING ENTRE PC

¥ rc2 R e B X & o Lo | =)
| Physical Desktop Custom Interface
P —— —_— el = =

Command Prompt

: bytes=32
: bytes=32

: bytea=32

Ping statistics for 172_.29_.1_6:
Packets: Sent = 4, Received
round trip times i X!
ims, Maximum = Zms,

llustracion 21 Ping en PC2

PCo>ping 172.29.1_.6
Pinging 172.29.1.€ with 32 bytes of data:
Reply fro N5 N : bytes=32 time=Ims TTL=
Reply from 29,
Reply fro 29.

o 12. ?

: bytes=32 time=1lms 1
-6: yte time=19ms
. time=1ims TTL=1

Reply

Ping statiatica for
Packets: Sent = v = 4

Approximate round tri milli-sece
Minimaem = 1ma Maxi 19ms, Average = Sma

llustracion 22 Ping PC

3.10 CONFIGURACION PAT

3.10.1 MEDELLIN

medellin>enable

medellin#conf term

Enter configuration commands, one per line. End with CNTL/Z.
medellin(config)#ip nat inside source list 1 interface s0/0/0 overload
medellin(config)#access-list 1 permit 172.29.4.0 0.0.0.3.255

N

% Invalid input detected at "' marker.
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medellin(config)#access-list 1 permit 172.29.4.0 0.0.3.255
medellin(config)#int s0/0/0

medellin(config-if)#ip nat outside

medellin(config-if)#int s0/0/1

medellin(config-if)#ip nat inside

medellin(config-if)#int s0/1/0

medellin(config-if)#ip nat inside

medellin(config-if)#int s0/1/1

medellin(config-if)#ip nat inside

medellin(config-if)#

3.10.2 BOGOTA

Router>ENABLE

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip nat inside source list 1 interface s0/0/0 overload
Router(config)#access-list 1 permit 172.29.0.0 0.0.3.255
Router(config)#int s0/0/0

Router(config-if)#ip nat outside

Router(config-if)#int s0/0/1

Router(config-if)#ip nat inside

Router(config-if)#int s0/1/0

Router(config-if)#ip nat inside

Router(config-if)#int s0/1/1

Router(config-if)#ip nat inside

Router(config-if)#

a7



1 & pc1 [E=ma=w <
Physical Desktop Custom Interface
s e e [ge——11 ——

Command Line 1
BC>ping 172

Pinging 172

h=3 e
Epproximat
Minimum = 1ms,

PDH

llustracion 23 Ping PC1

Aqui el ping debe fallar

P55c1

m

Physical Desktop Custom Interface

—sians ||| | g —— ]

Command Prompt

Pa et Tr

er PC Command Line
PCrping 4

Pinging 17:

Ping statist
o

BCrping 1
Pinging 1

stination
tination
stination
tination

from
from

Ping statist
o Tt

llustracién 24 Ping fallando en PC1
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3.11 ASIGNACION DE CLAVES DE SEGURIDAD

3.11.1 MEDELLIN

Router>enable
Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup

Router(config)#service password-encryption
Router(config)#enable secret class

Router(config)#banner motd %john bustos%
Router(config)#line console 0

Router(config-line)#password escenariol
Router(config-line)#login

Router(config-line)#hostname medellin2

medellin2(config)#
medellin2(config)#

3.11.2 BOGOTA
Router(config)#

Router(config)#no ip domain-lookup
Router(config)#service password-encryption
Router(config)#enable secret class
Router(config)#banner motd %john bustos%
Router(config)#line console 0
Router(config-line)#password escenariol
Router(config-line)#login
Router(config-line)#hostname bogota2

4 DESCRIPCION DEL ESCENARIO 2
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| 192.168.40.0/24
| 192.168.200.0/24

Lod 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

Fo/i0 Buenos Aires
Fo24 | 802-1Q

192.168.99.3

llustracion 25 Topologia escenario 2

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Miami, Bogota y Buenos Aires, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si cada uno
de los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas

aspectos que forman parte de la topologia de red.

1. Configurar el direccionamiento IP acorde con la topologia de red para cada

uno de los dispositivos que forman parte del escenario

2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes

criterios:

OSPFv2 area 0

Configuration Item or TaskSpecification
Router ID R11.1.1.1

Router ID R25.5.5.5

Router ID R38.8.8.8
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Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales en 256 Kb/s

Ajustar el costo en la métrica de S0/0 a 9500

Verificar informacién de OSPF
. Visualizar tablas de enrutamiento y routers conectados por OSPFv2

. Visualizar lista resumida de interfaces por OSPF en donde se ilustre el
costo de cada interface

. Visualizar el OSPF Process ID, Router ID, Address summarizations,

Routing Networks, and passive interfaces configuradas en cada router.

3. Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de red

establecida.

4. En el Switch 3 deshabilitar DNS lookup

5. Asignar direcciones IP a los Switches acorde a los lineamientos.
6. Desactivar todas las interfaces que no sean utilizadas en el esquema de
red.

7. Implement DHCP and NAT for IPv4
8. Configurar R1 como servidor DHCP para las VLANs 30 y 40.

9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para

configuraciones estaticas.

Configurar DHCP pool para VLAN 30 Name: ADMINISTRACION

DNS-Server: 10.10.10.11

Domain-Name: ccna-unad.com

51



Establecer default gateway.

Configurar DHCP pool para VLAN 40 Name: MERCADEO
DNS-Server: 10.10.10.11

Domain-Name: ccna-unad.com

Establecer default gateway.

10.  Configurar NAT en R2 para permitir que los host puedan salir a internet

11.  Configurar al menos dos listas de acceso de tipo estandar a su criterio en

para restringir o permitir trafico desde R1 o R3 hacia R2.

12.  Configurar al menos dos listas de acceso de tipo extendido o nombradas a

su criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

13.  Verificar procesos de comunicacion y redireccionamiento de trafico en los

routers mediante el uso de Ping y Traceroute.

41 DESARROLLO ESCENARIO 2

[ Cisco Packet Tracer Student - D:\A UNAD\A ONCE SEMESTRE\DIPLOMADO\PASO 11\ESCENARIO 2.Lpkt | PO Ba = ssss CI0iE )

Fie Edt Options View Tools Extensions Help

b= cziElE e 0 s

Set Tiled Background

pC-C

. TC;

Time: 00:14:13 | Power Cycle Devices fast Forward Time Realtime

Fire  LlastStatus  Source Destination e Color Time(sec) Periodic Num

§ / D scenario 0 -
[ mew | peteie |
K=

seEmF AP OEEE
AjeFe |

07pm. |

“ 2170572019

llustracion 26 Desarrollo de la topologia escenario 2
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4.2 CONFIGURACION BASICA

421 R1
Router>ENABLE

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname bogota
bogota(config)#no ip domain-lookup
bogota(config)#enable secret class
bogota(config)#line console 0
bogota(config-line)#password cisco
bogota(config-line)#login

bogota(config-line)#line vty 0 15
bogota(config-line)#password cisco
bogota(config-line)#login

bogota(config-line)#exit

bogota(config)#service password-encryption
bogota(config)#banner motd $acceso no permitido$
bogota(config)#

422 R2

Router>enable

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname miami

miami(config)#no ip domain-lookup
miami(config)#enable secret class
miami(config)#line console 0
miami(config-line)#password cisco
miami(config-line)#login

miami(config-line)#line vty 0 15
miami(config-line)#password cisco
miami(config-line)#login

miami(config-line)#exit

miami(config)#service password-encryption
miami(config)#banner motd $acceso no permitido$
miami(config)#
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423 RS

Router>enable

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname buenosaires
buenosaires(config)#no ip domain-lookup
buenosaires(config)#enable secret class
buenosaires(config)#line console 0
buenosaires(config-line)#password cisco
buenosaires(config-line)#login
buenosaires(config-line)#line vty 0 15
buenosaires(config-line)#password cisco
buenosaires(config-line)#login
buenosaires(config-line)#exit
buenosaires(config)#service password-encryption
buenosaires(config)#banner motd $acceso no permitido$
buenosaires(config)#

424 S1

Switch>ENABLE

Switch#conf termin

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hosname S1

N

% Invalid input detected at '~ marker.
Switch(config)#hostname S1
S1(config)#no ip domain-lookup
S1(config)#enable secret class
S1(config)#line console 0
S1(config-line)#password cisco
S1(config-line)#login
S1(config-line)#line vty 0 15
S1(config-line)#password cisco
S1(config-line)#login
S1(config-line)#exit

S1(config)#service password-encryption
S1(config)#banner motd $acceso no permitido$
S1(config)#
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425 S3

Switch>ENABLE

Switch#CONF TERM

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S3

S3(config)#no ip domain-lookup
S3(config)#enable secret class

S3(config)#line console 0
S3(config-line)#password cisco
S3(config-line)#login

S3(config-line)#line vty 0 15
S3(config-line)#password cisco
S3(config-line)#login

S3(config-line)#exit

S3(config)#service password-encryption
S3(config)#banner motd $acceso no permitido
Enter TEXT message. End with the character '$'.

S3(config)##banner motd $acceso no permitido$
N
% Invalid input detected at "' marker.

S3(config)#banner motd $acceso no permitido$
S3(config)#

4.3 CONFIGURACION DEL DIRECCIONAMIENTO IP

& et g - -
Lkl Downh tion Cnt s sl »
P Configuration X )
xS atens
N

llustracion 27 Configuracion IP PC
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3 Serverd R

Physical | Services | Desktop | Custom Interface

IP Configuration

Interface [FastE’rhemetl}

IP Configuration
@ DHCP @ Static

IP Address 10.10.10.10

Subnet Mask 2565.255.255.0

Default Gateway 10.10.10.1|

DNS Server 0.0.0.0

IPvE Configuration
) DHCP ) Auto Config @ Static

IPv6 Address

Link Local Address FEBD::201:43FF:FEZE:89D2

IPve Gateway

[PvEe DNS Server

llustracion 28 Configuracion IP Servidor

43.1 R1

bogota>enable

bogota#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
bogota(config)#interface Serial0/0/0

bogota(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
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bogota(config-if)#clock rate 128000

bogota(config-if)#ip address 172.31.21.1 255.255.255.252
bogota(config-if)#exit

bogota(config)#exit

bogota#

%SYS-5-CONFIG_I: Configured from console by console

bogota#copy running-config startup-config
Destination filename [startup-config]? ok
%Error copying nvram:ok (Invalid argument)
bogota#

432 R2

miami>ENABLE

miami#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
miami(config)#interface Serial0/0/1

miami(config-if)#no shutdown

miami(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

miami(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up

00:24:03: %0OSPF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on Serial0/0/1 from LOADING to
FULL, Loading Done

miami(config-if)#no clock rate

This command applies only to DCE interfaces
miami(config-if)#ip address 172.31.21.2 255.255.255.252
miami(config-if)#exit

miami(config)#interface Serial0/0/0

miami(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
miami(config-if)##clock rate 128000
N

% Invalid input detected at "' marker.
miami(config-if)#clock rate 128000

miami(config-if)#ip address 172.31.23.2 255.255.255.252
miami(config-if)#exit
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miami(config)#interface GigabitEthernet0/0
%Invalid interface type and number
miami(config)#interface GigabitEthernet0/0
%Invalid interface type and number
miami(config)#INTERFACE fastEthernet0/0
miami(config-if)#no shutdown

miami(config-if)#
%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to
up

ip address 209.165.200.225 255.255.255.248

miami(config-if)#exit

miami(config)#interface GigabitEthernet0/1

%Invalid interface type and number

miami(config)#interface fastEthernet0/1

miami(config-if)#no shutdown

miami(config-if)#
%LINK-5-CHANGED: Interface FastEthernet0/1, changed state to up

miami(config-if)#ip address 10.10.10.1 255.255.255.0
miami(config-if)#exit

miami(config)#exit

miami#

%SYS-5-CONFIG_I: Configured from console by console

miami#

433 R3

buenosaires>enable

buenosaires#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
buenosaires(config)#interface Serial0/0/1
buenosaires(config-if)#no clock rate

This command applies only to DCE interfaces
buenosaires(config-if)#no shutdown

buenosaires(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
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buenosaires(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up

buenosaires(config-if)#ip address 172.31.23.1 255.255.255.252

buenosaires(config-if)#

00:35:15: %OSPF-5-ADJCHG: Process 1, Nbr 5.5.5.5 on Serial0/0/1 from LOADING to
FULL, Loading Done

buenosaires(config-if)#interface 104

buenosaires(config-if)#
%LINK-5-CHANGED: Interface Loopback4, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback4, changed state to up

buenosaires(config-if)#ip address 192.168.4.1 255.255.255.0
buenosaires(config-if)#no shutdown
buenosaires(config-if)#interface 105

buenosaires(config-if)#
%LINK-5-CHANGED: Interface Loopback5, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback5, changed state to up

buenosaires(config-if)#ip address 192.168.5.1 255.255.255.0
buenosaires(config-if)#no shutdown
buenosaires(config-if)#interface 106

buenosaires(config-if)#
%LINK-5-CHANGED: Interface Loopback6, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback6, changed state to up

buenosaires(config-if)#ip address 192.168.6.1 255.255.255.0
buenosaires(config-if)#no shutdown
buenosaires(config-if)#exit

buenosaires(config)#exit

buenosaires#

%SYS-5-CONFIG_I: Configured from console by console

buenosaires#copy run

% Incomplete command.

buenosaires#copy running-config startup-config
Destination filename [startup-config]? OK
%Error copying nvram:OK (Invalid argument)
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buenosaires#

buenosaires#copy running-config startup-config
Destination filename [startup-config]? ok
%Error copying nvram:ok (Invalid argument)
buenosaires#copy running-config startup-config
Destination filename [startup-config]?

Building configuration...

[OK]

buenosaires#

44 CONFIGURCION DE OSPFV2

441 R1

bogota#ENABLE

bogota#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
bogota(config)#router ospf 1

bogota(config-router)#router-id 1.1.1.1

bogota(config-router)#Reload or use "clear ip ospf process" command, for this to take
effect

bogota(config-router)#clear ip ospf process
N

% Invalid input detected at "' marker.
bogota(config-router)#clear ip ospf
N

% Invalid input detected at '~ marker.

bogota(config-router)#router-id 1.1.1.1

bogota(config-router)#Reload or use “clear ip ospf process™ command, for this to take
effect

bogota(config-router)#passive-interface fastEthernet 0/0
bogota(config-router)#network 172.31.21.0 0.0.0.3 area 0
bogota(config-router)#exit

bogota(config)#interface serial 0/0/0
bogota(config-if)#bandwidth 256

bogota(config-if)#ip ospf cost 9500
bogota(config-if)#exit
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bogota(config)#exit
bogota#
%SYS-5-CONFIG_I: Configured from console by console

bogota#

442 R2

miami>ENABLE

miami#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
miami(config)#router ospf 2
miami(config-router)#router-id 5.5.5.5

OSPF: router-id 5.5.5.5 in use by ospf process 1
miami(config-router)#passive-interface FASTeTHERNET 0/0
miami(config-router)#passive-interface FASTEthernet 0/1
miami(config-router)#network 172.31.21.0 0.0.0.3 area 0
miami(config-router)#network 172.31.23.0 0.0.0.3 area 0
miami(config-router)#exit

miami(config)#interface serial 0/0/0
miami(config-if)#bandwidth 256

miami(config-if)#ip ospf cost 9500

miami(config-if)#exit

miami(config)#interface serial 0/0/1
miami(config-if)#bandwidth 256

miami(config-if)#ip ospf cost 9500
miami(config-if)#EXIT

miami(config)#EXIT

miami#

%SYS-5-CONFIG_I: Configured from console by console

miami#

443 R3

buenosaires>

buenosaires>

buenosaires>

buenosaires>ENA

buenosaires#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
buenosaires(config)#router ospf 3
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buenosaires(config-router)#router-id 8.8.8.8

OSPF: router-id 8.8.8.8 in use by ospf process 1
buenosaires(config-router)#passive-interface loop

% Incomplete command.
buenosaires(config-router)#passive-interface loopback 4
buenosaires(config-router)#passive-interface loopback 5
buenosaires(config-router)#passive-interface loopback 6
buenosaires(config-router)#network 172.31.23.0 0.0.0.3 area 0
buenosaires(config-router)#exit
buenosaires(config)#interface serial 0/0/1
buenosaires(config-if)#bandwidth 256
buenosaires(config-if)#ip ospf cost 9500
buenosaires(config-if)#EXIT

buenosaires(config)#EXIT

buenosaires#

%SYS-5-CONFIG_I: Configured from console by console

45 VISUALIZACION DE TABLAS DE ENRUTAMIENTO

& R1 [T E——
Physical CLI |

I10S Command Line Interface

bPogota>
bogota>ENABLE
bogotaf#show ip ospf neighbox

nters

HNeighbox ID Pxi State Dead Time Address

face

5.5.5_.5 a FULT.# - N0=-00:-36 17z _31_21_=2
Serialos0s0

bogotaE]

09:20 porm.
21/05/2019

llustracion 29 Tablas de enrutamiento R1

62



FQRE

Physical | CLI

10S Command Line Interface

miami¥»enable

Neighbor ID
Interface
1.1.1.1
Seri=zld/0 1
E.B.8.8

]" Serial0/0/0

miamig

Press BRETUEN to get started.

miamifshow ip ospf neighbor

Pri State Dead Time
a FULLy - 00:-00:33
a FULLS - 00:-00:-37

Address

172.31.21.1 —

172.321.23.1

09:31 p.m.

llustracion 30 Tablas de enrutamiento R2

63

21,/05/2019




FQns

| Physical | CLI

[CUEND Sl ED oD 1o 0w SvalloDle

105 Command Line Interface

Press RETUEN to get started.

buenosairesrenable
buenosairesgshow ip ospf neighbor

Neighbkor ID Pri State

Dead Time Rddress b
Interface c
5.5.5.5 u] FUOLLS - 00:-00:35 172.31.23.2 1
Serizl0s0 1 =

N buenusaires#l o

Copy ][ Paste ]

09:33 p.m.

llustracion 31 Tablas de enrutamiento R3
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4.6 VISUALIZAR LISTA RESUMIDA DE INTERFACES POR OSPF

®r (=] & ]
| Physical | CLI

10S Command Line Interface
[TTEIQIIDOL I FLI [=grr—ar DEad 110 Sadress
Interface
5.5.5.5 a FULLS - 00:-00:38 172.31.21.2
Seri=l0s0/0
bogotaf
bogotag
bogotafenable show ip ospf interface

% Invalid input detected at "' marker.
bogotafshow ip ospf interface

S5eri=ld/0/0 is up, line protocol is up
Internet address is 172.31_.Z1.1/30, Area 0
Process ID 1, Bouter ID 1.1.1.1, MNetwork Type BOINT-TO-BOINT,
Cost: 9500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0
No designated router on this network
i No backup designated router on this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40,
Retranamit 5
Hello due in 00:00:04
Index 1/1, flood gueus length 0O
| Wext 0x0(0)/0x0{0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximim is 0 msec —
Neighbor Count is 1 , Adjacent neighbor count is 1
2djacent with neighbor 5.5.5.5
Suppress hello for 0 neighbor(s) .
bngntaﬂ

09:36 p.m.
21,/05/2019

llustracion 32 Listas OSP R1
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B e
Physical | CLI

I0S Command Line Interface
L L. 1.1 o Ji L Y JO_Uu_ oo Lic .ol _ £1L L
SerialdsSOr1
B.8.8B.8 a FOLLS - 00:-00:37 172.31.23.1
Seriald/sO0r0
miamig
miamig
miamifshow ip interface
FastEthernetl,/0 iz up, line protococl is up (connected)
Internet address is Z03.165_Z00.Z25/723
Broadeoast address is ZE5.255.Z55.2Z55
bddress determined by setup command
MTIT is 1500 bytes
Helper address is not set
Directed broadcast forwarding is disabled
Outgoing access list is not set
Inbound access list is not set
Proxy ARP is ensbled
Security lewvel is default
Split horizon is enabled
ICHMP redirects are always sent
| ICHF unreachables are always sent
ICHME mask replies are never =Sent
IPF fast awitching is disabled
IF fast awitching on the same interface i3 disabled
IPF Flow awitching is disabled
IF Fast awitching turko vector —
IPF mmlticast fast switching is disabled
IF mmlticast distributed fast switching is disabled
Bouter Discowvery is disabled o
——Hnre——l

m

1

Copy ] [ Paste

L
:_'.' il

09:37 p.m.

llustracion 33 Listas OSP R2
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4.7 VISUALIZACION DE ID
"#r L= | B [t
Physical | CLI

105 Command Line Interface

Last flood scan length is 1, maximm is 1 =
Last flood scan time is 0 msec, maximam is 0 maec
Neighbor Count is 1 , Adjacent neighbor count is 1
2djacent with neighbor 5.5.5.5
Suppress hello for 0 neighbkor{s)
bogotagshow ip protocols

Bouting Protocol is "ospf 17
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not 3et
Bouter ID 1.1.1.1
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximm path: 4
Bouting for MHetworks:
172.31.21.0 0.0.0.3 area 0
1592 _.168.30.0 0.0.0.255 area 0
152 .168.40.0 0.0.0.255 area 0
182 . 1€8.200.0 0.0.0.255 area 0
Passiwve Interface(s):
FastZIthernet0/0 .
FastEthernetd,/0_30
FastEthernetld,/0.40
FastEthernet0/0.200
Bouting Information Sources:

Gateway Distance Last Update s
[ 1.1.1.1 110 00:24:-40
5.5.5.5 110 00:23:37 E
8.8.8.8 110 00:15:43 R
--More--—

09:42 p.m.
21/05/2019

llustracion 34 Visualizacion ID R1
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FQR‘Z '--

Physical | CLI

I0S Command Line Interface

[T =SOILE
miamig
miamig
miamig
miamig
miamig
miamifshow ip protocols

Fouting Protocol is "ospf 1™
Cutgoing update filter list for all interfaces i3 not set
Incoming update filter list for all interfaces i3 not set
Router ID 5.5.5.5

Maximm path: 4

Bouting for Metworks:
172.31.21.0 0.0.0.3 area 0
172.31.23.0 0.0.0.3 area 0
10.10.10.0 0.0.0.255 area 0
172.31.31.0 0.0.0.3 area 0

Passiwve Interface(s):

FastEthernetl/1
Bouting Information Sources:
Fateway Distance Last Update
1.1.1.1 1140 00:2&:04
| 5.5.5.5 1140 00:25:00
B.8.8.8 110 00:21:07

Distance: (default is 110)

el

Bouting Protocol is "oapf Z
——Hnre——l

Humber of areas in this router is 1. 1 normal 0 stubk 0 nasa

llustracion 35 Visualizacion ID R2
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@R - = | O s

Physical CLI
105 Command Line Interface
-~
buenosairesyenable
buenocsairesgshow ip protocols
Bouting Protocol is "ogpf 1™
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces i3 not set
Bouter ID B_.8.8_.8
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximim path: 4
BFouting for Metworks:
172.31.23.0 0.0.0.3 area 0
132.168.4.0 0.0.0.3 arez 0
Passiwve Interface(s):
FastEthernet0/1
BEouting Information Sources:
GFateway Distance Last Update
1.1.1.1 110 00:2&:5%5
5.5.5.5 110 00:25:5¢
8.8.8.8 110 00:22:02
Distance: (default is 110)
Bouting Protocol is "ospf 3 L
| | futgoing update filter list for all interfaces is not set 5
Incoming update filter list for all interfaces i3 not set .
——Hnre——l >
[ Copy ][ Faste ]

e EE—
il & T

llustracion 36 Visualizacion ID R3

4.8 CONFIGURACION AVANZADA SEGUN TOPOLOGIA

481 S1
S1>
SI>ENABLE
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Sl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#vlan 30
S1(config-vlan)#name Administracion
S1(config-vlan)#exit

S1(config)#vlan 40
S1(config-vlan)#name Mercadeo
S1(config-vlan)#exit

S1(config)#vlan 200
S1(config-vlan)#name
S1(config-vlan)#exit
S1(config)#interface FastEthernet0/1
S1(config-if)#switchport mode access
S1(config-if)#switchport access vlan 30
S1(config-if)#exit

S1(config)#interface FastEthernet0/3
S1(config-if)#switchport mode trunk

S1(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed state to
down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed state to
up

S1(config-if)#EXIT
S1(config)#interface FastEthernet0/24
S1(config-if)#switchport mode trunk
S1(config-if)y#EXIT

S1(config)#

48.2 S3

S3(config)#vlan 30
S3(config-vlan)#name Administracion
S3(config-vlan)#exit

S3(config)#40

N

% Invalid input detected at "' marker.
S3(config)#vlan 40
S3(config-vlan)#name Mercadeo
S3(config-vlan)#exit
S3(config)#vlan 200
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S3(config-vlan)#name Mantenimiento
S3(config-vlan)#exit
S3(config)#interface FastEthernet0/1
S3(config-if)#switchport mode access
S3(config-if)#switchport access vlan 40
S3(config-if)#exit
S3(config)#interface FastEthernet0/3
S3(config-if)#switchport mode trunk
S3(config-if)#exit

S3(config)#

S3(config)#

49 DIRECCIONES IP DE LOS SWITCHES

49.1 S1

S1>EN

S1#CONF TER

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#interface vlian 30

S1(config-if)#

%LINK-5-CHANGED: Interface VIan30, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface VIan30, changed state to up

S1(config-if)#ip address 192.168.99.2 255.255.255.0

% 192.168.99.0 overlaps with VIan99

S1(config-if)#exit

S1(config)#ip default-gateway 192.168.99.1
S1(config)#exit

S1#

%SYS-5-CONFIG_I: Configured from console by console

492 S3

S3#ENA

S3#CONF TERM

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#interface vlan 40
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S3(config-if)#
%LINK-5-CHANGED: Interface VlIan40, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface VIan40, changed state to up

S3(config-if)#interface vlan 40
S3(config-if)#192.168.99.3 255.255.255.0
N

% Invalid input detected at "' marker.

S3(config-if)#ip address 192.168.99.3 255.255.255.0

% 192.168.99.0 overlaps with VIan99

S3(config-if)#exit

S3(config)#ip default-gateway 192.168.99.1
S3(config)#exit

S3#

%SYS-5-CONFIG_I: Configured from console by console

4.10 DESACTIVAR TODAS LAS INTERFACES

4.10.1 S1

S1>EN

S1#CONF TER

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#interface vlian 30

S1(config-if)#

%LINK-5-CHANGED: Interface VIan30, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface VIan30, changed state to up

S1(config-if)#ip address 192.168.99.2 255.255.255.0

% 192.168.99.0 overlaps with VIan99

S1(config-if)#exit

S1(config)#ip default-gateway 192.168.99.1
S1(config)#exit

S1#

%SYS-5-CONFIG_I: Configured from console by console

S1#CONF TERM

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#interface fastEthernet 0/2
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S1(config-if)#shutdown

S1(config-if)#exit

S1(config)#interface range fastEthernet 0/4-23
S1(config-if-range)#shutdonn

N

% Invalid input detected at "*'" marker.
S1(config-if-range)#shutdown

S1(config-if-range)#

S1(config-if-range)#

S1(config-if-range)#exit

S1(config)#exit

S1#

%SYS-5-CONFIG_I: Configured from console by console

4.10.2 S3

S3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#inte fastEthernet 0/2

S3(config-if)#shutdown

%LINK-5-CHANGED: Interface FastEthernet0/2, changed state to administratively down
S3(config-if)#exit

S3(config)#interface range fastEthernet 0/4-24

S3(config-if-range)#shutdown

%LINK-5-CHANGED: Interface FastEthernet0/4, changed state to administratively down

4.11 IMPLEMENTACION DE DHCP NAT
s T

Physical Desktop Custom interface

P Configuration

1P Configuration
e DHCP Statc DHCP fased. APTPA 5 being usa

1P Address
Subnet Mask
Default Gatewsy
DNS Server

1Pv6 Configuration
DHCP Auto Config @ Static

unk Local Address FEBO::20D:BOFF:FE2C:148A

llustracion 37 DHCP NAT PC-A
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Q PC-C l'l:l ﬂu
Custom Interface

IP Configuration

Physical | Desktop

IP Configuration

@ DHCP () Static DHCP failed. APIPA is being us
IP Address |159.254. 11.156

Subnet Mask |255.255.D.D

Default Gateway |D.U.D.D

DMNS Server |

IPw6 Configuration
() DHCP ) Auto Config @ Static

IPvE Address

Link Local Address FES80D::205:5EFF:FE40:B9C

IPve Gateway

IPvia DNS Server

10:30 p.m.
21,/05/2019

) 22 0¥ Ll

llustracion 38 DHCP NAT PC-C
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4.12 CONFIGURACION DE SERVIDOR DHCP

412.1R1

bogota>ENA

bogota#CONF TERM

Enter configuration commands, one per line. End with CNTL/Z.
bogota(config)#interface fastEthernet 0/0.30
bogota(config-subif)#encapsulation dot1Q 30
bogota(config-subif)#ip address 192.168.30.1 255.255.255.0
bogota(config-subif)#exit

bogota(config)#interface fastEthernet 0/0.40
bogota(config-subif)#encapsulation dot1Q 40
bogota(config-subif)#ip address 192.168.40.1 255.255.255.0
bogota(config-subif)#exit

bogota(config)#ip dhcp pool Administracion
bogota(dhcp-config)#network 192.168.30.0 255.255.255.0
bogota(dhcp-config)#default-router 192.168.30.1
bogota(dhcp-config)#exit

bogota(config)#ip dhcp pool Mercadeo
bogota(dhcp-config)#network 192.168.40.0 255.255.255.0
bogota(dhcp-config)#default-router 192.168.40.1
bogota(dhcp-config)#exit

bogota(config)#exit

bogota#

%SYS-5-CONFIG_I: Configured from console by console

4.13 RESERVA DE DIRECCIONES IP

bogota#CONF TER

Enter configuration commands, one per line. End with CNTL/Z.
bogota(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
bogota(config)##ip dhcp excluded-address 192.168.40.1 192.168.40.30
N

% Invalid input detected at "' marker.

bogota(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30
bogota(config)#ip dhcp pool Administracion
bogota(dhcp-config)#dns-server 10.10.10.11
bogota(dhcp-config)#default-router 192.168.30.1
bogota(dhcp-config)#ip domain-name ccna-unad.com
bogota(config)#exit
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bogota#
%SYS-5-CONFIG_I: Configured from console by console

bogota#ip dhcp pool Mercadeo
N

% Invalid input detected at "*'" marker.

bogota#CONF TERM

Enter configuration commands, one per line. End with CNTL/Z.
bogota(config)#ip dhcp pool Mercadeo
bogota(dhcp-config)#dns-server 10.10.10.11
bogota(dhcp-config)#default-router 192.168.40.1
bogota(dhcp-config)#ip domain-name ccna-unad.com
bogota(config)#exit

bogota#

%SYS-5-CONFIG_I: Configured from console by console

4.14 CONFIGURACION DE NAT

miami>ENA

miami#CONF TERM

Enter configuration commands, one per line. End with CNTL/Z.
miami(config)#ip nat inside source static 10.10.10.10 209.165.200.229
miami(config)#interface gigabitEthernet 0/0

%Invalid interface type and number

miami(config)#interface FASTEthernet 0/0

miami(config-if)#ip nat outside

miami(config-if)#exit

miami(config)#interface gigabitEthernet 0/1

%Invalid interface type and number

miami(config)#interface FASTEthernet 0/1

miami(config-if)#ip nat outside

miami(config-if)#exit

miami(config)#exit

miami#

%SYS-5-CONFIG_I: Configured from console by console

76



r ™
# r2 (= | E )
I
Physical | CLI
10S Command Line Interface
-~
Bress RETUBM to get started.
LI . .
miami>*ENABLE
mismifping 172.31.23.2
Type escape Segquence to abort.
I Sending 5, 100-byte ICMP Echos to 17Z.31_.23_2, timeocut is 2
seconds : s
rrrrt
Success rate is 100 percent (5/5), round-trip min/avg/max = =
2713732 m=s
miami ¢ b
If [ Copy ][ Paste ]
—

- D i
) %2 E Ll 11:02 p.m.

-
o ']

]

llustracion 39 Configuracion NAT en R1
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& s1

| Physical | CLI

I0S Command Line Interface

Press RETUEMN to get started.

Slrenakle

Slfping 152 .1e8.53_3/24

Translating "15%2_168.53_3/724"

% Unrecognized host or address or protocol not running.

Slfping 192.188.35.3

Type escape sSequence to abort.
Sending 5, 100-byte ICMP Echos to 132_1&8.99_3, timeout
seconds:

Success rate is 0 percent (0/5)

514

is

]

m

1

| —

llustracion 40 Configuracion NAT en S1
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5 CONCLUSIONES

Se genero seguridad en los diferentes dispositivos de la topologia solicitada
Se dio solucion a los ejercicios usando los métodos de tecnologias CCNA

Se propuso los diferentes enrutamientos segun los temas estudiados en el

curso.
Se usaron los protocolos RIP como enrutamiento

Se utilizo el encapsulamiento PPP y su debida autenticacion

Se designo el enrutamiento dinamico segun protocolos OSPF y DHCP
Se realizaron las configuraciones de los dispositivos usado

Se usaron los aspectos sobre la arquitectura TCP/IP

Se realizo la configuracion NAT para salida a internet

Se ejecuto los diferentes comandos y protocolos para resolver las
configuraciones y problemas establecidos

Se verificaron procesos de comunicacion y redireccionamiento de trafico
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