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INTRODUCCION

En este documento representado como trabajo final del diplomado y bajo normas
técnicas (ISO, 2015), mostrara el desarrollo de dos escenarios propuestos, en el
gue se plasmaran conocimientos adquiridos durante el curso y diplomado cisco,
escenarios que buscan que el estudiante estimule conocimientos y su nivel de
desarrollo frente a los diversos tipos de problematicas en Networking (No Title,
2018)(Permendikbud, 2016).

Durante la realizacién de los escenarios propuestos encontramos desarrollo de
seguridad, enrutamiento estatico, asignacién dinamica de IP, traducciones de
direcciones mediante NAT. Se propicia un entorno para que el estudiante desarrolle
en plenitud los puntos requeridos.



ESCENARIO 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin,
en donde el estudiante ser& el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

Dispositivo |Interfaz | Direccionamiento | Mascara GateW"f‘y
predeterminado

Se0/1/0  |209.17.220.6 255.255.255.252
Bogotal Se0/0/1 |172.29.3.9 255.255.255.252
Se0/0/0 |172.29.3.5 255.255.255.252
Se0/1/1 |172.29.3.1 255.255.255.252
Se0/1/0 |172.29.3.2 255.255.255.252
Se0/1/1 |172.29.3.6 255.255.255.252
Bogota2 |Se0/0/0 |172.29.3.14 255.255.255.252
Gig0/0 172.29.0.1 255.255.255.0

PC-B2 172.29.0.2 255.255.255.0 |172.29.0.1
Se0/1/1 |172.29.3.10 255.255.255.252
Bogota3 SgO/l/O 172.29.3.13 255.255.255.252
Gig0/0 172.29.1.1 255.255.255.0

PC-B3 172.29.1.2 255.255.255.0 |172.29.1.1
Se0/1/0 |172.29.6.2 255.255.255.252
Medellinl Se0/0/0 |172.29.6.10 255.255.255.252
Se0/0/1 |209.17.220.1 255.255.255.252
Se0/1/1 |172.29.6.14 255.255.255.252
Se0/1/1 |172.29.6.1 255.255.255.252
Medellin2 Se0/1/0 |172.29.6.5 255.255.255.252
Gig0/0 172.29.4.1 255.255.255.128

PC-M2 172.29.4.2 255.255.255.128 |172.29.4.1
Gig0/0 172.29.4.129 255.255.255.128
Se0/1/0 |172.29.6.6 255.255.255.252
Medellin3 |Se0/0/0 |172.29.6.9 255.255.255.252
Se0/1/1 172.29.6.13 255.255.255.252

PC-M3 172.29.4.130 255.255.255.128|172.29.4.129
ISP Se0/1/0 |209.17.220.2 255.255.255.252
Se0/1/1 |209.17.220.5 255.255.255.252

Tabla 1. Direccionamiento escenario 1
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1. Realizar las rutinas de diagnéstico y dejar los equipos listos para su configuracion
(asignar nombres de equipos, asignar claves de seguridad, etc.).

Contrasefa: class y cisco
Medellin_2

/I Lo primero que haremos seré configurar los pardmetros basicos, listos para que
cada dispositivo pueda cumplir con los pardmetros exigidos, nombre, claves,
mensajes del dia y asignacion de direccionamiento en los routers.

--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]: no
Press RETURN to get started!

Router>ena

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#host

Router(config)#hostname Medellin_2

Medellin_2(config)#ena

Medellin_2(config)#enable secret class

Medellin_2(config)#

Medellin_2(config)#interface gigabitEthernet 0/0
Medellin_2(config-if)#ip address 172.29.4.1 255.255.255.128
Medellin_2(config-if)#no shutdown

Medellin_2(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

Medellin_2(config-if)#

Medellin_2(config-if)#exit

Medellin_2(config)#inter serial0/1/1

Medellin_2(config-if)#ip address 172.29.6.1 255.255.255.252
Medellin_2(config-if)#no shutdown



%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
Medellin_2(config-if)#

Medellin_2(config-if)#exit

Medellin_2(config)#inter serial0/1/0

Medellin_2(config-if)#ip address 172.29.6.5 255.255.255.252
Medellin_2(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
Medellin_2(config-if)#

Medellin_2(config)#banner motd .

Enter TEXT message. End with the character '.".
Unauthorized access prohibited.

Medellin_2(config)#line vty 0 4
Medellin_2(config-line)#password cisco
Medellin_2(config-line)#login

Medellin_2(config-line)#exit

Medellin_2(config)#line console 0
Medellin_2(config-line)#pass cisco
Medellin_2(config-line)#login

Medellin_2(config)#service password-encryption
Medellin_2(config)#exit

Medellin_2#

Medellin_3

--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]: no
Press RETURN to get started!

Router>ena

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Medellin_3



Medellin_3(config)#

Medellin_3(config)#enable secret class

Medellin_3(config)#

Medellin_3(config)#interface gig0/0

Medellin_3(config-if)#ip addre

Medellin_3(config-if)#ip address 172.29.4.129 255.255.255.128
Medellin_3(config-if)#no shutdown

Medellin_3(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

Medellin_3(config-if)#

Medellin_3(config)#interface ser0/1/0

Medellin_3(config-if)#ip address 172.29.6.6 255.255.255.252
Medellin_3(config-if)#no shutdown

Medellin_3(config-if)#

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to up
Medellin_3(config-if)#exit

Medellin_3(config)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/0, changed state
to up

Medellin_3(config)#

Medellin_3(config)#interface ser0/0/0

Medellin_3(config-if)#ip address 172.29.6.9 255.255.255.252
Medellin_3(config-if)#no shu

Medellin_3(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
Medellin_3(config-if)#

Medellin_3(config)#interface ser0/1/1

Medellin_3(config-if)#ip address 172.29.6.13 255.255.255.252
Medellin_3(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
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Medellin_3(config-if)#exit
Medellin_3(config)#banner motd .
Enter TEXT message. End with the character '.".
Unauthorized access prohibited.
Medellin_3(config)#line vty 0 4
Medellin_3(config-line)#pass cisco
Medellin_3(config-line)#login
Medellin_3(config-line)#exit
Medellin_3(config)#line console 0
Medellin_3(config-line)#pass cisco
Medellin_3(config-line)#login
Medellin_3(config-line)#exit

Medellin_1

--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]: no
Press RETURN to get started!

Router>ena

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Medellin_1

Medellin_1(config)#

Medellin_1(config)#banner motd .

Enter TEXT message. End with the character '.".

Unauthorized access prohibited

Medellin_1(config)#

Medellin_1(config)#enable secret class

Medellin_1(config)#line vty 0 4

Medellin_1(config-line)#pas

Medellin_1(config-line)#password cisco
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Medellin_1(config-line)#login

Medellin_1(config-line)#exit

Medellin_1(config)#line console 0

Medellin_1(config-line)#pass cisco
Medellin_1(config-line)#login

Medellin_1(config-line)#exit

Medellin_1(config)#

Medellin_1(config)#service password-encryption
Medellin_1(config)#inter serial0/1/0

Medellin_1(config-if)#ip address 172.29.6.2 255.255.255.252
Medellin_1(config-if)#no shutdown

Medellin_1(config-if)#

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to up
Medellin_1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/0, changed state
to up

Medellin_1(config)#inter serial0/0/0

Medellin_1(config-if)#ip address 172.29.6.10 255.255.255.252
Medellin_1(config-if)#no shutdown

Medellin_1(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
Medellin_1(config-if)#inter serial0/0/0
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

Medellin_1(config-if)#exit

Medellin_1(config)#

Medellin_1(config)#inter serial0/0/1

Medellin_1(config-if)#ip address 209.17.220.1 255.255.255.252
Medellin_1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Medellin_1(config-if)#
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Medellin_1(config)#inter serial0/1/1

Medellin_1(config-if)#ip address 172.29.6.14 255.255.255.252
Medellin_1(config-if)#no shutdown

Medellin_1(config-if)#

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to up
Medellin_1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/1, changed state
to up

Medellin_1(config-if)#exit

Medellin_1(config)#

ISP

--- System Configuration Dialog ---
Would you like to enter the initial configuration dialog? [yes/no]: no

Press RETURN to get started!

Router>ena

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#

Router(config)#ena secret class
Router(config)#banner motd .

Enter TEXT message. End with the character '.".
Unauthorized access prohibited.

Router(config)#

Router(config)#line vty 0 4
Router(config-line)#pass cisco
Router(config-line)#login

Router(config)#line console 0
Router(config-line)#pass cisco
Router(config-line)#login
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Router(config-line)#exit

Router(config)#service password-encryption

Router(config)#

Router(config)#interface serial 0/1/0

Router(config-if)#ip address 209.17.220.2 255.255.255.252
Router(config-if)#no shut

Router(config-if)#

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to up
Router(config)#interface serial 0/1/1

Router(config-if)#ip address 209.17.220.5 255.255.255.252
Router(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
Router(config-if)#exit

Router(config)#

Router(config)#hostname ISP

ISP(config)#

Bogota_1

--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]: no
Press RETURN to get started!

Router>ena

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#

Router(config)#banner motd .

Enter TEXT message. End with the character '.".

Unauthorized access prohibited.

Router(config)#

Router(config)#enable secret class
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Router(config)#line vty 0 4

Router(config-line)#pass cisco

Router(config-line)#login

Router(config-line)#exit

Bogota_1(config)#line console 0

Bogota_1(config-line)#pass cisco

Bogota_1(config-line)#login

Bogota_1(config-line)#exit

Router(config)#service password-encryption
Router(config)#hostname Bogota_1

Bogota_1(config)#

Bogota_1(config)#inter serial 0/1/0

Bogota_1(config-if)#ip address 209.17.220.6 255.255.255.252
Bogota_1(config-if)#no shut

Bogota_1(config-if)#

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to up
Bogota_1(config-if)#

Bogota_1(config)#interfa seri 0/0/1

Bogota_1(config-if)#ip address 172.29.3.9 255.255.255.252
Bogota_1(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Bogota_1(config-if)#

Bogota_1(config)#interfa seri 0/0/0

Bogota 1(config-if)#ip address 172.29.3.5 255.255.255.252
Bogota_1(config-if)#no shu

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
Bogota_1(config-if)#

Bogota_1(config-if)#exit

Bogota_1(config)#

Bogota_1(config)#interfa seri 0/1/1

Bogota_1(config-if)#ip address 172.29.3.1 255.255.255.252
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Bogota_1(config-if)#no shu

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
Bogota_1(config-if)#exit

Bogota_1(config)#exit

Bogota_2

--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]: no
Press RETURN to get started!

Router>ena

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Bogota_2
Bogota_2(config)#banner mot

Bogota_2(config)#banner motd .

Enter TEXT message. End with the character '.".
Unauthorized access prohibited.

Bogota_2(config)#

Bogota_2(config)#enable secret class
Bogota_2(config)#line vty 0 4

Bogota_2(config-line)#pass cisco
Bogota_2(config-line)#login

Bogota_2(config-line)#exit

Bogota_2(config)#line console 0
Bogota_2(config-line)#pass cisco
Bogota_2(config-line)#login

Bogota_2(config-line)#exit

Bogota_2(config)#service password-encryption
Bogota_2(config)#inter ser0/1/0

Bogota_2(config-if)#ip addres 172.29.3.2 255.255.255.252
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Bogota_2(config-if)#no shut

Bogota_2(config-if)#

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to up
Bogota_2(config-if)#

Bogota_2(config)#inter ser0/1/1

Bogota_2(config-if)#ip addres 172.29.3.6 255.255.255.252
Bogota_2(config-if)#no shutdown

Bogota_2(config-if)#

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to up
Bogota_2(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/1, changed state
to up

Bogota_2(config-if)#inter ser0/0/0

Bogota_2(config-if)#ip addres 172.29.3.14 255.255.255.252
Bogota_2(config-if)#no shu

Bogota_2(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
Bogota_2(config-if)#

Bogota_2(config-if)#inter gig0/0

Bogota 2(config-if)#ip addres 172.29.0.1 255.255.255.0
Bogota_2(config-if)#no shut

Bogota_2(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

Bogota_2(config-if)#exit

Bogota_2(config)#

Bogota_3

--- System Configuration Dialog ---
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Would you like to enter the initial configuration dialog? [yes/no]: no
Press RETURN to get started!

Router>ena

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Bogota_3

Bogota_3(config)#enable secret class

Bogota_3(config)#line vty 0 4

Bogota_3(config-line)#pass cisco

Bogota_3(config-line)#login

Bogota_3(config-line)#exit

Bogota_3(config)#line console 0

Bogota_3(config-line)#pass cisco

Bogota_3(config-line)#login

Bogota_3(config-line)#exit

Bogota_3(config)#service password-encryption
Bogota_3(config)#banner motd .

Enter TEXT message. End with the character '.".

Unauthorized access prohibited.

Bogota_3(config)#

Bogota_3(config)#interface serial 0/1/1

Bogota_3(config-if)#ip address 172.29.3.10 255.255.255.252
Bogota_3(config-if)#no shut

Bogota_3(config-if)#

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to up
Bogota_3(config-if)#exit

Bogota_3(config)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/1, changed state
to up

Bogota_3(config)#interface serial 0/1/0
Bogota_3(config-if)#ip address 172.29.3.13 255.255.255.252
Bogota_3(config-if)y#no shut
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Bogota_3(config-if)#

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to up
Bogota_3(config-if)#exit

Bogota_3(config)#interface gig0/0

Bogota_3(config-if)#ip address 172.29.1.1 255.255.255.0
Bogota_3(config-if)#no shut

Bogota_3(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

Bogota_3(config-if)#exit

2. Realizar la conexion fisica de los equipos con base en la topologia de red
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llustracion 1. Conexion fisica de los equipos en la topologia de red
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Parte 1: Configuracién del enrutamiento

a. Configurar el enrutamiento en la red usando el protocolo RIP version 2, declare
la red principal, desactive la sumarizacion automatica.

Medellin_1

/IConfigurar Red con protocolo Rip version 2 Medellin 1
Medellin_1(config)#router rip
Medellin_1(config-router)#version 2
Medellin_1(config-router)#network 172.29.6.0
Medellin_1(config-router)#network 172.29.6.8
Medellin_1(config-router)#network 172.29.6.12
Medellin_1(config-router)#no auto-summary
Medellin_1(config-router)#passive-interface serial 0/0/1

Medellin_2

/[Configurar Red con protocolo Rip version 2 Medellin 2
Medellin_2(config)#router rip

Medellin_2(config-router)#version 2
Medellin_2(config-router)#network 172.29.6.0
Medellin_2(config-router)#network 172.29.6.4
Medellin_2(config-router)#network 172.29.4.0
Medellin_2(config-router)#no auto-summary
Medellin_2(config-router)#passive-interface gigabitEthernet 0/0

Medellin_3

/IConfigurar Red con protocolo Rip versién 2 Medellin 3
Medellin_3(config)#router rip
Medellin_3(config-router)#version 2
Medellin_3(config-router)#network 172.29.4.128
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Medellin_3(config-router)#network 172.29.6.4
Medellin_3(config-router)#network 172.29.6.8
Medellin_3(config-router)#network 172.29.6.12
Medellin_3(config-router)#no auto-summary
Medellin_3(config-router)#passive-interface gig0/0

Bogota_1

/IConfigurar Red con protocolo Rip version 2 Bogota 1
Bogota_1(config)#router rip
Bogota_1(config-router)#version 2
Bogota_1(config-router)#network 172.29.3.8
Bogota_1(config-router)#network 172.29.3.4
Bogota_1(config-router)#network 172.29.3.0
Bogota_1(config-router)#no auto-summary
Bogota_1(config-router)#passive-interface serial 0/1/0

Bogota_2

/[Configurar Red con protocolo Rip version 2 Bogota 2
Bogota_2(config)#router rip
Bogota_2(config-router)#version 2
Bogota_2(config-router)#no auto-summary
Bogota_2(config-router)#network 172.29.3.0
Bogota_2(config-router)#network 172.29.3.4
Bogota_2(config-router)#network 172.29.3.12
Bogota_2(config-router)#network 172.29.0.0
Bogota_2(config-router)#passive-interface gig0/0

Bogota_3

/[Configurar Red con protocolo Rip versién 2 Bogota 3
Bogota_3(config)#router rip
Bogota_3(config-router)#version 2
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Bogota_3(config-router)#network 172.29.3.8
Bogota_3(config-router)#network 172.29.3.12
Bogota_3(config-router)#network 172.29.1.0
Bogota_3(config-router)#no auto-summary
Bogota_3(config-router)#passive-interface gig0/0

b. Los routers Bogotal y Medellinl deberan afiadir a su configuracion de
enrutamiento una ruta por defecto hacia el ISP y, a su vez, redistribuirla dentro de
las publicaciones de RIP.

Medellin_1

Medellin_1(config)#

Medellin_1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.2
Medellin_1(config)#

Medellin_1(config)#router rip
Medellin_1(config-router)#default-information originate
Medellin_1 config-router)#exit

Bogota_1

Bogota_1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.5
Bogota_1(config)#

Bogota_1(config)#router rip
Bogota_1(config-router)#default-information originate
Bogota_1(config-router)#exit

Bogota_1(config)#exit

Bogota_1#

22



c. El router ISP debera tener una ruta estatica dirigida hacia cada red interna de
Bogot4 y Medellin para el caso se sumarizan las subredes de cada uno a /22.

/[El router asignado a Medellin 1 se conecta a Internet de igual manera el router
asignado a Bogota 1

ISP

ISP(config)#ip route 172.29.0.0 255.255.252.0 209.17.220.6
ISP(config)#ip route 172.29.4.0 255.255.252.0 209.17.220.1

Parte 2: Tabla de Enrutamiento.

a. Verificar la tabla de enrutamiento en cada uno de los routers para comprobar las
redes y sus rutas.

Medellin_3

Medellin 3gshow ip route
Codes: L - local, © - connected, 5 — static, R - RIF, M - mokile, B - BGEP
I - EIZRP, E¥ - EIGRP external, & - O5PF, IA - OS5PF inter area
N1l - OS5PF M55R externsl type 1, HNZ - O5PF M55SR external type 2
El1 - OS5PF external type 1, EZ - O5FPF external type Z, E — EEP
i — I5-I5, L1 - I5-IS5 lewel-1, LZ — I5-IS level-2, ia — I5-I5 inter area
* — pcandidate defsult, T - per—-user static route, o — CODR
F - periodic downloaded static route

Fateway of last resort is 172_.2%.&2.10 to nmetwork 0.0.0.0

172.29.0.0/1e is wariesbly subnetted, 10 subnets, 3 masks

=3 172.29.4_ 0,25 [120/1] wie 172_.239_6.5, 00:00:18, Serizlds1ls0

C 172.29.4_ 128725 is directly connected, GigebitEthernetl,0

L 172.29.4_125/32 is directly connected, GigaebitEthernetl,0

=3 17229 2_0/30 [120/1] wiae 172_.Z9%_.6.5, 00:00:18, Seri=alls1/0
[120/1] wia 17Z2_29_&.10, 00:00:18, Seriald/s0/0
[120/1] wia 172_29_&.14, 00:00:18, Seriallds1/1

C 172.29.4_.4/30 is directly connected, Serizl0 1,0

L 172.29.6.6/32 is directly connected, Serizl0 1,0

C 172.29.2_8/30 is directly connected, Seri=l0 0,0

L 172.29.2.9/32 is directly connected, Seri=zl0 0,0

C 172.28.6_12/30 is directly connected, Serizldys1l/s1

L 172.29.68_.13/32 is directly connected, Serialld 1,1

B+ 0.0_.0.0,/0 [120/1] wia 172_29 1a, 00:-00:z18, Serial0/ 070

&
[120/1] wia 172.25.&.14, 00:00:18, Seriali/s1/1
Medellin 3§
e e ee . Toa

llustracion 2. Tabla de enrutamiento Medellin_3
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Medellin_1

Medellin l#show ip route

Codes: L — local, © - connected, 5 — static, B — RIP, M — mokile, B — BEP
o — EIGRP, EX - EIZERP external, & - QSEF, IR - OS5PF inter area
H1l - OSPF MNS5Z external type 1, MNEZ - O5EF N55Z externzal type Z
El - OSPF external type 1, EZ — O5SPF external type Z, E - EGP
i - Is-Is, L1 - I5-I5 lewel-1l, LZ - IS-I5 level-2Z, ia — I5-I5 inter area
* — pandidate default, T - per—-user static route, o — ODR
P - periodic downloaded static route
Gateway of last resort is Z05_17_220.2 to metwork 0.0.0.0
172_.25.0.0/18 is wariakly subnetted, % submnets, 3 masks
= 172.29.4_0/25 [120/1] wia 172_.25_.6.1, 00:00:135, Serial0ys170
= 172.29.4_.128/725 [120/1] wia 172.23_.6.13, 00:00:27, Serialos1ls1
[120/1] wi= 172.Z25.€.5, 00:00:27, Serialdys0/f0
c 172.29_&_.0/30 is directly connected, Seriald/ 170
L 172.29_6€_2/32 is directly connected, Seriald/ 170
= 172.29.&€.4/730 [120/1] wia 172.25_.6.13, 00:00:27, Serialdys1s1
[120/1]1 wie 17Z2.25%.e.5, 00:00:27, Seri=zlds0/0
[120/1] wie 17Z.Z2%.€.1, 00:00:13, Seri=zlos1s0
L 172.29_&.8/30 is directly connected, Seri=ald/ 070
L 172.29_&2.10/32 is directly connected, Seri=l0,/0/0
L 172.29_&2.12/30 is directly connected, Seri=l0/1/1
L 172.29_8.14/32 is directly connected, Seri=l0 171
Z05.17.220.0/24 is wariskly subnetted, 32 subnets, Z masks
c ZO09.17.220.0/30 is directly connected, Serialld/ 071
L ZO09.17.220.1/32 is directly connected, Serialld/ 071
c ZO09.17.220.2/32 is directly connected, Seriallds 071
g 0.0.0.0/0 [1/0] wia Z09.17.Z2Z20.Z
Medellin 1%
llustracion 3. Tabla de enrutamiento Medellin_1
ISP
ISPfshow ip route
Codes: L — local, T — connected, 5 - static, B — BIP, M - mokile, B -
BEE
oD — EIGRP, EX — EIERF extermnal, & — O5PF, I& - O5PF imter area
N1l - ©SPF M55Z external type 1, HZ — OSPF NS55L external type 2
El - OSPF external type 1, EZ — OSFF externzal type Z, E EEE
i — I5-I5, L1 - I5-IS5 lewvel-l, LZ - IS5-IS5 lewvel-2Z2, ia — IS5-IS
inter area
* — candidate defasult, U - per—-user static route, o — ODR

B

Fateway of

172 _29_0_0/72
=] 172.259.0.
=] 172.25.4.

209 _17_Z220.0
= 203 _.17.22
C 205.17.22
L 203 1722
C 205.17.22
L. 209_17_22
= 203 _.17.22
ISEE

last resort is mot set

perigdic downloaded static route

Z i3 subnetted, Z subnets

022 [1/0]1 wia 205_.17.220.%
022 [1/0] wia Z053_.17.2Z20.1

FZ24 is wariskly subnetted,
0.0/30 is directly connected, 5
0.1/32 is directly connected, 5
0.2/32 is directly connected, 5
0.4/30 is directly connected, 5
0.5/32 is directly connected, 5
0.8/32 is directly connected, 5

& subnets,

Z masks
erizaldys1-s0
eriald/ 1/ 0
erialdys1/0
erialld; 1,1
eriald/s1 1
erialds1S1

llustracion 4. Tabla de enrutamiento ISP
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Bogota_3

Bogota 3f#show ip route

Codes: L — local, T — connected, 5 — static, B — RIP, M — mobkile, B -—
BE=E
oD — EIRP, EX — EIEZERF extern=sl, O — OSPF, IR — O5PF inter ares
Hl — OSPF MSS5A& externasl type 1, HZ — O5PF MNSS5R external type Z
El — OSPF external type 1, EZ — O5FPF externzasl type Z, E — EEPE
i — Is-Is, Ll — IsS-Is5 lewvel-1, LZ — I5-I5 level-Z, ia — IsS—-IS
inter ares
* — candidate default, T — per—-user sStatic route, o — ODR
P - periodic downloaded static route
Fateway of last resort is 172 _Z23_.3.5% to metwork O_.0_0_0
17225 _0.0/1e is wariabkly submnetted, 9 subnets, 3 masks
=3 172 _Z3_0_0/s24 [1Z2051] wia 17Z_295_3_14, 00:00:-Z1, Seriald/s 1,0
= 172 _Z23_1_0/524 is directly connected, GigabitEthernetd/,0
L 17Z2.Z9.1.1/722 ig directly connected, GigabitEthernetO0.,0
=3 172 Z23_.23_0,20 [1Z2051] wia 17Z.25_.2.53, 00:00:04, Seriallds1l/1
[1Z20,/1]1 wia 17Z.29.3.14, 00:00:Z1, SerizlOs 1,0
=3 172 Z23.3_4,30 [1Z20/1] wiae 17Z.Z253.3.53, 00:00:04, Seriallds 1,1
[1Z20,1]1 wia 17Z.Z9.3.14, 00:00:Z1, SerizlOos 1,0
C 172 _Z9_.3_8/,30 is directly connected, Serisl10/,1./1
L. 172 _Z9_3_.10,32 is directly connected, Seri=sl0s 151
L 172 _Z2Z9_3_.12/30 is directly connected, Seri=10/,150
T. 172 _Z29_.3_.13/32 is directly connected, Seri=sl10/,150
= O.0_0.0/0 [120/1] wia 172.25.3_.353, 00:00:04, SerialdsF1s1

Bogota 3§

llustracion 5. Tabla de enrutamiento Bogota 3

Bogota_1

Bogota l#show ip route

Codes: L — loczl, € - connected, 5 - static, R - RIP, M — mokile, B -—
o - EIGZREP, EX - EIGRP extermnal, O - Q5PF, Ik - OSPF inter area
W1l - OSPF MS55R external type 1, WZ - O5PF WS55R external type Z
El — OSPF extermnal type 1, EZ — OSPF external type 2, E — EGP
i - I5-I5, L1 — I5-I5 lewel-1l, LZ - I5-I5 lewel-Z, ia - I5-IS
* — candidate defzult, U - per—user static route, o — CDR
P - periodic downloaded static route
GCateway of last resort is 209%_.17_220.5 to network 0.0.0_0
172.29.0.0/1le is wariakly subnetted, 9 subnets, 2 masks
=3 172.25.0.0,24 [1Z0/1] wia 172_.25_.3_.Z, 00:00:01, Serizalds1,1
[120/1] wia 172_.25%_3_.&, 00:00:01, Serialds0s0
=3 172 _.25.1.0/24 [120/1] wis 17Z2_.2%.3.10, 00:00:21, Serialds 0,1
c 172.29.3.0/30 is directly connected, Serizl0s 171
L 172.29.2.1/32 is directly connected, Seri=l0sf1ls1
C 172.29_.2.4,/30 is directly connected, Serizl0s 0,0
L 172.259_.3.5/32 is directly connected, Seri=l0s 070
c 172.29_3_.8/30 is directly connected, Seri=l0s 071
L 172_.29_.3.9/32 is directly connected, Serizl0s 071
R 172.29.2.12/30 [120/1] wia 172.29.23.10, 00:00:Z21, Serial0s/0/1
[1Z20/1] wia 172_.2Z2%_.3_.Z, 00:00:01, Serizloys1/1
[120/1] wia 172_.25_3_.&, 00:00:01, Seri=lds0/0
Z09.17_.220.0/24 is wariasbly subnetted, 3 subnets, Z masks
c -2Z20 is directly connected, Seriald/s1/0
c iz directly connected, Serialds1/0
L is directly conmnected, Seriald/s 1,0

Bogota_ 1§

wia Z05_.17.220.5

llustracion 6. Tabla de enrutamiento Bogota 1
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b. Verificar el balanceo de carga que presentan los routers.

Esta informacion también se puede validar con la tabla desplegada en el comando
#show ip route# y se hara en los dos dispositivos con dos seriales conexion a un
router.

Bogota_2

- -

Bogota Zftracercute 203.17_220_&
IType escape segquence to abort.
Tracing the route to Z03.17.Z220.¢

1 172 _.25_3.5 1 maec 0 maec 0 maec
Bogota 2§
Bogota Zftracercute 203.17_220_&
IType escape segquence to abort

Tracing the route to Z03.17.Z220.¢

1 172.25.3.1 Z mIec 1l maec 4 mIec
Bogota 2§
llustracion 7. Verificacion de balanceo Bogota 2
Medellin_3

HedellinZE#tra:er:ute 205.17_220.1
IType escape s3egquence to abort.
Tracing the route to Z09_.17_.Z220.1

1 172.25%.e.14 0 maec 2 msec 0 maec
Medellin 3%
Medellin 3ftracercute 203 _17_220_1
IType escape 3egquence to abort.
Tracing the route to 209.17.220.1

1 172 .29.2.10 0 maec 1l msec 0 msec
Medellin 3§

llustracion 8. Verificacion de balanceo Medellin_3

26



c. Obsérvese en los routers Bogotal y Medellinl cierta similitud por su ubicacion,
por tener dos enlaces de conexidén hacia otro router y por la ruta por defecto que
manejan.

Los routers Bogota_1 y Medellin_1 manejan una

d. Los routers Medellin2 y Bogota2 también presentan redes conectadas
directamente y recibidas mediante RIP.

Medellin_2

Medellin Zfshow ip route rip
172.25%.0.0/1e is wariaekly subnetted, 5% subnets, 3 masks
4128525 [120/1] wie 172_Z23%_.e_%, 00:00:15, Serialds1/s0
-e_B/S30 [120/1] wie 17E.25%_.%.2, 00:00:04, Serial0 /1,71
[120/1] wie 172.25%_4e.&, 00:00:15, Serial0/S1/0
=] 172_25%_6.12/30 [120/1] wie 17Z2_.Z5%_e_.2, 00:00:04, Seriall/s1/1
[120/1] wia 172. c.g8, 00:00:15, Serisl0 /170
B+ 0.0.0.0/0 [120/1] wia 172_.253.6.2, 00:00:04, Seri=zl0/s1/1

[ I L

)
g

-
-4
-
[F-d- P =

Medellin 2§

llustracion 9. Redes conectadas mediante RIP Medellin_2

Bogota_2

Bogota Z§show ip route rip
172.29.0.0/1e is wariakly subnetted, 10 suknets, 3 masks
=) 172.25.1.0/724 [120/1] wie 2903012, 00:00:05, SerizldSO0/0
172_2%_3_.8/30 [120/1] wi=a LE29.3.1, 00:00:10, SerizldS1/0
[120/1] wia L29.3.5, 00:00:10, Serizslds1/1
[120/1] wia 2903012, 00:00:05, SerizldSO0/0
B+ 0.0.0.0/0 [120/1] wia 172.29. , 00:00:10, Serial0ys1/0
B 0.0.0.0/0 [120/1] wia 17Z2.Z25.3.5, 00:00:10, Seriald/s1/1

R RIORDORD

Bogota Z§

llustracion 10. Redes conectadas mediante RIP Bogota 2

e. Las tablas de los routers restantes deben permitir visualizar rutas redundantes
para el caso de la ruta por defecto.
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/[Esta informacion esté plasmada en las tablas de enrutamiento, propias de los
routers.

f. El router ISP solo debe indicar sus rutas estaticas adicionales a las directamente
conectadas.

I5P§show ip route
Codes: L — loecal, C — connected, 5 — static, B — RIP, M - mokile, B - BEP
r — EIGRE, EX - EIGRP external, & - O5PF, IR - OS5PF inter aresa
N1 - OSEF HS5R external type 1, NZ - OS5FF NS55R external type Z
E1 - OS5PF externzal type 1, EZ - O5PF externzal type 2, E - EGP
i - I5-I5, L1 - I5-I5 lewvel-l, Lz - I5-I5 lewel-2, ia — I5-I5 inter
area
* — candidate defasult, U - per—user static route, o - QDR
P - periocdic downloaded static route

Cateway of last resocrt is not set

172 _.25.0.0/22 is subnetted, Z subnets
5 172.25.0.0/22 [1/0] wia 209.17_.220.¢
5 172.25.4.0/22 [1/70] wia 205.17.220.1
209_.17_.220_.0/24 is wvarisbly subnetted, 4 subnets, 2 masks
c 209_.17_220.0/30 is directly connected, Serisld/s1/0
L 2089 17_.220.2/32 is directly connected, Seriald/1/0
c 205_.17_220.4/30 is directly connected, Seris=lds 1,1
L 2059_17_.220.5/32 is directly connected, Seriald/1/1
ISF§

llustracion 11. Visualizacion de rutas estaticas

Parte 3: Deshabilitar la propagacion del protocolo RIP

//[Es de gran importancia ya que no se quiere propagar donde no se requiera se
debe deshabilitar la propagacion en el protocolo RIP.
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Bogota_1

router rig
wersiomn Z
pagsgsive—interface Seriald 1 0
network 17Z_Z323_0_0
default—dinformation originate
o Sautbto— SuUnmary
!
ip clazssless
Bogota_ 1E

llustracion 12. Deshabilitacion Bogota_1
Bogota_2

router rip

versiocn Z

passive-interface EigabkitEthernetl/0
network 172_25%.0.0

no auto—Summary
|

ip classless
Bogota 2§

llustracion 13. Deshabilitacion Bogota 2
Bogota_3

router rip

wversion 2

passive-interface GigakitEthernet0s0
network 17Z.2%.0.0

no auto—Surmsary

I

ip classless

Bogota_ 3

llustracion 14. Deshabilitacion Bogota 3
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Medellin_1

router rip

wersiomn 2

passive—interface Serial0/ 0,1
network 17Z_Z3_.0.0
default—information originate
no auto—summary

1

ip classless

Medellin 1F

llustracién 15. Deshabilitacion Medellin_1

Medellin_2

router rip

version 2

passive—-interface GigabkitEthernet0/0
network 172_.Z25%.0.0

no aUuto-SUNmary

I

ip classless

Medellin 2§

llustracion 16. Deshabilitacion Medellin_2

Medellin_3

router rip

version 2

passive-interface GFigabitEthernetd/ 0
network 172 _25%_.0.0

no auto—summary
|

ip classless

Medellin 2§

llustracion 17. Deshabilitacion Medellin_3
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Parte 4: Verificacion del protocolo RIP.

a. Verificar y documentar las opciones de enrutamiento configuradas en los routers,
como el passive interface para la conexion hacia el ISP, la versién de RIP y las
interfaces que participan de la publicacion entre otros datos

/I Anteriormente se realiza las interfaces pasivas

b. Verificar y documentar la base de datos de RIP de cada router, donde se informa
de manera detallada de todas las rutas hacia cada red.

//Anteriormente se realiza la conexion a RIP

Parte 5: Configurar encapsulamiento y autenticacion PPP.

a. Segun la topologia se requiere que el enlace Medellinl con ISP sea configurado
con autenticacion PAP.

Medellin_1

Medellin_1(config)#

Medellin_1(config)#username ISP passw cisco

Medellin_1(config)#

Medellin_1(config)#interfa se0/0/1

Medellin_1(config-if)#encapsulation ppp

Medellin_1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to down

Medellin_1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to up

Medellin_1(config-if)#

Medellin_1(config-if)#ppp authentication pap
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Medellin_1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to down

Medellin_1(config-if)#

Medellin_1(config-if)#ppp authentication pap

Medellin_1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to down

Medellin_1(config-if)#

Medellin_1(config-if)#ppp pap sent-username Medellin_1 password cisco
Medellin_1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to up

ISP

ISP(config)#

ISP(config)#username Medellin_1 passw cisco

ISP(config)#

ISP(config)#inter se0/1/0

ISP(config-if)y#encapsulation ppp

ISP(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/0, changed state
to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/0, changed state
to up

ISP(config-if)#

ISP(config-if)#ppp authentication pap

ISP(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/0, changed state
to down
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ISP(config-if)#

ISP(config-if)#ppp pap sent-username ISP password cisco

ISP(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/0, changed state
to up

b. El enlace Bogotal con ISP se debe configurar con autenticacion CHAT.

ISP

ISP#conf t

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#username Bogota_1 pass cisco
ISP(config)#interface se0/1/1

ISP(config-if)y#encapsulation chap

ISP(config-if)y#encapsulation ppp

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/1, changed state
to down

ISP(config-if)#

ISP(config-if)y#ppp authentication chap

ISP(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/1, changed state
to up

Bogota_1

Bogota_1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota_1(config)#username ISP pass cisco
Bogota_1(config)#interface se0/1/0
Bogota_1(config-if)#encapsulation ppp

Bogota_1(config-if)#
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%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/0, changed state
to down

Bogota_1(config-if)#ppp authentication chap

Bogota_1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/0, changed state
to up

Parte 6: Configuracién de PAT.

a. En la topologia, si se activa NAT en cada equipo de salida (Bogotal y
Medellinl), los routers internos de una ciudad no podran llegar hasta los routers
internos en el otro extremo, sélo existird comunicacion hasta los routers Bogotal,
ISP y Medellinl.

Medellin_1

Medellin_1(config)#ip access-list standard NAT
Medellin_1(config-std-nacl)#permit 172.29.4.0 0.0.0.127
Medellin_1(config-std-nacl)#permit 172.29.4.128 0.0.0.127
Medellin_1(config-std-nacl)#exit

Medellin_1(config)#ip nat inside source list NAT interface serial 0/0/1 overload
Medellin_1(config)#inter seri0/0/1

Medellin_1(config-if)#ip nat outside
Medellin_1(config)#inter seri0/1/0

Medellin_1(config-if)#ip nat inside
Medellin_1(config-if)#inter seri0/0/0
Medellin_1(config-if)#ip nat inside
Medellin_1(config-if)#inter seri0/1/1
Medellin_1(config-if)#ip nat inside
Medellin_1(config-if)#exit

Medellin_1(config)#

Bogota_1(config)#ip access-list standard NAT
Bogota_1(config-std-nacl)#permit 172.29.0.0 0.0.0.255
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Bogota_1(config-std-nacl)#permit 172.29.1.0 0.0.0.255
Bogota_1(config-std-nacl)#exit

Bogota_1(config)#ip nat inside source list NAT interface serial 0/1/0 overload
Bogota_1(config)#inter serial 0/1/0
Bogota_1(config-if)#ip nat outside
Bogota_1(config)#inter serial 0/0/1
Bogota_1(config-if)#ip nat inside
Bogota_1(config)#inter serial 0/0/0
Bogota_1(config-if)#ip nat inside
Bogota_1(config-if)#inter serial 0/1/1
Bogota_1(config-if)#ip nat inside
Bogota_1(config-if)#exit

Bogota_1(config)#

b. Después de verificar lo indicado en el paso anterior proceda a configurar el NAT
en el router Medellinl. Compruebe que la traduccion de direcciones indique las
interfaces de entrada y de salida. Al realizar una prueba de ping, la direccion debe
ser traducida automaticamente a la direccion de la interfaz serial 0/1/0 del router
Medellinl, como diferente puerto.

/lindicamos las interfaces de entrada y salida de Medellin 1

Medellin_1>en

Medellin_1#config t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin_1(config)#ip nat inside source list 1 interface s0/0/0 overload
Medellin_1(config)#access-list 1 permit 173.29.4.0 0.0.3.255
Medellin_1(config)#int s0/0/0

Medellin_1(config)#ip nat outside

Medellin_1(config)#int s0/0/1

Medellin_1(config)#ip nat inside

Medellin_1(config)#int s0/1/1

Medellin_1(config)#ip nat inside
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Medellin_1(config)#
/lindicamos las intefaces de entrada y salida de Medellin 1

Bogota_1>en

Bogota 1#config t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota_1(config)#ip nat inside source list 1 interface s0/0/0 overload
Bogota_1(config)#access-list 1 permit 173.29.0.0 0.0.3.255
Bogota_1(config)#int sO/0/0

Bogota_1(config)#ip nat outside

Bogota_1(config)#int sO/0/1

Bogota_1(config)#ip nat inside

Bogota_1(config)#int sO/1/0

Bogota_1(config)#ip nat inside

Bogota_1(config)#int sO/1/1

Bogota_1(config)#ip nat inside

Bogota_1(config)#

¥ pc-mz

Physical Config Deskiop Programming Atftributes
I

Command Prompt

yrmand Line 1.0

llustracion 18. Ping de M2 a ISP
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¥ pc-p2

Phy=ical Config Deskiop Programming Aftributes
|

Command Prompt

Packet Tracer PC Command Line 1.0

Cihv=ping 1l72.25.4.%

172.25_4 ¢ with 32

out.
out .
out .

llustracion 19. Ping B2-M2

/[Este pin no es satisfactorio por que NAT bloquea de adentro hacia afuera.

c. Proceda a configurar el NAT en el router Bogotal. Compruebe que la traduccion
de direcciones indique las interfaces de entrada y de salida. Al realizar una prueba
de ping, la direccion debe ser traducida automaticamente a la direccion de la interfaz
serial 0/1/0 del router Bogotal, como diferente puerto.

Bogota_1>en

Bogota 1#config t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota_1(config)#ip nat inside source list 1 interface s0/0/0 overload
Bogota_1(config)#access-list 1 permit 173.29.0.0 0.0.3.255
Bogota_1(config)#int s0/0/0

Bogota_1(config)#ip nat outside

Bogota_1(config)#int s0/0/1

Bogota_1(config)#ip nat inside
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Bogota_1(config)#int sO/1/0
Bogota_1(config)#ip nat inside
Bogota_1(config)#int sO/1/1
Bogota_1(config)#ip nat inside
Bogota_1(config)#

Parte 7: Configuracién del servicio DHCP.

a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser el
servidor DHCP para ambas redes LAN

Medellin_2

Medellin_2(config)#ip dhcp excluded-address 172.29.4.1
Medellin_2(config)#ip dhcp excluded-address 172.29.4.129
Medellin_2(config)#

Medellin_2(config)#ip dhcp pool Medellin_2
Medellin_2(dhcp-config)#network 172.29.4.0 255.255.255.128
Medellin_2(dhcp-config)#default-router 172.29.4.1
Medellin_2(dhcp-config)#dns-server 8.8.8.8
Medellin_2(config)#ip dhcp pool Medellin_3
Medellin_2(dhcp-config)#network 172.29.4.128 255.255.255.128
Medellin_2(dhcp-config)#default-router 172.29.4.12
Medellin_2(dhcp-config)#dns-server 8.8.8.8
Medellin_2(dhcp-config)#exit

Medellin_2(config)#

b. El router Medellin3 debera habilitar el paso de los mensajes broadcast hacia la
IP del router Medellin2.

Medellin_3(config)#inter gigabitEthernet 0/0
Medellin_3(config-if)#ip helper-address 172.29.6.5

Medellin_3(config-if)#exit

38



Medellin_3(config)#

c. Configurar la red Bogota2 y Bogota3 donde el router Medellin2 debe ser el
servidor DHCP para ambas redes Lan.

Bogota_2

Bogota_2(config)#ip dhcp excluded-address 172.29.0.1
Bogota_2(config)#ip dhcp excluded-address 172.29.1.1
Bogota_2(config)#

Bogota_2(config)#ip dhcp pool Bogota_ 2
Bogota_2(dhcp-config)#network 172.29.0.0 255.255.255.0
Bogota_2(dhcp-config)#default-router 172.29.0.1
Bogota_2(dhcp-config)#dns-server 8.8.8.8
Bogota_2(dhcp-config)#exit

Bogota_2(config)#

Bogota_2(config)#ip dhcp pool Bogota 3

Bogota 2(dhcp-config)#network 172.29.1.0 255.255.255.0
Bogota_2(dhcp-config)#default-router 172.29.1.1

Bogota 2(dhcp-config)#dns-server 8.8.8.8

Bogota 2(dhcp-config)#exit

Bogota_2(config)#

d. Configure el router Bogotal para que habilite el paso de los mensajes Broadcast
hacia la IP del router Bogota?2.

Bogota_3(config)#inter gig0/0
Bogota_3(config-if)#ip helper-address 172.29.3.14
Bogota_3(config-if)#exit

Bogota_3(config)#
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ESCENARIO 2

Una empresa de tecnologia posee tres sucursales distribuidas en las ciudades de
Miami, Bogota y buenos aires, en donde el estudiante sera el administrador de red
el cual deber& configurar e interconectar entre si cada uno de los dispositivos que
forman parte del escenario, acorde con los lineamientos establecidos para el
direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman
parte de la topologia de red.

Internet " 192.168.10.0/24 Administracidn
\ W | 1921680004 | Mercadeo
200 | 192.168,2000/24 |  Mantenimiento
FO/0

209.165.200.230 209.165.200,224/29

Web Server
10.10,10.10/32

172.31.23.000

Lod 192.168.4.0/24
LoS 192.168.5,0/24
Lo6 192.168.6.0/24

Buenos Aires

192.168.99.3

llustracion 20. Topologia de red Escenario 2

1. Configurar el direccionamiento IP acorde con la tecnologia de red para cada
uno de los dispositivos que forman parte del escenario

Lo primero que haremos antes de configurar el direccionamiento de la red sera
introducir comandos para establecer parametros basicos en router y switch,
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nombres, encriptacion, mensaje del dia. La contrasefia de acceso en todos los
casos sera cisco.

Internet PC

¥ pC-INTERMET — O >

Physical Config Desktop Programming Attributes

[P Configuration

IP Configuration

O DHep @ Static

IP Address | 209.165.200.230 |
Subnet Mask | 255,255,255, 248 |
Default Gateway | 209, 165,200,225 |
DNS Server 0.0.0.0 |

llustracion 21. Direccionamiento IP en PC-INTERNET
Router 1 Bogota

Router>enable

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOGOTA
BOGOTA(config)#enable secret cisco
BOGOTA(config)#line con 0
BOGOTA(config-line)#password cisco
BOGOTA(config-line)#login
BOGOTA(config-line)#line vty 0 4
BOGOTA(config-line)#password cisco
BOGOTA(config-line)#login
BOGOTA(config-line)#exit
BOGOTA(config)#no ip domain loo
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BOGOTA(config)#no ip domain lookup
BOGOTA(config)#service pass

BOGOTA(config)#service password-encryption
BOGOTA(config)#banner motd #unauthorized access prohibited!!'#
BOGOTA(config)#exit

BOGOTA#

%SYS-5-CONFIG_I: Configured from console by console}
BOGOTA¢#config t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#int s0/0/0

BOGOTA(config-if)description conexion a R2
BOGOTA(config-if)#ip addres 172.31.21.1 255.255.255.252
BOGOTA(config-if)#clock rate 128000

BOGOTA(config-if)y#no shutdown

Router 2 Miami

Router>enable

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname MIAMI
MIAMI(config)#enable secret cisco
MIAMI(config)#line con 0
MIAMI(config-line)#password cisco
MIAMI(config-line)#login
MIAMI(config-line)#line vty 0 4
MIAMI(config-line)#password cisco
MIAMI(config-line)#login
MIAMI(config-line)#exit
MIAMI(config)#service pa
MIAMI(config)#service password-encryption
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MIAMI(config)#no ip domain loo

MIAMI(config)#no ip domain lookup

MIAMI(config)#banner motd #unauthorized acces prohibited !!!#
MIAMI(config)#exit

MIAMI#

%SYS-5-CONFIG_I: Configured from console by console
MIAMI#config t

Enter configuration commands, one per line. End with CNTL/Z.
MIAMI(config)#int sO/0/1

MIAMI(config-if)description conexion a R1

MIAMI(config-if)#ip address 172.31.21.2 255.255.255.252
MIAMI(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to up

MIAMI(config-if)#

MIAMI(config-if)#int sO/0/0

MIAMI(config-if)#ip address 172.31.23.1 255.255.255.252
MIAMI(config-if)#clock rate 128000

MIAMI(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
MIAMI(config-if)#

MIAMI(config-if)#int g0/0

MIAMI(config-if)#description conexion a ISP

MIAMI(config-if)#ip address 209.165.200.225 255.255.255.248
MIAMI(config-if)#no sh

MIAMI(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
MIAMI(config-if)#int g0/1

MIAMI(config-if)#description conexion a WEB SERVER
MIAMI(config-if)#ip address 10.10.10.1 255.255.255.0
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MIAMI(config-if)#no sh

MIAMI(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to up
MIAMI(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1,
changed state to up

Servidor Web

B WEE SERVER - O

Physical Config Services Desktop Programming Attributes

P Configuration

IP Configuration

(O DHep @®) Static

IP Address [10.10.10.10
Subnet Mask | 255.255.255.0
Default Gateway [10.10.10.1
DNS Server [0.0.0.0

TOwE Fanfinnration

llustracion 22. Direccionamiento IP web server

Router 3 Buenos Aires

Router>enable

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BUENOS_AIRES
BUENOS_AIRES(config)#enable secret cisco
BUENOS_AIRES(config)#line con 0
BUENOS_AIRES(config-line)#password cisco
BUENOS_AIRES(config-line)#login
BUENOS_AIRES(config-line)#line vty 0 4
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BUENOS_AIRES(config-line)#password cisco
BUENOS_AIRES(config-line)#login
BUENOS_AIRES(config-line)#exit

BUENOS_AIRES(config)#no ip domain loo
BUENOS_AIRES(config)#no ip domain lookup
BUENOS_AIRES(config)#service

BUENOS_AIRES(config)#service pass
BUENOS_AIRES(config)#service password-encryption
BUENOS_AIRES(config)#banner motd #unauthorized acces prohibited!!#
BUENOS_AIRES(config)#int s0/0/1

BUENOS_AIRES(config-if)#ip address 172.31.23.2 255.255.255.252
BUENOS_AIRES(config-if)#no sh

BUENOS_AIRES(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
BUENOS_AIRES(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to up

BUENOS_AIRES(config-if)#int lo4
BUENOS_AIRES(config-if)#
%LINK-5-CHANGED: Interface Loopback4, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback4, changed state
to up

BUENOS_AIRES(config-if)#ip address 192.168.4.1 255.255.255.0
BUENOS_AIRES(config-if)#no sh

BUENOS_AIRES(config-if)#int lo5

BUENOS_AIRES(config-if)#

%LINK-5-CHANGED: Interface Loopback5, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback5, changed state
to up

BUENOS_AIRES(config-if)#ip address 192.168.5.1 255.255.255.0
BUENOS_AIRES(config-if)#no sh
BUENOS_AIRES(config-if)#int 106
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BUENOS_AIRES(config-if)#
%LINK-5-CHANGED: Interface Loopback6, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback6, changed state
to up

BUENOS_AIRES(config-if)#ip address 192.168.6.1 255.255.255.0
BUENOS_AIRES(config-if)#no sh
BUENOS_AIRES(config-if)#

Swicth 1

Switch>en

Switch#config t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S1

S1(config)#enable secret cisco

S1(config)#line con 0

S1(config-line)#pass cisco

S1(config-line)#line vty 0 4

S1(config-line)#pass cisco

S1(config-line)#login

S1(config-line)#exit

S1(config)#no ip domain |

S1(config)#no ip domain lookup

S1(config)#service pass

S1(config)#service password-encryption

S1(config)#banner motd #unauthorized access prohibited!!#
S1(config)#

Switch 3

Switch>en
Switch#config t
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Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#host

% Incomplete command.

Switch(config)#hostname SW3

SW3(config)#enable secret cisco

SW3(config)#line con 0

SW3(config-line)#pass cisco

SW3(config-line)#login

SW3(config-line)#line vty 0 4

SW3(config-line)#pass cisco

SW3(config-line)#login exit

% Invalid input detected at '~ marker.

SW3(config-line)#login

SW3(config-line)#exit

SW3(config)#service pass

SW3(config)#service password-encryption
SW3(config)#banner motd #unauthorized access prohibited!'#
SW3(config)#exit

SW3#

%SYS-5-CONFIG_I: Configured from console by console

2. Configura el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

OSPFv2 area 0O

Configuration Item or Task Specification
Router ID R1 1111
Router ID R2 5.5.5.5
Router ID R3 8.8.8.8

Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales en | 256 Kb/s
Ajustar el costo en la metrica de S0/0 a 9500

Tabla 2. Datos de enrutamiento OSPFv2
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Configuracion de enrutamiento OSPF v2 en Router 1, bajo los criterios expuesto
en la tabla de arriba.

BOGOTA

BOGOTA(config)#router ospf 1
BOGOTA(config-router)router-id 1.1.1.1
BOGOTA(config-router)#network

% Incomplete command.

BOGOTA(config-router)#network 172.31.21.0 0.0.0.3 area O
BOGOTA(config-router)#network 192.168.30.0 0.0.0.255 area 0
BOGOTA(config-router)#network 192.168.40.0 0.0.0.255 area 0
BOGOTA(config-router)#network 192.168.200.0 0.0.0.255 area 0
BOGOTA(config-router)#passive-interface g0/0.30
BOGOTA(config-router)#passive-interface g0/0.40
BOGOTA(config-router)#passive-interface g0/0.200
BOGOTA(config)#int s0/0/0

BOGOTA(config-if)#bandwidth 256

BOGOTA(config-if)#ip ospf cost 9500

BOGOTA(config-if)#

MIAMI

MIAMI#config t

Enter configuration commands, one per line. End with CNTL/Z.
MIAMI(config)#router ospf 1

MIAMI(config-router)#router-id 5.5.5.5
MIAMI(config-router)#network 172.31.21.0 0.0.0.3 area 0
MIAMI(config-router)#

00:44:50: %0OSPF-5-ADJCHG: Process 1, Nbr 172.31.21.1 on Serial0/0/1 from
LOADING to FULL, Loading Done

MIAMI(config-router)#network 172.31.23.0 0.0.0.3 area O
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MIAMI(config-router)#network 10.10.10.0 0.0.0.255 area O
MIAMI(config-router)#passive-interface g0/1
MIAMI(config-router)#int s0/0/0

MIAMI(config-if)#bandwith 256

% Invalid input detected at ' marker.
MIAMI(config-if)#bandwidth 256

MIAMI(config-if)#ip ospf cost 9500

MIAMI(config-if)#int sO/0/1

MIAMI(config-if)#bandwidth 256

BUENOS_AIRES

BUENOS_AIRES#config t

Enter configuration commands, one per line. End with CNTL/Z.
BUENOS_AIRES(config)#router ospf 1
BUENOS_AIRES(config-router)#router-id 8.8.8.8
BUENOS_AIRES(config-router)#network 172.31.23.0 0.0.0.3 area O
BUENOS_AIRES(config-router)#

01:02:33: %0OSPF-5-ADJCHG: Process 1, Nbr 5.5.5.5 on Serial0/0/1 from
LOADING to FULL, Loading Done

BUENOS_AIRES(config-router)#network 192.168.4.0 0.0.0.255 area 0
BUENOS_AIRES(config-router)#network 192.168.5.0 0.0.0.255 area 0
BUENOS_AIRES(config-router)#network 192.168.6.0 0.0.0.255 area 0
BUENOS_AIRES(config-router)#passive-interface lo4
BUENOS_AIRES(config-router)#passive-interface lo5
BUENOS_AIRES(config-router)#passive-interface 106
BUENOS_AIRES(config-router)#int s0/0/1
BUENOS_AIRES(config-if)#bandwidth 256
BUENOS_AIRES(config-if)#
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Verificar la informaciéon de OSPF

BOZOTAgshow ip route ospt

10.0.0.0/,24 is subnetted, 1 subnets
O 10.10.10.0 [110,/9501] wia 172_31_.21_.2, 00:25:17,
Seriald/Sar 0

172.231.0.0/1€ is wariabkly subnetted, 3 subnets, 2 masks
o 172_.321_.23.0 [110/159000] wia 172_.321_.21_.2, 00:22:54,
Serizldsarsa

152 _.162 .4 _0/32 is subnetted, 1 subnets
O 152.1e2.4.1 [110/15%001] wia 172.31.21.2, 00:15%:03,
Serialdsarsa

1%2 162 .5.0/32 is sukbnetted, 1 subnets
O 152 1€2.5.1 [110/15%001] wia 172_.31_.21.2, 00:18:53,
Serialdsarsa

152 . 168 . €.0/32 is suknetted, 1 subnets
O 152 _1e2_&.1 [110/159001] wia 172_31_.21_.2, 00:12:53,
Seriald,S a, 0
BOEOTLE

llustracion 23. Tabla OSPF Bogota

HIAMTIgshow ip route ospt

152 128 .4 _0/32 is submetted, 1 subnets
O 132 1e2.4.1 [11l0/9501]1 wia 172.31.22.2, 00:159:51,
Serial0ys0/0

152 182 .5.0/32 is submetted, 1 subnets
O 1532 _.1e2.5.1 [11l0/5501] wia 172_.31_.23_.2, 00:15:41,
Serial0ys0/0

152 128 .€.0/32 is submetted, 1 subnets
O 132 _1e28_.&€.1 [11l0/5501] wia 172_.31_.23_.2, 00:15:41,
Serial0/ 070
O 1532 1€2_.30_.0 [110/351] wia 172.31.21.1, 00:23:31,
Serial0ys0/71
O 152 . 1€2.40.0 [1l10/351] wia 172.321.21.1, 00:23:321,
Serial0ys0/71

wre e al

llustracion 24. Tabla OSPF Miami
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EUENCS AIRES#show ip route osps

10.0.0.0/24 is subnetted, 1 subnets
O 10.109.19.0 [110/3591] +wia 172.31.23.1, 00:0&:5%5,
Seriald/0/1

172.321.0.0/1c is wariakly subnetted, 2 subnets, 2 masks
O 172.31.21.0 [110/780] wia 172.31.23.1, 00:0&:5%9,
Seriald/0/1
O 152 .1g2.30.0 [1l1l0,/781] wia 172.31.23.1, 00:0c:5%5,
Seriald/0/1
O 152 .1€2.40.0 [110/781]1 wia 172.31.23.1, 00:0&8:5%5,
Seriald/0/1
BUEMOS ATRESE
BUENOS ATRESH

llustracion 25. Tabla OSPF Buenos_Aires

HIZ2MT#show ip ospf neighbor
Neighbor ID Eri State Dead Time tddress
Interface
1.1.1.1 a FOLL,S - O0:00:38 172.31.21.1
Seriald, O 1
g.g8.8.8 a FOLL,S - O0:00:38 17z2.31.23._2
Seriald/SO 0
MTREMTH#

llustracién 26.

Heighbor ID Er
Interface

5.5.5.5
Seriald/ o 1

BUENCS RIRESH#

i State

1]

FUOLL/S

Vecinos OSPF Miami

BUENOS ATRESgshow ip ospf neighbor

Dead Time

00:00:-34

Zddress

172.31.23.1

llustracion 27. Vecinos OSPF Buenos_Aires
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BOEOTAfshow ip ospf neighbor

Neighkbor ID Fri State Dead Time Address
Interface

5.5.5.5 ] FUOLLS - 00:00:37 172.31.2
Seriald/sa 0

BOCOTAE

llustracién 28. Vecinos OSPF Bogota

=
[ oS ]

Visualizar lista resumida de interfaces OSPFS donde se visualice el costo de

cada una.

BOGOTAgshow ip ospf interface

Seriald/0 0 is up, line protocol is up
Internet address is 172.31.21.1/30, RArea 0O
Process ID 1, Router ID 1.1.1.1, Hetwork Type POINT-TO-BOINT, Cost: 5500
Transmit Delay is 1 sec, State POINT-TCO-POINT, Priority O
No designated router on this network
No backup designated router on this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40, Betransmit 5
Hello due in 00:00:02
Index 1/1, flood gueue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbkor Count is 1 , Adjacent neighbor count is 1
2djacent with neighbor 5.5.5.5
Suppress hello for 0 neighboris)
GigabitEthernet0/0.30 is up, line protococl is up
Internet address is 152 _.1€8_30.1/24, Area 0
Process ID 1, Router ID 1.1.1.1, Network Type BRORBDCRST, Cost: 1
Transmit Delay is 1 sec, State WAITING, Priocrity 1
No designated router on this network
No backup designated router on this network
Timer interwals configured, Hello 10, Dead 40, Wait 40, Betransmit 5
Mo Hellos (Passive interface)
Index 2/2, flood gueue length 0
Next 0x0(0)/0x0{0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbkor Count is 0, Adjacent neighbor count is 0
Suppress hello for 0 neighbori(s)
GigabitEthernet(0/0.40 is up, line protocol is up
Internet address is 1592 .1c23_40.1/24, Area 0
Process ID 1, Router ID 1.1.1.1, Metwork Type BROARDCRST, Cost: 1
Transmit Delay is 1 sec, State WAITING, Priority 1
No designated router on this network
No backup designated router on this network
Timar interwals ceonfimired Helle 10 Dead 40 Wait 40 Betransmit &

llustracion 29. Interfaces OSPF Bogota
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MIZMT#
HMIZMT#show ip ospf interface

Seriald/0 /1 is up, line protocol is up
Internet address is 172.31.21.2/30, Area 0
Frocess ID 1, Router ID 5.5.5.5, Hetwork Type PBOINT-TC-POINT, Cost: 350
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O
No designated router on this network
No backup designated router om this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, BRetransmit 5
Hello due in 00:00:00
Index 1/1, flood gueues length 0
Hext 0220{(0)//0x0{0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighkor Count is 1 , &djacent neighbor count is 1
Zdjacent with neighbor 1.1.1.1
Suppress hello for 0 neighbor(s)
Serial0/0/0 is up, line protocol is up
Internet address is 172.31.23.1/30, RArea 0
Process ID 1, Router ID 5.5.5.5, Hetwork Type POINT-TC-POINTI, Cost: 3500
Transmit Delay is 1 sec, State POINT-TCO-POINI, Prioricy O
No designated router on this network
No backup designated router om this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:0%9
Index 2/2, flood gueue length 0
Wext 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbkor Count is 1 , &djacent neighbor count is 1
Adjacent with neighbor 5.8.2.8
Suppress hello for 0 neighbkor(s)
GigabitEthernetl/1l is up, line protocol is up
Internet address is 10.10.10.1/24, RArea 0O
Process ID 1, Router ID 5.5.5.5, Hetwork Type BROARDCAST, Cost: 1
Transmit Delay is 1 sec, State WAITING, Prioricy 1
No designated router on this network

llustracion 30. Interfaces OSPF Miami
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EUENDS:AIRES#Ehcw ip ospf interface

Seriald/0/1 is up, line protocol is up
Internet address is 172.31.23_.2/30, Area 0O
Process ID 1, Bouter ID 2.2_.8_.8, HNetwork Type POINT-TO-BOINT, Cost: 350
Transmit Delay is 1 sec, State POINT-TCO-POINT, Priocrity O
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Betransmit 5
Hello due in 00:00:01
Index 1/1, flood gueue length O
Hext 0:0(0) /020 {0d)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Zdjacent neighbor count is 1
Zdjacent with neighbor 5.5.5.5
Suppress hello for 0 neighbor(s)
Loopback4 is up, line protocol is up
Internet address is 15%2.1€8.4.1/24, Area 0
Process ID 1, Bouter ID 2.2.8_.8, Hetwork Type LOODPBACE, Cost: 1
Loopback interface is treated as a stubk Host
Loopbackb is up, line protocol is up
Internet address is 15%2.1€8.5.1/24, Area 0O
Process ID 1, Bouter ID 2.82.8.8, MNetwork Type LOOPBALCE, Cost: 1
Loopback interface is treated as a stubk Host
Loopbacke is up, line protocol is up
Internet address is 15%2.1€8.€.1/24, Area 0O
Process ID 1, Bouter ID 2.8.8.8, Wetwork Type LOOPBRACE, Cost: 1
Loopback interface is treated as a stubk Host
BUENOS RIRESE
BUENOS RIRESE

llustracion 31. Interfaces OSPF Buenos Aires

e Visualizar el OSPF Process ID, router ID, Address summarizations, Routing
Networks, and passives interfaces configuradas en cada router.
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BOEOTAfshow ip protocols

Bouting Protocol is "ospf 1™

Cutgoing update filter list
filter list
.1

for
Incoming update for

Bouter ID 1.1.1

Number of areas in this router

Maximum path: 4

Routing for Hetworks:
172.21.21.0 0.0.0.2 area 0
152 . 1€8.30.0 0.0.0.255 area 0O
152 . 1€8.40.0 0.0.0.255 area 0
152 .1€2.200.0 0.0.0.255 area

Passive Interface(s):
FigakitEthernetd,/0_30
FigakitEthernetd,/0._40
FigakitEthernetd,/ 0_200

Routing Information Sources:

all interfaces is not set
all interfaces is not set
0 stuk 0 nssa

is 1. 1 normal

u]

Last Update
00:-01:23
00:-28:04
00:11:32

llustracion 32. Visualizacion protocolos Bogota.

Fateway Distance
1.1.1.1 110
5.5.5.5 110
g.8.8.8 110

Distance: (default is 110)
L1lLMAral 4

MIAMTIfshow ip protocols

Routing Protocol is "ospf 1"
Cutgoing update filter list
Incoming update filter list
Router ID 5.5.5.5
Humber of areas in this rout
Maximum path: 4
Routing for Hetworks:

172.31.21.0 0.0.0.3 area
172.31.23.0 0.0.0.3 area
10.13.10.0 0.0.0.3 area
Passive Interface(s):
FigabitEthernetl/1
Bouting Information Sources:
Distance
11a
11a
11ad
{default is 11d)

u]
u]
1]

for all interfaces is not set
for all interfaces is not set
0 stubk 0 nssa

er is 1. 1 normal

Last Update
00:01-42
00:2e:-21
00:11:55

llustracion 33. Visualizacion protocolos Miami
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BUENGS AIRES#show ip protocols

Routing Protocol is "ospf 1"
Cutgoing update f£filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 2.2.8.%2
Number of areas in this router is 1. 1 normal 0 stulk 0 nssa
Maximum path: 4
Routing for Hetworks:
172.31.23.0 0.0.0.3 area 0
192 .1€2.4.0 0.0.0_.255 area 0
192 . 1€2.5.0 0.0.0_.255 area 0
192.1e2.€.0 0.0.0.255 area 0O
Passive Interface(s):

a0

Loopback4
Loopbacks
Loopbacke
Bouting Information Sources:
Fateway Distance Last Update
1.1.1.1 110 Qoo0:-02:58
5.5.5.5 110 Qo:-27:38
g.8.8.8 110 o0:13:13
Distance: (default is 110)

BUENOS ATRESE

llustracion 34. Visualizacion protocolos Buenos Aires

3. Configurar VLAN's, puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN. routing y seguridad en los switches acorde a la topologia establecida.

Nos basaremos en la tabla propuesta por la prueba de habilidades para el
desarrollo de este punto

VLAN Direccionamiento Nombre
30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo
200 192.168.200.0/24 Mantenimiento

Tabla 3. Datos de VLAN que propone ejercicio.

Debo recordar que segui a pie de letra los datos obtenidos del grafico, asi que para
la VLAN 200 utilice direcciones IP 192.168.99.2-192.168.99.3. De la misma manera
Gateway 192.168.99.1 para los dos switch. Importante esta aclaracion para no
confundirnos en la socializacion del ejercicio
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Switch 1

S1#config t
Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#vlan 30
S1(config-vlan)#name administracion
S1(config-vlan)#vlan 40
S1(config-vlan)#name administracion
VLAN #30 and #40 have an identical name: administracion
S1(config-vlan)#name mercadeo
S1(config-vlan)#vlan 200
S1(config-vlan)#name mantenimiento
S1(config-vlan)#int vlan 200
S1(config-if)#
%LINK-5-CHANGED: Interface VIan200, changed state to up
S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if)y#no sh
S1(config-if)#exit
S1(config)#ip default gateway
A
% Invalid input detected at '~ marker
S1(config)#ip default-gateway 192.168.99.1
S1(config)#int f0/3
S1(config-if)y#switchport mode trunk
S1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed
state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface VIan200, changed state to
up
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S1(config-if)#switchport trunk native vlan 1
S1(config-if)#int f0/24
S1(config-if)#swicthport mode trunk

% Invalid input detected at '~ marker.
S1(config-if)y#switchport mode trunk
S1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/24, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/24, changed
state to up

S1(config-if)#swicthport trunk native vlan 1

A
% Invalid input detected at ' marker.
S1(config-if)y#switchport trunk native vlan 1
S1(config-if)#interface range f0/1-2, f0/4-23, g0/1-2
S1(config-if-range)#switchport mode access
S1(config-if-range)#int fO/1
S1(config-if)y#switchport mode access
S1(config-if)y#switchport acces vlian 30
S1(config-if)#interface range f0/2, f0/4-23, g0/1-2
S1(config-if-range)#shutdown

Swicth 3

SW3#config

Configuring from terminal, memory, or network [terminal]? t
Enter configuration commands, one per line. End with CNTL/Z.
SW3(config)#vlan 30

SW3(config-vlan)#name administracion

SW3(config-vlan)#vlan 40

SW3(config-vlan)#

SW3(config-vlan)#name mercadeo
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SW3(config-vlan)#vlan 200
SW3(config-vlan)#name mantenimiento
SW3(config-vlan)#int vlan 200
SW3(config-if)#
%LINK-5-CHANGED: Interface VIan200, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan200, changed state to
up
SW3(config-if)#ip address 192.168.99.3 255.255.255.0
SW3(config-if)#no sh
SW3(config-if)#exit
SW3(config)#ip default-gateway 192.168.99.1
SW3(config)#int f0/3
SW3(config-if)#swicthpor mode trunk

A
% Invalid input detected at '~ marker.
SW3(config-if)#switchport mode trunk
SW3(config-if)#switchport trunk native vlan 1
SW3(config-if)#exit
SW3(config)#interface range f0/1-2, f0/4-24, g0/1-2
SW3(config-if-range)#switchport mode access
SW3(config-if-range)#int f0/1
SW3(config-if)#switchport mode access
SW3(config-if)#switchport access vlan 40
SW3(config-if)#interface range f0/2, f0/4-24, g0/1-2
SW3(config-if-range)#shutdown

La configuraciéon requerida para el encapsulamiento se realiza en el router 1
Bogota, (802.1Q en subinterfaz .30, .40 y .200 — puerto g0/0)

BOGOTA(config-subif)#int g0/0.30
BOGOTA(config-subif)#encapsulation dotlg 30
BOGOTA(config-subif)#ip address 192.168.30.1 255.255.255.0
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BOGOTA(config-subif)#no sh

BOGOTA(config-subif)#exit

BOGOTA(config)#int g0/0.40

BOGOTA(config-subif)#encapsulation dotlqg 40

BOGOTA(config-subif)#ip address 192.168.40.1 255.255.255.0
BOGOTA(config-subif)#no sh

BOGOTA(config-subif)#exit

BOGOTA(config)#int g0/0.200

BOGOTA(config-subif)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0.200, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.200,
changed state to up

BOGOTA(config-subif)#encapsulation dotlg 200
BOGOTA(config-subif)#ip address 192.168.99.1 255.255.255.0
BOGOTA(config-subif)#exit

BOGOTA(config)#int g0/0

BOGOTA(config-if)y#no shutdown

4. En el switch 3 deshabilitar DNS lookup.

SW3#config t

Enter configuration commands, one per line. End with CNTL/Z.
SW3#(config)no ip domain loo

SW3#(config)no ip domain lookup

SW3#

5. Asignar direcciones Ip a los switches acorde a los lineamientos.

En el punto numero tres se realizo la asignacion de direccionamiento IP recordemos
gue la VLAN 200 siguio el direccionamiento indicado en la figura, 99.1y 99.2
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S1

S1(config-vlan)#int vlan 200
S1(config-if)#
%LINK-5-CHANGED: Interface VIan200, changed state to up
S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if)#no sh
S1(config-if)#exit
S1(config)#ip default gateway
A
% Invalid input detected at '~ marker.
S1(config)#ip default-gateway 192.168.99.1

Sw3
SW3(config-vlan)#int vlan 200

SW3(config-if)#
%LINK-5-CHANGED: Interface VIan200, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface VIan200, changed state to

up

SW3(config-if)#ip address 192.168.99.3 255.255.255.0
SW3(config-if)#no sh

SW3(config-if)#exit

SW3(config)#ip default-gateway 192.168.99.1

6. Desactivas todas las interfaces que no sean utilizadas en la red.

Previamente en punto anterior se realizo la des habilitacién de las interfaces que

no seran utilizadas en la red.

Switch 1

S1(config-if)#interface range f0/2, f0/4-23, g0/1-
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S1(config-if-range)#s

%LINK-5-CHANGED
down

%LINK-5-CHANGED
down

%LINK-5-CHANGED
down

Switch 3

hutdown
. Interface FastEthernet0/2, changed state to administratively

. Interface FastEthernet0/4, changed state to administratively

. Interface FastEthernet0/5, changed state to administratively

SW3(config-if)#interface range f0/2, f0/4-24, g0/1-2
SW3(config-if-range)#shutdown

%LINK-5-CHANGED
down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down
%LINK-5-CHANGED

. Interface FastEthernet0/2, changed state to administratively
Interface FastEthernet0/4, changed state to administratively
Interface FastEthernet0/5, changed state to administratively
Interface FastEthernet0/6, changed state to administratively
Interface FastEthernet0/7, changed state to administratively
Interface FastEthernet0/8, changed state to administratively
Interface FastEthernet0/9, changed state to administratively

. Interface FastEthernet0/10, changed state to

administratively down

%LINK-5-CHANGED

. Interface FastEthernet0/11, changed state to

administratively down

7. Implementar DHCP y NAT para IpV4

Esta configuracion se lleva a cabo realizando los dos puntos préximos.

8. Configurar R1 como servidor DHCP para las VLAN 30 y 40.
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Mediante la configuracion requerida en el punto 5, podemos realizar el punto
exigido en este apartado del documento.

9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estaticas.

Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name:ccna-
unad.com

Establecer default gateway

Name: MERCADEO
DNS-Server: 10.10.10.11
Domain-Name:ccna-
unad.com

Establecer default gateway

Configurar DHCP pool para
VLAN 30

Configurar DHCP pool para
VLAN 40

BOGOTA(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
BOGOTA(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30
BOGOTA(config)#ip dhcp pool administracion
BOGOTA(dhcp-config)#dns server 10.10.10.11

A
% Invalid input detected at ' marker.
BOGOTA(dhcp-config)#dns-server 10.10.10.11
BOGOTA(dhcp-config)#domain-name ccna-unad.com
% Invalid input detected at "~ marker.
BOGOTA(dhcp-config)#default-router 192.168.30.1
BOGOTA(dhcp-config)#network 192.168.30.0 255.255.255.0
BOGOTA(dhcp-config)#
BOGOTA(config)#ip dhcp pool mercadeo
BOGOTA(dhcp-config)#dns-server 10.10.11
% Invalid input detected at '~ marker.
BOGOTA(dhcp-config)#dns-server 10.10.10.11
BOGOTA(dhcp-config)#domain-name ccna-unad.com
% Invalid input detected at ' marker.
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BOGOTA(dhcp-config)#default-gateway 192.168.40.1

% Invalid input detected at ' marker.
BOGOTA(dhcp-config)#default-router 192.168.40.1

BOGOTA(dhcp-config)#network 192.168.40.0 255.255.255.0
BOGOTA(dhcp-config)#

¥ opca

Physical Config Desktop Programming Attributes

[IP Configuration

IP Configuration

(®) DHCP () static [
I[P Address 192.168.30.31
Subnet Mask

Default Gateway

DNS Server 10.10.10.11
IPv& Configuration

DHCP Auto Config Static
O O fi ®

IPv6 Address |

Link Local Address |FEBD::260:?DFF:FEU3:601E

IPwE Gateway |

llustracion 35. DHCP en PC-A
¥ pC-C

Physical Config Desktop Programming Attributes

[P Configuration

IP Configuration

(®) DHCP ) static

IP Address 192, 168.40. 31
Subnet Mask 255.255.255.0
Default Gateway

DMS Server

IPvE Configuration

() DHCP ) Auto Config (®) Static

IPw6 Address |

Link Local Address |FEBD::2DD:D3FF:FEE8:3259

llustracién 36. DHCP EN PC-C
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10. Configurar NAT en R2 para permitir que los host puedan salir a internet

Se crea base local con 1 usuario en R2
nombre de usuario: webestudiante
clave : unad123

nivel de privilegio: 10

MIAMI(config)#user webestudiante privilege 10 secret unad123
MIAMI(config)#

MIAMI(config)#ip nat inside source static 10.10.10.10 209.165.200.229
MIAMI(config)#

MIAMI(config)#int g0/0

MIAMI(config-if)#ip nat outside

MIAMI(config-if)#int g0/1

MIAMI(config-if)#ip nat inside

MIAMI(config-if)#

MIAMI(config-if)#

MIAMI(config-if)#exit

MIAMI(config)#access-list 1 permit 192.168.30.0 0.0.0.255
MIAMI(config)#access-list 1 permit 192.168.40.0 0.0.0.255
MIAMI(config)#access-list 1 permit 192.168.4.0 0.0.3.255
MIAMI(config)#ip nat pool internet 209.165.200.225 209.165.200.228 netmask
255.255.255.0

MIAMI(config)#

MIAMI(config)#ip nat inside source list 1 pool internet

11. Configurar al menos dos listas de acceso tipo estandar a su criterio en para
restringirlo o permitir trafico desde R1 o R3 hacia R2.

MIAMI(config)#ip access-list standard PERMITIR_TELNET_R1
MIAMI(config-std-nacl)#permit host 172.31.21.1
MIAMI(config-std-nacl)#exit

MIAMI(config)#line vty 0 4

MIAMI(config-line)#access-class PERMITIR_TELNET_R1 in

65



MIAMI(config-line)#

BOEOTA=en

Password:

BOEOTRdtelnet 172.31.21.2

Trying 172.321.21.2 .. _Openunauthorized acces prohibited !

User Eccess Verification

Password:
MIAMI=

[lustraciéon 37. Acceso desde R1 a R2

BUENCGS AIRES#telnet 172.31.21.2
Trying 172.31.21.2 ...

% Connection refused by remote host
BUENOS ATRESH|

llustracion 38. Intento de ingreso de R3 a R2

MIAMI#config t

Enter configuration commands, one per line. End with CNTL/Z.
MIAMI(config)#ip access-list standar mantenimiento
MIAMI(config-std-nacl)#permit 172.31.21.1 0.0.0.255
MIAMI(config-std-nacl)#exit

MIAMI(config)#line vty 0 4

MIAMI(config-line)#access-class mantenimiento in
MIAMI(config-line)#

12. Configurar al menos dos listas de acceso tipo extendido o nombradas a su
criterio en para restringir o permitir trafico desde R1 o R2 hacia R3

MIAMI(config)#

MIAMI(config)#access-list 103 permit tcp any host 209.165.200.229 eq www
MIAMI(config)#

MIAMI(config)#access-list 103 permit icmp any any echo-reply
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MIAMIgping 205.1e5.200.230

Type escape seguence to abort.

Sending 5, 1l00-byte ICHMP Echos to 205 .1¢5.200.230, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 0/3/5
ms

MIAMTE
MIAMT &

llustracion 39. PC-INTERNET — PC-A

unreachable .
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'—I
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'—l
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L
'—I
h

'—l

. unreachable.

%]

Ping statistic:

Packets: Sent : E 1rEd i ost 4 (100% loss),

llustracion 40. Ping PC-A

13. Verificar procesos de comunicacion y redireccionamiento de trafico en los
routers mediante el uso de Ping y Traceroute.

BOGOTAping 172.31.23.2

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 172.31.232.2, timeout is
seconds:

[

Success rate is 100 percent (5/5), round-trip min/avg/max =
2/11/16 ms

BOGEOTEE

llustracion 41. Ping R1-R3
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CoWw>PING 152 1c28_40_31

from 152 _.1c2_40

from 152. 40 : byte: time=llms TTL=
from 152 .1+« : - byt time<lms TTL=1.
from 1592 .162.40.31: byte: 2 time=54ms TTL=127

llustracién 42. Ping PCA-PCC

BOEOTARtraceroute 172.31.23_2
Type escape seguence to abort.
Tracing the route to 172.31_23_2
1 172.31.21. 2 msec 0 msec 0 msec
2 172.31._23.
BOCOTAS|

[

12 msec 24 msec 25 msec

llustracion 43. Traceroute R1-R3
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CONCLUSIONES

Trabajamos herramientas de simulacibn que proveen y permiten ratificar
escenarios LAN/WAN para realizar un andlisis acorde a la situacion sobre los
diferentes protocolos y métricas trabajadas durante el curso.

Se desarrollo actividades de representacion de red, que incluia exploracion y
conexioén de diferentes dispositivos.

El protocolo de RIP, trabajado y documentado esté dirigido para interconectar
redes de una magnitud pequefia y podemos observar que OSPF para mas
grandes en tamanio.

En los escenarios trabajados y simulaciones se desarrolla y aplica conceptos
como DHCP y conmutacion de la red.

El protocolo OSPF es un protocolo de estado enlace que permite la multidifusion
en un area con todos los routers.

Se documento mediante la digitacion de comandos e ilustraciones el proceso
desarrollado en cada escenario.

Gracias a la informacion suministrada por tutores se despejaron dudas y se
presté un entorno mas conforme para la realizacion del trabajo.
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