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Resumen

En empresas grandes con sucursales en diferentes ciudades es de importancia
que exista comunicacion, conexion y administracion centralizada. Ademas, este
documento sobre pruebas de habilidades aplicadas sefiala el disefio e incluye el
soporte de LAN / WAN, asi como la interconexion y configuracién de cada
dispositivo que conforma los dos escenarios propuestos, acorde con los
lineamientos establecidos como el enrutamiento en soluciones de red, listas de
control de acceso, OSPFv2, DHCP, protocolo Rip, NAT y CHAT. El proceso se
realiz utilizando la herramienta de simulacion Packet Tracer y aplicando los
conocimientos adquiridos en el diplomado. De esta manera, es posible ofrecer
soluciones integrales, utiles y administrables para ser aplicadas en ambos

escenarios sugeridos.

Palabras clave: red, host, protocolo, direccionamiento, enrutamiento, Router,
RIPv2.

Abstract

In large companies with their own chains in different cities it is important that there
is communication, connection and centralized administration. Furthermore, this
paper about testing applied abilities points out to design and include LAN/WAN
support as well as considering the interconnection and configuration of each
devices that conform the two proposed sceneries, taking into acount the previous
established guidelines like routing network solutions, access control lists,
OSPFV2, DHCP, the routing information protocol, NAT and CHAT. The process
was done with on by using Packet Tracer simulattion tools and the application of
all the information learn throught the certificated course. In thes way it's posible
to offer integral, useful and administrable solutions to be applied in both

suggested scenarios.

Keywords: network, host, protocol, addressing, routing, Router, RIPv2.
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Introduccioén

En el desarrollo de los dos escenarios planteados permiten el disefio e
implementar soluciones integradas en redes LAN y WLAN, con la aplicacion de
distintos aspectos de Networking aprendidos en las diferentes tematicas del
Diplomado en profundizacién CISCO.

Las habilidades adquiridas se colocan a prueba con la aplicacion de conceptos
y destrezas para lograr la configuracion de direcciones IP, inicializacion de
dispositivos de red, configuracion basica de Routers, Servidores, Switches;
seguridad en dispositivos de comunicacion, aplicacion de routing, Vlans,
protocolo RIP, el servicio de DHCP, protocolo de enrutamiento OSPF, listas de
acceso, NAT, configuracion de encapsulamiento y autenticacion PPP. Lo
anterior realizado con las herramientas de packet trece.



Descripcion del escenario 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y
Medellin, en donde el estudiante sera el administrador de la red, el cual debera
configurar e interconectar entre si cada uno de los dispositivos que forman parte
del escenario, acorde con los lineamientos establecidos para el direccionamiento
IP, protocolos de enrutamiento y demas aspectos que forman parte de la
topologia de red.

Este escenario plantea el uso de RIP como protocolo de enrutamiento,
considerando que se tendran rutas por defecto redistribuidas; asimismo, habilitar
el encapsulamiento PPP y su autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red
LAN y a los routers 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.
Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.

Topologia de red
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Figura 1. Topologia de red escenario 2.
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Descripcion de las actividades

Como trabajo inicial se debe realizar lo siguiente.

e Realizar las rutinas de diagnostico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad, etc).
e Realizar la conexion fisica de los equipos con base en la topologia de red

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.

Parte 1: Configuracién del enrutamiento

a. Configurar el enrutamiento en la red usando el protocolo RIP version 2,
declare la red principal, desactive la sumarizacion automatica.

b. Los routers Bogotal y Medellin deberan afadir a su configuracion de
enrutamiento una ruta por defecto hacia el ISP y, a su vez, redistribuirla dentro
de las publicaciones de RIP.

c. El router ISP debera tener una ruta estatica dirigida hacia cada red interna de
Bogota y Medellin para el caso se sumarizan las subredes de cada uno a /22.

Parte 2: Tabla de Enrutamiento.

a. Verificar la tabla de enrutamiento en cada uno de los routers para comprobar
las redes y sus rutas.

b. Verificar el balanceo de carga que presentan los routers.

c. Obsérvese en los routers Bogotal y Medellin1 cierta similitud por su
ubicacién, por tener dos enlaces de conexion hacia otro router y por la ruta por
defecto que manejan.

d. Los routers Medellin2 y Bogota2 también presentan redes conectadas
directamente y recibidas mediante RIP.

e. Las tablas de los routers restantes deben permitir visualizar rutas redundantes
para el caso de la ruta por defecto.

f. El router ISP solo debe indicar sus rutas estaticas adicionales a las
directamente conectadas.

Parte 3: Deshabilitar la propagacion del protocolo RIP.

Para no propagar las publicaciones por interfaces que no lo requieran se debe
deshabilitar la propagacion del protocolo RIP, en la siguiente tabla se indican las
interfaces de cada router que no necesitan desactivacion.

Tabla 1. Interfaces de cada router que no necesita activacion.

ROUTER ‘ INTERFAZ

Bogota1 SERIALO/0/1; SERIALO/1/0; SERIALO/1/1
Bogota2 SERIALO/0/0; SERIALO/0/1

Bogota3 SERIALO/0/0; SERIALO/0/1; SERIALO/1/0
Medellin1 SERIALO/0/0; SERIALO/0/1; SERIALO/1/1
Medellin2 SERIALO/0/0; SERIALO/0/1

Medellin3 SERIALO/0/0; SERIALO/0/1; SERIALO/1/0

11



ISP No lo requiere

Parte 4: Verificaciéon del protocolo RIP.

Verificar y documentar las opciones de enrutamiento configuradas en los
routers, como el passive interface para la conexion hacia el ISP, la versién de
RIP y las interfaces que participan de la publicacién entre otros datos.

Verificar y documentar la base de datos de RIP de cada router, donde se
informa de manera detallada de todas las rutas hacia cada red.

Parte 5: Configurar encapsulamiento y autenticacion PPP.

a. Segun la topologia se requiere que el enlace Medellin1 con ISP sea
configurado con autenticacion PAT.
b. El enlace Bogota1 con ISP se debe configurar con autenticacion CHAT.

Parte 6: Configuraciéon de PAT.

a. En la topologia, si se activa NAT en cada equipo de salida (Bogotal y
Medellin1), los routers internos de una ciudad no podran llegar hasta los routers
internos en el otro extremo, soélo existird comunicacion hasta los routers Bogota1,
ISP y Medellin1.

b. Después de verificar lo indicado en el paso anterior proceda a configurar el
NAT en el router Medellin1. Compruebe que la traduccion de direcciones indique
las interfaces de entrada y de salida. Al realizar una prueba de ping, la direccion
debe ser traducida automaticamente a la direccién de la interfaz serial 0/1/0 del
router Medellin1, cémo diferente puerto.

c. Proceda a configurar el NAT en el router Bogotal. Compruebe que la
traduccion de direcciones indique las interfaces de entrada y de salida. Al realizar
una prueba de ping, la direccion debe ser traducida automaticamente a la
direccion de la interfaz serial 0/1/0 del router Bogota1, como diferente puerto.

Parte 7: Configuracion del servicio DHCP.

a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser el
servidor DHCP para ambas redes Lan.

b. El router Medellin3 debera habilitar el paso de los mensajes broadcast hacia
la IP del router Medellin2.

c. Configurar la red Bogota2 y Bogota3 donde el router Medellin2 debe ser el
servidor DHCP para ambas redes Lan.

d. Configure el router Bogota1 para que habilite el paso de los mensajes
Broadcast hacia la IP del router BogotaZ2.

12



1. Desarrollo prueba de habilidades escenario 1

1.1 Configuracion del Direccionamiento IP
Realizacion de la conexion fisica de los equipos con base en la topologia de red.

Configuracion Router ISP

Router>enable

Router# configure terminal
Router(config)#hostname ISP

ISP (config)#int s0/0/0

ISP(config-if)#ip add 209.17.220.1 255.255.255.252
ISP (config-if)#clock rate 4000000

ISP (config-if)# no shutdown

ISP (config-if)#int sO/0/1

ISP(config-if)#ip add 209.17.220.5 255.255.255.252
ISP (config-if)#clock rate 4000000

ISP (config-if)#no shutdown

L — O X
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REouter=ena Y
Routerfcont t©

Enter configuration commands, one per line. End with CHTL/Z.

Router {config) #hostname ISP

ISP {config)#interface s0/0/0

ISP (config-if)#ip add 205_.17_.220_.1 255_255_255.252

ISP (config-if) #clock rate 4000000

ISP ({config-if) #no shutdown

SLINE-5-CHANGED: Interface Seriald/0/0, changed state to down
ISP (config-if)#interface s0,/0/1

ISP (config-if)#ip add 205.17.220.5 255.255.255.252

ISP {config-if) #clock rate 4000000

I5P (config-if) #no shutdown

(LINE-5-CHANZED: Interface S5eriald/0/1, changed state to down
ISP {config-if) &

Figura 2. Configuracién del direccionamiento IP en ISP.

Configuracion IP Router (MEDELLIN1)

Configuramos todas las interfaces

Router>enable
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Router#configure terminal

Router(config)#hostname MEDELLIN1
MEDELLIN1(config)#interface s0/0/0

MEDELLIN1(config-if)#ip address 209.17.220.2 255.255.255.252
MEDELLIN1(config-ify#no shutdown

MEDELLIN1(config-if)#interface s0/0/1
MEDELLIN1(config-if)#ip address 172.29.6.1 255.255.255.252
MEDELLIN1(config-if)#clock rate 4000000
MEDELLIN1(config-ify#no shutdown

MEDELLIN1(config-if)#interface s0/1/0
MEDELLIN1(config-if)#ip address 172.29.6.9 255.255.255.252
MEDELLIN1(config-if)#clock rate 4000000
MEDELLIN1(config-if)#no shutdown

MEDELLIN1(config-if)#interface s0/1/1
MEDELLIN1(config-if)#ip address 172.29.6.13 255.255.255.252
MEDELLIN1(config-if)#clock rate 4000000
MEDELLIN1(config-if)#no shutdown
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Routerrenable -
Routerfconf t©

Enter configuration commands, one per line. End with CHNIL/Z.

RBouter (config) fhostname MEDELLIN1

MEDELLIN] (config) #interface s0/0/0

MEDELLINL (config—if)g#ip address 203.17.220.2 255.255.255.252
MEDELLIN] {config-if) #no shut

MEDELLIN] (config-if) #
SLINE-S5-CHLNGED: Interface S5eriall/0,/0, changed state to up

MEDELLIN]1 (config-if) &
SLINEPROTO-5-UPFDOWN: Line protococl on Interface Seriald/asd,
changed state to up

MEDELLIN] (config-if) #interface s0/0/1

MEDELLIN] (config-if) #ip address 172.25%_&.1 255.2
MEDELLIN] (config-if) #clock rate 4000000
MEDELLIN] {config-if) #no shut

(1]
[
o
o
[
(1]
(1]
[
o
[

5LINE-S5-CHANGED: Interface S5erialld/0/1, changed state to down
MEDELLIN] (config-if) #interface s0/1/0
HMEDELLIN] (config-if) #ip address 172.25.&.5% 25
MEDELLIN] (config-if) f#clock rate 4000000
MEDELLIN] (config-if) #no shut

.
S R R s o =

[ij]

SLINE-5-CHRNEED: Interface Serialld/s1/0, changed state to down
MEDELLIN] (config-if) #interface s0/1/1

MEDELLIN] (config-if) #ip address 172.25%_.&.13 255.255_255.252
MEDELLIN] (config-if) #clock rate 4000000

MEDELLIN] {config-if) #no shut

Figura 3. Configuracién del direccionamiento IP en Medellin1.

Configuracion IP Router (MEDELLIN2)

Configuramos todas las interfaces.

Router>enable

Router#configure terminal

Router(config)#hostname MEDELLIN2
MEDELLINZ2(config)#interface s0/0/0

MEDELLINZ2(config-if)#ip address 172.29.6.2 255.255.255.252
MEDELLINZ2(config-if)#no shutdown

MEDELLINZ2(config-if)#interface s0/0/1
MEDELLIN2(config-if)#ip address 172.29.6.5 255.255.255.252
MEDELLINZ2(config-if)#clock rate 4000000
MEDELLINZ2(config-if)#no shutdown



MEDELLINZ2(config-if)#interface g0/0
MEDELLIN2(config-if)#ip address 172.29.4.1 255.255.255.128
MEDELLINZ2(config-ify#no shutdown

"1
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Eouter>ena L]
Routerfcont t©

Enter configuration commands, one per line. End with CNILSZ.

I Router (config) fhostname MEDELLINZ

MEDELLINZ (config) finterface s0,/0/0

MEDELLINZ {config-if) §ip address 172.2%.6.2 255.255.255.252

MEDELLINZ (config—if) fno shutdown

MEDELLINZ (config-if) #
SLINE-S-CHANEED: Interface Seriald/ 0/0, changed state to up

HEDELLINZ {config-if) #
SLINEFPROTO-5-UFDOWHN: Line protocol on Inmterface Seriall0/ 070,
changed state to up

MEDELLIMNZ {config—if) #interface s0/0/1

MEDELLINZ (config-if) #ip address 172.2%.€.5 Z55_255_255_252
MEDELLIMNZ {config—if) gclock rate 4000000

MEDELLINZ (config—if) fno shutdown

SLINE-5-CHANEED: Interface Seriald/ 0,1, changed state to down
MEDELLIMNZ {config—-if) ginterface gl 0

MEDELLINZ (config-if) §ip address 172.2%.4.1 Z55.255.255.128
MEDELLIMNZ {config—-if) #no shutdown

MEDELLINZ {config-if) &
SLINE-5-CHANEZED: Interface GFigabitEthernetl/0, changed state to
up

Figura 4. Configuracién del direccionamiento IP en Medellin2.
Configuracion IP Router (MEDELLIN3)
Configuracion interfaces

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname MEDELLIN3
MEDELLIN3(config)#interface s0/0/0

MEDELLIN3(config-if)#ip address 172.29.6.10 255.255.255.252
MEDELLIN3(config-if)y#no shutdown
MEDELLIN3(config-if)#interface s0/0/1
MEDELLIN3(config-if)#ip address 172.29.6.14 255.255.255.252
MEDELLIN3(config-if)#no shutdown
MEDELLIN3(config-if)#interface s0/1/0
MEDELLIN3(config-if)#ip address 172.29.6.6 255.255.255.252
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MEDELLIN3(config-ify#no shutdown
MEDELLIN3(config-if)#interface g0/0

MEDELLIN3(config-if)#ip address 172.29.4.129 255.255.255.128
MEDELLIN3(config-ify#no shutdown

Physical Config CLI Attributes
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¥ pEDELLIMG —

Router=enable

Routergcont ©

Enter configuration commands, one per line. End with CHTL/Z.
Bouter (config) #hostname MEDELLINS

MEDELLINZ (config) #interface s0,/,050

MEDELLINZ (config—if) #ip address 172.25_.&£.10 255.2
HMEDELLINS (config—if) #no shut

%]
i
il
8]
i
i
%]
i
%]

MEDELLINZ (config—-if) g
SLINE-5—CHAMNEZED: Interface Serialld/,0,/0, changed state to up

state to up

HMEDELLINS (config—if) #interface s0/0/1

MEDELLINZ (config—-if)l #ip address 172 _25%_&_.14 255_2
MEDELLINZ (config—if) fno shut

I
wn
o
I
wn
wn
I
n
I

MEDELLINZ (config—if) §
SLINE-5—CHAMNEZED: Interface Serialld/,0/1l, changed state to up

state to up

MEDELLINZ (config—4if) #interface s0/170

HMEDELLINS (config—if) #ip address 172 _25%_.6.€ 2Z55_255_2
HMEDELLINS (config—if) #no shut

]
%]
i
]
%]
]
¥

MEDELLINZ (config—if) §
ELINE-5—CHARNCED: Interface Serialldys1l/0, changed state to up

state to up
MEDELLING (config—if)l #interface glO/s0

MEDELLINZ (config—if) f#ip address 172 _.295_.4_125 Z55_255_255.1z23
MEDELLINZ (config—if) #no shut

ESLINEPROTO-S—TUPDOWH : Line protocol on Interface Serialdys 00, changed

SELINEPFROTO-S—UPDOWH : Line protocol on Interface Serialds 0,1, changed

SLINEFROTO-S—UPDOWH : Line protocol on Interface Serialds 1, 0, changed

Figura 5. Configuracién del direccionamiento IP en Medellin3.

Configuracioén IP Router (Bogota1)
Configuramos todas las interfaces

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOGOTA1
BOGOTAIL(config)#interface s0/0/0

BOGOTA1(config-if)#ip address 209.17.220.6 255.255.255.252
BOGOTAIL(config-if)y#no shutdown
BOGOTAIL(config-if)#interface s0/0/1

BOGOTAIL(config-if)#ip address 172.29.3.9 255.255.255.252
BOGOTA1L(config-if)#clock rate 4000000
BOGOTAIL(config-if)y#no shutdown

17



BOGOTA1L(config-if)#interface s0/1/0
BOGOTAI1(config-if)#ip address 172.29.3.1 255.255.255.252
BOGOTA1(config-if)#clock rate 4000000
BOGOTA1(config-if)#no shutdown
BOGOTAI1(config-if)#interface s0/1/1
BOGOTAIL(config-if)#ip address 172.29.3.5 255.255.255.252
BOGOTA1(config-if)#clock rate 4000000
BOGOTAI1(config-if)#no shutdown

¥ pocoTan —
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Bouterrena

Bouterfconf t

Enter configuration commands, one per line. End with CHTIL/SZ.
Router (config) #hostname BOEOTRL

BOFOTAL (config) #interface s0/0/70

BOZOTR2] (config—if) #ip address 205_17 _220_& Z55_Z55_3255_252
BOE0OTAL (config—if) #fno shut

BOEOTALl (config-—if) &
ELINE-5—CHANGEED: Interface Serizald/ 0/0, changed state to up

SLINEFROTO-5-UPDOWIN : Line protocol on Interface Serialdys 0,0,
changed state to up

BOEOTR]L (config—if) #interface s0/0/1

BOEOTRAL (config—if) #ip address 172.25.3 .59 Z55_2Z55.255_252
BOEOTRA]L (config—if) #clock rate 4000000

BOE0OTA]L (config—if) #no shut

SLINE-S5—CHANGED: Interface Seriall/0/1, changed state to down
BOEOTR] (config—if) #interface s0/1/70

BOE0OTA] (config—if) #ip address 172 _25_.3_1 Z55_2Z55_2Z55_Z5Z2
BOFOTAL (config—1if) #clock rate 4000000

BOE0TAL (config—if) #no shut

ELINE-S5—CHANEZED: Interface Serizalld/s1/0, changed state to down
BOEOTR] (config—if) #interface s0/1/51

BOEOTA]l (config-—if) #ip address 172 _25% _3_5 25
BOEOTA] (config—if) §clock rate 4000000
BOE0OTAL (config—if) #fno shut

- 255_255_252

I

L

Configuracion IP Router (Bogota2)

Configuramos todas las interfaces

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOGOTA2
BOGOTAZ2(config)#interface s0/0/0

BOGOTA2(config-if)#ip add 172.29.3.10 255.255.255.252
BOGOTAZ2(config-if)y#no shutdown

BOGOTAZ2(config-if)#interface s0/0/1

Figura 6. Configuracién del direccionamiento IP en Bogota1.
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BOGOTA2(config-if)#ip add 172.29.3.13 255.255.255.252
BOGOTA2(config-if)#clock rate 4000000
BOGOTAZ2(config-if)#no shutdown

BOGOTAZ2(config-if)#interface g0/0
BOGOTA2(config-if)#ip add 172.29.1.1 255.255.255.0
BOGOTAZ2(config-if)#no shutdown
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Router>ena

Boutergconfig t

Enter configuration commands, one per line. End with CHNTL/Z.
RBouter (config) thostname BOGOTAZ

BOGOTAZ (config) #interface s0,/0/0

BOGOTAZ (config-if) 4ip add 172.25%.3.10 2Z55.255_255.252

BOGOTAZ (config-if) #no shutdown

BOGOTAZ (config-if) &
SLINE-5-CHANGED: Interface Serialld/0/0, changed state to up

BOGOTAZ (config-if) #interface s0,/0/0
SLINEPROTO-5-UPDOWN: Line protococl on Interface Seriald/of0,
changed state to up

BOGOTAZ (config-if) #interface s0,/0/1

BOGOTAZ (config-if) #ip add 172.25%.3.13 255.255.255.252
BOGOTAZ (config-if) #clock rate 4000000

BOGOTAZ (config-if) #no shutdown

SLINE-5-CHANGED: Interface Serialld/0/1l, changed state to down
BOGOTAZ (config-if) #interface gl/0

BOGOTAZ (config-if) #no shutdown

Figura 7. Configuracién del direccionamiento IP en BogotaZ2.
Configuracion IP Router (Bogota3)

Configuramos todas las interfaces

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOGOTAS3
BOGOTA3(config)#interface s0/0/0

BOGOTA3(config-if)#ip add 172.29.3.2 255.255.255.252
BOGOTA3(config-if)#no shutdown
BOGOTAZ3(config-if)#interface s0/0/1

BOGOTA3(config-if)#ip add 172.29.3.6 255.255.255.252
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BOGOTA3(config-if)#no shutdown

BOGOTA3(config)#int s0/1/0

BOGOTA3(config-if)#ip add 172.29.3.14 255.255.255.252
BOGOTA3(config-if)# no shutdown
BOGOTA3(config-if)#interface g0/0
BOGOTA3(config-if)#ip add 172.29.0.1 255.255.255.0
BOGOTA3(config-if)#no shutdown
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Bouter=ena ~
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Enter configuration commands, one per line. End with CHNTL/Z.

Bouter {config) §hostname BOE0OTRI

BOZOTAS (config) #interface s0/0/50

BOGOTAS (config-if) #ip add 172_.25%.3.2 255.255_255_252

BOGOTAS (config—-if) #no shutdown

BOGOTAZ (config-if) #
SLINE-S5-CHANEED: Interface Seriall/ 070, changed state to up

BOGOTASZ (config-if) ¢
5LINEFROTO-5-UPDOWN : Line protococl on Inmterface Serial0 070,
changed state to up

BOZOTAZ (config-if) #interface s0,/0/1
BOGOTAZ (config-if) #ip add 172_25%_3_.& 255.255_255_252
BOZOTAS (config—if) #no shutdown

BOGOTAS (config-if) &
SLINE-S5—CHAWNEED: Interface Serialld/ /071, changed state to up

SLINEPROTO-S5-UPDOWN : Line protococl on Interface Seriall0 071,
changed state to up

BOZOTAZ (config-if) #interface gls0
BOGOTAS (config-if) #ip add 172_.25%.0.1 255.255_3255.
BOZOTRS (config—if) #no shutdown

Figura 8. Configuracién del direccionamiento IP en Bogota3.

1.2 Parte 1: Configuracién del enrutamiento

d. Configurar el enrutamiento en la red usando el protocolo RIP version 2,
declare la red principal, desactive la sumarizacion automatica.

1.2.1 Configuracién de protocolo RIP Router Medellinl

MEDELLIN1>enable

MEDELLIN1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#router rip
MEDELLIN1(config-router)#version 2
MEDELLIN1(config-router)#no auto-summary
MEDELLIN1(config-router)#do show ip route connected
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C 172.29.6.0/30 is directly connected, Serial0/0/1
C 172.29.6.8/30 is directly connected, Serial0/1/0
C 172.29.6.12/30 is directly connected, Serial0/1/1

C 209.17.220.0/30 is directly connected, Serial0/0/0

MEDELLIN1(config-router)#network 172.29.6.0
MEDELLIN1(config-router)#network 172.29.6.8
MEDELLIN1(config-router)#network 172.29.6.12
MEDELLIN1(config-router)#passive-interface s0/0/0
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MEDELLIN]>ena

MEDELLIN]lfconf ¢

Enter configuration commands, one per line. End with CHNTL/Z.
MEDELLIN] {config) #router rip

HEDELLIN] (config-router) §version 2

MEDELLIN] {config-router) fno auto—summary

HEDELLIN] (config-router) #do show ip route connected

c 172.29.€.0/30 is directly connected, Seriall0sO0s1
c 172.2%.6.8/30 4is directly connected, Seriald/1/0
c 172.2%.6.12/30 is directly connected, Seriald/s1l/ 1
c 205%_.17.220.0,30 is directly connected, Seriald/ 0,0
MEDELLIN] {config-router) fnetwork 172.25_&.0
HEDELLIMN] (config-router) gnetwork 172_.25%.€.8
MEDELLIN] {config-router) fnetwork 172_.2%_&.12

HEDELLIN] (config-router) épassive—-interface s0/0/0
HEDELLIMN] (config-router) &

Figura 9. Configuracién protocolo RIP en Router Medellin1.

1.2.2 Configuracion de protocolo RIP Router Medellin2

MEDELLIN2>enable

MEDELLINZ2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLINZ2(config)#router rip
MEDELLINZ2(config-router)#version 2
MEDELLINZ2(config-router)#no auto-summary
MEDELLINZ2(config-router)#do show ip route connected

C 172.29.4.0/25 is directly connected, GigabitEthernet0/0
C 172.29.6.0/30 is directly connected, Serial0/0/0
C 172.29.6.4/30 is directly connected, Serial0/0/1

MEDELLINZ2(config-router)#network 172.29.4.0
MEDELLINZ2(config-router)#network 172.29.6.0
MEDELLINZ2(config-router)#network 172.29.6.4
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MEDELLINZ2(config-router)#passive-interface g0/0
MEDELLINZ2(config-router)#
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MEDELLINZ>ena

MEDELLINZ#conf t

Enter configuration commands, one per line. End with CHIL/SZ.
MEDELLINZ {config) §router rip

MEDELLINZ {config-router) fversion 2

MEDELLINZ {config-router) fno auto—sumary

% Imwalid input detected at "' marker.

MEDELLINZ {config-router) #fno auto-summary

% Imwvalid input detected at """ marker.

MEDELLINZ (config—router) fnoc auto—-summary

MEDELLINZ {config—router) #do show ip route connected
c 172.259.4_0/525 is directly connected, GigabitEthernetd/s0
c 172 .29 _ €. 0720 is directly connected, Seriald/ 070
c 172 .25 .s.4/30 is directly connected, Serialds/0/1

MEDELLINZ (config-router) fnetwork 172.25_4.0
MEDELLINZ (config-router) fnetwork 172.25_&€.0
MEDELLINZ (config-router) fnetwork 172.25_&6.4
MEDELLINZ (config-router) fpassive—interface gl/,0
MEDELLINZ (config-router) §

L

Figura 10. Configuracioén protocolo RIP en Router Medellin2.

1.2.3 Configuracién de protocolo RIP Router Medellin3

MEDELLIN3>enable

MEDELLIN3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN3(config)#route rip
MEDELLIN3(config-router)#version 2
MEDELLIN3(config-router)#no auto-summary
MEDELLIN3(config-router)#do show ip route connected

C 172.29.4.128/25 is directly connected, GigabitEthernet0/0
C 172.29.6.4/30 is directly connected, Serial0/1/0

C 172.29.6.8/30 is directly connected, Serial0/0/0

C 172.29.6.12/30 is directly connected, Serial0/0/1

MEDELLIN3(config-router)#network 172.29.4.128
MEDELLIN3(config-router)#network 172.29.6.4
MEDELLIN3(config-router)#network 172.29.6.8
MEDELLIN3(config-router)#network 172.29.6.12
MEDELLIN3(config-router)#passive-interface g0/0
MEDELLIN3(config-router)#
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MEDELLIN3*ena
MEDELLIN3fconf ©
Enter configuration commands, one per line. End with CHTL/Z.
MEDELLINZ (config) froute rip
MEDELLINZ {config-router) §version 2
MEDELLINZ (config-router) #no auto-summary
MEDELLINS (config-router) #do show ip route connected
C 172.25%_4_128/25 is directly connected, GigabitEthernet0/0

C 172.2%.6.4/30 is directly connected, Seriall/1/0
C 172.25%_€.8/30 is directly connected, Seriald/oas0
C 172.29.&6.12/30 1is directly connected, Seriall/0/1

MEDELLINS (config-router) #network 172.2%5%.4.128

MEDELLINZ (config-router) #network 172_25%_ 6.4

MEDELLINS (config-router) #network 172_.25.&6.8

MEDELLINS (config-router) §network 17225 €.12

MEDELLINS (config-router) #passive-interface gl 0

Figura 11. Configuracion protocolo RIP en Router Medellin3.

1.2.4 Configuracion de protocolo RIP Router Bogotal

Se ejecutan los siguientes comandos:

BOGOTA1>enable

BOGOTA1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA1L(config)#router rip
BOGOTA1(config-router)#version 2
BOGOTAI1(config-router)#no auto-summary
BOGOTA1L(config-router)#do show ip route connected
C 172.29.3.0/30 is directly connected, Serial0/1/0
C 172.29.3.4/30 is directly connected, Serial0/1/1

C 172.29.3.8/30 is directly connected, Serial0/0/1
C 209.17.220.4/30 is directly connected, Serial0/0/0

BOGOTA1L(config-router)#network 172.29.3.0
BOGOTAIL(config-router)#network 172.29.3.4
BOGOTA1(config-router)#network 172.29.3.8
BOGOTAIL(config-router)#passive-interface s0/0/0
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BOGOTAL ena

BOGOTALfcont t©

Enter configuration commands, one per line. End with CHNTL/Z.
BOGOTAL (config) f#router rip

BOGOTAL (config-router) #version 2

BOGOTAL (config-router) #fno auto—surmmary

BOGOTAL (config-router) #do show ip route connected

c 172.25%.3.0/30 is directly connected, Seriald/1/0

c 172.25%.3.4/30 is directly connected, Seriald /1,1

c 172.25%_.3.8/30 is directly connected, Seriald/0/1
c

205.17.220.4/30 is directly connected, Serialld/ 0,0
BOZOTAL (config-router) gnetwork 172.25_.3.0
BOGZOTAL (config-router) gnetwork 172.25.3.4
BOGZOTAL (config-router) gnetwork 172_.25.3.8

BOZOTAL (config-router) #passive—-interface s0,/0/0
BOCOTA] (config-router) #

Figura 12. Configuracion protocolo RIP en Router Bogotal.

1.2.5 Configuracion de protocolo RIP Router Bogota2

BOGOTA2>enable

BOGOTA2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA2(config)#router rip
BOGOTAZ2(config-router)#version 2
BOGOTAZ2(config-router)#no auto-summary
BOGOTA2(config-router)#do show ip route connected

C 172.29.1.0/24 is directly connected, GigabitEthernet0/0

C 172.29.3.8/30 is directly connected, Serial0/0/0

C 172.29.3.12/30 is directly connected, Serial0/0/1

BOGOTAZ2(config-router)#network 172.29.1.0
BOGOTAZ2(config-router)#network 172.29.3.8
BOGOTAZ2(config-router)#network 172.29.3.12
BOGOTAZ2(config-router)#passive-interface g0/0
BOGOTAZ2(config-router)#
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BOOTRZ ena

BOCOTRZ#cont t©

Enter configuration commands, one per line. End with CHTL/SZ.
BOEOTAZ (config) §

SLINE-5—CHAMNEED: Imterface Serialdys 0,1, changed state to up

SLINEFROTO-5-TUPDOWN : Line protocol on Inmterface Seriald 0,1,
changed state to up

BOEOTAZ (config) #router rip

BOEOTAZ (config—router) fversion 2

BOOTARAZ (config—router) fno auto—summary

BOEOTRZ (config—router) #do show ip route connected

c 172 .25.1._0524 is directly connected, FigabitEthernetd/s0
c 172 .25_.3_8/5320 is directly connected, Seriald/ 070
c 172 .25 .3_.12/730 is directly connected, Seriald 051
BOEOTRZ (config—router) fnetwork 172.25.1.0
BOEOTRZ (config—router) fnetwork 172.25.3.8
BOZOTRAZ (config—router) fnetwork 172 _25_3_12

BOZOTRAZ (config—router) #passive—interface gl 0
BOZOTRAZ (config—router) #

Figura 13. Configuracion protocolo RIP en Router Bogota2.

1.2.6 Configuracion de protocolo RIP Router Bogota3

Se ejecutan los siguientes comandos.

BOGOTA3>enable

BOGOTA3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA3(config)#router rip
BOGOTA3(config-router)#version 2
BOGOTA3(config-router)#no auto-summary
BOGOTA3(config-router)#do show ip route connected

C 172.29.0.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.0/30 is directly connected, Serial0/0/0

C 172.29.3.4/30 is directly connected, Serial0/0/1

C 172.29.3.12/30 is directly connected, Serial0/1/0

BOGOTAZ3(config-router)#network 172.29.0.0
BOGOTAZ3(config-router)#network 172.29.3.0
BOGOTA3(config-router)#network 172.29.3.4
BOGOTA3(config-router)#network 172.29.3.12
BOGOTA3(config-router)#passive-interface g0/0
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BOGOTAZ (config) §router rip

BOGOTAS (config-router) &
. |

BOGOTAS (config-router) fpassive-—

BOGOTAS (config-router) gversion 2
BOGOTASZ (config-router) fno auto-
BOGOTAZ (config-router) fdo show ip route connected

C 172.29.0.0/24 1is directly connected, GigabitEthernetd/0
C 172.2%.3.0/30 1is directly connected, Serialdy/0/0

c 172.2%.3.4/30 1is directly connected, Serialldys0/1

C 172.2%9.3_.12/30 is directly connected, Serial0/1/0

SUmMmmary

BOGOTAZ (config-router) fnetwork 172 a
BOGOTAZ (config-router) fnetwork 172 u]
BOGOTAZ (config-router) fnetwork 172 4
BOGOTAZ (config-router) fnetwork 172. -1z

interface gl/0

Figuré\ 14. Confiburacién protocolo RIP en Router Bogota3.

Ejecutamos el comando show ip route para verificar las redes asignadas a los

router.
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BOZOTR] ena

BOZOTAl #show ip route

Codes: L. — local, T — connected, 5 — static, B — BRIF, M — mokile, B -

BEE
oD — EIFRF, E¥ — EIZRP external, O — O5PF, IA — O5SPF inter area
Ml — OSPF HNS5A external type 1, N2 — OSPF HNS5S5RA external type 2
El — O5PF external type 1, EZ — O05PF external type 2, E — EGP
i —- Is-I5, L1 — I5-I5 lewvel—-1l, L2 — I5-I5 lewel—-2, jia — I5-IS

inter area
¥ — gcandidate default, U — per—-user static route, o — ODR
P — periocodic downloaded static route

w
=
=]
X

Fateway of last resort is not set

172 .25 _0_0/s1€ is wariakly subnetted, 3 subnets, 3 masks
2.25.0.0/24 [120/1] wia 172
[120,1]1 wwria

25.2.2, 00:00:14, Serialds1ls0
25 . 32.%, 00:00:14, Seriald/S1/1

=3 -0/24 [120/1]1 wia 172.25.3.10, 00:00:17, Serialds 0,1

c -0/20 is directly connected, Seriald/s1/S0

L 21/322 is directly conmnected, Seriald/ 1/ 0

C -4,/30 is directly comnected, Serialdys1s1

L -5/22 is directly connected, Seriald/s1/1

c -B/30 is directly connected, Seriald/ ;0,1

L -5/32 is directly comnected, Serialdys0,1

R -1l2/,20 20/1] wia 172.25.2.10, 00:00:17, Serialds 071

F1]1 wia 172.25_.3_2 00:00:14, Serialds1ls0
[120/1] <wia 172 _25_3.€, 00:00:14, Serialds 1,1
205 _17 wvariakly subnetted, 2 subnets, 2 masks

c 205 is directly connected, Seriald/ 0,0

L Z05 is directly connected, Serialdys0,0

—More——

Figura 15. Lista de redes asignadas en el router Bogotal.

Ejecucion del comando show run visualiza las redes conectadas y visualiza la

red principal.
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no ip address

shutdown

!

router rip

wversion 2

passive—interface Gigabitzthernetﬂfﬂl
network 172 _29_0_0

no auto—summarir

Figura 16. Red principal declarada.

2. Configuracion de enrutamiento de la ruta por defecto hacia ISP y
redistribucion por RIP.

Los routers Bogotal y Medellin1 deberan anadir a su configuracién de
enrutamiento una ruta por defecto hacia el ISP y, a su vez, redistribuirla dentro
de las publicaciones de RIP.

Router MEDELLIN1

MEDELLIN1>enable

MEDELLIN1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.1
MEDELLIN1(config)#route rip
MEDELLIN1(config-router)#default-information originate
MEDELLIN1(config-router)#
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MEDELLIN]1>ENAR A
MEDELLIN]lfconf ¢

Enter configuration commands, one per line. End with CHTIL/Z.
MEDELLIN] (config) #ip route 0.0_.0.0 0.0.0.0 205_17_220_.1

HEDELLIMN] (config) §route rip
HEDELLIN] (config-router) #default-information originate
HEDELLIMN] (config-router) #

Figura 17. Enrutamiento a ISP y redistribucion por RIP.

Ejecucion del comando show ip route para visualizar la redistribucion de
internet.
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MEDELLINZ=ena
MEDELLINZ#show ip route

BEP

i - Is-Is, Ll - IS5-IS lewel-l, L2 - I5-IS lewvel-2Z,
inter area

¥ — rcandidate default, T - per—-user static route,

P — periodic downloaded static route

Gateway of last resort is 172_2%_.&.1 to network O0_.0.0_.0

Codes: L - local, C — connected, 5 - static, B — RIF, H - mobile, B -
I — EIZRP, EX - EIZEP external, O — O5PF, IZ - OS5SPF inter area
H1l - OSPF MNSSA external type 1, H2Z - O5SPF HNS55R external type 2
El — O5PF external type 1, EXI — O5S5PF external type 2, E - EGP

ia — IS-I=

o — ODR

172.25.0_.0/1¢€ is wariably subnetted, 5% submets, 3 masks

Seriald/s0/ 0
Seriald/ 0/1

c 172.29.4.0/25 is directly connected, GigabitEthernetl/s0

L 172 -4 .1/22 is directly connected, GigabitEthernetd/s0

= 172, -4 .1238/25 [120/1] wia 172.25%_.&.€, 00:00:25,

c 172.259_.€.0/30 is directly connected, Seriald/ 070

L 172.25%.€.2/32 is directly connected, Serizld/ 070

c 172.25%.6.4/30 is directly connected, Serially 0,1

L 172.29_.6€.5/32 is directly connected, Serialds 0/1

= 172 .25 _.€.8/30 [120/1] wia 172.2%_.€.1, 00:00:13, Serialdys0s0
[120/1] wia 172_.25%_€.€, 00:00:25, Serialds0s1

= 1l72.29.€.12/30 [l20/1] wia 172.25%.€.1, 00:00:13,
[1L20/1] wia 1l72.25%.&.8&, 00:00:325,

BT O 0.0 0,0 [120/1] wia 172 ._ [ 3 =

Ctrl+F6 to exit CLI focus Copy

Seriald/ 071

Figura 18. Verificacion de la redistribucion de internet por el serial0/0/0 en

Medellin2.
Router BOGOTA1

BOGOTA1>enable
BOGOTA1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

BOGOTAZL(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.5
BOGOTA1(config)#route rip

BOGOTA1(config-router)#default-information originate

BOZOTAL (config) #route rip
BOZOTLAL {config-router) fdefault—-information originate
BOZOTRL (config-router) §

¥ poGOTA1 — | >
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BOZOTRL (config)#ip route 0.0.0.0 0.0.0_.0 205%_.17.220.5 -

Figura 19. Enrutamiento a ISP y redistribucion por RIP en Bogota1.

Ejecucion del comando show ip route para visualizar la redistribucion de

internet.
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BOEOTAEfshow ip route Ll
Codes: L. — local, C — connected, 5 — static, B — BRIF, M — mokile, B -
B:ER
0 — EIZRF, E¥ - EIGRF external, © — O5PF, IR — OSPEF inter area
M1l — OSPF MS5A extermnal type 1, N2 — O5FPF HN55R external type 2
El - OSPF external type 1, EZ - OSPF extermnal type 2, E — EEZP
i — Is-I5, L1 — I5-I5 lewvel-l1l, L2 — I5-I5 lewvel—-2, ia — IS5-IS
inter area
* — rcandidate default, U — per—-user static route, o — ODR
P — pericdic downloaded static route
Zateway of last resort is 172_.25%_.3_.1 to metwork 0_.0_.0_0
172 .25 .0.0/1€ is wvariably subnetted, 10 submets, 3 masks
[ 172 .29 _.0_0,24 is directly connected, GigabitEthernetl/0
L 172.25 . 0.1,s32 is directly comnected, GigabitEthernetd/0
R 172 .29.1_0/24 [120/1] wia 172_.2%_3_.13, 00:00:14, Serialds1/s0
c 172.29.32.0/20 is directly connected, Seriall0/ 070
L 172 .25 .3 2732 is directly connected, Serialldys 070
c 172.29.3.4/20 is directly connected, Seriall0/ 071
L 172 .25 .32 _.€,/32 is directly comnected, Serialds 0/ 1
R 172 .25 _2_8/30 [120/1] wia 172_2%_3_.1, 00:00:01, Seriald/s 0,0
[120/1] wia 1l72.25.2.12, 00:00:14, Serialds1ls0
[120/1]1 wia 172 _.25_3.5, 00:00:01, Serialds0s1
c 172.29.23.12/30 is directly connected, Seriald/s1l/0
L. 2 is directly comnnected, Seriald/ 1/s0
R 0.0.0_0s0 , 00:00:01, S -
——More—— h

Figura 20. Verificacion de la redistribucion de internet por el serial0/0/0 y

serial0/0/1 en Bogota3.

3. El router ISP debera tener una ruta estatica dirigida hacia cada red
interna de Bogota y Medellin para el caso se sumarizan las subredes de
cada uno a /22.

Para este caso se empiezan asignar rutas estaticas que le permitan a ISP
acceder a las redes internas de Bogota y Medellin, con la utilizacion de la subred
base mas la sumarizacion de las subredes, para lo cual se realiza la
sumarizacion por separado de las subredes de Medellin y Bogota de la siguiente

manera.

Tabla 2. Tabla de sumarizacién de las subredes Medellin y Bogota.

172.29.4.0/25

172.29.4.128/25

172.29.6.4/30

172.29.6.8/30

172.29.6.12/30

[ellellellello]le]

Oo|lo|o|o|o|o

oOlo|0o|o|o|o

[ellellellello]le]

Oo|lo|o|o|o|o

Y PR ST PRy

Rk R|kolo

Oolo|o|o|o|o

[ellellellell e

Oo|lo|o|o|o|o

Oo|lo|o|o|o|o

Oolo|o|o|o|o

el gl llellelle)]

O Ol OO

Oo|lo|o|o|o|o

Oo|lo|o|o|o|o

172.29.6.0/30

172.29.0.0/24

172.29.1.0/24

172.29.3.12/30

172.29.3.8/30

172.29.3.0/30

Oo|lo|o|o|o|o

oOlo|o|o|o|o

Oolo|o|o|o|o

Oo|lo|o|o|o|o

oOlo|o|o|o|o

oOlo|o|o|o|o

Rk R|Rlolo

RRRReko

Oo|lo|o|o|o|o

Oolo|o|o|o|o

Oolo|o|o|o|o

Oo|lo|o|o|o|o

[ellell i Jllelle)

R OO OO

Oolo|o|o|o|o

Oo|lo|o|o|o|o

172.29.3.4/30
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Después de realizada la sumarizacion se ejecutan los siguientes comandos en
el Router ISP.

ISP>enable

ISP#conf t

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#ip route 172.29.4.0 255.255.252.0 209.17.220.2
ISP(config)#ip route 172.29.0.0 255.255.252.0 209.17.220.6

B 5p — O *
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I5P>=ena L]
ISPfcont t

Enter configuration commands, one per line. End with CHTL/Z.

I5P (config) #ip route 172.25%.4.0 2Z55.255_.252.0

% Incomplete command.
IISP{ccnfi 1R - 255.255_252 .

Medellin

Bogota

ISFéccnfigﬁﬂ
Figura 21. Configuracion IP estaticas ISP para acceso a Medellin y Bogota.

4. Parte 2: Tabla de Enrutamiento.

4.1 Verificacion de la tabla de enrutamiento en cada uno de los routers para
comprobar las redes y sus rutas.

Se verifica que los pin funcionen entre los router
Ruta BOGOTAS3 - MEDELLIN2
BOGOTA3#ping 172.29.3.1

BOGOTA3#ping 209.17.220.5

BOGOTAS3#ping 209.17.220.2
BOGOTA3#ping 172.29.6.2
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BOGOTAI=ENR
BOGOTR3I#ping 172.25.3.1

Type escape seguence to abort.

Sending 5, 100-byte ICHMP Echos to 172.25%_.3.1, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip minfawvg/max = 1/2/7
ms

BOEOTR3I#ping 205.17.220.5

Type escape seguence to abort.

Sending 5, 100-byte ICHMP Echos to 20%.17.220.5, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip min/favg/max =
2/9/20 ms

BOGOTA3I#ping 205.17.220.2

Type escape seguence to abort.

Sending 5, 100-byte ICHMP Echos to 20%.17.220.2, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip min/fawvg/max =
3/5/10 ms

BOGOTR3I#ping 172.25.€.2

Type escape seguence to abort.

Sending 5, 100-byte ICHMP Echos to 172.2%.€.2, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip min/favg/max =
4/13/19 ms

Figura 22. Ping ruta Bogota3 - Medellin2.

Ruta BOGOTA2-MEDELLIN3

BOGOTA2#ping 172.29.3.9
BOGOTA2#ping 209.17.220.5
BOGOTA2#ping 209.17.220.2
BOGOTA2#ping 172.29.6.9
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BOZOTAZ>ana .
BOGOTRAZ4ping 172.25.3.5

Type escape seguence to abortc.

Sending 5, 100-byte ICHMP Echos to 172.2%.3.59, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/favg/max = 172710
ms

BOCOTRZdping 205 _17_220_5

Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos to 205%.17.220.5, timeout is 2

seconds:

rrret

Success rate is 100 percent (5/5), round-trip minfavg/max = 274714
ms

BOGOTRAZ4ping 205 _17_220_2

Type escape seguence to abortc.

Sending 5, 100-byte ICHMF Echos to 20%.17.220.2, timeout is 2

seconds :

rrrnt

Success rate is 100 percent (5/5), round-trip minfavg/max = 374,59 it
ms

BOCOTRZf4ping 172.25_&€.5

Type escape seguence to abort.

Sending 5, 100-byte ICHMP Echos to 172.29%.6.%9, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip minfawvg/max = 3/5/9
ms

Figura 23. Ping ruta Bogota2 — Medellin3.

4.2 Verificacion del balanceo de carga que presentan los routers.

Se realiza para los que tienen asignado dos seriales conectados en el mismo
Router, donde tiene diferentes opciones para llevar la carga de internet. Para
visualizar se ejecuta el comando show ip route, que nos permite observar que
no hay balanceo de carga.
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BOEOTAZd#show ip route
Codes: L — local, C© - connected, 5§ — static, R - RIP, M — mobkile, B -
BEE
o - EIGRP, EX - EIGRP extermnal, O - OSPF, IR - OS5PF inter area
M1l - OSPF MS55LZ extermnal type 1, N2 - O5PF NS55R external type 2
El - OSPF external type 1, E2 - QOSPF external type 2, E — EGP
i - IS-I5, Ll - I5-I5 lewvel-l, LZ - I5-I5 level-Z, ia - IS5-IS
inter area
¥ — pandidate default, T - per-user static route, o — ODR
P - periodic downloaded static route

Fateway of last rescrt is 172.25%.3.1 to network 0.0.0.0

172.25.0.0/1€ is wvariabkly subnetted, 10 subnets, 2 masks

c 172.25.0.0/24 is directly connected, FigakitEthernstc0/0

L 172.25.0.1/32 is directly connected, GigakbitEthernetc0/0

=3 172.25%_.1_0/24 [120/1] wia 172_25_3_13, 00:00:24, Serialds1s0
[ 172.25.3.0/30 is directly connected, Seriald/s 070

L 172.259.3.2/32 1s directly connected, Serialld/s0/s0

[ 172.25.3.4/30 1is directly connected, Serialds0/s1

L 172.25.32_&6/232 is directly connected, Serizld 0,1

=3 172_.25_3_8/30 [1l20/1] wia 172_25_3_.1, 00:00:24, Serialdys0,0

[120/1] wia 172_25_3_.13, 00:00:24, Serialds1s0
[120/1] wia 172_25_32_.5, 00:00:24, Serialldys0/1
[+ 172.25%.3.12/730 is directly connected, Serialld/s1s0
L2 25 lds,22 Js directly conpected eriglioslo0
=R 0.0.0.0/0 [120/1] wia 172.25.2.1, 00:00:24, Seriald/ 0/0
[12071] wpig 172 =25 S Do o0 =4 erizald 001

Ctrl+F6 to exit CLI focus Copy Paste

Figura 24. Verificacion de balanceo de carga en Bogota3.
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MEDELLIN3=ena
MEDELLINZf#show ip route

Codes: L — local, T — connected, 5§ — static, B — RIF, M — mokile, B
— BEP

D — EIGRP, EX — EIGRPF external, © — OSPF, Ik — OSPF inter
area

M1 — OSPF MS5R external type 1, NZ — OSPF MNS5S5AR external type
2

El — O5SPF external type 1, EZ — OSPF external type 2, E -—
EGP

i —- I5-I5, L1 — I5-I5 lewvel—-1l, LZ — IS—IS lewvel—-2, ia — IS5-—
IS inter area

* — pcandidate default, T — per—-user static route, o — OCODR

P — pericodic downloaded static route

Fateway of last resort is 172.25.6.9% to network 0.0_0_.0

172 .25 _0_0/s1€ is wariably submnetted, 10 subnets, 3 masks
172 _25_.4_ 0,25 [120/1] wia 172 .25 .&.5, 00:00:05, Serialdys1ls0

-4.123/32 is directly connected, GigakbitEthernetd,0

R
= 172 .29 .4 _128/25 is directly connected, GigabitEthernetwls 0
L
=

-E.0/30 [120/1]1 wia 172.23%.€.5, 00:00:05, Seriald/ sl /0
[120/1] wia 172 .25 .€.5, 00:00:13, Serialds 0,0

[IZ0,1] vis 172.25.¢€.135, Oo0-00:1%,

€~ 172 .29 .6 _.4,/320 is directly connected, Serialds1,/0
L 172 .29 . € _.€,/3232 is directly connected, Serialds1,/0
€~ 172 .29 .6 _.2,/3230 is directly connected, Seriald/s 0,0
L 172 .29 .6_.10,/22 is directly connected, Seriald/s 0,0
€~ 172 .29 .6 _.12,/230 is directly connected, Serialdy 0,1

L. 172 .25 . _&_ 14732 iE directly connected, Serialds 0,1
= O_.0._0_0s0 [120/1] wia 172 .25 .&€.9, 00:00:12, Serialdys /0,0 I
[120,1] -<wia 172 29 _&_13 o0 -00:-13 EsrialD 01

Figura 25. Verificacion de balanceo de carga en Medellin3.
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4.3 Obsérvese en los routers Bogotal y Medellin1 cierta similitud por su
ubicacioén, por tener dos enlaces de conexion hacia otro router y por la ruta por
defecto que manejan.

=
0 172.29.0.0/24

.
P
172.29.4.0/25

/‘c\
‘ ‘ 172.29.3.0/30 A3

MEDELLINZ 172.29.6.0/30

L. 209.17.220.0/30 209:17.220.9/30, 172.29.3.4/30
l¢- e ) S
172.29.6.4/30 we—3 m 172.29.3.12/30
ELLINT 1sP BOGOTA
172.29.6.8/30
172.29.3.8/30
/ 172.29.6.12/30
7«
L mm#mz
eod Lz ? 172.29.1.0/24

172.29.4.128/25 } ]

CJ g
=4 PC3
PC1

Figura 26. Verificacion de similitud en router Bogota1 y Medellin1.

4.4 Los routers Medellin2 y Bogota2 también presentan redes conectadas
directamente y recibidas mediante RIP.

Se ejecuta el comando show ip route para visualizar las redes.
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Cateway of last resort is 172.2%.3.9% to network 0.0.0.0 £

172.25.0.0/1€ is wariabkly subnetted, 5 subnets, 3 masks
B J7z2 2o o orF24 [12051] spig Q72 25 2 14, O0-00-1e, Serpjalisdsl
C 172.259.1.0/24 is directly connected, GigakitEthernet(/0
L 172,23 1.1;32 is directly connected, GigabitEthernetl o
B 172.25.3.0/30 [120/1] wvia 172.2%.3.14, 00:00:1&, Seriald/0/1
[120/1] wvia 172.2%.32.5, 00:00:02, Seriald/0/0

=) 172.29.3_4/30 [120/1] wvia 172.2%.3.9%, 00:00:02, Seriald/0/0
[120/11 srig 172 29 3 14 O0-00-1¢& _Seriz10/001

C 172.259.3.8/30 is directly connected, Seriald/s0/0

L 172.25.3.10/32 is directly connected, Serialdys0,/0

C 172.259.3.12/30 is directly connected, Serialld/0/1

L 172.29.3.13/32 is directly connected, Seriald/0/1

B* Qo o g0 1120011 g 172 259 3. 9. oQo-o0-02,  Seria]0r0s0

Figura 27. Redes conectadas directamente y recibidas por RIP en Bogota2.
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Gateway of last resort is 172.25%.€.1 to network 0.0.0.0 A

172.23.0.0/16 is wariably subnetted, 3 subnets 3 masks

c 172.29.4.0/25 is directly connected, GigabitEthernet0/0

L 172.25.4.1/33 is directly connected, GigabitEthernetid/d

= 172.29.4.128/725 [120/1] wia 172.2%.€.€, 00:00:21, Serialdyso/1l

T T7C.00.6.0/30 15 OlrLecbly connected, Gerialdsusu

L 172_.29.€.2/32 is directly connected, SerialQs0/0

c 172_.259_€.4/30 is directly connected, Serial(/0/1

L 172_.29_.€.5/32 is directly connected, Seriall/s0/1

B 172.29.6.8/730 [120/1] wia 172.2%.€.1, 00:00:11, Serialdso0s0
[120/1] wia 172.25%.6.€, 00:00:21, Seriald/so/s1

= 172.29.6.12/30 [120/1]1 wvia 172.25%.€.1, 00:00:11, Seriald /0/0

[120/1] wia 172.2% €., 00:00:21, Seriallso/l1
R* 0.0.0.0/0 [120/1] wia 172.25.6.1, 00:00:11, Seriald/0/0

Figura 28. Redes conectadas directamente y recibidas por RIP en Medellin2.

4.5 Las tablas de los routers restantes deben permitir visualizar rutas
redundantes para el caso de la ruta por defecto.
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BECOGOTA3S#show ip route ~
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B -
BEGP

D — EIGRP, EX — EIGRP external, © — OSPF, IA — OCSPF inter area

Nl - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - Is-Is, L1 - IS-IS level-1l, L2 - IS-IS level-2, ia - IS-IS
inter area

* = candidate default, U - per-user static route, o — CDR

P - periodic downloaded static route

Gateway of last resort is 172.25.3.1 to network 0.0.0.0

172.25.0.0/1€ is wvariably subnetted, 10 subnets, 3 masks

C 172.259.0.0/24 is directly connected, GigabitEthernet0/0

L 172.29.0.1/32 is directly connected, GigabitEthernet(0/0

R 172.29.1.0/24 [120/1] wvia 172.25.3.13, 00:00:24, Serialds/1l/s/0

C 172.25%.2.0/30 is directly connected, Seriald/0/0

L 172.25.3.2/32 is directly connected, Seriald/0/0

C 172.29.3.4/30 is directly connected, Seriald/0/1

L 172.259.2.€/32 is directly connected, Seriald/0/1

R 172.25.3.8/30 [120/1] via 172.25.3.1, 00:00:24, Serial0/0/0
[120/1] wia 172.25.3.13, 00:00:24, Seriald/1l/0
[120/1)] wia 172.2S5.3.5, 00:00:24, SerialOd/0/1

C 172.29.3.12/30 is directly connected, Seriall/l/0

2>

[120/1] wia 172.25.3.1, 00:00:24, Seriald/0/0
L0/ ] A 1 e e 00 00 24 serial0s 0

Ctrl+F6 to exit CLI focus _ Copy | | Paste

Figura 29. Verificacion de cargas y rutas redundantes en Router Bogota3.
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MEDELLINZ>ena -~
HMEDELLINZ#show ip route
Codes: L — local, © — connected, 5 — static, B — RIF, M — mokile, B
- BEPR

D — EIZRP, EX — EIZRP external, © — O5PF, IR — OS5PFF inter
area

H1l — OSPF MNS55A external type 1, HZ — OSPF HM55AR external type
2

El — ©OS5PF extermnal type 1, E2 — OSPF extermnal type 2, E -—
EzP

i - Is-I5s, L1 - IS5-IS5 level-1l, LZ - IS-IS lewvel—-2Z, ia — IS-—
IS5 inter area

* — candidate default, T — per—user static route, o — ODR

P — pericdic downloaded static route

Fateway of last resort is 172 .25 _.&€.5% to metwork 0_0_0._.0

172 _25% _0.0,1€ is wariakbly subnetted, 10 subnets, 2 masks

= 172 .29 .4 _0/25 [120/1] wia 172 .25 _&€.5, 00:00:05, Serialds 1,0

[od 172.259.4_128/25 is directly connected, GigabitEthermnetO/s0

L 172 _29_4_125,/32 is directly connected, GigabitEthernetd/,0

= 172 .25 _&€.0,30 [120/1] wia 172 _25%_€.5, 00:00:05, Serialds1ls0
[120/1] wia 172 _2%_&.%, 00:00:13, Seriald/s 0,0
[TZ0-1] wis 172.259.8.135, Uo-o00:-1%,

Serialdys0r1

172 .25 _.6.4,/30 is directly connected, Seriald/s1/s0

L 1l72.29.6€.6/232 is directly connected, Seriald/ 1,0

= 172 _ 29 .€.8,/30 is directly connected, Seriald/s 0,0

L 172 .25 .6 .10,/32 is directly connected, Seriald 070

s 172 .25 _.€_.12/30 is directly conmnected, Seriald/ 0,1

L 172 .25 . &6.14/,32 is directl connected Seriald/ 0,1

=R Q. 0_0_00 [120,1] wwia 172 _ 25 _€.5, 00:00:13, SerialdysO0,0

[120/1] wia 172 25 _&_13 0o -00-13 Serialld/ o001
= == =

Figura 30. Verificacién de cargas y rutas redundantes en Router Medellin3.

4.6 El router ISP solo debe indicar sus rutas estaticas adicionales a las
directamente conectadas.
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ISP#show ip route ~
Codes: L — local, © — connected, 5§ - static, B — RIP, H - mokile, B -—
BEP

Do — EIZRP, EX - EIGRP extermnal, © - O5PF, I& - OSPF inter area

Nl — QO5PF H55A external type 1, N2 — O5PF HNS55R external type 2

El — O5PF extermnal type 1, E2Z2 - OSPF external type 2, E — EGP

i - I5-I5, Ll - IS-IS lewvel-l, L2 - I5-IS level-2, ia - IS-IS
inter area

¥ — candidate default, T - per—user static route, o — ODR

P - periodic downloaded static route

Fateway of last resort is not set

205 _17_220.0/24 is wariabkly subnetted, 4 subnets, 2 masks
c 20917 .220.0/30 is directly connected, Seriald/s 0,0
L 205 _ 17 _.220.1/32 is directly connected, Seriald/ 0/0
[ 205.17.220.4/230 is directly connected, Seriald/s0/1
L 205 _ 17 _.220_.5/32 is directly connected, Seriald/ 0/1

Figura 31. Verificacion de rutas estaticas en ISP.



5. Parte 3: Deshabilitar la propagacién del protocolo RIP.

a. Para no propagar las publicaciones por interfaces que no lo requieran se
debe deshabilitar la propagacién del protocolo RIP, en la siguiente tabla
se indican las interfaces de cada router que no necesitan desactivacion.

Fueron tenidas en cuenta en la configuracion del protocolo RIP en cada
router al inicio de la configuracion.

BOGOTA1(config-router)#passive-interface s0/0/0
BOGOTAZ2(config-router)#passive-interface g0/0
BOGOTA3(config-router)#passive-interface g0/0
MEDELLIN1(config-router)#passive-interface s0/0/0
MEDELLINZ2(config-router)#passive-interface g0/0
MEDELLIN3(config-router)#passive-interface g0/0

6. Parte 4: Verificacion del protocolo RIP.

a. Verificar y documentar las opciones de enrutamiento configuradas en los
routers, como el passive interface para la conexion hacia el ISP, la version
de RIP y las interfaces que participan de la publicacion entre otros datos.

b. Verificar y documentar la base de datos de RIP de cada router, donde se
informa de manera detallada de todas las rutas hacia cada red.

Respuesta: Fueron tenidas en cuenta en la configuracion del protocolo
RIP en cada router, como se evidencia en los pantallazos de la
configuracion inicial.

7. Parte 5: Configurar encapsulamiento y autenticacién PPP.

7.1 Segun la topologia se requiere que el enlace Medellin1 con ISP sea
configurado con autenticacion PAP.

Se ejecuta los siguientes comandos en ISP

ISP>enable

ISP#conf t

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#username MEDELLIN1 password cisco
ISP(config)#int sO/0/0

ISP(config-ify#encapsulation ppp

ISP(config-if)#ppp authentication pap

ISP (config-if)y#ppp pap sent-username ISP password cisco
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ISP-ENX o~
ISPEcont ©

Enter configuration commands, one per line. End with CHTLSE .

ISP iconfig)fusername MEDELLIN]1 password cisco

ISP iconfig)#int sO0/0/50

ISP {config—if) fencapsulation ppp

ISP {config—if) #

SLINEPROTO-S—UPDOWH : Line protocol on Interface Serizlo/ 0,70,
changed state to down

ISP ({config—if) #ppp authentication pap

ISF{config—if) #ppp pap sent—username 15F password cisco

ISP ({config—if) &

SFLINEPROTO-S—UPDOWH : Line protocol on Interface Serialds 0,0,

changed state to up

Figura 32. Configuracién con la autenticacion PAP en ISP.

Se ejecuta los siguientes comandos en MEDELLIN1

MEDELLIN1>enable

MEDELLIN1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#username ISP password cisco

MEDELLIN1(config)#int s0/0/0

MEDELLIN1(config-ify#encapsulation ppp

MEDELLIN1(config-if)#ppp authentication pap

MEDELLIN1(config-if)#ppp pap sent-username MEDELLIN1 password cisco

¥ MEDELLIN — O X

Phyysical Config CLI Attributes

105 Command Line Interface
HEDELLIN1=ena ~
MEDELLINl1#conf t
Enter configuration commands, one per line. End with CHIL/Z.

MEDELLINI] {config) fusername ISP password cisco

MEDELLIN] {config)#

SLINEFROTO-5-UFDOWN: Line protocol on Interface Serialdy/0/0, changed
state to down

MEDELLIN] {config) #int s0,/0/0

MEDELLIN] {config-if) §encapsulation ppp

MEDELLIN] {config-if) #ppp authentication pap

MEDELLIN] (config-if) #ppp pap sent—usernams MEDELLIN]1 password cisco
MEDELLINI {config-if) &

SLINEPROTO-5-UPDOWN: Line protocol on Interface Seriald/0/0, changed
state to up

MEDELLINI {config-if) #end

Figura 33. Configuracion con la autenticacion PAP en Router MEDELLIN1.
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7.2 El enlace Bogota1 con ISP se debe configurar con autenticacion CHAP.

Se ejecutan los siguientes comandos en ISP

ISP#conf t

Enter configuration commands, one per line. End with CNTL/Z.
ISP (config)#username BOGOTAL password cisco

ISP (config)#int s0/0/1

ISP(config-ify#encapsulation ppp

ISP(config-if)#ppp authentication chap
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ISPgcont t© A
Enter configuration commands, one per line. End with CHIL/Z.

ISP ({config) fusername BOGOTAL password cisco

ISP {config) #int s0/0/1

ISP {config—if) #encapsulation pepp

ISP ({config-if)#

SLINEFROTO-5-UPDOWN : Line protocol on Interface Seriall/ 071,

changed state to down

ISP ({config—if) #ppp authentication chap

ISP {config-if)#

5LINEFROTO-5-UPDOWN: Line protocol on Interface Seriald/ 071,
changed state to up

Figura 34. Configuracién con la autenticacion CHAP en Router ISP.

Se ejecutan los siguientes comandos en BOGOTAL

BOGOTAl1>ena

BOGOTA1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA1L(config)#username ISP password cisco
BOGOTAIL(config)#int sO/0/0
BOGOTAL(config-ify#encapsulation ppp
BOGOTA1L(config-if)#ppp authentication chap
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BOGOTA]L (config) fusername ISP password cisco ~
BOFOTRL (config) #int s0/0/0

BOGOTAL (config-if) fencapsulation ppp

BOGOTAL (config-if) #

SLINEFPROTO-5-UFDOWN : Line protococl on Interface Seriald/os0,

changed state to up

BOGOTA]L (config-if) #ppp authentication chap

BOGOTRL (config-if) &

SLINEPROTO-5-UPDOWN: Line protococl on Interface Seriald/sos0,
changed state to down

Figura 35. Configuracién con la autenticacion CHAP en Router BOGOTA1

8. Parte 6: Configuracion de PAT.

a. En la topologia, si se activa NAT en cada equipo de salida (Bogota1 y
Medellin1), los routers internos de una ciudad no podran llegar hasta los
routers internos en el otro extremo, soélo existira comunicacion hasta los
routers Bogota1, ISP y Medellin1.

MEDELLINlf#ping 205_17_220.&

Type escape seguence to abort.

Sending 5, 100-byte ICHMP Echos to 205.17.220.¢6, timeout is 2
seconds :

[

Success rate is 100 percent (O/5), round-trip minfavg/max = 2/4/8
ms

Figura 36. Ping falla Medellinl a Bogotal.

b. Después de verificar lo indicado en el paso anterior proceda a configurar
el NAT en el router Medellin1. Compruebe que la traduccion de
direcciones indique las interfaces de entrada y de salida. Al realizar una
prueba de ping, la direccién debe ser traducida automaticamente a la
direccion de la interfaz serial 0/1/0 del router Medellin1, como diferente
puerto.

8.1 Activacion de la PAT

MEDELLIN1>ena

MEDELLIN1#config t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#ip nat inside source list 1 interface s0/0/0 overload
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MEDELLIN1(config)#access-list 1 permit 172.29.4.0 0.0.3.255
MEDELLIN1(config)#int s0/0/0

MEDELLIN1(config-if)#ip nat outside
MEDELLIN1(config-if)#int sO/0/1

MEDELLIN1(config-if)#ip nat inside

MEDELLIN2(config-if)#int sO/1/0

MEDELLIN1(config-if)#ip nat inside

MEDELLIN1(config-if)#int sO/1/1

MEDELLIN1(config-if)#ip nat inside
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MEDELLIN]>ena

MEDELLIMlgconfig t

Enter configuration commands, one per line. End with CHNTILSZ .
MEDELLIN] {config) #ip nat inside source list 1 interface s0/70/0
overload

MEDELLIN] (config) gaccess—-1ist 1 permitc 172.29_4.0 0.0_.3_255
MEDELLIN] {config) $#int s0/0,/0

MEDELLIN] {config-if) #ip nat outside

MEDELLIN] {(config-if)gint s0/051

MEDELLIN] {config-if) #ip nat inside

MEDELLIN] {config-if)g#int s0/150

MEDELLIN] (config-if) #ip nat inside

MEDELLIN] {config-if)g#int s0/1/1

MEDELLIN] (config-if) #ip nat inside

MEDETT T { mmm S mremd = #

Figura 37. Activacion de la PAT en Medellin1.

BOGOTA1>ena
BOGOTA1#conf t
Enter configuration commands, one per line. End with CNTL/Z.

BOGOTAI1(config)#ip nat inside source list 1 interface s0/0/0 overload

BOGOTA1(config)#access-list 1 permit 172.29.0.0 0.0.3.255
BOGOTA1L(config)#int s0/0/0

BOGOTA1L(config-if)#ip nat outside

BOGOTAIL(config-if)#int sO/0/1

BOGOTA1L(config-if)#ip nat inside

BOGOTAIL(config-if)#int s0/1/0

BOGOTA1L(config-if)#ip nat inside

BOGOTAIL(config-if)#int sO/1/1

BOGOTA1L(config-if)#ip nat inside

BOGOTAIL(config-if)#
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BOROTA]L (config) #ip nat inside source list 1 interface s0/0/0
overload

( BOGOTR]L (config) faccess-1ist 1 permit 172.25.0.0 0.0.3.255
BOEOTR]L (config) #int s0/0/0

BOZOTA]L (config-if) #ip nat outside

BOEOTR]L (config-if) #int s0/0/1

BOGOTA]L (config-if) #ip nat inside

BOEOTR]L (config-if) #int s0/1/0

BOZOTA]L (config-if) #ip nat inside

BOFOTR]L (config-if) #int s0/1/1

BOZOTA]L (config-if) #ip nat inside

"Figura 38. Activacion de la PAT en Bogota1.
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ping

Pinging

1w = : - S1=
.
.
.

Maximim = 15ms, Average = &ms

Figura 39. Ping ISP desde PCO.

Ejecucion del comando show ip nat translation
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MEDELLINl#show ip nat translation "
Pro Inside globkal Inside local Cutside local Cutside globkal
icmp 209.17.22 : E:1 209_17.220.1:1 209.17.220.1:1
icmp 6:2 205_17.220.1:2 205.17 S1:2
icmp 6:3 205_17. 21:3 205.17 1:3
icmp 2 g:d 205_17.220.1:4 2045 4

Figura 40. Indica la traduccion de direcciones de puerto en Medellin1.
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c. Proceda a configurar el NAT en el router Bogota1. Compruebe que la
traduccion de direcciones indique las interfaces de entrada y de salida. Al
realizar una prueba de ping, la direccion debe ser traducida
automaticamente a la direccion de la interfaz serial 0/1/0 del router

Bogota1, como diferente puerto.

Physical  Config | Aftributes
===
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BOGOTAl$show ip nat tzanslations ’
Pro Inaide global Inside local Ourside local Qutside global
icmp 209.17.220.6:13 172.29.1.7:13 209.17.220.5:13 209.17.220.5:13
icmp 209.17.220.6:14 172.29.1.7:14 209.17.220.5:14 209.17.220.5:14
iemp 209.17.220.6:15 172.29.1.7:18 209.17.220.5:15 209,17.220.5:15
iemp 209.17.220.6:16 172.29.1.7:1¢ 209.17.220.5:1¢ 209.17.220.5:1¢

Figura 41. Indica la traduccion de direcciones de puerto en Bogota1.

9. Parte 7: Configuracién del servicio DHCP.

9.1 Configuracion de la red Medellin2 y Medellin3 donde el router Medellin 2
debe ser el servidor DHCP para ambas redes Lan.

Configuracion DHCP en MEDELLIN2

MEDELLIN2>ena

MEDELLIN2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLINZ2(config)#ip dhcp excluded-address 172.29.4.1 172.29.4.5
MEDELLINZ2(config)#ip dhcp excluded-address 172.29.4.129 172.29.4.133
MEDELLINZ2(config)#ip dhcp pool MED2
MEDELLINZ2(dhcp-config)#network 172.29.4.0 255.255.255.128
MEDELLINZ2(dhcp-config)#default-router 172.29.4.1
MEDELLIN2(dhcp-config)#dns-server 8.8.8.8
MEDELLIN2(dhcp-config)#exit

MEDELLINZ2(config)#ip dhcp pool MED3
MEDELLINZ2(dhcp-config)#network 172.29.4.128 255.255.255.128
MEDELLINZ2(dhcp-config)#default-router 172.29.4.129
MEDELLIN2(dhcp-config)#dns-server 8.8.8.8
MEDELLIN2(dhcp-config)#exit
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MEDELLINZ>ena ~
HMEDELLINZfconf t©

Enter configuration commands, one per line. End with CHNIL/SZ.
HMEDELLINZ {config) #ip dhep excluded-address 172.29.4.1 172.29.4.5
HMEDELLINZ {config) #ip dhcp excluded-address 172.29.4.12% 172.259.4.133
MEDELLINZ {config) #ip dhcp pool MED2

MEDELLINZ {dhcp—config) gnetwork 172.25.4.0 255.255.255.128

MEDELLINZ {dhep—config) #default-router 172 _25_4_1

MEDELLINZ {dhep—config) #dns—-server 2_8_8_8

HMEDELLINZ {dhcp—config) fexit

HMEDELLINZ {config) #ip dhcp pool HMED3

MEDELLINZ (dhep—config) fnetwork 172.25. 41258 255.255.255.12%2
MEDELLINZ {dhep—config) fdefault-router 172_.25.4_.125

MEDELLINZ {dhep—config) g¢dns-server 5.3.5.5

MEDELLINZ (dhep—config) fexit

Figura 42. Configuracion DHCP en Medellin2.
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[P Configuration

IP Configuration

(® DHCP () static DHCP reguest successful.
IP Address 172.29.4.6

Subnet Mask 255.255.255.128

Default Gateway 172.29.4.1

DMNS Server 8.8.8.8

IPvE Configuration
() DHCP () Auto Config (@) Static

IPwG Address | | | |

Link Local Address [Fes0::200:cFF:FE7C:BESS |

Figura 43. Asignacion direccion IP a la PCO.

9.2 El router Medellin3 habilita el paso de los mensajes broadcast hacia la IP
del router Medellin2.

Creacion de direccionamiento a MEDELLINS.

MEDELLIN3>ena

MEDELLIN3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN3(config)#int g0/0

MEDELLIN3(config-if)#ip helper-address 172.29.6.5
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HMEDELLIN3I=ena A
MEDELLINZfconf t

Enter configuration commands, one per line. End with CHNTIL/Z.
MEDELLINZ (config) #int gl/s0

MEDELLINS (config-if) §ip helper-address 172_.2%_€.5

MEDETLINI { momfin—qis) #

Figura 44. Configuracién Medellin3.
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IP Configuration

(®) DHCP () Static DHCP request successful.
IP Address 172.29.4.134

Subnet Mask

Default Gateway 172.29.4.129
DMS Server 8.8.8.8
IPv& Configuration

() DHCP () Auto Config (@) Static

IPvE Address | | | |

Link Local Address |FE80::260: 3EFF :FEC4:BAS1 |

Figura 45. Asignacion direccion IP a la PC1.

9.3 Configuracion red Bogota2 y Bogota3 donde el router Bogota2 debe ser el
servidor DHCP para ambas redes Lan.

Creacion del direccionamiento en Bogota2

BOGOTAZ2>ena

BOGOTA2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA2(config)#ip dhcp excluded-address 172.29.1.1 172.29.1.5
BOGOTA2(config)#ip dhcp excluded-address 172.29.0.1 172.29.0.5
BOGOTA2(config)#ip dhcp pool BOG2
BOGOTA2(dhcp-config)#network 172.29.1.0 255.255.255.0
BOGOTAZ2(dhcp-config)#default-router 172.29.1.1
BOGOTA2(dhcp-config)#dns-server 8.8.8.8
BOGOTAZ2(dhcp-config)#ip dhcp pool BOG3
BOGOTA2(dhcp-config)#network 172.29.0.0 255.255.255.0
BOGOTAZ2(dhcp-config)#default-router 172.29.0.1
BOGOTA2(dhcp-config)#dns-server 8.8.8.8
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BOGOTAZ>ena A
BOGOTAZgcont t

Enter configuration commands, one per line. End with CHTL/SZ.
BOGOTAZ (config) #ip dhep excluded-address 172.25%.1.1 172.25%.1.5

BOGOTAZ (config) #ip dhep excluded-address 172.25%.0.1 172.25.0.
BOGOTAZ (config) #ip dhcp pool BOGZ

BOGOTRAZ (dhep-config) #network 172 .25.1.0 255.255.255.0

BOGOTAZ (dhep—config) fdefault—-router 172.259.1.1

BOGOTAZ (dhep—config) #dns—-server 8.8.8.8

BOGOTAZ (dhep-config) #ip dhep pool BOGS

BOGOTRZ (dhep-config) #network 172 .25.0.0 255.255.255.0

BOGOTAZ (dhep—config) fdefault—-router 172.25.0.1

BOGOTAZ (dhep—config) #dns—-server 8.8.8.8

i

Figura 46. Configuracion DHCP en BogotaZ2.

9.4 Configuracion router Bogota1 para que habilite el paso de los mensajes
Broadcast hacia la IP del router BogotaZ2.

Creacién de direccionamiento en Bogota3.

BOGOTA3>ena

BOGOTA3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA3(config)#int g0/0

BOGOTA3(config-if)#ip helper-address 172.29.3.13

¥ BoGOTAZ - O X
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BOGOTLAZ>ena A
BOGCOTA3gcont t

Enter configuration commands, one per line. End with CNTL/Z.
BOGCOTAZ (config) int gl/0

BOGOTAZ (config-if) #ip helper-address 172.25.3.13

Figura 47. Configuracion Bogota3.
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IP Configuration

(®) DHCP ) Static DHCP request successful.
IP Address 172.29.1.6

Subnet Mask 255.255.255.0

Default Gateway 172.29.1.1

DMS Server 8.8.8.8

IPv6E Configuration

() DHCP () Auto Config (@) Static

IPvE Address | | | |

Link Local Address [FESD::201:06FF :FEED:6AGT |

Figura 48. Asignacion direccion IP a la PC3.
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Physical Config Desktop Programming Attributes

figuration

IP Configuration

(®) DHCP () Static DHCP request successful.
IF Address 172.29.0.6

Subnet Mask 235.255.255.0

Default Gateway 172.29.0.1

DMS Server 8.8.8.8

IPv6 Configuration
) DHCP () Auto Config (@) Static

IPvE Address | | | |

Link Local Address |FE80::200: 55FF:FE3A:BEB2 |

Figura 49. Asignacion direccion IP a la PC2.
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Command Prompt

ping 172 .2

Pinging 1

unreachable .
unreachable .
> unreachable .
> unreachable .

time=1lms
time=lms
time=lms

172.

ent = 4
round trip times in milli-
= 1l2ms, M mum = 20ms, Aver

Figura 50. Ping puntos de extremo a extremo.



Descripcion del escenario 2

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades
de Miami, Bogota y Buenos Aires, en donde el estudiante sera el administrador
de la red, el cual debera configurar e interconectar entre si cada uno de los
dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas
aspectos que forman parte de la topologia de red.

VIAN Direccionamiento Nombre
l nternet 30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo
200 192.168.200.0/24 Mantenimiento

172.31.21.0/30

S0/0

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

Bogota

FO/0 Buenos Aires

192.168.99.3
192.168.99.2

Figura 51. Disefio escenario 2.
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10. Desarrollo practica de habilidades del escenario 2

'ﬁ,
i I3
P
Interfget PC
J-—._..\}"
] i Server-PT
1841 web Server
RZ
s
5 o
1841
11
R3

J -

i i y _;, "
PC-FT PC-PT
PC-A PC-C

Figura 52 .Disefio en Packet Trece escenario 2.

10.1 Configuracién del direccionamiento IP acorde con la topologia de red para

cada uno de los dispositivos que forman parte del escenario.

Configuraciéon Router R1

Se configura el router R1, se asigna el nombre hostname R1 y la direccion IP,

ejecutando las siguientes lineas de comandos:

Router(config)#hostname R1
R1(config)#interface s0/0/0

R1(config-if)#ip add 172.31.21.1 255.255.255.252
R1(config-if)#clock rate 128000

R1(config-if)#¥no shutdown
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131K bytes of NVRAM. A
£3438K bytes of ATRE CompactFlash (Bead/Write)

Cisco IOS Software, 1841 Software (ClB841-ADVIPSERVICESES-M),

Version 12.4(15)T1, RELERSE SOFIWRRE (£fc2)

Technical Support: http:/ www.cisco.com/techsupport

Copyright (c) 1%2&-2007 by Cisco Systems, Inc.

Compiled Wed 18-Jul-07 04:52 by pt_team

Fress RETURN to get started!

Bouter>enable

Bouterfconfig t

Enter configuration commands, one per line. End with CHTIL/Z.
Router (config) fhostname R1

Bli{config) #interface s0,/0/0

Bl {config-if) #ip add 172.31.21.1 255.255_255_252
Bliconfig-if) #clock rate 123000

Bl {config-if) #no shutdown

8LINE-5-CHRMEED: Interface Seriall/ 0,0, changed state to down
Bliconfig-if)# W

Copy FPaste

Figura 53. Configuracién Router R1.

Configuraciéon Router R2

Se configura el router R2, se asigna el nombre hostname R2 y la direccion IP,
ejecutando las siguientes lineas de comandos:

Router#configure terminal

Router(config)#hostname R2

R2(config)#interface s0/0/1

R2(config-if)#ip address 172.31.21.2 255.255.255.252
R2(config-if)#¥no shutdown

R2(config-if)#interface s0/0/0

R2(config-if)#ip address 172.31.23.1 255.255.255.252
R2(config-if)#¥no shutdown

R2(config-if)#interface g0/0

R2(config-if)#ip address 209.165.200.225 255.255.255.248
R2(config-if)#no shutdown

51



?RE - I:IEJ

Phy=ical Config CL Attributes
|

105 Command Line Interfrace
[T Iwalld INpUr dececced =o M=ELR=L -

Boutergconfigure terminal

Enter configuration commands, one per line. End with CHNIL/Z._
Router {config) #hostneame B2

B2 (config) finterface 307071

B2 {config-if) #ip address 172_.31.21.2 Z55_.2Z55.
BZ lconfig—if) #no shutdown

ki
w
(i}
Fa
o
ko

BRZ (config—if) &
SLIMNE-5—CHINCED: Imnterface Serizll/ /01, changed gtatae to up

BRZ (config—if) &
SLINEPROTO-S-UPDOWHN: Line protocol on Interfacse Serialds 071, changed
state to up

EZ (config—if) gincerface soy/s0,0
B2 (config—-if) #ip address 172_.31.23.1 Z55.
BZ (config—if) fnoc shutdown

i
na
o
o
ki
"
(3]
[
o
(3]

(LIMNE-5-CHINGED: Interface Serizl0ds0/0, changed state to down
B2 {config—if) &

BRZ (config—if) §interfece glys0

RZ (config-if) §ip address 209.16e5.200.225 E55.255.Z55.248

B2 {config—if) #nc shutdown

R2 (config-if) &
ELIMNE-5-CHIMNGED: Interface GigabitEthernet0/0, changed state to up

Figura 54. Configuracion Router R2.

Configuracion Router R3

Se configura el router R3, se asigna el nombre hostname R3 y la direccion IP,
ejecutando las siguientes lineas de comandos:

Router(config)#hostname R3

R3(config)#interface s0/0/1

R3(config-if)#ip address 172.31.23.2 255.255.255.252
R3(config-if)#no shutdown

R3(config-if)#interface loop4

R3(config-if)#ip address 192.168.4.1 255.255.255.0
R3(config-if)#no shutdown

R3(config-if)#interface loop5

R3(config-if)#ip address 192.168.5.1 255.255.255.0
R3(config-if)#¥no shutdown

R3(config-if)#interface loop6

R3(config-if)#ip address 192.168.6.1 255.255.255.0
R3(config-if)#no shutdown

52



& p3 — O

Physical Config CLI

I0S Command Line Interface

Version 12_4(15)T1, RELEASE SOFIWARRE (fco2)
Technical Support: http::/ vww.cisco.coms/tcechsupportc
Copyright {(c) 1%2&€—2Z007 by Cisco Systems, Inc.
Compiled Wed 12—Jul-—-07 04:52 by pt_ team

Press RETURN to get started!

Router=enable

Bouterfconfig t©

Enter configuration commands, one per line. End with CHIL/SZ .
Bouter (config) #hostname R3

B2 (config)l#interface s0/0,/,1

B3 {config-if) fip address 172 .31 .23.2 2Z55.255.255.252

B2 lconfig—if) #no shutdown

B3 (config—if) §#
SLITNE-5—CHAMNZED: Imterface Seriald/s 0,1, changed state to up

SLITNEPROTO-S—UFDOWN : Line protocol on Interface Seriald s 0,1,
changed state to up

Figura 55. Configuracion Router R3.
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SLIMEFROTO—S—TUFDOWN: Line protocol on Interface SerialdysO0/, 1,
changed state to up

B2 (config—if) #interface loopd

REI{config—4i£) 8
SLITNE-S5—CHARMNEED: Interface Loopback4, changed state to up

SLITMEFROTO—5-TUFDOWMN: Line protocol on Interface Loopkback4d,
changed state to up

RE{config-if)#ip address 192 .1€2.4.1 255.255.255.0
RE{config-—if) #no shutdown
B2 {config—if) #interface loopb

RE{config—i£) 8§
FLITNE-S5—CHARMNZED: Imterface LoopbacksS, changed state to up

SELTMEFROTO—-S5-TUEFDOWN : Line protocol on Interface Loopkbacks,
changed state to up

RE{config-if)dip address 132 .1€2.5.1 255.255.255.0
RE{config-—if) #no shutdown
B2 ({config—if) #interface loope

RE({config—-if) g
EFLTNE-S5—CHAMNZED: Imterface Loopbacke€, changed state to up

FLTMEFROTO—-S5-TUEFDOWN: Line protocol on Interface Loopkbacke,
changed state to up

RE{config-if)#ip address 132 .1€2.€.1 255.255.255.0
RE{config-—if) #no shutdown
B3 (config-iz) g

Figura 56. Configuracion Loopback.
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Configuracion del terminal Internet-PC

Asignacion de la direccion IP estatica a la terminal Internet-PC, segun la

topologia.

IP Configuration

’f Internet PC — O *
Physical Config Desktop Custom Interface
IP Configuration X

) DHCP ®) Static

IP Address 209.165.200.230
Subnet Mask 255.255.255.248
Default Gateway 209.168.200.225
DNS Server |

IPvE Configuration
() DHCP () Auto Config (@) Static

IPvE Address

Link Local Address FE80::260:70FF:FESD:1C53

IPvE Gateway

IPvE DNS Server

Figura 57. Asignacion de la direccion IP estatica a la terminal Internet-PC.

10.2 Configuracién del protocolo de enrutamiento OSPFv2 bajo los siguientes

criterios:

Tabla 3. OSPFv2 area 0

Configuration Item or Task

Specification

Router ID R1 1.1.1.1
Router ID R2

5555
Router ID R3

8.8.8.8
Configurar todas las interfaces LAN como
pasivas
Establecer el ancho de banda para enlaces
seriales en 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500

Configuracion de OSPF

Configuracion del protocolo OSPF en R1, segun los criterios establecidos en

modulo configuracion.
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R1>enable

R1#configure terminal

R1(config)#router ospf 1

R1(config-router)#router-id 1.1.1.1
R1(config-router)#network 192.168.99.0 0.0.0.255 area 0
R1(config-router)#network 172.31.21.0 0.0.0.3 area 0
R1(config-router)#passive-interface g0/0.30
R1(config-router)#passive-interface g0/0.40
R1(config-router)#passive-interface g0/0.200
R1(config-router)#exit

R1(config)#interface s0/0/0

R1(config-if)#bandwidth 256

R1(config-if)#ip ospf cost 9500
R1(config-if)#interface s0/0/1

R1(config-if)#bandwidth 256

R1(config-if)#end

& g — m| x
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Rl=ena

Dassword:

Blfconf t

Enter configuration commands, one per line. End with CHNTL/Z.
Rl {config) #router ospf 1

Bl (config-router) grouter-id 1.1.1.1

Rl (config-router) gnetwork 192 _1€2_.93_.0 0_.0_.0_.255 area 0
Bl (config-router) gnetwork 172.31.21.0 0.0.0.3 area 0

Rl (config-router) fnetwork 152.1€2.30.0 0.0.0.255 area 0
Bl (config-router) #network 1%2_.1€2.40.0 0.0.0.255 area 0
Rl {config-router) §passive-interface gl/0.30

Rl (config-router) passive—-interface gl/0_40

Rl {config-router) §passive—-interface gl/0.55%

%Invalid interface type and number

Bl {config-router) gpassive—-interface gl/s0_.200

Bl (config-router) gnetwork 1%2.1€2.200.0 0.0.0.255 area 0
Bl (config-router) fexit

Rl (config)#int s0/0/0

Bl ({config-if) #bandwidth 25¢€

Rl (config-if) f#ip ospf cost 5500

b T £ i EN A

Figura 58. Configuracién del protocolo OSPF en R1.

Configuracion OSPF Router R2
Configuracion del protocolo OSPF en R2, segun los criterios establecidos.

R2>enable

R2#configure terminal

R2(config)#router ospf 1

R2(config-router)#router-id 5.5.5.5
R2(config-router)#network 10.10.10.10 0.0.0.3 area O



R2(config-router)#network 172.31.21.0 0.0.0.3 area O
R2(config-router)#network 209.165.200.224 0.0.0.7 area 0
R2(config-router)#network 172.31.23.0 0.0.0.3 area 0
R2(config-router)#passive-interface g0/0
R2(config-router)#interface s0/0/0

R2(config-if)#bandwidth 256

R2(config-if)#ip ospf cost 9500

R2(config-if)#interface s0/0/1

R2(config-if)#bandwidth 256

& R2 - O
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B2 (config) #router ospf 1

B2 (config-router) §router-id 5.5.5.5

B2 (config-router) gnetwork 10.10.10.10 0.0.0.
B2 {config-router) fnetwork 172.31.21.0 0.0.0.
B2 (config-router) #

03:53:23: %05PF-5-LADJCHG: Process 1, Nbr 1.1.1.1 on Seriald /071
from LOADING to FULL, Loading Done

network 205_1€5.200.224 0.0.0.7 area 0

B2 (config-router) fnetwork 172_.31.23.0 0.0.0.3 area 0

B2 (config-router) §passive—interface gl/0

B2 (config-router) §interface s0,/0/0

B2 ({config-if) fbandwidth 25&

B2 ({config-if) #ip ospf cost 9500

B2 (config-if) #interface s0/0/1

B2 {config-if) #bandwidth 25€

Figura 59. Configuracién del protocolo OSPF en R2.

Configuracion OSPF Router R3
Por ultimo configuramos el protocolo en Router R3 digitamos,

R3>enable

R3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#router ospf 1

R3(config-router)#router-id 8.8.8.8
R3(config-router)#network 172.31.23.0 0.0.0.3 area O
R3(config-router)#network 192.168.4.0 0.0.0.255 area 0
R3(config-router)#passive-interface lo4
R3(config-router)# passive-interface lo5
R3(config-router)# passive-interface 106
R3(config-router)#interface s0/0/1
R3(config-if)#bandwidth 256
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Hirena M
Password:

B3gconf ¢

Enter configuration commands, one per line. End with CHNTL/Z.

B3 {config) #router ospf 1

B3 ({config-router) frouter-id 8.8.8_8

B3 {config-router) §network 172.31.23.0 0.0.0.3 area 0O

B3 {config-router) g

00:-25:21: %0SPF-5-ADJCHG: Process 1, Nbr 5.5.5.5 on Seriald/0/1

from LOADING to FULL, Loading Done

B3 {config-router) #network 192.1€8.4.0 0.0.0.255 area 0
B3 ({config-router) fpassive-interface lod

B3 {config-router) fpassive-interface lob

B3 ({config-router) fpassive-interface log

B3 {config-router) #interface s0/0/1

B3 {config-if) fbandwidth 25&

Figura 60. Configuracion OSPF Router R3.

10.3 Verificacion de la informacion de OSPF

10.3.a Visualizacién de tablas de enrutamiento y routers conectados por
OSPFv2.

El comando show ip ospf neighbor, permite visualizar la informacién
solicitada en cada Router.

& p — O >
Physical Config CLI
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i "y
BEl=enalkle
Blgshow ip ospf neighbor
MNeighkbor ID Pri State Dead Time Address
Interface
5.5.5.5 a FUOLL/S - a0-00:-33 172.21.21_.2
Seriald/ 0,0
=R -
Figura 61. Tabla de enrutamiento y routers conectados por OSPFv2 Router
R1.
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00:z00:10: SO5PF-5—ADJCHE=: Process 1, Nbr 1.1.1.1 on Seriald/ 0,1 -~

from LOADIME to FULL, Loading Done

R2renable

BEZgshow ip ospf neighkbor

Meighkbor ID Pri State Dead Time Zddress

Interface

Z.8.8.58 a FULLS - Q0:za0:30 172.31.23.2

Seriald/ 0,0

1.1.1.1 a FULL/ - Oo0=z00:30 172.31_.21.1

Seriald/ 0,1

RIg

Figura 62. Tabla de enrutamiento y router conectados por OSPFv2 Router R2.
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et

changed state to up
O0z00:10:

from LOBRDINE to FULL,

EZrenakble
RE3#show ip ospf

MNeighkor ID
Interface

Pri

5.5.5.5 a
Serialdys 0,1
B3

SOSPF—S5—RDJCHGE:

State

FULL, -

Process 1, Hbr 5.5.5.5 on Serialds 0,1

Loading Done

neighkbor

Dead Time REddress

00-00:37 172.31.23.1

Figura 63. Tabla de enrutamiento y router conectados por OSPFv2 Router R3.

10.3.b Visualizacion de la lista resumida de interfaces por OSPF en donde se
ilustre el costo de cada interface.

El comando show ip ospf interface permite visualizar la informacién resumida

segun lo solicitado.
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Rl=enakle
Rlgshow ip ospf interface
Serialdys0/0 is up, line protocol is up
Internet address is 172 _.31_21_1,/320, Area 0O
Frocess ID 1, Router ID 1.1.1.1, HNetwork Type BOINT-TCO-BOINT,
Cost: 3500
Transmit Delay is 1 sec, State POINIT-TO-POIMNTI, Priority O
Ho designated router on this network
Ho kbackup designated router on this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40,
Betransmit 5
Hello due inm 00:00:0%5
Index 151, £flood gueue length O
Hezxt 0x0 {0} /00 {0}
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Heighkbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighkbor 5.5.5.5
Suppress hello for 0 neighboris)
BElg L
Copy Paste

Figura 64. Lista resumida de interfaces OSPF por costo en Router R1.
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RZrenable
RZfgshow ip ospf interface

Serialdy,s 0,1 is up, line protocol is up

Internet address is 172_31.21_.2/730, Area 0O

Process ID 1, Router ID 5.5.5.5, MHMetwork TIType POINI-TO-—BPOINT,
Cost: 3230

Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O

Mo designated router omn this network

Mo backup designated router omn this network

Timer intervals configured, Helloc 10, Dead 40, Wait 40,
Betransmit 5

Hello due in 00:00:03

Index 1,1, £flood gueue length 0O

Mext 0220 {0) 020 {0)

Last flood scan length is 1, maximpum is 1

Last £flood scan time is 0 msec, maximm is 0 msec

Meighbor Count is 1 , Adjacent neighbor count is 1

Adjacent with neighbor 1.1 .1.1

Suppress hello for 0 neighbori{s)
Seriald,s 0,0 is up, line protocol is up

Internet address is 1l72.21.23.1/320, RARrea 0O

Process ID 1, Router ID 5.5.5_.5, Metwork Type POINT-TO-—-PBPOINT,
Cost: S500

Transmit Delay is 1 sec, State POINT-TO-POINTI, FPFriority O

Mo designated router omn this network

Mo backup designated router omn this network

——More——

Copy Paste

Figura 65. Lista resumida de interfaces OSPF por costo en Router R2.
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BEZrenakble
BEZ2fshow ip ospf interface
Loopkbackd is up, line protocol is up
Imternet address is 152 _1l€2 . 4_1,24, RARrea 0O
Process ID 1, Router ID 2.3 ._2_.8, HNetwork Type LOOPBRACE, Cost: 1
Loopkback interface is treated as a stul Host
Loopback5 is up, line protocol is up
Imternet address jis 1532 _1€2 . 5_1,24, RArea 0O
Process ID 1, Router ID 2.3 ._2_.8, HNetwork Type LOOPBRACE, Cost: 1
Loopkback imnterface is treated as a stulk Host
Loopbacke is up, line protocol is up
Imternet address is 152 _1€2 . €_.1/,24, RArea 0O
Process ID 1, Router ID &.8.8.8, HNetwork Type LOOPBACE, Cost: 1
Loopkback interface is treated as a stul Host
Serialdys 0,1 is up, line protocol is up
Intermnet address is 172 .31 .23 _Z,30, Area 0O
Process ID 1, Router ID 2.23._.2_.8, Network Type POINI-TO-—-BOINT,
Cost: 3230
Transmit Delay is 1 sec, State POINT-TO—-POINT, Priority O
Mo designated router omn this network
Mo kackup designated router on this mnetwork
Timer intervals configured, Hello 10, Dead 40, Wait 40,
Retransmit 5
Hello due im 00:00:01
Imdezx 4,4, £flood gueuse length O
——MMorpc—— .
Copy Paste

Figura 66. Lista resumida de interfaces OSPF por costo en Router R3.

10.3.c Visualizacion el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada router.

El comando show ip protocols en cada Router permite visualizar la informacion
solicitada.
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Rlgshow ip protocols -~y

Routing Protocol is "ospf 1™
Cutgoing update £ilter list for all interfaces is not set
Incoming update £filter list for all interfaces is not set
Router ID 1.1.1.1
MNumber of areas im this router is 1. 1 normal O stubk 0 nssa
Maximm path: 4
Routing for Hetworks:

1l92.1€2.95.0 0.0.0_.255 area 0O

-21.21.0 0.0.0_.2 area 0O

S1leE5.30.0 O0.0.0.
192 _1€3.40.0 O0_0_0._
192 .1€2.200.0

Passiwe Imterface(s) -
FigabitEthernetds/0_30
FigabitEthernetd,/,0_40
FigakbitEthernet0,/,0_ 200

Routing Imformation Sources:

Fateway Distance Last Update
1.1.1.1 110 O0:-15:-55
5.5.5.5 110 00:06:5¢6
a.a.a2.2 110 O0:-04:-01
=g | -

Figura 67. Aplicacion comando show ip protocols Router R1.
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BEZgshow ip protocols

Bouting Protocol is "ospf 1™
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 5.5.5.5
Humber of areas in this router is 1. 1 normal 0 stubk 0 nssa
Maximam path: 4
Bouting for Hetworks:
lo0.1d.19.8 0.0.0.3 area 0
172.231.21.0 0.0.0.23 area 0
209.1e5.200.224 0.0.0.7 area 0
172.31.22.0 0.0.0.23 area 0O
Passive Interface(s):
FigabitEthernetd/s 0
Bouting Information Sources:

Fateway Distance Last Update

1.1.1.1 11a Qd:18:02

5.5.5.5 11a Q0:0&:03

g.8.8.8 11a Q0:03:08
Distance: {(default is 110}

Figura 68. Aplicacion comando show ip protocols Router R2.
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R3gshow ip protocols

Bouting Protocol is "ospf 1"
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 8.2.8.8
HNumber of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximm path: 4
Bouting for Networks:
172.31.23.0 0.0.0.3 area 0O
152.1€8.4.0 0.0.0.255 area 0
Passive Interface(s):

Loopbackd
Loopbackb
Loopbacke
Bouting Information Sources:
Fateway Distance Last Update
1.1.1.1 110 00:1%:27
5.5.5.58 110 0d:07:28
B.8.8.8 110 00:04:33
Distance: (default is 110)

Figura 69. Aplicacion commando show ip protocols Router R3.
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11. Configuracion de las VLANSs, puertos troncales, puertos de acceso,
encapsulamiento, Inter-VLAN Routing y Seguridad en los Switches acorde a la
topologia de red establecida.

Configuraciéon Switch S1

Creamos las Vlan segun la topologia nos indica, en modo configuracién
asignamos hostname S1 y procedemos a crear las vlan

Switch#configure terminal
Switch(config)#hostname S1

S1(config)#vlan 30

S1(config-vlan)#name Administracion
S1(config-vlan)#exit

S1(config-vlan)#vlan 200
S1(config-vlan)#name Mantenimiento
S1(config-vlan)#exit

S1(config-vlan)#vlan 40
S1(config-vlan)#name Mercadeo
S1(config-vlan)#exit

S1(config)#interface vlan 200

S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if)#no shutdown

S1(config-if)#exit

S1(config-if)#ip default-gateway 192.168.99.1

& g1 — O e
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Sl>rena

Password:

Slgcont t©

Enter configuration commands, one per line. End with CHIL/SZ.
S5l {config)g#vlan 20

51 {config-wvlan) fname Zdministracion

51 (config-vlan) fexit

51l (config)#wvlan 40

51 {config-wlan) fname Mercadeo

51 (config-vlan) fexit

5l {config)#vlan 200

Sl lconfig-vlan) #fname Mantenimiento

51 (config-wvlan) fexit

Sl {configl@#interface wlan 200

51l (config-if) #

SLINE-5-CHAMNEED: Imterface WVlan2ild, changed state to up

S5l {config—if) #ip address 132 _.1€2.5%5_.2 Z55.Z55.2Z55.0
Sl iconfig—if) #no shutdown

51 {config-if) gexit

Sl iconfig)#ip default—gateway 152 .1l€2.55.1

Figura 70. Creacion Vlan Switch S1.
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Después se configura las troncales y puertos de acceso segun el esquema de

red.

S1>enable

S1#configure terminal

S1(config)#interface fastEthernet 0/3
S1(config-if)#switchport mode trunk
S1(config-if)#switchport mode native vlan 1
S1(config-if)#exit

S1(config-if)#interface range f0/1-2, f0/4-23, g0/1-2
S1(config-if-range)#switchport mode Access
S1(config-if-range)#exit

S1(config)#interface range f0/2, f0/4-23, g0/1-2
S1(config-if-range)#shutdown
S1(config-if-range)#exit

S1(config)#interface fastEthernet 0/1
S1(config-if)#switchport mode access
S1(config-if)y#switchport access vlan 30
S1(config-if)#interface fastEthernet 0/24
S1(config-if)y#switchport mode trunk
S1(config-if)#switchport mode native vlian 1
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Sl({config)ginterface fastEZthernet 0/3

Sl (config-if)gswitchport mode trunk
Sl{config-if)#switchport trunk native vlan 1l
Sl(config-if)gexic

Sl (config)g#interface range £0/1-2, £0/4-23, g0/1-2
Sl{config=if-range) gswitchport mode access

Sl (config-if-range) gexic

Sl{config)ginterface range £0/2, £0/4-23, g0/1-2
Sl{config-if-range) g¢shutdown

SLINK~-S~CHANGED: Interface FastEthernetd/Z, changed state to
administratively down

S$LINK-5-CHANGED: Interface FastEthernetl/4, changed state to
administratively down

Sl({config-if-range) gexitc
Sl({config)ginterface fastEthernet 0/1

Sl (config-if)gswitchport mode access
Sl(config-if)g¢switchport access vlan 30
Sl{config-if)ginterface fastZthernet 0/24
Sl{config-if)gswitchport mode trunk
Sl({config-if)$switchport trunk native vlan 1l
S1(config-if) 4|

Figura 71.Configuracion troncales y puertos de acceso.
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Configuracion switch S3

# 53 - 0O
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Fassword:

S3dconf ¢t

Enter configuration commands, one per line. End with CNIL/Z.
53 ({config)$vlan 30

532 (config-vlan) fname Administracion

53 (config-wlan) gexit

S3lconfig)dvlan 40

53 ({config-wlan) gname Mercadeo

53 ({config-wlan) gexit

52 {config)$vlan 200

53 (config-wlan) gname Mantenimiento

53 {config-wlan) §exit

53 ({config) #interface wlan 200

53 ({config-if) g

SLINE-5-CHZNGED: Interface V1aniZdd, changed state to up

$LINEFROTC-5-UPDOWN: Line protocol on Interface V1an200, changed state to up

53 ({config-if) #ip address 152_1€8.55%_.3 255.255.255.0
52 ({config-if) #no shutdown

S3{config-if) gexit

53 ({config)#ip default-gateway 132.168.535.1

53 ({config) #interface £0/3

53 (config-if) §switchport mode trunk

532 ({config-if) #switchport trunk native wlan 1
S3{config-if) gexit

53 (config) finterface range £0/1-2, £0/4-24, g0/1-Z
53 ({config-if-range) §switchport mode access

53 (config-if-range) fexit

52 ({config) #interface range £0/2, £0,/4-24, gl/1-2
53 {config-if-range) §shutdown

2LINE-5-CHRENGCED: Interface FastEthernet(l/2, changed state to administratiwvely down

W

Figura 72. Creacion Vlan Switch S3.
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S3fcont ©

Enter configuration commands, one per line. End with CHTIL/SZ.
53 (config) #int wlan 200

S3lconfig-iflfip add 152 _.1€5 .55 _3 Z2Z55.255.255.0

S22 (config-—if) #no shut

53 (config-—if) g#exict

52 lconfig) #ip defaul—gateway 132 _1€2 .95 _1

% Imvalid input detected at """ marker._

53 lconfig) #ip default—gateway 132 _1€2 .55 .1
Sz i{config) #int fad/s32

S22 (config-if)#switchport mode trunk

S2 lconfig-if) #switchport trunk natiwve wlan 1
52 {config—ifl §

S3{config)#int range falds1-2, £faldys4-24, gls1-2
S2{config-if-range) fswitchport mode access
52 {config-if-range)

Figura 74. Configuracion de puertos de acceso en S3.

Figura 73. Configuracion de troncal y puesta de enlace predeterminada en S3.
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Encapsulamiento Inter-VLAN Routing

En el router R1 (Bogota) se configuro en el encapsulamientos, procedemos de

la siguiente manera

R1# configure terminal

R1(config)#interface gigabitEthernet 0/0.30
R1(config-subif)#description LAN Administracion
R1(config-subif)#encapsulation dot1Q 30
R1(config-subif)#ip address 192.168.30.1 255.255.255.0
R1(config-subif)#exit

R1(config)#interface gigabitEthernet 0/0.40
R1(config-subif)#description LAN Mercadeo
R1(config-subif)#encapsulation dot1Q 40
R1(config-subif)#ip address 192.168.40.1 255.255.255.0
R1(config-subif)#exit

R1(config)#interface gigabitEthernet 0/0.200
R1(config-subif)#encapsulation dot1Q 200
R1(config-subif)#ip address 192.168.99.1 255.255.255.0
R1(config-subif)#description LAN Mantenimiento
R1(config-subif)#exit

R1(config)#interface gigabitEthernet 0/0
R1(config-if)#no shutdown

& R —
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Password:

REl=ena

" FPassword:

Rlfconf t

Enter configuration commands, one per line. End with CHNTL/Z.
Rl {config) #interface gigabitEthernet 0/0.30

Bl {config-subif) §description LAN Zdministracion

Bl {config-subif) §encapsulation dotll 30

Rl {config-subif) #ip address 15%2.1€2.30.1 255.255.255.
Rl {config-subif) fexit

Rl {config) #interface gigabitEthernet 0/0.40

Bl {config-subif) gdescription LAN Mercadeo

Bl {config-subif) §encapsulation dotll 40

Rl {config-subif) #ip address 15%2.1€2.40.1 255.255.255.
Bl {config-subif) fexit

Rl {config) #interface gigabitEthernet 0/0.200

Bl {config-subif) gencapsulation dotll 200

Rl {config-subif) #ip address 152 _1€8_.55_.1 255 _255_255._
Rl {config-subif) #description L&N Mantenimiento

Bl {config-subif) fexit

Rl {config) #interface gigabitEthermnet 0,0
Bliconfig-if) #no shutdown

Rl {config-if)f#
SLINE-5-CHRANEZED: Interface (FigabitEthernetl,0, changed state to up

el THE DO T o TTTTS - i = i ieT

Figura 75. Configuracion encapsulamiento Inter-VLAN Routing.
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Seguridad en Switch
Para la implementacién de seguridad en S1, se digita lo siguiente:

S1>enable

S1#configure terminal
S1(config)#enable secret class
S1(config)#line console 0
S1(config-line)#password cisco
S1(config-line)#login
S1(config-line)#line vty 0 4
S1(config-line)#password cisco
S1(config-line)#login
S1(config-line)#exit

S1(config)#service password-encryption
S1(config)#banner motd "Acceso no Autorizado"
S1(config)#
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S5l (config)#line console O

51 {config-line) fpassword cisco

Sl {config-line) #login

Sliconfig-line)f#line vty 0 4

51l {config-line) #password cisco

Sl {config-line) #login

S5l {config-line) fexit

51 {config) #service password-encryption
Sliconfig)f#banner motd "Acceso no Autoriszado™
51l {config)#

51l {config)#enable secret class -~

Figura 76. Configuracion seguridad switch S1.

Repetimos el mismo proceso, digitando los comandos en el switch S3.

Switch(config)#hostname S3
S3(config)#enable secret class
S3(config)#line console 0
S3(config-line)#password cisco
S3(config-line)#login
S3(config-line)#line vty 0 4
S3(config-line)#password cisco
S3(config-line)#login
S3(config-line)#exit

S3(config)#service password-encryption
S3(config)#banner motd "Acceso no Autorizado
S3(config)#exit
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53
53

53
53

53
53
53
%5

531
53

53
53
53 (

Switchrenakble

Switch#configure terminal

Enter configuration commands, one per line._ End with CHTL/SZ.
Switchiconfig) fhostname S3

{config) fenakble secret class

{configigline conscle O

config-line) §password cisco
config—line)#login

{config-line)#line vty O 4

{config-line) §password cisco
config—line)#login

config—line) $exit

config) §service password—-encryption
{config) fbanner motd "Acceso no Autorizado™
{config) gexit

-]

¥S-5-CONFIE I: Configured from conscle by console

Figura 77. Configuracion seguridad switch S3.

12. En el Switch 3 deshabilitar DNS lookup

S3#configure terminal
S3(config)#no ip domain-lookup

# 53 _
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S53renable
Password:
Password:
S53gconfigure terminal

53 (config) #no ip domain-lookup
53 (config)#

Enter configuration commands, one per line. End with CHTL/Z.

Figura 78. Deshabilitacion DNS lookup en Switch S3.

13 Asignacién de direcciones IP a los Switches acorde a los lineamientos.

Procedemos a asignar la IP al switch S1 utilizando los siguientes comandos:

S1(config-if)#configure terminal

S1(config)#interface vlan 1

S1(config-if)#ip address 192.168.99.2 255.255.255.0
S3(config-if)#exit

67




# 51 - o X
Physical Config  CLI

I0S Command Line Interface

Sl#configure terminal 2
Enter configuration commands, one per line. End with CHTL/Z.
51 {config) #interface wvlan 1
5l {config-if)#ip address 152 _1&68_.5%5_2 255_255_255.0
51 (config-if) fexit
51 {config)d#
Figura 79. Configuracion IP switch S1.
De igual forma asignamos la IP al switch S3
S3#configure terminal
S3(config)#interface vlan 1
S3(config-if)#ip address 192.168.99.3 255.255.255.0
S3(config-if)#exit
& 53 — O =
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Password:

S3rzenable

Password:

S3fconfigure terminal

Enter configuration commands, one per line._ End with CHTL/SZ._
S3{config)#interface wlan 1

S3{config—if) #ip address 132.1€2.33.3 Z55.255.255.0

53 (config—if) gexic

Figura 80. Configuracion IP switch S3.

13. Desactivacion todas las interfaces que no sean utilizadas en el esquema
de red.

En el Switch S1, se desactivan las interfaces no utilizadas:

S1(config-if)#interface range f0/1-2, f0/4-23, g0/1-2
S1(config-if-range)#switchport mode Access
S1(config-if-range)#exit

S1(config)#interface range f0/2, f0/4-23, g0/1-2
S1(config-if-range)#shutdown
S1(config-if-range)#exit
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Slilconfig) #interface fastEthernet 0/3

S5l lconfig-if) #switchport mode trunk

Sl {config—if)#switchport trunk mnatiwve wlamn 1

51l lconfig—if) fexit

Sl {config) #interface range £0,/1-2, £0/4-2Z, gl/,/1-2
Sliconfig-if-range) #switchport mode access

Sl {config-if-range) fexitc

Sliconfig) #interface range f£0/2, f£0/4—-23, g, 1-2
Sl ({config-if—range) #shutdown

SLINE—-S5—CHARMNZED: Interface FastEthermnetl/2Z, changed state to
administratiwvely down

SLINE-S5—CHARNGEED: Interface FastEthermetld/s4, changed state to
administratiwvely down

Figura 81. Desactivacion de interfaces no utilizadas en Switch S1.
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Sl{config)#int £0/1

Sli{config-if) #switchport mode access
Sli{config-if) #switchport access wlan 30

S5l {config-if) #int range £falds/2, £fal/4-24, gl/1-2
Sli{config-if-range) §shutdown

Figura 82. Puerto FO/1 y apagado de puertos.

Repetimos para desactivar las interface no utilizadas en switch S3.

S3(config)#interface f0/1
S3(config-if)#switchport mode access
S3(config-if)y#switchport access vian 30
S3(config-if)#int range fa0/2, fa0/4-24, g0/1-2
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53 {config)#int £0/1

53 {config-if) #switchport mode access

53 {config-if) #switchport access wlan 30

53 {config-if) #int range £fals2, falys4-24, glfl-2Z
S3{config-if-range) #shutdown

(LINE-5—CHRMEED: Interface FastEthernetl/2, changed state to
administratively down

Figura 83. Desactivacion de interfaz no utilizada en Switch S3.

S3(config)#interface f0/2
S3(config-if)#shutdown
S3(config-if)#interface range f0/4-24
S3(config-if-range)#shutdown

& 53 — m|
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S3renable
Password:
S3gconfigure terminal
Enter configuration commands, one per line. End with CHTLSZ.
onfig)#interface £0,2
onfig—if) #shutdown

SLINFE-5-CHRNGED: Interface
administratively down

FastEthernetl,/,2, changed

fl/4-24

2LINE-5—-CHRENEZED: Interface FastEthernetl,4, changed state to

administratively down

E§LINE-5-CHAMNEZED: Interface FastEthernetls5, changed state to
administratively down

E§LINE-5-CHRMNEZED: Interface FastEthernetls&, changed state to
administratively down

SLINE-5—CHRMNZED: Interface FastEthernetl,7, changed state to
administratively down

Figura 84. Desactivacion de interfaces no utilizadas en Switch S3.

14. Implementacion DHCP y NAT por IPv4
Se configura primero el DHCP en R1.



15. Configuracion R1 como servidor DHCP para las VLANs 30 y 40.

Configuracion DHCP R1

En el Router R1 configuramos DHCP, para ello digitamos:

VLAN 30

R1(config)#ip dhcp pool vlan30
R1(dhcp-config)#network 192.168.30.0 255.255.255.0
R1(dhcp-config)#default-router 192.168.30.1
R1(dhcp-config)#ip dhcp pool Administracion
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#domain-name ccna.unad.com

& R - - >

| Physical Config CLI

I0S Command Line Interface

Rl {config) #ip dhcop pocl wlan3d

Rl (dhcocp—config) fnetwork 152 _1€2_30.0 255 _255_255 .1
\ Rl {dhcp—config) gdefault—router 152 _1s2_30.1

Rl (dhcp-config) #fip dhcop pool BEdministracion

Rl {dhcp-config) fdns—server 10_.10_.10.11

Rl (dhep—config) fdomain-—name coccna.unad.com

Figura 85. Configuracién DHCP pool VLAN 30 Router R1.

VLAN 40

R1(dhcp-config)#network 192.168.40.0 255.255.255.0
R1(dhcp-config)#default-router 192.168.40.1
R1(dhcp-config)#ip dhcp pool Mercadeo
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#domain-name ccna.unad.com

& R - |
Physical Config  CLI

I0S Command Line Interface

Bl {dhcp-config) #ip dhecp pool wlandd

Rl {dhcp-config) fnetwork 152 .168.40.0 255.255.255.0
Bl {dhcp-config) fdefault-router 1%2_168_40_.1

Bl {dhcp-config) #ip dhep pool Mercadeo

Bl {dhcp-config) §dns—-server 10.10.10.11

Bl {dhcp-config) fdomain—name ccna.unad.com

Figura 86. Coafiguracién DHCP pool VLAN 40 Router R1.



16. Reservacion de las primeras 30 direcciones IP de las VLAN 30 y 40
para configuraciones estaticas.

Tabla 4. Instrucciones para reservar las primeras 30 direcciones IP de las
VLAN 30y 40.

Configurar DHCP pool para VLAN 30

Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Configurar DHCP pool para VLAN 40

Name: MERCADEO
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

# Rr1 — O
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Bl {config) #ip dhecp excluded-address 152.1€8.40.1 15%2Z.1€8.40.30
Bliconfig)#ip dhcp excluded-address 15%2_.1€8.30.1 152_1&8_.30_30
Bl {config)g

R1.

Rl {config) #ip dhep pool Bdministracion
Rl {dhep—config) #dns—serwve 10_.10_10_11
Rl {dhep—config) fdomain-—name ccona—unad._ com

% Invalid input detected at "*' marker.

Bl {dhcp-config) #default—router 15%2.1€3.30.1
Bl (dhcp—config) #network 1%2.1€8.30.0 Z55.255.255.0

Figura 88. DHCP pool vlan 30.

Bl {dhcp—config)#ip dhep pool Mercadeo

Bl (dhecp-—config) f#dns—serve 10.10.10_.11

Rl {dhcp—config) #default—router 1532 _.1c2._40_1

Rl {dhcp—config) #fnetwork 152 .1€2.40.0 255_.255.255.0
Rl {dhcp—config)#

Figura 89. DHCP pool vlian 40.

Figura 87. Reserva de las primeras 30 direcciones IP de las VLAN 30y 40 en
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17. Configuracion NAT en R2 para permitir que los host puedan salir a
internet.

Configuracion NAT en Router R2

Procedemos a configurar NAT en Router R2 para que las terminales
puedan salir a internet, en modo configuracion R2, digitamos.

R2>enable

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#user webuser privilege 15 secret cisc012345
R2(config)#ip http server

R2(config)#ip http authentication local

R2(config)#ip nat inside source static 10.10.10.10 209.165.200.229
R2(config)#int g0/0

R2(config-if)#ip nat outside

R2(config-if)#int g0/1

R2(config-if)#ip nat inside

R2(config-if)#end

& Rz — O =
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Password:

RZ>=ena

Password:

B2fconf ©

Enter configuration commands, one per line. End with CHIL/Z.
RZ {config) fuser webuser priwvilege 15 secret ciscolZ345

B2 (config) #ip http serwver

% Inwvalid input detected at "' marker.

B2 {config) #ip http authentication local

% Inwvalid input detected at "' marker.

B2 {config) #ip mat inside source static 10_10_13_104

205%_1€5.200_.225

RZ {config) #int gl/s0

RZ (config—if) #ip nat outside

B2 {config—-if)#int glds1

BZ{oconfig-if) #ip nat inside

B2 (config-if) # "]

Figura 90. Configuracion de la NAT en R2.

Validacion de la configuracion DHCP asignada de manera correcta a las
direcciones IP a las terminales PC-A'Y PC-C.
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Physical Config Desktop Custom Interface
IP Configuration
IP Configuration
(® DHCP () Static DHCP request successful.
IP Address 192.168.230.21
Subnet Mask 255.255.255.0
Default Gateway 192.168.30.1
DMNS Server 10.10.10.11

IPwveE Configuration
() DHCP (O Auto Config @ Static
IPvE Address |j|

Link Local Address FES8D::260:47FF:FED8:1179

IPvG Gateway

IPwvG DNS Server

Figura 91. Direccién IP PC-A.
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Physical Config Desktop Custom Interface

IP Configuration

IPF Configuration

- DHCP ) Static DHCP request successful.
IP address 192.168.40.21

Subnet Mask 55.255.255.0

Default Gateway 192 . 168.40.1

DMNS Server 10.10.10.11

IPwvie Configuration
) DHCP () Auto Config (@ Static
IPwvia Address i

Link Local Address FES80D::201:42FF:FEBD:D2206

IPwE Gateway

IPvE DMNS Sarver

Figura 92. Direccion IP PC-C.

18. Configuraciéon al menos dos listas de acceso de tipo estandar a su
criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

Configuracion listas de acceso estandar

En Router R2 se realiza la configuracién digitando lo siguiente:

R2#conf t

R2(config)#access-list 1 permit 192.168.30.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.40.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.4.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.4.0 0.0.3.255
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BZgocont t©

Enter configuration commands, one per line. End with CHTL/Z.
RZ (config) fconf ©

EFInvalid hex walue

o
[i}]

B2 (config) #access—1list 1 permit 1%2_1€2_.30.0 0_.0.0_.2
B2 (config) faccess—-list 1 permit 152 _.1€2_.40.0 0.0.0.255
RZ {config) faccess—list 1 permit 192 _.1c2_.4.0 0.0.0_.255
B2 (config) faccess—list 1 permit 152 _1€2_4_0 O0_0_3F_255

Figura 93. Configuracion listas de acceso estandar en R2.

RB2fconfig t

Enter configuration commands, one per line. End with CHIL/Z.
B2 (config) #ip nat pool INTERMET 20%._1€5.200.225 205.185.200.22%
netmask 255.255.255_248

B2 (config) g

Figura 94. NAT en R2 - 3.

19. Configuracién de al menos dos listas de acceso de tipo extendido o
nombradas a su criterio para restringir o permitir trafico desde R1 o R3
hacia R2.

Configuracion listas de acceso nombrada
En el Router R2, se crean las listas de acceso solicitado.

R2(config)#ip access-list standar ADMIN
R2(config-std-nacl)#permit host 172.31.21.1
R2(config-std-nacl)#exit

& R — O =
Physical Config CLI

I0S Command Line Interface

RZfconfig t -~
Enter configuration commands, one per line. End with CHTIL/Z.
B2 (config) #ip mat inside source list 1 pool INTERMET
B2 {config) #ip access—list standard RDMIN
B2 {config-std-nacl) $permit host 172 _.31_.21_.1
B2 (config-std-nacl) #exit
Figura 95. Configuracion listas de acceso nombrada en R2.
& R — O >
Physical Config CLI
I0Os Command Line Interface
-

CigabitEthernet0/s1 unassigned ¥YES unset
administratively down down

Serialds 0,0 172.31.21.1 ¥ES manual up
up
Serialdysa,1 unassigned YES unset

administratiwvely down down

Tlanl umnassigned ¥ES unset
administratiw
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# R - o X
Physical Config  CLI

105 Command Line Interface

R2fconfig t "~
Enter configuration commands, one per line. End with CHNTL/Z.

B2 (config) faccess-list 100 permit tcp any host 205.165.200.225 eqg www

B2 (config) faccess-list 100 permit icmp any any echo-reply

B2 {config)f

Figura 97. ACL extendidas.

20. Verificacion procesos de comunicacion y redireccionamiento de trafico
en los routers mediante el uso de Ping y Traceroute.

& pC-C — || T
Physical Config Desktop Custom Interface
Ll
__ 1 — —_— —_ | g—————] |

Command Prompt

Figura 98. Comunicacion entre PC-C e Internet-PC mediante ping y tracert.

& pc-a — O =
Physical Config Desktop Custom Interface
L)

Command Prompt

Figura 99. Comunicacion entre PC-A y Router R2 mediante ping y tracert.
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& R3 — O >
Physical Config CLI

I0S Command Line Interface

B2fping 1592 _1€2.40_321

Type escape segquence to abort.
Sending 5, 100-byte ICHMP Echos to 132_.1€3_.40_.31, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-—-trip min/fawvg/max =
25412 ms

RZfgtraceroute 152 _1€2_.40_31
Type escape sequence to abort.
Tracing the route to 132 _1€5_40_31

1 172.31.23.1 0 msec 1 msec 0 msec
2 172.31.21._1 1l msec 0 msec 4 msec
= 152 .1€2.40.31 12 msec 2 msec 2 msec

Figura 100. Comunicacion entre Router R3 y PC-C mediante ping y traceroute.
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Conclusiones

Se aplicé los conceptos de conectividad IPv4, seguridad de switch, enrutamiento
inter VLAN, implementacion de los distintos protocolos OSPFv2, DHCP, NAT
dinamica / estatica y listas de control de acceso (ACL) previo a la configuracion
de dispositivos para dar soluciéon a los requerimientos planteados en los dos

escenarios.

Las listas de control de acceso desempefian un gran papel como medida de
seguridad logica, ya que su cometido siempre es controlar el acceso a los

recursos o activos del sistema.
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