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INTRODUCCION

En este trabajo se verifica el desarrollo y andlisis de los escenarios propuestos
en la prueba de habilidades ccna 2019, los cuales son implementados paso a
paso en cada pregunta que se pueden evidenciar los comandos utilizados para la
configuracion de todos los dispositivos que se encuentran en la topologia de cada
uno de los escenarios.

Para el desarrollo de esta prueba de habilidades escogi la herramienta Packet
Tracer ya que fue la Unica que se utilizé en el curso. El desarrollo de este tipo de
actividades nos reta a colocar en practica todos los conceptos aprendidos durante
el semestre.



RESUMEN

En este diplomado se me ha permitido afianzar el conocimiento sobre redes
informaticas en CCNA del tiempo que empezamos profundizando nuestro
conocimiento, es de vital importancia para cada uno de nosotros que estudiamos
ingenieria. Las redes y sus herramientas son muy importantes en el mundo donde
la tecnologia avanza muy rapido.

En el problema uno se trabajara con protocolo de enrutamiento RIP y en el
segundo problema se utilizara el protocolo de enrutamiento OSPF.

ABSTRACT

In this course, | have been able to consolidate the knowledge about computer
networks in CCNA. From the time we started, deepening our knowledge, it is of
vital importance for each of us who study engineering. Networks and their tools are
very important in the world where technology advances very fast.

In the problem one will work with RIP routing protocol and in the second problem
the OSPF routing protocol will be used.
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Escenario 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin,
en donde el estudiante sera el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos
de enrutamiento y demas aspectos que forman parte de la topologia de red.

Topologia de red
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Este escenario plantea el uso de RIP como protocolo de enrutamiento,
considerando que se tendran rutas por defecto redistribuidas; asimismo, habilitar
el encapsulamiento PPP y su autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red
LAN y a los routers 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.

Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.



Como trabajo inicial se debe realizar lo siguiente.

eRealizar las rutinas de diagnéstico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad, etc).

e Realizar la conexiodn fisica de los equipos con base en la topologia de red

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.

Parte 1. Configuracion del enrutamiento
a. Configurar el enrutamiento en la red usando el protocolo RIP version 2, declare
la red principal, desactive la sumarizacion automatica.

Medellin 1

router rip

version 2

no auto-summary
network 209.17.220.0
network 172.29.6.0
network 172.29.6.12
network 172.29.6.8

interface Serial0/0/0
ip address 172.29.6.13 255.255.255.252

interface Serial0/0/1

ip address 172.29.6.1 255.255.255.252
interface Serial0/1/0

ip address 209.17.220.2 255.255.255.252

interface Serial0/1/1
ip address 172.29.6.9 255.255.255.252

Medellin 2

router rip

version 2

no auto-summary
network 172.29.4.0
network 172.29.6.0
network 172.29.6.4

interface GigabitEthernet0/0
ip address 172.29.4.1 255.255.255.128

interface Serial0/0/0
ip address 172.29.6.5 255.255.255.252
interface Serial0/0/1



ip address 172.29.6.2 255.255.255.252
Medellin 3

router rip

version 2

no auto-summary

network 172.29.6.8

network 172.29.6.12

network 172.29.6.4

network 172.29.4.128

interface GigabitEthernet0/0
ip address 172.29.4.129 255.255.255.128
ip helper-address 172.29.6.5

interface Serial0/0/0
ip address 172.29.4.14 255.255.255.252

interface Serial0/1/0
ip address 172.29.6.6 255.255.255.252

interface Serial0/1/1

ip address 172.29.4.10 255.255.255.252
Bogota 1

router rip

version 2

no auto-summary

network 209.17.220.4

network 172.29.3.0

network 172.29.3.4

network 172.29.3.8

interface Serial0/0/0
ip address 172.29.3.1 255.255.255.252

interface Serial0/0/1
ip address 172.29.3.9 255.255.255.252
ip helper-address 172.29.6.2

interface Serial0/1/0
ip address 172.29.3.5 255.255.255.252

interface Serial0/1/1
ip address 209.17.220.6 255.255.255.252



router rip

version 2

no auto-summary

network 172.29.3.0

network 172.29.3.4

network 172.29.3.12

network 172.29.0.0

interface GigabitEthernet0/0

ip address 172.29.0.1 255.255.255.0

interface Serial0/0/0

ip address 172.29.3.2 255.255.255.252
interface Serial0/0/1

ip address 172.29.3.13 255.255.255.252

interface Serial0/1/0
ip address 172.29.3.6 255.255.255.252

Bogota 2

router rip

version 2

no auto-summary
network 172.29.3.12
network 172.29.3.8
network 172.29.1.0

interface GigabitEthernet0/0

ip address 172.29.1.1 255.255.255.0
interface Serial0/0/0

ip address 172.29.3.14 255.255.255.252
interface Serial0/0/1

ip address 172.29.3.10 255.255.255.252
ISP

interface Serial0/1/0

ip address 209.17.220.1 255.255.255.252

interface Serial0/1/1
ip address 209.17.220.5 255.255.255.252

b. Los routers Bogotal y Medellin deberan afadir a su configuracion de
enrutamiento una ruta por defecto hacia el ISP y, a su vez, redistribuirla dentro de
las publicaciones de RIP.

Medellin 1



ip route 0.0.0.0 0.0.0.0 209.17.220.1
default-information originate

router rip

version 2

network 172.29.0.0

network 209.17.220.0
default-information originate
no auto-summary

Bogota 1
ip route 0.0.0.0 0.0.0.0 209.17.220.5

default-information originate

router rip

version 2

network 172.29.0.0

network 209.17.220.0
default-information originate
no auto-summary

c. El router ISP deberd tener una ruta estética dirigida hacia cada red interna de
Bogota y Medellin para el caso se sumarizan las subredes de cada uno a /22.

ip route 172.29.4.0 255.255.252.0 209.17.220.2
ip route 172.29.0.0 255.255.252.0 209.17.220.6
Parte 2: Tabla de Enrutamiento.

a. Verificar la tabla de enrutamiento en cada uno de los routers para comprobar
las redes y sus rutas.
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ISP - ofE
Phyysical Config CLI Attributes
105 Command Line Interface
Codes: L - local, © - connected, 5 — static, R - RIP, M - mobile, g,
B - BEP
D - EIGRP, EX - EIGEP external, © - OSPF, IR - OSFF inter
area
N1 - OSEBF M35R external type 1, MNEZ - OSPF MNS52Z external
type 2
E1l - OQS5PF external type 1, EZ — OS5PF externzsl type 2, E -
EGPE
i - I5-I5, L1 - IS-IS level-l, L& - I5-I5 lewel-Z, ia -
I5-I5 inter are:s
* — candidate default, U - per—-user static route, o — QDR
P - periocdic downloaded static route
Fateway of last resort is not set
172.2%.0.0/22 i3 subnetted, Z subnets
172.25.0.0/22 [1/0] wia 205.17.220.%¢
172_259_.4_0/2Z [1/0] wvia Z05.17.220_.Z2
205.17.220.0/24 is wvarisbkly subnetted, 4 subnets, I masks
cC 205.17_.220.0/30 is directly connected, Seri=l0/s1/0
L 209_.17_.220.1/32 is directly connected, Serizl0/ /170
c Z05.17.220.4/30 is directly connected, Seri=zl0s 1/1
L 205.17_.220.5/32 is directly connected, Serialid/s1/1
Routerf b
Bogota 3 =
Physical Config CLI Attributes

105 Command Line Interface

Gateway of last resort i3 172.2%_.32.5 to network 0.0.0.0
172.29.0.0/1% is wariakly subnetted, 10 subnets, 32 masks
c 172.25.0.0/24 is directly connected, GigsbitEthernetl/(
L 172.25%.0.1/32 i3 directly connected, GigabitEthernetl/(
=] 172.253.1.0/24 [120/1] wia 172.29.3.14, 00:00:24,
Serizl0/0/1
c 172_.25%_.3_.0/30 is directly connected, Seri=l0/0/0
L 172.25%.3.2/32 i3 directly connected, Serialld/0/0
c 172_.25_.3_4/30 is directly connected, Serisl0/ 170
L 172.25%.23.8/32 i3 directly connected, Serialld/ 170
=] 172.253_3.8/30 [120/1] wia 172.2%.3.5, 00:00:00,
Seri=l0S1/0
[120/1] wia 172.29.3.14, 00:00:24,
Serizl0/0/1
[120/1] wia 172.2%.3.1, 00:00:00,
Seri=l0/S0/0
c 172_.25_3_12/30 is directly connected, Serial0/ 071
L 172.25.23.13/32 is directly connected, Seriall 071
205_17_220.0/30 is submetted, 1 subnets
=) 209.17.220.4/730 [120/1] wia 172.29.3.5, 00:00:00,
Seri=ld/s1/0
[120/1] wia 172.2%.3.1, 00:00:00,
Serialdso0/0
= 0.0.0.0/0 [120/1] wis 172.25.3.5, 00:00:00, Serizldys1/0
[120/1] wis 172.25.3.1, 00:00:00, Seri=ld/s0/0
Router§




B Bogota 2 e

Physical Config CLI Attributes

105 Command Line Interface

P - periodic downloaded static route
Fateway of last resort is 172.2Z5%.3.3% to network 0.0.0.0
172.25%.0.0/1e is wariably subnetted, 3 subnets, 3 masks

=] 172.2%.0.0/24 [1Z0/1] wvia 172.2%.3.13, 00:00:02,
Seri=l0/0/0
cC 172.25.1.0/24 is directly connected, GigazbitEthernet0/0
L 172.25.1.1/32 is directly connected, GigazbitEthernet0/0
=) 172.25.3.0/30 [120/11 wvie 172.25.3.5, 00:00:13,
Seri=l0/0/1

[120/1] wia 17Z.Z5%.3.13, 00:00:02,
Seri=l0/0/0
=] 172.2%.3.4/30 [120/1] wvia 172.2%.3.%, 00:00:19,
Seri=l0/0/1

[120/1]1 wi= 17Z2.25.3.13, 00:00:02,
Seri=l0/0/0
cC 172.29.3.8/30 is directly connected, Seriald/0/1
L 172.25%_53.10/32 is directly connected, Serizld/ 071
C 172_.25%_3.12/30 is directly connected, Serizl0/ 070
L 172_.25%_.3.14/32 is directly connected, Seri=zl0/ 070

20%.17_.220.0/30 is submnetted, 1 subnets
B Z09.17.220.4/30 [120/1]1 wvi= 17Z.25.3.95, 00:00:19,
Seri=l0/0/1
B+ 0.0.0.0/0 [120/1]1 wia 172.25.3.%5, 00:00:1%, Seri=l0/s0/1
Bouter§
B Bogota 1 =

Physical Config CLI Attributes

105 Command Line Interface

P - periodic downloaded static route
Fateway of last resort is 205%_.17_220.5 to metwork 0.0.0.0
172.25%.0.0/1¢ is warisbly subnetted, 5% subnets, 3 masks

2] 172.2%.0.0/24 [120/1] wia 172.29.3.6, 00:00:00,
Seriald/s1l/0

[120/1] wia 1T7Z.Z5.3.Z, 00:00:00,
Seriald/0/0
=] 172.2%.1.0/24 [1Z0/1] wvia 17Z.29.3.10, 00:00:0¢€,
Seriald/s0/1
c 172.25%.3.0/30 is directly connected, Serisl0/ /0,70
L 172.29.3.1/32 is directly connected, Serizld/0/0
c 172.25%.3.4/30 is directly connected, Serisl0/ /1,70
L 172.29.3.5/32 is directly connected, Serizld/1/0
c 172.25%.3.8/30 is directly connected, Serisl0/ /071
L 172.29.3.9/32 is directly connected, Serizld/0/1
=] 172.25%.3.12/30 [120/1] wia 172.Z5.3.&, 00:00:00,
Seriald/s1l/0

[120/1] wvia 172.Z5.3.10, 00:00:08,
Seriald/s0/1

[120/1] wvia 17Z.Z5.3.Z, 00:00:00,
Seriald/0/0

205.17.220.0/24 is wariskly subnetted, Z subnets, Z masks

c 209.17_.220.4/30 is directly connected, Serisl0/ 171
L 208_17_220_6/32 is directly connected, Serial0/ 171
5% 0.0.0.0/0 [1l/0] wia 209.17.220.5
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Physical Config CLI Attributes
105 Command Line Interface
P - periodic downloaded static route
Gateway of last resort is 172.23.€6.5 to network 0.0.0.0
172.23.0.0/1¢ is warisbly subnetted, 1Z subnets, 3 masks
B 172.29.4.0/25 [120/1] wia 172.2%_&.5, 00:00:01,
Serisldsl/0
c 172.259.4_.8/30 is directly connected, Seri=l0/1/1
L 172.29.4.10/32 is directly connected, Serisl0/s/1/1
c 172.25.4_.12/30 is directly connected, Seri=l0/0/0
L 172.259.4.14/32 is directly connected, Serisl0/0/0
c 172.259_4_128/25 is directly connected, GigabitEthernet0/0
L 172.29.4.125/3Z is directly connected, GigabitEthernet0/0
= 172.23.6.0/30 [120/1] wia 172.2%_€.5, 00:00:01,
Serisl0/s1l/0
C 172.259.2.4/30 is directly connected, Seri=l0/1/0
L 172.29.6.6/32 is directly connected, Serizld/s1s0
=] 172.23.6.8/30 [120/2] wia 172.2%_.€.5, 00:00:01,
Serialos1/0
2 172.29.6.12/30 [120/2]1 wia 172.Z5.%€.5, 00:00:01,
Serialds1l/0
205.17.220.0/30 is subnetted, 1 subnets
B 20%.17.220.0/30 [120/2] wia 172.2%.6.5, 00:00:01,
Serisldsl/0
B 0.0.0.0/0 [120/2] wia 172.2%.8.5, 00:00:01, Serial0/ 1,0
Bouter§
Medellin 2 -
Physical Config CL Attributes

105 Command Line Interface

Fateway of last resort is 172.2%.6.1 to metwork 0.0.0.0
172.29.0.0/1e is wariskly subnetted, 1l subnets, 2 masks
c 172.29.4_.0/25 is directly connected, GigabitEthernet0/0
L 172.29.4_.1/32 is directly connected, GigabitEthernetl/0
=] 172_25_4_8/30 [120/1] wis 17Z2_.2%_6_.&, 00:00:Z2Z,
Serizl0/0/0
R 172.29.4_12/30 [120/1] wie 17Z.Z5.6.6, 00:00:ZZ,
Serial0s0/0
=] 172_29_4_128/25 [120/1] wia 17Z2_.25_6.&, 00:00:ZZ,
Serial0s0/0
c 17Z.29.6.0/30 is directly connected, Serialds0/1
L 172.2%_e_2/32 is directly connected, Serial0ds0/1
C 172.29.6.4/30 is directly connected, Serisl0/0/0
L 172.29.6.5/32 is directly connected, Seriz=lds0/0
=) 172.29.8.8/30 [120/1]1 wie 17Z2.2%.€.1, 00:00:10,
Seriald/ 0/ 1
=] 172 _2%_8e_12/730 [120/1] wia 17Z_25_&6.1, 00:00:10,
Serialls0/1
Z209.17.220.0/30 is subnetted, 1 subnets
B 209 _17_220.0/30 [120/1] wia 172_2%_6.1, 00:00:10,
Seriald/O0F1
B+ 0.0.0.0/0 [120/1] wia 17Z.Z25.6.1, 00:00:10, Serial0s0/1
i +) i i
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Physical Config CLI Attributes

105 Command Line Interface

<
El - OS5PF external type 1, EZ - O5PF external type 2, E -
EGE
i - Is-I8, L1 - IS-IS lewel-l, LZ - IS-IS5 level-Z, ia - I5-
IS inter area
* — candidate default, U - per—-user static route, o — QDR
E - periodic downloaded static route
Gateway of last resort is Z05.17.220.1 to network 0.0.0.0
172.2%.0.0/1¢ is wvariably subnetted, 11 subnets, 3 masks
2} 172.25.4.0/25 [120/1] wia 172.25.6.2, 00:00:12, Seriald/0/1
2] 172_25_4_8/730 [120/2] wia 172.25_6.2, 00:00:13, Serialds0/s1
B 172_.29_.4_12/30 [120/2] wiea 172_.29_.6.Z, 00:00:13,
Seriald/ 0/1
2} 172.25.4_128/25 [120/2] wvia 172.25.86.2, 00:00:13,
Serialdsosl
C 172.29.€.0/30 is directly connected, Serial0/0/1
L 172.29.6€.1/3Z is directly connected, Seri=l0/0/1
R 172.25.6.4/730 [120/1] wia 172.25.6.2, 00:00:123, Seriald/0/1
c 172.25.6.8/30 is directly connected, Seriall/1l/1
L 172 _25_.€.3/32 is directly connected, Serial0s1/1
C 172.29.6.12/30 is directly connected, Seriall/0/0
L 172.259.8.13/32 is directly connected, Seri=zl0/s0/0
205.17.220.0/24 is wveriskly subnetted, 2 subnets, Z masks
c 205_17_220.0/30 is directly connected, Serisl0/s1/0
L 209.17_.220.2/32 is directly connected, Serizlds1/0
5% 0.0.0.0/0 [1/0]1 wia Z095.17.220.1
Rcuter{

b. Verificar el balanceo de carga que presentan los routers.

Se presenta en los Router de Bogota
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Physical Config CLI Attributes

105 Command Line Interface

* - pandidate default, U - per-user static route, o — CDR 6
P - periodic downloaded static route
Gateway of last resocrt is 1TZ.Z%.3.5 to network 0.0.0.0
172.25.0.0/1¢6 is wvariskly subnetted, 10 subnets, 3 masks
c 172.25.0.0/24 is directly connected, GigasbitEthernetd/0
L 172 0.1/32 is directly connected, GigabitEthernet(/0
2 17 1.0/24 [120/1] wi= 172.25.3.14, 00:00:24, Seriazld/0/1
c 17 3.0/20 is directly connected, Seri=zl0/0/0
L 17 -83.2/3Z is directly connected, Serizl0s0/0
c 17 3.4/30 is directly connected, Seri=zl0s1/0
L 17 3.6/32 is directly connected, Serizl0s1/0
=3 17 3.8/30 [120/1] wis 172.25.3.5, 00:00:00, Seriald/s1/0
[120/1] wia 172.2%.3.14, 00:00:24, Seriald/0/1
[120/1] wia 172.29%.3.1, 00:00:00, Serial0/s0/0
v 172.25.3.12/30 is directly connected, Serizl0/0/1
L 172.25.3.13/32 is directly connected, Serizl0/0/1
209_.17_.220.0/30 is subnetted, 1 subnets
=3 205.17.220.4/30 [120/1] wvia 172.25%.3.5, 00:00:00, Serizld/ /1,70
[120/1] wia 172.25.3.1, 00:00:00, Serial0/s0/0
B 0.0.0.0/0 [120/1] wia 172.25.3.5, 00:00:00, Seri=l0d/ 1/0
[120/1] wia 172.25.3.1, 00:00:00, Seris=l0d/ 0/0
L
"

i Bogota 1 = = -

Physical Config CLI Attributes

105 Command Line Interface

BGP 2
o - EIGRP, EX - EIGRF extermz=l, O - OS5PF, IX - O5PF inter area
N1 - OSPF M55SR external type 1, MZ2 - O5PF NSS5A& external type 2
El - OSPF external type 1, EZ - O5PF external type 2, E - EGPE
i - I5-I5, L1 - IS-I5 level-l, LZ - IS-I5 level-Z, ia - IS-IS
inter area
* - pandidate default, U - per-user static route, o - ODR
P - pericdic downloaded static route

Gateway of last resort is Z05.17.22Z0.5 to network 0.0.0.0

172.25%.0.0/16 is wariably submnetted, 5 subnets, 3 masks

R -Z25.0.0/24 [1Z20/1] wia -25.3.%6, 00:00:00, Seriald/1l/s0
[120/1] wia 29.3.2, 00:00:00, Serial0/0/0

B 1 .1.0/24 [120/1] wis 172.29.3.10, 00:00:0&, Serizl0/0/1

c 1 -3.0/30 is directly connected, Seri=l0d/0/0

L 1 -3.1/3Z2 is directly connected, Seri=l0d/0/0

c 1 -3.4/30 is directly connected, Seri=l0d/1/0

L 1 -3.5/3Z is directly connected, Seri=zld/s1/0

c 1 -3.8/30 is directly connected, Seri=l0d/0/1

L 1 3.9/32 is directly connected, Serizl0/0/1

B 1 -3.12/30 [120/1] wvia 172.23.3.6, 00:00:00, Serial0/1/0
[120/1] wia 172.25%.3.10, 00:00:08, Serial0/ 0-1
[120/1] wvia 172.23.3.2, 00:00:00, Serisl0s0/0

209.17.220.0/24 is wariably subnetted, 2 subnets, Z masks
c 209.17.220.4/30 is directly connected, Serisl0s1/1
L 209_.17.220.6/32 is directly connected, Serial0/1/1

5% 0.0.0.0/0 [1/0] wia 209.17.220.5

Bouterf
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Physical Config CLI Attributes

105 Command Line Interface
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RBouterg

Fateway of last resort is 172.23.3.9% to network 0.0.0.0

172.29.0.0/1¢ is wvariably subnetted, 3 subnets, 3 masks
=) 172.259.0.0/24 [120/1] wvia 172.25.3.13, 00:00:0Z, Serialld/ 0/0
C 172.259.1.0/24 is directly connected, GigabitEthernet0/0
L 172.259.1.1/32 is directly connected, GigabitEthernet0/0
=) 172.29.3.0/30 [120/1] wia 172.29.3.%, 00:00:1%, Serial0/0/1
[120/1]1 wia 172.Z25.3.12, 00:00:02, Serialds0/0
=) 172.259.3.4/30 [120/1] wia 172.25%.3.%, 00:00:1%, Seri=l0/0/1
[120/1]1 wia 172.Z5.3.13, 00:00:02, Seriallds0/0
C 172.259.3.8/30 is directly connected, Seri=l0/0/1
L 172_.29_.3.10/32 is directly connected, Serial0s0/1
c 172.29.3.12/30 is directly connected, Seriald/ 0/0
L 172_2%.3.14/32 is directly connected, Serial0/ 070
203.17.220.0/30 is subnetted, 1 subnets
=) 209.17.220.4/30 [120/1] wia 172.25%.3.%, 00:00:1%, Seria=ld/ 0/1

B* 0.0.0.0/0 [120/1] wia 172.23.3.3, 00:00:13, Serialls0/1

c. Obsérvese en los routers Bogotal y Medellinl cierta similitud por su ubicacion,
por tener dos enlaces de conexidon hacia otro router y por la ruta por defecto que

manejan.

= 3
® Medellin 1 - O L Bogota 1 ool {2 “
= Physical Config CLI Attributes Physical Config CLI Attributes
10S Command Line Interface 10S Command Line Interface
* - candidate default, U - per-user static route, o - ODR ~ - % - candidate default, U - per-user static route, o - ODR A
P - periecdic downloaded static route D - periodic downloaded static route

l"' Gateway of last resort is 205.17.220.1 te network 0.0.0.0 Gateway of last resort is 209.17.220.5 to network 0.0.0.0
13
% : 8
r -0.0/16 is variably éubnetted, 11 subnets, 3 m55¥5 /16 is variably subnetted, 9 subnets, 3 masks

R -4.0/25 [120/1] via 172.29.6.2, 00:00:13, Serial0/0/1 7 R .0/24 [120/1] via 172.29.3.6, 00:00:00, Serial0/1/0
10/2 Ed -4.8/30 [120/2] via 172.28.6.2, 00:00:13, Serisl0/0/1 J [120/1] via 172.29.3.2, 00:00:00, Serial0/0/0

R -4.12/30 [120/2] wis 172.259.6.2, 00:00:13, Serizl0/0/1 Ed .0/24 [120/1] via 172.29.3.10, 00:00:06, Seriald/0/1

R -4.128/25 [120/2] via 172.29.6.2, 00:00:13, Serial0/0/1 c _0/30 is directly connected, Serial0/0/0

c -6.0/30 is directly connected, Serial0/0/1 L .1/32 is directly connected, Serial0/0/0

L -€.1/32 is directly connected, Serial0/0/1 c .4/30 is directly connected, Serial0/1/0

R .6.4/30 [120/1] via 172.29.6.2, 00:00:13, Serial0/0/1 L .5/32 is directly connected, Serial0/1/0

c -€.8/30 is directly connected, Serial0/1/1 c .8/30 is directly connected, Serial0/0/1

L .6.9/32 is directly connected, Serial0/1/1 L .9/32 is directly connected, Serial0/0/1

c -23.€.12/30 is directly connected, Serizl0/0/0 R .12/30 [120/1] via 172.29.3.6, 00:00:00, Serial0/1/0

L 172.29.6.13/32 is directly connected, Serial0/0/0 [120/1] via 172.29.3.10, 00:00:06, Serial0/0/1

209.17.220.0/24 is variably subnetted, 2 subnets, 2 masks [120/1] via 172.29.3.2, 00:00:00, Serial0/0/0
L_‘ c 209.17.220.0/30 is directly connected, Serial0/1/0 209.17.220.0/24 is variably subnetted, 2 subnets, 2 masks
¥ L 205.17.220.2/32 is directly connected, Serial0/1/0 c 209.17.220.4/30 is directly connected, Serial0/1/1
, SEiE o
B §* 0.0.0.0/0 [1/0] wia 208.17.220.1 L 209.17.220.6/32 is directly connected, Serial0/1/1
S* 0.0.0.0/0 [1/0] via 209.17.220.5

Router$

Router# v Router# v

Ctrl+F6 to exit CLI focus Copy Paste Ctrl+F6 to exit CLI focus Copy Paste
= | [J7op = [Top
25:4

lom 7 oot sa |

d. Los routers Medellin2 y Bogota2
directamente y recibidas mediante RIP.

también presentan redes conectadas



Medellin 2 = B L3 Bogota 2 - oEl

Physical Config cu Attributes Physical Config cL Attributes
10S Command Line Interface 105 Command Line Interface
7 Routers =
Bouterren Router>en
Router#show ip protocols Routergshow ip protoecols
Bouting Protoesl is "rip" Routing Protocol is "rip"
Sending updates every 30 seconds, next due in 11 seconds Sending updates every 30 seconds, next due in & seconds
Invalid after 180 seconds, hold down 180, flushed after 240 Invalid after 180 seconds, hold down 180, flushed after 240
Outgeing update filter list for all interfaces is not set Cutgoing update filter list for all interfaces is not set
Incoming update filter list for z1l interfaces is not set Incoming update filter list for zll interfaces is not set
Bedistributing: rip Redistributing: rip
Default version control: send version 2, receive 2 Default version control: send version 2, receive 2
Interface Send Recv Triggered RIP Key-chain Interface Send Recv Triggered RIF Key-chain
Seriald/0/0 z z Serialo/0/1 2 z
Serialo/0/1 2 z Serialo/0/0 z z
Automatic network summarization is not in effect Automatic metwork summarization is met in effect
Maximum path: 4 Maximum path: 4
Routing for Networks: Routing for Networks:
172.28.0.0 172.23.0.0
Dassive Interface(s Passive Interface(s):
GigabitEthernet0/0 CigabitEthernes0/0
Bouting Informesion Sources: Routing Information Scurces:
Gateway Distance Last Update Gateway Distance Last Update
172.28.6.1 120 00:00:12 172.29.3.9 120 00:00:20
172.23.6.6 120 00:00:23 172.25.3.13 120 00:00:20
Distance: (defsult is 120) Distance: (default is 120}
Routerg v Routers| v
Ctrl+F6 to exit CLI focus Copy Paste Ctrl+F6 to exit CLI focus Copy Paste

[ Top [ Top

AUULL

e. Las tablas de los routers restantes deben permitir visualizar rutas redundantes
para el caso de la ruta por defecto.

LUL NELWUL

jic ® Medellin 3 = Bogota 3 = O n—x
Physical | Config | CLI | Attributes Physical | Config | CLI | Attrbutes
105 Command Line Interface P it i
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 ~ WL — USFF I EXTEYNET TYPE I, NZ - USFF I EXTETNET TYPE 2 7
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP El1 - OSPF external type 1, E2 - OSPF external type 2, E - EGI
i - Is-IS, L1 - IS-IS level-1l, L2 - IS-IS level-2, ia - IS-IS i - Is-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
inter area * - candidate default, U - per-user static route, o - ODR
E + - candidate default, U - per-user static route, o - ODR P - periodic downloaded static route
- P - pericdic downloaded static route
P Gateway of last resort is 172.29.3.5 to netwerk 0.0.0.0
F Gateway of last resort is 172.29.6.5 to network 0.0.0.0
2. 172.29.0.0/16 is variably subnetted, 10 subnets, 3 masks
172.29.0.0/16€ is variably subnetted, 12 subnets, 3 masks c 17 9.0.0/24 is directly connected, GigabitEthernet0/0
R -4.0/25 [120/1] via 172.29.6.5, 00:00:01, Serial0/1/0 L 172.29.0.1/32 is directl GigabitE (]
c 4.8/30 is directly connected, Serial0/1/1 R 172 - [120/1] via 172.29.3.14, 00:00:24, Serial0/0/1
L 172.29.4.10/32 is directly connected, Serial0/1/1 c 172.29.3.0/30 is directly connected, Serial0/0/0
c 172 4.12/30 is directly connected, Serial0/0/0 L SF ) is directly connected, Serial0/0/0
L 172 4.14/32 is directly connected, Serial0/0/0 c 29, is directly connected, Serial0/1/0
c 172 4.128/25 is directly connected, GigabitEthernet0/0 L S. is directly connected, Serial0/1/0
L 172 .4.129/32 is directl GigabitE: 0 R 295 [120/1] wvia 172.29.3.5, 00:00:00, Serial0/1/0
R 172 €.0/30 [120/1] via 172.29.6.5, 00:00:01, Serial0/1/0 [120/1] via 172.29.3.14, 00:00:24, Serial0/0/1
c 172 €.4/30 is directly connected, Serial0/1/0 [120/1] via 172.29.3.1, 00:00:00, Serial0/0/0
E L 172.29.6.6/32 is directly connected, Seriald/1/0 c .3.12/30 is directly connected, Serial0/0/1
- R 172.29.6.8/30 [120/2] via 172.29.6.5, 00:00:01, Serial0/1/0 L .3.13/32 is directly connected, Serial0/0/1
PC R 172.29.6.12/30 [120/2] via 172.29.6.5, 00:00:01, Serial0/1/0 0.0/30 is subnetted, 1 subnets
F 209.17.220.0/30 is subnetted, 1 subnets R 0.4/30 [120/1] via 172.29.3.5, Of 0:00, Serial0/1/0
R 209.17.220.0/30 [120/2] via 172.29.6.5, 00:00:01, Serial0/1/0 (120/1] wvia 172.29.3.1, 00:00:00, Serial0/0/0
R* 0.0.0.0/0 [120/2] wvia 172.29.6.5, 00:00:01, Serial0/1/0 R* 0.0.0.0/0 [120/1] via 172.29.3.5, 00:00:00, Seriald/1/0
[120/1] via 172.29.3.1, 00:00:00, Serial0/0/0
Routerg
Router#
v “ A
e CHLIFG to St QT Har Copy fats Ctrl+F6 to exit CLI focus Copy Paste
i
OTe [17op
. S N aa [*

— =

. El router ISP solo debe indicar sus rutas estaticas adicionales a las
directamente conectadas.
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105 Command Line Interface
Codes: L - local, © - connected, 5 — static, R — RIP, M - mobile, 4
B - BEP
D - EIGRP, EX - EIGRF externzl, © - O5PF, IX - OSFF inter

N1 - OS5BF M55SR external type 1, N2 - OS5EF M55SR external
type 2

E1l - OS5PF external type 1, EZ - O5PF external type 2, E -
EGE

i - I5-I5, L1 - I5-IS lewel-1l, L2 - IS-I5 lewel-2Z, iz -
I5-I5 inter area

* — candidete default, U - per-user static route, o — QDR

P - periodic downloaded static route

Fateway of last resocrt is not set

172.25.0.0/22 is subnetted, Z subnets
5 172.25.0.0/22 [1/0]1 wia Z209.17.220.4
5 172 _29.4 _0/72Z% [1/0] wia Z209_.17_ZZ20_.Z2
208.17.220.0/24 i3 warizbly subnetted, 4 subnets, Z masks
c 205.17.220.0/30 is directly connected, Serizl0d/1l/0
L 209.17.220.1/32 is directly connected, Seri=ld/s1/0
c 20%_17_220.4/30 is directly connected, Serizll0s1/1
L Z20%_17_220.5/32 is directly connected, Serial0f1/1

Parte 3: Deshabilitar la propagacion del protocolo RIP.
a. Para no propagar las publicaciones por interfaces que no lo requieran se debe
deshabilitar la propagacion del protocolo RIP, en la siguiente tabla se indican las
interfaces de cada router que no necesitan desactivacion.

ROUTER INTERFAZ

Bogotal SERIALO0/0/1; SERIALO0/1/0;
SERIALO0/1/1

Bogota?2 SERIAL0/0/0; SERIALO/0/1

Bogota3 SERIALO0/0/0; SERIALO/0/1;
SERIALO/1/0

Medellinl SERIALO0/0/0; SERIALO/0/1;
SERIALO/1/1

Medellin2 SERIALO0/0/0; SERIALO/0/1

Medellin3 SERIALO0/0/0; SERIALO/0/1;
SERIALO/1/0

ISP No lo requiere

Se verifican las interfaces que no se usan y estan desactivadas



Parte 4: Verificacion del protocolo RIP.

a. Verificar y documentar las opciones de enrutamiento configuradas en los
routers, como el passive interface para la conexiéon hacia el ISP, la versién de
RIP y las interfaces que participan de la publicacion entre otros datos.

i

x

®

Bogota 2 =

Physical Config CLI Attributes

105 Command Line Interface

Router»en

Rpoputerfshow ip protocols

Bouting Protocol is "rip"”

Sending updates every 30 seconds, next due in 25 seconds
Inwvalid after 180 seconds, hold down 180, £flushed after 240
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip

Default version control: send wersion 2, receive 2

Interface Send Recv Triggered RIF Eey-chain
Serizlos0fs1 z z
Serizal0/0/0 2 2

Zutomatic network summarization is not in effect
Maximum path: 4
Bouting for Hetworks:
172_23.0.0
Dassive Interface(s):

GigabitEthernetd/0
Bouting Information Sources:
Fateway Distance Last Update
172.23.3.3 120 00:-00:10
172_.23.3.13 120 00:-00:17
Distance: (default is 120)
antnrﬂl
Bogota 3 B

Physical Config CLI Attributes

105 Command Line Interface

Routergshow ip protocols

Routing Protocol is "xrip"

Sending updates every 30 seconds, next due in 1Z seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Cutgoing update filtexr list for all interfaces is not set
Incoming update filtexr list for all interfaces is not set
Bedistributing: rip

Default wersion control: send wersion 2, receive 2

Interface Send BRecv Triggered RIF Eey-chain
Serialid/0/ 1 z z
Serizld/s1ls0 Zz z
Serialds0/0 2 Z

Automatiec network summarization iz not in effect
Maximm path: 4
Routing for MNetworks:

17Z.25.0.00
Passive Interface(s):
GigabitEthernet0/0
Bouting Information Sources:
Fateway Distance Last Update
172.25.3.5 120 00:z00:-07
172.25.3.1 120 00:z00:07
172.25.3.14 120 00:00:2¢
Distance: (defazult is 120)

o = s
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105 Command Line Interface

Routerren
Bouterg#show ip protocols
Bouting Protocol is "rip"

Invalid after 180 seconds,
Cutgoing update filter list
Incoming update filter list

Sending updates ewvery 30 seconds,
hold down 180,
for 2ll interfaces is not set
for 21l interfaces is not set

next due in © seconds

flushed after 240

Redistributing: rip
Default wersion control: send wersion 2, receiwve 2
Interface Send BRecwv Triggered RIP Eey-chain
Serizl0ds1/70 z z
Serislds0/0 z 2
Seriald/ 171 z zZ
utomatic network summarization is not in effect
Maximum path: 4
Routing for Metworks:
172.29.0.0
Pazzgive Interface(s):
GigekbitEthernet0s0
Routing Information Sources:
Fateway Distance Lzast Update
17Z_.29.6.5 1z0 00:-00:-00
Distance: (default is 120)
RBouter
Medellin 2 =
Physical Config CLI Attributes
105 Command Line Interface
Eoutersen

Routergshow ip protocols
Routing Protocol is "rip"

Invalid after 180 seconds, hold
Cutgoing update filter list for
Incoming update
Bedistributing:

filter list for
rip
Defzult wversion control:

Send

Interiace
Serial0/ 070 z
Serial0/0/1 Z
Zutomatic network summarization
Maximim path: 4
for Hetworks:
172.259.0.0
Interface({s):
GigebitEthernetd/ 0
Information Sources:
GFateway
172_.23
172_.2%

{defzult iz 120)

<

3

Routing
Passiwve
Bouting

8.1
6.8
Distence:
Rcuterﬂ

Sending updates every 30 seconds,

send wversion Z,
Recw

Distance

next due in 2 seconds
down 180, £lushed after 240
all interfaces is not set
2ll interfaces is not set

receive 2

Triggered BRIF Fey-chain

is not in effect

Last Update
00:00:08
00:00:20

1z0
1z0




b. Verificar y documentar la base de datos de RIP de cada router, donde se

informa de manera detallada de todas las rutas hacia cada red.
® Bogota 1 =

Physical Config CLI Attributes

105 Command Line Interface

RBouter#show ip protocols

Routing Protocol is "rip™

Sending updates every 30 seconds, next due in 7 seconds
Invalid after 180 seconds, hold down 180, £flushed after Z40
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for z2ll interfaces is not set
Redistributing: rip

Default version control: send version Z, receive 2

Interface Send Recwv Triggered RIP Eey-chain
Serialds0/1 2 z
Serizl0/1/0 2 Z
Seriald/s0/70 z z
Serizld/1/1 2 z
Butomstic network summarization is not in effect

Maximm path: 4

Bouting for Metworks:
172_.2%.0.0
205.17.220.0

Passiwve Interface(s):

Routing Information Sources:

Fateway Distance La=st TUpdzate
172.253.3.¢ 120 00:00:28
172.25.3.2 120 00:00:2¢
172.25.3.10 120 00:-00:14
Distance: (default is 120}
Bouterg
LY Bogota 3 N

Physical Config CLI Attributes

105 Command Line Interface

Router¢show ip protocols

Bouting Protocol is "rip"

Sending updates every 30 seconds, next due in 1Z seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip

Default wersion control: send wversion 2, receiwve 2

Interface Send Recv Triggered RIP Eey-chain
Serizlos0/01 3 2
Seriald/s1/s0 z z
Seri=l0s0/0 2 3

Automatic network summarization is not in effect
Maximim path: 4
Routing for Metworks:
172.25.0.0
Passive Interface(s):
GigabitEthernetl/0
Bouting Information Sources:
Fateway Distance Last Update
172.29_.3.5 120 00:z00:-07
172.25.3.1 120 00:z00:z07
172.29.3.14 120 00:00:2%8
Distance: (default is 12Z0)
e P_LEL -2 "]
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Router>en

Routerfshow ip protocols

Routing Protocol is "rip"™

Sending updates every 30 seconds, next due in Z5 seconds
Invalid after 180 seconds, hold down 180, flushed after Z40
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip

Default wersion control: send wersion Z, receive 2

Interface Send BRecv Triggered RIF Eey-chain
Seri=l0s0/71 z z
Seri=l0s0/0 z z

Autcmatic netwoerk summarizsetion is not in ef
Maximim path: 4
Routing for Networks:

172.25%.0.0
Pagsgsive Interface(s):
GigabitEthernetd/0
Bouting Information Sources:
Cateway Distance Last Update
172.2%.3.% 1za 00:00:10
172.28.3.13 1z0 00:00:17
Distance: (default is 1Z0)
an—.ﬂri!l
L Medellin 3 -

Physical Config CLI Attributes

105 Command Line Interface

BEouter>en

BEoutergshow ip protocols

Bouting Protocol is "rip"

Sending updates every 30 seconds, next due in & seconds
Invalid after 180 seconds, hold down 180, flushed after Z40
Cutgoing update £ilter list for 211 interfaces is not set
Incoming update £ilter list for 21l interfaces is not set
Redistributing: rip

Default wersion control: send wersion 2, receiwve Z

Interface Send BRecwv Triggered RIPF Eey-chain
Serialds1ls0 Z Z
Serizl0s0/0 Z Z
Serizl0s1ls1 Z Z
Zutomatic network summarization is not in ef

Maximim path: 4

Routing for MNetworks:
172.25.0.0

Passiwve Interface(s):
GigakitEthernet0/0

Bouting Information Sources:

Fateway Distance Last Update
172 _2Z5_€.5 1z0 00:-00:00
Distanece: (default is 120)

Rnuterﬂ




B Medellin 2 =

Physical Config CLI Attributes

105 Command Line Interface

Bouterren

Bouterfshow ip protocols

Fouting Protocol is "rip"

Sending updates every 30 seconds, next due in 3 seconds
Invalid after 180 seconds, hold down 180, £flushed after Z40
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip

Default wersion control: send wversion Z, receive 2

Interface Send BRecv Triggered RIF Eey-chain
Serial0s0/0 2 2
SeriallsOf1 2 2

butomatic network summarization is not in effect
Maximum path: 4
Bouting for Metworks:

172.25%.0.0

Pagsive Interface(s):
GigabitEthernetd/s0

Bouting Information Sources:
Cateway Distance Last Update
172.2%. 6.1 120 00:00:08
172.2%. 6.8 120 00:00:20

Distance: {(default is 120)

Router#

Ly Medellin 1

Physical Config CLI Attributes

105 Command Line Interface

HOUCEL e

Boutergshow ip protocols

Routing Protocol is "rip"

Sending updates every 30 seconds, next due in 10 seconds
Inwvalid after 180 seconds, hold down 180, £lushed after 240
Cutgoing update £ilter list for all interfaces is not set
Incoming update f£ilter list for all interfaces is not set
Bedistributing: rip

Default wersion control: send wersiomn 2, receive 2

Interface Send Recwv Triggered RIF Eey-chain
Seriald/1/1 2 Z
Seriald/0,/0 2 Z
Seriald/0/1 zZ z
Seriald/1/0 2 2

Zutomatic network summarizastion is not in effect
Maximim path: 4
Routing for Networks:
17Z2.25.0.0
20%.17_.220.0
Passive Interface(s):
Bouting Information Sources:

Fateway Distance Last Update
172 . Z9_.6_.2 120 00:-00:-04
Distance: (default is 120)

Rnuterﬂ




Parte 5: Configurar encapsulamiento y autenticacion PPP.

a. Segun la topologia se requiere que el enlace Medellinl con ISP sea configurado
con autenticacion PAT.

Medellin 1

En

Conft

s0/1/0

ip nat inside

IPS

En

Conft
s0/1/0

ip nat inside

b. El enlace Bogotal con ISP se debe configurar con autenticacion CHAT.

Bogota 1

En
Conft
int s0/1/1

encapsulation ppp

ppp authentication chap

ISP

En
Conft
int s0/1/1

encapsulation ppp

ppp authentication chap



Parte 6: Configuracién de PAT.

a. En la topologia, si se activa NAT en cada equipo de salida (Bogotal y
Medellinl), los routers internos de una ciudad no podran llegar hasta los routers
internos en el otro extremo, sélo existira comunicacién hasta los routers Bogotal,
ISP y Medellinl.

b. Después de verificar lo indicado en el paso anterior proceda a configurar el NAT
en el router Medellinl. Compruebe que la traduccion de direcciones indique las
interfaces de entrada y de salida. Al realizar una prueba de ping, la direccién debe
ser traducida automaticamente a la direccion de la interfaz serial 0/1/0 del router
Medellinl, como diferente puerto.

c. Proceda a configurar el NAT en el router Bogotal. Compruebe que la traduccion
de direcciones indique las interfaces de entrada y de salida. Al realizar una prueba
de ping, la direccion debe ser traducida automaticamente a la direccion de la
interfaz serial 0/1/0 del router Bogotal, cémo diferente puerto.

Parte 7: Configuracion del servicio DHCP.
a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser el
servidor DHCP para ambas redes Lan.

ip dhcp pool LANMEDELLIN2

network 172.29.4.0 255.255.255.128
default-router 172.29.4.1

dns-server 8.8.8.8

ip dhcp pool LANMEDELLIN3

network 172.29.4.128 255.255.255.128
default-router 172.29.4.129

dns-server 8.8.8.8

b. El router Medellin3 debera habilitar el paso de los mensajes broadcast hacia la
IP del router Medellin2.

interface GigabitEthernet0/0
ip address 172.29.4.129 255.255.255.128
ip helper-address 172.29.6.5

c. Configurar la red Bogota2 y Bogota3 donde el router Medellin2 debe ser el
servidor DHCP para ambas redes Lan.

ip dhcp pool BOGOTAL

network 172.29.0.0 255.255.255.0
default-router 172.29.0.1
dns-server 8.8.8.8

ip dhcp pool BOGOTA2

network 172.29.1.0 255.255.255.0



default-router 172.29.1.1
dns-server 8.8.8.8

d. Configure el router Bogotal para que habilite el paso de los mensajes
Broadcast hacia la IP del router Bogota2.

interface Serial0/0/1

ip address 172.29.3.9 255.255.255.252

ip helper-address 172.29.6.2

EStenano 2

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Miami, Bogota y Buenos Aires, en donde el estudiante sera el
administrador de la red, el cual deber& configurar e interconectar entre si cada uno
de los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas
aspectos que forman parte de la topologia de red.

l t t VLAN Direccionamiento Nombre

nterne 30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo

209.165.200.230 200 192.168.200.0/24 Mantenimiento

172.31.21.0/30

S0/0

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

Buenos Aires

192.168.99.3



1. Configurar el direccionamiento IP acorde con la topologia de red para cada
uno de los dispositivos que forman parte del escenario

Mascara de Gateway
Dispositivo Interfaz Direccion IP subred predeterminad
0
R1 (BOGOTA)| S0/0/0 (DCE)| 172.31.21.1 255.255.255.25 [ N/A
2
GO0/0 192.168.13.1 | 255.255.255.25| N/A
2
R2 (MIAMI) GO0/0 209.165.200.22 [ 255.255.255.24 [ N/A
5 8
GO0/1 10.10.10.1 255.255.255.0 [ N/A
S0/0/0 (DCE)| 172.31.23.1 255.255.255.25 [ N/A
2
S0/0/1 172.31.21.2 255.255.255.25 [ N/A
2
R3 (B/AIRES) | S0/0/1 172.31.23.2 255.255.255.25 [ N/A
2
Lo4 192.168.4.1 255.255.255.0 | N/A
Lo5 192.168.5.1 255.255.255.0 | N/A
Lo6 192.168.6.1 255.255.255.0 [ N/A
Internet PC NIC 209.165.200.23 | 255.255.255.24 | 209.165.200.22
0 8 5
Web Server [Fa0 10.10.10.10 255.255.255.0 | 10.10.10.1
PC-A FO/1 DHCP DHCP DHCP
PC-C FO/1 DHCP DHCP DHCP

¥ Internet PC

Physical

Config

Desktop

Programming

Attributes

DHCP

IP Address

[P Configuration

IF Configuration

Subnet Mask
Default Gateway

DMS Server

@ Static

209,165,200, 230

255.255.255.248

209,165,200,225




R1 bogota

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname bogota

bogota(config)#int s0/0/0

bogota(config-if)#ip add 172.31.21.1 255.255.255.252
bogota(config-if)#clock rate 64000

bogota(config-if)#no s

bogota(config-if)#no shu

bogota(config-if)#no shutdown
R2 miami

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname miami

miami(config)#int g0/1

miami(config-if)#ip add 10.10.10.10 255.255.255.0
miami(config-if)#no shut

miami(config-if)#int s0/0/0

miami(config-if)#ip add 172.31.23.1 255.255.255.252
miami(config-if)#clock rate 64000

miami(config-if)#no shutdown

miami(config-if)#int s0/0/1

miami(config-if)#ip add 172.31.21.2 255.255.255.252
miami(config-if)#no shutdown

miami(config-if)#ip add 209.165.200.225 255.255.255.248
miami(config-if)#no shutdown

R3 buenos aires

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname buenosaires
buenosaires(config)#int loop4

buenosaires(config-if)#ip add 192.168.4.1 255.255.255.0
buenosaires(config-if)#no shu

buenosaires(config-ify#no shutdown
buenosaires(config-if)#int loop5

buenosaires(config-if)#

buenosaires(config-if)#ip add 192.168.5.1 255.255.255.0



buenosaires(config-if)#no shutdown
buenosaires(config-if)#int loop6

buenosaires(config-if)#ip add 192.168.6.1 255.255.255.0
buenosaires(config-if)y#no shutdown
buenosaires(config-if)#int s0/0/1

buenosaires(config-if)#ip add 172.31.23.2 255.255.255.252
buenosaires(config-if)#no shutdown

2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes
criterios:

OSPFv2 area 0

Configuration Item or Task Specification
Router ID R1 1111
Router ID R2
5.5.5.5
Router ID R3
8.8.8.8

Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para enlaces
seriales en 256 Kb/s

Ajustar el costo en la métrica de S0/0 a 9500

CONFIGURACION OSPF V2

R1 bogota

bogota>en

bogota#conf t

Enter configuration commands, one per line. End with CNTL/Z.
bogota(config)#router ospf 1

bogota(config-router)#router-id 1.1.1.1
bogota(config-router)#network 192.168.99.0 0.0.0.255 area 0
bogota(config-router)#network 172.31.21.0 0.0.0.3 area 0
bogota(config-router)#passive-interface gio/0
bogota(config-router)#int s0/0/0

bogota(config-ify#bandwidth 128

bogota(config-if)#ip ospf cost 7500

bogota(config-if)#int s0/0/1

bogota(config-if)#bandwidth 128

bogota(config-if)#

R2 miami




miami>en

miami#conf t

Enter configuration commands, one per line. End with CNTL/Z.
miami(config)#router ospf 1

miami(config-router)#router-id 2.2.2.2
miami(config-router)#network 209.165.200.224 0.0.0.7 area 0
miami(config-router)#network 172.31.21.0 0.0.0.3 area O
miami(config-router)#network 10.10.10.10 0.0.0.3 area 0
miami(config-router)#passive-interface gi0/0
miami(config-router)#int s0/0/0

miami(config-ify#bandwidth 128

miami(config-if)#ip ospf cost 7500

miami(config-if)#int sO/0/1

miami(config-if)#bandwidth 128

miami(config-if)#

R3 buenos aires

buenosaires>en

buenosaires#conf t

buenosaires(config)#router ospf 1
buenosaires(config-router)#router-id 3.3.3.3
buenosaires(config-router)#network 172.31.23.0 0.0.0.3 area 0
buenosaires(config-router)#network 192.168.4.0 0.0.0.255 area 0
buenosaires(config-router)#network 192.168.5.0 0.0.0.255 area O
buenosaires(config-router)#network 192.168.6.0 0.0.0.255 area 0
buenosaires(config-router)#int s0/0/0
buenosaires(config-ify#bandwidth 128

buenosaires(config-if)#ip ospf cost 7500
buenosaires(config-if)#int sO/0/1
buenosaires(config-if)#bandwidth 128
buenosaires(config-if)#router ospf 1

Configuracion web Server

[P Configuration

IP Configuration

DHCP @ Static

IP Address 10.10.10.10

Subnet Mask 255,2550.255.0

Default Gateway 10.10.10.1



Verificar informaciéon de OSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

miami#sh ip route
£ Buenos aires =

Physical | Config | CLI

105 Command Line Interface

i
Routing Information Sources:
Cateway Distance Last Update
3.3.3.3 110 00:03:52
Distance: (default is 110)

g buencsaires§SH IP ROUTE

L Codes: L - local, € - connected, 5 - static, B - RIP, M - mobile, B - BEP

r - EIGRP, EX - EIGRP externzsl, O - OQSPF, IZ - OSEF inter area

N1 - OQSEF NS55R external type 1, N2 - O5SPF HS5R externzl type 2

El - OSPF external type 1, EZ - OS5EF externzl type 2, E - EGP

i - I5-I5, L1 - I5-I5 lewel-1l, LZ - IS5-IS5 level-Z, ia — I5-I5 inter are
* — pandidate default, U - per-user static route, o — CDR

P - periocdic downloaded static route

GCateway of last resort is not set

172.31.0.0/1¢ i3 verizsbly subnetted, Z subnets, Z masks
cC 172.31.23.0/30 is directly connected, Serisl0/0/1
L 172.31.23.2/32 is directly connected, Serisl0/0/1

132 .158.4.0/24 is warisbkly subnetted, Z subnets, Z masks
cC 152.168.4.0/24 is directly connected, Loopbackd
L 152.168.4.1/32 is directly connected, Loopbackd

132 _.168.5.0/24 is warisbkly subnetted, Z subnets, Z masks
cC 152.168.5.0/24 is directly connected, LoopbackSs
L 152.168.5.1/32 is directly connected, LoopbackSs

132 .168.6.0/24 is warisbkly subnetted, Z subnets, Z masks
cC 152.168.6.0/24 is directly connected, Loopbacke

L 152.168.6.1/32 is directly connected, Loopbacke
buencsairesﬂ




2 Bogota = =
Physical = Config | CLI

105 Command Line Interface

Routing Information Sources:
Gateway Distance Last Update
1.1.1.1 110 00:03:15
Distance: (default is 110)

bogotafsh ip route
Codes: L - loczl, C - connected, 5 - static, R - RIP, M - mobkile, B - BGF
D - EIGREF, EX - EIGRP externzl, O - O5FPF, IA - OSPF inter area
N1 - OS5PF NSS5R external type 1, NZ — OSPF NS55R external type 2
El - OS5PF externzl type 1, EZ - O5PF external type 2, E - EGP
i - I5-I5, L1 - I5-I5 lewvel-1l, LZ - I5-I5 lewvel-2Z, ia - IS-I5 inter area
* - candidate default, U - per-user static route, o - ODR
P - periocdic downloaded static route

GFateway of last resort is not set

172.16.0.0/1¢ is warisbly subnetted, 8 subnets, 2 masks

c 172.16.20.0/24 is directly connected, GigabitEthernet0/0.30

L 172.16.30.1/32 is directly connected, GigabitEthernet0/0.30

c 172.18.40.0/24 is directly connected, GigasbkitEthernet0/0.40

L 172.16.40.1/32 is directly connected, GigabitEthernet0/0.40

c 172.16.150.0/24 is directly connected, GigabitEthernet0/0.150

L 172.16.150.1/32 is directly connected, GigabitEthernet0/0.150

c 172.16.200.0/24 is directly connected, GigabitEthernet0/0.200

L 172.18.200.1/3Z is directly connected, GigabitEthernet0/0.Z00
172.21.0.0/1¢ is wvarizsbly subnetted, 2 subnets, 2 masks

c 172.31.21.0/30 is directly connected, Serial0/0/0

L 172.31.21.1/32 is directly connected, Seri=ald/0/0

bogotad

2 Miami -

Physical | Config | CLI

105 Command Line Interface

10.10.10.8 0.0.0.3 area 0
Passive Interface(s):
GigabitEthernetl/0
Bouting Information Sources:
Gateway Distance Last Update
2.2.2.2 110 00:0Z2:14
Distance: (default is 110}

miami§SH IF ROUTE
Codes: L - locel, C© - comnected, § - static, R - RIPF, M - mokile, B - EGP
D - EIGRE, EX - EIGRP extermnal, O - O5PF, IR - OS5PF inter ares
N1 - OSPEF NSSL externz]l type 1, N2 - OSDF NSSR extarnal type 2
El - OSPF external type 1, EZ - OSPF external type Z, E - EGP
i - Is-I5, L1 - IS-I5 level-1, L:Z - I5-I5 level-Z, iz - I5-I5 inter aresz
* — pandidate defsult, U - per-user static route, o — CODR
P - periocdic downloaded static route

Gateway of last resort is not set

10.0.0.0/8 is wariakly subnetted, Z subnets, Z masks

c 10.10.10.0/24 is directly connected, GigabitEthernetd/1
L 10.10.10.10/32 is directly connected, GigsbitEthernetl/1
172.31.0.0/1%6 is wvarisbly subnetted, Z subnets, Z masks

c 172.31.23.0/30 is directly connected, Serizl0/0/0

L 172.31.223.1/32 is directly connected, Serizsl0/0/0
203_165.200.0/24 is wariably subnetted, Z subnets, Z masks

c 205.165.200.224/29 is directly connected, Serizl0/0/1

L 205_.165_200.225/32 is directly connected, Serizl0/ 071

mi zmi &




Visualizar lista resumida de interfaces por OSPF en donde se ilustre el
costo de cada interface

show ip ospf interface

-
s ® Router! = 2 °
T Physical | Config = CLI
=" 2EE Ao 0 0|m
Logical [Root] 10S Command Line Interface e i
e | F = -
] bogotatshow ip ps
AN | W=
PC bogotagshow ip ospf in
PC2 bogotagshow ip ospf interface
Serial0/0/0 is up, line protocel is up
Internet address is 172.31.21.1/30, Area 0
Process ID 1, Rouser ID 1.1.1.1, Nevwork Type BOINT-TO-BOINT, Cost:
7500
Transmit Delay is 1 sec, State BOINI-TO-BOINT, Priority O
— ~ No designated router on this network
L No backup designated router on this network
a1 Timer intervals configured, Hello 10, Dead 40, Wait 40, Revransmit §
Roffter1 Hello due in 00:00:02
Index 1/1, flood queue length 0
® Routerd - ==
Last flood scan length is 1, maximm is 1
Physical | Config | CLI S e e N
10S: Coffimand. LIfg Thta Suppress hello for 0 neighbor(s) T ]
pesesaiexts Command Line Interface L]
miemi>show ip ospf inverface
v ~
Serial0/0/1 is up, line protocol is up oL, 1s:up
Internet address is 209.165.200.225/29, Area 0 Copy Paste 3.2/30, Area O
Process ID 1, Router ID 2 2.2, Network Type P( 3.3, Network Type POINT-TO-POINT, Cost: 781
Transmit Delay is 1 sec, State POINT-TO-POINT, jte POINT-TO-POINT, Priority O
No designated router on this network network
No backup designated router on chis metwork Wo backup Zouter on this network
e e b B e iRt Timer intervals configured, Hello 10, Dead 40, Wait 40, Revransmit §
oTeh Hello due in 00:00:07
Index 1/1, flood queus length 0 Index 1/1, £lood queue length 0
S S S Next 0x0(0)/0x0(0)
Tt Pl s use Tov R Last flood scan length is 1, maximm is 1
Fore i s v SR s Last flood scan vime is 0 msec, maximm is 0 msec
< Suppress hello for 0 neighbor (%) Suppress hello for 0 neighbor(s)
Wi GigabitEthernet0/1 is up, line protocel is up Tocebacks 1s.up; lineiprotocoliis up
B s e Internst sddress is 192.163.4.1/24, Area 0
SN IDin. Bsieo¥DiT B3 Mete ok Tooe SHOMDCASE, (CaReE 1 o Process ID 1, Router ID 3.3.3.3, Nacwork Type LOOPBACK, Cost: 1
Trdnduie Datag CaiT ndal cedis Th elsiatyis 71| @ [scenario ¢ Loopback interface is treated as a stub Host
Designated Router (ID) 2.2.2.2, Interface addzess 10.10.10.10 Loopbacks is up, line protocol is u
il | R e New || | “tncesnet addzess is 152.160.5.1/24, Area 0
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5 Process ID 1, Router ID 3.3.3.3, Network Type LOOPBACK, Cost: 1
15 s oot tes Toggle PDU List Loopback interface is treated as a stub Host
~More-— ~-Mo: v

L

Visualizar el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada router.

show ip protocols

bogotarshow ip protocols

Routing Protocol is “"ospf 1%
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 1.1.1.1
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:
132.168.33.0 0.0.0.255 area 0
172.31.21.0 0.0.0.3 area 0
DPassive Interface(s):

GigabitEthernet0/0

Routing Information Sources:
Gateway Distance Last Update
1.1.1.1 110 00:27:08

Distance: (default is 110)
smm s Suuw i

miami¥»show ip protocols

Routing Protocol is "ospf 1™
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 2.2.Z2.Z2
Humber of areas in this router is 1. 1 normzl 0 stub 0 nssa
Maximuim path: 4
Routing for Networks:
209.165.200.224 0.0.0.7 area 0
172.31.21.0 0.0.0.3 area O
10.10.10.8 0.0.0.3 area O
Passive Interface(s):

GigabitEthernet0/s0

Routing Information Sources:
Gateway Distance Last Update
2.z.2.2 110 00:25:586

Distance: (default is 110)




buenosaires*show ip protocols

Routing Protocol is "ospf 1™
Cutgoing update f£ilter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 3.3.3.3
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:
172.31.23.0 0.0.0.3 =srea 0
132.1658.4.0 0.0.0.255 area 0
152.168.5.0 0.0.0.255 area 0
13Z.168.6.0 0.0.0.255 area 0
Bouting Information Sources:
Gateway Distance Last Update
3.3.3.3 110 00:24:08
Distance: (default is 110)

3. Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de
red establecida.

Crear vlans S1

S1>en

Si1#conf t

S1(config)#vlan 30
S1(config-vlan)#name administracion
S1(config-vlan)#vlan 40
S1(config-vlan)#name mercadeo
S1(config-vlan)#vlan 200
S1(config-vlan)#name mantenimiento

Creacion vlans S3

S3>en

S3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#vlan 30

S3(config-vlan)#name administracion

S3(config-vlan)#vlan 40

S3(config-vlan)#name mercadeo

S3(config-vlan)#vlan 200

S3(config-vlan)#name mantenimiento

Puertos de acceso
S1>en
Sl#conft
S1(config)#int fa0/1
S1(config-if)#switchport mode access
S1(config-if)#switchport access vilan 30

S3>en

S3#conf t

S3(config)#int fa0/1
S3(config-if)#switchport mode access
S3(config-if)#switchport access vlan 40



Configuracion en R1 bogota
bogota>en
bogota#conf t
Enter configuration commands, one per line. End with CNTL/Z.
bogota(config)#interface g0/0.30
bogota(config-subif)#description administracion
bogota(config-subif)#encapsulation dotlq 30
bogota(config-subif)#ip add 172.16.30.1 255.255.255.0
bogota(config-subif)#interface g0/0.40
bogota(config-subif)#description dotlq 40
bogota(config-subif)#encapsulation dotlq 40
bogota(config-subif)#ip add 172.16.40.1 255.255.255.0
bogota(config-subif)#interface g0/0.200
bogota(config-subif)#description dotlqg 200
bogota(config-subif)#encapsulation dotlq 200
bogota(config-subif)#ip add 172.16.200.1 255.255.255.0
bogota(config-subif)#no shutdown

4. En el Switch 3 deshabilitar DNS lookup
S3(config-vlan)#no ip domain-lookup
5. Asignar direcciones IP a los Switches acorde a los lineamientos.

Configuracién S1

S1(config)#int vlian 99
S1(config-if)#ip add 192.168.99.2 255.255.255.0

S1(config-if)#no sh

Configuracién S3

S3(config)#int vlan 99

S3(config-if)#ip add 192.168.99.3 255.255.255.0
S3(config-if)#no sh



6. Desactivar todas las interfaces que no sean utilizadas en el esquema de
red.

Configuracion S1

S1(config)#int range fa0/2-23
S1(config-if-range)#sh

Configuracién S3

S3(config)#int range fa0/2-24
S3(config-if-range)#sh

7. Implement DHCP and NAT for IPv4
8. Configurar R1 como servidor DHCP para las VLANs 30 y 40.

9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estaticas.

Name: ADMINISTRACION
Configurar DHCP pool para VLAN | DNS-Server: 10.10.10.11
30 Domain-Name: ccna-unad.com
Establecer default gateway.

Name: MERCADEO
Configurar DHCP pool para DNS-Server: 10.10.10.11
VLAN 40 Domain-Name: ccna-unad.com

Establecer default gateway.

Direcciones excluidas DHCP

bogota>en

bogota#conf t

bogota(config)#ip dhcp exc

bogota(config)#ip dhcp excluded-address 192.168.30.2 192.168.30.32
bogota(config)#ip dhcp excluded-address 192.168.40.2 192.168.40.32

DHCP POOL

bogota(dhcp-config)#ip dhcp pool administracion
bogota(dhcp-config)#dns-server 10.10.10.11
bogota(dhcp-config)#default-router 172.31.30.1
bogota(config)#ip dhcp pool mercadeo
bogota(dhcp-config)#dns-server 10.10.10.11
bogota(dhcp-config)#default-router 172.31.40.1




10. Configurar NAT en R2 para permitir que los host puedan salir a internet

miami(config)#ip access-list extended administracion
miami(config-ext-nacl)#remark permit local lan to use nat
miami(config-ext-nacl)#permit ip 192.168.30.0 0.0.0.255 any
miami(config-ext-nacl)#permit ip 192.168.40.0 0.0.0.255 any
miami(config-ext-nacl)#ex

miami(config)#ip nat pool miami-local 209.165.200.255 209.168.200.228 netmask
255.255.255.248

miami(config)#ip nat inside source list administracion pool miami-pool
miami(config)#int 100

miami(config-if)#ip nat inside

miami(config-if)#int sO/0/1

miami(config-if)#ip nat outside

miami(config-if)#

11. Configurar al menos dos listas de acceso de tipo estandar a su criterio en
para restringir o permitir trafico desde R1 o R3 hacia R2.

miami(config)#access-list 1 per
miami(config)#access-list 1 permit 192.168.99.0 0.0.0.255
miami(config)#access-list 2 deny 192.168.30.0 0.0.0.255

12. Configurar al menos dos listas de acceso de tipo extendido o nombradas a
Su criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

miami(config)#access-list 100 permit ip 192.168.4.0 0.0.0.255 any
miami(config)#access-list 100 deny ip 192.168.5.0 0.0.0.255 any
miami(config)#

13. Verificar procesos de comunicacion y redireccionamiento de trafico en los
routers mediante el uso de Ping y Traceroute.



ket Tracer PC Command Line 1.0
4.1

4.1 with 3

out.
out .
out.
out

Ping statistics

Packets:
BC»tracert
Tracing route to 4.1 o maximam 0 hops:

gquest timed out.

quest timed out.
gquest timed out.

bogotaren

bogotagtraceroute Z09_165_200_255
Type escape Sequence to abort.
Tracing the route to 209_.165_Z200_.2Z55

1 w* - -

2 " -

3 - - e

4 - - e
w*

I



CONCLUSIONES

Se colocé en préctica los diferentes protocolos de routing disponibles para
cada una de las necesidades de la red

Mediante la configuracién de las listas de acceso, permite o deniega el
acceso de hosts a algunos recursos ofrecidos en red.

Se logré una satisfactoria conexion, configuracién y simulacion de los
dispositivos de las redes en los correspondientes casos de estudio.

Se entendio los pasos basicos para la configuracion de un dispositivo de
red, en estos se debe hacer un aseguramiento del equipo con el fin de
garantizar un minimo de seguridad sobre el acceso a la red.
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