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GLOSARIO

BROADCAST: emision colectiva de informacién, envio de paquetes de datos en la red.

DHCP: es un protocol de configuracion dindmica de un host, el cual mejor el
direccionamiento IP.

ENRUTAMIENTO: labor de buscar un camino adecuado para cumplir adecuadamente
el intercambio de paquetes.

ISP: proveedor de servicios de internet.
LAN: red pequefa que interconecta varios ordenadores.

NAT: traduccién de direcciones de red, que permite que las redes se conecten a internet
con una sola direccion IP.

PAT: traduce conexiones TCP y UDP, permitiendo que varios ordenadores utilicen una
sola direccion IP.

PING: herramienta para diagnéstico en redes para comprobar la comunicacion con otros
equipos.

PROTOCOLO RIP: protocolo de puerta de enlace interna, que usan los routers para
cambiar o compartir informacion.

ROUTER: enrutador de redes que admite interconectar ordenadores, estableciendo la
ruta de los paquetes.

SHOW IP ROUTE: es un comando utilizado para mostrar las rutas IP.

TRACEROUTE: es un comando utilizado para precisar la ruta de los paquetes de datos.
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RESUMEN

A través del desarrollo de esta actividad de prueba de habilidades para el diplomado de
Profundizacion Cisco, se da soluciébn a dos problemas relacionados con figuras de
Networking; mediante la configuracion de los dispositivos y uso de comandos como son

show ip route, ping, traceroute, PAT, NAT, encapsulamiento y autenticacion CHAT
entre otros.

PALABRAS CLAVE: router, configuracion, RIP, serial, autenticacion.
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ABSTRACT

Through the development of this skill test activity for the Cisco Deepening Diploma,
a solution is given to two problems related to Networking figures; by configuring the
devices and using commands such as show ip route, ping, traceroute, PAT, NAT,
encapsulation and CHAT authentication among others.

KEYWORDS: router, configuration, RIP, serial, authentication.
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INTRODUCCION

La presente actividad trata de dos escenarios en donde ponemos a prueba y en
practica los conocimientos adquiridos a través del Diplomado de Profundizacion
Cisco; en donde se han manejado diversas herramientas en Cisco Packet Tracer;
en donde podemos crear, evaluar y simular un montaje de red; complementando
de esta forma los conceptos tecnoldgicos impartidos en la Universidad Nacional

Abierta y a Distancia y también en la plataforma Networking Academy.

Todo lo que se ha trabajado durante el curso es de gran importancia para la
profesion en Ingenieria de Sistemas; debido a que nos fortalece en el campo de
las redes y su disefo; validando el comportamiento de los dispositivos que

conforman la red.

10
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OBJETIVOS

OBJETIVO GENERAL
Colocar en practica los conocimientos adquiridos a través del curso de

Profundizacién en Cisco, dando la solucién a los dos escenarios propuestos para
la actividad de prueba de habilidades.

OBJETIVOS ESPECIFICOS
e Desarrollar la conexion fisica de cada una de las topologias.
[ Configurar el direccionamiento IP.
e Realizar la configuracion de los enrutamientos de la red.

[0 Verificar las tablas de enrutamiento.

11
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»
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DESARROLLO DE LA ACTIVIDAD

ESCENARIO 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin,
en donde el estudiante sera el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos
de enrutamiento y demas aspectos que forman parte de la topologia de red.

Topologia de red

Este escenario plantea el uso de RIP como protocolo de enrutamiento,
considerando que se tendran rutas por defecto redistribuidas; asimismo, habilitar
el encapsulamiento PPP y su autenticacion.

12
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Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red
LAN y a los routers 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.

Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.

Desarrollo

Como trabajo inicial se debe realizar lo siguiente.

. Realizar las rutinas de diagndstico y dejar los equipos listos para su
configuracién (asignar nombres de equipos, asignar claves de seguridad, etc).
. Realizar la conexidn fisica de los equipos con base en la topologia de red

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.

Dispositivo | Interfaz Direccionamiento | Mascara Gateway
predeterminado
Se0/1/0 209.17.220.6 255.255.255.252
Bogota_1 Se0/0/1 172.29.3.9 255.255.255.252
Se0/0/0 172.29.3.5 255.255.255.252
Se0/1/1 172.29.3.1 255.255.255.252
Se0/1/0 172.29.3.2 255.255.255.252
Se0/1/1 172.29.3.6 255.255.255.252
Bogota_ 2 ["sep/0/0 | 172.29.3.14 255.255.255.252
Gig0/0 172.29.0.1 255.255.255.0
PC-B2 172.29.0.2 255.255.255.0 172.29.0.1
Se0/1/1 172.29.3.10 255.255.255.252
Bogota_3 Se0/1/0 172.29.3.13 255.255.255.252
Gig0/0 172.29.1.1 255.255.255.0
PC-B3 172.29.1.2 255.255.255.0 172.29.1.1
Se0/1/0 172.29.6.2 255.255.255.252
Medellin_1 | Se0/0/0 172.29.6.10 255.255.255.252
Se0/0/1 209.17.220.1 255.255.255.252
Se0/1/1 172.29.6.14 255.255.255.252
Se0/1/1 172.29.6.1 255.255.255.252

13
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Medellin_2 [Se0/1/0 |172.29.65 255.255.255.252
Gig0/0 172.29.4.1 255.255.255.128
PC-M2 | 172.29.4.2 255.255.255.128 | 172.29.4.1
Gig0/0 172.29.4.129 255.255.255.128
Se0/1/0 | 172.29.6.6 255.255.255.252
Medellin_3 "Seo/0/0 | 172.29.6.9 255.255.255.252
Se0/1/1 | 172.29.6.13 255.255.255.252
PC-M3 | 172.29.4.130 255.255.255.128 | 172.29.4.129
ISP Se0/1/0 | 209.17.220.2 255.255.255.252
Se0/1/1 | 209.17.220.5 255.255.255.252

Contrasefias para todos los Router es cisco y class

Medellin_1
Router>enable

Router#configure terminal
Router(config)#hostname Medellin_1
Medellin_1(config)#banner motd “Unauthorized access prohibited”

Medellin_1(config)#enable secret class
Medellin_1(config)#line vty 0 4
Medellin_1(config-line)#password cisco
Medellin_1(config-line)#login
Medellin_1(config-line)#exit
Medellin_1(config)#line console O
Medellin_1(config-line)#password cisco
Medellin_1(config-line)#login
Medellin_1(config-line)#exit

Medellin_1(config)#service password-encryption

14
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Medellin_1(config)#interface serial0/1/0
Medellin_1(config-if)#ip address 172.29.6.2 255.255.255.252
Medellin_1(config-if)#no shutdown

Medellin_1(config)#interface serial0/0/0

Medellin_1(config-if)#ip address 172.29.6.10 255.255.255.252
Medellin_1(config-if)#no shutdown

Medellin_1(config-if)#inter serial0/0/0
Medellin_1(config-if)#exit
Medellin_1(config)#interface serial0/0/1

Medellin_1(config-if)#ip address 209.17.220.1 255.255.255.252
Medellin_1(config-if)#no shutdown

Medellin_1(config)#inter serial0/1/1

Medellin_1(config-if)#ip address 172.29.6.14 255.255.255.252
Medellin_1(config-ify#no shutdown

Medellin_1(config-if)#exit

Medellin_2

Router>enable

Router#configure terminal

Router(config)#hostname Medellin_2
Medellin_2(config)#enable Medellin_2
Medellin_2(config)#interface gigabitEthernet 0/0
Medellin_2(config-if)#ip address 172.29.4.1 255.255.255.128
Medellin_2(config-if)#no shutdown

Medellin_2(config-if)#exit

Medellin_2(config)#interface serial0/1/1
Medellin_2(config-if)#ip address 172.29.6.1 255.255.255.252

15
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Medellin_2(config-if)#no shutdown

Medellin_2(config-if)#

Medellin_2(config-if)#exit

Medellin_2(config)#interface serial0/1/0
Medellin_2(config-if)#ip address 172.29.6.5 255.255.255.252
Medellin_2(config-if)#no shutdown

Medellin_2(config-if)#exit

Medellin_2(config)#banner motd “Unauthorized access prohibited”
Medellin_2(config)#line vty 0 4
Medellin_2(config-line)#password cisco
Medellin_2(config-line)#login

Medellin_2(config-line)#exit

Medellin_2(config)#line console 0
Medellin_2(config-line)#password cisco
Medellin_2(config-line)#login

Medellin_2(config)#service password-encryption

Medellin_2(config)#exit

Medellin_3

Router>enable

Router#configure terminal
Router(config)#hostname Medellin_3
Medellin_3(config)#enable secret class

Medellin_3(config)#interface GigabitEthernet0/0

16
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Medellin_3(config-if)#ip address 172.29.4.129 255.255.255.128
Medellin_3(config-if)y#no shutdown

Medellin_3(config-if)#exit

Medellin_3(config)#interface serial0/1/0

Medellin_3(config-if)#ip address 172.29.6.6 255.255.255.252
Medellin_3(config-if)y#no shutdown

Medellin_3(config-if)#exit

Medellin_3(config)#interface serial0/0/0
Medellin_3(config-if)#ip address 172.29.6.9 255.255.255.252
Medellin_3(config-if)y#no shutdown
Medellin_3(config)#interface ser0/1/1

Medellin_3(config-if)#ip address 172.29.6.13 255.255.255.252
Medellin_3(config-if)#no shutdown

Medellin_3(config-if)#exit

Medellin_3(config)#banner motd “Unauthorized access prohibited”

Medellin_3(config)#line vty 0 4
Medellin_3(config-line)#password cisco
Medellin_3(config-line)#login
Medellin_3(config-line)#exit
Medellin_3(config)#line console 0
Medellin_3(config-line)#password cisco
Medellin_3(config-line)#login

Medellin_3(config-line)#exit

Router>enable

Router#configure terminal

17
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Router(config)#hostname ISP

ISP(config)#enable secret class

ISP(config)#banner motd “Unauthorized access prohibited”
ISP(config)#line vty 0 4

ISP(config-line)#password cisco

ISP(config-line)#login

ISP(config)#line console 0

ISP(config-line)#password cisco

ISP(config-line)#login

ISP(config-line)#exit

ISP(config)#service password-encryption
ISP(config)#interface serial 0/1/0

ISP (config-if)#ip address 209.17.220.2 255.255.255.252
ISP(config-if)#no shutdown

ISP(config)#interface serial 0/1/1

ISP(config-if)#ip address 209.17.220.5 255.255.255.252
ISP(config-if)#no shutdown

ISP(config-if)#exit

18
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Bogota_1
Router>enable

Router#configure terminal
Router(config)#hostname Bogota_1
Bogota_1(config)#banner motd “Unauthorized access prohibited”
Bogota_1(config)#enable secret class
Bogota_1(config)#line vty 0 4
Bogota_1(config-line)#password cisco
Bogota_1(config-line)#login

Bogota_1 (config-line)#exit
Bogota_1(config)#line console O
Bogota_1(config-line)#password cisco
Bogota_1(config-line)#login
Bogota_1(config-line)#exit
Bogota_1(config)#service password-encryption
Bogota_1(config)#interface serial 0/1/0

Bogota_1(config-if)#ip address 209.17.220.6 255.255.255.252
Bogota_1(config-if)#no shutdown

Bogota_1(config)#interface serial0/0/1

Bogota_1(config-if)#ip address 172.29.3.9 255.255.255.252
Bogota_1(config-if)#no shutdown

Bogota_1(config)#interface serial0/0/0

Bogota_1(config-if)#ip address 172.29.3.5 255.255.255.252
Bogota_1(config-if)#no shutdown

Bogota_1(config-if)#exit
Bogota_1(config)#interface serial0/1/1

19



Lnrers 033 Nagiosl g DIPLOMADO DE PROFUNDIZACION CISCO
x (DISENO E IMPLEMENTACION DE SOLUCIONES INTEGRADAS LAN / WAN)

Bogota_1(config-if)#ip address 172.29.3.1 255.255.255.252
Bogota_1(config-if)#no shutdown

Bogota_1(config-if)#exit
Bogota_1(config)#exit

Bogota_2
Router>enable

Router#configure terminal

Router(config)#hostname Bogota_2
Bogota_2(config)#banner motd “Unauthorized access prohibited”
Bogota_2(config)#enable secret class
Bogota_2(config)#line vty 0 4
Bogota_2(config-line)#password cisco
Bogota_2(config-line)#login

Bogota_2(config-line)#exit

Bogota_2(config)#line console O
Bogota_2(config-line)#password cisco
Bogota_2(config-line)#login

Bogota_2(config-line)#exit

Bogota_2(config)#service password-encryption
Bogota_2(config)#interface serial0/1/0
Bogota_2(config-if)#ip addres 172.29.3.2 255.255.255.252
Bogota_2(config-if)#no shutdown

Bogota_2(config)#interface serial0/1/1

20
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Bogota_2(config-if)#ip addres 172.29.3.6 255.255.255.252
Bogota_2(config-if)#no shutdown
Bogota_2(config-if)#interface serial0/0/0

Bogota_2(config-if)#ip addres 172.29.3.14 255.255.255.252
Bogota_2(config-if)y#no shutdown

Bogota_2(config-if)#interface GigabitEthernet0/0
Bogota_2(config-if)#ip addres 172.29.0.1 255.255.255.0
Bogota_2(config-if)#no shutdown

Bogota_2(config-if)#exit

Bogota_3

Router>enable

Router#configure terminal

Router(config)#hostname Bogota_3
Bogota_3(config)#enable secret class

Bogota_3(config)#line vty 0 4
Bogota_3(config-line)#password cisco
Bogota_3(config-line)#login

Bogota_3(config-line)#exit

Bogota_3(config)#line console O
Bogota_3(config-line)#password cisco
Bogota_3(config-line)#login

Bogota_3(config-line)#exit

Bogota_3(config)#service password-encryption
Bogota_3(config)#banner motd “Unauthorized access prohibited”
Bogota_3(config)#interface serial 0/1/1
Bogota_3(config-if)#ip address 172.29.3.10 255.255.255.252
Bogota_3(config-if)#no shutdown

21



)

L gac N 'é DIPLOMADO DE PROFUNDIZACION CISCO
e (DISENO E IMPLEMENTACION DE SOLUCIONES INTEGRADAS LAN / WAN)

Bogota_3(config)#interface serial0/1/0

Bogota_3(config-if)#ip address 172.29.3.13 255.255.255.252
Bogota_3(config-if)#no shutdown

Bogota_3(config-if)#exit

Bogota_3(config)#interface GigabitEthernet0/0
Bogota_3(config-if)#ip address 172.29.1.1 255.255.255.0
Bogota_3(config-if)#no shutdown

Bogota_3(config-if)#exit

Topologia

5%
A
2285450
MRS
)
£h
B 1

LephopPT
Legiond

Parte 1: Configuracion del enrutamiento
a. Configurar el enrutamiento en la red usando el protocolo RIP versién 2, declare
la red principal, desactive la sumarizacion automaética.

22
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Medellin_1

Medellin_1(config)#router rip

Medellin_1(config-router)#version 2 [//enrutamiento RIP V2
Medellin_1(config-router)#network 172.29.6.0
Medellin_1(config-router)#network 172.29.6.8
Medellin_1(config-router)#network 172.29.6.12

Medellin_1(config-router)#no auto-summary //idesactivando sumarizacién automatica

Medellin_1(config-router)#passive-interface serial 0/0/1

Medellin_2

Medellin_2(config)#router rip

Medellin_2(config-router)#version 2  [//fenrutamiento RIP V2
Medellin_2(config-router)#network 172.29.6.0
Medellin_2(config-router)#network 172.29.6.4
Medellin_2(config-router)#network 172.29.4.0

Medellin_2(config-router)#no auto-summary //idesactivando sumarizacién automatica

Medellin_2(config-router)#passive-interface gigabitEthernet 0/0

Medellin_3

Medellin_3(config)#router rip
Medellin_3(config-router)#version 2 [//lenrutamiento RIP V2
Medellin_3(config-router)#network 172.29.4.128
Medellin_3(config-router)#network 172.29.6.4
Medellin_3(config-router)#network 172.29.6.8
Medellin_3(config-router)#network 172.29.6.12

23
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Medellin_3(config-router)#no auto-summary //idesactivando sumarizacién automatica

Medellin_3(config-router)#passive-interface GigabitEthernet0/0

Bogota_1

Bogota_1(config)#router rip

Bogota_1(config-router)#version 2 [//enrutamiento RIP V2
Bogota_1(config-router)#network 172.29.3.8
Bogota_1(config-router)#network 172.29.3.4
Bogota_1(config-router)#network 172.29.3.0

Bogota_1(config-router)#no auto-summary /lidesactivando sumarizacién automéatica

Bogota_1(config-router)#passive-interface serial 0/1/0

Bogota_2

Bogota_2(config)#router rip

Bogota_2(config-router)#version 2  ///lenrutamiento RIP V2
Bogota_2(config-router)#no auto-summary //idesactivando sumarizacién automatica
Bogota_2(config-router)#network 172.29.3.0
Bogota_2(config-router)#network 172.29.3.4
Bogota_2(config-router)#network 172.29.3.12
Bogota_2(config-router)#network 172.29.0.0

Bogota_2(config-router)#passive-interface GigabitEthernet0/0
Bogota 3

Bogota_3(config)#router rip

Bogota_3(config-router)#version 2 ///enrutamiento RIP V2
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Bogota_3(config-router)#network 172.29.3.8
Bogota_3(config-router)#network 172.29.3.12
Bogota_3(config-router)#network 172.29.1.0

Bogota_3(config-router)#no auto-summary /lidesactivando sumarizacién automéatica

Bogota_3(config-router)#passive-interface GigabitEthernet0/0

b. Los routers Bogotal y Medellin deberan afiadir a su configuracion de
enrutamiento una ruta por defecto hacia el ISP y, a su vez, redistribuirla
dentro de las publicaciones de RIP.

Medellin_1

Medellin_1(config)#

Medellin_1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.2
Medellin_1(config)#router rip
Medellin_1(config-router)#default-information originate
Medellin_1 config-router)#exit

Bogota_1

Bogota_1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.5
Bogota_1(config)#router rip
Bogota_1(config-router)#default-information originate
Bogota_1(config-router)#exit

C. El router ISP debera tener una ruta estética dirigida hacia cada red
interna de Bogota y Medellin para el caso se sumarizan las subredes de
cada uno a /22.

ISP

ISP(config)#ip route 172.29.0.0 255.255.252.0 209.17.220.6
ISP(config)#ip route 172.29.4.0 255.255.252.0 209.17.220.1
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Parte 2: Tabla de Enrutamiento.

a. Verificar la tabla de enrutamiento en cada uno de los routers para
comprobar las redes y sus rutas.

Medellin_1

Medellin l&sh ip route

Codes: L - local,
I - EIGRE,

C — connected,
EX - EIGRP external,

5 - static,

o - OSEF,

R - RIF, M - mokile, B - BEF
IZ - OS5PF inter area

N1 - OS5PF NSSE external type 1, N2 - O5PF NS5R external type 2

El - OS5PF extermnal type 1, E2 - O5PF external type 2, E — EGP
i - I5-I5, L1 - I5-I5 lewvel-1l, LZ - I5-IS5 level-2, ia - I5-IS5 inter area
* - pandidate default, U - per-user static route, o — CODR
P - periodic downloaded static route

Fateway of last resort is 205_.17.220.2 to network 0.0.0.0

172.2%.0.0/16 is wvariabkbly subnetted, 9% subnets, 3 masks
=) 172.25.4.0/25 [120/1] wia 172.2%.€.1, 00:00:04, Serial0/1/s0
=) 172.25.4.128/725 [120/1] wia 172.25%.€.13, 00:00:05, Serialdys1/1
[120/1] wia 172.2%.6.5%, 00:00:05, Serial0/0/0

c 172.25%_.6.0/30 is directly connected, Seriald/1/0

L 172.25%_.6.2/32 is directly connected, Seriald/1/0

=) 172.25%.6.4/30 [120/1] wia 172.2Z%.€.1, 00:00:04, Serial0/S1s0

[120/1] wia 172.2%.6€.13, 00:00:05, Serial0/1/1
[120/1] wia 172.2%.€.5%, 00:00:05, Seriall/0/0

c 172.25%_.6.8/30 is directly connected, Seriald/0/0

L 172.25%_6.10/32 is directly connected, Serialdsa/0

c 172.25%_.6.12/30 is directly connected, Serialldfs1l/1

L 172.25_6.14/32 is directly connected, Serialldfs1l/1

209%_17.220.0/24 is wariably subnetted, 3 subnets, 2 masks

c 20%_.17_.220.0/30 is directly connected, Serial0y0/1

L 20%.17_.220.1/32 is directly connected, Serial0y/0/1

c 20%_17_.220.2/32 is directly connected, Serial0/0/1

g% 0.0.0.0/0 [1/70] wia 205.17_220.2

Medellin_2
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Medellin 2#¢sh ip route

Codes: L — local, C — connected, 5 — static, B — RIP, M — mokile, B — BEP

o — EIZRP, E¥ — EIZRF external, © — OQ5PF, IZ — OSPF inter area

N1l - OSPF MNS5SS5R external type 1, NZ - 0O5PF MN55L external type 2

El - OS5PF extermnal type 1, E2 — O5PF external type 2, E — EGP

i - I5-I5, L1 - I5-IS5 lewel-1l, LZ — I5-IS5 lewel—-2Z, ia — IS5-I5 inter
area

¥ — pandidate default, U — per-user static route, o — ODR

P — pericdic downloaded static route

FZateway of last resort is 172.25%.6.2 to network 0.0.0.0

172 .25%_0.0/1¢ is wariably subnetted, % subnets, 3 masks

c 172 -4 _0/25 is directly connected, GigabitEthernet0/0

L 172 -4 .1/32 is directly connected, GigabitEthernetl/0

= 172 4 12825 [120/1] wia 172 _25 _€_.€, 00:-00:21, Seriald/s1,s0

c 172 -2 .0/30 is directly connected, Serialds1ls 1

L 172 €.1/32 is directly connected, Serialds1.,1

c 17z -6 .4/30 is directly connected, Serizalo/sls 0

L 17z -8 .5/3232 is directly connected, Serialos1ls 0

=] 172 €.28/30 [120/1] wia 2, 00:00:05, Serialds1l/1
[120/1] =ria .8, 00:00:21, Serialds1/s0

= 172 _25_€_ 1230 [120/1] wia 172 .&8.2, 00:00:05, Serialds1ls 1
[120/1] wia 172 _25_&€.€, 00:00:21, Serialds1s0

=a Q.0.0.0/0 [1l20/1] wia 172.2Z5.€.2Z, 00:00:05, Seriald/s1/1

Medellin_3

Medellin Zg#show ip route
Codes: L - local, C - connected, 5 — static, B — RIP, M — mokile, B - BGEP
D — EIGRP, EX - EIGRF external, O — O5PF, IZ - O5PF inter area
N1 - OS5PF NS55L external type 1, N2 - OS5PF N55L external type 2
El - O5PF external type 1, E2 - O5PF external type 2, E — EGP
i - I5-I5, L1 - I5-I5 lewel-1l, LZ — I5-IS5 lewel-2, ia - I5-I5 inter area
¥ — rcandidate default, U - per-user static route, o — ODR
P - periocdic downloaded static route

Fateway of last resort is 172.25%.¢.14 to network 0.0.0.0

172.25.0.0/16 is wariabkly subnetted, 10 subnets, 3 masks

=) 5.4.0/25 [120/1] wia 172.2%.€.5, 00:00:23, Serial0s1,/0

c 25.4.128/25 is directly connected, GigabitEthernet0/0

L -25.4.12%/32 is directly connected, GigabitEthermnet0/0

=) .25%.€.0/30 [120/1] wia 172.25%.€.14, 00:00:05, Serialdys1l/1
[120/1] wia 172.25%.€.10, 00:00:05, Serialds0/0
[120/1] wia 172.25%.€.5, 00:00:23, Serial0/s1/0

c 172.25_.6.4/30 is directly connected, Seriald/S1/0

L 172.25%.6.6/32 is directly connected, Seriald/1/0

C 172 -E_.8/30 is directly connected, Serial0y/0/0

L 172 €.9/32 is directly connected, Serial0/0/0

c 172 -6.12/30 is directly connected, Seriall0/1/1

L 172.259.6.13/32 is directly connected, Seriald/s1/1

B¥ 0.0.0.0/0 [120/71] 29.6.14, 00:00:058, Seriald/s1lys1

[
=

[120/1] wia 172.25.€.10, 00:00:05, Seriald/0/0

27



Lnrersdad Necoosl

(4 B

DIPLOMADO DE PROFUNDIZACION CISCO
(DISENO E IMPLEMENTACION DE SOLUCIONES INTEGRADAS LAN / WAN)

%

ISP

ISP#sh ip route

Codes: L - local, € - connected, 5 - static, B - RIP, M — mokile, B - BGEP
D - EIGRPF, EX - EIGRP extermal, & - O5PF, IR - OS5PF inter area
N1 - OS5PF NSSER external type 1, N2 - O5PF NS5R external type 2

El - OS5PF extermnal type 1, E2 - OS5PF external type 2, E EGE

i - I5-I5, L1 - I5-I5 lewvel-1l, LZ - I5-IS5 lewvel-2, ia I5-I5 inter area
* - pandidate default, U - per-user static route, o — CODR

P - periodic downloaded static route

Fateway of last resort is not set

172.2%
172
172

20%.17
205
205
z0%
20%
205
205

.0.0/22 is subnetted, 2 subnets

S25%.0.0/22 [1/0] wia 209.17.220.¢
2540722 [1/0] wia 20%.17.220.1
-220.0/24 is wariably subnetted,

J17.220.0/30 is directly connected,
J17.220.1/32 directly connected,
2172202532 directly connected,
17 .220.4,/30 directly connected,
17.220.5/532 directly connected,
17 .220.&6/32 directly connected,

wy o

& subnets, 2 masks
Serialds1ls 0
Seriald/s1ls 0
Seriald/s1ls 0
Seriald/s1ls1
Seriald/s1l/1
Seriald/s1l/S1

is
is
is
is

[F R T ]

is

Bogota_1

Bogota_ l#sh ip route
Codes: L — local, T - connected, S5 static, R — RIF, M - mokile, B - BEF
o — EIGZRP, EX - EIZRP external, O - O5PF, IR - O5PF inter area
H1l — O5PF H552& external type 1, HZ2 - O5PF HNS552 external type 2
El - OSPF external type 1, — Q5PF external type 2, E EZP
i I5-I5, L1 - I5-I5 lewel-l, LZ - I5-I5 lewel—-Z, ia — I5-I5 inter area
¥ — candidate default, U - per-user static route, o — QDR
P — periodic downloaded static route

EZ

GFateway of last resort is 205_.17_.220.5 to metwork 0.0.0_0

172.29

172

-0.0/16 is
.25.0.0/24

wariably subnetted,
[1L20/1]
[120s1]
[120,11
is

5 subnets, 2 masks

172.25.3.6, 00:00:20, SerialdsS0/0
172 .29_.32_.2, 00:00:20, Seriallds1l/1
172.25%.3.10, 00:00:28, Seriald o,1

o

wia
wia
172.
172.

.0rz4 wia

172.
172.
172.
172.
172.

-0/20
-1ls32
-4/30
-5/32
-8/30
-5/32

is
is
is
is
is

directly
directly
directly
directly
directly
directly

connected,
connected,
connected,
connected,
connected,
connected,

Serialds1/1
Serialdys1s1
Seriald/0/0
Seriald/0/0
Serialdsa sl
Seriald/0/1

EEl e B T e B I - R =
[ T R U U L Y
LTI Y R I T R R Vs R Y
LEVI ¥k I X CL I ¥R R T R O N ol

172, S12,20 [12001]
[120/11

[120/1]

wia 172.25.3.10, 00:00:2%8,
wvia 172.Z%.3.€, 00:00:20,
wia 172.25%.3.2, 00:00:20, Seriald/sLlys1

Serialo/sO0 1
Seriald/sa 0

205.17.
2059,

205,

205,

* o.0.0.0/50

[1/0]

is directly
is directly
is directly
wia 205%.17.220.5

220_.0/24 is wariably subnetted,
17.220.4/30
17.220.5/32
17.220.6/32
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Bogota_2

Bogota 2fsh ip route
Codes: L - local, € - connected, 5 - static, B - RIP, M - mokile, B - BGP
DD - EIGRP, EX - EIGRP external, O - OQ5PF, IR - OS5PF inter area
N1 - OS5PF NS554 extermal type 1, HNZ - O5PF NS5R external type 2
El - O5PF external type 1, E2 - O5PF external type 2, E — EGP
i - I5-I5, L1 - I5-I5 lewel-1l, L& - I5-I5 lewvel-2, ia - I5-IS5 inter area
¥ - pandidate default, U - per-user static route, o — ODR
P - periodic downloaded static route

Fateway of last resort is 172.25%.3.5 to network 0.0.0.0

172.2%.0.0/16 is wariakly subnetted, 10 subnets, 3 masks

c 172.25.0.0/24 is directly connected, GigabitEthernet0/0

L 172.25.0.1/32 is directly connected, GigabitEthernet0/0

=) 172.25.1.0/24 [1l20/1] wia 172.25%.3.13, 00:00:0&, Serialds0/0
c 172 -0/30 is directly connected, Seriald/1/0

L 172 -2/32 is directly connected, Seriald/s1/0

c 172 -4/30 is directly connected, Seriald/1/1

L 172 .€/32 is directly connected, Seriald/s1/1

=) 172 -8/30 [l120/1] wia 172.29.3.13, 00:00:08, Serialdyso/0

[120/1] wia 172.25%.3.5, 00:00:00, Seriald/1l/1
[120/1] wia 172.25%.3.1, 00:00:00, Seriald/1l/0

172.25.3.12/30 is directly connected, Serial0 070

172.259_.3_.14/32 is directly connected, Seriald/s0/0

B 0.0.0.0/0 [120/1] wia 172.2%.3.5, 00:00:00, Seriald/s1l/s1
[120/1] wia 172.25%.3.1, 00:00:00, Seriald/l/0

3

[

Bogota_3

Bogota 3#sh ip route
Codes: L - local, T - connected, 5 - static, B - RIP, H - mokile, B - BEP
D — EIGRP, EX - EIGRP extermal, O - O5PF, IR - O5PF inter area
N1l - OS5PF MNS5L external type 1, N2 - O5PF NS5L external type 2
E1l - O5PF external type 1, EZ2 — O5PF external type 2, E — EGP
i - I5-I5, L1 - I5-I5 lewel-1l, L2 - I5-IS5 lewel-2, ia - I5-I5 inter area
* — rcandidate default, U - per—user static route, o — QDR
P - periodic downloaded static route

Fateway of last resort is 172.29.3.9% to network 0.0.0.0

172.25.0.0/1e is wariably subnetted, % subnets, 3 masks

B 1l72.25.0.0/24 [120/1] wia 172.25.3.14, 00:00:14, SerialdysLl/s0

c 172.25_.1.0/24 is directly connected, GigabitEthernetd/0

L 172.25.1.1/32 is directly connected, GFigabitEthernetd/0

B 172.25.3.0/30 [120/1] wia 172.2%.3.9, 00:00:11, Serialldysl/1
[120/1] +wia 172.25%.3.14, 00:00:14, Seriald/s1l /0

=) 172.25.3.4/730 [120/1] wia 172.25%.3.%, 00:00:11, Serialdys1l/1
[120/1] wia 172.25.3.14, 00:00:14, Seriald/S1l,/0

c 172_.25_.3.8/30 is directly connected, Seriald/s/1/1

L 172.25_.3.10/322 is directly connected, Seriald/1/1

c 172.25_.3.12/30 is directly connected, Seriald/1l/0

L 172.25_.3.13/32 is directly connected, Seriald/1l/0

B Q.0.0.0/0 [120/1] wia 172.25%.3.5%, 00:00:11, Seriall/1l/1
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b. Verificar el balanceo de carga que presentan los routers.

Para los dobles enlaces seriales

Bogota 2

Bogota 2ftraceroute 205_.17.220.¢
Type escape seguence to abort.
Tracing the route to 209.17.220.&

1 172.25%.3.5 0 msec 4 msec 3 msec
Bogota_ Z2ftraceroute 205_17.220.6
Type escape seguence to abort.
Tracing the route to 2053.17_220.€

1 172.25%.3.1 0 msec 0 msec 0 msec

Bogota 2ftraceroute 205.17.220.8
Type escape seguence to abort.

Tracing the route to 209.17_220_.&

1 172.2%.3.5 1l msec 1l msec & msec
Bogota 28tracercute 205.17.220.¢€
Type escape seguence to abort.
Tracing the route to 209.17_.220.&

1 172.25.3.1 0 msec £ msec 1l msec

b

Medellin_3

Medellin 3ftraceroute 205%.17.220.1
Type escape seguence to abortc.
Tracing the route to 20%.17.220.1

1 172.25%.6.14 1 msec 0 msec 0 msec
Medellin 3ftracerocute 205.17.220.1
Type escape seguence to abort.
Tracing the route to 205.17_220.1

1 172.25%_&.10 1l msec 2l msec 0 msec
Medellin 3ftraceroute 205%.17.220.1
Type escape seguence to abortc.
Tracing the route to 20%.17.220.1

1 17

]
[

-25.€.14 4 msec 0 msec 0 msec
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C. Obsérvese en los routers Bogotal y Medellinl cierta similitud por su
ubicacion, por tener dos enlaces de conexion hacia otro router y por la
ruta por defecto que manejan.

Se configura una ruta por defecto.

d. Los routers Medellin2 y Bogot42 también presentan redes conectadas
directamente y recibidas mediante RIP.

Bogota 2
Directamente Conectadas

Bogota Z2#sh ip route o
c 172.25.0.0/24 is directly connected, GigabitEthernetd/0

c -3.0/30 is directly connected, Seriald/1/0

c -3.4/30 is directly connected, Serialds1/1

c -3.12/30 is directly connected, Seriald/o/0
RIP

Bogota_ 2#sh ip route rip
172.25.0.0/1¢€ is wariably submetted, 10 subnets, 3 masks
B 172.259.1.0/24 [120/1] +ia 172.2%.3.13, 00:00:07, Serialds0/0
B 172.259.3.8/30 [120/1] +ia 172.2%.3.13, 00:00:07, Serialds0/s0
[120/1] wia 172.25.3.5, 00:00:24, Seriald/Ll/1
[120/1] wia 172_.25%_.3.1, 00:00:24, Serialdsls0
B¥* g.0.0.0/0 [120/1] wia 172.259.3.5, 00:00:24, Seriald/sl/1
B* g.0.0.0/0 [120/1] wvia 172.259.3.1, 00:00:24, Seriald/l/s0

Medellin_2
Directamente Conectadas

Medellin 2g&sh ip route c
c 172.2%.4 . 0/25 1is directly connected, GigabitEthernetd/0
c 172.2%.6.0/30 1is directly connected, Seriall/f1/1
c 172.2%_.6.4/30 is directly connected, Serial0/1l/0

RIP

Medellin 2§sh ip route rip
172.25_.0.0/1€ is wvariably subnetted, 9 subnets, 3 masks

[ =

2] 172.2%.4.1258/25 [120/1] wia l72.25%.6.6, 00:00:12, Seriald/l/s0
=] 172.25%.€.8/30 [120/1]1 wia 172.25_€.2, 00:00:08, Seriald/ 171
[120/1] wia 172.25%_.&.¢6, 00:00:12, Seriald/s1 /0

=] 172 .2%.€.12/30 [120/1] wia 172.25%_€.2, 00:00:08, Serialds1/s1
[120/1] wia l72.25%.6.6, 00:00:12, Seriald/l/0
B* 0.0.0.0/s0 [120/1] wia 172.2%.€.2, 00:00:08, Seriald/s1l/s1
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e. Las tablas de los routers restantes deben permitir visualizar rutas
redundantes para el caso de la ruta por defecto.

En cada tabla de enrutamiento de cada Router se observan la informacion.

f. El router ISP solo debe indicar sus rutas estaticas adicionales a las
directamente conectadas.

ISPfsh ip route
Codes: L - local, € - connected, 5 - static, B - RIP, H — mokile, B -
BEE
D - EIGRP, EX - EIGRP external, © - Q5PF, IA - OS5PF inter area
N1 - OSPF N55R extermal type 1, N2 - OSPF N55R extermnal type 2
El - OS5PF external type 1, E2 - O5PF external type 2, E — EGP
i - I5-I5, L1 - I5-I5 lewel-1, L2 - I5-I5 lewvel-2, ia - I5-IS5
inter area
¥ — pcandidate default, U - per-user static route, o - CDR
P - periodic downloaded static route

Fateway of last resort is not set

172.2%.0.0/22 is subnetted, 2 subnets

2.29.0.0/22 [1/0] wia 2Z05.17_.220.%

2.259.4.0/22 [1/0] wia 205.17.220.1

209.17.220.0/24 is wariably subnetted, € subnets, 2 masks
20%_.17_.220.0/30 is directly connected, Serial0/1/0
20%_17_.220.1/32 is directly connected, Serial0/s1/0

J17.220.2/32 is directly connected, Seriall/1l/0

20%_17_.220.4/30 is directly connected, Serial0/1/1

20%_.17_.220.5/32 is directly connected, Seriall/1/1

20%_17_.220_.6/32 is directly connected, Seriall/s1/1

mow
o
|
[

apPaean
[
[}
L0

Parte 3: Deshabilitar la propagacion del protocolo RIP.
a Para no propagar las publicaciones por interfaces que no lo requieran se

debe deshabilitar la propagacion del protocolo RIP, en la siguiente tabla se indican
las interfaces de cada router que no necesitan desactivacion.
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ROUTER INTERFAZ

Bogotal SERIALo/0/1; SERIALo0/1/0;
SERIALo0/1/1

Bogota2 SERIALo/0/0; SERIAL0O/0/1

Bogota3 SERIALo/o/0; SERIALo/0/1;
SERIALo/1/0

Medellinl SERIALo/0/o0; SERIALo/0/1;
SERIALo0/1/1

Medellin2 SERIALo0/0/0; SERIALO/0/1

Medellin3 SERIALo/0/0; SERIALo0/0/1;
SERIALo/1/0

ISP No lo requiere

ROUTER INTERFAZ

Bogotal SERIALo/0/1; SERIALo/1/0;
SERIALo/1/1

Bogota2 SERIALo/0o/0; SERIALO/0/1

Bogota3 SERIALo/0/0; SERIALo/0/1;
SERIALo/1/0

Medellinl SERIALo/o/0; SERIALo/0/1;
SERIALo0/1/1

Medellin2 SERIALo/0/0; SERIALO/0/1

Medellin3 SERIALo/o/0; SERIALo/0/1;
SERIALo/1/0

ISP No lo requiere

Bogota_1

router rip

version 2

passive-interface Seriall/L1l/ 0
network 172.25%.0.0
default-information ocriginate

no auto—-summary

Bogota 2
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router rip

wersion 2

passive—interface GigabitEthernetd/0
network 172.25%.0.0

no auto-SUmmary

Bogota_3

router rip

wversion 2

passive-interface GigabitEthernetl/0
network 172.25.0.0

no auto—sSurmary

Medellin_1

router rip

version 2

passive-interface Seriall/ 0,1
network 172.25.0.0
default-information originate
no auto—Summary

Medellin_2

router rip

version 2

passive-interface FigabitEthernetd/s0
network 172.25.0.0

no auto—sSurmary

Medellin_3

router rip

wversion 2

passive—-interface GigabitEthernetl/s0
network 172.25.0.0

no auto-SUrmary

Parte 4: Verificacion del protocolo RIP.

a Verificar y documentar las opciones de enrutamiento configuradas en los
routers, como el passive interface para la conexién hacia el ISP, la
version de RIP y las interfaces que participan de la publicacion entre
otros datos.
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De acuerdo al punto anterior se evidencia la configuracion del enrutamiento en
cada uno de los equipos routers, en donde se observa las interfaces pasivas

para cada caso.

b. Verificar y documentar la base de datos de RIP de cada router, donde se
informa de manera detallada de todas las rutas hacia cada red.

Bogota_ 1

Sogota_l13sh 1p xip databave
) 0 Aztu—susmaty

SezialO/Li/i (L) wia 172.25.3.¢, 00:00:0€, Serialls0/C

connected, Serialo/o/i

dizrectiy
AUto-sursary

ia 372,28.3.20, 0O 13, Sezia - ] wrialld ! wis 1732.39.3.6, ©0:00:06, Sez1al/0/0
Scogota_Jfan ip ip datebass
©.0.0,0£0 AuTS-suTmATY
1] wia 192.25.3.1 exlaldsl 11 . 5, Sexial
1z.2%
otad, SLgabisizhernesdf
0:00:29, SertalD;0/0
connected, Seriall/L/
noected, Sesis
2, Sextall/l/L 11 wia 192,239 3.1, 02:00:02, SexialO/i/u 11] wia 172.29.85.13, 20:00:19, Sextell/0/M
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Bogota 3#sh ip rip database

0.ad
0.0

172
172

172
172
172
172

172
172

172
172
172
172

0.asa
]

[1] wia 172

.25.0.0/24
.25.0.0/24

[1] wia 172

.25.1.0/24
.25.1.0/24
.25.3.0/30
.25.3.0/30

[1] wia 172

.25.3.4/30
.25.3.4/30

[1] wia 172

.25.3.8/730
.25.3.8/730
.29.3.12/30
.25.3.12/30

Medellin_1

Medellin l4sn ip rip database

Medellin_2

Medellin 2§sh ip rip datab

0.0
0.0

172
172
172
172

172
172
172
172
172
172

172
172

-0.0s0
S0.ayxo

[1] wia 172

S25.4 0725
.29.4. 0725
S25.4 128725
.29.4.128/25

[1] wia 172

.2%.8.0/30
2% _€.0/30
.2%.8.4/30
2584730
.2%.8.8/30
2% _€8.8/30

[1] wia 172

2% 8 12730
.2%9.8.12/30

[1] wia 172
1

diressly connmoted, Seriald/o 0

auto-summary

.25.3.%, 00:00:22, Seriald/1l/1l

auto-SuUmrmary

25,3214, 00:00:21, Serizll/sls0

AUt0o-SUMmary
directly connected, GigabitEthernetd/0
AUt0o-SUMmary

.25.3.14, 00:00:21, Seriald/s1ls0 [1] wia 172.25.3.5,

auto-SuUmrmary

25,3214, 00:00:21, Serizll/sls0 [1] wia 172.25.3.59,

auto-surmary

directly connected, Serialld/s1l/1
auto-SuUTmary

directly connected, Seriald/1l/0

Autc-aummacy

$9:00737, SeTiel0/1/0

dubL-sumsATy
IR . F.6, 0G:00-14, Sexialtsoge [4] wia 173 38 . 6. 45, 00:00: 14, Serindd/si/i
a ~Slsssaty
dizectly connected, Seciall/L/0

AETO-SURmATY

+ Bezzall/Os0 [L] wie 192_.29.€.13, 00:00:14, Se=zialljl/l 4] wia

auto-summary

.2%9.€.2, 00:00:25, Seriall/l/1
auto-summary
directly connected, GigabitEthernetl/ 0
auto—summary

-2%.¢€.€, 00:00:2%, Serialdslys0
auto-summary
directly connected, Seriald/1/1
auto-summary
directly connected, Seriald/1/s0
auto-summary

.29.6€.6, 00:00:29, Serialls1l/s0
aUtOo-SUNmAary

[1] wia 1l72.2%.€.2,

2% € €, 00:00:2%, Seriallflys0 [1] wia 172.2%_€.2,
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Medellin_3

AUt SusT Ly

Parte 5: Configurar encapsulamiento y autenticacion PPP.

a Segun la topologia se requiere que el enlace Medellinl con ISP sea
configurado con autenticacion PAT.

Medellin_1
Medellin_1(config)#username ISP password cisco

Medellin_1(config)#interface serial0/0/1
Medellin_1(config-if)#encapsulation ppp
Medellin_1(config-if)#ppp authentication pap
Medellin_1(config-if)#ppp pap sent-username

Medellin_1 password cisco

ISP
ISP(config)#username Medellin_1 password cisco

ISP (config)#interface serial0/1/0
ISP(config-if)#encapsulation ppp
ISP (config-if)#ppp authentication pap

ISP (config-if)#ppp pap sent-username ISP password cisco
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b. El enlace Bogotal con ISP se debe configurar con autenticacion CHAT.

ISP
ISP#configure terminal

ISP(config)#username Bogota_1 password cisco
ISP(config)#interface serial0/1/1

ISP (config-if)j#encapsulation chap

ISP (config-ify#encapsulation ppp
ISP(config-ify#ppp authentication chap
ISP(config-if)#

Bogota_1
Bogota_1#configure terminal

Bogota_1(config)#username ISP password cisco
Bogota_1(config)#interface serial0/1/0
Bogota_1(config-if)#encapsulation ppp

Bogota_1(config-if)y#ppp authentication chap

Parte 6: Configuracion de PAT.

a En la topologia, si se activa NAT en cada equipo de salida (Bogotal y
Medellinl), los routers internos de una ciudad no podran llegar hasta los
routers internos en el otro extremo, solo existirA comunicacion hasta los
routers Bogotal, ISP y Medellinl.

b. Después de verificar lo indicado en el paso anterior proceda a configurar
el NAT en el router Medellinl. Compruebe que la traduccién de
direcciones indique las interfaces de entrada y de salida. Al realizar una
prueba de ping, la direccion debe ser traducida automaticamente a la
direccion de la interfaz serial 0/1/0 del router Medellinl, como diferente
puerto.

38



™N Lnrers 033 Nagiosl § DIPLOMADO DE PROFUNDIZACION CISCO
Fg : (DISENO E IMPLEMENTACION DE SOLUCIONES INTEGRADAS LAN / WAN)

C. Proceda a configurar el NAT en el router Bogotal. Compruebe que la
traduccién de direcciones indique las interfaces de entrada y de salida.
Al realizar una prueba de ping, la direccibn debe ser traducida
automaticamente a la direccion de la interfaz serial 0/1/0 del router
Bogotal, como diferente puerto.

Medellin_1

Medellin_1(config)#ip access-list standard NAT
Medellin_1(config-std-nacl)#permit 172.29.4.0 0.0.0.127
Medellin_1(config-std-nacl)#permit 172.29.4.128 0.0.0.127
Medellin_1(config-std-nacl)#exit

Medellin_1(config)#ip nat inside source list NAT interface serial 0/0/1 overload

Medellin_1(config)#interface serial0/0/1
Medellin_1(config-if)#ip nat outside
Medellin_1(config)#interface serial0/1/0
Medellin_1(config-if)#ip nat inside
Medellin_1(config-if)#interface serial0/0/0
Medellin_1(config-if)#ip nat inside
Medellin_1(config-if)#interface serial0/1/1
Medellin_1(config-if)#ip nat inside
Medellin_1(config-if)#exit

Bogota_1

Bogota_1(config)#ip access-list standard NAT
Bogota_1(config-std-nacl)#permit 172.29.0.0 0.0.0.255
Bogota_1(config-std-nacl)#permit 172.29.1.0 0.0.0.255

Bogota_1(config-std-nacl)#exit
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Bogota_1(config)#ip nat inside source list NAT interface serial 0/1/0 overload
Bogota_1(config)#interface serial0/1/0

Bogota_1(config-if)#ip nat outside

Bogota_1(config)#interface serial0/0/1

Bogota _1(config-if)#ip nat inside

Bogota_1(config)#interface serial 0/0/0

Bogota_1(config-if)#ip nat inside

Bogota_1(config-if)#interface serial 0/1/1

Bogota_1(config-if)#ip nat inside

Parte 7: Configuracion del servicio DHCP.}

a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser
el servidor DHCP para ambas redes Lan.

Medellin_2

Medellin_2(config)#ip dhcp excluded-address 172.29.4.1
Medellin_2(config)#ip dhcp excluded-address 172.29.4.129
Medellin_2(config)#ip dhcp pool Medellin_2

Medellin_2(dhcp-config)#network 172.29.4.0 255.255.255.128
Medellin_2(dhcp-config)#default-router 172.29.4.1
Medellin_2(dhcp-config)#dns-server 8.8.8.8
Medellin_2(config)#ip dhcp pool Medellin_3
Medellin_2(dhcp-config)#network 172.29.4.128 255.255.255.128
Medellin_2(dhcp-config)#default-router 172.29.4.12
Medellin_2(dhcp-config)#dns-server 8.8.8.8
Medellin_2(dhcp-config)#exit
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b. El router Medellin3 debera habilitar el paso de los mensajes broadcast
hacia la IP el router Medellin2.

Medellin_3(config)#interface GigabitEthernet 0/0
Medellin_3(config-if)#ip helper-address 172.29.6.5
Medellin_3(config-if)#exit

Medellin 2&sh ip dhcp bin
Medellin Z§sh ip dhecp binding

IP address Client-IDS Lease expiration Type
Hardware address

172.25.4.2 00D0 . BA4D . 42CHB - Automatic

172.25.4.130 0001 . CSBe . 8C32 - AZutomatic

PC -M2

IP Con figuration

Interface FastEthernetd

IP Configuration

@ DHCP O Static DHCP reguest successful.
IP Address 1722042
Subnet Mask 255.255.255.128
Default Gateway 172.29.41
DNS Server 8.8.8.8
PC-M3

IP Configuration

Interface FastEthernetl

IP Configuration

@ DHCP O Static DHCP request success ful
IP Address 172.29.4.130

Subnet Mask

Default Gateway 172.259.4. 129

DNS Server

c. Configurar la red Bogotad2 y Bogota3 donde el router Medellin2 debe ser el
servidor DHCP para ambas redes Lan.

Bogota_2
Bogota_2(config)#ip dhcp excluded-address 172.29.0.1
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Bogota_2(config)#ip dhcp excluded-address 172.29.1.1
Bogota_2(config)#ip dhcp pool Bogota 2
Bogota_2(dhcp-config)#network 172.29.0.0 255.255.255.0
Bogota_2(dhcp-config)#default-router 172.29.0.1
Bogota_2(dhcp-config)#dns-server 8.8.8.8
Bogota_2(dhcp-config)#exit

Bogota_2(config)#ip dhcp pool Bogota 3
Bogota_2(dhcp-config)#network 172.29.1.0 255.255.255.0
Bogota_2(dhcp-config)#default-router 172.29.1.1
Bogota_2(dhcp-config)#dns-server 8.8.8.8
Bogota_2(dhcp-config)#exit

d. Configure el router Bogotal para que habilite el paso de los mensajes
Broadcast hacia la IP del router BogotaZ2.

Bogota_3(config)#inter gig0/0
Bogota_3(config-if)#ip helper-address 172.29.3.14
Bogota_3(config-if)#exit

Bogota 2fsh ip dhep binding

IF address Client-ID/S Lease expiration Type
Hardware address
172.25.0.2 000&.2ZR13.53885 - Zutomatic
172.25.1.2 0050 _2ZBl1C.2222 - Butomatic
1
¥ pcp — O
Physical Config Dezkiop Programming Attributes
@ DHCP O Static DHCP request successful.
IP Address 172.29.0.2
Subnet Mask
Default Gateway 172.20.0.1
DNS Server
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¥ pcp3 — O
Physical Config Deszkiop Programming Attributes
IP Configuration
Interface FastEthernetld -
IP Configuration
(® DHCP () Static DHCP request successful.
IP Address 172.29.1.2
Subnet Mask 255.255.2
Default Gateway 172.28.1.1
DNS Server 3.8.88

Link Archivo .pkt version 7.2.1

https://www.dropbox.com/s/uimjy4tidi8ewli/Escenario%201.pkt?dI

=0
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ESCENARIO 2

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Miami, Bogota y Buenos Aires, en donde el estudiante sera el administrador de la
red, el cual debera configurar e interconectar entre si cada uno de los dispositivos
que forman parte del escenario, acorde con los lineamientos establecidos para el
direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman
parte de la topologia de red.

VIAN Direccionamipnto Nombse

3 lntel’net 30 192.168.30,0/24 Administracidn

an 192.108.40.0/24 | Mercadeo
200 152.168.200.0/24 | Mantenimiento

209.165.200.230 209.165.200.224/29

Lod 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

"R3

Buenos Aires

192.168.99.3
192.168.99.2

1 Configurar el direccionamiento IP acorde con la topologia de red para
cada uno de los dispositivos que forman parte del escenario

Bogota

Router>en
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Router#config t

Router(config)#hostname Bogota
Bogota(config)# line console 0
Bogota(config-line)# password cisco
Bogota(config-line)# login

Bogota(config)# enable password class
Bogota(config)# service password-encryption
Bogota(config)#int s0/1/0

Bogota(config-if)#ip add 172.31.21.1 255.255.255.252
Bogota(config-if)#clock rate 64000
Bogota(config-if)#no shut

Bogota (config)# exit

Bogota # copy running-config startup-config

Miami

Router>en

Router#config t

Router(config)#hostname Miami
Miami(config)# line console O
Miami(config-line)# password cisco
Miami(config-line)# login

Miami(config)# enable password class
Miami(config)# service password-encryption
Miami(config)#int loopO

Miami(config-if)#

Miami(config-if)#ip add 10.10.10.10 255.255.255.255
Miami(config-if)#no shut

Miami(config-if)#int s0/1/0
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Miami(config-if)#ip add 172.31.23.1 255.255.255.252
Miami(config-if)#clock rate 64000

Miami(config-if)#no shut

Miami(config-if)#int s0/1/1

Miami(config-if)#ip add 172.31.21.2 255.255.255.252
Miami(config-if)#no shut

Miami(config-if)#int g0/0

Miami(config-if)#ip add 209.165.200 255.255.255.255.248
Miami(config-if)#exit

Miami(config)#exit

Miami#copy running-config startup-config

Buenos Aires
Router>en

Router#config t

Router(config)#hostname Buenosaires
Buenosaires(config)# line console 0
Buenosaires(config-line)# password cisco
Buenosaires(config-line)# login

Buenosaires(config)# enable password class
Buenosaires(config)# service password-encryption
Buenosaires(config)#int loop4

Buenosaires(config-if)#ip add 192.168.4.1 255.255.255.0
Buenosaires(config-if)#no shut

Buenosaires(config-if)#int loop5
Buenosaires(config-if)#ip add 192.168.5.1 255.255.255.0
Buenosaires(config-if)y#no shut

Buenosaires(config-if)#int loop6
Buenosaires(config-if)#ip add 192.168.6.1 255.255.255.0

Buenosaires(config-if)y#no shut
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Buenosaires(config-if)#int s0/1/1

Buenosaires(config-if)#ip add 172.31.23.2 255.255.255.252
Buenosaires(config-if)#no shut

Buenosaires(config-if)#exit

Buenosaires(config)#exit

Buenosaires#copy running-config startup-config

(DISENO E IMPLEMENTACION DE SOLUCIONES INTEGRADAS LAN / WAN)

. o Mascara de Gateway . . Puerta de
Direccion IP Direccion IPv6
- Red Default Enlace
'gteerrvneert 209.165.200.230 | 255.255.255.248 | 209.165.200.255 | 2001:DB8:ACAD:2::30/64 | 2001:DBS:ACAD:2::1
R1to R2
31.21. . . . 2001:DB8:ACAD:12::1/64
S0/0/0 172.31.21.1 255.255.255.252
R2 to R1 MRa- o
S0/0/1 172.31.21.2 255.255.255.252 2001:DB8:ACAD:12::2/64
R2 to R3
.31.23. . . . 2001:DB8:ACAD:23::2/64
$0/0/0 172.31.23.2 255.255.255.252
R2 to
Internet | 59 165.200.225 | 255.255.255.248 2001:DB8:ACAD:2::1/64
Server
G0/0
R2 LoO
Web 10.10.10.10 255.255.255.255 0'0'0&%0'0'0 10 GO/O
Server
R3to R2
.31.23. . . . 2001:DB8:ACAD:23::1/64
SO/0/. 172.31.23.1 255.255.255.252
0.0.0.0.0.0.0.0 i
R3 Lo4 192.168.4.1 255.255.255.0 S0/0/1 =0 S0/0/1
0.0.0.0.0.0.0.0 i
R3 Lo5 192.168.5.1 255.255.255.0 S0/0/ =0 S0/0/1
0.0.0.0.0.0.0.0 i
R3 Lo6 192.168.6.1 255.255.255 S0/0/1 ::/0 S0/0/1
S1
Vlan
30, Vlan 192.168.99.2 255.255.255.0
40
Vlan 200
S3
Vlan
30, Vlan 192.168.99.3 255.255.255.0
40
Vlan 200
R1 192.168.30.1 255.255.255.0
G0/0.30 T e
R1 192.168.40.1 255.255.255.0
G0/0.40 U ESeTY
R1
GO/0.200 192.168.200.1 255.255.255.0
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Physical Config

T
| v

() DHCP

IP Address
Subnet Mask
Default Gateway

DNS Server

IPv& Configuration
i) DHCP

IPwE Address

Link Local Address

IPvE Gateway

Web Server

Deskiop Programming Aftributes
(@ Static

| 209.165.200.230

| 255.255.255.243

| 209.165.200.225

l0.0.0.0

() Auto Config (®) Static

| FE&0::202:17FF:FEC1:6VC3

Physical Config

Services Desktop Programming Attributes
I

(") DHCP

IP Address
Subnet Mask
Default Gateway

DMNS Server

IPv& Configuration
) DHCP

IPvE Address

Link Local Address

IPvS Gateway

N L

(@) Static

10.10.10.10

| 255.255.255.0

10.10.10.1

[0.0.0.0

() Aute Config (® Static

| FEBO0:202:4AFF.FEB3: 4168
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2 Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes
criterios:

OSPFv2 area 0

Configuration Item or Task Specification
Router ID R1 1111
Router ID R2 5.5.55
Router ID R3 8.8.8.8

Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para enlaces

seriales en 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500
Bogota

Bogota>en

Bogota#config t

Bogota(config)#router ospf 1

Bogota(config-router)#router-id 1.1.1.1  ///l configuracion ID router
Bogota(config-router)#network 192.168.99.0 0.0.0.255 area 0
Bogota(config-router)#network 172.31.21.0 0.0.0.3 area 0
Bogota(config-router)#passive-interface g0/0

Bogota(config-router)#int s0/1/0

Bogota(config-if)#bandwidth 256 Il estableciendo ancho de banda
Bogota(config-if)#ip ospf cost 7500

Bogota(config-if)#int sO/1/1

Bogota(config-if)#bandwidth 256 /I estableciendo ancho de banda
Bogota(config-if)#
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Miami

Miami>en

Miami#config t

Miami(config)#router ospf 1

Miami(config-router)#router-id 2.2.2.2 /Il configuracion ID router
Miami(config-router)#network 209.165.200.224 0.0.0.7 area O
Miami(config-router)#network 172.31.21.0 0.0.0.3 area O
Miami(config-router)#network 10.10.10.10 0.0.0.3 area O
Miami(config-router)#passive-interface g0/0

Miami(config-router)#int s0/1/0

Miami(config-if)y#bandwidth 128 Il estableciendo ancho de banda
Miami(config-if)#ip ospf cost 7500 /I estableciendo costo
Miami(config-if)#int s0/1/1

Miami(config-if)#bandwidth 128 Il estableciendo ancho de banda

Miami(config-if)#

Buenos Aires

Buenosaires>en

Buenosaires#config t

Buenosaires(config)#router ospf 1

Buenosaires(config-router)#router-id 3.3.3.3 /Il configuracién ID router
Buenosaires(config-router)#network 172.31.23.0 0.0.0.3 area 0
Buenosaires(config-router)#network 192.168.4.0 0.0.0.255 area 0
Buenosaires(config-router)#network 192.168.5.0 0.0.0.255 area 0
Buenosaires(config-router)#network 192.168.6.0 0.0.0.255 area 0
Buenosaires(config-router)#int s0/1/0

Buenosaires(config-if)y#bandwidth 128 /Il estableciendo ancho de banda
Buenosaires(config-if)#ip ospf cost 7500 /1l estableciendo costo
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Buenosaires(config-if)#int s0/1/1
Buenosaires(config-if)#bandwidth 128 Il estableciendo ancho de banda
Buenosaires(config-if)#

Verificar informacion de OSPF

. Visualizar tablas de enrutamiento y routers conectados por OSPFv2

€7 Bogota RI

Physical Config CLI

I0S Command Line Interface

Bogota (config-router) fnetwork 1532 18 535 0 U_0_0U_255 area U
Bogota (config-router) fnetwork 172.31.21.0 0.0.0.3 area 0O
Bogota (config-router) gpassive—-interface £0,/0

%Invalid interface type and number

Bogota (config-router) fpassive—-interface gl/s0

Bogota (config-router) #int s0/1/0

Bogota (config-if) fbandwidth 1228

Bogota (config-if) #ip ospf cost 7500

Bogota (config-if) #int s0/1/1

Bogota (config-if) #bandwidth 128

Bogota (config-if) fexit

Bogota (config) fexit

Bogotaf

%5¥5-5-CONFI& I: Configured from conscle by console

Bogota#show ip route
Codes: L — local, C - connected, 5 - static, B - RIP, M - mobkile, B - BGP
L - EIGRP, EX - EIGRP extermnal, © - O5PF, IA - OS5PF inter area
N1l - OS5PF N55R external type 1, N2 - OS5PF N55R external type 2
El - O5PF external type 1, E2 - O5PF external type 2, E — EGP
i - I5-I5, L1 - I5-I5 lewvel-1l, L2 - I5-I5 lewvel-2, ia - I5-I5 inter area
* — candidate default, U - per—-user static route, o — QDR
P - periodic downloaded static route

Fateway of last resort is not set

172.31.0.0/1€ is wariably subnetted, 2 subnets, 2 masks

C 172.31.21.0/30 is directly connected, Serialld/1l/ 0
L 172.31.21.1/32 is directly connected, Seriald/1l/0
Bogotaf

Copy Fa
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Miami (config-—router) fpassive—interface gl /0

Miami {config-router)f#int s0/1/0

Miami {config—if) #bandwidth 128

Miami (config—if)#ip ospf cost 7500

Miami (config—-iflfint s0,171

Miami {config-if) $bhandwidth 122

Miami {(config—3if) fexit

Miami {config) fexit

Miamid#

E5YS-5-CONFIZ I: Configured from conscle by conscle

Miamif#show ip route

Codes: L — local, C — connected, 5§ — static, R — RIF, H — mokile, B - BGF
D — EIGRP, EX — EIGZRP external, © — OSPF, IA — OSPF inter area
N1l — OS5FPF MNS5R external type 1, N2 — OSPF NSS5AR external type 2
El — OS5SPF extermnal type 1, EZ — O5PF external type 2, E — EGP
i — Is-Is, L1 — IS5-I5 lewel-1l, LZ — I5-IS5 lewel-2, jia — IS5-I5 inter are
¥ — pcandidate default, T — per—user static route, o — 0ODR
P — pericdic downloaded static route

Fateway of last resort is not set

10.0.0.0,/32 is subnetted, 1 subnets

[ 10.10.10.10/232 is directly connected, LoopkbackD
172.31.0.0/1€ is wariably subnetted, 4 subnets, 2 masks

c 172 .31 .21 .0/30 is directly connected, Serialds1,s1

L 172 .21 .21 _.2/32 is directly connected, Serialds1/s1

c 172 .21.22 _0/230 is directly connected, Serialld/s1/0

L 172 .21.23.1/32 is directly connected, Serialds ;1,0

Miami#

Copy
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Buenosaires (config—11=f) #bandwidth 12

Buenosaires (config—if) fexit

Puenosaires {config) #exit

Buenosairesg

ES¥S—5—CONFIG_I: Configured from consocle by conscle

Buenosairesgshow ip route

Codes: L — local, © - connected, 5 — static, B — BIP, M — mobkile, B
D — EIZRP, EX — EIZERP external, & — O5PF, I& - O5PFF inter ar
M1l — OSPF M55% external type 1, N2 — O5PF MNS5R extermal type
El — OS5PF external type 1, EZ — O5PF external type 2, E — Ei=
i - Is-Is, L1 — I5-I5 lewvel-1l, LZ - I5-IS lewvel—-2, ia - I5-I
¥ — rcandidate default, T - per—-user static route, o — ODR
P — periocdic downloaded static route

Zateway of last resort is not set

172.21.0_0,1e is wariably subnetted, 2 submnets, 2 masks

[ e 172 .31 .23 _0,/30 is directly connected, Serialld/ 1/1
L 172 .31 .23 _2Z/32 is directly connected, Serialld/ 1/1
152 .12 .4 _0,/24 is wariably subnetted, 2 subnets, Z masks
[ 152 .12 .4 0,24 is directly connected, Loopbackd
L 152 .18 .4 _1,/32 is directly connected, Loopback4d

152 .12 _.5.0,/24 is wariably subnetted, 2 subnets, Z masks
[ 152 . 1e82.5.0,/24 is directly connected, Loopbacks
L 152 .18 . 5_1/32 is directly connected, Loopbacks

152 . 1628 _.€.0,/24 is wariably subnetted, 2 subnets, Z masks
[ 152 .18 . €.0,/24 is directly connected, Loopbacks
L 152 .18 . €.1,/32 is directly connected, Loopbacke
Buenosairesﬂ
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. Visualizar lista resumida de interfaces por OSPF en donde se ilustre el
costo de cada interface

. Visualizar el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada router.

Physical Config cLT

I10S Command Line Interface
[ NI = CBPT IIZXK exteznal typm 1, Ni1 - OSFD OISR extecnal Cype =
El - OSDF externial type 1, E2 - OSDPF external type 2, E - ECPD
i - IS-IS§, LL - I8-I8 level-l, L2 - IS-IS8 leovel-2, ia - IS-I8 inver area
‘'~ gandidate default, U - per-user static route, o - ODR
P ~ pericdic downloaded static route

Gatewvay ©of last resort is not sex

172.31 . 0.0/1¢€ im variably subnetted, 2 subnets, 2 masks

C 172.31.21.0/30 4is direculy connected, Serialds/1l/0

L 172 21.231.1/332 is directly connected, Seriald/l1/0
RBeogoragcontig ©

Enter configuration commance, one pers line. End with CNTL/Z.

Bogovalconfig)drouvesr ospf 1L
Bogova (config~-router) gdo sh ip ospf interface

Seziall/1l/0 4w up, line protocol is up
Invernetv address 1s 172.31.21.1/30, Area O
Eioqgess ID 1 Router ID 1.1 1.1, Wetwork Type POINT-TO-FOINT, Cost:. 7500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O
No designaved router on this netwozk
No backup designated router on vhis network
Timer intervals configured, Hello 10, Dead 40, Wair 40, Rertransmit &
Hello due in 00:00:0%
Index L/1, flood gqueus lenguh O
Next O0x0(0)/0x0(0)
Last flood scan length is 1, maximum iws 1
Last flood scan time 4is 0 masec, maximum is 0 maec
Suppress hello for 0 nelghboris)
Bogotalconfig-roucter)$

Copy Pal
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Ju L R 2 1s subnetted, 1 subnets

[od 10.10_.10_.10/22 is directly connected, Loopback0O
172.21.0.0/1€ is wariably subnetted, 4 subnets, 2 masks

c 172.21.21_0/30 is directly connected, Seriald/1/1

L 172.31.21_2/32 is directly connected, Seriald/s1/1

[od 172 .31 .22 _0/320 is directly connected, Seriald/s1/0

L 172.231.22.1/22 is directly comnnected, Serialds 1,0

Miamifconfig t©

Enter configuration commands, one per line. End with CHNIL/SZ.
HMiami (config)f#router ospf 1

Hiami {config-—router)f#do sh ip ospf interface

Seriald/s1l/S1 is up, line protocol is up
Internet address is 172_.31.21_.2/730, Area 0
Process ID 1, Bouter ID 2_.2_2_2, Hetwork Type POINT-TO-BOINT, Cost: 731
Transmit Delay is 1 sec, State POINT-TCO-POINT, PFPrioritcy O
Mo designated router om this network

Mo backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:01
Index 151, flood gueue length 0O
Mezxt 00 {0) /0D {0}
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximm is 0 msec
Suppress hello for 0 neighboxr(s)
Loopbackl is up, line protocol is up
Internet address is 10.10.10_10/32, Area 0
Process ID 1, Bouter ID 2.2_.2.2, HNetwork Type LOCOPBACE, Cost: 1
Loopback interface is treated as a stul Host
Miami (config—router) §

Copy
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132 . 1eg. s 024 1s wariably submnetted, 2 subnets, Z masks

L 152 . 1€2.6.0/24 is directly connected, Loopbacke

L 152 .1€2.6.1/32 is directly connected, Loopbacke
Buenosairesfconfig t

Enter configuration commands, one per line. End with CHIL/SZ.

Buenosaires (config) #router ospf 1
Buencosaires {config-—router)#do sh ip ospf interface

SerialdslsSl is up, line protocol is up
Internet address is 172.321_23_2,320, Zrea 0
Frocess ID 1 RBouter ID 2_.3.3.3, HNetwork Type POINI-TO-POINT, Cos
E‘mrﬁy is 1 =ec, State POINT-TO-POINT, Fricrity O
HNo designated router on this network
Mo backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Betransmi
Hello due imn 00:00:0%5
Index 1,51, flood gueue length O
Mezxt 020 (0) 020 (0)
Last flood scan length is 1, maximmm is 1
Last flood scan time is 0 msec, marximm is O msec
Suppress hello for 0 neighbor{s)

Loopkbackd4 is up, line protocol is up
Internet address is 152 . 1€2.4_ 1,24, RArea 0O
Process ID 1, Router ID 2 _32_.32_.3, Network Type LOOPBRACE, Cost: 1
Loopkback interface is treated as a stul Host

Loopkbacks is up, line protocol is up
Internet address is 152 _1€2.5_.1,/24, RArea 0O
Process ID 1, Router ID 2 _32_.32_.3, Network Type LOOPBRACE, Cost: 1
Loopkback interface is treated as a stulb Host

——More——

3 Configurar VLANSs, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de red
establecida.

Tabla de VLANS

VLAN DIRECCIONAMIENTO NOMBRE
30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo

200 192.168.200.0/24 Mantenimiento

VLANS EN S1

Switch(config)#vlan 30
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Switch(config-vlan)#name Administracion
Switch(config-vlan)#vlan 40
Switch(config-vlan)#name Mercadeo
Switch(config-vlan)#vlan 200
Switch(config-vlan)#name Mantenimiento
Switch(config-vlan)#hostname S1
S1(config)#

Switch({config)dvlan 30

Switch {config-vlan) fname Bdministracion
Switch({config-vlan)fvlan 40
Switch(config-vlan) fname Mercadeo
Switch({config-vlan)fvlan 200

Switch ({config-vlan) fname Mantenimiento
Switch({config-vlan) thostname 51

51 (config) g

VLANS EN S3

S3(config)#vlan 30
S3(config-vlan)#name Administracion
S3(config-vlan)#vlan 40
S3(config-vlan)#name Mercadeo
S3(config-vlan)#vlan 200
S3(config-vlan)#name Mantenimiento

53 (config) fvlan 30

53 (config-vlan) fname Administracion
53 (config-vlan)fvlan 40

53 (config-vlan) fname Mercadeo

53 (config-vlan) fvlan 200

53 (config-wlan) #name Mantenimiento
53 (config-vlan) g
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Puertos Troncales y modo access

S1(config)#int f0/3

S1(config-if)y#switchport mode trunk
S1(config-if)y#switchport trunk native vlian 1
S1(config-if)#int range fa0/1-2, fa0/4-24. G0/1-2
S1(config-if-range)#switchport mode access
S1(config-if-range)#no shut

S3(config)#int f0/3

S3(config-if)#switchport mode trunk
S3(config-if)#switchport trunk native vian 1
S3(config-if)#int range fa0/1-2, fa0/4-24. G0/1-2
S3(config-if-range)#switchport mode access

S3(config-if-range)#no shut

Para visualizarlas

Physzical Config CLI Aftributes
I
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Slfshow vlan brief s
VLAN Name Status Ports

1 default actiwve Fadys2, Fals4, Falss5,
Fad/se

Fadys7, Fadss, Faldss,
Fal/s1l0

Fad/1ll, Fa0/12,
Fa0/13, Fad/1l4

Fal/15, FaO/l&,
Fald/s1l7, Fad/s1l2

Fad/1l%, Fa0/20,
Fald/21, Fa0/22

Fal/23, Gigds1,

30 Rdministracion active Fals1

40 Mercadeo actiwve

200 Mantenimiento actiwve

1002 fddi-default actiwve

10032 token-ring-default actiwve

1004 fddinet-default actiwve

1005 trmet—-default actiwve

514 v
Ctrl=F& to exit CLI focus Copy Paste
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Configurando la Seguridad

S1(config)#line console O
S1(config-line)#pass cisco
S1(config-line)#line vty 04
S1(config-line)#pass class
S1(config-line)#enable secret class

S3(config)#line console 0

S3(config-line)#pass cisco
S3(config-line)#line vty 04
S3(config-line)#pass class

S3(config-line)#enable secret class

Configurando las interfaces de cada VLAN

Sl#config t

S1(config)#interface range fa0/1
S1(config-if-range)#switchport mode access
S1(config-if-range)#switchport access vlan 30
S1(config-if-range)#exit

Encapsulacion en Troncales

Bogota>enable
Bogota#config
Bogota(config)#interface g0/0

Bogota(config-if)j#no shutdown
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Bogota(config-if)#exit

Bogota(config)#interface g0/0.3
Bogota(config-subif)#encapsulation dot1Q 30
Bogota(config-subif)#ip address 192.168.30.1 255.255.255.0
Bogota(config-subif)#interface g0/0.4
Bogota(config-subif)#encapsulation dot1Q 40
Bogota(config-subif)#ip address 192.168.40.1 255.255.255.0
Bogota(config-subif)#exit

Bogota(config)#

4 En el Switch 3 deshabilitar DNS lookup
S3(config)#no ip domain-lookup

S3zen

Password:

S53fconfig t

Enter configuration commands, one per line. End with CHTL/Z.
53 ({config) #no ip domain-loockup

53 (config) g

5 Asignar direcciones IP a los Switches acorde a los lineamientos.
Asignacioén ip

S3#config t

S3(config)#no ip domain-lookup

S3(config)#int vlan 1

S3(config-if)#ip address 192.168.99.3 255.255.255.0
S3(config-if)#
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S1#config t

S1(config)#no ip domain-lookup

S1(config)#int vlian 1

S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if)#

Puerta de enlace predeterminada

S3(config)#ip default-gateway 192.168.99.1

6. Desactivar todas las interfaces que no sean utilizadas en el esquema de
red.

S1(config-if)#switchport trunk native vlian 1
S1(config-if)#int range fa0/1-2, fa0/4-24, g0/1-2
S1(config-if-range)#switchport mode access
S1(config-if-range)#exit

S1(config)#int fO/1

S1(config-if)y#switchport mode access
S1(config-if)#switchport access vilan 30
S1(config-if)#int range fa0/2, fa0/4-24, g0/1-2
S1(config-if-range)#shutdown

Ruta de salida s0/0/0

Bogota(config)#int s0/0/0
Bogota(config-if)#description Connetion to Miami
Bogota(config-if)#ip address 172.31.21.1 255255.255.252
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S1(config)#int vlan 200
S1(config-if)#ip address 192.168.99.2 255.255.255.0

Miami(config)#int s0/0/1

Miami(config-if)#description connection to Bogota
Miami(config-if)#ip address 172.31.21.2 255.255.255.252
Miami(config-if)#no shutdown

Miami(config)#int g0/0

Miami(config-if)#ip address 209.165.200.225 255.255.255.248
Miami(config-if)#no shutdown

Miami(config-if)#int g0/1

Miami(config-if)#ip address 10.10.10.10 255.255.255.0
Miami(config-if)#no shutdown

BuenosAires(config)#int s0/0/1
BuenosAires(config-if)#description connection to Miami
BuenosAires(config-if)#ip address 172.31.23.2 255.255.255.252
BuenosAires(config-if)#no shutdown

BuenosAires(config)#int o4

BuenosAires(config-if)#ip address 192.168.4.1 255.255.255.0
BuenosAires(config-if)#exit

BuenosAires(config)#int lo5

BuenosAires(config-if)#ip address 192.168.5.1 255.255.255.0
BuenosAires(config-if)#no shutdown
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Ameta v  Dszrca
L

7. Implement DHCP and NAT for IPv4

8 Configurar R1 como servidor DHCP para las VLANs 30 y 40.

Bogota>en

Bogota#config t

Bogota(config)#ip dhcp pool vlan30
Bogota(dhcp-config)#network 192.168.30.0 255.255.255.0
Bogota(dhcp-config)#default-router 192.168.30.1
Bogota(config)#ip dhcp pool vian40
Bogota(dhcp-config)#network 192.168.40.0 255.255.255.0
Bogota(dhcp-config)#default-router 192.168.40.1
Bogota(dhcp-config)#ip dhcp pool vian200
Bogota(dhcp-config)#network 192.168.200.0 255.255.255.0
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Bogota(dhcp-config)#default-router 192.168.200.1

Bogota(dhcp-config)#

Physical Config Desktop Programming Attributes
—
(®) DHCP () Static
IP Address 192.168.30.31
Subnet Mask 255.255 255,
Default Gateway 192.168.30.1
DNS Server 10.10.10.11
IPv& Configuration
() DHCP () Auto Config (@ Static
IPv6 Address |
Link Local Address | FE&0: 2E0:A3FF.FECS:S100
IPvE Gateway |

Phy=zical Config Dezktop Programming Attributes
I
(® DHCP () Static
IP Address 1592.168.40.31
Subnet Mask 255.255.255.0
Default Gateway 152 168.40.1
DNS Server 10.10.10.11
IPvE Configuration
(O DHcp (O Auto Config @ Static
IPv6 Address |
Link Local Address | FES0::202:16FF:FE3Z.8084
IPvG Gateway |
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9 Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estaticas.

Name: ADMINISTRACION
Configurar DHCP pool para VLAN | DNS-Server: 10.10.10.11

30 Domain-Name: ccna-unad.com
Establecer default gateway.

Name: MERCADEO
Configurar DHCP pool para DNS-Server: 10.10.10.11
VLAN 40 Domain-Name: ccha-unad.com
Establecer default gateway.

Bogota(dhcp-config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
Bogota(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30

10. Configurar NAT en R2 para permitir que los host puedan salir a internet

Miami>en

Miami#config t
Miami(config)#interface g0/0
Miami(config-if)#ip nat inside
Miami(config-if)#interface s0/1/0
Miami(config-if)#ip nat outside
Miami(config-if)#interface s0/1/1
Miami(config-if)#ip nat outside
Miami(config-if)#exit
Miami(config)#

Miamif#show ip nat translations
Pro Inside globkal Inside local Cutside local Cutside globkal
-—— 205_.1€5.200.22%5 10.10.10.10 -—= -—-

1L Configurar al menos dos listas de acceso de tipo estandar a su criterio en
para restringir o permitir trafico desde R1 o R3 hacia R2.

Miami(config)#ip Access-list standard ADMIN
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Miami(config-std-nacl)#permit host 172.31.21.1
Miami(config-std-nacl)#exit
Miami(config)#line vty 0 4

Miami(config-line)#access-class ADMIN in

Miami {config) #ip access-list standard RDMIN
Miami {config-std-nacl)#permit host 172.31.21.1
Miami {config-std-nacl)fexit

Miami {config)f#line wty O 4

Miami {config-line) faccess—class ADMIN in
Miami (config-line) g

Buenosaires>en

Buenosaires#config

Buenosaires(config)#access-list 102 deny icmp any 192.168.3.1 0.0.0.255
Buenosaires(config)#access-list 102 deny icmp any 192.168.4.1 0.0.0.255
Buenosaires(config)#do show access

Extended IP access list 102

10 deny icmp any 192.168.3.0 0.0.0.255

20 deny icmp any 192.168.4.0 0.0.0.255

Buenosaires(config)#

Buenosaires>en
Buenocsairesfconfig
Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CHTL/Z.
Buenosaires (config) faccess—1ist 102 deny icmp any 15%2_168.3.1 0.0.0.255
Buenosaires (config) faccess—1ist 102 deny icmp any 15%2_1lc8.4.1 0.0.0.255
Buenosaires (config) #do show access
Extended IP access list 102

10 deny icmp any 152 _1€2.3.0 0.0.0_.255

20 deny icmp any 15%2.1€2.4.0 0.0.0.255
Buenosaires (config) g

12 Configurar al menos dos listas de acceso de tipo extendido o nombradas a
su criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

Bogota>en

Bogota#config t
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Bogota(config)#access-list 102 deny icmp any 192.168.5.1 0.0.0.255
Bogota(config)#access-list 102 deny icmp any 192.168.6.1 0.0.0.255
Bogota(config)#do show access

Extended IP access list 102

10 deny icmp any 192.168.5.0 0.0.0.255

20 deny icmp any 192.168.6.0 0.0.0.255

Bogota(config)#

Bogotaren
Bogotafconfig t
Enter configuration commands, one per line. End with CHTL/Z.
Bogota (config) faccess—1ist 102 deny icmp any 15%2.162.5.1 0.0.0.255
Bogota (config) faccess-1ist 102 deny icmp any 152 _1€2.&€.1 0.0.0.255
Bogota (config) #do show access
Extended IF access list 102

10 deny icmp any 15%2.1€2.5.0 0.0.0.255

20 deny icmp any 1%2.1€8.€.0 0.0.0.255
Bogota (config) #

13 Verificar procesos de comunicacion y redireccionamiento de trafico en los
routers mediante el uso de Ping y Traceroute.

PC:ping 172.21.21.1

from 21.1: byt time=lms
from 211 b time=0ms
from 21.1: b time=0ms
from 21.1: byt time=0ms

ed = 4,
nd trip times in milli-s

Minimm = (Oms, Maximam = lms, Avera

r
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€.° Bogota R
Physical Config LI

10S Command Line Interface

Bogota~en
Bogotagconfig ©
Enter configuravtion commands, one per line. End wiech CNTL/Z.
Bogotaloonfig) gaccess~list 103 deny icmp any 152 1€8.5%.1 0.0,.0, 365
Bogotaiconfig) tacceass~liat 102 deny dcomp any 152 1@8.€.1 0.0.0.285
Bogova(config) #¢do show access
Exrended IP access list 103
10 deny demp any 152 _1€68.5.0 0.0.0.2
20 cdeny icmp any 192 .162.§.0 0.0.0.3885
HBogota{config) fexitc
Bogovas
AEYSE~L~CONFIG_TI: Configured from conscle by conscle

Bogotagping 309.165.300.2335%

Type escape seguence tTo abortc.
Sending &, 100+~byte ICHF Echos wo 209%. 1658 200.228%, ctimecut is 2 sesconds:

SFucoess rate is 0 pexcent (0/5)

Boqotnﬂ

| copy |

* Biani R2

Physical Config =L

105 Command Line Interface

Hiami cond is now available

Freass RETURN to get stacted.

Hiamisping 10.10.10.10

Typs sscaps ssgusncs to abort.
BEsnding &, 1l00-bytse ICHDP Echos to 10.10.10.10, timscut is I sesconds:

Fuooess rate is 100 peroent (5/5); round-trip minsavgsmax = L7356 ms
Hiami>|
Copy

Link del archivo .pkt Version 7.2

https://www.dropbox.com/s/IzbsbvjdOdjyxwx/Escenario%202.pkt?dI=0
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CONCLUSIONES

Con la realizacion de esta actividad de prueba de habilidades, hemos puesto en
practica varios comandos y funciones visto en el curso como son RIPv2, el cual a
pesar de ser un protocolo Classless; sumariza automaticamente para tener
comunicacién con routers y teniendo en cuenta que al configurar el protocolo RIP
en Cisco es el comando network; el cual tiene dos tareas principales:
» Confirmar qué interfaces manejan el envio y recibido de
actualizaciones de enrutamiento.

» Manifiestar a los demas routers la existencia de la red.

Vemos que al utilizar una red discontigua con auto summary, el router de otra
clase envia paquetes por diferentes rutas y reciben updates de la misma subred;
de otra parte corroboramos como el comando passive-interface controla la
informacion del ruteo; permitiendo eliminar la actualizaciones en algunas
interfaces y ademas interviene en el intercambio de actualizaciones en otras

interfaces; restringe ademas anuncios de salida.

Asi mismo se concluye que el trafico de broadcast se usa en el envio de paquetes
a los hosts de la red con la ayuda de la direccion de Broadcast; el paquete debe
contener una direccién IP destino; todos los hosts de esa red local (dominio de
broadcast) reciben el paquete; los paquetes se manejan igual que cuando se

reciben por su direccién unicast.
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