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2. INTRODUCCION

Hoy en dialatecnologia es un resultado delo que con esfuerzo el ser humano ha
alcanzado, las redes informaticas y telecomunicaciones son una herramienta
que nos hace dependientes. El internet, intranet y entre otras clasificaciones de
redes privadas son una muestra de tan importante constancia en el estudio y
conocimiento que estas dejan en el presente y futuras generaciones.

CISCO siendo una compaiia multinacional, ha brindado en el presente trabajo la
gran oportunidad de capacitar a millones de personas a nivel mundial, y que
mas, en esta oportunidad de implementar su tecnologia a los estudiantes de la
UNAD.

En esta entrega se aplicara la herramienta Packet Tracer para la emulacién de
una red, que no es nada distinto a lo que realmente se aplica con dispositivos
fisicosreales CISCO. Laarquitecturaeimplementacion eslamismasoloqueesta
vez es emulada.

En el presente trabajo se evaltaa al especialista en redes todoslos conocimientos
adquiridos durante el semestre en el diplomado de profundizacién CCNA,
buscando queel estudianteidentifiquelassolucionesenunescenariotopolégico
de redes relacionado con todos los aspectos del networking.

El presente documento se compone de dos escenarios que se plantean como
finalizacion del diplomado de profundizacion CISCO. El objetivo principal esde
dar solucion a los interrogantes e instrucciones aimplementar, de acuerdo con
el panorama que se entrega en cada ejercicio.
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3. DESARROLLO DE LOS ESCENARIOS

3.1. Escenario 1
Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin, en donde el estudiante
sera el administrador de la red, el cual deberd configurar e interconectar entre si cada uno de los
dispositivos que forman parte del escenario, acorde con los lineamientos establecidos para el

direccionamiento IP, protocolos de enrutamiento y demaés aspectos que forman parte de la topologia de
red.

Topologia de red

BOGOTA => 1722300/

Este escenario plantea el uso de RIP como protocolo de enrutamiento, considerando que se tendran rutas
por defecto redistribuidas; asimismo, habilitar el encapsulamiento PPP y su autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red LAN y a los routers 3 de
cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.

Debe habilitar NAT de sobrecarga en los routers Bogota1 y medellini.

Desarrollo

Como trabajo inicial se debe realizar lo siguiente.

e Realizar las rutinas de diagndstico y dejar los equipos listos para su configuracion (asignar nombres de
equipos, asignar claves de seguridad, etc).

¢ Realizar la conexion fisica de los equipos con base en la topologia de red
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Configurar la topologia de red, de acuerdo con las siguientes especificaciones.

3.1.1. Parte 1: Configuracion delenrutamiento

3.1.1.a. Configurar el enrutamiento en lared usando el protocolo RIP version 2, declare lared
principal, desactive la sumarizacionautomatica.

Iniciamos la configuracion de cada puerto acuerdo a las necesidades y encendiendolos:

ISP

Router>enable

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0

Router(config-if)#ip address 209.17.220.1 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
Router(config-if)#int s0/0/1

Router(config-if)#ip address 209.17.220.5 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Router(config-if)#end

Router#

%SYS-5-CONFIG_I: Configured from console by console

Router#wr

Building configuration...

[OK]

Router#

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname ISP

ISP(config)#END

ISP#

%SYS-5-CONFIG_I: Configured from console by console
WR

Building configuration...

[OK]

ISP#
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MEDELLIN-1

Router>
Router>enable
Router#conf term

L -

Physical Config CL Atftributes
I

105 Command Line Interface

255K bytes of non—-wolatile configuration memory.
24535€K bytes of ATA System CompactFlash 0 (Read/Write)

Press RETURN to get started!

ISPrenable

ISPg¢conf term

Enter configuration commands, one per lime. End with CNTL/Z.
ISP(config) §int s0/0/0

ISP ({config-if) #no shut

ISP{config-if) #int s0/0/1

ISP{config-if) §no shu

ISP{config-if) fend

Is5pE

%5¥S5-5-CONFIG_I: Configured from console by conso le

1sr¢
Is5pE
SLINE-5-CHRNGED: Interface Seriald/0/0, changed state to up

SLINEFROTC-5-UPDOWN: Line protocol on Interface Seriald/0/0,
state to up

changed

Ctri+F& to exit CLI focus Copy

[ op

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname MEDELLIN-1
MEDELLIN-1(config)#int s0/0/0

MEDELLIN-1(config-if)#ip address 209.17.220.2 255.255.255.252
MEDELLIN-1(config-if)#clock rate 4000000

This command applies only to DCE interfaces
MEDELLIN-1(config-if)#no shutdown

MEDELLIN-1(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

MEDELLIN-1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

MEDELLIN-1(config-if)#int s0/0/1
MEDELLIN-1(config-if)#ip address 209.29.6.1 255.255.255.252

Paste

10:28 p. m.
15/07/2019

8]

Mind Wide Open”
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MEDELLIN-1(config-if)#clock rate 4000000
MEDELLIN-1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
MEDELLIN-1(config-if)#int s0/1/0

MEDELLIN-1(config-if)#ip address 209.29.6.9 255.255.255.252
MEDELLIN-1(config-if)#clock rate 4000000
MEDELLIN-1(config-if)#no shutdown

MEDELLIN-1(config)#int s0/1/1

MEDELLIN-1(config-if)#ip address 209.29.6.13 255.255.255.252
MEDELLIN-1(config-if)#clock rate 4000000
MEDELLIN-1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
MEDELLIN-1(config-if)#end

MEDELLIN-1#

%SYS-5-CONFIG_I: Configured from console by console

MEDELLIN-1#wr
Building configuration...
[OK]

MEDELLIN-1#

¥ MEDELLIN-1 - O x

Physical Config CL Atftributes
I

105 Command Line Interface

MEDELLIN-1{config-if)$
SLINEPROTC-5-UPDOWN: Line protocol on Interface Seriald/0/0, changed
state to up

MEDELLIN-1{config-if) #int s0/0/1

MEDELLIN-1{config-if)#ip address 205.25_.&.1 255.255.255.252
MEDELLIN-1{config-if)#clock rate 4000000
MEDELLIN-1(config-if) #no shutdown

%LINE-5-CHRNGED: Interface Seriald/0/1, changed state to down
MEDELLIN-1{config-if) #int s0/1/0

MEDELLIN-1{config-if)#ip address 202.23%.€.% 255.255.255.252
MEDELLIN-1{config-if)#clock rate 4000000
MEDELLIN-1{config-if) #no shutdown

SLINE-5-CHRNGED: Interface Seriall/l/0, changed state to down
MEDELLIN-1{config-if) fend

MEDELLIN-1#

%5¥Y5-5-CONFIG_I: Configured from conscle by consocle

MEDELLIN-1l#wr

Building configuration...
[CE]

MEDELLIN-1§ [ ﬂ

L3

Ctrl+F& to exit CLI focus Copy Paste

[ mop

10629 p. m.
. 15/07/2019 E'
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MEDELLIN-2

Router>enable

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0

Router(config-if)#ip address 172.29.6.2 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
Router(config-if)#int s0/0/1

Router(config-if)#ip address 172.29.6.5 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Router(config-if)#int g0/0

Router(config-if)#ip address 172.29.4.1 255.255.255.128
Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

Router(config-if)#end
Router#
%SYS-5-CONFIG_I: Configured from console by console

Router#wr

Building configuration...

[OK]

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname MEDELLIN-2
MEDELLIN-2(config)#
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Physical Config CL Aftributes
L

105 Command Line Interface

Houter=enabkle ~
Routergconf term

Enter configuration commands, one per line. End with CHNTIL/Z.
Router{config)#int s0/0/0

Router {config-if) #ip address 172.25_€.2 255.255.255.252
Router{confiig-if) #clock rate 4000000

Router{config-if) #no shutdown

SLINE-5-CHRNGED: Interface Seriald/0/0, changed state to down
Router(config-if) #int sO/0/1

Router{config-if) #ip address 172.25.6.5 255.255.255_252
Router{config-if) #clock rate 4000000

Router{config-if) #no shutdown

%LINE-5-CHANGED: Interface Seriald/0/1, changed state to down
Router (config-if) #int gl/0

Routeri{config-if) #ip address 172.25.4.1 255.255.255.128
Router {config-if) #no shutdown

Router(config-if)f
SLINE-S5-CHANGED: Interface GigabitEthernetl/0, changed state to up

Router (config-if) fend v
Routers
%5Y5-5-CONFIG I: Configured from conscle by conso le W E
i
Ctri+F§ to exit CLI focus Copy Paste
[ ®p
senal UCE

10:35 p. m.

15/07/2019

MEDELLIN-3

Router>enable

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname MEDELLIN-3
MEDELLIN-3(config)#int s0/0/0

MEDELLIN-3(config-if)#ip address 172.29.6.10 255.255.255.252
MEDELLIN-3(config-if)#clock rate 4000000
MEDELLIN-3(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
MEDELLIN-3(config-if)#int s0/0/1

MEDELLIN-3(config-if)#ip address 172.29.6.14 255.255.255.252
MEDELLIN-3(config-if)#clock rate 4000000
MEDELLIN-3(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
MEDELLIN-3(config-if)#int s0/1/0
%Invalid interface type and number

10
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MEDELLIN-3(config)#int g0/0
MEDELLIN-3(config-if)#ip address 172.29.4.129 255.255.255.128
MEDELLIN-3(config-if)#no shutdown

MEDELLIN-3(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
MEDELLIN-3(config)#int s0/1/0

MEDELLIN-3(config-if)#ip address 172.29.6.6 255.255.255.252
MEDELLIN-3(config-if)#clock rate 4000000
MEDELLIN-3(config-if)#no shutdown
MEDELLIN-3(config-if)#end

MEDELLIN-3#

%SYS-5-CONFIG_I: Configured from console by console

wr

Building configuration...

[OK]

MEDELLIN-3#

B MEDELLIN-3 - O X

Physical Config CLI Attributes
I

105 Command Line Interface
T Low-Speed SEeCial |SyNC/Ssync) NEeLWOLE LNCECLace (5] P
DRAM configuration is €4 bits wide with parity disabled.
255K bytes of non-volatile configuration memory.
24985€K bytes of ATA System CompactFlash 0 (Read/Write)

Press RETURN to get started!

MEDELLIN-3=>

MEDELLIN-3>enable

MEDELLIN-3gconf term

Enter configuration commands, one per line. End with CNIL/Z.
{ ig)#int s0/1/0

ig-if)#ip address 172.25.€.€ 255.255.255.252
ig-if)gclock rate 4000000

ig-if) #no shutdown

a

MEDELLIN-3 (config-if) #end
MEDELLIN-3#
%5¥S-5-CONFIG_I: Configured from conscle by conso le

MEDELLIN-3gwz|

W
Building configuration...
[CE]
MEDELLIN-3# W E
Ctrl+F& to exit CLI focus Copy Paste
[ op ]

15/07/2019 El

11



o],
CIsCcO. Cisco Networking Academy’ Mind Wide Open
|

BOGOTA-1

Router>en

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0

Router(config-if)#ip address 209.17.220.6 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
Router(config-if)#int s0/0/1

Router(config-if)#ip address 209.29.3.9 255.255.255.252
Router(config-if)#clock rate 4000000

This command applies only to DCE interfaces

Router(config-if)#ip address 172.29.3.9 255.255.255.252
Router(config-if)#clock rate 4000000

This command applies only to DCE interfaces

Router(config-if)#no shut

Router(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

Router(config-if)#clock rate 4000000

This command applies only to DCE interfaces
Router(config-if)#ip address 209.29.3.9 255.255.255.252
%LINEPROTO-5-UPDOWN: Line protocol on Interf
Router(config-if)#int s0/1/0

Router(config-if)#ip address 172.29.3.1 255.255.255.252
Router(config-if)#clock rate 4000000
Router(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
Router(config-if)#int s0/1/1

Router(config-if)#ip address 172.29.3.5 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
Router(config-if)#end

Router#

%SYS-5-CONFIG_I: Configured from console by console

12
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Router#wr

Building configuration...
[OK]

Router#

Router(config)#hostname BOGOTA-1

BOGOTA-1(config)#END
BOGOTA-1#

¥ BOGOTA-1 — m} X

BOGOTA-2

Router>
Router>EN
Router#conf ter

Physical Config CLI Attributes.
—

105 Command Line Interface

%LINK-5-CHANGED: Interface Seriall/1/0, changed state to down
Router{config-if)#int s0/1/1
-if)#ip address 172.25.3.5 255.255.255.252
-if) gclock rate 4000000
nfig-if)#no shut

$LINK-5-CHANGED: Inserface SerialQ/l/l, changed state to down
Router {config-if)fend

Routerd

%SYS-5-CONFIG_I: Configured from console by conso le

Routergwr

Building configuration. ..

[OK]

RoutergCONF TER

E configuration commands, one per line. End with CNTL/Z.
Router (config) $hostname BOGOTA-1

BOGOTE-1{config) SEND

BOGOTA-13

%SYS-5-CONFIG_I: Configured from console by conso le

WR

Building configuration...

[OK]

BOGOTA-13 hd

Ctrl+F§ to exit CLI focus Copy Paste

. 1:15p.m.
5 =]
15/07/2019 1

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOGOTA-2

BOGOTA-2(config)#int s0/0/0

BOGOTA-2(config-if)#ip address 172.29.3.10 255.255.255.252
BOGOTA-2(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
BOGOTA-2(config-if)#clock rate 4000000

BOGOTA-2(config-if)#int s0/0/1

BOGOTA-2(config-if)#ip address 172.29.3.13 255.255.255.252
BOGOTA-2(config-if)#clock rate 4000000
BOGOTA-2(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down

BOGOTA-2(config-if)#int g0/0

Mind Wide Open”

13
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BOGOTA-2(config-if)#ip address 172.29.1.1 255.255.255.0
BOGOTA-2(config-if)#no shutdown

BOGOTA-2(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

BOGOTA-2(config-if)#wr
N

% Invalid input detected at ' marker.
BOGOTA-2(config-if)#end

BOGOTA-2#

%SYS-5-CONFIG_I: Configured from console by console
wr

Building configuration...

[OK]

BOGOTA-2#

¥ poGoTta-2 - [} b

Physical Config CLI Aftributes
I

105 Command Line Interface

Routergconf ter ~
Enter configuration commands, one per line. End with CHNTL/Z.
Router (config) fhostname BOGOTA-Z
2 {config)#int s0/0/0
onfig-if)#ip address 172.29.3.10 255.255.255.252
BOGOTA-2 (config-if) #no shutdown

SLINE-5-CHRNGED: Interface Seriald/0/0, changed state to down
BOGOTA-2 (config-if) #clock rate 4000000

onfig-if)#int s0/0/1

onfig-if) #ip address 172.25.3.13 255.255.255.252
onfig-ifl#clock rate 4000000

BOGOTA-2 (config-if) #no shutdown

SLINE-5-CHRNGED: Interface Seriall/0/1, changed state to down

onfig-if) #ip address 172.25.1.1 255.255.255.0
BOGOTA-2 (config-if) #no shutdown

BOZOTR-2 (config-ifl g
SLINE-5-CHRENGED: Interface FigabitEthernetl/0, changed state to up

BOGOTR-2 (config-if) wr|

% Tnwalid input detected st "' marker E

Ctrl+F& to exit CLI focus Copy Paste

[ ®p

11:21 p. m.

15/07/2019

14
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BOGOTA-3

Router>EN

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname

% Incomplete command.

Router(config)#hostname BOGOTA-3

BOGOTA-3(config)#int 0/0/0

N

% Invalid input detected at ' marker.
BOGOTA-3(config)#ip address 172.29.3.2 255.255.255.252
N

% Invalid input detected at '~ marker.

BOGOTA-3(config)#int s0/0/0

BOGOTA-3(config-if)#ip address 172.29.3.2 255.255.255.252
BOGOTA-3(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
BOGOTA-3(config-if)#int s0/0/1

BOGOTA-3(config-if)#ip address 172.29.3.6 255.255.255.252
BOGOTA-3(config-if)#clock rate 4000000
BOGOTA-3(config-if)#int s0/0/0

BOGOTA-3(config-if)#clock rate 4000000
BOGOTA-3(config-if)#int s0/1/0

BOGOTA-3(config-if)#ip address 172.29.3.4 255.255.255.252
Bad mask /30 for address 172.29.3.4

BOGOTA-3(config-if)#ip address 172.29.3.14 255.255.255.252
BOGOTA-3(config-if)#clock rate 4000000
BOGOTA-3(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
BOGOTA-3(config-if)#int s0/0/1
BOGOTA-3(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
BOGOTA-3(config-if)#int g0/0

BOGOTA-3(config-if)#ip address 172.29.0.1 255.255.255.0
BOGOTA-3(config-if)#no shut

BOGOTA-3(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

BOGOTA-3(config-if)#end
BOGOTA-3#
%SYS-5-CONFIG_I: Configured from console by console

15
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BOGOTA-3#wr
Building configuration...
[OK]

BOGOTA-3#

¥ poGOTA-3 — O X

Physical Config CLI Attributes.
I

10S Command Line Interface

S LINE-5-CHRNGED: Interface Seriald/0/0, changed state to down L]
BOGOTA-3 (config-if)#int sO/0/1

BOZOTRE-3 (config-if) #ip address 172.25.3.€ 255.255.255.252
BOGOTR-2 (config-if) gclock rate 4000000

BOGOTA-3 (config-if)#int sO/0/0

BOGOTR-2 (config-if)fclock rate 4000000

BOGOTA-3 (config-ifigint s0O/1/0

BOZOTE-3 (config-if) gip address 172.25.3.4 255.255.255.252
Bad mask /30 for address 172_.29_.32.4

BOGOTA-3 (config-if)#ip address 172.25.3.14 255.255.255.252
BOGOTR-2 (config-if)fclock rate 4000000

BOGOTA-3 (config-if)i#no shut

SLINE-5-CHANGED: Interface Seriald/1/0, changed state to down
BOGOTA-3 (config-if)#int sO/0/1
BOGOTA-3 (config-if) $no shut

SLINE-5-CHRNGED: Interface Serialds0/1, changed state to down
BOGOTA-3 (config-if)ig#int gl/0

BOGOTA-3 (config-if) #éno shut

W
BOGOTRA-3 (config-if) g
5LINE-5-CHANGED: Interface GigabitEtherneti/0, changed state to up - [
Ctrl+F& to exit CLI focus Copy Paste F
[ 1op

CODPET Sy TTTougT

11:28 p. m.
15/07/2019 El

MEDELLIN-1>

MEDELLIN-1>ENABLE

MEDELLIN-1#CONF TERM

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN-1(config)#ROUTER RIP
MEDELLIN-1(config-router)#version 2
MEDELLIN-1(config-router)#no auto-sumary

N

% Invalid input detected at "' marker.
MEDELLIN-1(config-router)#exit

16
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MEDELLIN-1(config)#ROUTER RIP
MEDELLIN-1(config-router)#version 2
MEDELLIN-1(config-router)#no auto-summary
MEDELLIN-1(config-router)#do show ip route connected
C 172.29.6.12/30 is directly connected, Serial0/1/1
C 209.17.220.0/30 is directly connected, Serial0/0/0
C 209.29.6.0/30 is directly connected, Serial0/0/1
C 209.29.6.8/30 is directly connected, Serial0/1/0

MEDELLIN-1(config-router)#net
MEDELLIN-1(config-router)#network 172.29.6.0
MEDELLIN-1(config-router)#network 172.29.6.8
MEDELLIN-1(config-router)#network 172.29.6.12
MEDELLIN-1(config-router)#pass
MEDELLIN-1(config-router)#passive-interface s0/0/0
MEDELLIN-1(config-router)#exit
MEDELLIN-1(config)#exit

MEDELLIN-1#

%SYS-5-CONFIG_I: Configured from console by console

MEDELLIN-1#wr
Building configuration...
[OK]

MEDELLIN-1#
MEDELLIN-1#

® MEDELLIN-1 - ] x

Physical Config CLI Attributes
I

105 Command Line Interface

% Invalid input detected at '~' marker.

MEDELLIN-1{

fig-router) fexit
fig) §ROUTER RIP

MEDELLIN-1{config-router
MEDELLIN-1{
MEDELLIN-1{
MEDELLIN
MEDELLIN

HMEDELLIN-1%
%5¥5-5-CONFIG I: Configured frckn conscle by conso le

MEDELLIN-1l#wr hd E

Ctri+F6 to exit CLI focus Copy Paste

[ Tp L

418 p. m.

16/07/2019
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MEDELLIN-2

MEDELLIN-2>ENA

MEDELLIN-2#conf ter

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN-2(config)#router rip
MEDELLIN-2(config-router)#version 2
MEDELLIN-2(config-router)#no auto-summary
MEDELLIN-2(config-router)#do show ip route connected

C 172.29.4.0/25 is directly connected, GigabitEthernet0/0

C 172.29.6.0/30 is directly connected, Serial0/0/0

C 172.29.6.4/30 is directly connected, Serial0/0/1

MEDELLIN-2(config-router)#network 172.29.4.0
MEDELLIN-2(config-router)#network 172.29.6.0
MEDELLIN-2(config-router)#network 172.29.6.4
MEDELLIN-2(config-router)#passive-interface g0/0
MEDELLIN-2(config-router)#end

MEDELLIN-2#

%SYS-5-CONFIG_I: Configured from console by console

MEDELLIN-2#wr
Building configuration...
[OK]

MEDELLIN-2#

¥ MEDELLIN-2 - m} X

Physical Config CLI Aftributes
—

I0S Command Line Interface

MEDELLIN-2>El
MEDELLIN-2gco
Enter confi
MEDELLIN-.
MEDELLIN-.
MEDELLIN-.
MEDELLIN- 0

c 172

c 172 [ is

c 172.29.€.4/3¢ is direct connecte

MEDELLIN-
MEDELLIN-
MEDELLIN-
MEDELLIN-.
MEDELLIN-.
MEDELLIN-2

%5¥5-5-CONFIG_I: Configured from conscle by conso le

MEDELLIN-2wz
Building configuration... r
[OK1
i MEDELLIN-2# v E
L
2

| Ctrl+F8 to exit CLI focus Copy Paste

| O
|

4:24 p. m.
16/07/2019 EZ

B A Q) o g e
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MEDELLIN-3

MEDELLIN-3>
MEDELLIN-3>ENA
MEDELLIN-3#conf term

Enter configuration commands, one per line. End with CNTL/Z.

MEDELLIN-3(config)#router rip
MEDELLIN-3(config-router)#version 2

MEDELLIN-3(config-router)#no auto-summary
MEDELLIN-3(config-router)#do show ip route connected
C 172.29.4.128/25 is directly connected, GigabitEthernet0/0
C 172.29.6.4/30 is directly connected, Serial0/1/0

C 172.29.6.8/30 is directly connected, Serial0/0/0

C 172.29.6.12/30 is directly connected, Serial0/0/1

MEDELLIN-3(config-router)#network 172.29.4.128
MEDELLIN-3(config-router)#network 172.29.6.4
MEDELLIN-3(config-router)#network 172.29.6.8
MEDELLIN-3(config-router)#network 172.29.6.12

MEDELLIN-3(config-router)#pass

MEDELLIN-3(config-router)#passive-interface g0/0

MEDELLIN-3(config-router)#end
MEDELLIN-3#

%SYS-5-CONFIG_I: Configured from console by console

MEDELLIN-3#wr
Building configuration...
[OK]

MEDELLIN-3#

¥ MEDELLIN-3

Physical Config CLI
—

Aftributes.

105 Command Line Interface

MEDELLIN-3>
MEDELLIN-3-E

MEDELLIN-3#
%5YS-5-CONFIG_I: Configured from comsole by conso le

ihe. End with CNTL/Z.

Ctri+F6 to exit CLI focus

A = 439p.m.
R A > ES)
A B B e B

Mind Wide Open”
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BOGOTA-1
BOGOTA-1>

BOGOTA-1>ENA

BOGOTA-1#conf term

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA-1(config)#router rip
BOGOTA-1(config-router)#version 2
BOGOTA-1(config-router)#no auto-summary
BOGOTA-1(config-router)#do show ip route connected
C 172.29.3.0/30 is directly connected, Serial0/1/0

C 172.29.3.4/30 is directly connected, Serial0/1/1

C 172.29.3.8/30 is directly connected, Serial0/0/1

C 209.17.220.4/30 is directly connected, Serial0/0/0

BOGOTA-1(config-router)#network 172.29.3.0
BOGOTA-1(config-router)#network 172.29.3.4
BOGOTA-1(config-router)#network 172.29.3.8
BOGOTA-1(config-router)#passive-interface s0/0/0
BOGOTA-1(config-router)#end

BOGOTA-1#

%SYS-5-CONFIG_I: Configured from console by console
wr

Building configuration...

[OK]

BOGOTA-1#

¥ poGoTA-1 — m} *

Config CLI Attributes
—

105 Command Line Interface

BOGOTAR-1>
BOGOTR-1>ENR
BOGOTA-lgconf term

commands, one per line. End with CNIL/Z.

er)$no auto-summary

ar)gdo show ip route connected

is directly connected, Serial(d/l/0
is directly connected, SerialQd/l/1
is directly connected, Serial0d/0/1
is directly connected, Serial0/0/0

BOEOTA-L( =4 Jgend
BOGOTR-1%
%5¥5-5-CONFIC_I: Configured from console by conso le

wx
Building configuration...
[OK1

BOROTA-14] v ﬂ

Ctr+F6 to exit CLI focus Copy Paste i

O wp 4

444 p.m.
16/07/2019 %

A )] 43 ok ESP
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BOGOTA-2
BOGOTA-2>

BOGOTA-2>enable

BOGOTA-2#conf term

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA-2(config)#router rip
BOGOTA-2(config-router)#version 2
BOGOTA-2(config-router)#no auto-summary
BOGOTA-2(config-router)#do show ip route connected

C 172.29.1.0/24 is directly connected, GigabitEthernet0/0

C 172.29.3.8/30 is directly connected, Serial0/0/0

C 172.29.3.12/30 is directly connected, Serial0/0/1

BOGOTA-2(config-router)#network 172.29.3.8
BOGOTA-2(config-router)#network 172.29.3.12
BOGOTA-2(config-router)#passive-interface g0/0
BOGOTA-2(config-router)#end

BOGOTA-2#

%SYS-5-CONFIG_I: Configured from console by console

BOGOTA-2#wr
Building configuration...
[OK]

BOGOTA-2#

¥ pocoTa-2 - O X

Physical Config CLI Aftributes
—

105 Command Line Interface

BOGOTR-2=

s, ome per lime. End with CNIL/Z.

o auto-summary
o show ip route connected

irectly connected, GigabitEthernet0/d
irectly connected, Seriald/0/0

is directly connected, Seriald/ds1l

BOGOTR: router) $network 172 29 3.8
BOGOTA: router)#network 172.25.3.12
BOCOTR: router) #passive-in terface g0/0
BOGOTR-Z (config-router) gend

BOGOTA-28

%S¥YS-5-CONFIG_I: Configured from console by conso le

BOGOTA-2#w=

Building configuration. ..

[CE]

BOGOTA-24| v i
b

Cirl+Fé to exit CLI focus Copy Paste

O wep

449 p. m.
16/07/2019 Ez

v i) 4D e ESP
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BOGOTA-3

BOGOTA-3>enable

BOGOTA-3#conf term

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA-3(config)#router rip
BOGOTA-3(config-router)#version 2
BOGOTA-3(config-router)#no auto-summary
BOGOTA-3(config-router)#do show ip route connected
C 172.29.0.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.0/30 is directly connected, Serial0/0/0

C 172.29.3.4/30 is directly connected, Serial0/0/1

C 172.29.3.12/30 is directly connected, Serial0/1/0

BOGOTA-3(config-router)#
BOGOTA-3(config-router)#network 172.29.0.0
BOGOTA-3(config-router)#network 172.29.3.0
BOGOTA-3(config-router)#network 172.29.3.4
BOGOTA-3(config-router)#network 172.29.3.12
BOGOTA-3(config-router)#passive-interface g0/0
BOGOTA-3(config-router)#end

BOGOTA-3#
%SYS-5-CONFIG_I: Configured from console by console
wr
Building configuration...
[OK]
BOGOTA-3#
¥ BOGOTA-3 - [m] X

I0S Command Line Interface

BEOCUTE-S-enable

commands, cne per line. End with CNTL/Z.

er)fno auto-summary
er)f#do show ip route connected

is directly connected, GigabitZthernet0/0
is directly connected, Serial0/0/0

is directly connected, Serial0s0s1

is directly connected, Serial0/1/0

BOGOTRA-2 (o ig-router)$

BOGOTA-3 (o ig-router) $network 172.25.0.0
BOGOTR- er)fnetwork 172.23.3.0
BOGOTA- er)network 172.29.3.4
BOGOTR- outer) fnetwork 172.25.2.12
BOGOTRA-2 (o ig-router) $passive—-interface g0/0
BOGOTA-3 {config-router) end|
BOGOTR-3#
%5Y5-5-CONFIG_I: Configured from conscle by conso le
wE
Building configurationm... p
[OK]
BOGOTA-32 v E
Ctri+F6 to exit CLI focus Copy Paste B
L
El|
O

4:55 p. m.

16/07/2019 Ez
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¥ MEDELLIN-1 — O X

Physical Config CLI Attributes a
] i

105 Command Line Interface

MEDELLIN-1= L]
MEDELLIN-1=ENA
MEDELLIN-l#show ip route
Codes: L — local, C — connected, 5 - static, B — RIF, M - mokile, B -
BEE
D - EIZRF, EX¥ - EIZRFP external, O - O5PF, I& - O5PF inter area
N1 - OS5PF N55R external type 1, N2 - O5PF NS55R external type 2
El - O5PF external type 1, E2 — O5PF external type 2, E — EGP
i - I5-I5, L1 - I5-IS5 lewel-1l, LZ - I5-I5 level-2, ia - I5-IS
inter area
¥ — candidate default, U - per—user static route, o — QDR
P - periogdic downloaded static route

Fateway of last resort is not set

172.25.0.0/1¢ is wvariably subnetted, 5 subnets, 3 masks

=) 172.25.4.128/25 [120/1] wia 17Z2.25%.€.14, 00:00:14,
Serialidys1lys1
=) 172.259.€.4/730 [120/1] wia 172.25%.€.14, 00:00:14, Seriald/s1l/ 1
R 29.6.8/30 [120/1] wia 172.29%.6.14, 00:00:14, Seriald/1l/1
c 259.6.12/30 is directly connected, Seriald/1l/1
L 2%.68.13/32 is directly connected, SeriallS1l/1
.220.0/24 is wariably subnetted, 2 subnets, 2 masks
c 2 -0/30 is directly connected, Seriald/0/0
L .2/32 is directly connected, Seriall0/0/0
.6.0/24 is wariakly subnetted, 4 subnets, 2 masks
c 25 .6.0/30 is directly connected, Serialds0/1
L .25.6.1/32 is directly connected, Seriald/ 071
cC . 25.6.8/30 is directly connected, Seriald/1l/0
L 285 .6.59/32 is directly connected, Seriald/s1;0 I
MEDELLIN-18 W ﬂ
Ctri+FS to exit CLI focus Copy Paszte ..-
2

L] wop

4:59 p. m.
16/07/2019 E;g

i) 93 o= ESP
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¥ BOGOTA-1 — O X
1)
Physical Config CL Attributes '
—
0% Command Line Interface
]
BOGOTR-1=ena
BOGOTA-1#show ip route
Codes: L — local, C — connected, 5 - static, B — RIPF, M — mokile, B -
BEE
I — EIGRP, EX - EIGRP external, O — O5PF, IR - O5PF inter area
N1 - OSPF W55R external type 1, N2 - OS5PF N55R external type 2
El - O5PF external type 1, E2 — O5PF external type 2, E — EGP
i - I5-I5, L1 - I5-IS5 lewel-1l, LZ - I5-I5 lewvel-2, ia - IS5-IS
inter area
¥ — rcandidate default, U - per-user static route, o - CDR
P - periodic downloaded static route
FZateway of last resort is not set
172.25.0.0/1e is wariabkly subnetted, 8 subnets, 3 masks
=) 172.25.0.0/24 [120/1] wia 1T72.25%.3.2, 00:00:03, Serialdys1ls0
cC 172 .3.0/30 is directly connected, Seriallys1/0
L 172 23.1/32 is directly connected, Serial(yf1/0
c 172 .3.4/30 is directly connected, Seriall/1/1
L 172 .3.5/32 is directly connected, Seriallys1/1
c 172 23.8/30 is directly connected, Seriallys0/1
L 172 .23.5/32 is directly connected, Seriall/0/1
=) 172 .3.12/30 [120/1] wia 172.2%.3.2Z, 00:00:03, Serialds1s0
20%_.17.220.0/24 is wvariably subnetted, 2 subnets, 2 masks
c 20%_.17.220.4/30 is directly connected, Serial0/0/0
L 20517 .220.¢6/32 is directly connected, Seriald/0/0
BOCOTA-1#| w EJ
Ctri+F& to exit CLI focus Copy Paste I“
26
(] mop B
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3.1.1.B. Losrouters Bogota1y Medellin deberan aniadir a su configuraciéon de enrutamiento una
ruta por defecto hacia el ISPy, a su vez, redistribuirla dentro de las publicaciones de
RIP.

MEDELLIN-1

MEDELLIN-1#conf term

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN-1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.1
MEDELLIN-1(config)#router rip
MEDELLIN-1(config-router)#default-information originate
MEDELLIN-1(config-router)#show ip-route

N

% Invalid input detected at '~ marker.
MEDELLIN-1(config-router)#end

MEDELLIN-1#

%SYS-5-CONFIG_I: Configured from console by console
show ip route

N
¥ MEDELLIN-1 - O X
Physzical Config CL Attributes
—
105 Command Line Interface
i - I5-I8, L1 - I5-IS lewvel-1l, L2 - IS-IS lewvel-2, ia - I5-IS .
inter area
¥ — rcandidate default, U - per-user static route, o — CDR
P - periodic downloaded static route
Fateway of last resort is 205.17.220.1 to network 0.0.0.0
172.25.0.0/1€ is wvariably subnetted, 5 subnets, 2 masks
B 172.29.4.128/25 [120/1]1 wia 1l72.25.€.14, 00:00:17, Seriall/Ll/1
= 172.2%.€.4/30 [120/1] wia 172.2%.€.14, 00:00:17, Serialds1s1
= 172.2%.€.8/30 [120/1]1 wvia 172.2%.€.14, 00:00:17, Serialds1ls1
C 172.25%.€.12730 is directly connected, Seriall/s1/1
L 172.25%.€.13/32 is directly connected, Serialld/s1/1
20%.17.220.0/24 is wariabkly subnetted, 2 subnets, 2 masks
C 209.17.220.0/30 is directly connected, Seriald/s0/0
L 209_.17.220_2/32 is directhy connected, Seriald/ /070
20%.25%.€.0/24 is wvariably subnetted, 4 subnets, 2 masks
c 205.2%.€.0/30 is directly connected, Seriald/0/1
L 209.29 . €.1/32 is directly connected, Seriald/0/1
c 209.25%.€.8/30 is directly connected, Seriallds1/0
L 205%.2%.€.9/32 is directly connected, Seriald/ /Ll /0
5% Q.0.0.0/0 [1/0] wia 205%.17.220.1
MEDELLIN-1# w
MEDELLIN-l#§ hd
Ctrl+F§ to exit CLI focus Copy Paste @
|
| ]
12
] Top
| | €
2501

5:08 p. m. |:|

16/07/2019
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BOGOTA-1

BOGOTA-1#CONF TERM

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA-1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.5

BOGOTA-1(config)#router rip

BOGOTA-1(config-router)#default-information originate

BOGOTA-1(config-router)#end
BOGOTA-1#

¥ BOGOTA-1

Physical Config CL Attributes
I

105 Command Line Interface

% Invalid input detected at "~"

BOGOTZ-1gshow ip route

BEP

inter area

=)

Cc

L 5.
c

L

c

L

2}

Cc 205,

L 205.17

BOGOTR-14

Codes: L — local, C - connected,

marker.

5 - static, B — RIP, M - mobkile, B -

D — EIGZRP, EX — EIGRP external, O — QS5SPF, IZ - OSPF inter area
N1 - OS5PF N55R external type 1, N2 - O5PF MNS5A external type 2
El - OS5PF extermnal type 1, EZ - OSPF external type 2, E - EGP
i - I5-I5, L1 - I5-I5 lewel-l, LZ - I5-I5 lewel-2, ia - I5-IS

¥ — pandidate default, U - per-user static route, o - OODR
P — periodic downloaded static route

Fateway of last resort is 20%.17.220.5 to network 0.0.0.0

172.25%.0.0/1l¢ is wariably subnetted, & subnets, 3 masks
172_.25_0.0/24 [120/1] <wia 172.2%_.3.2, 00:00:22, Seriall/s1l/0

3.0/30 is directly conmnected, Seriall/1/0

3.1/32 is directly conmnected, Seriall/1/0

3.4/30 is directly connected, Seriall/1/1

-3.5/32 is directly connected, Seriall/1/1

3.8/30 is directly connected, Seriald/0/1

3.5/32 is directly connected, Seriall/0/1

3.12/30 [120/1]1 wia 172.2%.3.2, 00:00:22, Serial0/s1/0

0/24 is wariably subnetted, 2 subnets, 2 masks

-4/30 is directly comnected, Serizld/0/0

-220.8/32 is directly comnected, Serizld/0/0

5% d.0.0.0/0 [1/70] wia 205 _17_.2EZ0.5

Ctri+F& to exit CLI focus

O mop

Copy Paste

Mind Wide Open”
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3.1.1.C. Elrouter ISP debera tener una ruta estatica dirigida hacia cada red interna de Bogota y
Medellin para el caso se sumarizan las subredes de cada uno a /22.

Se calcula y se procede a configurar las rutas en el ISP:

MEDELLIN 128| 64| 32| 16| 8| 4| 2| 1| 128| 64| 32| 16| 8| 4| 2|1
172.29.4.0 172 29 o| o| o| o|o|1|ojo| o| o| o| o|o|ojojo
172.29.4.128 172 29 o| o| o| o|o|i|ojo| 1| o| o| o|o|o|of0
172.29.6.0 172 29 o/ o| o| o|o|1|{1|o| o| o| o| o|o|o|ojo
172.29.6.12 172 29 o| o| o| o|o|i|1|o| o| o| o| o|1|1|of0
172.29.6.8 172 29 o| o| o| o|o|1|1lo| o| o| o| o|1|o|of0
172.29.6.4 172 29 o/ o| o| o{o|1|1lo| o| o| o| o|o|[1|of0
172.29.4.0/22 172 29 o| o| o| o|lola|lo|lo| o| o o o|o|lo|o|o
BOGOTA 128| 64| 32| 16|8(4| 2| 1| 128| 64| 32| 16| 8| 4| 2| 1
172.29.1.0 172 29 o/ o| o| o|ojojo{1| o| o] o| o|o|ojojo
172.29.3.0 172 29 0| o] 0| ojojol1/1) 0] o] O 0/0j0|0jO
172.29.0.0 172 29 o/ o| o| o|o|lojojo| o| o o| o|o|lo|o|o
172.29.3.8 172 29 o| o| o| o|ojo{1|1| o| o| o| o|o|o|ojo
172.29.3.4 172 29 o| o| o| o|ojo{1{1| o| o| o| o|o|[1|of0
172.29.3.12 172 29 o| o| o| o|ojo{1|1| o| o| o| o|1|1|of0
172.29.4.0/22 172 29 o| o| o| ololo|lo|lo| o] o| o o|lolo|o|O

ISP

ISP>

ISP>EN

ISP#conf ter

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#ip route 172.29.4.0 255.255.255.0 209.17.220.2

ISP(config)#ip route 172.29.0.0 255.255.255.0 209.17.220.6
ISP(config)#

27



atfren]n,
CI1sco. Cisco Networking Academy” Mind Wide Oper
|

5P — m} k4

Physical Config CLI Attributes
—

105 Command Line Interface

DREM configuration is €4 bits wide with parity disabled. A
255K bytes of non-volatile configuration memory.
24585€K bytes of ATA System CompactFlash 0 (Read/Write)

Press RETURN to get started!

&LINE-S5-CHRNGED: Interface Seriald/0/0, changed state to up

%LINE-5-CHRNGED: Interface Serialds0/1, ch d state ©o up

&LINEPROTO-5-UPDOWN : Line protocel on Interface Serial0/0/0, changed
state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface Seriald/0/1, ch =
state to up

ISp=

ISP=EN

I5Pgconf ter

Enter configuration commands, one per line. End with CNTL/Z.
ISP{config)#ip route 172.25.4.0 255.255.255.0 205.17.220.2
ISP {config)#ip route 172.25.0.0 255.255.255.0 ZDb_lT_ZZD_G
ISP(config) g

v
et exd L1 focus

=

O e

3.1.2. Parte 2: Tabla de Enrutamiento.
3.1.2.A. Verificarla tabla de enrutamiento en cada uno de los routers para comprobar las
redes y susrutas.

3.1.2.B.
Se verifica envio de paquetes y el enrutamiento:
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3.1.2.C. Verificar el balanceo de carga que presentan los routers.

Mind Wide Open”

A continuacion se visualiza en la imagen las rutas de transito que se encuentran balanceadas:

BOGOTA-1>en
BOGOTA-1#sh ip route

¥ BOGOTA-1 - O

Physical  Config _ CLI  Aftributes
—

10S Command Line Interface

BED

WHOHOQHOQ®

IG]

BOGOTA-1>

BOZOT2-1>en

BOGOT2-1#sh ip route

Codes: L - local, C - connected, § - static, R - RIP, M - mobile, B -

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSDF NSSA external type 1, N2 - OSDF NSSA external type 2
E1 - OSDF external type 1, E2 - OSDF external type 2, E - EGP
i - IS-IS, L1 - IS-IS lewel-1, L2 - IS-IS lewel-2, ia - IS-IS

inter area

% - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Cateway of last resort is 209.17.220.5 to network 0.0.0.0

172.29.0.0/1€ is variably subnetted, 8 subnets, 3 masks
172.28.0.0/24 [120/1] via 172.28.3.2, 00:00:24, Seriald/1/0
172.28.3.0/30 is directly connected, Serial0/1/0
172.28.3.1/32 is directly connected, Serial0/1/0
172.28.3.4/30 is directly connected, Serial0/1/1
172.28.3.5/32 is directly connected, Serial0/1/1
172.28.3.8/30 is directly connected, Serial0/0/1
172.28.3.5/32 is directly connected, Serial0/0/1
172.28.3.12/30 [120/1] wia 172.2% 3.2, 00:00:24, Serial0/1/0

205.17.220.0/24 is variably subnetted, 2 subnets, 2 masks
209.17.220.4/30 is directly connected, Serial0f0/0
209.17.220.6/32 is directly connected, Serial0f0/0

0.0.0.0/0 [1/0] wia 205.17.220.5

W w

BOGOTA-1%|

Ctrl+F8 to exit CLI focus

O wp

ii ‘\
n 1941
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3.1.2.D.0bsérvese en los routers Bogotai y Medellin1i cierta similitud por su ubicacion, por
tener dos enlaces de conexion hacia otro router y por la ruta por defecto que manejan.

Se analiza que MEDELLIN-1y BOGOTA-1 poseen conexiones similares con ISP y su comportamiento es
igual por la misma cantidad de conexiones y enlaces.

3.1.2.E.Los routers Medellin2 y Bogota2 también presentan redes conectadas directamente y
recibidas mediante RIP.

¥ MEDELLIN-2 - O X
Physical Config CLI Aftributes
—
105 Command Line Interface
~

MEDELLIN-2Z>
MEDELLIN-Z>ena
MEDELLIN-Z#show ip route
Codes: L - local, C - connected, 5 - static, R — RIF, M - mobile, B -
BGP

D - EIGRP, EX - EIGRP external, © - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS lewvel-l, L2 - IS-IS level-2, ia - IS-IS
inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route
Cateway of last resort is not set

172.25.0.0/1€ is varisbly subnetted, € subnets, 3 masks
c 1 .4.0/25 is directly connected, GigabitZthernst0/0
L 1 1/32 is directly connected, GigabitZthernet(/0
c 1 0/230 is directly connected, Serial0/0/0
L 1 32 is directly connected, Seriald/0/0
c 1 4/30 is directly connected, Serial0/0/1 b
L 172 .25 €.5/32 is directly connected, Seriald/0/1
MEDELLIN-24| hd E
Ctrl+F8 to exit CLI focus Copy Paste r
L
2
L mp

%14 p.m.
16/07/2019 -
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¥ goGoTA-2 - O X
Physical Config CLI Attributes
—
105 Command Ling Interface
~
BOGOTA-2*EN
BOCOTA-2¢show ip route
Codes: L - local, C - connected, 5 - static, R — RIP, M - mobile, B -
ECE
D - EIGRP, EX - EZICRD external, O - OSPF, IR - OSPF inter area
N1 - OSPF NSSR external type 1, N2 - OSPF NSSA external type
El - OSPF external type 1, - OSEF external type E - ECP
i - I5-IS, L1 - IS-IS level-l, L2z - IS-IS level-2, ia - IS-IS
inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route
Cateway of last resort is not set
172.29.0.0/1¢ is warisbly subnetted, € subnets, 3 masks
c 172.29.1.0/24 is directly connected, GigabitZthernetd/0
L .1/32 is directly connected, GigabitZthernetd/0
c .8/30 is directly connected, Serial0/0/0
L 10/32 is directly connected, Serial0/0/0
c .12/30 is directly comnected, Serial0/0/1
T .13/32 is directly connected, Serial0/0/1 «
BOGOTA-24 hd E
Ctri+F6 to exit CLI focus Copy Paste
L
2
O mp
- 2907

3.1.2.F. Lastablas delos routers restantes deben permitir visualizar rutas redundantes para el
caso de la ruta pordefecto.

De igual manera las conexiones redundantes se muestran en el blanceo de cargas con MEDELLIN-3 y
BOGQOTA-3

¥ MEDELLIN-3 - m} o
Physical Config CLI Aftributes
—
105 Command Line Interface
LIN-3>EN ~
MEDELLIN-3#sh ip route
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B -
1e3 ]
D - EIGRE, - EIGRE external, O - OSPF, IZ - OSEF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSE external type 2
£l - OSPF external type 1, - OSPF external type 2 - 6P
i - I5-I5, L1 - I5-IS lewel-1, Lz - IS-IS level-2, ia - I5-IS
inter area
* - candidate default, U - per-user static route, o - ODR
P - pericdic downloaded static route
Gateway of last resort is not set
1 5.0.0/1€ is variably subnected, 3 subnets, 3 masks
c -4.128/25 is directly connected, CigabitEthernet0/0
L .4.129/32 is directly connected, GigabitEthernet0/0
c .4/30 is directly connected, Serial0/1/0
L .€/32Z is directly connected, Serial0/1/0
c 8/30 is directly connected, Serial0/0/0
L 10732 is directly comnected, Seriall/0/0
c 12730 is directly connected, Seriall/0/1
L .14/32 is directly connected, Serial0/f0/1 M
MEDELLIN-33 > E
Cirl+F6 to exit CLI focus. Copy Paste -
L
2
O e
- Z9UT

%17 p. m.
7m0
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¥ BOGOTA-3 — O h

Physical  Config  CLI Altributes
—

105 Command Line Interface

BOGOTA-3#sh ip route ~
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B -
BGP
D - EIGRP, EX - EIGRP external, ¢ - OSPF, IA - OSEF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

Z1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 18-I5, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS
inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded statie route

Gateway of last resort is not set

172

0.0/1% is variably subnetted, S subnets, 3 masks

c 1 0/24 is directly connected, GigabitEthernet0/0
L 1 /32 is directly connected, GigabitEthernet0/o
c 172.25.3.0/30 is directly connected, Serial0/0/0
L 1 2 is directly connected, Serial0/0/0
c 1 0 is directly connected, Serial0/0/1
L 1 €/32 is directly connected, Seriall/0/1
2 1 3.8/30 [120/1] via 172.29.3.1, 00:00:0%, Serialn/0/0
c 1 3.12/30 is directly connected, Serial0/1/0 L
L 1 3.14/32 is directly connected, Serial0/1/0
BOGOTA-3¢| & E
Cirl+F6 to exit CLI focus Copy Paste -
L
2
[ Top

3.1.2.G.Elrouter ISP solo debe indicar sus rutas estaticas adicionales alas directamente
conectadas.

Unavezse configura RIP, sevisualiza quelasinterfases pasivas delosrouterseencuentranimplementadas
a los asignados.

Passive-interface s0/0/0 MEDELLIN-1
Passive-interface g0/0 MEDELLIN-2
Passive-interface g0/0 MEDELLIN-3
Passive-interface s0/0/0 BOGOTA-1
Passive-interface g0/0 BOGOTA-2
Passive-interface g0/0 BOGOTA-3
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3.1.3. Parte 3: Deshabilitar la propagacion del protocolo RIP.

a. Para no propagar las publicaciones por interfaces que no lo requieran se debe deshabilitar la
propagacion del protocolo RIP, en la siguiente tabla se indican las interfaces de cada router que no
necesitan desactivacion.

ROUTER INTERFAZ

Bogota1 SERIALo/0/1; SERIALo/1/0;
SERIALO/1/1

Bogota2 SERIALo/o/o0; SERIALO/0/1

Bogota3s SERIALo/0/0; SERIALo/0/1;
SERIALo/1/0

Medellin1 SERIALo/0/0; SERIALo0/0/1;
SERIALO/1/1

Medellin2 SERIALo/o/o0; SERIALO/0/1

Medelling SERIALo/0/0; SERIALo0/0/1;
SERIALo/1/0

ISP No lo requiere

Este paso se realizo en la parte 1 en donde solo se habilitan las interfases que se encuentran conectadasy
funcionando, las demas se encuentran apagadas y sin asignacién de direccionamiento.

3.1.4. Parte 4: Verificacion del protocolo RIP.

3.1.4.A.  Verificarydocumentar las opciones de enrutamiento configuradas en los routers,
como el passive interface para la conexion hacia el ISP, la versién de RIPy las interfaces
que participan de la publicacién entre otros datos.

Rip version 2: Estas soportan subredes, CIDR y VLSM, autenticacién usando uno de los siguientes
mecanismos: no autentificaciéon, autentificacién mediante contrasefia, autentificacion mediante contrasena
codificada.

passive interface: Esunainterface pasivaloque hace es que no envia ningtn tipo de paquete, ni hellos ni

cualquier otro tipo de paquetes. O mas bien que por esta interface no se puede tener neighbors o vecinos
pero si anunciara las redes de dichas interfaces.
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3.1.4.B.Verificar y documentar la base de datos de RIP de cada router, donde se informa de
manera detallada de todas las rutas hacia cada red.

¥ B0oGOTA-1 - O b
Physical Config CLI Attributes
—
105 Command Ling Interface
~

BOGOTR-1=

BOGOTR-1l>ena

BOGOTE-lgrouter rip

% Invalid input detected at '~' marker.

BOGOTRA-l#conf ter

Enter configuration commands, one per line. End with CNTL/Z.

BOGOTA-1 (config) #router rip

BOGOTE-1 (config-router) #do show ip route connected

c -3.0/30 is directly connected, Seriald/1/0

c -3.4/30 is directly connected, Seriald/1/1

c 3.8/30 is directly connected, Seriald/ 0/1

c 4/30 is directly connected, Seriald/0/0

BOGOTA-1 (config-router) § b m
Ctrl+F6 to exit CLI focus Copy Paste =

k
24
[ Top

¥ poGoTa-2 - [} b
Physical Config CLI Attributes
—
105 Command Line Interface
~
Press RETURN to get started.
BOZOTR-2>en
BOGOTRA-2§conf t©
Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA-Z2 (config) #router rip
g-router) f#do show ip route connected

c -1.0/24 is directly connected, GigabitEthernetld/0

c -3.8/30 is directly connected, Serial0/0/0

c 5.3.12/30 is directly connected, Serialds0/s1 W
BOGOTA-2 (config-router) §| v

. 0
Ctrl+F6 to exit CLI focus Copy Paste E
\
2
[ Top
ar g v 011
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¥ poGoTA-3 — [} k4
Physical Config C Adtributes
105 Command Line Interface
~
BOGOTR-3
BOGOTR-3=ena
BOGOTR-2fconf ter
Enter configuration commands, one per line. End with CNIL/Z.
BOGOTA-3 (config) #router rip
BOGOTA-2 {config-router) #do show ip route connected
c 172.2%.0.0/24 is directly connected, GigabitEthernetl/0
c 172.2%.3.0/30 is directly connected, Seriald/s0/0
c 172.2%.3_4/30 is directly connected, Serialdso0/1 he
c 172.2%.3.12/30 is directly connected, Seriald/L1l/0
BOGOTA-3 (config-router) § hd E
Cirl+F6 to exit CLI focus Copy Paste =
L
Pl
[ op

B MEDELLIN-1 — | e

Physical Config C Attributes
—

105 Command Line Interface

SLINEPROTO-5-UPDOWN: Line protocol on Interface Serial0ls0/1, changed a
state to up

SLINEPROTO-S5-UPDOWN: Line protocol on Interface Serial0/1/1, changed
state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0;
state to up

changed

SLINEPROTO-S5-UPDOWN: Line protocol on Interface Serial0/1/0, changed
state to up

HMEDELLIN-l=en

MEDELLIN-lgconf t

Enter configuration commands, one per line. End with CHNTIL/Z.
ELLIN-1(config) #router rip

ELLIN-1{config-router)fversion 2

MEDELLIN-1{config-router)fde show ip route connected

c 172.25.6.12/30 is directly connected, Seriald/l/1l

c 205.17.220.0/30 is directly connected, Seriald/0/0

C 209.29.€.0/30 is directly connected, Serial0/0/s1

c

209.25.€.8/30 is directly connected, Serial0/1/0 ™
MEDELLIN-1 {config-router § hd E
Ctrl+F5 to exit CLI focus Copy Paste
L
EZ
O wop
- 29T
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¥ MEDELLIN-2 - m} b
Physical Config C Attributes
105 Command Line Interface
A
MEDELLIN-2>
MEDELLIN-2>ena
MEDELLIN-28cnf te
% Invalid input detected at '~' marker.
MEDELLIN-2f#conf term
Enter configuration commands, one per line. End with CNIL/Z.
MEDELLIN-2 {config) #router rip
MEDELLIN-2 {config-router)$do show ip route connected
C 172.25.4.0/25 is directly connected, GigabitEthernetd/s0
c 172.25.€.0/30 is directly connected, Serial0/0/0
c 172.25.6.4/30 is directly connected, Seriall/0/1
I‘EDZLLIN—E-Iccnfig—zcutarWl b i
Ctrl+F& to exit CLI focus Copy Paste d
O mp

¥ MEDELLIN-3 - m} %
Physical Config Aftributes
105 Command Line Interface
A

MEDELLIN-3>

MEDELLIN-3~ena

MEDELLIN-2#conf ter

Enter configuration commands, one per line. End with CNTL/Z.

MEDELLIN-2 {config) #router rip

MEDELLIN-3 {config-router)f$do show ip router connected

show ip router connected

% Invalid input detected at '~' marker.

MEDELLIN-2 (config-router)fdo show ip route connected

c .4.128/25 is directly connected, GigabitEtherneto/o

c 17 -€.4/30 is directly connected, Serial0/1/0

c 17 .€.8/30 is directly connected, Serial0/0/0

c 172.23.€.12/30 is directly comnnected, Seriald/0/1 )
MEDELLIN-3 (config-router) | A
Cirl+Fé to exit CLI focus Copy Paste E

F
a
O wep
-
iy . 25811
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3.1.5. Parte 5: Configurar encapsulamiento y autenticacion PPP.

3.1.5.A.Segtin la topologia se requiere que el enlace Medellin1 con ISP sea configurado con
autenticacion PAT.

ISP

ISP>

ISP>enable

ISP#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#username MEDELLIN-1 password cisco
ISP(config)#int s0/0/0

ISP(config-if)#encapsulation ppp

ISP(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to down
ppp authentication pap

ISP(config-if)#ppp pap sent-username ISP password cisco
ISP(config-if)# end

ISP#
%SYS-5-CONFIG_I: Configured from console by console
wr
Building configuration...
[OK]
ISP#
¥ isp - m} *

105 Command Line Interface

ISE>

ISPrenable

ISP¢configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
g) #username MEDELLIN-1 passwor d cisco

g)#int s0/0/0

{ g-if)tencapsulation ppp

ISP (config-if)$

SLINEPROTO-S-UPDOWN: Line protocol on Interface Seriald/0/0, changed
state to down

PPp authentication pap

ISP (config-if)#ppp pap sent-username ISP passwor d cisco

ISP (config-if)t end

%5YS5-5-CONFIG I: Configured from conscle by conso le

Building configuration...
[OK]

1504 v ﬂ

Ctri+F6 to exit CLI focus Copy Paste

O mop

—_ T

%40 p. m.

16/07/2019 L

37



o],
CIsCcO. Cisco Networking Academy’ Mind Wide Open
|

MEDELLIN-1

MEDELLIN-1#conf term

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN-1(config)#username ISP password cisco
MEDELLIN-1(config)#int 0/0/0

N

% Invalid input detected at ' marker.
MEDELLIN-1(config)#exit

MEDELLIN-1#

%SYS-5-CONFIG_I: Configured from console by console

MEDELLIN-1#conf term

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN-1(config)#inter s0/0/0
MEDELLIN-1(config-if)#encapsulation ppp
MEDELLIN-1(config-if)#ppp authentication pap
MEDELLIN-1(config-if)#ppp pap sent-username ISP password cisco
PPP: Warning: You have chosen a username/password combination that
is valid for CHAP. This is a potential security hole.
MEDELLIN-1(config-if)#

B MEDELLIN-1 - m} b

Config cLU Attributes
—

105 Command Line Interface

MEDELLIN-1 (config) gint s0/0/0 ,\
MEDELLIN-1{config-if) ¢no encapsulation ppp

MEDELLIN-1{config-if) ¢

#LINEPROTO-5-UPDOWN: Line provocol on Inserface Seriald/s0/0, changed
state to up

MEDELLIN-1{config-if) gend

MEDELLIN-123

+5Y5-5-CONFIG_I: Configured from console by comso. 1le
ping 205.17.220.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 209.17.220.1, timecut is 2 seconds:
[NREN

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/3/€ ms
MEDELLIN-1fping 209.17.220.2

Type esca equence to aborc.

pe sequ
Sending §, 100-byte ICMP Echos to 205.17.220.2, timeout is 2 seconds:
trin

Success rate is 100 percent (5/5), round-trip min/avg/max = 2/5/3 ms

MEDELLIN-13] e

o
Ctri+FB to exit CLI focus Copy Paste @
)i
i
O wop
i

ISR4321

oy 1G07p.m. |:_|

& 55 qg07/2019
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3.1.5.B.  Elenlace Bogotai con ISP se debe configurar con autenticacion CHAT.
BOGOTA-1

BOGOTA-1#conf ter

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA-1(config)#username ISP password cisco

BOGOTA-1(config)#int s0/0/0

BOGOTA-1(config-if)#encapsulation ppp

BOGOTA-1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to down
ppp authentication chap

BOGOTA-1(config-if)#end

BOGOTA-1#

%SYS-5-CONFIG_I: Configured from console by console
wr

Building configuration...

[OK]

BOGOTA-1#conf ter

Enter configuration commands, one per line. End with CNTL/Z.

BOGOTA-1(config)#int s0/0/0

BOGOTA-1(config-if)#no encapsulation ppp

BOGOTA-1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

BOGOTA-1(config-if)#end
BOGOTA-1#
%SYS-5-CONFIG_I: Configured from console by console

BOGOTA-1#
BOGOTA-1#ping 209.17.220.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 209.17.220.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/5 ms
BOGOTA-1#
ISP

ISP#conf

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#int s0/0/0

ISP(config-if)#no ppp authentication chap
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Must set encapsulation to PPP before using PPP subcommands

ISP(config-if)#end

ISP#

%SYS-5-CONFIG_I: Configured from console by console

ISP#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up

3.1.6. Parte 6: Configuracion dePAT.

3.1.6A.  Enlatopologia, sise activa NAT en cada equipo de salida (Bogota1 y Medellini), los
routers internos de una ciudad no podran llegar hasta los routers internos en el otro
extremo, sélo existira comunicacion hasta los routers Bogotai, ISPy Medellini.

3.1.6.B.Después de verificar lo indicado en el paso anterior proceda a configurar el NAT en el
router Medellini. Compruebe que la traduccion de direcciones indique las interfaces de
entrada y de salida. Al realizar una prueba de ping, la direccién debe ser traducida
automaticamente a la direccion de la interfaz serial 0/1/0 del router Medellin1, como
diferente puerto.

3.1.6.C.Proceda a configurar el NAT en el router Bogotai. Compruebe que la traduccion de
direcciones indique las interfaces de entrada y de salida. Al realizar una prueba de ping, la
direccion debe ser traducida automdaticamente a la direcciéon de la interfaz serial 0/1/0 del
router Bogotai, como diferentepuerto.

BOGOTA-1

BOGOTA-1#conf ter

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA-1(config)#ip nat inside source list 1 interface s0/0/0 overload
BOGOTA-1(config)#access-list 1 permit 172.29.0.0 0.0.3.255
BOGOTA-1(config)#int 0/0/0

N

% Invalid input detected at ‘" marker.
BOGOTA-1(config)#int s0/0/0
BOGOTA-1(config-if)#ip nat outside
BOGOTA-1(config-if)#int s0/0/1
BOGOTA-1(config-if)#ip nat inside
BOGOTA-1(config-if)#int s0/1/0
BOGOTA-1(config-if)#ip nat inside
BOGOTA-1(config-if)#int s0/1/1
BOGOTA-1(config-if)#ip nat inside
BOGOTA-1(config-if)#end
BOGOTA-1#

%SYS-5-CONFIG_I: Configured from console by console

BOGOTA-1#
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BOGOTA-1#

BOGOTA-1#sh ip nat translations
BOGOTA-1#

MEDELLIN.1

MEDELLIN-1#conf term

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN-1(config)#ip nat inside list 1 interface s0/0/0 overload
N

% Invalid input detected at "' marker.

MEDELLIN-1(config)#ip nat inside?

inside

MEDELLIN-1(config)#ip nat insi

MEDELLIN-1(config)#ip nat inside ?

source Source address translation

MEDELLIN-1(config)#ip nat inside source list 1 interface s0/0/0 overload
MEDELLIN-1(config)#access-list 1 permit 172.29.4.0 0.0.3.255
MEDELLIN-1(config)#int s0/0/0

MEDELLIN-1(config-if)#ip nat outside
MEDELLIN-1(config-if)#int s0/0/1
MEDELLIN-1(config-if)#ip nat inside
MEDELLIN-1(config-if)#int s0/1/0
MEDELLIN-1(config-if)#ip nat inside
MEDELLIN-1(config-if)#int s0/1/1
MEDELLIN-1(config-if)#ip nat inside
MEDELLIN-1(config-if)#end

MEDELLIN-1#

%SYS-5-CONFIG_I: Configured from console by console

MEDELLIN-1#
MEDELLIN-1#
MEDELLIN-1#sh ip nat translations
MEDELLIN-1#
MEDELLIN-1#
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3.1.7. Parte 7: Configuracion del servicio DHCP.

3.1.7.A.Configurar lared Medellin2 y Medellin3 donde el router Medellin 2 debe ser el servidor
DHCP para ambas redes Lan.

3.1.7.B.El router Medellin3 debera habilitar el paso de los mensajes broadcast hacia la IP del
router Medellin2.

MEDELLIN-2

MEDELLIN-2>

MEDELLIN-2>en

MEDELLIN-2#conf ter

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN-2(config)#ip dhcp excluded-address 172.29.4.1 172.29.4.5
MEDELLIN-2(config)#ip dhcp excluded-address 172.29.4.129 172.29.4.133
MEDELLIN-2(config)#ip dhcp pool MEDELLIN-2
MEDELLIN-2(dhcp-config)#NETWORK 172.29.4.0 255.255.255.128
MEDELLIN-2(dhcp-config)#default-router 172.29.4.1
MEDELLIN-2(dhcp-config)#dns-server 5.5.5.5
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MEDELLIN-2(dhcp-config)#exit
MEDELLIN-2(config)#ip dhcp pool MEDELLIN-3
MEDELLIN-2(dhcp-config)#NETWORK 172.29.4.128 255.255.255.128
MEDELLIN-2(dhcp-config)#default-router 172.29.4.129
MEDELLIN-2(dhcp-config)#dns-server 5.5.5.5
MEDELLIN-2(dhcp-config)#EXIT
MEDELLIN-2(config)#end
MEDELLIN-2#

%SYS-5-CONFIG_I: Configured from console by console
wr

Building configuration...

[OK]

MEDELLIN-2#

B MEDELLIN-2 — O *
Physical Config CLI Attributes
—
105 Command Line Interface
~ '

MEDELLIN-2>

HMEDELLIN-2>en

MEDELLIN-2#conf ter

Enter configuration commands, one per line. End with CNTL/Z. |
MEDELLIN-2 (config) #ip dhcp excluded-address 172.25.4.1 172.29.4.5

MEDELLIN-2 (config) #ip dhcp excluded-address 172.29.4.129% 172.29.4.133
MEDELLIN-Z (config) #ip dhcp pool MEDELLIN-Z

HMEDELLIN-2 (dhep-config) $NETWCORE 172.23.4.0 5.2585.355.128

MEDELLIN-Z (dhep-config) ¢default-router 172 25 4.1

MEDELLIN-2 (dhcp-config) #dns-server 5.5.5.5

MEDELLIN-2 (dhep-config) fexit

MEDELLIN-Z (config) #ip dhep pool MEDELLIN-3

HMEDELLIN-2 (dhcp-config) #NETWORE 172.29.4.128 255.255.255.128

MEDELLIN-2 (dhep-config) $default-router 172.29.4.129

MEDELLIN-2 (dhcp-config) #dns-server 5.5.5.5

MEDELLIN-2 (dhep-config) $EXIT

MEDELLIN-2 (config) gend

MEDELLIN-2#

R5YS-5-COMFIG_I: Configured from conscle by console

wr

Building configuration... v

[OK]

MEDELLIN-2#

MEDELLIN-2g v a
Ctrl+F8 to exit CLI focus Copy Paste | §

R
e I

1046 p. m.
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Verificamos configuraciéon en DHCP de PCo
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¥ pco - m} X

Physical Config Desktop Programming Aftributes

@) DHCP ) static DHCP request successful 2

IP Address 172.29.4.6

Subnet Mask
Default Gateway 172.29.4.1
DNS Server

IPv6 Configuration

() DHCP (C) Auto Config (@) Static

PvS Address [ ]

Link Local Address |FEBD"ZDE- SEFF:FED3:61E5

|
|
IPvE Gateway | |
|

IPv6 DNS Server [

802.1X
[ use 802.1X Security

Authentication WD5

<

w

]

3

H

3

a
TS

.. 10:48p.m.
Z ES
BP ygm7/2010

]
L}

MEDELLIN-3>

MEDELLIN-3>ena

MEDELLIN-3#conf term

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN-3(config)#int g0/0
MEDELLIN-3(config-if)#ip helper-address 172.29.6.5
MEDELLIN-3(config-if)#end

MEDELLIN-3#

%SYS-5-CONFIG_I: Configured from console by console
wr

Building configuration...

[OK]

MEDELLIN-3#

3.1.7.C.Configurarla red Bogota2 y Bogota3s donde el router Medellin2 debe ser el servidor
DHCP para ambas redes Lan.

3.1.7.D.  Configure el router Bogotai1 para que habilite el paso de los mensajes Broadcast hacia
la IP del router Bogotaz.

BOGOTA-2>
BOGOTA-2>ENA
BOGOTA-2#conf term
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Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA-2(config)#ip dhcp excluded-address 172.29.1.1 172.29.1.5
BOGOTA-2(config)#ip dhcp excluded-address 172.29.0.1 172.29.0.5
BOGOTA-2(config)#ip dhcp pool BOGOTA-2
BOGOTA-2(dhcp-config)#network 172.29.1.0 255.255.255.0
BOGOTA-2(dhcp-config)#default-router 172.29.0.1
BOGOTA-2(dhcp-config)#dns-server 5.5.5.5
BOGOTA-2(dhcp-config)#exit
BOGOTA-2(config)#ip dhcp pool BOGOTA-3
BOGOTA-2(dhcp-config)#network 172.29.4.1 255.255.255.128
BOGOTA-2(dhcp-config)#default-router 172.29.0.1
BOGOTA-2(dhcp-config)#dns-server 5.5.5.5
BOGOTA-2(dhcp-config)#exit
BOGOTA-2(config)#end
BOGOTA-2#

%SYS-5-CONFIG_I: Configured from console by console
wr

Building configuration...

[OK]

BOGOTA-2#

Verificamos el DHCP en PC2

¥ pcz — O %

Physical Config Dezktop Programming Aftributes

@ DHCP () static DHCP request successful. L
IP Address 1722917

Subnet Mask

Default Gateway 172.29.0.1

DNS Server 5555

IPvE Configuration

() DHCP (O Auto Config (@) Static

IPv6 Address [ | o]

IPvE Gateway |

|
Link Local Address |FE 80::20C.CFFF.FESA 4208 |
|
|

IPv6 DNS Server [

802.1X
[] use 802.1X Security

Authentication MD5 hd
Username: E

D
Password

[ e

Copper Straight-Through

1057 p. m.
16/07/2019
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BOGOTA-3>

BOGOTA-3>ena

BOGOTA-3#conf ter

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA-3(config)#int g0/0

BOGOTA-3(config-if)#ip helper-address 172.29.3.13
BOGOTA-3(config-if)#end

BOGOTA-3#

%SYS-5-CONFIG_I: Configured from console by console
wr

Building configuration...

[OK]

BOGOTA-3#
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3.2. Escenario 2

Escenario: Unaempresa de Tecnologia posee tres sucursales distribuidasenlas
ciudades de Miami, Bogota y Buenos Aires, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si cada
uno de los dispositivos que forman parte del escenario, acorde con los
lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

lnt rnet VLAN Direccionamiento Nombre

e 30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo
209.165.200.230 200 192.168.200.0/24 Mantenimiento

172.31.21.0/30

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

F0/0 Buenos Aires

192.168.99.3
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3.2.1. Configurar el direccionamiento IP acorde con la topologia de red para cada uno
de los dispositivos que forman parte del escenario

Dispositivo Interface Direccion IP Masdca de Subred | Puerta de enlace
predeterminada
Go/o 192.168.99.1 255.255.255.0
R1 - Bogota So/o/o 172.31.21.1 255.255.255.252
So/o0/1 172.31.21.2 255.255.255.252
R2 - Miami So/o/o 172.31.23.1 255.255.255.252
Go/1 (Loo) 10.10.10.10 255.255.255.255
Go/o 200.165.200.225 | 255.255.255.248
So/o0/1 172.31.23.2 255.255.255.252
Log 192.168.4.1 255.255.255.0
R3-BuenosAires | Los 192.168.5.1 255.255.255.0
Lo6 192.168.6.1 255.255.255.0
PC-A NIC DHCP DCHP DHCP
PC-B NIC DHCP DHCP DHC
PC Internet NIC 209.165.200.230 | 255.255.255.248 | 209.168.200.225

Inicialmente se afiade el m6dulo HWIC-2T para realizar la conexion con cable de consola y poder

asi iniciar la configuracion.

PC Internet

Direccion IP 209.165.200.230

s )

=
ES

MascaradeSubred255.255.255.248
Puerta de enlace por defecto 209.165.200.225

- == O
¢\ T “..
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® Internet PC

Physical Config Desktop Programming Aftributes

() DHCP ® Static

IP Address | 209.165.200.230
Subnet Mask |255.255.255.24B
Default Gateway |209.165.2[ID.225
DNS Server [0.0.0.)

IPw& Configuration

() DHCP () Auto Config (® Static

IPvE Address |

Link Local Address | FEB0::280:21FF:FECE:EAEB

IPvE Gateway |

IPvE DNS Server |

a02.1X

[ Use 802.1X Securitv

Router>

Router>enable

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R1
R1(config)#en

R1(config)#ena

R1(config)#enable secret cisco
R1(config)#servi

R1(config)#service pass
R1(config)#service password-encryption
R1(config)#bann
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R1(config)#banner motd "solo acceso autorizado"
R1(config)#line console 0

Rl(config-line)#pass Physical  Config _Deskicp _ Programming  Atiributes
R1(config-line)#password cl
R1(config-line)#password class
R1(config-line)#login .
Rl(COang-Iine)#end '-T -_:Zm.-_aln::la, one per lime. End with CNTL/Z.
R1#

%SYS-5-CONFIG_I: Configured from console by console

¥ pc3

R1#disable
R1>enable
Password:
Password:
Password:

% Bad secrets

G_I: Configured from console by console

R1>enable

Password:

Password:

R1#conf term

Enter configuration commands, one per line. End with
CNTL/Z.

R1(config)#line vty 0 15

R1(config-line)#password class

R1(config-line)#login

R1(config-line)#end L1 7p
R1#

%SYS-5-CONFIG_I: Configured from console by console

s, one per line. End with CNTLfZ.

console by conso

R1#disable

R1>enable

Password:

R1#conf term

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#

R1#

Configuracion del direccionamiento:

R1#conf term

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#interface s0/0/0

R1(config-if)#no shutdown

R1(config-if)#clock rate 12800

Unknown clock rate

R1(config-if)#clock rate ?
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I |

Speed (bits per second

1200

2400 Physical Config Dezktop Programming Attributes

4800 —

9600

19200

38400 : )

56000 : l £1 : i s, . End with CNIL/Z.

64000 iy °

72000

125000 Rl (config-1f) fcloe

128000

148000

250000

500000

800000

1000000

1300000

2000000

4000000

<300-4000000> Choose clockrate from list

above R1(config-if)#clock rate 128000

R1(config-if)#description Bogota

Rl(config-if)#end , e from list above

R1# : -

%SYS-5-CONFIG_I: Configured from console by

console

er Building configuration...

Building configuration...

[OK]

¥ pc3

NFIG I: Configured from comscle by console

Configuracion del router 2

Router>

Router>enable

Router#configura terminal

N

% Invalid input detected at " marker.
Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R2

R2(config)#enable secret cisco
R2(config)#service password-encryption
R2(config)#banner motd "solo acceso autorizado”
R2(config)#line console 0
R2(config-line)#password class
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R2(config-line)#login
R2(config-line)#exit
R2(config)#line vty 0 15
R2(config-line)#password class
R2(config-line)#login

R2(config-line)#end
R2#
%SYS-5-CONFIG_I: Configured from console by console
wr
Building configuration...
[OK]
R2#
¥ pc3 - a X
Physical Config Desktop Programming Aftributes

erfoconfigura terminal

% Invalid input detected at """ marker.

onfigure terminal

uration commands, one per line. End with CHNTIL/Z.
fig) thostname B2
i #enable secret cisco

lo acceso autorizado™

nfig-line) #login

nfig-line) t
nfig)#line

nfig-line) #login
nfig-line) #end

—5—CONFIG I: Configured from console by console

Building configuration. ..

637 p. m.
12/07/2019
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Configuracion del direccionamiento:

R2#

R2#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#interface g0/0

R2(config-if)#ip address 209.165.200.225 255.255.255.248
R2(config-if)#duplex auto

R2(config-if)#speed auto

R2(config-if)#description Internet

R2(config-if)#end

R2#
%SYS-5-CONFIG_I: Configured from console by console
wr
Building configuration...
[OK]
R2#
¥ pca - O *
Physical Config Desktop Programming Atftributes

ONFIG I: Configured from comsole by console

lding configuration...

End with CNTL/Z._

CNFIG I: Configured from console by conscle
Wr
Building configuratiom. ..

=

o
=3

&350 p. m.
12/07/2019 E'
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Configuracion del Web Server

R2#

R2#conf term

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#interface loopback 0

R2(config-if)#
%LINK-5-CHANGED: Interface Loopback0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback0, changed state to up

R2(config-if)#ip address 10.10.10.10 255.255.255.255
R2(config-if)#description Conexion a Web Server
R2(config-if)#end

R2#

%SYS-5-CONFIG_I: Configured from console by console

R2#wr

Building configuration...
[OK]

R2#

¥ pc3 — O x

Physical Config Deskiop Programming Atftributes
|

, one per line. End with CNTL/Z.

6:54 p. m.
12/07/2019
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Configuracion de la interface So/0/1

R2#conf term

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#interface s0/0/1

R2(config-if)#ip address 172.31.21.2 255.255.255.252
R2(config-if)#no shutdown

R2(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

R2(config-if)#end

R2#

%SYS-5-CONFIG_I: Configured from console by console

wr

Building configuration...

[OK]

R2#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up

R2#

¥ pc3 — O %

Physical Config Dezktop Programming Attributes
I

Interface Seriall/0/1, changed state to up

Seriald/0/1, changed

T:03 p. m.
12/07/2019

Z ESP

55



1 INIT
CIsCO. Cisco Networking Academy Mind Wide Open’

Configuracion de la interface So/o/0

R2#conf term

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#interface s0/0/0

R2(config-if)#ip address 172.31.23.2 255.255.255.252
R2(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
R2(config-if)#end

R2#

%SYS-5-CONFIG_I: Configured from console by console

wr

Building configuration...

[OK]

R2#

¥ po3 - O »

Physical Config Dezktop Programming Attributes.
|

CHANGED: Interface Serialld/0/1, changed state to up
nfig-if) fend
CONFIGC I: Configured from console by conscle

ing configuration. ..

DOWN: Line protoco ce Seriall/0/1, changed

CHANEED: Interface Seriall/0/0, changed state to
—if)#end

T:09 p. m.
i 12/07/2019 -
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Configuracion del router 3

Router>enable

Router#config term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R3

R3(config)#enable secret class

R3(config)#service password-encryption
R3(config)#banner motd "solo personal autorizado™
R3(config)#line console 0
R3(config-line)#password cisco
R3(config-line)#login

R3(config-line)#exit

R3(config)#line vty 0 15

R3(config-line)#password cisco
R3(config-line)#login

R3(config-line)#end

R3#

%SYS-5-CONFIG_I: Configured from console by console
wr

Building configuration...

[OK]

R3#

¥ pc3 - [} X

Physical Config Deskiop Programming Attributes
—

Press RETURN to get started!

one per line. End with CNTL/Z.

832 p. m.
12/07/2019

ESP
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Configuracion del direccionamiento IP ROUTER 3

R3#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#interface s0/0/1

R3(config-if)#ip address 172.31.23.1 255.255.255.252
R3(config-if)#no shutdown

R3(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

R3(config-if)#end
R3#
%SYS-5-CONFIG_I: Configured from console by console

R3#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up

R3#wr

Building configuration...
[OK]

R3#

L= — O b

Physical Config Dezktop Programming Attributes
I

ith CNIL/Z.

%29 p. m.
12/07/2019
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Configuracion de las loopback:

R3#conf terminal
Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#interface loopback4

R3(config-if)#
%LINK-5-CHANGED: Interface Loopback4, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback4, changed state to up

R3(config-if)#ip address 192.168.4.1 255.255.255.0
R3(config-if)#exit
R3(config)#interface loopback5

R3(config-if)#
%LINK-5-CHANGED: Interface Loopback5, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback5, changed state to up

R3(config-if)#ip address 192.168.5.1 255.255.255.0
R3(config-if)#exit
R3(config)#interface loopback6

R3(config-if)#
%LINK-5-CHANGED: Interface Loopback6, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback6, changed state to up

R3(config-if)#ip address 192.168.6.1 255.255.255.0
R3(config-if)#end

R3#

%SYS-5-CONFIG_I: Configured from console by console

R3#wr

Building configuration...
[OK]

R3#
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¥ pc3 — O b

Physical Config Programming Attributes

line. End with CNT

changed state to up

pback4, changed

fig-if)$
5—CHARNGED: Interfac back5, changed state to up

changed

changed state to up

Building configuration. ..

%41 p. m.
ESP
12/07/2019 D

Guardamos todas las configuraciones despues de terminar los cambios realizados:
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R1#copy run startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

R1#

R2#copy run startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

R2#

R3#copy run startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

R3#

¥ pc3 — O x

Physical Config Desktop Programming Attributes
|

)z Interface Loopbacktc, changed state to up

-UPDOWN: Line protocol on Interface Loopbacké, changed state to up

%49 p. m.
12/07/2019 D
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3.2.2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

OSPFv2 area o

Configuration Item or Task Specification
Router ID R1 1.1.1.1
Router ID R2 5.5.5.5
Router ID R3 8.8.8.8
Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales en 256 Kb/s
Ajustar el costo en la métrica de So/0 a 9500

R1#config terminal

Enter configuration commands, one per line. End with CNTL/Z.

R1(config)#router ospf 1

R1(config-router)#network 172.31.21.0 0.0.0.3 area 0

R1(config-router)#router-id 1.1.1.1

R1(config-router)#Reload or use "clear ip ospf process" command, for this to take effect

end
R1#
%SYS-5-CONFIG_I: Configured from console by console

R1#clear ip ospf ?

process Reset OSPF process
R1#clear ip ospf process

Reset ALL OSPF processes? [no]:

R1#conf term

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#router ospf 1

R1(config-router)#passive-interface g0/0

R1(config-router)#end

R1#

%SYS-5-CONFIG_I: Configured from console by console

R1#
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Configuracion del protocolo de enrutamiento OSPF en Router 2:

R2#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.

R2(config)#router ospf 1

R2(config-router)#network 172.31.21.0 0.0.0.255 area 0

R2(config-router)#

00:28:34: %OSPF-5-ADJCHG: Process 1, Nbr 172.31.21.1 on Serial0/0/1 from LOADING to FULL, Loading
Done

R2(config-router)#network 172.31.23.0 0.0.0.255 area 0
R2(config-router)#router-id 5.5.5.5
R2(config-router)#Reload or use "clear ip ospf process" command, for this to take effect

R2(config-router)#end
R2#
%SYS-5-CONFIG_I: Configured from console by console

R2#clear ip ospf process
Reset ALL OSPF processes? [no]:
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R2#

R2#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#router ospf 1

R2(config-router)#passive-interface g0/0

R2(config-router)#end

R2#

%SYS-5-CONFIG_I: Configured from console by console

R2#copy ru

R2#copy ?

flash: Copy from flash: file system

ftp: Copy from ftp: file system

running-config Copy from current system configuration
scp: Copy from scp: file system

startup-config Copy from startup configuration

tftp: Copy from tftp: file system

R2#copy start running-config

Destination filename [running-config]?

1071 bytes copied in 0.416 secs (2574 bytes/sec)
R2#
%SYS-5-CONFIG_I: Configured from console by console

R2#
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Configuracion del balance de cargas en el router 2:

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#interface s0/0/0

R2(config-if)#bandwidth 256

R2(config-if)#ip ospf cost 9500

R2(config-if)#end

R2#

%SYS-5-CONFIG_I: Configured from console by console

R2#copy start running-config
Destination filename [running-config]?

1071 bytes copied in 0.416 secs (2574 bytes/sec)

R2#
%SYS-5-CONFIG_I: Configured from console by console
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NFIG_I: Configured from console by

, one per line. End with CNIL/Z.

NEFIZ_I: Configured from consocle by conso

start running-config
on filenmame [running-config]?

opied in 0.41€

CONFIG_I: Configured from console by console
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Configuracion del protocolo de enrutamiento OSPF en Router 3:

R3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

R3(config)#router ospf 1

R3(config-router)#network 172.31.23.0 0.0.0.255 area 0

R3(config-router)#route

01:41:59: %OSPF-5-ADJCHG: Process 1, Nbr 10.10.10.10 on Serial0/0/1 from LOADING to FULL, Loading
R3(config-router)#router-id 8.8.8.8

R3(config-router)#Reload or use "clear ip ospf process" command, for this to take effect

R3(config-router)#end
R3#
%SYS-5-CONFIG_I: Configured from console by console

R3#clear ip ospf process
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Reset ALL OSPF processes? [no]:

R3#conf term

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#router ospf 1

R3(config-router)#passieve-interface g0/0

N

% Invalid input detected at "M marker.
R3(config-router)#passive-interface g0/0
R3(config-router)#end

R3#

%SYS-5-CONFIG_I: Configured from console by console

R3#copy run startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

R3#
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Verificar informacion de OSPF

3.22A.  Visualizar tablas de enrutamiento y routers conectados por OSPFv2

Verificacion en Router 1

R1#

R1#sh ip route ospf

172.31.0.0/16 is variably subnetted, 3 subnets, 2 masks

0 172.31.23.0 [110/9564] via 172.31.21.2, 01:26:46, Serial0/0/0

R1#sh ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface

10.10.10.10 0 FULL/ - 00:00:31 172.31.21.2 Serial0/0/0
R1#

¥ pca — O b4

Physical Config Desktop Programming Attributes
——

o 10:20 a. m.
& EP saa0m0 .

Verificacion en Router 2

R2#
R2#show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
192.168.6.1 0 FULL/ - 00:00:39 172.31.23.1 Serial0/0/0
172.31.21.1 0 FULL/-00:00:34 172.31.21.1 Serial0/0/1
R2#
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Verificacion en Router 3

R3#sh ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
10.10.10.10 0 FULL/ - 00:00:36 172.31.23.2 Serial0/0/1

R3#sh ip route ospf

172.31.0.0/16 is variably subnetted, 3 subnets, 2 masks

0 172.31.21.0 [110/128] via 172.31.23.2, 00:23:40, Serial0/0/1

R3#
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3.2.2.B.  Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de cada
interface

Visualizacion del router 1
R1#show ip ospf interface

Serial0/0/0 is up, line protocol is up

Internet address is 172.31.21.1/30, Area 0

Process ID 1, Router ID 172.31.21.1, Network Type POINT-TO-POINT, Cost: 64
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:04

Index 1/1, flood queue length 0

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1, Adjacent neighbor count is 1

Adjacent with neighbor 10.10.10.10

Suppress hello for 0 neighbor(s)

R1#
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end

Rl#show ip ospf interface

Serialld/0/0 is up, line protocol is up
Internet address is 172.31.21.1/30, Area 0
Process ID 1, RBouter ID 172.31.21.1, Hetwork Type POINT-TO-POINT,

Cost: €4
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit

5

Hello due in 00:00:04
Index 1/1, £flood queue length O
Hext Ox0{0)/0x20(0)
Last flood scan length is 1, maximam is 1
Last £flood scan time is 0 msec, maximum is 0 msec
Neighkbor Count is 1 , Adjacent neighbor count is 1 he
Adjacent with neighbor 10.10.13.10

Suppress hello for 0 neighbor(s)

nig v E

Ctrl+F& to exit CLI focus Copy Paste

(R =

Visualizacion del router 2

R2#
R2#show ip ospf interface

Serial0/0/1 is up, line protocol is up

Internet address is 172.31.21.2/30, Area 0

Process ID 1, Router ID 10.10.10.10, Network Type POINT-TO-POINT, Cost: 64
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:05

Index 1/1, flood queue length 0

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is O msec
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Neighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 172.31.21.1
Suppress hello for 0 neighbor(s)

Serial0/0/0 is up, line protocol is up

Internet address is 172.31.23.2/30, Area 0

Process ID 1, Router ID 10.10.10.10, Network Type POINT-TO-POINT, Cost: 9500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:04

Index 2/2, flood queue length O

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is O msec

Neighbor Count is 1 , Adjacent neighbor count is 1

Adjacent with neighbor 192.168.6.1

Suppress hello for 0 neighbor(s)

R2#

B R2-Miami - O b
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105 Command Line Interface

Password: ~

RZrenable

Password:

R2g

RZ#show ip ospf interface

Seriald/0/1l is up, line protocol is up
Internet address is 172.31.21.2/30, Rrea 0
Process ID 1, Router ID 10.10.10.10, Network Type POINT-TO-BOINT, Cost: €4
Transmit Delay is 1 sec, State POINI-TCO-POINT, Priority O
No designated router on this network
No backup designated router om this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:05
Index 1/1, flood gqueue length 0
Next 0x=0{0)/0x0{0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Rdjacent neighbor count is 1
Bdjacent with neighbor 172.31.21.1
Suppress hello for 0 neighboris)
Seriald/0/0 is up, line protocol is up
Internet address is 172.31.23.2/30, Rrea 0
Process ID 1, Router ID 10.10.10.10, Network Type POINT-TO-POINT, Cost: 5500
Transmit Delay is 1 sec, State POINTI-TC-FOINT, Priority O
No designated router on this network
No backup designated router on this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:04
Index 2Z/2, flood gqueue length 0
Wext 0x=0{0)/0x0{0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighkbor Count is 1 , Rdjacent neighbor count is 1
kdjacent with neighbor 132.1€2.€.1
Suppress hello for 0 neighboris)
nzg v

Ctrl+F& to exit CLI focus Copy Paste

[
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Visualizaci6én del router 3

R3#show ip ospf interface

Serial0/0/1 is up, line protocol is up
Internet address is 172.31.23.1/30, Area 0
Process ID 1, Router ID 192.168.6.1, Network Type POINT-TO-POINT, Cost: 64
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:03
Index 1/1, flood queue length O
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is O msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 10.10.10.10
Suppress hello for 0 neighbor(s)
R3#
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Physical Config CL Aftributes.
L

105 Command Line Interface

Password:

R3zenable
Password:
R3#show ip ospf interface

Seriald/0/1 is up, line protocol is up

Internet address is 172.31.23.1/30, Rrea 0

Process ID 1, Router ID 192.1€3.€.1, Network Type POINT-TO-POINT,
Cost: €4

Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit

Hello due in 00:00:032
Index 1/1, flood gueue length 0
Next 0xz0(0)/0x0{0}
Last flood scan length is 1, maxirum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Bdjacent with neighbor 10.10.10.10
Suppress hello for 0 neighbor(s)
RSﬂl Y]

Cir+F§ to exit CLI focus Copy Paste

[ mop

A ) ¥ 7 ESP
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3.2.2.C.  Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing Networks,

and passive interfaces configuradas en cada router.

B Ra2-Miami - [}
Physical Config CLI Aftributes
—
105 Command Line Interface
HZfsh 1P PIoLoco I=
Routing Protocol is "ospf 1"
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 5.5.5.5
Humber of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:
172.31.21.0 0.0.0.255 area 0
172.31.23.0 0.0.0.255 area 0
Passive Interface(s):
GigabitEthernetd/s0
Routing Information Sources:
Cateway Distance Last Update
1.1.1.1 110 00:14:23
5.5.5.5 110 00:11:24
g.2.8.8 110 00:11:24
l0.10.10.10 110 00:17:47
172.31.21.1 110 00:21:55
152.1e2.€.1 110 00:14:33
Distance: (default is 110)
nag|
Ctrl+F§ to exit CLI focus Copy Paste
O e

11:00 a. m.
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Verificando vecindades en los seriales Router 1
R1#show ip ospf interface
Serial0/0/0 is up, line protocol is up
Internet address is 172.31.21.1/30, Area 0
Process ID 1, Router ID 1.1.1.1, Network Type POINT-TO-POINT, Cost: 64
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:01
Index 1/1, flood queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 5.5.5.5
Suppress hello for 0 neighbor(s)
R1#

13/07/2019
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Uppress Nello fof U Nelghbor (57
R1g
02:3€:35: %0SPF-5-RDJCHG: Process 1, Nbr 5.5.5.5 on Serial0/0/0 from LOARDING to
FULL, Loading Done

R1g
R1g
Rlgshow ip ospf interface

S5eriald/0/0 is up, line protocol is up
Internet address is 172.31.21.1/30, Rrea 0
Process ID 1, Router ID 1.1.1.1, Network Type POINT-TO-POINT, Cost: €4
Transmit Delay is 1 sec, State DOINT-TO-DOINT, Priority O
Mo designated router on this network
NHo backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:01
Index 171, £flood gueue length 0
Hext 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 5.5.5.5
Suppress hello for 0 neighboris)
214 v i
o

Cirl+F5 to exit CLI focus Copy Paste

O

A~ i) o E

Verificando vecindades en los seriales Router 2
R2#show ip ospf interface

Serial0/0/1 is up, line protocol is up

Internet address is 172.31.21.2/30, Area 0

Process ID 1, Router ID 5.5.5.5, Network Type POINT-TO-POINT, Cost: 64
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:06

Index 1/1, flood queue length O

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1 , Adjacent neighbor count is 1

Adjacent with neighbor 1.1.1.1

Suppress hello for 0 neighbor(s)

Serial0/0/0 is up, line protocol is up

Internet address is 172.31.23.2/30, Area 0
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Process ID 1, Router ID 5.5.5.5, Network Type POINT-TO-POINT, Cost: 9500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:06
Index 2/2, flood queue length O
Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is O msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 8.8.8.8
Suppress hello for 0 neighbor(s)

R2#

B R2-Miami - [} b

Physical Config CLI Attributes
I

105 Command Line Interface
R2g -~
02:39:35: %05PF-5-ADJCHE: Process 1, Nbr 8.82.8.8 on Seriald/0/0 from LOADING to FULL,
Loading Done

RZg
RZ#show ip ospf interface

Serialdys0/1 is up, line protocol is up
Internet address is 172.31.21.2/30, Area 0
Process ID 1, Router ID 5.5.5.5, Network Type POINT-TO-BOINT, Cost: €4
Transmit Delay is 1 sec, State POINT-TCO-POINT, Priority 0O
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:08
Index 1/1, flood gueue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighkor 1.1.1.1
Suppress hello for 0 neighboris)
Serialdys0/0 is up, line protocol is up
Internet address is 172.31.23.2/30, RArea 0
Process ID 1, Router ID 5.5.5.5, MNetwork Type POINI-TO-POINT, Cost: 9500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:08
Index 2/2, flood gqueue length 0
Wext 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Bdjacent with neighkor 8.8.8.8
Suppress hello for 0 neighbori(s)
rzg v

Ctrl+F& to exit CLI focus Copy Paste

A ) 83 Z
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Verificando vecindades en los seriales Router 3

R3#show ip ospf interface

Serial0/0/1 is up, line protocol is up
Internet address is 172.31.23.1/30, Area 0
Process ID 1, Router 1D 8.8.8.8, Network Type POINT-TO-POINT, Cost: 64
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:07
Index 1/1, flood queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is O msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 5.5.5.5
Suppress hello for 0 neighbor(s)
R3#

¥ R3-Buenos aires - O st
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Neighbor Count is 1 , Rdjacent neighbor count is 1 ~
Bdjacent with neighbor 5.5.5.5
Suppress hello for 0 neighbor(s)
Rig
R3g
BE3g¢show ip ospf interface

Seriald/0/l is up, line protoccol is up

Internet address is 172.31.23.1/30, RZArea 0

Process ID 1, Router ID 2.8_8.8, Metwork Type POINT-TO-POINT, Cost:
€4

Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O

No designated router on this network

No backup designated router on this network

Timer interwvals configured, Hello 10, Dead 40, Wait 40, Betransmit

Helloc due in 00:00:07
Index 171, flood gueue length O
Hext O0x0(0)/020(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Rdjacent neighbor count is 1
Adjacent with neighbor 5.5.5.5
Suppress hello for O neighbor(s)
nzg v

Ctrl+F8§ to exit CLI focus Copy Paste

] Top

78



o],
CIsCcO. Cisco Networking Academy’ Mind Wide Oper’
|

3.2.3. Configurar VLANS, Puertostroncales, puertos de acceso, encapsulamiento, Inter-
VLAN Routing y Seguridad en los Switches acorde a la topologia de red
establecida.

3.2.4. Asignar direcciones IP alos Switches acorde a los lineamientos.

Switch 1

Switch#CONF TERMINAL

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S1

S1(config)#

S1(config)#

S1(config)#

S1(config)#

S1(config)#no ip domain-lookup

S1(config)#vlan 30

S1(config-vlan)#name Administracion
S1(config-vlan)#vlan 40

S1(config-vlan)#name Mercadeo

S1(config-vlan)#vlan 200

S1(config-vlan)#name Mantenimiento
S1(config-vlan)#end

Si#

%SYS-5-CONFIG_I: Configured from console by console

S1#wr

Building configuration...
[OK]

S1#
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Switchihostname 7

% Unrecognized command

Switch#CONF TERMINAL

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)fhostname 51

Sl {config)#

51 {config) §

Sliconfig) g

51 {config) #

51 {config) §no ip domain-lookup

Sl {config) #vlan 30

Sliconfig-vlan) $name Administracion

51 ({config-vlan) gvlan 40

Sli{config-vlan) fname Mercadeo

Sl {config-vlan) gwvlan 200

51 {config-vlan) fname Mantenimiento

51 ({config-vlan) gend

51%

&5YS-5-CONFIGC _I: Configured from console by comscle

Slgwr

Building configuration...
[CE]

S1% W i

Cir+F6& to exit CLI focus Copy Paste

O e

COTRIUTG

Switch 3

Switch>enable

Switch#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname

% Incomplete command.

Switch(config)#hostname S3

S3(config)#no ip domain-lookup

S3(config)#vlan 30

S3(config-vlan)#name Administracion
S3(config-vlan)#vlan 40

S3(config-vlan)#name Mercadeo

S3(config-vlan)#vlan 200

S3(config-vlan)#name Mantenimiento
S3(config-vlan)#end

S3#

%SYS-5-CONFIG_I: Configured from console by console
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S3#wr
Building configuration...
[OK]

S3#

L] — O *
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105 Command Line Interface

2LINEPROTO-5-UPDOWN : Line protocol on Interface FastEthermetld/1, M
changed state to up

Switchrenable

Switchfconf term

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) hostname

% Incomplete command.

Switch (config) fhostname 53

53 (config) #no ip domain-lookup

S3{config) g¢vlan 20

53 (config-vlan) #name Administracion

53 (config-vlan) $vlan 40

53 (config-vlan) §name Mercadeo

52 (config-vlan) $vlan 200

53 (config-vlan) #name Mantenimiento

52 {config-vlan) gend

S3¢

£5¥5-5-CONFIC I: Configured from consocle by conscle

S3gwr 1
Building configuration. ..

[OK]
s3s v ﬂ

Ctri+F6 to exit CLI focus Copy Paste

[ op

Mind Wide Open”
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3.2.5. En el Switch 3 deshabilitar DNS lookup

S3(config)#no ip domain-lookup

L — O x

Physical Config CLI Afttributes
I

I0S Command Line Interface

SLINEPRCTO-5-UPDOWN: Line protocol on Interface FastEthernetd/1, ~
changed state to up

Switchrenable

Switchfconf term

Enter configuration commands, one per lime. End with CNTL/Z.
Switch{config) #hostname

% Incomplete command.

Switch{config) #hostname 53

53 (config) #no ip domain-lookup

53 {config)évlan 30

53 (config-vlan) fname Rdministracion

53 {config-vlan) #vlan 40

53 (config-vlan) fname Mercadeo

53 (config-vlan) &vlan 200

53 (config-vlan) fname Mantenimiento

53 {config-vlan) #end

53¢

%5Y5-5-CONFIG_I: Configured from consocle by conscle

S3gwr v
Building configuration...

[OE]
528 v B
=

Cirl+F6 to exit CLI focus Copy Paste

O mop E

A Q) W E

Sl#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#enable secret cisco

S1(config)#service password-encryption
S1(config)#banner motd "solo acceso autorizado"
S1(config)#line console 0

S1(config-line)#password class

S1(config-line)#login

S1(config-line)#end

S1#

%SYS-5-CONFIG_I: Configured from console by console

S1#wr

Building configuration...
[OK]

S1#
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[Traning VLAN: Enabled: Z-1001
Capture Mode Disabled
Capture VLENs Rllowed: RLL
Protected: false
Unknown unicast blocked: disabled
Unknown multicast blocked: disabled
Appliance trust: none

Slgconf terminal

Enter configuration commands, one per lime. End with CWNIL/Z.
51 (config) #enable secret cisco

Sliconfig) #service password-encryption

5l {config) #banner motd "solo acceso autorizado™

51 (config) #line console 0

51l {config-line) §password class

Sl {config-line) flogin

51 {config-line) fend

S1lg

%5Y5-5-CONFIG_I: Configured from conscle by console

Slgwr
Building configuration...
[CE]

si2 v ﬂ

Ctrl+F& to exit CLI focus Copy Paste

[ e &

~ ) 4 F

S3>

S3>enable

S3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#enable secret cisco

S3(config)#service password-encryption
S3(config)#banner motd "solo acceso autorizado”
S3(config)#line console 0

S3(config-line)#password class

S3(config-line)#login

S3(config-line)#end

S3#

%SYS-5-CONFIG_I: Configured from console by console

S3#wr

Building configuration...
[OK]

S3#

S3#conf terminal
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Enter configuration commands, one per line. End with CNTL/Z.

S3(config)#line vty 0 15

S3(config-line)#password class

S3(config-line)#login

S3(config-line)#end

S3#

%SYS-5-CONFIG_I: Configured from console by console
wr

Building configuration...

[OK]

S3#

P 53 — O *

Physical Config CLI Attributes
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S53>=enable

S2fconfigure terminal

Enter configuration commands, one per line. End with CHNTL/Z.
53 {config) $enable secret cisco

53 (config) ¢service password-encryption

53 {config) gbhanner motd "solo acceso autorizado™

53 {config) gline console 0

53 {config-line) #password class

53 (config-line) #login

53 {config-line) #end

53¢

%5¥5-5-CONFIG I: Configured from conscle by console

S3gwr

Building configuration. ..

roKl|

53¢

S2#conf terminal

Enter configuration commands, one per line. End with CHNTL/Z.
53 (config) #line wty 0 15

53 (config-line) #password class

53 (config-line) $login

53 ({config-line) gend

S53g w

Ciri+F& to exit CLI focus Copy Paste

] op

S3#conf term

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#no ip domain-loockup

N

% Invalid input detected at ' marker.

S3(config)#no ip domain-lookup
S3(config)#interface f0/3

84



o],
CIsCcO. Cisco Networking Academy’ Mind Wide Open

e
S3(config-if)#switchport mode trunk native vlan 1

N
% Invalid input detected at ' marker.
S3(config-if)#switchport mode trunk

S3(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed state to up

S3(config-if)#switchport trunk native vlan 1
S3(config-if)#exit

S3(config)#interface f0/1

S3(config-if)#switchport access vlan 40
S3(config-if)#exit

S3#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#interface vlan 30

S3(config-if)#ip address 192.168.99.3 255.255.255.0
S3(config-if)#exit

S3(config)#interface vlan 40

S3(config-if)#ip address 192.168.99.3 255.255.255.0
S3(config-if)#exit

S3(config)#interface vlan 200

S3(config-if)#ip address 192.168.99.3 255.255.255.0
S3(config-if)#end

S3#

%SYS-5-CONFIG_I: Configured from console by console
wr

Building configuration...

[OK]

S3#
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T Unknown command Of computer name, or unable to find computer address =
53§%3¥Y5S-5-CONFIE I: Configured from console by conso le
% Invalid input detected at '~' marker.

S3gwr
Building configuration...
[OK]

52g#Building configuration. ..

% Invalid input detected at '"~' marker.

53¢ [OK]
Translating "[OK1™
% Unknown command or computer name, or unable to find computer address

S3ES1g
Translating "S1g"
% Unknown command or computer name, or unable to find computer address

S3#conf terminal

Enter configuration commands, one per line. End with CNIL/Z.
53 (config) #interface vlan 30

53 (config-if) #ip address 192.1€8.99.3 255.255.255.0

53 (config-if) gexit

53 (config) #interface vlan 40

S3({config-if) $ip address 132.165.35.3 255.255.255.0

53 ({config-if) fexit

53 (config) #interface vlan 200

53 (config-if) #ip address 192.1€5.95.3 255.255.255.0

52 {config-if) fend

538

%5YS-5-CONFIG I: Configured from console by conso le

wr

Building configuration. .

o=

538 v

Ctri+F6 to exit CLI focus Copy Paste

_1mp

: 12:54 p. m.
~ Q) m oz Ee R O

13/07/2019

Sl#conf term

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#int

S1(config)#interface vlan 30

S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if)#exit

S1(config)#interface vlan 40

S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if)#exit

S1(config)#interface vlan 200

S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if)#end

S1#

%SYS-5-CONFIG_I: Configured from console by console
wr

Building configuration...

[OK]

S1#

S1#
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S1l=enable

Password:

Password:

51#

51

Slgconf term

Enter configuration commands, one per line. End with CHNTL/Z.
51 {config) #int

51l {config) #interface vlan 30

Sl{config-if) #ip address 15%2.1€2.55%.2 255_3255_255.0
51 {config-if) gexit

S5l {config)#interface wlan 40

51 {config-if)#ip address 192.1€3.5%.2 255_255_255.0
51l {config-if) fexit

51 {config) #interface wvlan 200

Sl{config-if) #ip address 15%2.1€2.55%.2 255_3255_255.0
Sliconfig-if)éend

51#

%5Y5-5-CONFIG_I: Configured from conscle by console
WE

Building configuration...

rox1|

51

5lg W

Ctri+F5 to exit CLI focus Copy Paste

O mp

12:35 p. m.

A oY) 4m = ESP

13/07/2019 D

3.2.6. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.

Sl#conf term

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#interface f0/2

S1(config-if)#shutdown

%LINK-5-CHANGED: Interface FastEthernet0/2, changed state to administratively down
S1(config-if)#exit

S1(config)#interface range f0/4-23

S1(config-if-range)#shutdown

%LINK-5-CHANGED: Interface FastEthernet0/4, changed state to administratively down
%LINK-5-CHANGED: Interface FastEthernet0/5, changed state to administratively down

%LINK-5-CHANGED: Interface FastEthernet0/6, changed state to administratively down
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%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

S1(config-if-range)#

Interface FastEthernet0/7, changed state to administratively down

Interface FastEthernet0/8, changed state to administratively down

Interface FastEthernet0/9, changed state to administratively down

Interface FastEthernet0/10, changed state to administratively down
Interface FastEthernet0/11, changed state to administratively down
Interface FastEthernet0/12, changed state to administratively down
Interface FastEthernet0/13, changed state to administratively down
Interface FastEthernet0/14, changed state to administratively down
Interface FastEthernet0/15, changed state to administratively down
Interface FastEthernet0/16, changed state to administratively down
Interface FastEthernet0/17, changed state to administratively down
Interface FastEthernet0/18, changed state to administratively down
Interface FastEthernet0/19, changed state to administratively down
Interface FastEthernet0/20, changed state to administratively down
Interface FastEthernet0/21, changed state to administratively down
Interface FastEthernet0/22, changed state to administratively down

Interface FastEthernet0/23, changed state to administratively down

Mind Wide Open”
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&LINE-5-CHANGED: Interface FastEthernetd/5, changed state to administratively down ~
5LINE-5-CHANGED: Interface FastEthernetl/&, changed state to administratively down
SLINE-5-CHANGED: Interface FastEthernetl/7, changed state to administratively down
SLINE-5-CHANGED: Interface FastEthernetd/%, changed state to administratively down
SLINE-5-CHANGED: Interface FastEthernetd/3%, changed state to administratively down
SLINE-S5-CHRNGED: Interface FastEthernetO/1l0, changed state to administratively down
SLINE-5-CHANGCED: Interface FastEthernetl/ll, changed state to administratively down
SLINE-5-CHANGED: Interface FastEthernetl/12Z, changed state to administratively down
5LINE-5-CHANGED: Interface FastEthernetd/13, changed state to administratively down
SLINE-S-CHRNGED: Interface FastEthernetd/l4, changed state to administratively down
SLINE-5-CHANGCED: Interface FastEthernetl/l5, changed state to administratively down
SLINE-5-CHANGED: Interface FastEthernetl/l&, changed state to administratively down
5LINE-5-CHANGED: Interface FastEthernetd/17, changed state to administratively down
SLINE-S5-CHRNGED: Interface FastEthernet0/lZ, changed state to administratively down
SLINE-5-CHANGED: Interface FastEthernetl/l3, changed state to administratively down
$LINE-5-CHANGED: Interface FastEthernetd/20, changed state to administratively down
5LINE-5-CHANGED: Interface FastEthernetd/21, changed state to administratively down
SLINE-5-CHANGED: Interface Fash:thernetﬂfzz, changed state to administratively down
SLINE-5-CHANGED: Interface FastEthernetl/23, changed state to administratively down
Sliconfig-if-range)f W
Cirl+F& to exit CLI focus Copy Paste

Mind Wide Open”
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SLINE-5-CHARNGED: Interface FastEthernetd/21, changed state to
administratively down

SLINE-5-CHARNGED: Interface FastEthernetl/22, changed state to
administratively down

SLINE-S5-CHANGED: Interface FastEthernetl/2Z3, changed state to
administratiwvely down

Sl {config-if-range) fexit

Sl {config)finterface range g0/1-2

51 (config-if-range) tshutdown

%LINE-S5-CHRNGED: Interface GigabitEthernet0/l, changed state to
administratiwvely down

SLINE-5-CHANGED: Interface GigabitEthernet(/2, changed state to
administratiwvely down

51 {config-if-range) fend

S1g

%5YS-5-CONFIG_I: Configured from console by console

WE

Building configuration. ..

[CE]

Slﬂl W

Ctri+F5 to exit CLI focus Copy Paste

[ ®p

A~ ) = 7

S3#conf term

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#interface g0/1-2

N

% Invalid input detected at ' marker.
S3(config)#interface range g0/1-2
S3(config-if-range)#shutdown

%LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to administratively down

%LINK-5-CHANGED: Interface GigabitEthernet0/2, changed state to administratively down
S3(config-if-range)#exit

S3(config)#interface f0/2

S3(config-if)#shutdown

%LINK-5-CHANGED: Interface FastEthernet0/2, changed state to administratively down
S3(config-if)#exit

S3(config)#interface range f0/4-24

S3(config-if-range)#shutdown
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%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

S3(config-if-range)#

Interface FastEthernet0/4, changed state to administratively down

Interface FastEthernet0/5, changed state to administratively down

Interface FastEthernet0/6, changed state to administratively down

Interface FastEthernetO/7, changed state to administratively down

Interface FastEthernet0/8, changed state to administratively down

Interface FastEthernet0/9, changed state to administratively down

Interface FastEthernet0/10, changed state to administratively down
Interface FastEthernet0/11, changed state to administratively down
Interface FastEthernet0/12, changed state to administratively down
Interface FastEthernet0/13, changed state to administratively down
Interface FastEthernet0/14, changed state to administratively down
Interface FastEthernet0/15, changed state to administratively down
Interface FastEthernet0/16, changed state to administratively down
Interface FastEthernet0/17, changed state to administratively down
Interface FastEthernet0/18, changed state to administratively down
Interface FastEthernet0/19, changed state to administratively down
Interface FastEthernet0/20, changed state to administratively down
Interface FastEthernet0/21, changed state to administratively down
Interface FastEthernet0/22, changed state to administratively down
Interface FastEthernet0/23, changed state to administratively down

Interface FastEthernet0/24, changed state to administratively down

Mind Wide Open”
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SZ4conf term
Enter configuration commands, one per line.
53 (config) #interface gl/1-2

% Inwvalid input detected at '~' marker.

52 (config)#interface range g0/1-2
53 (config-if-range) §shutdown

52 {con
53 ({con

g-if-range) fexit
glfinterface £0/2
53 ({config-if) #shutdown

&LINE-5-CHANGED: Interface FastEthernetd/Z,
52 {config-if) fexit

53 (config) #interface range £0/4-24

53 (config-if-range) §shutdown
&LINE-5-CHANGZED: Interface FastEthernetl/s4,
% LINE-5-CHARNGEED: Interface FastEthernetd/5,
%LINE-5—CHARNGED: Interface FastEthernetl/&,
&LINE-5-CHANGED: Interface FastEthernetd/7,
%LINE-5-CHARNGEED: Interface FastEthernetid/8,
%LINE-5—CHANGED: Interface FastEthernetl/%,

&§LINE-5-CHANGED: Interface FastEtherneti/10,

% LINE-5—-CHARNGED: Interface FastEthermetd/11,

I TN e ST R T T Tos o= EoceTel, P WAL

End with CNIL/Z.

SLINE-5-CHRNGED: Interface GigabitEthernet0/l, changed state to administratively down

&LINE-5-CHRNGED: Interface CGigabitEthernet0/2, changed state to administratively down

changed state to administratiwely down

changed state to administratiwvely down
changed state to administratiwely down
changed state to administratiwvely down
changed state to administratiwely down
changed state to administratiwely down
changed state to administratiwvely down
changed state to administratively down

changed state to administratively down

X docroro = dmicicreorizaelac o

Ctri+F& to exit CLI focus

[ wop

Copy Paste
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3.2.7. Implement DHCP and NAT for IPv4

¥ pca — O ¥

Phy=sical Config Desktop Programming Aftributes @
S
P
IP Configuration X

Interface FastEthernetd -
IP Configuration

(@ DHCP () Static Reguesting IP Address
IP Address

Subnet Mask

Default Gateway

DNS Server

IPv& Configuration

() DHCP () Auto Config (@ Static

PvE Address | | 1]

IPvE Gateway |

|
Link Local Address |FEED::21D:11FF:FE29:DD2A |
|
|

IPvE DNS Server |

a2 1%

[] use 802.1X Security

i
mree s\ 0\ F 5SS

Console

1:19 p. m.
13/07/2019 L"—"l
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(@) DHCP () Static Requesting IP Address e
IP Address

Subnet Mask
Default Gateway
DNS Server

IPv& Configuration

) DHCP () Autc Config (@) Static

IPvE Address | | 1]

Link Local Address | FE&0:: 250 47FF.FESE:BZ211

|
|
IPvE Gateway | |
|

IPvE DNS Server |

202.1%
[] use 802.1X Security
Authentication MDsS

Username E

Password

L] mp

Console

1:21 p. m.
13/07/2019

A o)
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3.2.8. Reservar las primeras 30 direcciones IP de las VLAN 30y 40 para
configuraciones estaticas. Asi mismo Configurar R1 como servidor DHCP para las
VLANS 30 y40.

R1#conf term

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp exclude-address 192.168.30.1 192.168.30.30
N

% Invalid input detected at ' marker.
R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30

R1(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30
R1(config)#

¥ Ri-Bogotd — O e

Physical Config CLI Attributes
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Rl ~
Rlg

Rl

Rlg

ERE

Rl

Rlg

R1g

ERE

Rl

Rlg

R1g

ERE

Rl

Rlg

R1g

Rlgconf term

Enter configuration commands, one per line. End with CNTL/ZI.
Rl (iconfig) #ip dhep exclude-address 152 .1€2.30.1 152 .1€2.30.20

% Inwvalid input detected at "' marker.

Rl (config) #ip dhep excluded-address 152 _1&62.30.1 152 _1€8.30.30
Rl iconfig) #ip dhcp excluded-address 1532 _165.40.1 15Z_1€8.40.30 W
Rl (config) § s

Ctri+F§ to exit CLI focus Copy Paste @

O mwp

I(

Console

: 1:49 p. m.
A~ i) 4= 7 ESP S

13072000
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Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Configurar DHCP pool para VLAN 30

R1#conf term

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp exclude-address 192.168.30.1 192.168.30.30
N

% Invalid input detected at "' marker.

R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
R1(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30
R1(config)#end

R1#

%SYS-5-CONFIG_I: Configured from console by console

R1#

R1#conf term

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp pool Administracion
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#domain-name ccna-unad.com
R1(dhcp-config)#ip domain-name ccna-unad.com
R1(config)#ip default-router 192.168.30.1

N

% Invalid input detected at ' marker.
R1(config)#default-router 192.168.30.1
N

% Invalid input detected at ' marker.

R1(config)#end

R1#

%SYS-5-CONFIG_I: Configured from console by console

R1#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp pool Administracion
R1(dhcp-config)#default-router 192.168.30.1

R1(dhcp-config)#

R1#

%SYS-5-CONFIG_I: Configured from console by console
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Enter configuration commands, one per line. End with CHNIL/Z.
Rl {config) #ip dhcp exclude-address 152.1€2.30.1 152.1€2.30.320
% Inwvalid input detected at '~' marker.
Rl (config) #ip dhep excluded-address 152 _.1€2.30.1 152 _1€5.30.30
Rl (config) #ip dhep excluded-address 152 _.1€5.40.1 152_1€8.40.30
Rl {config) gend
R1g
%5Y¥5-5-CONFIC I: Configured from conscle by console
Rlg
Rlgconf term
Enter configuration commands, one per line. End with CHNIL/Z.
Rl (config) #ip dhep pool Rdministracion
Rl {dhep-config) #dns-server 10.10.10.11
Rl (dhcp—co gl fdomain-name ccna-unad.com
Rl (dhcp-config) #ip domain-name ccna-unad.com
Rl {config) #ip default-router 152 1€2_30.1
% Invalid input detected at '*' marker.
Rl (config) #default-router 152.1€5_30.1
% Inwvalid input detected at '~' marker.
Rl (config) fend
Rlg
%5Y¥Y5-5-CONFIZ I: Configured from conscle by console
Rlgconf terminal
Enter configuration commands, one per line. End with CHNIL/Z.
Rl (config) #ip dhcp pool ARdministracion
Rl (dhcp-config) #default-router 152.1€2.30.1
Rl (dhcp-config) $
Rlg
%5Y¥Y5-5-CONFIZ I: Configured i‘_‘rcm console by console
Cir+F6 to exit CLI focus Copy Paste

97



o],
CIsCcO. Cisco Networking Academy’ Mind Wide Open
|

Name: MERCADEO
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Configurar DHCP pool para VLAN 40

R1#config term

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp pool Mercadeo
R1(dhcp-config)#dns-server 10.10.10.11

R1(dhcp-config)#ip domain-name ccna-unad.com
R1(config)#ip dhcp pool Mercadeo
R1(dhcp-config)#default-router 192.168.40.1
R1(dhcp-config)#network 192.168.40.0 255.255.255.0

R1(dhcp-config)#

¥ R1-Bogots — O *

Physical Cenfig CLI Aftributes
I

105 Coemmand Line Interface

Eax 3

Blg

R1g

Blg

R1g

Blg

R1g

Rlg

Rlg

R1g

Blg

R1g

Blg

R1g

Rlg

Rlgconfig term

Enter configuration commands, one per line. End with CHTL/Z.
Bl (config) #ip dhcp pool Mercadeo

El (dhcp-config) #dns—-server 10.10.10.11

Bl (dhep-config) #ip domain-name ccona-unad.com

Rl {config) #ip dhcp pool Mercadeo

Bl (dhep-config) #default-router 1592 _.168_40.1 W
Bl (dhep-config) #network 192.1c2.40.0 255.255.255.0

R1 (dhcp-config) § - E
)
|

Ctrl+F5 to exit CLI focus Copy Paste

] op

Console

2:06 p. m.
7 ESP S|

13/07/2019
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3.2.9. Configurar NAT en R2 para permitir que los host puedan salir a internet

R2#conf term

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#ip nat inside source static 10.10.10.10 209.165.200.224
R2(config)#interface g0/0

R2(config-if)#ip nat outside

R2(config-if)#int g0/1

R2(config-if)#ip nat inside

R2(config-if)#exit

R2(config)#exit

R2#

%SYS-5-CONFIG_I: Configured from console by console

R2#sh ip nat translations
Pro Inside global Inside local Outside local Outside global
--- 209.165.200.224 10.10.10.10 --- ---

R2#
¥ Ra2-Miami - O *

Physical Config CL Aftributes.
I

105 Command Line Interface

Password:
Password:

REIlzenakle

Password:

R2tconf term

Enter configuration commands, one per line. End with CNIL/Z.
R2({config)#ip nat inside source static 10.10.10.10 205.1€5.200.224
R2Z (config) #interface gl/0

R2 (config-if) #ip nat outside

B2 (config-if)#int glsL

R2 (config-if)#ip nat inside

RZ (config-if) gexit

BZ (config) #exit

R2#

%5YS5-5-CONFIG TI: Configured from console by console

R2fsh ip nat translations

Pro Inside global Inside local Cutside local Cutside
global

——— 20%9_.1€5.200.224 10.10.10.10 e -

nzg| v ﬂ

Ctrl+Fé to exit CLI focus Copy Paste

[ mop

A Q) w7
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3.2.10.

R2#conf term

Mind Wide Open”

Configurar al menos dos listas de acceso de tipo estdndar a su criterio en
para restringir o permitir trafico desde R1 o R3 hacia R2.

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#access-list 1 permit 192.168.30.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.40.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.200.0 0.0.0.255

R2(config)#

¥ R2-Miami — O e
Physical Caonfig CL Attributes
I
105 Command Line Interface
FassWword: ~

BEZfconf term

R2 (config) §interface gls0

B2 (config-if)#ip nat outside

B2 (config-if)#int g/l

R2 (config-if) #ip nat inside

R2 (config-if) fexit

R2 (config) fexit

RZ§

%5Y5-5-CONFI& I: Configured from conscle by comnsole

R2gsh ip mat translations

Enter configuration commands, one per line. End with CHIL/Z.
B2 {config) #ip nat inside source static 10.10.10.10 205.1&85.200.224

Pro Inside global Inside local Cutside local Cutside

global

-—— Z0%.1le5.Z00.224 10.10.10.10 - -

BEZfconf term

Enter configuration commands, one per line. End with CHIL/Z.

B2 {config) faccess—-1ist 1 permit 192 _1€8_30.0 0_0_0_255

B2 (config) #access-1ist 1 permit 192 _1€5_40.0 0.0_.0_255 r

B2 (config) gaccess-1ist 1 permit 192 _.1€2_.200.0 0_0.0_255

RZ (config) § > s
. =

Ctri+F5 to exit CLI focus Copy Paste

L] Tp
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3.2.11. Configurar al menos dos listas de acceso de tipo extendido o nombradas a

su criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

R1#sh acces

R1#sh access-lists

R1#sh access-lists ?

<1-199> ACL number

WORD ACL name

| Output Modifiers

<cr>

R1#sh access-list

R1#conf ter

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#access-list 1 permit 192.168.30.33
R1(config)#access-list 7 permit tcp any host 192.168.40.44 eq domain
N

% Invalid input detected at ' marker.
R1(config)#access-list 7 permit tcp any host 192.168.40.44 eq smtp
N

% Invalid input detected at ' marker.

R1(config)#access-list 7 permit ?

A.B.C.D Address to match

any Any source host

host A single host address

R1(config)#access-list 7 permit any host 192.168.40.44 eq domain
N

% Invalid input detected at ' marker.

R1(config)#access-list 7 deny 192.168.40.44

R1(config)#access-list 120 permit udp any host 192.168.40.60 eq domain
R1(config)#end

R1#

%SYS-5-CONFIG_I: Configured from console by console

R1#wr

Building configuration...
[OK]

R1#

R1#sh access-list

Standard IP access list 1

10 permit host 192.168.30.33
Standard IP access list 7

10 deny host 192.168.40.44
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Extended IP access list 120
10 permit udp any host 192.168.40.60 eq domain

R1#

¥ R1-Bogots O
Y g
Physical Config CLI Aftributes.
—
105 Command Line Interface
Rlgconf ter
Enter configuration commands, one per line. End with CNIL/Z.
Bli{config)#access—-list 1 permit 132.1€2.30.322
Bl {config) #access-1ist 7 permit tcp any host 1592 _162_40_44 eqg domain
% Inwalid input detected at '*~' marker.
Bl ({config) #access-list 7 permit top any host 192 .163.40.44 eg smtp
% Inwvalid input detected at '~' marker.
Rl {config) #access-list 7 permit 7
4L B.C.D Address to match
any Zny source host
host 2 single host address
Bl ({config) faccess—-1list 7 permit any host 152 _162.40_ 44 eq domain
% Inwvalid input detected at '~' marker.
Bl i{config)#access—1list 7 deny 1592.1€2.40.44
Bl {config) #access-1ist 120 permit udp any host 132 _1&8.40_€0 eqg domain
Rl (config) $end
Rlg
£5¥Y5-5-CONFIG_I: Configured from comnsole by console
Rlgwr
Building configuration...
[CE]
Rlg
Rlgsh access-list
Standard IP access list 1
10 permit host 152.1€5.30.33
Standard IP access list 7
10 deny host 192.1€8.40.44
Extended IP access list 120
10 permit udp any host 152.1€2.40.80 eqg domain
Rlg
Ctrl+F8 to exit CLI focus Copy Paste

] Top

Mind Wide Open”
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3.2.12. Verificar procesos de comunicaciony redireccionamiento de trafico en los
routers mediante el uso de Ping y Traceroute.

Ping y traceroute de R1 a R2

¥ R1-Bogots - O X

Phy=sical Config CL Aftributes
|

105 Command Line Interface

so¥o—o-LUNELL 17 Lonfigured Trom Cconsole by console

Rlgwr
Building configuration. ..
[DE]
Rlg
Blgsh access-list
Standard IP access list 1
10 permit host 192_.1€8.30.33
Standard IP access list 7
10 deny host 152 _.1&8.40_44
Extended IP access list 120
10 permit udp any host 152 _1€8.40_.60 eg domain

R1g
Rlg
Rl#ping 172.31.21.2

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 172.31.21.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max

Rlﬂ W E‘

Ctrl+Fé to exit CLI focus Copy Paste

1/2/3 ms

L] mop
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Ping y traceroute de R2 a R3

¥ R2-Miami

Phy=ical Config CL Aftributes

I35 Command Line Interface

Mind Wide Open”
|

solo acceso autorizado

User Rccess Verification

Password:
Password:

RZrenakle
Password:
R2f¢ping 172.31.23.2

Type escape seguence to abort.

Sending 5, 100-byte ICHMP Echos to 172.31.23_.2, timeout is

Success rate is 100 percent (5/5), round-trip min/avg/max

RZg

2 seconds:

= &/6/8 ms

Ctrl+F& to exit CLI focus Copy

L] Top

Paste

314 p. m.
13/07/2019

L]
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Ping y traceroute de Internet PC a interfaces de R2

¥ |nternet PC — O hud

Phy=ical Config

Programming Atftributes

ing 1

Pinging 1

EEY N
13/07/2019
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4. CONCLUSIONES

Se logra emular con éxito el manejo de una red en Packet Tracer, aplicando las
diversas configuraciones de routers y switchs CISCO que comercialmente se
maneja. De esta forma se puede evidenciar el manejo de cada instruccion
acuerdo alanecesidad aimplementar. La configuracion de cada router y switch
se maneja como un todo ya que los dispositivos deben de comprender los
protocolos y permisos que el ingeniero de redes implementa.
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