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1. INTRODUCCION

En el siguiente trabajo se dara la resolucién de habilidades de CISCO el cual se dara con
dos problemas en diferentes metodologias, esto hara parte de los topicos visto en la
plataforma NETCAD CCNA 1y 2 el cual cubrira todo lo propuesto en estos dos escenarios.



2. OBJETIVOS

2.1 OBJETIVO GENERAL

Resolucion de problemas de redes en plataforma cisco

2.2 OBJETIVOS ESPECIFICOS

Reconocer la estructura de los modelos de capas OSI y TCP/IP, su
importancia, el rol que desempefia cada nivel y su eficiencia a la hora de
integrarse tecnolégicamente en redes de computadores.

Estudiar los aspectos basicos y elementos de las redes de telecomunicacion
y de las técnicas de conmutacion, asi como los principales protocolos vy
servicios de seguridad en redes.

Analizar los conceptos relacionados con la arquitectura, funciones,
componentes y modelos de Internet y otras redes de computadores. Disefiar
y documentar un esquema de direccionamiento segun los requisitos.

Aplicar una configuracién basica a los dispositivos de red. Configurar una
prioridad de routers, RID y el enrutamiento OSPF.

Verificar la completa conectividad entre todos los dispositivos de la
topologia. Adiestrarse en el uso de herramientas de simulacion y laboratorios
de acceso remoto de ultima tecnologia orientados hacia el disefio y
configuracion de redes de datos



3 PLANTEAMIENTO DEL PROBLEMA

3.1 DEFINICION DEL PROBLEMA
Problema 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin,
en donde el estudiante sera el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos
de enrutamiento y demas aspectos que forman parte de la topologia de red

Problema 2

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Miami, Bogota y Buenos Aires, en donde el estudiante sera el administrador de la
red, el cual debera configurar e interconectar entre si cada uno de los dispositivos
gue forman parte del escenario, acorde con los lineamientos establecidos para el
direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman
parte de la topologia de red



5. MATERIALES Y METODOS

5.1 MATERIALES

En el siguiente trabajo se utilizo el software de PKT el cual es un simulador de redes
de cisco el cual me permitira dar solucién a la tematica.

5.2 METODOLOGIA

Configuracion en CLI de 10S cisco el cual nos permite la manipulacion de comandos
sobre Shell de los dispositivos,



6 DESARROLLO DEL PROYECTO

Se desarrollara el procedimiento de configuracion del escenario 1 de la prueba de
habilidades de CCNA
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a. Segun la topologia se requiere que el enlace Medellin1 con ISP seaconfigurado
con autenticacion PAT.

b. El enlace Bogota1 con ISP se debe configurar con autenticacion CHAT.

Configuracion enlace S0/0/1 con PPP y autenticacion CHAP bogota1

Bogota(config)#username ISP secret bogotal
Bogota(config)#interface serial 0/0/1

Bogota(config-if)#ppp authentication chap

Must set encapsulation to PPP before using PPP subcommands
Bogota(config-if)#encapsulation ppp

| Bogotaf conf o "
Enter configuration commsands, one per line. End with CNTL/E.
Bogota(config) finter
Bogota{config) finter face =se
EBogota{config) finter face serial 0,041
) Bogota{config-if) fuser
fl Bogotalconfig-if) fexit
Bogota{config) fuse
EBogota(config) fusername ISP =e
u Bogota(config) fusername IZP secret bogotal
Bogota{config) finter
Bogota(config) finter face ser
EBogota{config) finter face serial 0,041
EBogota ({config-if) #ppp wn
! Bogotal(config-if) fppp
EBogota{config-if) #ppp a
Bogota(config-if) fppp authentication chap
Mast set encapsulation to PPP before using PPP subcommands
Bogota{config-if) fen
2 EBogota {config-if) fencapsulation ppp
Bogota(config-if)
$LINEFROTO-5-UPDOWH: Line protocol on Interface Seriald 071, changed
state to down
L
Cirl+FG to exit CLI focus Copy Paste
|
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Configuracion enlace S0/0/1 con PPP y autenticacion CHAP ISP

ISP(config)#username bogotal secret bogotal
ISP(config)#interface serial 0/0/1

ISP (config-ify#encapsulation ppp
ISP(config-if)#ppp authentication chap

ISP (config-if)#exit

ISP(config)#

B |sp — O

Phiysical Config LI Attributes
I

105 Command Line Interface

erd

IzZr#
(FLINEPROTO-S5-TUPDOWH: Line protocol on Interface Serialdso0 1, changed
state to down

IZDPH

ISPfu=ser

ISPfu=ser

IZPfcont ©

Enter configuration commands, one per line. End with CHNTL/Z.
ISP ({config) fuse

ISP iconfig) fusername bogotal sec
IZPiconfig) fusername bogotal secret bogotal
ISP (config) finter

ISP {config)fincer face ser

ISP iconfig)finter face serial 070751

ISP iconfig-—if) fen
IcPiconfig-if)#fencapsulation ppp

ISP {config—if) #fppp au

ISP (iconfig-1if) #pppr authentication khap
I3Piconfig-if)fexit

ISP iconfig) #

Cirl+FE to exit CLI focus Copy Paszte
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Configuracion enlace S0/0/0 con PPP y autenticacion PAT en ISP

ISP(config)#username Medellinl secret Medellin
ISP(config-if)#encapsulation ppp

ISP(config-if)#ppp authentication pap
ISP(config-if)#ppp pap sent-username ISP password ISP
ISP(config-if)#exit

P e - O

I Physical Config LI Altribtes
|

0% Command Line Irterface

I3P (config) #interface

ISP (config) #interface =se

T3P {config) fuse

I5P (config) fusername Medellin =se

I5P (config) fusername Medellinl secret Medellin
ISP (config)finter

ISP (config)ffinterface sear

ISP (config) finterface sarial 0050

ISP (config-1if) fen

ISP (config-if) fencapsulation ppp

2A ISD {config-if) #ppp en

ISP (config-if) fppp k

ISP {config-if) fanu

I8P (config-if) #ppp

ISP (config-if)fppp a

ISP iconfig-if)#ppp authentication pap

ISP iconfig-if)#ppp authentication pap

I8P {config-ifl #fppp pap se

I8P {config-ifi#ppp pap sent-username ISP use
I5P (config-if) fppp pap sent-username ISP =se
I5P (config-if) #ppp pap sent-username ISP pas
ISP (config-if) fppp pap sent-username ISP password ISP
ISP (config-1if) fexit

ISP (config)#

] Top

Ctrl+F6 to exit CLI focus Copy Paste
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Configuracion enlace S0/0/0 con PPP y autenticacion PAT en Medellinl

Medellin(config)#username ISP secret ISP

Medellin(config)#interface 0/0/0

Medellin(config)#interface serial 0/0/0

Medellin(config-if)#encapsulation ppp

Medellin(config-if)#ppp authentication pap

Medellin(config-if)#ppp pap sent-username Medellinl password Medellin
Medellin(config-if)#

Vo B paedellind — O

Phy=ical Zontig CLI Attributes
I

2% Command Line Interface

Medellinfuser Lol
Medellinfconft «

Enter configuration commands, one per line. End with CHTL.SZ.
Medelliniconfigd fusaer

Medelliniconfig) fusername ISP se

Medellin{config) fusernamne ISP secret ISP

Medellini{config) finter

Medellin(config) finter face 05050

% Imwvalid input detected at '"™' marker.

Hedellin({config) fincter face =serial 07050
Medellin({config—if) fen

Medelliniconfig—1if) fencapsulatcion ppp
Medelliniconfig—1if) #fppp en

Medelliniconfig—1if) #fppp aun

Medelliniconfig-ifl#ppp a

Medellin{config-ifl#fppp auvthentication pap
Maedellini{config—if) #fpppr pap ==

Medellin{config-ifl#pppr pap sent-username medellin

% Incomplete commard._

Medelliniconfig—if) #ppp pap sent-username medellin se
Medelliniconfig—1if) #ppp pap sent-username medellin pas
HNedellin(config—1if) #fppp pap sent-username Medellinl password Medellin

Medell it oot or—d £ 8
Cirl+FE to exit CLI focus Copy Paste
[] Top
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Configuracién de lineas de consola y SSH para Router Bogota1

¥ Bogatal — d X

Physical Config CLI Attributes
I

105 Command Line Interface

Bogotalconfig-line) fexit .
Bogotaiconfig) fser
Bogotalconfigl fiservice pas
EBogotaiconfig) fservice password-encryption
EBogotaiconfig) fno ip domain-lo
Bogotaiconfig) fno ip domain-loockup
Bogotaiconfig) fip domain-na
Bogotaiconfig) fip domain-name unad. com
Bogotaiiconfiog) for
Bogotalconfig) forypto ke ge
EBogotalconfig) focrypto ke generate rsa
The name for the keys will be: Bogota.unad. com
Choose the size of the key modulus in the range of 260 to Z048 for
Four
General Purpose Feys. Choosing a key modulus greater than 51E may
take
a few mimates.

T

W

How many bits in the modulus [51Z]1: 10E4
¥ Generating 104 bit REA keys, keys will be non-exportable. .. [0E]

Bogotaiconfig) fuse

*mar. 1 E:ld4:E6.616: $25H-L-EMABLED: 55H 1.39 has been enabled
Bogotaiconfig) fusername unad pas

Bogota{config) fusername unad password cisco N
Bogotalconfig)fline wty 0O 15

Bogotalconfig-line) ftrans

Bogotalconfig-line) fcransport in

Bogotaiconfig-line) ficransport input s=s

EBogotaiconfig-line) fitransport input ssh

Bogotaliconfig-line) f#login

Bogotaiconfig-line) flogin loca

Bogotaiconfig-line) #login local

Bogotalconfig-line) fexit

Bogota{config) fip ==

Bogotaiconfig) fip ssh wer

Bogotaiconfig) fip ssh wersion 2

Bogotaiconfig) fexit ¥]

Cirl+FG to exit CLI focus Copy Paste

a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser el
servidor DHCP para ambas redes Lan.
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b. El router Medellin3 debera habilitar el paso de los mensajes broadcast hacia la
IP del router Medellin2.

c. Configurar la red Bogota2 y Bogota3 donde el router Medellin2 debe ser el
servidor DHCP para ambas redes Lan.

d. Configure el router Bogota1 para que habilite el paso de los mensajes Broadcast
hacia la IP del router BogotaZ2.

Configuracion DHCP en Router Bogota2

Phy=ical Zonfig LI Attributes
I

125 Command Line Interface

(3LINEPROTO-S5-TTPDOWH: Line protocol on Interface GigabitEthernet0s 0,
changed =tate to up

BogotaZ(config—if)#

BogotaZ{config-—if) #

EBogotaZiconfig-if)#ip dh

BogotaZ(config-1if) Fexit

EBogotaZ (config)l #ip dh

BogotaZiconfig) #ip dhcop ex

BogotaZ({config) #ip dhcp excluded-address 17zZ.22.1.1
EBogotaZ (config)l fip dh

BogotaZ iconfig) #ip dhcop po

BogotaZiconfiglfip dhcp pool LAN-EOGOTAZ

EBogotaZ (dhep—config) fnet

EogotaZ (dhep-config) fnetwork 17222 1.0 ZEE_EZEE_EZEE_ O
EBogotaz (dhep-—config) fip de

EBogotaZ (dhep—config) #de

EogotaZ (dhep-—config) #defanult—router 172 2Z3.1.1
EBogotaz (dhep-—config) fdon

BogotazZ (dhhcp-—config) fdomain—name unad. com

BogotaZ (dhcp—config) #dns

EogotaZ (dhecp-config) fdns-server 25.2.28.8

EBogotaZ {dhcp-—config) fexit it
BogotaZ(configj#l b

=

Cirl+FE to exit CLI focus Capy Paste

] Top

Se observa la configuracion del host de la subred 172.29.1.0/24
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B 17,001,024

Physical  Confiy  Desktop  Programming  Aftributes
—

(®) DHCP () Static DHCP request successul.
IP Address 1722812
Subnet Mask 2552552550
Defat Gateway 1722911
DS Server 8888
\
|6 Configuration

Configuracién DHCP en Router Medellin2

Hedellihs |\CONILY) Fho
Medelling (config) fro
Medelling (config) fno
HedellinZ iconfig) fip
Medellin? (config) #ip
MedellinZ (config) fip
Medelling (config) #ip
Medelling (config) #ip
Medelling iconfig) #ip
Medellin? (config) #ip

[[=4]

1p dncp exl
ip dhep ex

ip dhep excluded-address 172 E23_2.1E3
dh

dhcp exl

dhep =

dhep excluded-address 172,29 4.129

dh

dhcp poo

dhep pool LAN-MEDELLIN-Z

Medellinz (dhep-config) fnet

Medelling (dhep-config) fnetwork 172,29 4 128 ZLE_ ZEL_ZEE_1:28
Medelling (dhep-config) fde

Medelling (dhep-config) fdefanlt-router 17Z_23_.4_123
Medellin? (dhep-contfig) fdo

MedellinZ (dhep-config) fdonain-name unad. com

Medelling (dhep-—config) #dn

Medelling (dhep-config) fdns-server 2.8.8.8

MedellinZ? (dhcp-—config) #

Se observa la configuracion del host de la subred 172.29.4.128/25
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B 17104128/ - 0 X

Physical  Config  Deskiop  Programming  Affriotes
—

@ [HZP O tatic DHCP request successtul. A
P Address 172294130

Subinet Magk 265255255128

Defaut Gateway 172294129

DNS Server kgl

El router ISP debera tener una ruta estatica dirigida hacia cada red interna de
Bogota y Medellin para el caso se sumarizan las subredes de cada uno a /22

18



ISPrenable

ISPfcont

Enter confiquration commands, one per line. End with CHTLSE.
IaP{config) fip rou

It lconfig) fip route

I3P {config)fip route 17Z2.29.4.0 ZEE_ZEE.ZEZ.0 serial 07070
(Default route without gateway, if not a point-to-point interface,
way impact performance

ISPiconfig) fip route 172.Z9.0.0 2E85.EEE.ZEZ.0 serial 07041
(Default route without gateway, if not a point-to-point interface,
way impact performance

ISP iconfig) fip route 17EZ_E9. 4 1F% EEL.ZEE_EERE.128 serial 070/0
(Dhefanlt route without gateway, 1f not a point-to-point interface,
way impact performance

IaP{config) fip rou

IZP (config) #ip route 17E.Z9.1.0 ZE5E.ZE5.ZE5.0 serial 0/0/1
(Default route without gateway, if not a point-to-point interface,
way impact performance

ISP {config) #]

Configuracion

ISP(config)#ip route 172.29.4.0 255.255.252.0 serial 0/0/0
ISP(config)#ip route 172.29.0.0 255.255.252.0 serial 0/0/1
ISP(config)#ip route 172.29.4.128 255.255.255.128 serial 0/0/0
ISP(config)#ip route 172.29.1.0 255.255.255.0 serial 0/0/1

Los routers Bogota1 y Medellin1 deberan afadir a su configuracion de

enrutamiento una ruta por defecto hacia el ISP y, a su vez, redistribuirla dentro de

las publicaciones de RIP
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and

Medelling conf t
Enter configuration commands, one per line. End with CHTL/Z.

Medellin{config) fip route
Medellin{config)fip route 0.0.0.0 0.0.0.0 Z209.17_220.6

Hedellinfconfig)

Configuracion

Medellin(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.6
Medellin(config)#

Password:

Eogotarasnahls
Password: |
EBogotafcont ©
Enter configaration commatds, one per line.
Bogota(config) #fip route 0.0 0.0 O_0_ 0.0 Z02_17_Zz0_10
'

End with CHTL/Z.

Bogotalconfio) #

Ctrl+FE to exit CLI focus Copy Paste

[ Top

Configuracion

Bogota(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.10

Para no propagar las publicaciones por interfaces que no lo requieran se debe
deshabilitar la propagacién del protocolo RIP,

20



Router Medellin 1

Medellinr>enabla
Password:

Medellinfcont ©

Enter configuraticon commands, one per line. End writh CHTLE.
Medellin{config)froute rip

Medelliniconfig—router) fversion 2
Medellini{config—router) Fpas

Medellini{cenfig-router) fprassive-—interface 0/171

% Imwalid input detected at '~' marker.
Medelliniconfig-router) fpassive—inter face se
Medellini{config—router) fpassive—interface serial 0s171
Medelliniconfig—roucer)

Medelling

£ EYE—E—CONFIG_I: Configured from consocle by comnsole

Medelling

Ctrl+F6 to exit CLI focus Copy FPa=te

Medellin(config)#route rip
Medellin(config-router)#version 2
Medellin(config-router)#passive-interface 0/1/1
Medellin(config-router)#passive-interface serial 0/1/1

Router Medellin 2

~

¥ Inwvalid input detected at '"' marker.

Hedellinzfconf t©

Enter configuration commands, one per line. End with CNTL/Z.
- MedellinZ (config) frouter rip
- Medellin? (config-router) fversion 2

MedellinZ (config-router) fpas

MedellinZ iconfig-router) fpassive-interface gi

Medelling {config-router) fpassive-interface gigabitEthernet 0/0
Medelling (config-router) #

Ctrl+FE to exit CLI focus Copy Pazte

Medellin2(config)#router rip

Medellin2(config-router)#version 2
Medellin2(config-router)#pas
Medellin2(config-router)#passive-interface gigabitEthernet 0/0

Router Medellin 3

21



MedellinZ-enahle

Password:

16 MedellinSfconfigure terminal

Enter confifmuration commands, one per line. End writh CHTL/Z.
Medellinz{config) frouter rip

Medellin3 {config-router) fversion 2
MedellinZ{config-router) ffipas

Medellinz {config-router)fpassive-interface gi

Medellinz {config-router)ffpassive-interface gigabitEthernet 050
Medellin3 (config-router )

A\

Medellin3(config)#router rip
Medellin3(config-router)#version 2
Medellin3(config-router)#passive-interface gigabitEthernet 0/0

Router Bogota 1

N

¥ Inwvalid input detected at '™' marker.

Bogotaffconfigare terminal

Enter configuration commawnds, one per line. End with CHTL/Z.
Bogotalconfig) frouter rip

Bogotalconfig-router ) fversion £

Bogotalconfig-router ) fpas
Bogotalconfig-router ) fpassive-inter face 0,/0,0

o~

¥ Inwvalid input detected at '™' marker.

Bogotalconfig-router ) fpassive-interface serial 0,070
1 Bngntaicnnfig—rnuterjﬂ

Bogota(config)#router rip
Bogota(config-router)#version 2
Bogota(config-router)#passive-interface serial 0/0/0

22



Router Bogota 2

FLINMEPROTO—S—TJPDOWH: Limne protocol on Interface Serialds 001, changed
state to up

Porfavor salga irnmediatamente del dispositiwvo, vwva as le pusede
occasionar imnplicaciones penales

User Access Werification

) Password:
Password:

BogotaZrenabhle

Password:

Password:

EBogotaZfcont «

Enter configuration commatnds, one per line. End witlh CHTL/SZ.
BogotaZ (cornfigl frouter rip

EogotaZ (config-—router) fwversion Z

EogotaZ (config-—router) fpas

EBogotaZ {config-router) fpassive—inter face se

EBogotaZ (config-—router) fpassive—inter face serial 05151
BogotaZ (config—router) #

1A

Bogota2(config)#router rip
Bogota2(config-router)#version 2
Bogota2(config-router)#passive-interface serial 0/1/1

BogotaZz (config) frouter rip

BogotaZ (config-—router) fraersion &

BogotaZ (config-—router) fras

EBogotalZ (config-router) fpassive-—interface gi

BogotaZ (config-—router) fpassive-—interface gigabitEthernet 0,50
Bogotaztconfig—rout.er:lﬁl

Bogota2(config-router)#version 2
Bogota?2(config-router)#passive-interface gigabitEthernet 0/0

23



Router Bogota 3

Bogotald=enable

Password:

EBogotalfconfigure terminal

Enter configuration commands, one per line. End with CHNTLFZ.
EBogotald(config) frouter rip

Bogotaldiconfig-router) fversion 2

Bogotaliconfig-router) fpas

Bogotaldiconfig-ronter) fpassive-inter face gi
Bogotal{iconfig-ronter) fpassive-inter face gigabitEthernet 070
Eogotal (config-router ) #

Bogota3(config)#router rip
Bogota3(config-router)#version 2
Bogota3(config-router)#passive-interface gigabitEthernet 0/0

Verificacion del protocolo RIP.

a. Verificar y documentar las opciones de enrutamiento configuradas en los routers,
como el passive interface para la conexion hacia el ISP, la version de RIP y las

interfaces que participan de la publicacion entre otros datos.

b. Verificar y documentar la base de datos de RIP de cada router, donde se informa

de manera detallada de todas las rutas hacia cada red.

Rutas de Medellin 1

I» — EIGRF, EX — EIGREFP external, O — OSPF, IA — OSPF inter area
M1 — OSPF NSSAh external type 1, Nz — OSPF NSSA external type =Z
[ El — OSPF external type 1, EZ — OSPF external type 2.
i — IS-Is, L1 — IS—-I=S lewsel—-1, LE — IS—-IS lewel—-=, ia — IS—IS
inter area
J * — candidare default, U — per-user static rouce, o — ODR

P — pericdic dovnloaded static route
Gateway of last resort is not sSet

AP?Z.EZ2.0.051s is wariably subnetted, 2 subnets,. 3 masks

. 172 Z23._4_0OrZE [LZ0,1] wia 17Z_Z3 _&_Z, 00:00:0L5, Serislds1ls 0
R 17?2 22.4. 128,25 [120/1]1 wia 17Z2.22.6.13,. 00:00:11 .
SerialosO01

37 [120/1]1 wda 17PZ.Z22.&6.2, 00:00:11, Serialosl 1

AT7EZ_Z23_.&_ 0,20 s direccly commnected, Serisldsl 0

L AP?Z2 . 22.56.1,32 did=s directly commnmected, Serial0s1l 0
- h=y 17z _Z23_=_4,30 [LZ0,1] wia 17Z_Z3 _&_Z, 00:00:0L5, Serislds1ls 0
- [120/1] wda 17Z.22.&6.13,., 00:-:00:11, Serialos0q 1
[LZ0,1] wia 17Z_Z3_ .3, 00:00:-11, Serislosls 1
c A2 Z22.&6.8,30 is directly commected, Serial0s1s1
1 L 172 23.8_10,22Z ds directly comnnecteaed, Serialosslo1l
c A?Z2 . Z22.&6.12y320 is directly comnected, Serialos 001
L 172 23.8_14,22Z ds directly connecteaed, Serialoss 001

Medaelling
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Rutas de Medellin 2

Gateway of last resort is not set
172 29.0.0/16 is wariably subnetted, 10 subnets, 3 masks

R 172 29.4_ 0725 [1E0/1] wia 17Z2.E9.6.5, 00:00:16, Serisal0s0/0

C 172 9.4 12825 is directly connected, GigabitEtherne=t0/0

L 172 E9.4_ 18932 is directly connected, GigabitEthernet0/0

R 172.29.6.0/30 [1lz0f1] wia 17Z2.2%.6.14, 00:00:29, SZerial0/0/1
[120/1] wia 172.E9.6.5, 00:00:16, Zerial0s0/0

C 172 E9.6.4730 is directly connected, Berial0/s0/0

L 172 E3.6_673E is directly connected, Zeriall/0/0

C 172 29.6.8/30 is directly connected, Serialld/fl/1

L 172 E3.6_.973F is directly connected, Berial0yf1/1

C 172 2.6 12730 is directly connected, Serial0/0/1

L 172 E9.6.13f32 is directly connected, Serial0f0/1

MedellinZj | v

Rutas de Medellin 3

inter area

17z.
17z.
17z.
17z.
17z.
17z.
17z
17z.

z9

29

29

WEOBODE O

L]

17z.

MedellinZg

o - EIGEF,
N1l - 05PF NSSA external type 1,
El - OS5SPF external type 1,
i - I=-I=,

* - candidate default,
P - periodic dommloaded static route

172.292.0.0/16 is wariably subnetted,
.4 0728 is directly comnected, GigabitEthernst0s0
3.
29

z29.
Z29.

Z9.

z9.

EX - EIGRP external, 0 - O3PF, Ik - 0O5PF inter area
NZ - 053PF NSS5A external type Z
EZ - 0O5PF external type £, E - EGP
L1 - IS-IS lewvel-l, LZ - IS-IS level-Z, ia - IS-IS

T - per-user static route, o — ODER

Gateway of last resort is not set

9 subnets, 3 nmasks

41732 is directly comnected, GigabitEthernet0s0

4_1z8/25 [120/1] wia 17E.E9_&_6, 00:00:320, ZSerialls0f0
_E.0F30 is directly comnnected, Serialdfs1ls0
E_E/3E i=s directly comnmected, Serialdf ls0
5.4/30 i=s directly comnected, Seriald /070
_B.EF3E iz directly comnected, Serialds0s0
5.8/30 [120/1] wia 17Z.23.6.1, 00:00:06, Seriallsls0
[120/1] wia 17Z.23.6.6, 00:00:30, Serial0s0s0
S5.1z2/30 [120/1)] wia LPE2.E3.6.6, 00:00:30, Serial0 070
[120/1] wia L7Z.E9.&.1, 00:00:0&, Seriallsls0
L
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Rutas de Bogota 1

Ecogotafshow ip routs -~
Code=s: L — local, C — conmected, 2 — stacic, B — RIP, M — mokile, B — -
BGP L
I - EIGEF, EX — EIGRP extcermal, 0O — OSPF, IA — OSPF inmcer area
N1 — OSPF MNSSA excermal cype 1, NEZ — OSPF NSSL external cype =
El — O0ZPF external type 1, EZ — O02PF external type Z, E — ECGP o
i - I-I=, L1 — IS-I=% level—-l, Lz — IZ-I=2 lewel—-2, ia — IZ-I=
inmter ares .
= — candidate defsult, T — per—user sStatic routse, o — ODR
P — periodic dowvmloaded static rouce
Cateway of last resort is not ==t .
172 .28_.0_.0s16 i= wariakhly subnetted, 2 sukbnets, Z masks
(=3 172 _285_3_8/30 i=s direccly commected, Serialdsos0
L 17Z2.28.3.2/32 dis directly connected, Serialdsor0
172.23.0.0s16 is wariably subnetted, & subnets, 3 masks <
b= 172.23.0.0r,24 [1l20r1] wia 1TFEZ2.23.3.6, 00:00:08, SBerial0s1ls0
B 172_29_1_0s2Z4 [1l20s2] wia 172_29_3.6, 00:00:08, Serial0s1ls 0
B 172 _29_.3_.0,30 [1l20s1] wia 172_29_3.6, 00:00:08, Serial0s1ls 0
(=3 17Z2.22.3.430 dis directly connected, Serialdsl-o0
L 17Z2.22.3.5/32 dis directly connected, Serialdsl-so
b= 172_.23_3F_.12,30 [1l20rs1] wia 172.23.3_.6&, 00:00:08, Ferialosls0
Boogot aff el
Ctri+F G to exit CLI focus Copy Paste
] Top

Rutas de Bogota 2

Codes: L — local, C© - connected, 3 — static, R — BIP, M - mobile, B — .
EGE
T — EIGRF, EX — EIGRFT external, 0 — OSPF, I& - OSFF inter are=a
M1 — OSPF NSSA excernal type 1, NZ — OSPF NSSA excernal tybpe 2
El1 — OSPF external type 1, EZ — OSPF external type Z, E - EGD
29.8 i — Ig-I=, L1 — IS-IS lewel-1, LEZ — IS-IS lewel-Z, is — IS-IS
inter aresa
* — candidate default, U — per—-user static route, o — ODR
~J P — pericdic downloaded static route

Cateway of last resort is mot sSet

172.28.0.0/16 is wariably subnetted, Z subnets, 2 masks

[ 17Z2.228.3.8/30 is directly comnnected, SerialldS1/s 1
L 172.22.3.10/32 is directly commected, Serialds101
17Z2.22.0.0s1% is wariably subnetted, 7 subnets,., 3 masks

-3 17z . 29.0_0s24 [120/,1]1 wia 172_29_3_ 1%, 00:00:02, Serial0s0s1
;.87 = 172 . 29.1._0s24 is directly comnnected, GigabitEthernecOs0

L 17z . 29.1_1,32 is direccly comnected, GigabitEchernecos0

-3 17z _29.3_0,30 [120s1]1 wia 172_29_3_13%, 00:00:02, Serialos0s1
— =1 17z.29.3.4,30 [120,1] wia 172_25_3.1%, 00:00:02, Serialds0s1
o [=d 17Z.29.32.12/320 is directly commected, Serialos0s1

L 17Z.29.32.14/3F is directly commected, Serialos0s1

1 EogotaZs] e
CtH+FE to exit CLI focus oy Paste
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Rutas de Bogota 3

Eogotaffshow ip route ~
Codes: L - local, C - commected, § — stacic, B — RIF, M - mobile, E —
ECE
D - EIGRF, EX — EIGRP external, 0O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 — 0OSDF NSSA external type 2
18 El - OSPF external type 1, Ef - OSPF external type &, E — ECD
i - IZ-I=, L1 - IS-I8 level-1l, L& - IS-I& level-£, ia — IS-IS
inter area
J + - candidate default, U — per-user static route, o - ODE
T - periocdic dommloaded static route

Gateway of last resort is not set

172.22.0.0s15 is wariably subnetted, 2 subnets, 3 masks

[ APZ.Z2 . 0.0/2Z4 is directly commected, CigabitEthernet0s0
L APEZ.ZF . 0.1/2E is directly commected, CigabitEthernet0s0
h=4 A7E.22.1.0/2Z4 [lE0/ 1] wia 17Z.EZ3.3.14, 00:00:23, Serialds 01
3, (= A7E.EZ2.2.0/20 is directcly commected, Seriald 070
L A7E.EF_B.EF2E dis directly commected, Seriald 050
c AT7Z.Z3.2.a4,20 is directly commected, Serisaldslrs0
- L AT7Z.EZ3_.2.6/2Z is directly commected, Serisaldslrs0
- =] 172.29.3. 12,30 is directly conmected, Serial0s0s1
L AT7Z.EZ3_2_.13,/22 dis directly comnmected, Seriallds0r1
1 Eogotad# | W

a. En la topologia, si se activa NAT en cada equipo de salida (Bogota1 y Medellin1),
los routers internos de una ciudad no podran llegar hasta los routers internos en el
otro extremo, solo existira comunicacion hasta los routers Bogota1, ISP y Medellin1.

b. Después de verificar lo indicado en el paso anterior proceda a configurar el NAT
en el router Medellin1. Compruebe que la traducciéon de direcciones indique las
interfaces de entrada y de salida. Al realizar una prueba de ping, la direccion debe
ser traducida automaticamente a la direccion de la interfaz serial 0/1/0 del router
Medellin1, cémo diferente puerto.

Proceda a configurar el NAT en el router Bogota1. Compruebe que la traduccion
de direcciones indique las interfaces de entrada y de salida. Al realizar una prueba
de ping, la direccion debe ser traducida automaticamente a la direccion de la
interfaz serial 0/1/0 del router Bogota1, como diferente puerto
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Configuracion NAt en medellin1

Medellin(config)#ip access-list standard HOST
Medellin(config-std-nacl)#per
Medellin(config-std-nacl)#permit 172.29.4.0 0.0.0.255
nfig)#interface serial 0/0/0
Medellin(config-if)#ip na
Medellin(config-if)#ip nat ou
Medellin(config-if)#ip nat outside

Medellin(config-if)#exit

Medellin(config)#interface serial 0/1/1
Medellin(config-if)#ip nat inside

Medellin(config-if)#exit

Medellin(config)#interface serial 0/0/1
Medellin(config-if)#ip nat inside

Medellin(config-if)#exit

Medellin(config)#interface serial 0/1/0
Medellin(config-if)#ip nat inside

Medellin(config-if)#exit

B raedellin

Phy=sical Config ZL Attributes
—

125 Command Line Interface

Medellini{config) #ip nat
Medelliniconfig) $ip nac
Medelliniconfig) #ip nac
Medelliniconfig) #ip nac
Medellini{config)#ip nat
0s0/0 ower
Medelliniconfig) #ip nac
Os0/0 owerload
Medellinf{config) Fincer

inside =soua

inside source
inside source
inside source
imside source

imnside Ssource

Medellin{config) Fintar facs
Medellin{config) Fintar facs
Medellin{config) fFinter facse
Medellini{config) #inter facse
Medellinfconfig-if)#ip na
Medellinf{config-if)#ip nac
Medellinf{config-if)#ip nac
Medellinfconfig-if)fexitc
Medellinfconfigl #in
Medellinfconfigl #inter face
Medelliniconfig) #finter face
Medellini{config-if)#ip na
Medelliniconfig-1if)#ip nac
Medelliniconfig-1if)#ip nac
Medellinfconfig-if) fexic
Medellinfconfig) finter
Medellin{config) Fintar facs
Medellin{config) fFinter facse
Medellinfconfig-if)#ip na
Medellinf{config-if)#ip nac
Medellinf{config-if)#ip nac
Medellinf{config-if)fexitc
Medelliniconfigl#intey

==
serial =
sSerial sSer

lis=

list
list
li=t

li=r

serial 0070

o
out=side

==

serial 05151

i
inside

==

serial 07071

irm
dnside

HOST
HOST
HOST

HOST

ir
interface
inmter face

inter face

==
serial

serial
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Configuracién NAt en Bogota1

Bogota(config)#ip access-list standard HOST
Bogota(config-std-nacl)#perm
Bogota(config-std-nacl)#permit 172.29.0.0 0.0.0.255
Bogota(config-std-nacl)#exit

Bogota(config)#ip nat inside source list HOST interface serial 0/0/1 overload
Bogota(config)#inter
Bogota(config)#interface se
Bogota(config)#interface serial 0/0/1
Bogota(config-if)#ip nat outside
Bogota(config-if)#exit
Bogota(config)#interface serial 0/0/0
Bogota(config-if)#ip nat inside
Bogota(config-if)#exit
Bogota(config)#interface serial 0/1/1
Bogota(config-if)#ip nat inside
Bogota(config-if)#exit
Bogota(config)#interface serial 0/1/0
Bogota(config-if)#ip nat inside
Bogota(config-if)#exit

) =
Bogotalconfigl #ip nat i

1lis
Eogotaicontfig) #fip nac i list HOST dinter
Bogotaiconfig) #ip nat i list HOST interface se
Eogotaicontfig) #fip nac i list HOST imcerface serial 05071 ower
Bogotalconfig) #ip nat inside seource list HOST interface serial 05071 overload
Eogotaiconfig) finter
Bogotal(config) ginter face se
Eogotai{config) #inter face serial O/051
Eogotaiconfig—if)#ip nac
Bogotaiconfig—if) $ip nat owa
Bogotalconfig—if)#ip nac ocucside
Bogotaiconfig—i£) $in
Bogotaiconfig—if) fexit
Bogotalconfigl gincer
Eogotaiconfig) finter face se
Eogotaiconfig) finter face serial 0-050
Bogotaiconfig—if) #ip na
Eogotaiconfig—if)#ip nat inss
Bogotaliconfig—if)#ip nat in
Eogotaiconfig—if)#ip nat insids
EBogotalconfig-if)gexic
Eogotaiconfig) finter
Bogotal{config) finter face =
Eogotai{config) #inter face serial 07151
Eogotaiconfig—if)#ip nac
Bogotaiconfig—if) #ip nat imse
Eogotaiconfig—if)#ip nat in
Bogotalconfig—if)#ip nat inside
Bogotaiconfig—if) fexit
Bogotalconfig) ginter
Eogotaiconfig) finter face se
Eogotaiconfig) finter face serial 07150
Bogotaiconfig—if) #ip nat
Eogotaiconfig—if)#ip nat inss
Bogotaiconfig—if) $ip nat imn
Bogotalconfig—if)#ip nac inside
Eogotai{config-—1if) gexin
Eogotaiconfig) #

CHI+FR ta et O 1 focs
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Escenario 2
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Configurar el direccionamiento IP acorde con la topologia de red para cada uno de
los dispositivos que forman parte del escenario

Se procedera a configurar el PC-INTERNET

ﬁqmaﬁ'&# " s l.'.'III'.'I'.III'.II'.'.'-I - - -
¥ INTERMET-PC
Phyzical Config Desktop Programiming Attributes
I

() DHCP (@) Static

IF &ddress | 209.165.200.230

Subnet Mask |255.255.255.24E=

Default Gateway |2EIE|.1 65200 225

DS Server 0000

IPvE Configurstion

Realizare la configuracion basica de seguridad en le router 1 BOGOTA

Bogota(config)#enable secret cisco

Bogota(config)#line console 0

Bogota(config-line)#pass

Bogota(config-line)#password cisco

Bogota(config-line)#login

Bogota(config-line)#line vty 0 15

Bogota(config-line)#password cisco

Bogota(config-line)#exit

-encryption

Bogota(config)#banner motd # Esta ingresando en un dispositivo tipo T1, lo

invitamos a desconectarse inmediatamente ya que puede tener
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¥ pogata — ]

Phy=ical Config CLI Attributes
I

I0% Command Ling Interface

Pouter=enable

Pouterfcont «©

Enter configuration commands, one per line. End with CHNTL/Z.
Router (conficg) fhos

Router (config)fhostname Eogota

Bogota(config)fenabhle secre

Bogota{config)fenable secret cisco

EBogotaiconfig)fline cons

Eogotalconfiglfline console o

% Inmvalid input detected at '"' marker.

EBogotaiconfig)fline conscle 0

Bogotaiconfig-line) fpass

Eogota(config-line) fpassword cisco

Eogotalconfig-line) flogin

Bogotaiconfig-line)fline wtw 0 15

Bogotafconfig-line) fpass

Eogotalconfig-line) fpassword cisco

Eogotalconfig-line) fexit

EBogotaiconfig) fserw

Bogota(config)fservice pass

Bogotaiconfig)fservice password-encryption

EBogotal{config) fhaner

Bogotaiconfig)fban

EBogotaiconfig)fhammer mo

Eogota({config) fhanner motd # Esta ingresando en un dispositiwo tipo
Tl, lo inwvitamos a desconectarse immediatamente yva gque pusde tener
implicaciones penales#

Bogota{config)#

Ctrl+FE to exit CLI focus Copry Paste

[ tap

Bogota(config)#username unad se
Bogota(config)#username unad secret cisco
Bogota(config)#line vty 0 15
Bogota(config-line)#in
Bogota(config-line)#trans
Bogota(config-line)#transport in
Bogota(config-line)#transport input ssh
Bogota(config-line)#transport input ssh
Bogota(config-line)#login local
Bogota(config-line)#exec-timeout 55
Bogota(config-line)#exit
Bogota(config)#ip ssh version 2
Bogota(config)#exit
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B Bogota

Phy=ical Zonfig L Attributes
I

ey =r TrTo—— =TT T
EBEogotaifconfig—line) 7
Wirtuaal Limne configuaration commamnds:

access—class Filter commections based orn amn IP access list
S oot dracr Accoumting parameters

databit= Set mnmamber of datas bits per character
exec—timeont Set. the EXMEC timeout

exit Exit from limne comnfiguratiorn mode

flowcontrol Set the flow comntrol

hi=tory Enabhlese and control the command history furnctdiomn
ipwe IPwe options

loororiracr Modi fvv message logging facilities

logdin Enahbhle password checkirng

motd—bhanter Enabhle the display of the MOTD bhanner

o Megate a commatnd or set dt=s defanalts

pParitsy Set cerminal parity

password Set a password

priwvilegs Chanogse priwvilege lewsl for line
session—limit Set maximiam mamber of sessions

=spasd Set the transmit and receive spesds

stopbit=s Set asyrncoc line =stop bitcs

transport Defimne transport protcocols for line

Eogotaiconfig—line) fex
EBogotafconfig—line) fexaec
EBogotalconfig—line ) fexec—timeout LE£E
EBogotaficonfig—line) fexitc
Eogotaiconfig) #ip =ssh
Eogotai{config) #ip ssh werion
EBogotaifconfig)l #ip ssh weriom =

% TITrnmwalid ingput detected at marker _
EBogotaiconfig) F#ip ==

Bogotailconfig) #ip ssh wers

EBogotaiconfig) #ip =ssh wersiomn =2

Eogotaifconfig) fexit

Eogotaf

EFSYE—E—-—COMNFIG T: Configured from console by consocle

Configuramos el serial en S0/0/0 del router Bogota

Bogota(config)#interface serial 0/0/0

Bogota(config-if)#ip address 172.31.21.1 255.255.255.252
Bogota(config-if)#description ENLACE AL ROUTER MIAMI
Bogota(config-if)#clock rate 128000

Bogota(config-if)#¥no shutdown
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= DusLdr

¥ Bogota —

.

Phy=sical Config LI Attributes
I

2= Command Line Interface

Fogoalcorniligs Fi1p ==kt
EBogotailconfig)#ip ssh werion
Eogotaiconfigl fip =ssh werion 2

~

% Imwvalid input detected at '"' marker.

Eogotaiconfigl fip ==

Bogotalconfig) fip ssh wers

Eogotai{configl fip ssh wersion Z
Eogotai{config) fexitc

Eogotaif

5ZY¥YE-L5—-CONFIG T: Configured from console by console

EBogotaffcont «

Enter configuration commands, one per line. Ernd with CHTL/Z.

3LINE-S5—-CHANGED: Interface ZSerial0s 0,0, changed state to dowm
Bogotafconfig—3i£) #

Creare una ruta predeterminada para llegar al router miamai

Bogota(config-if)#exit
Bogota(config)#ip route 0.0.0.0 0.0.0.0 serial

LSS DLl g L L LS Sl

#LINE-E5-CHANGED: Interface Serizal0s0/0, changed state to dowm
Bogotalconfig-if)#

Bogotalconfig-if)#

Bogotalconfig-if) fexitc

Bogotalconfig)fip rouce 0.0.0.0 0.0.0.0 =zerial

Ctri+FE to exit CLI focus Copy Paste

[ T
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Realizare la configuracion basica de seguridad en le router 2 MIAMI

Router(config)#line console 0
Router(config-line)#password cisco
Router(config-line)#login
Router(config-line)#enable secret cisco
Router(config)#line vty 0 15
Router(config-line)#password cisco
Router(config-line)#login
Router(config-line)#exit
Router(config)#service password-encryption
Router(config)#ip domain-name unad.com

Router(config)#crypto key generate rsa

% Please define a hostname other than Router.
Router(config)#hostname Miami
Miami(config)#crypto key generate rsa
Miami(config)#username unad secret cisco
Miami(config)#line vty 0 15
Miami(config-line)#transport input ssh
Miami(config-line)#login local
Miami(config-line)#exit

Miami(config)#ip ssh version 2
Miami(config)#exit
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B Miami

Phrysical Config LI Aftributes
—
105 Command Line Interfan
Boutergfcont t
Enter configuration commands, one per line. End with CHTLAEZ.

Bouter (config)fline cons

Bouter (configlfline console 0

Router (config-line) #fpassword cisco

Bouter {config-line) #flogin

Douter (config-line) fenahle secret cisco

Bouter (config)#line woy 0O 15

Douter (config-line) fpassword cisco

Douter (config-line) #login

Douter (config-line) fexit

Router (config)fservice password-sncri

RBouter (config) #service passw

Router (configrfservice password-encryption

Douter (configlfip domain-name unad. com

Douter (configlfocrypto key generate rsa

% DPlease define a hostname other than Douter.

Router (config)fhostname Miami

Miami (config) fcrypto key generate rsa

The name for the keys will be: Miami. unad. com

Choose the =size of the key modulus in the range of 260 to Z042 for wour
General Purpose Kewys. Choosing a kEey modulus greater than 512 may take
a few mimates.

How many bits in the modulus [E12]: 1024
% Generating 1024 bit RSA kews, keys will be non-exportable. . | [0E]

Miawi (config) fusername unad secret cisco

*mar. 3 ZZ:3:Z3_841: %55H-S5-ENABLED: SS5H 1229 has been enabled
Miami (config)fline wty O 15

Miawi (config-line) ftransport input ssh

Miawi (config-line)#flogin local

Miami (config-line) fexit

Miami (config) fip ssh wersion 2

Miami (config) fexit

Mianif

(#8Y¥YS-E-CONFIG T: Configured from console by console

TR

Configuracion del enlace entre Miami y Bogota 0/0/1

Miami(config)#interface serial 0/0/1
Miami(config-if)#ip address 172.31.21.2 255.255.255.252
Miami(config-if)#no shutdown
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Miamiffconfig t©
Enter configuration commands, one per line. End with CNTL/Z.
Miami ig) finter er

Miawmi (config-if)#
$LINEK-5-CHANGED: Interface Serial0s0/l, changed state to wp

Miami(config-if)#
#LINEPROTO-5-UPDOWH: Line protocol on Interface Zerial0/0/1, changed
state to up

Configuracion del enlace entre Miami y Buenos aires 0/0/0

Miami(config)#INTERface serial 0/0/0

Miami(config-if)#ip address 172.31.23.1 255.255.255.252
Miami(config-if)#clock rate 128000

Miami(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
Miami(config-if)#des

Miami(config-if)#description SERIAL A BUENOS AIRES

Miami (config)#

Miawmi {config) #INTER

Miawmi (config) #INTERface =ser

Miawmi (config) #INTERface =serial 07050

Miawmi (config-if)#Fip add

Miami (config-if)#ip address 17Z.21.232.1 ZEE5.ZEE_ZLEL.EZEE
Miami (config-if)#clock race 122000

Miami (config-if)#Fno shuc

$LINE-S-CHANGED: Interface Serialld 0/0, changed state to dowm

Miawmi (config-if)fdes

Miami (config-if)f#fdescription SERIAL A EUENOS ATRES

Miawi (config-if)# )
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Configuracion entre Miami y el PC-INTERNET GO0/1

Miami(config)#interface gigabitEthernet 0/1

Miami(config-if)#ip address 209.165.200.225 255.255.255.248
Miami(config-if)#description LAN A LA PC INTERNET
Miami(config-if)#NO SHutdown

B pdiami — O =

2y
L1

Phy=sical Config CLI Attributes
I

&

I2= Command Line Interface

tx—rimg—limit Configare PA lewel tramsmit ring limit ~
Miami (cornfig—1i£) #
LINEPROTO—S5-UPDOWH: Line protocol on Interface FastEthernetOs170,
changed state to doun

Miami (cornfig—1i£) #

Miami {config—if) #fexit

Miami (confiog)#

Miamwmi (confighl#finter face gi

Miami (config) finter face gigabitEthernet 051

Miami (config—3if) #ip add

Miami (config—if) fip address Z03_ 1&6E_Z00.ZzZd4 EZEE_EZEE_EZEE_Z4a3
Bad mask 229 for address Z02_1&65_ Z00_ 224

Miami (config—if) fip address Z03_1&6E_Z00.ZzZE EZEE_EZEE_EZEE_Z4a3
Miawmi iconfig-—if) #des=

Miami (config—if) fdescription LAN 4 L& PC INTEERMNET

Miami {config—1if) N0 SH

Miami (config—1if) N0 SHut dotwm

Miami (cornfig—1i£) #
% LINE-S5—CHAMNGED : Inter face GigabitEthernet0ys1,. changed state to up

$LINEPROTO-S-TTPDROWE: Limnme protocol on Interface GigabitEthernet0,1,
changed state to up
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Configuracion entre MIAMI y el Web server

Miami(config)#interface gigabitEthernet 0/0
Miami(config-if)#ip address 10.10.10.1 255.255.255.0
Miami(config-if)#description LAN DEL WEB-SERVER
Miami(config-if)#NO SHutdown

Miami (config-if)#

Miawi (config-if)fexic

Miawmi (config)#

Miami (configq) finter

Miami (config)finterface gi

Miawi (configlffinter face gigabitEthernet 050
Mismi{config-if)#ip add

Mizmi{config-if)#ip address 10.10.10.1 ZE55E_EZEL_EEE.0
Miomi{config-if)fdes
Miswmi{config-if)fdescription LAN DEL WEE-SERVEER
Mizmi {config-if) N0 SH

Miami (config-if)#N0 2Hutdowm

Mizmi{config-if)#
#LINK-5-CHANGED: Interface GigabitEthernetd,0, changed state to up

(LINEPROTO-S5-TPDOWH: Line protocol on Interface GigabhitEthernetOys0,
changed state to up|
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Configuracion del router Buenos aires

Router(config)#no ip domain-lookup

Router(config)#enable secret cisco

Router(config)#line console 0

Router(config-line)#password cisco

Router(config-line)#login

Router(config-line)#line vty 0 15

Router(config-line)#password cisco

Router(config-line)#login

Router(config-line)#exit

Router(config)#service password-

Router(config)#service password-encryption

Router(config)#ip domain-loo

Router(config)#ip domain-name unad.com

Router(config)#crypto key generate rsa

Router(config)#hostname Buenosaires

Buenosaires(config)#crypto key generate rsa

The name for the keys will be: Buenosaires.unad.com

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]: 1024
% Generating 1024 bit RSA keys, keys will be non-exportable...[OK]

Buenosaires(config)#username unad secret cisco

*mar. 3 22:57:21.134: %SSH-5-ENABLED: SSH 1.99 has been enabled
Buenosaires(config)#line vty 0 15

Buenosaires(config-line)#transport input ssh

Buenosaires(config-line)#login local

Buenosaires(config-line)#exit

Buenosaires(config)#ip ssh version 2

Buenosaires(config)#exit

Buenosaires#

Buenosaires(config)#banner motd # Esta ingresando en un dispositivo tipo T1, lo
invitamos a desconectarse inmediatamente ya que puede tener implicaciones

penales #
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" Buenos Suires

Physical Config L Atributes
—

= T preTr T Trre— rror T T T
Pomater (ComFigl 1o il domain— 1loockap
==cre= = cai=co
figiHFlime coms=ocle O
i IEpassword cisco
P ELoorin
PElinme wew O 1S

rodice password—

i rassword—encryetion
figi®ip domaim—loo

Ficrd #ip domainm-—mame warmad oo

Ccomnfigl #hostrnamns
% Trmocomplets commasimcd.

Route=er {configl Fhostanams Busnos=_Air==

% Tmwalid imputr detcected ac ' marker
Route=er {configl Fhostanams Buasmos= i ==

% Tmwalid imputr detcected ac ' marker
Route=er {configl Fhostanams Buasmos= i ==

% Imwralid dnpuac dectected ac ' marker .

Router (ocomnmfiol Fhos

esiconfigrfcryrte key generace rs=o
for the kewys will be: Buenmosairses_tlamad. com

Clue the sSiz=e of the keyw moduilus dixnm the rangs of ZE0 to Z048 For  olir
(= r=l Purpose=e Heys. Choosing = keyw moduluas greast=sr than S1Z may takes
= wr mdizaces

Hotwr mamy bBits im:m the modualas [S1=]1:- 1Oz

Configuracion serial de Buenos Aires a Miami s 0/0/1

Buenosaires(config)#interface serial 0/0/1
Buenosaires(config-if)#ip address 172.31.23.2 255.255.255.252
Buenosaires(config-if)y#description SERIAL A MIAMI
Buenosaires(config-if)#no shut

Buenosairesfeonf ©

Enter configuration coumands, one per line. End with CNTL/Z.
Buenosaires (confiy) finterface serial 0/0/1

Buenosaires (config-if)fip address 172.31.23.2 255.285.255. 252
Buennsaires (config-1f) fdescription SERIAL A MIAMI

Buenosaires (config-1f)fno shut
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Configuracion Loopback 4 en Buenos aires

Buenosaires(config)#interface loopback 4
Buenosaires(config-if)#ip address 192.168.4.1 255.255.255.0
Buenosaires(config-if)y#no shutdown

Buenosaires({configl#interface loopback 4

Buenosaires(config-if) #
($LINE-S5—-CHANGED: Interface Loopbackd4, changed state to up

#LINEPREOTO-S-TJPDOTH: Line pkotocol on Inter face Loopbackd, chatnged
state to up

Buenosaires({config-ifl #ip add

Buenosaires{config-if) fip address 192 _183.4_.1 EZEL5E_EEE_ZEE_0O
Buenosaires{config—if) fno sh

Buenosaires{config—if) fno shutdowm

Configuracion Loopback 5 en Buenos aires

Buenosaires(config)#interface loopback 5
Buenosaires(config-if)#ip address 192.168.5.1 255.255.255.0
Buenosaires(config-ify#no shutdown

Buenosaires (config) finter
Buenosaires (config)finter face lo
Buenozaires (config)#interface loopback &

Buenosaires (config-if)#
(LINE-5-CHANGED: Interface Loopbackb, changed state to up

#LINEPROTO-S-UPDOWH: Line protocol on Interface Loopbackt, changed
state to up

ip add

Buenosairestconfig—if)ﬁib address 13Z_163.E5.1 ZE5_ZE8E_ZE5E.0

Buenoszaires (config-if) #fno =

Buenozaires (config-if) fno =suh

Buenoszsaires (config-if) fno sh

Buenosaires (config-if) #noe shutdowm

Buencsaires{config-ifl# hd

[=]]
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Configuracion Loopback 6 en Buenos aires

Buenosaires(config)#interface loopback 6
Buenosaires(config-if)#ip address 192.168.6.1 255.255.255.0
Buenosaires(config-if)y#no shutdown

HUENOSAlYes | CONI1lg) 1Nty
Bucenosaires (config)finter face lo
Buenosairesiconfigl #finter face loopback &

Bucenosaires{config-ifl#
¥ LINE-E5—-CHANGED: Inter face Loopback&, changed state to up

#LINEPROTO-S5-TUFPDOWHN: Line protocol on Interface Loopbacke, changed
state to up

ip add

Buenosairesiconfig-ifl#ip address 192 _1&8. 6.1 255 Z5L5_E55.0
Bucenosaires (config-if) #frno sh

(5]

Buenosaires{config—1if) #no shutdown

Bucenosaires (config-if)#

Creamos una ruta estatica

Buenosaires(config)#ip route 0.0.0.0 0.0.0.0 seri
Buenosaires(config)#ip route 0.0.0.0 0.0.0.0 serial 0/0/1

DUBIU=EH1IIES LCUIILLYTLL) &
Buenosaires (config-if)f
Buenosaires {config-if)#
Buenoszaires {config-if) fexit
fip rouce 0.0.0.0 O

gl ip ro
tDefault route without gateway, if not a point-to-point interface,
nay impact performance
Buenoszaires {config) § v
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Configuramos el Web Server

Bs Desktop Programming Attributes

®) static

[1010:0.10

| 255.255.255.0

[1040.04

0000

Ahora configuraremos los dos Sw con sus politicas de seguridad

Switch(config)#enable secret cisco
Switch(config)#line console 0
Switch(config-line)#password cisco
Switch(config-line)#login
Switch(config-line)#line vty 0 15
Switch(config-line)#password cisco
Switch(config-line)#login
Switch(config-line)#exit
Switch(config)#serv
Switch(config)#service pass
Switch(config)#service password-encryption
Switch(config)#banerr
Switch(config)#ban
Switch(config)#banner mo
Switch(config)#banner motd #Esta ingresando en un dispositivo tipo T1, lo invitamos a

desconectarse inmediatamente ya que puede tener implicaciones penales
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Switchffcont ©

Enter configuration commands, one per line. End with CHTLSE.
Switch(config) fenable s=cre t cisco

switchiconfigl#line conscole O

Switchiconfig—line)fpassword cisco

Switchiconfig—line)flogin

Switchiconfig—line)fline wey O 1S

Switch(config—lines) fpassword cisco

switchiconfig—linelglogin

gwitchiconfig—line)fexic

Switchi{config) fserv

Switch(config)fservice pass

Switchiconfiglfservice password-—encryption

switchiconfigl fhanery

switchiconfigl ghan

Switchiconfig) fhanner mo

Switchiconfig) fhanner motd #Esta ingresando en un dispositive tipo
Tl, lo inwitamos a desconectarse inmediatamente ya gque pusde tener
implicacicnes penales

Enter TEXT message. End with the character '#'.

Cirl+FE to exit CLI focus Copy Paste

Switch(config)#hostname S2
S2(config)#enable secret cisco
S2(config)#line console O
S2(config-line)#password cisco
S2(config-line)#login
S2(config-line)#line vty 0 15
S2(config-line)#password cisco
S2(config-line)#login
S2(config-line)#exit

S2(config)#trasn

S2(config)#tra

S2(config)#ser

S2(config)#service pass
S2(config)#service password-encryption
S2(config)#baner

S2(config)#banee

S2(config)#ban

S2(config)#banner mo
S2(config)#banner motd # Esta ingresando en un dispositivo tipo T1, lo invitamos a

desconectarse inmediatamente ya que puede tener implicaciones penales
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Switchiconfig) fho=s

Switchiconfig) fhostname 52
SZ(config)#fenable secret cisco

22 {configl#line comsocle 0O
SZ(config—line) fpassword cisco
SZ{config—line)flogin
SZiconfig—line)#line wty O 15
SZiconfig—line) fprassword cisco
SZiconfig—line)Flogin
SZiconfig-—line) fexit

SEZ{config)forasn

S22 lconfig) #tra

SZ{config) fsexr

EZliconfiglfservice pass
SZ{configlffservice password-encryption
S2Ziconfig) fhaner

S2Ziconfig) fhanes

SEZlconfig) fhan

SZiconfig) fbhanner mo

Sz lconfig) #barnmer motd § Esta ingresandc en un dispositiwo tipo T1,
lo imwitamos a desconectarse inmediatamente wa oue puede tener

implicaciones penales

Ctr+FE to exit CLI focus Zopy Paste

1 Top

1. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

OSPFv2 area 0

Configuration Item or Task Specification

Router ID R1 1.1.1.1

Router ID R2 5555

Router ID R3 8.8.8.8

Configurar todas las interfaces LAN como
pasivas

Establecer el ancho de banda para enlaces
seriales en 256 Kb/s

Ajustar el costo en la métrica de S0/0 a 9500
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Configuramos OSPF en el router de Bogota

Bogota(config)#router ospf 1

Bogota(config-router)#rou

Bogota(config-router)#router-id 1.1.1.1
Bogota(config-router)#net

Bogota(config-router)#network 172.31.21.0 0.0.0.3 area 0
Bogota(config-router)#network 192.168.30.0 0.0.0.255 area0
Bogota(config-router)#network 192.168.40.0 0.0.0.255 area 0
Bogota(config-router)#network 192.168.200.0 0.0.0.255 area O
Bogota(config-router)#network 192.168.99.0 0.0.0.255 area 0
Bogota(config-router)#pass
Bogota(config-router)#passive-interface de
Bogota(config-router)#passive-interface default
Bogota(config-router)#no passive-interface serial 0/0/0

Bogotalconfig-router) frou

Bogotai{config-router) froucer-id 1.1.1.1
Bogotalconfig-router) fnet

Bogotalconfig-router) fnetwork 172.31.21.0 0.0.0.3 area 0
Bogotafconfig-router) frnetwork 192.168.30.0 0.0.0.255 area O
Bogotalconfig-router) fnetwork 192.168.40.0 0.0.0.Z55 area O
Bogotalconfig-router) fnetwork 192.168.200.0 0.0.0.2585 area O
Bogotafconfig-router) frnetwork 192.168.39.0 0.0.0.255 area O
Bogotaiconfig-router) fpass

Bogota(config-router) fpassive-interface de
Bogotafconfig-router) fpassive-interface defaulr
Bogota(config-router ) fno pasﬂ

Bogotalconfig-router) fno passive-interface 0/0/0

M

% Invalid input detected st '"' marker.

47




SE calcula dinamicamente el costo

Bogota(config-router)#auto-cost reference-bandwidth 1000

Bogota(config-router) fno passive-interface serial 05070
Bogota(config-router) fan
Bogota(config-router) fauto-cost re
Bogota{config-router) fauto-cost reference-bandwidth 1000
% 05PF: Peference bandwidth is changed.
Pleaze ensure reference handwidth is consistent across all
routers.
Bogota(config-router) fexit
Bogota (config) #

Ajustamos la interfaz s0/0/0

Bogota(config)#interface serial 0/0/0
Bogota(config-if)#ban
Bogota(config-if)y#bandwidth 128
Bogota(config-if)#ip so
Bogota(config-if)#ip os
Bogota(config-if)#ip ospf cos
Bogota(config-if)#ip ospf cost 9500
Bogota(config-if)#exit
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? Bogota

Physical Zonfig ZLI Attributes
—

I2S Command Line Interface

TI=Sce= cSncuEe refcremce Fandwidth 15 ConRSictent across =11
roucer=s._
Eogotai{config-router) fexit
Bogotaiconfig) £
Eogotaf
FEVE-E-CONFIG I: Configured from console by console

Eogotaf

Eogotaf#

Eogortaf

EBogotaf

EBogotafcont t

Enter configuration commands, one per line. End with CHTLFE.

EBogotaiconfig finter
Bogotaiconfigl finterface se

Eogotaiconfig)#

Cr+FE to exit CLI focus Copy Paste

[ Tor
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Configuramos OSPF en el router de Miami

Miami(config)#router ospf 1

Miami(config-router)#router

Miami(config-router)#router-id 5.5.5.5

Miami(config-router)#net

Miami(config-router)#network 172.31.21.0 0.0.0.3 area0
Miami(config-router)#network 172.31.23.0 0.0.0.3 area0

00:06:49: %OSPF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on Serial0/0/1 from
LOADING to FULL, Loading Done

Miami(config-router)#network 10.10.10.0 0.0.0.255 area 0
Miami(config-router)#pass
Miami(config-router)#passive-interface gi
Miami(config-router)#passive-interface gigabitEthernet 0/1

K Pazsword:

Miamifronf

Enter confimaration commands, one per line. End with CHTL/Z.
Miami (config) frouter ospf 1

Miami {config-router) frouter

Miami {config-router) froater-id 5.5 5.5

Miami tconfig-router) fnet

Miamiiconfig-router) fnecwork 172.31.21.0 0.0.0.3 area 0
Miawi tconfig-router) fnetwork 17Z2.31.Z3.0 0.0.0.3 area O
00:06&6:4%: %05PF-E-ADJCHG: Process 1, Mbr 1.1.1.1 on Serial0/0/1 from
LOADING to FULL, Loading Done

Miami fconfig-router) fnecwork 10.10.10.0 0.0.0.Z55 area 0

Miami tconfig-router) fpass

Miami {config-router) fpassive-interface gi

Miami fconfig-router) fpassive-interface gigabitEthernet 071

Miami lconfig-router)f hd

BEIEIBEIAE S b I IR A BE

P O I o S T N I TS TR [T
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SE calcula dinamicamente el costo

Miami(config-router)#auto-cost reference-bandwidth 1000

Liicua hosilrayg Lot s g ma

Miawiiconfigy-router) fauto-cost re

Miami (config-—router) fauto—cost reference-bandwidtch 1000
% O05PF: Reference bandwidth is changed.
Please ensure reference bandwidth is consistent across all

routers.
Miawi (config-router) #

Ajustamos la interfaz s0/0/0 s0/0/1

Miami(config)#interface serial 0/0/1
Miami(config-if)#ban
Miami(config-if)#bandwidth 128
Miami(config-if)#
Miami(config-if)#inter
Miami(config-if)#exit
Miami(config)#inter
Miami(config)#interface serial
Miami(config)#interface serial 0/0/0
Miami(config-if)#ban
Miami(config-if)#bandwidth 128
Miami(config-if)#ip os
Miami(config-if)#ip ospf cos
Miami(config-if)#ip ospf cost 9500
Miami(config-if)#exit
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Miami (config) #in
Miami (config) #finterface serial 07071

Miami (config-if) fexit

Miami {config) #

Configuramos OSPF en el router de Buenos aires

Buenosaires(config)#router ospf 1
Buenosaires(config-router)#router
Buenosaires(config-router)#router-id 8.8.8.8
Buenosaires(config-router)#net
Buenosaires(config-router)#network 172.31.23.0 0.0.0.3 area 0
Buenosaires(config-router)#net
Buenosaires(config-router)#network

00:22:36: %OSPF-5-ADJCHG: Process 1, Nbr 5.5.5.5 on Serial0/0/1 from
LOADING to FULL, Loading Done

192.168.4.0 0.0.3.255 area 0

Buenosaires(config-router)#pas
Buenosaires(config-router)#passive-interface lo
Buenosaires(config-router)#passive-interface loopback 4
Buenosaires(config-router)#passive-interface loopback 5
Buenosaires(config-router)#passive-interface loopback 6

52



N = ==L T T

B¥ Buenos Aires — |
S
T Phry=sical Config LI Attributes
——
I0= Command Line Interface
' -
User Access VWerificatiomn
Password:
Busenosajiress=enable
Password:
Busnosaires#conf o
Enter configuration commarnds, one per line. Ernd with CHTLSZ.
Bucnosaires (config) frouter ospf 1
Bucsnosaires{config-—router) frouter
Buseno=saijires{config—router ) Froucer—4id S_=S_5_2
Buenosaires(config—routbr)ﬁnet
Bucesnosaires (config—router) fnetwork 17Z_2Z21_Z2_.0 0. 0. 0.2 area 0O
Bucenosaires (config—router) et
Buenosaires (config-—router) fnetwork
O0: ZZ:36: %08PF—S5—ADJCHG: Process 1, Mbhry 5_5_5_ 5 on Serialdys0f 1 from
LOADTMNG to FULL, Loading Domne
183z.1s2_ 4.0 O 0. 2_ZEE area 0O
Bucsnosaires(config—router) fpas
Buesnosaires (config—router) fpassive—dinter face 1o
Bucesnosaires (config—router) fpassive—dinter face loopback 4
Bucesnosaires (config-—router) fpassive—dinter face loopback &
Bucenosaires (config-—router) fpassive—dinter face loopback &
Buenosaires {config—roucer) # il
Cirl+FE to exit CLI focus oy Paste
] Top

Calculo el costo

Buenosaires(config-router)#auto-cost reference-bandwidth 1000

o

Buenozaires (config-router) fauto-cost cos
Buenozaires {config-router) fauto-cost re

Fuenozaires |config-router) fauto-cost re

ference-handwidch 1000

O5EF: Deference han

Please ensure reference handwideh is consistent across all
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Ajustamos la interfaz s0/0/1

Buenosaires(config)#interface serial 0/0/1
Buenosaires(config-if)#ban
Buenosaires(config-if)#bandwidth 128
Buenosaires(config-if)#exit

Enter configuration commands, one per line. End with CHTL/SZ.
Buenosaires (config) finter

Buesnosaires (config) finterface =se

Buehosaires (config)finter face serial 07051

Buenosaires (config-if) fbhan

Buesnosaires (config-if) fbhandwidth 1E8

Buenosaires (config-if) fexit

Buenosaires (config)#
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Busnosairesf

Buenoszairesfshow ip
Buenosairesfshow ip
Buenosairesfshow ip

Neighbor ID Pri
Interface

E.5.5.5 1]
Serial0s0/1
Bucnosairesf

Visualizamos los vecinos

ne
ospf ne
ospf neighbor

State

FULLS -

Lead Time Address

00:-00: 34

172.31.23.1

rtel+FR tn et 1 1 frrns

Interface
2.8.8.8
Serial0s0/0
1.1.1.1
Zerial0 0 /1
Miauif|

HNeighbor ID Pri

State

0 FUOLLS -

i} FULLS -

Ak

Dead Time Address
00:00:39

a0-00:-37

l7z.3l.23.2

172.31.21.1

Paste

Cirl+F6 to exit CLI focus

Neighbor ID Pri

Interface

E 5. E.E
Serialds0s 0
Bogotaff

State

ul FULLS

Copy

Dead Time

o0:00: 38
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Paste

Address

172.31.21.E
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Visualizamos las interfaces de cada router

g aae ape o s adaees

Bogotafizshow ip ospf interface

Seriall/0/0 is up, line protocol is up

Internet address is 172.31.21.1/30, Area 0O

Process Il 1, Bowter ID 1.1.1.1, Network Type POINT-TO-POINT, Cost:
Q500

Transwit Delay is 1 sec, State POINT-TO-POINT, Priority O

No desigmated router on this network

No backup designated router on this network

Timer interwvals conficured, Hello 10, Dead 40, Wait 40, Retransmit

Hello due in 00:00:0Z

Index 171, flood gueuwe length O

MNext O0xz04{0) /0x0¢0)

Last flood scan length iz 1, maxioum is 1

Last flood scan time is 0 msec, maxinum is 0 msec

Neighbor Count i= 1 , Adjacent neighbor count i=s 1
Adjacent with neighbor 5. 5.5 5

Suppress hello for 0 neighbor{s)

Bogotaﬂ

I S LI T P Fleio

ot eI TAT I L T T

Serial0/0 1 is up, line protocol is up

Internet address is 172.31.Z1.2/20, Area 0

Process ID 1, Router ID 5. E. 5.5, Network Type POINT-TO-POINT, Cost:
847

Transmit Delay is 1 sec, State POINT-TO-POINT, Pricrity O

Mo designated router on this network

Mo backup designated router on this network

Timer intervals conficgured, Hello 10, Dead 40, Wait 40, Retran=mit

Hello due in 00:00:032
Index 1/1, flood queus lencgth 0
Hext Oxz0{0)/0x0(0}
Last flood scan length is 1, maximum is 1
Last flocd scan time is 0 msec, maximum is 0 msec
MNeighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 1.1.1.1
Suppress hello for 0 neighbor(s)
Serial0/ /0 0 is up, line protocol is up
Internet address is 17Z.31.23.1730, kres 0
Process ID 1, Router ID 5. E. 5.5, Network Type POINT-TO-POINT, Cost:
SE00
Transwmit Delay is 1 sec, State POINT-TO-POINT, Pricrity O
Mo designated router on this network
Mo backup designated router on this network

T I R, —— [T
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LT sALL EsgSiLew Ap DSpL dilema race

Serialdys0ys1 is up, line protocol is up
Internet address is 17Z.31.23.Z730, Area 0O

Process ID 1, PBouter ID 2.2.2.2, Network Type POINT-TO-POINT, Cost:
&47
Transmit Delay is 1 sec, State POINT-TO-POIMNT, Priority 0O
No designated router on this network
No backup designated router on this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40, Retransmit
E
Hello due in 00:00:05
Index 151, flood cueus length O
MNext O0x0(0) /0x0{0)
Last flood scan length is 1, maximum is 1
Last flood scan time iz 0 msec, maxinum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count i=s 1
Adjacent with neighbor 5. &5_&5_5
Suppress hello for 0 neighbori(=s)
Loopback4 iz up, line protocol is up
Internet address is 19Z2.168.4.1/724, Area 0
Process ID 1, Bouter ID 2.8_.28_.8, MNetwork Type LOOPBACE, Cost:
Loopback interface is treated as a stub Host
Ctrl+F6 to exit CLI focus Copy Paste
Visualizaremos el proceso ospf
DU == L ey
Buenosairesfishow ip pro
Buesnosairesfshow ip protocols
Bouting Protocol is "ospf 1"
Outgoing update filter list for all interfaces is not set
Inconing update filter list for all interfaces is not set
Pouter ID 2.8.8.2
Number of areas in this router iz 1. 1 normal 0 stub 0 nssa
Maximum path: 4
RBouting for Networks:
172.21.22.0 0.0.0.3 area 0
152.1é2.4.0 0.0.32.2Z55 area 0
Passive Interface(s):
Loophackd
Loophacks
Loophacké
Bouting Information Sources:
Gateway Distance Last Update
1.1.1.1 110 00:23:1%9
5. 555 110 00:13: 56
g.8.8.8 110 00:11:5%
Distance: {default is 110}
Buenosairesﬁl
Ctr+FE to exit CLI focus Copy Paste
[ Top
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Phiysical Config LI Atftributes
—

2% Cammand Line Interface

Miamif ~
Miawmi#

1 Miamifshow ip pro

Miamifshow ip protocols

Towuting DProtocol is "ospf 1"
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Pouter ID 5.5 5.5
MNunber of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Routing for MHetworks:

172.31.21.0 0.0.0.3 area 0
172.21.23.0 0.0.0.3 area 0
10.10.10.0 0O.0.0_ZEE area O
Passiwe Interfaceis):
GigabitEthernec0ys1
Pouting Information Seources:

Cateway Distance Last Update
1.1.1.1 110 00:z4:0E5
5.5.5.5 110 00:l4:4z
a.8.a.8 110 00:12:45

Distance: {default is 1107

Miomig

Ctrl+FE to exit CLI focus Copy Paste

] Tom

B Bogota — ] >
Phrysical Config ZLI Attributes
—
DS Cammand Line Interface
EBogotafshow ip pro -~

Bogotafshow ip protocols

Rourting Prococol is "ospf 1Y
fDutgoing update filvter list for all interfaces is not sax
Incoming updatce filvter list for all interfaces is mnot sax
Router ID 1.1.1.1
MNumber of areas in this router is 1. 1 mormal O stub 0 nssa
Maximum path: <
Routing for Metworks:

17z.=21.21.0 0.0.0_.% area 0O

' 192.168.30.0 0.0.0_.255 area O
192.168.40.0 0. 0.0.255 ar=sa O
19z.168.200.0 0O.0.0_Z55 area 0O
192.168.99.0 0.0.0.255 ar=sa O

Passive Interfacel{s):
Wlanl
CigabicEchernec0/0
GCigahicEchernecO/1
Serial0s0s1

Roucing Informacion Sources:

Car eway Discance Last Update
1.1.1.1 110 00:Z4: 39
5E.5.5.8 110 00:15: 18
——More—-— bt
Ctri+F5 to exit CLI focus Copy Faste

] Top
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Configuraremos ahora las VLAN y demas caracteristicas como puertos troncales acceso y
seguridad

Configuracién S1

S1(config-vlan)#nam

S1(config-vlan)#name Administracion
S1(config-vlan)#vlan 40
S1(config-vlan)#name Mercadeo
S1(config-vlan)#vlan 200
S1(config-vlan)#name Mantenimiento
S1(config-vlan)#vlan 99
S1(config-vlan)#name troncal
S1(config-vlan)#exit

S1(config)#interface vlan 99
S1(config-if)#ip add

S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if)y#no shutdown
S1(config-if)#exit

S1(config)#ip de

S1(config)#ip default-gateway 192.168.30.1

@gﬁﬁ Sliconfig) #vlan 0

5{11141 Bliconfig—wlan) fnam

ﬂ Sliconfig-—vlan) fnams Administracion
5 Sliconfig-vlan) fvlan 40

;au” Sliconfig-—wlan) #fname Mercadeo

Bl iconfig—wlan) #vlan Z00
Sliconfig-wvlan) fname hantenimiento
Sliconfig—wlan) fvlan 23
Sliconfig-—wlamn) #fname troncal
Bliconfig—wlan) fexit
Sliconfig)fwvlan 32
Bliconfig—wlan) #ip add
Bliconfig—wlan) #ip =
Sliconfig-—vlan) #ip addre
Zliconfig-—wlan) finter
Bliconfig—wlan) fexit
Sliconfig)#finter

Sliconfig) fincerface wlan 33
Bliconfig—if)l#

#FLINE-S5-CHAMNGED: Interface Wlan33, changed state to up

59



Configuramos los puertos trunk

S1(config)#interface fastEthernet 0/3
S1(config-if)#sw
S1(config-if)#switchport mo
S1(config-if)#switchport mode acc
S1(config-if)#switchport mode tr
S1(config-if)#switchport mode trunk

S1(config-if)#swi
S1(config-if)#switchport tr
S1(config-if)#switchport trunk na
S1(config-if)#switchport trunk native vl
S1(config-if)#switchport trunk native vlan 1
S1(config-if)#exit

S1(config)#inter

S1(config)#interface fas
S1(config)#interface fastEthernet 0/24
S1(config-if)#swi
S1(config-if)#switchport mo
S1(config-if)#switchport mode tr
S1(config-if)y#switchport mode trunk

S1(config-if)#swi

S1(config-if)#switchport tr
S1(config-if)#switchport trunk na
S1(config-if)#switchport trunk native vl
S1(config-if)#switchport trunk native vlan 1
S1(config-if)#exit
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S1l{config) finter
Sl {config) finterface fas

Sl (configl finter face fascErchernet 053

S1liconfig-if)fsuw
Sliconfig-if) fswitchpore
Sliconfig-if) fswitchport
Sliconfig-if) fswitchport
Sliconfig-if) fswitchport

Sllconfig-if)#

wma
modse aco
mode tr
mode truank

LIMNEPROTO-S5-UPDOWN: Line protocol on

LIMNEPROTO-S5-UPDOWN: Line protocol on

LINEPROTO-S-UPDOWN: Line protocol on

S1{config-iflgswi
S1liconfig-if) fswicchpore
Sl {config-if) fswicchpore
Sliconfig-if) fswitchpore
Sliconfig-if) fswitchport
S1l{config-if)fexitc
Sliconfig) finter
Zliconfig) finterface fas

Sl lconfig) finterface fastcEthernet 0724

Sliconfig-if)f#swi
Sli{config-if)#switchport
Sliconfig-if)#switchport
Sliconfig-if}f#switchport

Sl{config-if)#

tr
trunk na

Trunk natiwve
trunk natiwve

wma
mode tr
mode trunk

Interface FastEthernetO/3,

Interface FastEthernet0/ 3,

Interface Wlandd,

wl
wlarn 1

changed =t

#LINEPROTO-S-TTPDOWN: Line protocol on Interface FastEcthernecOfs2d4

#LINEPROTO-E-TUPDOWN: Line protocol omn Interface FastEthernetOysZd

Sliconfig-if) Fswi
Sliconfig-if)fswitchpore
Sliconfig-if)gswitchport

tx
trunk mna

changed state to dewm

changsd state to up

ate to up

changed state to doum

changed state to up

Configuramos puertos de acceso y seguridad

S1(config)#interface range f0/2,f0/4-23, g0/1-2
S1(config-if-range)#swi
S1(config-if-range)#switchport mo
S1(config-if-range)#switchport mode acc
S1(config-if-range)#switchport mode access
S1(config-if-range)#ine
S1(config-if-range)#in
S1(config-if-range)#exit
S1(config)#inter

S1(config)#interface fO/1

S1(config-if)#switchport access vlan 30
S1(config-if)#exit
S1(config)#interface range f0/2,f0/4-23,90/1-2
S1(config-if-range)#shutdown
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Slicomfig ginter
Sliconfigl #Finter face ra

conmfig—if
S1{configl #i

Sl{config-if

% LINK-S-CHANGED :

% LINK-5—CHANGED -

% LINK-S—CHANGED -

% LINK-S-CHANGED :

% LINK-S5—CHANGED -

gl ginter face fOS1

ange) Fshu
Slicomfig—if-rangs) #Fshurdowmn

Interiace

Interfacs

Interface

Interiace

Interfacs

chport mo
chport mods ace
chport mode access

FastEthernec0sZ,

FastEthernet0s4,

FastEthernsecoss,

FastEthernec0s/8,

FastEthernst0s7,

rface rangs £0/2,f0 4-23, g0 1—Z

changed state to

changed stats to

changed state to

changed state to

changsd state to

adniniscracively down

administratively down

administracively down

adniniscracively down

administratively down

Configuracién S2

S2(config)#vlan 30

S2(config-vlan)#name Administracion
S2(config-vlan)#vlan 40
S2(config-vlan)#name Mercadeo
S2(config-vlan)#vlan 200
S2(config-vlan)#name Mantenimiento
S2(config-vlan)#vlan 99
S2(config-vlan)#name troncal
S2(config-vlan)#exit

S2(config)#interface vlan 99

S2(config-if)#

S2(config-if)#ip address 192.168.99.3 255.255.255.0
S2(config-if)#no sh

S2(config-if)#no shutdown
S2(config-if)#exit

S2(config)#ip de

S2(config)#ip default-gateway 192.168.40.1
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B Suvitchz —

Phy=ical Config LI Attribotes
I

I20=E Command Line Interface

Foonr o
Enter configuration commands, one per line. End with CHTLSZ.
Sz {config) fwvlan 30
Sz {config-—wvlan) fname Administracion
Sz {config-—wvlan) fvlamn 40|
Sz {config-wlan) #fname Mercadeo
Sz {config-—wvlan) fvlan =00
Sz {config-—wvlan) fname Mantenimiento
Sz {config-—wvlan) fvlan 33
Sz {config-wlan) #fname troncal
Sz {config-—wlan) fexit
Sz {configlfinter face wlan 233
Sz {config—if£)#
FLINE—-S5—-CHAMNGZED: Interface Wlan33, changed stcate to up

o up

ip add

Sz{config-if) #ip address 122_1685_33_.3 ZEE_EZEE_ZEE5_0O
SZiconfig—dif) fno =sh

Sz{config—if) #fno shutdown

SZiconfig—if) fexitc

SZiconfig)fip de

SZiconfigi#ip default—gateway 1932 1&2_ 40 1
SEZiconfigl#

FLINEPROTO—-S—-TTPDLOWN: Limne protocol on Inter face Wlian23, changed statce

Configuro puertos trunk

S2(config)#interface fastEthernet 0/3
S2(config-if)#w

S2(config-if)#sw
S2(config-if)#switchport mo
S2(config-if)#switchport mode tr
S2(config-if)y#switchport mode trunk
S2(config-if)#sw
S2(config-if)y#switchport na
S2(config-if)#switchport tr
S2(config-if)#switchport trunk na
S2(config-if)#switchport trunk native vl
S2(config-if)#switchport trunk native vlan 1
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B Suvitchz — |
1
Phy=ical Config iZLI Attributes
—
12= Command Line Interface
-~
#LINEPEROTO—-S5-UPDOTN: Line protocol on Interface Vlian22, changed state
o up
ip add
SZ{config-if)HFip address 1IZ_1e5.33_.3F Z55_Z55.zZ55_0
SZiconfig—if) #fno =sh
EZ{config—dif) frno shutdown
SZiconfig-if)gFenitc
SZiconfigl Fip de
Sz iconfig) fir default-—gateway 192 165 40.1
Sz iconfig) #inter
SZiconfigl finter face fas
EFiconfiglfinter face fastEthernet 053
SEiconfig-—if)#w
BZ{config—if) #=w
SFi{config—ifl#switchport mo
SZiconfig-iflf#switchport modse T
SZ(conf:\.g—:\.f)#SN‘litchport, modse trunk
SZiconfig—iflfswr
SZ{config—if)#Fswitchport na
SZiconfig-if)#Fswitchport tr
SZiconfig—if) fswitchport truank na
EZ{iconfig-ifl#switchport trumlx natiwvwe wl
SZiconfig-if)Fswitchport trunk natiwe wlamn 1
SElconfig-—ifif >
Ctrl+FE to exit CLI focus Copy Paste
1 Top

Configuramos puertos de acceso y seguridad

S2(config)#interface ra

S2(config)#interface range f0/1-2,f0/4-24,90/1-2
S2(config-if-range)#swi
S2(config-if-range)#switchport mo
S2(config-if-range)#switchport mode ac
S2(config-if-range)#switchport mode access
S2(config-if-range)#sh
S2(config-if-range)#shutdown
2(config)#inter

S2(config)#interface fa

S2(config)#interface fastEthernet 0/1
S2(config-if)#no sh

S2(config-if)#no shutdown

S2(config-if)#swi

S2(config-if)#switchport mo
S2(config-if)#switchport mode access
S2(config-if)#switchport access vlan 40
S2(config-if)#exit
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SZ {config-if) fF=w
SZ {config-if)fswitchport mo

S5Z (comfig-ifigswitchpors modes Br

S5z (comfig-iflsswitchpore mode trumk
22 (oo
52 {config-if)#switchport na
52 {config-iflfis Ty

SZ (config-iflgs

or
Sz iconfig-if-range) fshucdowm

3LINH-5-CHANGED: Interfacs FascEthernec0sZ, changed state to administraciwvely dowmn

#LINK-5-CHANGED: Interface FastEthernet0sd, changed stace to administratiwvely deownm

32 LINE-5-CHANGED: Interface FastEthernet0s5, changed state to administratiwvely dowm
3LINH-5-CHANGED: Interfacs FascEthernec0s6, changed state to administraciwvely dowmn
#LINK-5-CHANGED: Interface FastEthernet0s7, changed stace to administratiwvely downm
3 LINE-5-CHANGED: Interface FastEthernet0s8, changed state to administratively dowm

#LINK-S5-CHANGED: Interface FascEthernec0s3%, changed state to administraciwely dowmn

3 LINE-5-CHANGED: Interface FastEthernet0s10, changed state to administratively dowmn

Crl+FE to exit CLI focus

Configuramos vlan inter-rounting

Configuramos en el router de Bogota en la interfaz g0/0

Bogota(config)#interface gigabitEthernet 0/0.30
Bogota(config-subif)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0.30, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.30,
changed state to up

Bogota(config-subif)#des

Bogota(config-subif)#description ADMINISTRACION-LAN
Bogota(config-subif)#en

Bogota(config-subif)#encapsulation do
Bogota(config-subif)#encapsulation dot1Q 30
Bogota(config-subif)#ip add

Bogota(config-subif)#ip address 192.168.30.1 255.255.255.0
Bogota(config-subif)#exit

Bogota(config)#interface gigabitEthernet 0/0.40
Bogota(config-subif)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0.40, changed state to up
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%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.40,
changed state to up

Bogota(config-subif)#des

Bogota(config-subif)#description MERCADEO-LAN
Bogota(config-subif)#en

Bogota(config-subif)y#encapsulation do
Bogota(config-subif)#encapsulation dot1Q 40
Bogota(config-subif)#ip add

Bogota(config-subif)#ip address 192.168.40.1 255.255.255.0
Bogota(config-subif)#exit

Bogota(config)#in

Bogota(config)#interface gigabitEthernet 0/0.200
Bogota(config-subif)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0.200, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.200,
changed state to up

de

Bogota(config-subif)#de

Bogota(config-subif)#des

Bogota(config-subif)#description MANTENIMIENTO-NETWORK
Bogota(config-subif)#en

Bogota(config-subif)#encapsulation do

Bogota(config-subif)#encapsulation dot1Q 200

Bogota(config-subif)#ip add

Bogota(config-subif)#ip address 192.168.200.1 255.255.255.0
Bogota(config-subif)#exit

Bogota(config)#interface gigabitEthernet 0/0.99

Bogota(config-subif)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0.99, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.99,
changed state to up

des

Bogota(config-subif)#description TRONCAL-SI-S2
Bogota(config-subif)#en

Bogota(config-subif)#encapsulation do
Bogota(config-subif)#encapsulation dot1Q 99
Bogota(config-subif)#ip add

Bogota(config-subif)#ip address 192.168.99.1 255.255.255.0
Bogota(config-subif)#exit

Bogota(config)#inter

Bogota(config)#interface goi

Bogota(config)#interface gi
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Bogota(config)#interface gigabitEthernet 0/0
Bogota(config-if)#no sh
Bogota(config-if)#no shutdown
Bogota(config-if)#exit

Bogota(config)#

EBogotaiconfig) finter face ga

Bogota{config) finter face oi

Eogotalconfig) #interface gigabitEthernet 0/0.30

EBogotalconfig-—subif) §

#LINE-S5-CHAMGED: Interface GigabitEchernet0y/0.320, changed state to up

#LINEPROTO-S-UPLOWH: Line protocol on Interface GigabitEthernetDs0.320, changed state to up

Bogotaiconfig-—subif) fdes

EBogota{config-subif) #description ADHMINISTRACION-LAN
Eogotalconfig-subif) fen

Bogota(config-—subif) fencapsulation do

EBogotal(config-subif) fencapsulation dotlQ 20
Bogota{config-subif) fip add

EBogota{config-subif) #ip address 193Z_.1€2.20.1 ZEL_ZEE_ZEE. O
EBogotalconfig-subif) fexit

Bogota(config) finter face gigabitEthernet 070.40
Bogotaiconfig-subif) §

% LINE-S-CHANCED: Interface GigabitEthernet0/0.40, changed state to up

#LINEPROTO-S5-UPDOWH: Line protocol on Interface GigabitEthernet0y,s0_.40, changed state to up

Eogotalconfig-subif) fdes
EBogota(config-subif) fdescription MERCADEO-LAN

EBogota(config-subif) fen

Eogota{config-subif) fencapsulation do

Eogotalconfig-subif) fencapsulation dotld 40

Bogota{config-subif) #ip add

Bogotalconfig-subif) fip address 12Z.168.40.1 Z55_EZL55.Z55.0
Bogotai{config-subif) fexit

Eogotaiconfig) #in

EBogotalconfig) finter face gigabitBEthernet 0/0_200

Bogotaiconfig-subif) £

% LINE-5-CHANGED: Interface GigabitEchernet0s0.Z00, changed state to up

ELINEPROTO-S-TTPDOWK: Line protocol on Interface GigahitEthernet0s0_Z00, changed state to up
de
Bogotaiconfig-subif) fde

Ctel+FR ta et 1L fnmas

) = ™
Bogotaiconfig-subif) fexic
Bogotaiconfig) fin
Bogotaiconfig) finterface gigabitcEchernst 0/0_Z00

Bogotaiconfig-subif)#

#LINK-S-CHANGED: Interface GigabitEthsrmec0/0_200, changsd stacs to up

#LINEFROTO-S-UPDOWN: Lins protocol on Incerface GigsbicEchernec0s/0.200, changed state to up
de

Bogotaiconfig—subif) fde

Bogotaiconfig—subif)fdes

Bogotaiconfig-subif)fdescriprion MANTENIMIENTO-METWORK
Bogotaiconfig-subif) fen

Bogotaiconfig-subif)fencapsulacion do
Bogotaiconfig-subif)fencapsulacion dotld Z00

Bogotaiconfig-subif) #ip add

Bogotaiconfig-subif)#ip address 152.1&8.200.1 Z55_2ZE55.2Z55.0
Bogotaiconfig-subif) fexic

Bogotaiconfig) finterface gigabicEchernst 0/0.99

Bogotaiconfig-subif)#

#LINK-S-CHAMNGED: Interface GigabitEthsrmec0/0.95, changsed state to up

#LINEFROTO-S-UPDOWN: Lims protocol on Incerface GigsbicEchearmec0s/0.95, changsd state Do up
das

Bogotaiconfig-subif)fdescription TRONCAL-SI-SzZ
Bogotaiconfig-subif) fen
Bogotaiconfig-subif)fencapsulacion do
Bogotaiconfig—subif)fencapsulacion dotld 535
Bogotaiconfig-subif) #ip add

Bogotaiconfig-subif)#ip address 152.168.955.1 255.255.2Z55.0
Bogotaiconfig-subif) fexic

Bogotaiconfig) fincar

Bogotaiconfig) finterface goi

Bogotaiconfig) finterface oi

Bogotaiconfig) finterface gigsbitcEchernec 070
Bogotaiconfig—if)#ne sh

Bogotaiconfig—ifl#ne shucdown

Bogotaiconfig—iflfexin

Bogotaiconfiog) #
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Implementaremos ahora NAT, DHCP y sus respectivas configuraciones

Configurare DHCP en R Bogota haciendo hincapié en la exclusion de address ip

Bogota(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
Bogota(config)#ip dhcp ex

Bogota(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30
Bogota(config)#ip dh

Bogota(config)#ip dhcp poo

Bogota(config)#ip dhcp pool ADMINISTRACION
Bogota(dhcp-config)#

Bogota(dhcp-config)#dns

Bogota(dhcp-config)#dns-server 10.10.10.11
Bogota(dhcp-config)#dhc

Bogota(dhcp-config)#dhcp

Bogota(dhcp-config)#exit

Bogota(config)#ip dhcp pool ADMINISTRACION
Bogota(dhcp-config)#de
Bogota(dhcp-config)#default-router 192.168.30.1
Bogota(dhcp-config)#net

Bogota(dhcp-config)#network 192.168.30.0 255.255.255.0
Bogota(dhcp-config)#exit

Bogota(config)#ip dh

Bogota(config)#ip dhcp po

Bogota(config)#ip dhcp pool MERCADEO
Bogota(dhcp-config)#

Bogota(dhcp-config)#dns

Bogota(dhcp-config)#dns-server 10.10.10.11
Bogota(dhcp-config)#ip do
Bogota(dhcp-config)#default-router 192.168.40.1
Bogota(dhcp-config)#net

Bogota(dhcp-config)#network 192.168.40.0 255.255.255.0
Bogota(dhcp-config)#exit

Bogota(config)#ip doma

Bogota(config)#ip domain-name unad.com

Bogota(config)#exit

Bogota#
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[

o =4
Bogotal(confiog) #

EBogotalconfiod #

Bogotaiconfig! fip dh

Bogotai{config! Fip dhcp =x

Bogotal(conficgl #ip dhcp sxcluded-—address 192 _ 165301 1Sz _165._30_ 30
Bogotalconfigl #ip dhor =3

EBcocgoctaiconfig! #ir dhcr excluded-address 132.1S5.40.1 1952 1sS.40. 30
EBogotal{config! #ip dh

Bogotalconfigl #ip poo

Bogotalconficgl #ip Pool ADMINISTRACTON

Bogota{dhcp —comnfigl £dhop
Bogota(dhcp —comEigl gaxis

EBogotal{contic) #

Eogotal{config) Fdhch

Bogotaiconfig) £d

Bogotai{config! fdhep

Bogotalconfigl sdhcn bo

Bogotalconfigl $ip  dh

Ecocgotalconfig) F#ip dhcr Do

EBogota (oo ol #ipr dhwocpe ool ADMINISTEREACTION
Bogota{dhcp —comEigl f£de

Bogota ( diha figlgderaule—router 1SZ_168.=0. 1
Bogot s dhap—

Ecogotaidher—coniigl Fexic
Bogota{config) $ip dh
Bogota(configl Fip dhor o
Bogotalconfigl #ip dhcp pool MERCADEO
Ecgotaidhop—coniigl#
Ecgeotaidhecp-—coniig: #dns

Bogotaidhcp—configl#fdns—serwver 10_10_10_11
Bogotaidhcp—configl #ip do
Bogotaldhcp—comnfigl $#ip domain—ma
Eogotai{dhcp—configl#ip domain—name

Realizamos la configuracion de NAT

Miami(config)#username usuarioweb pri
Miami(config)#username usuarioweb privilege 15 se
Miami(config)#username usuarioweb privilege 15 secret cisco

Miami(config)#access-list 1 pe

Miami(config)#access-list 1 permit 192.168.30.00.0.0.255
Miami(config)#access-list 1 permit 192.168.40.00.0.0.255
Miami(config)#access-list 1 permit 192.168.4.0 0.0.3.255

Miami(config)#ip na

Miami(config)#ip nat poo

Miami(config)#ip nat pool internet 209.165.200.225 209.165.200.228 netmask
255.255.255.248

Miami(config)#ip nat inse

Miami(config)#ip nat in

Miami(config)#ip nat inside sou

Miami(config)#ip nat inside source lis

Miami(config)#ip nat inside source list 1 pool internet

Miami(config)#p nat inside source static 10.10.10.10 209.165.200.229

% Ambiguous command: "p nat inside source static 10.10.10.10 209.165.200.229 "
Miami(config)#ip nat inside source static 10.10.10.10 209.165.200.229
Miami(config)#inter
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Miami(config)#interface gi
Miami(config)#interface gigabitEthernet 0/1
Miami(config-if)#ip na

Miami(config-if)#ip nat ou
Miami(config-if)#ip nat outside
Miami(config-if)#inter

Miami(config-if)#exit

Miami(config)#inter
Miami(config)#interface gi
Miami(config)#interface gigabitEthernet 0/0
Miami(config-if)#ip na

Miami(config-if)#ip nat ins
Miami(config-if)#ip nat inside
Miami(config-if)#exit

?‘ Miarmi

Physical Config CLI Aftributes
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TIrTETTT T = TraTEET

Miawi {config)facc
Miawi {config)faccess-list 1 per
Miami {config)faccess-list 1 permit 192 _168_30 0.0.0_ 255

% Tnwalid input detected at '“' marker.

Mizmi(config) Faccess-list
Mizmi(config) Faccess-list
Miami{config) Faccess-list
Miami{config) Faccess-list
Miawi ({config) fip na
Miawi {config) #ip nat poo
Miawi {config)#ip nat pool internet Z02.165.Z00.2Z5 Z09.165.Z00.2Z8 netmask Z55.255.Z55.248
Miawi{config)#ip nat inse

Miawi{config)#ip nat in

Miawi{config)#ip nat inside sou

Miawi{config)#ip nat inside source lis

Miami {config)#ip nat inside source list 1 pool internet

Miami{config)#p nar inside source staric 10.10.10.10 Z0S.165.200.223

% Ambiguous command: "p nat inside source static 10.10.10.10 203.165.Z00.229 "
Miaui{config)#ip nat inside source scatic 10.10.10.10 Z09.165.200.2Z3

Miawni (confiyg) finter

Mizmi{config) Finter face i

Miaui{config) #interface gigabitEthernet 0/1

Miawi{config-if)#ip na

Miawi{config-if)#ip nat ou

Miawi{config-if)#ip nat cutside

Miawi {config-if)#inter

Miawi {config-if)#exit

Miawi {config) finter

Miawi {config)#interface gi

Miawi{config)#inter face gigabitBEchernet 0/0

Miami{config-if)#ip na

Miami(config-if)fip nat ins

Mizmi(config-if)#ip nac inside

Miawi [config-if)faxit

Miami {config)#

pe
permit 19Z_1e28.20.0 0.0.0_ZEL
permit 13Z_168.40.0 0. 0.0_ZEL

1
1
1
1l permit 15Z.1e2.4.0 0.0.2.Z&585

Cirl+FBto exit CLI focus
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Se muestra los hosts de cada vlan el cual ya tienen su direccionamiento por dhcp

¥ pep

Phyysical Config Deszktop Programrming Aftributes
I

(® DHCP O Static

P Address 192165830031

Subnet Mazk 2552552550

Default Gateway 192.168.3001

DS Server 10100011
L8

Phyzical  Config  Deskiop  Programming  Attributes
I

(®) DHCP () Static

P Address 192.168.40.41
subnet Mask 2352532530
Default Gateweay 192.168.40.1
DMS Server 10.1010.11
IPseF; e iafinm
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Realizamos | la comprobacion de salida en la PC-INTERNET

O Cisco Packet Tracer - CsershServerterminal\Desktop\Ecenario-2.pkt - X
File Edit Options  “isw  Tools  Edensions  Help
iSsd0raddrt QQAODE EFE ?

20 €@ g/ m e | BT _ o x

Physical  Confiy  Desitop  Programming  Atributes

< = URL | hitetf209.165.200.229 Go

Clisco Packet Tracer

Welcome to Cisco Packet Tracer. Opening doors to new opporturuties. Mind Wide Open,

Quick Links:
A small page
Copyrights
Image page
Tmage

o SIS
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Configurar al menos dos listas de acceso de tipo estandar a su criterio en para
restringir o permitir trafico desde R1 o R3 hacia R2

Configurar al menos dos listas de acceso de tipo extendido o nombradas a su
criterio en para restringir o permitir trafico desde R1 o R3 hacia R2

Router Miami

Miami(config)#ip access-list standard INFRAESTRUCTURA
Miami(config-std-nacl)#per
Miami(config-std-nacl)#permit hos
Miami(config-std-nacl)#permit host 172.31.21.1
Miami(config-std-nacl)#exit

Miami(config)#line vty 0 4

Miami(config-line)#ac

Miami(config-line)#acc

Miami(config-line)#acces
Miami(config-line)#access-class INFRAESTRUCTURA in
Miami(config-line)#exit

Miamir-enable

Password:

Miamifconf

Enter conficuaration commands, one per line. End with CNTL/S=Z.
Miami (config) #fip cco

Miami (config) #ip

Miami (configlfip a

Miami{config)ffip access—-list =t

Miami{config) fip access—list standard INFPRAESTRUCTIIRL
Miami(config-—std-nacl) fper

Miami (config—-std-nacl) fpermit hos=s

Miami {config-—std-nacl)fpermitc host 17Z.21.Z21.1

Miami (config—=std-—rnacl) ﬁexit.l

Miami (config)#fline woyw O 4

Miami (config—line) fac

Miami (config-—line) facc

Miami (config—line) faccaes

Miami {config-—line) faccess—class INFRAESTRUOCTIORA in
Miami (config-—line) fexitc

MHiamd fenm Fderh #
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Crearemos otra Politica en Miami

Miami(config)#access-list 101 permit tcp any host 209.165.200.229 eq www
Miami(config)#acc

Miami(config)#access-list 101 per

Miami(config)#access-list 101 permit icmp an
Miami(config)#access-list 101 permit icmp any an
Miami(config)#access-list 101 permit icmp any any ec
Miami(config)#access-list 101 permit icmp any any echo
Miami(config)#access-list 101 permit icmp any any echo-reply
Miami(config)#inter

Miami(config)#interface gi

Miami(config)#interface gigabitEthernet 0/1
Miami(config-if)#ip ac

Miami(config-if)#ip access-group 101 in

Miami(config-if)#exit

Miami {config) faccess-list 101 permit tep any host 203165 Z00.ZZ9 eq
Lty

Miami {config) face

Miawi{config) faccess-list 101 per

Miawi{config)faccess-list 101 permit icmp an

Miawi {config)faccess-list 101 permit icmp any an

Miami {config) faccess-list 101 permit icmp any any ec

Miawi {config) faccess-list 101 permit icmp any any echo
Miawi{config)faccess-list 101 permit icmp any any echo-reply
Miamifconfig) finter

Miawi {config)finterface gi

Miawi{config)finterface gigabitEthernet 0/1

Miawi {config-if)#ip ac

Miawi {config-if)#ip access-group 101 in

Miawi{config-if)fexit

Miawi fconfig)# W
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Verificamos que la politica funcione

-~

iSsld0radadrtT QQQoE EFE

D0 @ f /7 moe| B

Physical ~ Config  Deskdop  Programming  Adtributes

with
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CONCLUSIONES

En el presente trabajo del diplomado de profundizacién de cisco se adquirio
habilidades basicas en el desarrollo de configuracién y resolucion de problemas
CISCO, esto a su vez fomenta mi aprendizaje al camino de la certificacion CCNA
R&S que tiene como finalidad formarme como especialista en esta marca.
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