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INTRODUCCION

Hoy en dia, la importancia que toma la tecnologia en nuestro diario vivir es inevitable.
Es por eso que las redes, telecomunicaciones, programacion, entre otros anexos a las
tecnologias estan requiriendo cada vez mas personas que estén plenamente
capacitadas y entrenadas para asumir este rol en la sociedad.

Se ha vuelto muy importante que por lo menos en cada empresa 0 negocio que se
maneje, exista una persona capaz de garantizar el buen funcionamiento de las TIC y
fomentar la seguridad de datos.

Es por eso que la Universidad Nacional Abierta y a Distancia, brinda para ustedes un
programa de profundizacion en redes Cisco, cuyo objetivo es capacitar a los
estudiantes a que se rigen bajo criterio y normas internacionales para mejorar sus
estandares de calidad y llevar a cabo este conocimiento que se adquiere durante la
profundizacion.

Por esta razén es que en este trabajo se trata de llevar a cabo y plasmar lo aprendido
durante estos meses de trabajo. Aparte de concluir con el diplomado en CCNAL es
adquirir todos estos conocimientos para aplicarlo en un diario vivir, rodeandonos cada
vez mas de nuevas tecnologias.
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ESCENARIO 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin, en
donde el estudiante serad el administrador de la red, el cual deberd configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

Este escenario plantea el uso de RIP como protocolo de enrutamiento, considerando que
se tendran rutas por defecto redistribuidas; asimismo, habilitar el encapsulamiento PPP

y su autenticacion.

SIS v y
 FETRAT POUT o
MEDELLIN ;_‘P..r/ I :

17225683

W.072200/0 am72204/0

—

= e
ol <
- -—
- A
MEDBLLINZ

- TA2 =8
PC-ET PC-PT
PC2 PCD

F?}r - Fﬁ}
; h-j .‘. =
1941 ; 1941

g MEDELLINI 1941 BOGOTA

- ISP
dﬂ.'E;;J
A —
PC-PT ~
Ly

1941

1941
MEDELLINZ BOGOTA3

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propiared LANy a
los routers 3 de cada ciudad.
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Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.
Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.

SOLUCION
ROUTER ISP

Router>enable

Router#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname ISP

ISP(config)#int s0/0/0

ISP(config-if)#ip address 209.17.220.1 255.255.255.252
ISP(config-if)#clock rate 4000000

ISP(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
ISP(config-if)#

ISP(config-if)#int s0/0/1

ISP(config-if)#ip address 209.17.220.5 255.255.255.252
ISP(config-if)#clock rate 4000000

ISP(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
ISP(config-if)#

ISP(config-if)#

ISP#

%SYS-5-CONFIG_I: Configured from console by console

ISP#enable

ISP#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#no ip domain-lookup
ISP(config)#service password-encryption
ISP(config)#enable secret class
ISP(config)#banner motd %sistema protegido%
ISP(config)#line console 0
ISP(config-line)#password cisco
ISP(config-line)#login

ISP(config-line)#line vty 0 15
ISP(config-line)#password cisco
ISP(config-line)#login

ISP(config-line)#
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Phwysical Config LI

I0Os Command Line Interface

RPouter>ensbla
Routex foonfig terminal
Siguratiocn commands, ocne per line. End with CHTIL/Z=.

Rowu nfig) #Fhostname ISP
ISsSF glEint sS0,0/0
IsSE g—if) #ip address 203 _ 17 220 _1 255 _Z55 255 _Z52

Is® fig-ifi#clock rTate 4000000
Ise fig—if) #no shutdown

LI —CHANGED: Interface Serialds0,0, changed state To down
Ise ig—i=) &

Ise g—i=) #int sSOS001

Ise g—i=) #ip address ZO0S_.17.220.5 Z255.255.255.252

Isp ig—if) #clock rate 4000000

Is® fig—if£) #no shutdown

SLINK-S5—CHANGED: Interface Serialfd 0,1, changed state to down
IS i{consig—i=)$#

ISEi{consig—i=)#

Ises|

SS¥S—S5S—CONFIGE_TI: Configured £from conso le bw consc le
ISEfEensble

ISEPEconfig terminsal

Enter configuration commands, one per line End with CHTLSEZ.
ISP (config) fno ip domain—lookup

ISEi{config)l #service passSwox d—enecx wption

ISEiconfig) fenable secrzet olass

ISPicconsig) #banner motd %SsSistema protegido®

ISEiconsig) #line consc 1e o

ISEi{configline)lfpassword cisco

ISPliconfig—line) #login

ISEi{config—line)#line wty O 15

ISE({config—line) fpassword cisco

ISPiconfig—line) #login
ISPi{config—line) #

Router>enable

Router#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname MEDELLIN1
MEDELLINZ1(config)#int s0/0/0

MEDELLINZ1(config-if)#ip address 209.17.220.2 255.255.255.252
MEDELLINZ1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
MEDELLINZ1(config-if)#

MEDELLINZ1(config-if)#int s0/0/1

MEDELLIN1(config-if)#ip address 172.29.6.1 255.255.255.252
MEDELLINZ1(config-if)#clock rate 4000000

This command applies only to DCE interfaces
MEDELLINZ1(config-if)#no shutdown

MEDELLIN1(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up
MEDELLINZ1(config-if)#int s0/1/0

MEDELLINZ1(config-if)#ip address 172.29.6.9 255.255.255.252
MEDELLINZ1(config-if)#clock rate 4000000

MEDELLINZ1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
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MEDELLIN1(config-if)#int s0/1/1

MEDELLINZ1(config-if)#ip address 172.29.6.13 255.255.255.252
MEDELLIN1(config-if)#clock rate 4000000
MEDELLINZ1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
MEDELLIN1(config-if)#

MEDELLINZ1(config-if)#no ip domain-lookup
MEDELLINZ1(config)#service password-encryption
MEDELLIN1(config)#enable secret class
MEDELLINZ1(config)#banner motd %sistema protegido%
MEDELLINZ1(config)#ine console 0

N

% Invalid input detected at "' marker.
MEDELLIN1(config)#line console 0
MEDELLINZ1(config-line)#password cisco
MEDELLIN1(config-line)#login
MEDELLINZ1(config-line)#line vty 0 15
MEDELLINZ1(config-line)#password cisco
MEDELLINZ1(config-line)#login
MEDELLINZ1(config-line)#

Physical Config CLI

105 Command Line Interface

MEDELLIN] (config—if) £

MEDELLINI] {(config—if)l £inmt s0/,0/,1

MEDELLIN] (config—ifl #ip address 172 _Z9 _&_1 2Z55_Z55_Z55_ 252
MEDELLIN] (config—ifl #clock rate 4000000

This command applies only to DCE interfaces

MEDELLIN] iconfig—1if) £#no shutdown

MEDELLINI (config—if) £
SLINE-S5-CHAENGED: Interface Serial0os 0,1, changed sState T©to up

SFLINEFPROTO-S—UPDOWHN: Line protocol on Interface Serialdys0/1, changed state to uap

MEDELLIN] {config—if) £int s0/1/70

MEDELLIN]L {config—if) £ip address 172Z2.Z23.&6.3 Z55.Z55.2Z55.252
MEDELLINI {config—if) #clock rate 4000000

MEDELLIN] {config—if) #no shutdown

SLINE-S—CHANCED: Interface Serizald/ 1,0, changed state to down
MEDELLIN] {(config—if) #int s0/171

MEDELLIN] {config—if) #ip address 172.25.&6.123 Z55.2Z55.255_2Z52
MEDELLIN] {config—if) #clock rat}a 4000000

MEDELLINI] {config—if) #no shutdown

FLINE-S—CHANGEED: Interface Serialds1,1, changed state to down
MEDELLIN] iconfig—if) £

MEDELLIN] (config—if) #no ip domain—lookup

MEDELLIN] iconfig) #service password-encryption

MEDELLIN] (config) fenable secret class

MEDELLIN] (config) #banner motd %Ssistema protegido$

MEDELLIN] {config) #ine consocle O

2 Inwvelid input detected at markex .
MEDELLINL {(config) £line console 0O
MEDELLINI {config—line) fpasswozd cisco
MEDELLINI {config—line) #login

MEDELLINI {config—line)$#line wty O 15
MEDELLINI {config—line) fpasswozd cisco
MEDELLINI {config—line)flogin

MEDELLINI {config—line) £

Router>enable
Router#config terminal
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Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname MEDELLIN2
MEDELLINZ2(config)#int s0/0/0

MEDELLIN2(config-if)#ip address 172.29.6.2 255.255.255.252
MEDELLINZ2(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
MEDELLIN2(config-if)#int s0/0/1

MEDELLIN2(config-if)#ip address 172.29.6.5 255.255.255.252
MEDELLIN2(config-if)#clock rate 4000000

This command applies only to DCE interfaces
MEDELLIN2(config-if)#no shutdown

MEDELLIN2(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up

MEDELLIN2(config-if)#int g0/0
MEDELLIN2(config-if)#ip address 172.29.4.1 255.255.255.128
MEDELLIN2(config-if)#no shutdown

MEDELLIN2(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0, changed state to
up

MEDELLIN2(config-if)#no ip domain-lookup
MEDELLIN2(config)#service password-encryption
MEDELLINZ2(config)#enable secret class
MEDELLIN2(config)#banner motd %sistema protegido%
MEDELLIN2(config)#line console 0
MEDELLIN2(config-line)#password cisco
MEDELLIN2(config-line)#login
MEDELLIN2(config-line)#line vty 0 15
MEDELLIN2(config-line)#password cisco
MEDELLINZ2(config-line)#login
MEDELLIN2(config-line)#
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Physical Config CLI

I10S Command Line Interface
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Routerrenzble

Bouterfconfig terminal

Enter configuration commands, one per line.
Router (config) #hostname MEDELLINZ

MEDELLINZ (config) #int s0/0/0

MEDELLINZ (config-if) #ip address 172.23.6.2 255.255.255.252
MEDELLINZ (config-if) #no shutdown

End with CNIL/Z.

&LINE-S5-CHRANGED: Interface Seriz=lds 0,0,
MEDELLINZ (config-if) §int s0/0/1
MEDELLINZ (config-if) #ip address 172_29.6.5 255_2Z55_255_252
MEDELLIMNZ (config-if) §clock rate 4000000

This command zpplies only to DCE interfaces

MEDELLINZ (config-if) #no shutdown

changed state to down

MEDELLINZ (config-if) g
SLINE-S5—CHRNGED: Interface Serialds0/1, changed state to up
&LINEPROTO-5-UPDOWN: Line protocol om Interface Seriald 0,71,

MEDELLINZ (config-if)&int gl/0
MEDELLIMNZ (config-if) §ip address 172_.253_.4.1 Z2Z55_2Z55_255.1258
MEDELLINZ (config-if) #no shutdown

MEDELLINZ (config-if)

SLINE-5-CHANGCED: Interface GigabitEthernet0/0, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol om Interface GFigakitEthernetds0,

changed state to up

changed state to up

MEDELLINZ {
MEDELLINZ {
MEDELLINZ {
MEDELLINZ {
MEDELLINZ {
MEDELLINZ {
MEDELLIMNZ {
MEDELLINZ {
MEDELLINZ {
MEDELLINZ {
MEDELLINZ {

config-if) fno ip domain-lockup
config) §service passwcrd—encrypticd
config) fensble secret class

config) fbanner motd %sistema protegido%
config) §line console 0O

config-line) fpassword cisco
config-line) flogin

config-line) #line wty 0 15
config-line) fpassword cisco
config-line) flogin

config-line)

Router>enable

Router#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname MED

Router(config)#hostname MEDELLIN3
MEDELLIN3(config)#int s0/0/0

MEDELLIN3(config-if)#ip address 172.29.6.10 255.255.255.252
MEDELLIN3(config-if)#no shutdown

MEDELLIN3(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

MEDELLIN3(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

MEDELLIN3(config-if)#int s0/0/1
MEDELLIN3(config-if)#ip address 172.29.6.14 255.255.255.252
MEDELLIN3(config-if)#no shutdown
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MEDELLIN3(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

MEDELLIN3(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up

MEDELLIN3(config-if)#int s0/1/0
MEDELLIN3(config-if)#ip address 172.29.6.6 255.255.255.252
MEDELLIN3(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
MEDELLIN3(config-if)#int g0/0

MEDELLIN3(config-if)#ip address 172.29.4.129 255.255.255.128
MEDELLIN3(config-if)#no shutdown

MEDELLIN3(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0, changed state to
up

MEDELLIN3(config-if)#no ip domain-lookup
MEDELLIN3(config)#service password-encryption
MEDELLIN3(config)#enable secret class
MEDELLIN3(config)#banner motd %sistema protegido%
MEDELLIN3(config)#line console O
MEDELLIN3(config-line)#password cisco
MEDELLIN3(config-line)#login
MEDELLIN3(config-line)#line vty 0 15
MEDELLIN3(config-line)#password cisco
MEDELLIN3(config-line)#login
MEDELLIN3(config-line)#
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Physical Config CLI

105 Command Line Interface

SLINE-S5—CHREMGCED: Interface Seriall/0/0, changed state to up

MEDELLINSZ (config-if) §
SLINEPROTO-5-UFDOWN: Line protocol on Interface Seriald/0,/0, changed state to up

MEDELLINSZ (config-if)#int =s0/0/1
MEDELLINZ (config-if) #ip address 17Z.25_.&6.14 2Z55_255.255.2Z5Z2
MEDELLINS (config-if) #no shutdown

MEDELLINS (config-if)§
2LINE-5-CHRNEED: Interface Serizl0/ /071, changed state to up

MEDELLINS (config-if) £
SLINEFROTO-5-UPDOWN: Line protocol on Interface Serialds 041, changed state to up

MEDELLINS (config-if)#int =30/1/0
MEDELLINS (config-if)#ip address 172Z2.Z25.6.8 Z55.2Z55_2Z55_252
MEDELLINS (config-if) fnoc shutdown

2LINE-5-CHRNEED: Interface Serizl0/ /170, changed state to down
MEDELLINS (config-if)#int g0/0

MEDELLINS (config-if) #ip address 172.25_4.125% Z55.255.255.128
MEDELLINS (config—if) #no shutdown

MEDELLINSZ (config-if) §
SLINE-S5-CHREMEED: Interface GigabitEthernetd/0, changed state to up

SLINEFROTO-5-UPDOWN: Line protocol on Interface GigebkitEthernetd/s0, changed state to up

MEDELLINSZ (config-if) #noc ip domain-loockup
MEDELLINS (config) #service password-encryption
MEDELLINSZ (config) #enable secret class
MEDELLINS (config) #banner motd %sistema protegido%
MEDELLINS (config) #line console

MEDELLINS (config-line) §password cisco
MEDELLINSZ (config-line) #login

MEDELLINS (config-line) #line wty O 15
MEDELLINS (config-line) password cisco
MEDELLINS (config-line) #login

MEDELLINS (config-linel £

Router>ENABLE

Router#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOGOTA1

BOGOTAL(config)#int s0/0/0

BOGOTAL(config-if)#ip address 209.17.220.6 255.255.255.252
BOGOTAL(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
BOGOTAL(config-if)#int s0/0/1

BOGOTAL(config-if)#ip address 172.29.3.9 255.255.255.252
BOGOTAI1(config-if)#clock rate 4000000

This command applies only to DCE interfaces
BOGOTAL(config-if)#no shutdown

BOGOTAL(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

BOGOTAL(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up
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BOGOTAL(config-if)#int s0/1/0

BOGOTAIL(config-if)#ip address 172.29.3.1 255.255.255.252
BOGOTAI1(config-if)#clock rate 4000000
BOGOTAL(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
BOGOTAIL(config-if)#int sO/1/1

BOGOTAL(config-if)#ip address 172.29.3.5 255.255.255.252
BOGOTAI1(config-if)#clock rate 4000000
BOGOTAL(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
BOGOTAIL(config-if)#no ip domain-lookup
BOGOTAL(config)#service password-encryption
BOGOTAL(config)#enable secret class
BOGOTAL(config)#banner motd %sistema protegido%
BOGOTAL(config)#line console 0
BOGOTAL(config-line)#password cisco
BOGOTAIL(config-line)#login
BOGOTAL(config-line)#line vty 0 15
BOGOTAIL(config-line)#password cisco
BOGOTAL(config-line)#login
BOGOTAIL(config-line)#

Physical Config CLI

I0S Command Line Interface

Router>ENARLE

Routergconfig terminal

Enter configursation commands, one per line. End with CNTL/Z.
Router (config) fhostname BOGOTRL

BOGOTR] (config) #int s0/0/0

BOGOTARL (config-4if) #ip address Z03.17.220.6 Z55.255.Z55.252
BOGOTAL (config-if) #nco shutdown

%LINK-S5—CHANGED: Interface Serial0/0/0, changed state to down
BOGOTRL (config-if) #int s0/0/1

BOGOTRAL (config-if) #ip address 172.25.3.9% 255.255.255.252
BOGOTRL (config-if) #clock rate 4000000

This command spplies only to DCE interfaces

BOGOTRAL (config-if) énoc shutdown

BOGOTAR] (config-if) §
FLINE-S5—CHANEED: Interface Serialds0s1, changed state to up

BOGOTARL (config-if) §
SFLINEFROTO-S5-UPDOWN: Line protococl on Interface Seriallds0/1, changed state to up

BOGOTAL (config—-if) #int s0/1/0

BOGEOTARL (config-if) #ip address 172.23.3.1 2Z55.255.2Z55.252
BOGOTRL (config-if) #clock rate 4000000

BOGOTAL (config-if) #no shutdown

SLINE-S5—CHANCED: Interface Serizld/s1s0, changed state to down
BOGOTAL (config-if) #int s0/1/1

BOGEOTAL (config— V#ip address 17Z2.Z23.3.5 Z55.255.Z55.252
BOGOTRL (config-if) #clock rate 4000000

BOGOTAL (config-if) #no shutdown

2LINK-S—CHANGCED: Interface Serial0s1/1, changed state to down
BOGOTRL (config-if) #no ip domain-lookup

BOGOTRL (config) #service password-encryption

BOGOTRL (config) #enable secret class

BOGOTRI (config) #banner motd %sistema protegido®

BOGOTR] (config) £#line console O

BOCOTRL (config-line) fpassword cisce

= Too s = s N
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Router>enable

Router#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOGOTA2

BOGOTAZ2(config)#int s0/0/0

BOGOTAZ2(config-if)#ip address 172.29.3.10 255.255.255.252
BOGOTAZ2(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
BOGOTAZ2(config-if)#int s0/0/1

BOGOTAZ2(config-if)#ip address 172.29.3.13 255.255.255.252
BOGOTAZ2(config-if)#clock rate 4000000

This command applies only to DCE interfaces
BOGOTAZ2(config-if)#no shutdown

BOGOTAZ2(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up

BOGOTAZ2(config-if)#int s0/0/1

BOGOTAZ2(config-if)#ip address 172.29.3.5 255.255.255.252
BOGOTAZ2(config-if)#clock rate 4000000

This command applies only to DCE interfaces
BOGOTAZ2(config-if)#no shutdown

BOGOTAZ2(config-if)#int g0/0
BOGOTAZ2(config-if)#ip address 172.29.1.1 255.255.255.0
BOGOTAZ2(config-if)#no shutdown

BOGOTAZ2(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up




UN UPiversidad%\lacional
Ablerta y a Distancia
UNIVERSIDAD NACIONAL ABIERTA Y A DISTANCIA - UNAD fet
ESCUELA DE CIENCIAS BASICAS, TECNOLOGIA E INGENIERIA
DIPLOMADO DE PROFUNDIZACION CISCO
| & BOGOTAZ = | =

| Physical Config | CLI |

I0S Command Line Interface

BOGOTAZ (config—ifi#int sO0s 1,0
BOEOTRZ (config—1if) #ip address 17Z2.23.3.12 Z55.255.255.25:2
Bad mask /30 for address 172_.25_.3.12

BOCOTAZ (config-if)#ip address 17Z.Z29_3 .4 Z55_Z55_Z55_Z5Z
Bad mask /30 for address 172Z2_235_.3.4
BOGOTAZ (config-if) #ip address 17Z.23.3.8 Z255.255.255.252
Bad mask /320 for address 172_.25_32.8
BOCOTAZ (config-if)#ip address 17Z.Z29_3.5 Z55_Z55_Z55_Z5Z

BOGOTAZ (config—if)#clock rate 4000000
This command applies only to DCE interfaces
BOGEOTAZ (config—if) #no shutdown

BOGOTAZ (config—if£) £
SLINE-S5—CHANGEED: Interface Serialld/ 1,0, changed state to up

SLINEPFROTO-S—UFDOWN : Line protocol on Interface Serialds 10, changed state to up

BOGOTAZ (config—if) #no ip domain-lookup
BOGOTAZ (config) #service password-encryption
BOGEOTAZ (config) fenable secret class
BOGOTAZ (config) fbanner motd %sistema protegido%
BOGOTAZ (config) #line conscle 0O

BOGOTAZ (config-line) fpasaword cisco

BOGOTAZ (config—line) Elogin

BOEOTAZ (config—line) §line wty 0O 15

BOGOTAZ (config—line) gpassword cisco

BOGOTAZ (config—line) Elogin

BOGOTAZ (config—-line) &

BOEOTAZ (config—line) §

BOGOTA3
User Access Verification
Password:

BOGOTAS3>enable

Password:

BOGOTAS3#config t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTAS3(config)#hostname BOGOTAS3
BOGOTAS3(config)#int s0/0/0

BOGOTAS3(config-if)#ip address 172.29.3.2 255.255.255.252
BOGOTAS3(config-if)#no shutdown

BOGOTAS3(config-if)#int s0/0/1

BOGOTAS3(config-if)#ip address 172.29.3.6 255.255.255.252
BOGOTA3(config-if)#no shutdown

BOGOTAS3(config-if)#int s0/1/0

BOGOTAS3(config-if)#ip address 172.29.3.14 255.255.255.252
BOGOTAS3(config-if)#no shutdown

BOGOTA3(config-if)#int g0/0

BOGOTAS3(config-if)#ip address 172.29.0.1 255.255.255.0
BOGOTA3(config-if)#no shutdown

BOGOTA3(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up



Universidad Nacional
Ablerta y a Distancia
L

UNIVERSIDAD NACIONAL ABIERTA Y A DISTANCIA - UNAD ""' fet

ESCUELA DE CIENCIAS BASICAS, TECNOLOGIA E INGENIERIA
DIPLOMADO DE PROFUNDIZACION CISCO

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0, changed state to
up

BOGOTA3#
%SYS-5-CONFIG_I: Configured from console by console

Phwysical Config CLI

I0S Command Line Interface

BOGOTA3S>enable

Dasgword:

BOGOTASEconfig t©

Enter configuration commands, one per line. End with CHNILSZ.
BOECTAS (config) #Fhostname BOGOTRS

BOCOTAS (config) #30,7,050

% Imvalid input detected at "' marker.

BOCOTAS (config) #int s0/050

BOGOTAS (config—ifl #ip address 172 29 _ 3 _ 2 Z55_Z55_Z55 _Z5Z
BOGOTAS (config—1if) #no shutdown

BOGOTAS (config—if) £int s0/,0/1

BOGOTAS (config—if) #ip address 172.23.3.6 Z55.Z55.255.252
BOCOTAS (config—if) #no shutdown

BOEOTAS (config—if) &int s0/s1/0

BOCOTAS (config—1if) f#ip address 172.23.3.14 Z55.255.2Z55.252
BOGOTAS (config—if) #no shutdown

BOCOTAS (config—i£) #int gO/0

BOCOTAS (config—-if) #ip address 172.293_.0.1 Z55_.Z55.2Z55.0
BOGOTAS (config—1if) #no shutdown

BOCOTAS (config—4if) £
FLINE-5—CHRMNEED: Interface GigabitEthernetl0s0, changed state to up

$LINEPROTO—S—UFDCWN: Line protocol on Interface SigabitEthernet0s0, changed state
to up

Parte 1: Configuracién del enrutamiento
a. Configurar el enrutamiento en la red usando el protocolo RIP version 2, declare la red
principal, desactive la sumarizacién automética.

MEDELLIN1>enable

Password:

MEDELLIN1#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLINZ1(config)#router rip
MEDELLINZ1(config-router)#version 2
MEDELLINZ1(config-router)#no auto-summary
MEDELLIN1(config-router)#do show ip route connected
C 172.29.6.0/30 is directly connected, Serial0/0/1

C 172.29.6.8/30 is directly connected, Serial0/1/0

C 172.29.6.12/30 is directly connected, Serial0/1/1

C 209.17.220.0/30 is directly connected, Serial0/0/0
MEDELLINZ1(config-router)#network 172.29.6.0
MEDELLIN1(config-router)#network 172.29.6.8
MEDELLINZ1(config-router)#network 172.29.6.12
MEDELLIN1(config-router)#passive-interface s0/0/0
MEDELLINZ1(config-router)#
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7

& MEDELLIN1

‘ Physical | Config ‘ CLI |

I0S Command Line Interface

Sistema protegido
User Access Verification
Password:

MEDELLINl»enabkle

Password:

[l HEDELLINl1fconfig terminal

Enter configuration commands, one per line. End with CHNTL/Z.
MEDELLIN] {config) frouter rip

i MEDELLIN] {config-router) fversion 2

MEDELLIN] {config-router) fno suto—-summsry

MEDELLIN] {config-router) #do show ip route connected

C 172.2%.6.0/30 1is directly connected, Seri=lds 0/1
c 172_29_6_8/30 is directly connected, Seriald/ 170
c 172.2%.6.12/30 is directly connected, Serizl0s1/1
C 209.17_.220.0/30 1is directly connected, Seriz=l0,s0/0
MEDELLIN] {config-router) gnetwork 172_29_.5.0

MEDELLIN] {config-router) gnetwork 17Z2_29_.6.8

MEDELLIN] {config-router) fnetwork 172.23.6.12

HMEDELLIN] {config-router) §passive-interface s0,/0/0
MEDELLIN] {config-router) §

MEDELLIN2>enable

Password:

MEDELLIN2#conf t

Enter configuration commands, one per line. End with CNTL/Z.

MEDELLIN2(config)#router rip

MEDELLINZ2(config-router)#version 2

MEDELLIN2(config-router)#no auto-summary

MEDELLIN2(config-router)#do show ip route connected

C 172.29.4.0/25 is directly connected, GigabitEthernet0/0

C 172.29.6.0/30 is directly connected, Serial0/0/0

C 172.29.6.4/30 is directly connected, Serial0/0/1
MEDELLIN2(config-router)#
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& MEDELLINZ

| Physical Config | CLI |

I0S Command Line Interface

S§LIMEPRCOTO-5-UPDOWN: Line protoccocl on Interface Serialds 071, char

SLINEFROTCO-5-UPDOWN: Line protocol on Interface Serialds 070, char

SLINEPROTO-S5-UPDOWN: Line protocol on Interface Serialdy 0,1, char
sistema protegido

User Rccess Verification
Password:

MEDELLINZ>enabkle

Password:

MEDELLINZgconf t©

Enter configuration commands, one per line. End hith CHTILSZ .
MEDELLINZ {config) #router rip

MEDELLINZ (config-router) gversion Z

MEDELLINZ (config-—router) fno auto—summary

MEDELLINZ (config-router) #do show ip route connected

[ 172.25.4_.0/725 is directly connected, GigabitEthernetds0
L o 172 _Z9_.&_0730 is directly connected, Seri=ald/ 0,70

[ 172 .29 _&8_.4/,30 is directly connected, Serialdys0s1
MEDELLINZ (config-router) §

MEDELLIN3>en

Password:

MEDELLIN3#configure t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN3(config)#router rip
MEDELLIN3(config-router)#version 2
MEDELLIN3(config-router)#no auto-summary
MEDELLIN3(config-router)#do show ip route connected

C 172.29.4.128/25 is directly connected, GigabitEthernet0/0
C 172.29.6.4/30 is directly connected, Serial0/1/0

C 172.29.6.8/30 is directly connected, Serial0/0/0

C 172.29.6.12/30 is directly connected, Serial0/0/1
MEDELLIN3(config-router)#network 172.29.4.128
MEDELLIN3(config-router)#network 172.29.6.4
MEDELLIN3(config-router)#network 172.29.6.8
MEDELLIN3(config-router)#network 172.29.6.12
MEDELLIN3(config-router)#passive-interface g0/0
MEDELLIN3(config-router)#
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& MEDELLING

| Physical Config | CLI |

I0S Command Line Interface

User Rococess Verification
Pagsgword:

MEDELLINS>an

Password:

MEDELLINSfconfigure t

Enter configuration commands, one per line. End with CHIL/SZ.
MEDELLINS {config) #router rip

MEDELLINS (config-router) §version 2

MEDELLINZ (config-router) fno auto—Summary

MEDELLINS (config-router) §do show ip route connected

c 17Z_.253_4_1ZB/25 ig directly connected, GigabitEthermet0s0
c 172 _.29_.&6_.4,/30 is directly connected, Serial0s 1,0
C 172 _.29_8_.8/,30 is directly connected, Serial0s 0,0

[ 172 .29 _&.12/730 is directly connected, Seri=l0/s0/1
MEDELLINS (config-router) fnetwork 172_25_4_128

MEDELLINS (config-router) fnetwork 17Z_Z3_&6._4

MEDELLIN3 {config-—router) gnetwork 172_259_&.8

MEDELLINZ (config-router) fnetwork 17Z2_Z9%_&_.12

MEDELLINZ (config-router) fpassive—interface g0s0
MEDELLINSG (config-—router) §

BOGOTA1>enable

Password:

BOGOTAL#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTAIL(config)#router rip
BOGOTAL(config-router)#version 2
BOGOTAI1(config-router)#no auto-summary
BOGOTAL(config-router)#do show ip route connected
C 172.29.3.0/30 is directly connected, Serial0/1/0

C 172.29.3.4/30 is directly connected, Serial0/1/1

C 172.29.3.8/30 is directly connected, Serial0/0/1

C 209.17.220.4/30 is directly connected, Serial0/0/0
BOGOTAI(config-router)#network 172.29.3.0
BOGOTAL(config-router)#network 172.29.3.4
BOGOTAI1(config-router)#network 172.29.3.8
BOGOTAL(config-router)#passive-interface s0/0/0
BOGOTAI1(config-router)#
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& BOGOTAL

| Physical I Config CLI |

I0S Command Line Interface

sistema protegido
User RAocoess VWerification
Password:

BOEOTAl »enakble

Password:

BOEOTRl f#conf t©

Enter configuration commands, one per line. End with CHMTL/SZ.
o BOCOTR] (config) frouter rip

BOCOTAL (config-router) fversion 2

BOGOTRL (config—router) fno auto—summary

BOZOTRL (config—router) #do show ip route connected
17Z_.29_3_0/30 is directly connected, Serialdys1s 0
172 _.29_3_4/,30 is directly connected, Seriald/s 1,1
17Z_29_3_8/30 is directly connected, Serial0s 0 1
Z05_17_.Z2ZZ0_4,730 is directly connected, Seriald/ 0,0
BOEOTR]L (config—router) gnetwork 17Z2_Z5_3_0

BOZOTRL (config—router) fnetwork 1T7Z2.Z253_.3.4

BOZOTRL (config—router) #network 1T7Z2.23_.32.8

BOEOTAIL (config—router) #passive—interface 307050

BOGOTAR]L (config-—router) £

nnon

BOGOTA2>en

Password:

BOGOTAZ2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTAZ2(config)#router rip
BOGOTAZ2(config-router)#version 2
BOGOTAZ2(config-router)#no auto-summary
BOGOTAZ2(config-router)#do show ip route connected

C 172.29.1.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.4/30 is directly connected, Serial0/1/0

C 172.29.3.8/30 is directly connected, Serial0/0/0

C 172.29.3.12/30 is directly connected, Serial0/0/1
BOGOTAZ2(config-router)#network 172.29.1.0
BOGOTAZ2(config-router)#network 172.29.3.8
BOGOTAZ2(config-router)#network 172.29.3.12
BOGOTAZ2(config-router)#passive-interface g0/0
BOGOTAZ2(config-router)#



Universidad Nacional
Ablerta y a Distancia

UNIVERSIDAD NACIONAL ABIERTA Y A DISTANCIA - UNAD ""' fet

ESCUELA DE CIENCIAS BASICAS, TECNOLOGIA E INGENIERIA
DIPLOMADO DE PROFUNDIZACION CISCO

& BOGOTAZ

| Physical I Config | CLI |

I0S Command Line Interface

sistema protegido
User Rhooess Verification
Password:

BOEOTAZ »en

Password:

BOEOTAZfconE t©

Enter configuration commands, one per line. End with CHTL/SZE.
BOGOTAZ (config) #router rip

BOEOTAZ (config—router) gversion 2

BOZOTAZ (config—router) fno auto—sSsummary

BOEOTAZ (config—router) fdo show ip route connected

[od 17Z_Z5_1_0724 is directly connected, GigabitEthernet0s0
c 172 _.29_3_4/30 is directly connected, Serialdy ;1,0
c 172 .29 _3_8/730 is directly comnnected, Serialoys0Ff 0
[ 172 .29 _2_.12/720 is directly connected, Serial0 0,1

BOEOTAZ (config—router) fnetwork 172_Z25_.1_0
BOGOTAZ (config-—router) fnetwork 172 _25_3_8
BOGOTAZ (config-—router) #network 172 .23 _3_12
BOGOTREZ (config-router) fpassive—interface gls0
BOCGOTAZ (config-—router) §

BOGOTA3>en

Password:

BOGOTASH#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTAS3(config)#router rip
BOGOTAS3(config-router)#version 2
BOGOTAS3(config-router)#no auto-summary
BOGOTAS3(config-router)#do show ip route connected

C 172.29.0.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.0/30 is directly connected, Serial0/0/0

C 172.29.3.4/30 is directly connected, Serial0/0/1
BOGOTAZ3(config-router)#network 172.29.0.0
BOGOTAS3(config-router)#network 172.29.3.0
BOGOTAS3(config-router)#network 172.29.3.4
BOGOTAS3(config-router)#network 172.29.3.12
BOGOTAS3(config-router)#passive-interface g0/0
BOGOTAS3(config-router)#
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& BOGOTAZ

| Physical Config | CLI |

I0S Command Line Interface

Fistema protegido
User Access Verification
Pasaword:

BOEOTAS>en

Password:

BOGOTRZfcont t

Enter configuration commands, one per line. End with CHIL/Z.
BOCOTRS (config) $router rip

BOEOTAS (config-—router) gversion Z

BOEOTAS (config-—router) #fno auto—summary

BOEOTAZ (config—router) #do show ip route connected

Lo 172 .25_0_.0/524 is directly connected, GigabitEthernetDKﬂ
< 17Z_Z25_3_0/530 is directly connected, Seriald/ 0,0

Lo 17Z_Z29_32_4/730 is directly connected, Serialds 071
BOEOTAS (config-—router) #network 172.253.0.0

BOEOTAS (config-—router) fnetwork 17Z2.23.3.0

BOEOTAS (config—router) fnetwork 17Z_.Z3_.32.4

BOEOTAS (config—router) #network 172 _Z5_3_12Z2

BOEOTAS (config-—router) §passive—interface g0/s0

BOGOTAS (config—router) £

b. Los routers Bogotal y Medellin deberan afiadir a su configuraciéon de enrutamiento una
ruta por defecto hacia el ISP y, a su vez, redistribuirla dentro de las publicaciones de RIP.

Configuracion de enrutamiento

MEDELLIN1>en

Password:

MEDELLIN1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLINZ1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.1
MEDELLINZ1(config)#router rip
MEDELLIN1(config-router)#default-information originate
MEDELLINZ1(config-router)#

BOGOTA1>en

Password:

BOGOTAL#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTAL(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.5
BOGOTAL(config)#router rip
BOGOTAL(config-router)#default-information originate
BOGOTAL(config-router)#

BOGOTAL#

c. El router ISP debera tener una ruta estatica dirigida hacia cada red interna de Bogota y
Medellin para el caso se sumarizan las subredes de cada uno a /22.
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Para comprobar las rutas estaticas dirigidas, en el router ISP, colocamos el comando

#show ip route, donde se muestra
& 5P P — — - - o

| Phymcall Config | CLIl

I0S Command Line Interface

User RAccess Verification
Password:

ISD>en
Password:
ISP#show ip route
Codes: L — local, © — connected, S — static, B — RIP, M — mobile, B — BGED
D - EIGRP, EX — EIGRP external, O — OSPF, IA — OSPF inter area
N1 - OSPF WNSSA external type 1, N2 — OSDF NSSA external type 2
E1 — OSPF external type 1, EZ — OSPF external type Z, E — EGP
i IS-IS, L1 - IS-IS lewel-1l, L2z — I5—IS lewel-2, ia — I5S5—IS inter area

candidate defsult, U - per—user static zoute, o — ODR

-
=] pericdic downloaded static route

Gateway of last rescrt is not set

209.17.220.0/24 is wariably subnetted, 4 subnets, 2 masks
Z05._.17. -0/30 is directly connected, Serialld/ 0,70
2Z09_17.
Z05._.17.
ZOos_17_

.1/32 is directly connected, Serialos0s0
-4/30 is directly connected, Serial0/0/1
_5/32 is directly connected, Serialdso/1

aHn

I
IsoE

Demostrando la conexién entre ISP y las dos ciudades.
Para poder llegar a las redes internas de cada una de las ciudades es necesario crear rutas
estaticas para que el IPS pueda llegar a estas redes.

Parte 2: Tabla de Enrutamiento.

a. Verificar la tabla de enrutamiento en cada uno de los routers para comprobar las redes y
sus rutas.
TABLA DE ENRUTAMIENTO
BOGOTA

172.29.00/2417229 0 0 0 0 0 O 0O O O©0 0 O O O O O O
172.29.1.0/2417229 0 0 0 0 0 0 0O 1 0 0 O O O O O O
172.29.3.12/317229 0 0 0 0 0 0 1 1 0 0 O 0 1 1 0 O
172.29.3.8/2017229 0 0 0 0 0 0 1 1 0 0 O O 1 0 O O
172.29.3.0/3017229 0 0 0 0 0 0O 1 1 ©0 0 O O O O O O
172.29.34/3017229 0 0 0 0 0 0 1 1 0 0 O 0O O 1 0 O
172.29.00/22117229 0 0 0 0 0§ O 0 0O 0 0O O O O O O O
MEDELLIN
172.29.40/2517229 0 0 0 0 0 1 0 O 0 0 O O O O O O
172.29.4128/172 29 0 0 0 0 0 1 0 O 1 0 O O O O O O
172296430172 29 0 0 ¢ 0 0 1 1 0 0 0 0 0 O 1 0 O
172.29.6.8/3017229 0 0 0 0 0 1 1 0 0 0 O 0O 1 0 O O
172.29.612/317229 0 0 0 0 0 1 1 0O ©0 0 0 0 1 1 0 O
172.2960/2017229 0 0 ¢ 0 0 1 1 0O ©0 0 O O O O O O
172.29.40/22/17229 0 0 0 0 0 1 1 0 0 0 O O O O O O
Se configura el ISP de acuerdo a la sumarizacion de las IP y las mascaras:
ISP>en
Password:

ISP#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#ip route 172.29.4.0 255.255.252.0 209.17.220.2
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ISP(config)#ip route 172.29.0.0 255.255.252.0 209.17.220.6
ISP(config)#

b. Verificar el balanceo de carga que presentan los routers.

Se realiza PING a cada uno de los routers de la red, para verificar su cominicacion:

Physical Config CLI

I0S Command Line Interface

MEDELLINl#ping 17Z_.2Z5.&8.4

Type escape sSequence to abort._
Sending 5, 100-kbyte ICHMPF Echos to 17Z.Z23.6.4, timeocut is Z seconds:

Success rate is 100 percent (575), round-—-trip min/favg/max = 1/Z2/7 ms
MEDELLIMNlEping 172 _2Z23_&6_14

Type escape sSeguence to abortc.
Sending 5, 100-byte ICHMP Echos to 17Z2_Z23_&6.14, timeout is Z seconds:

Success rate is 100 percent (5/5), round-—trip minfavgs/max = 1/53/3 ms

MEDELLINI1
MEDELLINL1#
MEDELLINl#ping 17Z_.Z25.&8.6

Type escape sSequence to abort._
Sending 5, 100-byte ICHMPF Echos to 17Z.Z23.6.8, timeocut is Z seconds:

Success rate is 100 percent (5/5), round—-trip minfavg/max = 1,/6/17 ms

c. Obseérvese en los routers Bogotal y Medellinl cierta similitud por su ubicacion, por
tener dos enlaces de conexién hacia otro router y por la ruta por defecto que manejan.

Las dos subredes son similares por tal motivo tienen una igualdad de carga de equipos
y routers.

d. Los routers Medellin2 y Bogota2 también presentan redes conectadas directamente y
recibidas mediante RIP.

Se observa el balanceo de redes que hay en las dos ciudades:
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Physical Config CLI

I0S Command Line Interface

FPasswoxrd:

MEDELLINZ>en
Password:
MEDELLINZ#show ip route

Codes: L — loesl, © - connected, S5 — static, R - RIF, M — mcbile, B — EBGE
D - EIGRE, EX - EIGRP external, O — ©OSPF, IA — OSEF inter area
M1 - OSPF NMSSA external type 1, WNZ — OSEF NSSA external type 2
E1 — OSPF external type 1, EZ — OSPF external type 2, E — EGE
i — IS-IS, L1 — IS-IS level-1, LZ — IS—IS level-2, ia — IS-IS inter area
* - candidate defsulc, U - per-user static rouse, o — ODR
P - pericdic downloaded static route

Gateway of last rescrt is not set

172_.29.0.0/16 is wariably subnetted, & subnets, 3 masks

c 172_.29.4_0/25 is directly connected, GigabitEthernet0s0
h 172.2%.4.1/32 is directly connected, CigabitEthernecds0
c 17 29.8.0/30 is directly connected, Serialds 0/s0

p 17 29.68.2/32 is directly connected, Serialds0s0

c 17 29.6.4/30 is directly connected, Seriald/ 0,1

p 17 29.6.5/32 is directly connected, Seriald/ 0,1
wEDETT. TNz £

Physical Config CLI

105 Command Line Interface

BOEOTAZ>en
Password:
BOGOTAZEshow ip route
Codes: L - local, © - connected, 5 - static, R - RIP, M - mokile, B - BGP
L - EIGRP, EX - EIGRP external, O — QS5PFF, IR - OSPF inter ares
H1l - OSPF NS5Z externzal type 1, HZ — OSPF NSSAR external type Z
El - OSPF external type 1, EZ - O5PF externzal type Z, E — EGP
i - I5-I5, L1l - I5-I5 level-1, LZ - I5-IS level-Z, ia - IS5-I5 inter area
* — candidate default, U - per-user static route, o — ODR
P - periodic downloaded static route

Gateway of last resort is not set

172.23.0.0/1%€ is wariesbly subnetted, 8 subnets, 3 masks
172.253.1.0/24 is directly connected, GigabitEthernetds 0
172.23.1.1/732 is directly connected, GigabitEthernet0/0
172.259.3.4/30 is directly connected, Serizl0s1/0
172.29_.32.5/32 iz directly connected, Serizlds1/0
172.29_.3_.8/30 is directly connected, Serizl0s0/0
172.253.3.10/32 is directly connected, Seri=l0s0/0
172.23.3.12/730 is directly connected, Seriallds0/1
172.29_.3.13/32 is directly connected, Serial0 0,1

T

e. El router ISP solo debe indicar sus rutas estaticas adicionales a las directamente
conectadas.

HForoEOHEnN

Se observan las rutas estaticas:

Physical Config CLI

I10S Command Line Interface

SLINEPROTO-5-UPDOWN: Line protocol on Interface Serialdys0/0, changed state to down
SLINEFROTO-5-UPDOWN: Line protocol on Interface Serialdys0/1, changed state to down
$LINEPROTO-5-UPDOWN: Line protocol on Interface Serialdys0/1, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface Serialds0/0, changed state to up
sistema protegido

User Access Werification
Password:

ISE>en

Password:

ISPfcont t©

Enter configuration commands, cone per line. End with CNTL/Z.
ISP (config)#
ISPiconfig) #ip route 17
ISPi{config) #ip route 17
ISP (config) g

Z03_17_.ZZ0.Z2

Z.Z3.4. 255
Z.Z23.0.0 Z55 Z03_17.220.8
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Parte 3: Deshabilitar la propagacion del protocolo RIP.
a. Para no propagar las publicaciones por interfaces que no lo requieran se debe
deshabilitar la propagacion del protocolo RIP, en la siguiente tabla se indican las
interfaces de cada router que no necesitan desactivacion.

ROUTER INTERFAZ

Bogotal SERIAL0/0/1; SERIALO/1/0;
SERIALO/1/1

Bogota2 SERIAL0/0/0; SERIALO/0/1

Bogota3 SERIAL0/0/0; SERIAL0/0/1;
SERIAL0O/1/0

Medellin1 SERIAL0/0/0; SERIALO/0/1;
SERIAL0/1/1

Medellin2 SERIAL0/0/0; SERIALO/0/1

Medellin3 SERIAL0/0/0; SERIALO/0/1;
SERIAL0/1/0

ISP No lo requiere

Estas son las interfaces que no se deben deshabilitar y que por tal motivo ya se realizé
al momento de la configuracion del RIP.

Parte 4: Verificacion del protocolo RIP.

a. Verificar y documentar las opciones de enrutamiento configuradas en los routers,
como el passive interface para la conexién hacia el ISP, la versiébn de RIP y las
interfaces que participan de la publicacion entre otros datos.

Ya se llevé acabo en la configuracion de RIP.

b. Verificar y documentar la base de datos de RIP de cada router, donde se informa de
manera detallada de todas las rutas hacia cada red.

Ya se llevé acabo en la configuracién de RIP.

Parte 5: Configurar encapsulamiento y autenticacién PPP.

a. Segun la topologia se requiere que el enlace Medellinl con ISP sea configurado con
autenticacion PAT.

MEDELLIN1>en

Password:

MEDELLIN1#username ISP password cisco
MEDELLIN1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLINZ1(config)#username ISP password cisco
MEDELLINZ1(config)#int s0/0/0
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MEDELLIN1(config-if)#encapsulation ppp
MEDELLINZ1(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to down

MEDELLINZ1(config-if)#ppp pap sent-username MEDELLIN1 password cisco
MEDELLIN1(config-if)#
MEDELLIN1#

ISP>en

Password:

ISP#en

ISP#conf t

Enter configuration commands, one per line. End with CNTL/Z.

ISP(config)#username MEDELLIN1 password cisco

ISP(config)#int s0/0/0

ISP(config-if)#encapsulation ppp

ISP(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to down

ISP(config-if)#ppp authentication pap
ISP(config-if)#ppp pap sent-username ISP password cisco
ISP(config-if)#

Se hace la verificacion en MEDELLIN1

Physical Config CLI

10S Command Line Interface

MEDELLINI (config-if) #ppp pap sent—username MEDELLIN1 passwor d cisco
MEDELLIN] (config-if)

MEDELLIN1§

%5Y¥YS5-5-CONFIG_I: Configured from conscle by consco le

MEDELLINl§ping Z03.17.220.1

Iype escape sSeguence to abort.
Sending 5, 100-byte ICMP Echos to Z083.17_.2Z20.1, timeout is Z seconds:

Success rate is 0 percen t (0/5)
MEDELLINl1§ping 17Z2_.Z5_6&6.6

Type escape sSeguence to sbort.

Sending 5, 100-byte ICMP Echos to 17Z2.29.6.&, timeout is Z seconds:
|||||

Success rate is 100 percent (5/5), round-trip min/avg/max = 1,410 ms

b. El enlace Bogotd1 con ISP se debe configurar con autenticacion CHAT.

ISP>enable
Password:
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ISP#username ISP password cisco

ISP#conf t

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#username ISP password cisco
ISP(config)#username BOGOTAL password cisco
ISP(config)#int s0/0/1

ISP(config-if)#encapsulation ppp

ISP(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to down
ISP(config-if)#ppp authentication chap

ISP(config-if)#

BOGOTA1>enable

Password:

BOGOTAL#config t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTAIL(config)#username ISP password cisco

BOGOTAL(config)#int s0/0/0

BOGOTAL(config-if)#encapsulation ppp

BOGOTAIL(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to down

BOGOTAL(config-if)#ppp authentication chap
BOGOTAIL(config-if)#

Parte 6: Configuracion de PAT.

a. En la topologia, si se activa NAT en cada equipo de salida (Bogotal y Medellin1), los
routers internos de una ciudad no podran llegar hasta los routers internos en el otro
extremo, s6lo existird comunicacion hasta los routers Bogota1, ISP y Medellin1.

MEDELLIN1>ena

Password:

MEDELLIN1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#p nat inside source list 1 interface s0/0/0 overload
% Ambiguous command: "'p nat inside source list 1 interface s0/0/0 overload "
MEDELLINZ1(config)#ip nat inside source list 1 interface s0/0/0 overload
MEDELLINZ1(config)#access-list 1 permit 172.29.4.0 0.0.3.255
MEDELLINZ1(config)#int s0/0/0

MEDELLINZ1(config-if)#ip nat outside

MEDELLIN1(config-if)#int s0/0/1

MEDELLINZ1(config-if)#ip nat inside

MEDELLIN1(config-if)#int s0/1/0
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MEDELLIN1(config-if)#ip nat inside
MEDELLINZ1(config-if)#int s0/1/1
MEDELLIN1(config-if)#ip nat inside
MEDELLINZ1(config-if)#

BOGOTA1>ena

Password:

BOGOTALl#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTAIL(config)#ip nat inside source list 1 interface s0/0/0 overload
BOGOTAL(config)#access-list 1 permit 172.29.0.0 0.0.3.255
BOGOTAL(config)#int s0/0/0

BOGOTAL(config-if)#ip nat outside

BOGOTAL(config-if)#int s0/0/1

BOGOTAL(config-if)#ip nat inside

BOGOTAL(config-if)#int s0/1/0

BOGOTAL(config-if)#ip nat inside

BOGOTAIL(config-if)#int sO/1/1

BOGOTAL(config-if)#ip nat inside

BOGOTAIL(config-if)#

Parte 7: Configuracion del servicio DHCP.

a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser el servidor
DHCP para ambas redes Lan.

MEDELLIN2>enable

Password:

MEDELLIN2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN2(config)#ip dhcp excluded-address 172.29.4.1 172.29.4.5
MEDELLIN2(config)#ip dhcp excluded-address 172.29.4.129 172.29.4.133
MEDELLIN2(config)#ip dhcp pool MEDELLIN2
MEDELLIN2(dhcp-config)#network 172.29.4.0 255.255.255.128
MEDELLIN2(dhcp-config)#default-router 172.29.4.1
MEDELLIN2(dhcp-config)#dns-server 8.8.8.8
MEDELLINZ2(dhcp-config)#exit

MEDELLIN2(config)#ip dhcp pool MEDELLIN3
MEDELLIN2(dhcp-config)#network 172.29.4.128 255.255.255.128
MEDELLIN2(dhcp-config)#default-router 172.29.4.129
MEDELLIN2(dhcp-config)#dns-server 8.8.8.8
MEDELLIN2(dhcp-config)#exit

MEDELLIN2(config)#
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MEDELLIN3>ena

Password:

MEDELLIN3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN3(config)#ip dhcp excluded-address 172.29.4.129 172.29.4.133
MEDELLIN3(config)#ip dhcp excluded-address 172.29.4.1 172.29.4.5
MEDELLIN3(config)#ip dhcp pool MEDELLIN3
MEDELLIN3(dhcp-config)#network 172.29.4.129 255.255.255.129
172.29.4.129 / 255.255.255.129 is an invalid network.
MEDELLIN3(dhcp-config)#network 172.29.4.129 255.255.255.127
172.29.4.1/ 255.255.255.127 is an invalid network.
MEDELLIN3(dhcp-config)#network 172.29.4.129 255.255.255.128
MEDELLIN3(dhcp-config)#default-router 172.29.4.1
MEDELLIN3(dhcp-config)#default-router 172.29.4.129
MEDELLIN3(dhcp-config)#dns-server 8.8.8.8
MEDELLIN3(dhcp-config)#EXIT

MEDELLIN3(config)#ip dhcp pool MEDELLIN2
MEDELLIN3(dhcp-config)#network 172.29.4.128 255.255.255.128
MEDELLIN3(dhcp-config)#default-router 172.29.4.1
MEDELLIN3(dhcp-config)#dns-server 8.8.8.8
MEDELLIN3(dhcp-config)#EXIT

MEDELLIN3(config)#

Configuracion de PC2 y PC3

Physical Config Desktop Custom Interface

IP Configuration

IP Configuration

(@) DHCP () Static DHCP request successful.
IP Address 172.29.4.6

Subnet Mask 255.255.255.128

Default Gateway 172.29.4.1

DMNS Server g.8.8.8

IPw6e Configuration
() DHCP () Auto Config (® Static
IPvE Address
Link Local Address FE80::201:C7FF:FECO:B5D5
IPvE Gateway

IPwE DMNS Server
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& pc3

Physical I Config | Desktop | Custom Interface |

IP Configuration
IP Configuration

@ DHCP Static DHCP request successful.
IP Address 172.29.4.134

Subnet Mask 255.255.255.128

Default Gateway 172.29.4.129

DMNS Server 8.8.8.8
IPve Configuration
DHCP Auto Config @ Static
IPve Address
Link Local Address FEB0::201:43FF:FESE:D2D8

IPvE Gateway

IPvE DMS Server

b. El router Medellin3 debera habilitar el paso de los mensajes broadcast hacia la IP del
router Medellin2.

MEDELLIN3>en

Password:

MEDELLIN3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN3(config)#int g0/0

MEDELLIN3(config-if)#ip helper-address 172.29.6.5
MEDELLIN3(config-if)#

c. Configurar la red Bogota2 y Bogota3 donde el router Medellin2 debe ser el servidor DHCP
para ambas redes Lan.

BOGOTAZ2>enable

Password:

BOGOTAZ2#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTAZ2(config)#ip dhcp excluded-address 172.29.1.1 172.29.1.5
BOGOTAZ2(config)#ip dhcp excluded-address 172.29.1.1 172.29.0.5
BOGOTAZ2(config)#ip dhcp pool BOGOTA2
BOGOTAZ2(dhcp-config)#network 172.29.1.0 255.255.255.0
BOGOTA2(dhcp-config)#default-router 172.29.1.1
BOGOTAZ2(dhcp-config)#dns-server 8.8.8.8
BOGOTA2(dhcp-config)#ip dhcp pool BOGOTA3
BOGOTAZ2(dhcp-config)#network 172.29.0.0 255.255.255.0
BOGOTAZ2(dhcp-config)#default-router 172.29.0.1
BOGOTAZ2(dhcp-config)#dns-server 8.8.8.8
BOGOTA2(dhcp-config)#

BOGOTA3>enable
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Password:

BOGOTAS3#config t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTAS3(config)#ip dhcp excluded-address 172.29.0.1 172.29.0.5
BOGOTAS3(config)#ip dhcp excluded-address 172.29.0.1 172.29.1.5
BOGOTAS3(config)#ip dhcp pool BOGOTA3
BOGOTAS3(dhcp-config)#network 172.29.0.0 255.255.255.0
BOGOTAS3(dhcp-config)#default-router 172.29.0.1
BOGOTAS3(dhcp-config)#dns-server 8.8.8.8
BOGOTAS3(dhcp-config)#ip dhcp pool BOGOTA2
BOGOTAS3(dhcp-config)#network 172.29.1.1 255.255.255.0
BOGOTAS3(dhcp-config)#default-router 172.29.1.1
BOGOTAS3(dhcp-config)#dns-server 8.8.8.8
BOGOTAS3(dhcp-config)#

& pco ol
e

Physical I Config | Desktop | Custom Interface |

IP Configuration

IP Configuration

@ DHCP T Static DHCP request successful.
IP Address 172.29.1.6

Subnet Mask 255.255.255.0

Default Gateway 172.29.1.1

DMS Server g.2.8.8

IPve Configuration
0 DHCP () Auto Config @ Static

IPvo Address

Link Local Address FE80::2D0:BAFF:FE4D:6A26
IPvE Gateway

IPvE DMNS Server

d. Configure el router Bogotal para que habilite el paso de los mensajes Broadcast hacia la
IP del router BogotaZ2.

BOGOTA1>enable

Password:

BOGOTAL#config t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTAL(config)#int g0/0

BOGOTAL(config-if)#ip helper-address 172.29.3.13
BOGOTAL(config-if)#
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Escenario 2

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Miami, Bogotd y Buenos Aires, en donde el estudiante sera el administrador de la red, el cual
debera configurar e interconectar entre si cada uno de los dispositivos que forman parte del
escenario, acorde con los lineamientos establecidos para el direccionamiento IP, protocolos
de enrutamiento y demas aspectos que forman parte de la topologia de red.

lntel’net VLAN Direccionamiento Nombre
30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo
209.165.200.230 200 192.168.200.0/24 Mantenimiento

172.31.21.0/30

S0/0

Lo4 192.168.4.0/24
LoS 192.168.5.0/24
Lo6 192.168.6.0/24

Buenos Aires

192.168.99.3
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pC 2 -

—
| =
R1 BOQGOTA ‘
R3 BUENOS AIRES

=" ¢
/

b
PCD

1. Configurar el direccionamiento IP acorde con la topologia de red para cada uno
de los dispositivos que forman parte del escenario

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup
Router(config)#hostname BOGOTA
BOGOTA(config)#enable secret class
BOGOTA(config)#line con 0
BOGOTA(config-line)#pass cisco
BOGOTA(config-line)#login
BOGOTA(config-line)#line vty 0 4
BOGOTA(config-line)#pass cisco
BOGOTA(config-line)#login
BOGOTA(config-line)#exit

BOGOTA(config)#service pass
BOGOTA(config)#service password-encryption
BOGOTA(config)#banner motd $Prohibido el Acceso! $
BOGOTA(config)#int s0/0/0
BOGOTA(config-if)#description Connection to MIAMI
BOGOTA(config-if)#ip add 172.16.12.1 255.255.255.252
BOGOTA(config-if)#clock rate 128000
BOGOTA(config-if)#no shut
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%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
BOGOTA(config-if)#

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup
Router(config)#hostname MIAMI
MIAMI(config)#enable secret class
MIAMI(config)#line con 0

MIAMI(config-line)#pass cisco
MIAMI(config-line)#login

MIAMI(config-line)#line vty 0 4
MIAMI(config-line)#pass cisco
MIAMI(config-line)#login

MIAMI(config-line)#exit

MIAMI(config)#service password-encryption
MIAMI(config)#banner motd $Prohibido el Acceso! $
MIAMI(config)#int s0/0/0

MIAMI(config-if)#descrip connection to BOGOTA
MIAMI(config-if)#no shut

MIAMI(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup

Router(config)#hostname BUENOS AIRES
Router(config)#hostname BUENOSAIRES
BUENOSAIRES(config)#enable secret class
BUENOSAIRES(config)#line con 0
BUENOSAIRES(config-line)#pass cisco
BUENOSAIRES(config-line)#login
BUENOSAIRES(config-line)#line vty 0 4
BUENOSAIRES(config-line)#pass cisco
BUENOSAIRES(config-line)#login
BUENOSAIRES(config-line)#exit
BUENOSAIRES(config)#service pass
BUENOSAIRES(config)#service password-encryption
BUENOSAIRES(config)#banner motd $Prohibido el Acceso! $
BUENOSAIRES(config)#int s0/0/1
BUENOSAIRES(config-if)#description Connection to MIAMI
BUENOSAIRES(config-if)#ip add 172.16.14.1 255.255.255.252
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BUENOSAIRES(config-if)#clock rate 128000
This command applies only to DCE interfaces
BUENOSAIRES(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
BUENOSAIRES(config-if)#

Desktop Custom Interface

Physical

Config

IP Configuration

IP Configuration

) DHCP (@ Static

IP Address 192.168.30.10
Subnet Mask 255.255.255.0
Default Gateway 192.168.30.1
DMNS Server 0.0.0.0

IPv6 Configuration
() DHCP () Auto Config (® Static

IPvE Address
Link Local Address FE80::230:A3FF:FE2E:5461

IPvG Gateway

IPv DMNS Server

Physical Config Desktop Custom Interface

IP Configuration

IP Configuration

) DHCP (® Static

IP Address 192.168.40.10
Subnet Mask 255.255.255.0
Default Gateway 192.168.40.1
DMNS Server 0.0.0.0

IPviE Configuration
) DHCP () Auto Config (@ Static

IPv6 Address ||

Link Local address FES0::260:70FF:FEOD:1558
IPwEe Gateway
IPwEe DNS Serwver
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2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:
OSPFv2 area 0

Configuration Item or Task Specification
Router ID R1 1111
Router ID R2
5,555
Router ID R3
8.8.8.8

Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para enlaces
seriales en 256 Kb/s

Ajustar el costo en la métrica de S0/0 a 9500

Verificar informaciéon de OSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de
cada interface

e Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router.

Configuraciones OSPF

MIAMI>enable

Password:

MIAM #configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MIAMI(config)#router ospf 1

MIAMI(config-router)#router-id 5.5.5.5
MIAMI(config-router)#passive-interface g0/0
MIAMI(config-router)#

BOGOTA>enable

Password:

BOGOTA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#router ospf 1
BOGOTA(config-router)#router-id 1.1.1.1
BOGOTA(config-router)#passive-interface g0/0
BOGOTA(config-router)#

BUENOSAIRES>enable
Password:
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BUENOSAIRES#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BUENOSAIRES(config)#router ospf 1
BUENOSAIRES(config-router)#router-id 8.8.8.8
BUENOSAIRES(config-router)#passive-interface g0/0
BUENOSAIRES(config-router)#

& R2 MIAMI = B
Physical Config CLI

105 Command Line Interface

MIAMIg#show ip route
Codes: L - loczl, C - connected, 5 - statiec, B - RIF, M - mokile, B - BEP
O - EIGRP, EX - EIGRP external, O - O5FF, IA - OS5PF inter area
N1l - OQS5PF MNS5RA externzsl type 1, HNZ — OS5PF M55SR extermnal type Z
El - O5PF external type 1, EZ - O5PF external type Z2, E - EEPE
i - I5-I5, L1 - I5-I5 lewel-l, LZ - I5-I5 lewvel-2, ia - I5-I5 inter area
* — pcandidate default, T - per-user static route, o — QDR
P - periodic downloaded static route

Gateway of last resocrt is not set

10.0.0.0/32 is subnetted, 1 subnets

c 10.10.10.11/32 is directly ccnnected, Loopback0
172.21.0.0/1le is warisbly subnetted, 4 subnets, Z masks

c 172.31.21.0/30 is directly connected, Seri=zl0/s0/1

L 172.31.21.1/32 is directly connected, Seriallds 071

[ad 172.81_Z23.0/30 is directly connected, Seriald/ 070

L 172.81_23_.1/32 is directly connected, Seriald/ 070
205_.165_Z00.0/24 is wariably subnetted, Z subnets, Z masks

c 205.1€5.200.224/29 i3 directly connected, GigasbitEthermetd/0

L 205.165.200.225/32 is directly connected, GigasbitEthermetd/0

MIZMT#

Physical Config CLI

I1I0S Command Line Interface

BOGOTRA (config) #router ospf 1

BOGOTR (config-router) frocuter—-id 1.1.1.1

BOGOTR (config-router) §passive—interface gl/s0
BOGOTR (config-router) fexit

BOGOTR (config) fexit

BOEOTRE

&5¥S-5-CONFIGE T: Configured from conscle by console

BOEOTRAEshow ip route
Codes: . — local, C - conmected, 5 - static, B - RIF, M — mokile, B — BEP
o - EIGRP, EX - EIGRPF external, O — O5PF, IR - OS5PF inter area
M1 — OS5PBF MNS52 extermal type 1, WNZ — O5SPF MNS55R external type Z
El1 — OS5PF external type 1, EZ - OSPF external type Z, E — EEP
i - I5-I5, L1 - IS-I5 lewel-1, LZ - I5-I5 lewvel-Z2, ia - I5-IS5 inter ares
* — candidate default, U — per—user static route, o — ODR
P - periodic downloaded static route

EFateway of last resort is not et

172.31.0.0/1% is wariakly subnetted, Z subnets, Z masks
c 172.31.21.0/20 is directly connected, Serial0/ 050
L 172.31.21.2/722 is directly connected, Serialo/ 0S50
BOGOTLE
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& R3 BUENOS AIRES

Physical Config CLI

I1I0S Command Line Interface

BUEMOSATIRES>enable

Password:

BUENOSAIRESgcont t©

Enter configuration commands, one per line.

BUENOSAIRES (config) #router ospf 1

BUEMOSAIRES (config-router) #router-id 8.8.8.8
S (config-router) fpassive—interface gl/0

config-router)

BUENOSAIRES (config-router) fexic

BUEMOSRIRES (config) fexit

BUEMOSRIRESE

F5Y¥S5-5-CONFIE_I:

End with CHTL/Z.

Configured from comscle by conscle

BUENOSAIRESEshow ip
% Incomplete command.
BUENOSAIRESEshow
Codes: L — local, C - cecnnected,
D - EIGRP, EX — EIGRP external,
N1l - OSPF MNSSA external type 1, N2 — OSPF NSSA external type 2
El1 - OSPF external type 1, EZ — O5PF external type 2, E - EGP
i - Is-Is, Ll — I5-IS level-l, LZ - IS5-IS lewvel-2Z, ia — IS5-IS5 inter
* — pandidate default, U - per—-user static route, o - ODR
P - pericdic downloaded static route

ip route
S - static, R — RIPF, M — mobile, B — BCP

O - OSPF, IR — OSPF inter area

area

Gateway of last resort is not set

172.31.0.0/16 is wvarisbly subnetted, 2
c 172.31.23.0/30
L 172.31.23_Z/32
132.1€5.4.0/724 is

subnets, Z masks
is directly connected, Serial0/ 0/1
is directly connected, Serial0s0/1
wariably subnetted, Z subnets, £ masks

c 132 1€8_4 0724
L 132.165.4.1732

132.1€8.5.0/,24 is
c 132.185.5.0/24
L 132.1€58.5.1/32

is directly comnected,
is directly connected,

warisbly submetted, Z

is directly connected,
is directly connected,

Loopback4
Loopbackd
subnets, Z
Loopbackb

Loocpbacks

masks

13Z.168.€.0/24 is
c 132.1€5.68.0/724
L 1832 1&8._&6_1/732
BUENOSAIRESE

variably subnetted, Z masks
is directly connected,

is directly comnected,

subnets, 2
Loopbacks
Loopbacks

3. Configurar VLANSs, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de red
establecida.

Switch>enable

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#vlan 30

Switch(config-vlan)#name Administracion
Switch(config-vlan)#vlan 40
Switch(config-vlan)#name Mercadeo
Switch(config-vlan)#vlan 200
Switch(config-vlan)#name Mantenimiento
Switch(config-vlan)#no ip domain-lookup
Switch(config)#service password-encryption
Switch(config)#enable secret class
Switch(config)#banner motd %sistema protegido%
Switch(config)#line console 0
Switch(config-line)#password cisco
Switch(config-line)#login

Switch(config-line)#line vty 0 15
Switch(config-line)#password cisco
Switch(config-line)#login
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Puertos Troncales Swith S1

Switch(config-line)#int g0/1
Switch(config-if)#no shut
Switch(config-if)#switchport mode trunk Switch
(config-if)#int g0/2 Switch
(config-ify#switchport modetrunk Switch
(config-if)y# Switch(config-if)#

Puertos Troncales Swith S3

Switch>enable

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain-lookup
Switch(config)#service password-encryption
Switch(config)#enable secret class
Switch(config)#banner motd %sistema protegido%
Switch(config)#line console 0
Switch(config-line)#password cisco
Switch(config-line)#login

Switch(config-line)#line vty 0 15
Switch(config-line)#password cisco
Switch(config-line)#login

Switch(config-line)#int g0/2
Switch(config)#switchport mode trunk
Switch(config)#

Puerta de acceso DNS S1:

Switch>ena

Password:

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#int fa0/1

Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 30

Switch(config-if)#

Puerta de acceso DNS S3:

Switch(config)#int fa0/1
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 40
Switch(config-if)#
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4. En el Switch 3 deshabilitar DNS lookup

Switch(config-if)#
Switch(config-if)#no ip domain-lookup
Switch(config)#

5. Asignar direcciones IP a los Switches acorde a los lineamientos.
IP para S1

Switch>ena

Password:

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#int vlan 99

Switch(config-if)#ip address 192.168.99.2 255.255.255.0
Switch(config-if)#no shut

Switch(config-if)#

IP para S3

Switch(config)#int vlan 99

Switch(config-if)#ip address 192.168.99.3 255.255.255.0
Switch(config-if)#no shut

Switch(config-if)#

6. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.
Para S1:
Switch(config)#int range fa0/4-24
Switch(config-if-range)#shut

Para S3

Switch(config)#int range fa0/3-24
Switch(config-if-range)#sh

7. Implement DHCP and NAT for IPv4

BOGOTA>ena

Password:

BOGOTA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
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BOGOTA(config)#ip dhcp excluded-address 192.168.30.2 192.168.30.32
BOGOTA(config)#ip dhcp excluded-address 192.168.40.2 192.168.40.32
BOGOTA(config)#

8. Configurar R1 como servidor DHCP para las VLANs 30 y 40.

9. Reservar las primeras 30 direcciones IP de las VLAN 30y 40 para
configuraciones estaticas.

Name: ADMINISTRACION
Configurar DHCP pool para VLAN | DNS-Server: 10.10.10.11

30 Domain-Name: ccna-unad.com
Establecer default gateway.
Name: MERCADEO
Configurar DHCP pool para VLAN | DNS-Server: 10.10.10.11

40 Domain-Name: ccna-unad.com
Establecer default gateway.

Direcciones Excluidas:

BOGOTA(config)#ip dhcp excluded-address 192.168.30.2 192.168.30.32
BOGOTA(config)#ip dhcp excluded-address 192.168.40.2 192.168.40.32
BOGOTA(config)#

DHC POOL:

BOGOTA(config)#ip dnhcp pool MERCADEO
BOGOTA(dhcp-config)#dns-server 10.10.10.11
BOGOTA(dhcp-config)#default-router 172.31.21.1
BOGOTA(dhcp-config)#

10. Configurar NAT en R2 para permitir que los host puedan salir a internet

MIAMI(config-ext-nacl)#permit ip 192.168.30.0 0.0.0.255 any
MIAMI(config-ext-nacl)#permit ip 192.168.40.0 0.0.0.255 any

MIAMI(config-ext-nacl)#ex

MIAMI(config)#ip nat pool Miami-pool 209.165.200.225 209.165.200.228 netmask 255.255.255.248
MIAMI(config)#ip nat inside source list ADMINISTRACION pool Miami-pool

MIAMI(config)#int 100

MIAMI(config-if)#ip nat inside

MIAMI(config-if)#int sO/0/1

MIAMI(config-if)#ip nat outside

MIAMI(config-if)#
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11. Configurar al menos dos listas de acceso de tipo estandar a su criterio en para
restringir o permitir trafico desde R1 o R3 hacia R2.
BOGOTA>ena
Password:
BOGOTA#ena
BOGOTA#conf t
Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#access-list 1 permit 192.168.99.0 0.0.0.255
BOGOTA(config)# access-list 2 deny 192.168.30.0 0.0.0.255
BOGOTA(config)#

12. Configurar al menos dos listas de acceso de tipo extendido o nombradas a su
criterio en para restringir o permitir tréfico desde R1 o R3 hacia R2.

BUENOSAIRES>ena

Password:

BUENOSAIRES#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BUENOSAIRES(config)#router rip
BUENOSAIRES(config-router)#version 2
BUENOSAIRES(config-router)#do show ip route connected
C 172.31.23.0/30 is directly connected, Serial0/0/1

C 192.168.4.0/24 is directly connected, Loopback4

C 192.168.5.0/24 is directly connected, Loopback5

C 192.168.6.0/24 is directly connected, Loopback6
BUENOSAIRES(config-router)#network 172.31.23.0
BUENOSAIRES(config-router)#network 192.168.4.0
BUENOSAIRES(config-router)#network 192.168.5.0
BUENOSAIRES(config-router)#

13. Verificar procesos de comunicacion y redireccionamiento de trafico en los
routers mediante el uso de Ping y Traceroute.
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CONCLUSIONES

v" Podemos distinguir entre tipos de cables, Routers, Switch, PCs, a demas de esto
podemos montar una red y configurar cada parte realizando cada una de las
estructuras y como debe ir organizado.

v Configuracion de cada uno de los switch y routers que se manejaron y
reconociendo que la configuracion de cada uno de estos dispositivos es muy
diferente al de una PC,

v Laimportancia que tiene las redes, para lograr estar conectados, no solo con
nuestro interés personal o grupal. Tambien a nivel global.

v' Laforma correcta de las utilidades que tienen los protocolos RIP

v' Laforma correcta de las utilidades que tienen los protocolos NAT.
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