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INTRODUCCION

Las redes son una parte fundamental en el mundo de hoy ya que con ellas podemos tener
comunicacion y podemos ya sea hablar con familiares en distancias muy largas usarlas para el

trabajo y para otros servicios que nos benefician en nuestras labores rutinarias.

En el presente apartado de cisco encontramos 4 unidades en los cuales nos ensefiaron la forma
y las herramientas de como utilizarlo de forma que nos beneficie. Para abordar las necesidades

de redes méas amplias. Que también escala bien en implementaciones de redes mas grandes

En este trabajo se vera entre otros aspectos la importancia y caracteristicas de estos protocolos y
su implementacion en redes, para el envié de paquetes asi como su configuracién entre otras
cualidades y prestaciones como las observadas por los protocolos de enrutamiento dindamico”,
reconociendo entre otros caracteristicas, la diferencia entre el enrutamiento por vector de
distancia y de estado de enlace asi como la manera en que los routers utilizan dichos protocolos
para determinar la ruta més corta hacia cada red y la forma en que ellos ejecutan un protocolo
de enrutamiento de estado de enlace envian informacion acerca del estado de sus enlaces a otros
routers en el dominio de enrutamiento, es decir, a sus redes conectadas directamente incluyendo

informacidn acerca del tipo de red y los routers vecinos en dichas redes.



ESCENARIO 1

Una empresa posee sucursales distribuidas en las ciudades de Bogotad y Medellin, en donde el
estudiante serd el administrador de la red, el cual debera configurar e interconectar entre si cada
uno de los dispositivos que forman parte del escenario, acorde con los lineamientos establecidos
para el direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman parte de la
topologia de red.

Topologia de red
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Este escenario plantea el uso de RIP como protocolo de enrutamiento, considerando que se tendran
rutas por defecto redistribuidas; asimismo, habilitar el encapsulamiento PPP y su autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red LAN y a los
routers 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.

Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.



DESARROLLO DEL PROYECTO

Como trabajo inicial se debe realizar lo siguiente.

Realizar las rutinas de diagnostico y dejar los equipos listos para su configuracion (asignar nombres
de equipos, asignar claves de seguridad, etc).

MEDELLIN2(config)#hostname MEDELLIN2
MEDELLIN2(config)#no ip domain-lookup
MEDELLIN2(config)#service password-encryption
MEDELLIN2(config)#enable secret class
MEDELLIN2(config)#line console 0
MEDELLIN2(config-line)#password cisco
MEDELLIN2(config-line)#login
MEDELLIN2(config-line)#LINE VTY 0 15
MEDELLIN2(config-line)#password cisco
MEDELLIN2(config-line)#login

MEDELLIN3(config)#hostname MEDELLIN3
MEDELLIN3(config)#no ip domain-lookup
MEDELLIN3(config)#service password-encryption
MEDELLIN3(config)#enable secret class
MEDELLIN3(config)#line console 0
MEDELLIN3(config-line)#password cisco
MEDELLIN3(config-line)#login
MEDELLIN3(config-line)#LINE VTY 0 15
MEDELLIN3(config-line)#password cisco
MEDELLIN3(config-line)#login



ISP(config)#no ip domain-lookup
ISP(config)#service password-encryption
ISP(config)#enable secret class
ISP(config)#line console O
ISP(config-line)#password cisco
ISP(config-line)#login
ISP(config-line)#LINE VTY 0 15
ISP(config-line)#password cisco
ISP(config-line)#login

MEDELLIN>ENABLE

MEDELLIN#CONF T

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#hostname MEDELLIN1
MEDELLINZ1(config)#no ip domain-lookup
MEDELLINZ1(config)#service password-encryption
MEDELLINZ1(config)#enable secret class
MEDELLIN1(config)#line console 0
MEDELLINZ1(config-line)#password cisco
MEDELLINZ1(config-line)#login
MEDELLIN1(config-line)#LINE VTY 0 15
MEDELLINZ1(config-line)#password cisco
MEDELLIN1(config-line)#login

BOGOTA>ENABLE

BOGOTA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#no ip domain-lookup
BOGOTA(config)#service password-encryption
BOGOTA(config)#enable secret class
BOGOTA(config)#line console 0
BOGOTA(config-line)#password cisco
BOGOTA(config-line)#login
BOGOTA(config-line)#LINE VTY 0 15
BOGOTA(config-line)#password cisco
BOGOTA(config-line)#login

Router>enable



Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOGOTA2
BOGOTAZ2(config)#no ip domain-lookup
BOGOTAZ2(config)#service password-encryption
BOGOTAZ2(config)#enable secret class
BOGOTAZ2(config)#line console 0
BOGOTAZ2(config-line)#password cisco
BOGOTAZ2(config-line)#login
BOGOTAZ2(config-line)#LINE VTY 0 15
BOGOTAZ2(config-line)#password cisco
BOGOTAZ2(config-line)#login

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOGOTA3
BOGOTAS3(config)#no ip domain-lookup
BOGOTAZ3(config)#service password-encryption
BOGOTAS3(config)#enable secret class
BOGOTAS3(config)#line console 0
BOGOTAS3(config-line)#password cisco
BOGOTAS3(config-line)#login
BOGOTAS3(config-line)#LINE VTY 0 15
BOGOTAS3(config-line)#password cisco
BOGOTAS3(config-line)#login

Realizar la conexién fisica de los equipos con base en la topologia de red

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.



Parte 1: Configuracion del enrutamiento
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a. Configurar el enrutamiento en la red usando el protocolo RIP version 2, declare la red

principal, desactive la sumarizacion automatica.

Router ISP

Router>ENABLE

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0

Router(config-if)#ip address 209.17.220.1 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
Router(config-if)#int s0/0/1

Router(config-if)#ip address 209.17.220.5 255.255.255.252



Router(config-if)#clock rate 4000000
Router(config-if)#no shut
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down

ROUTER_MEDELLIN1

Router>ENABLE

Router#CONF T

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0

Router(config-if)#ip address 209.17.220.2 255.255.255.252
Router(config-if)#no shut

Router(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
Router(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up
Router(config-if)#int s0/0/1

Router(config-if)#ip address 172.29.6.1 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Router(config-if)#int s0/1/0

Router(config-if)#ip address 172.29.6.9 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
Router(config-if)#int s0/1/1

Router(config-if)#ip address 172.29.6.13 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
Router(config-if)#

ROUTER_MEDELLIN2

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0

Router(config-if)#ip address 172.29.6.2 255.255.255.252
Router(config-if)#no shut

Router(config-if)#
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%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

Router(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up
Router(config-if)#int s0/0/1

Router(config-if)#ip address 172.29.6.5 255.255.255.252

Router(config-if)#clock rate 4000000

Router(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Router(config-if)#int g0/0

Router(config-if)#ip address 172.29.4.1 255.255.255.128

Router(config-if)#no shut

Router(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0, changed state to up

ROUTER_MEDELLIN3

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#

Router(config)#int s0/0/0

Router(config-if)#ip address 172.29.6.10 255.255.255.252
Router(config-if)#no shut

Router(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
Router(config-if)#int s0/0/1

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed st
Router(config-if)#int s0/0/1

Router(config-if)#ip address 172.29.6.14 255.255.255.252
Router(config-if)#no shut

Router(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
Router(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up
Router(config-if)#int s0/1/0

Router(config-if)#ip address 172.29.6.6 255.255.255.252
Router(config-if)#no shut

Router(config-if)#

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to up
Router(config-if)#
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%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/0, changed state to up
Router(config-if)#int g0/0

Router(config-if)#ip address 172.29.4.129 255.255.255.128

Router(config-if)#no shut

Router(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0, changed state to up
Router(config-if)#

BOGOTA1

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0

Router(config-if)#ip address 209.17.220.6 255.255.255.252
Router(config-if)#no shut

Router(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
Router(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up
Router(config-if)#int s0/0/1

Router(config-if)#ip address 172.29.3.9 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Router(config-if)#int s0/1/0

Router(config-if)#ip address 172.29.3.1 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
Router(config-if)#int sO/1/1

Router(config-if)#ip address 172.29.3.5 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
Router(config-if)#

BOGOTA2
Router(config-if)#int g0/0

Router(config-if)#ip address 172.29.1.1 255.255.255.0
Router(config-if)#no shut
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Router(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0, changed state to up
Router(config-if)#int s0/0/0

Router(config-if)#ip address 172.29.3.10 255.255.255.252
Router(config-if)#no shut

Router(config-if)#int s0/0/1

Router(config-if)#ip address 172.29.3.13 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shut

Router(config-if)#

BOGOTA3

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#int s0/0/0

Router(config-if)#ip address 172.29.3.2 255.255.255.252

Router(config-if)#no shut

Router(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

Router(config-if)#int

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up
Router(config-if)#int s0/0/1

Router(config-if)#ip address 172.29.3.6 255.255.255.252

Router(config-if)#no shut

Router(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

Router(config-if)#int g0/0

Router(config-if)#ip address 172.29.3.6 255.255.255.252

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up
% 172.29.3.4 overlaps with Serial0/0/1

Router(config-if)#int g0/0

Router(config-if)#ip address 172.29.0.1 255.255.255.0

Router(config-if)#no shut

Router(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0, changed state to up
Router(config-if)#
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CONFIGURACION RIP
MEDELLIN1

Router>ENABLE
Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#router rip
Router(config-router)#version 2
Router(config-router)#no auto-summary
Router(config-router)#do show ip route connected

C 172.29.6.0/30 is directly connected, Serial0/0/1
C 172.29.6.8/30 is directly connected, Serial0/1/0
C 172.29.6.12/30 is directly connected, Serial0/1/1
C 209.17.220.0/30 is directly connected, Serial0/0/0
Router(config-router)#network 172.29.6.0
Router(config-router)#network 172.29.6.8
Router(config-router)#network 172.29.6.12
Router(config-router)#passive-interface s0/0/0
Router(config-router)#

MEDELLIN2

Router>enable
Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#router rip
Router(config-router)#version 2
Router(config-router)#no auto-summary
Router(config-router)#do show ip route connected
C 172.29.4.0/25 is directly connected, GigabitEthernet0/0
C 172.29.6.0/30 is directly connected, Serial0/0/0
C 172.29.6.4/30 is directly connected, Serial0/0/1
Router(config-router)#network 172.29.4.0
Router(config-router)#network 172.29.6.0
Router(config-router)#network 172.29.6.4
Router(config-router)#passive-interface g0/0
Router(config-router)#

MEDELLINS
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Router>enable
Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#router rip
Router(config-router)#version 2
Router(config-router)#no auto-summary
Router(config-router)#do show ip route connected

C 172.29.4.128/25 is directly connected, GigabitEthernet0/0
C 172.29.6.4/30 is directly connected, Serial0/1/0
C 172.29.6.8/30 is directly connected, Serial0/0/0
C 172.29.6.12/30 is directly connected, Serial0/0/1
Router(config-router)#network 172.29.4.128
Router(config-router)#network 172.29.6.4
Router(config-router)#network 172.29.6.8
Router(config-router)#network 172.29.6.12
Router(config-router)#passive-interface g0/0
Router(config-router)#

BOGOTA1
Router>

Router>ENABLE
Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#router rip
Router(config-router)#version 2
Router(config-router)#no auto-summary
Router(config-router)#do show ip route connected
C 172.29.3.0/30 is directly connected, Serial0/1/0
C 172.29.3.4/30 is directly connected, Serial0/1/1
C 172.29.3.8/30 is directly connected, Serial0/0/1
C 209.17.220.4/30 is directly connected, Serial0/0/0
Router(config-router)#network 172.29.3.0
Router(config-router)#network 172.29.3.4
Router(config-router)#network 172.29.3.8
Router(config-router)#passive-interface s0/0/0
Router(config-router)#

BOGOTAZ2

Router(config-router)#
Router(config-router)#
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Router(config-router)#do show ip route connected

C 172.29.1.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.8/30 is directly connected, Serial0/0/0

C 172.29.3.12/30 is directly connected, Serial0/0/1
Router(config-router)#exit

Router(config)#router rip

Router(config-router)#version 2

Router(config-router)#no auto-summary
Router(config-router)#do show ip route connected

C 172.29.1.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.8/30 is directly connected, Serial0/0/0

C 172.29.3.12/30 is directly connected, Serial0/0/1
Router(config-router)#network 172.29.1.0
Router(config-router)#network 172.29.3.8
Router(config-router)#network 172.29.3.12
Router(config-router)#passive-interface g0/0
Router(config-router)#

BOGOTA3

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip

Router(config-router)#version 2

Router(config-router)#no auto-summary
Router(config-router)#do show ip route connected

C 172.29.0.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.0/30 is directly connected, Serial0/0/0

C 172.29.3.4/30 is directly connected, Serial0/0/1

C 172.29.3.12/30 is directly connected, Serial0/1/0
Router(config-router)#network 172.29.0.0
Router(config-router)#network 172.29.3.0
Router(config-router)#network 172.29.3.4
Router(config-router)#passive-interface g0/0
Router(config-router)#

b. Los routers Bogotal y Medellin deberan afiadir a su configuracion de enrutamiento una ruta
por defecto hacia el ISPy, a su vez, redistribuirla dentro de las publicaciones de RIP.

ROUTER MEDELLIN1
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Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.1
Router(config)#router rip
Router(config-router)#default-information originate
Router(config-router)#

ROUTER BOGOTAL1

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.5
Router(config)#route rip
Router(config-router)#default-information origina
Router(config-router)#

C. El router ISP debera tener una ruta estatica dirigida hacia cada red interna de Bogota y
Medellin para el caso se sumarizan las subredes de cada uno a /22.

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip route 172.29.4.0 255.255.252.0 209.17.220.2
Router(config)#ip route 172.29.0.0 255.255.252.0 209.17.220.6
Router(config)#

Parte 2: Tabla de Enrutamiento.

a. Verificar la tabla de enrutamiento en cada uno de los routers para comprobar las redes y
sus rutas.

17



¥ p0GOTA - [m] b

Physical Config CL Aftribudes
I

105 Command Line Interface

inter area ~
* - pandidate default, T - per-user static route, o - O0DR
P - pericdic dowmloaded static route

Gateway of last resort is Z09.17.Z2Z0.5 to network 0.0.0.0

172.29.0.0/16 is wvariably subnetted, 9 subnets, 3 nasks

R 172.29.0.0/24 [120/1) via 172.29.3.6, 00:00:0Z, SerialD/1l/1
[120/1] wia 172.29.3.2, 00:00:02, Serial0/1/0

R 172.29.1.0/24 [120/1) wia 172.29.3.10, 00:00:25, Serial0/0/1

[ 172.29.2.0/30 is directly comnected, Serial0/1/0

L 172.29.3.1/32 is directly connected, Serial0/1/0

C 172.29.3.4/30 is directly connected, Seriald/1l/1

L 172.29.3.5/32 is directly connected, Serial0/1/1

c 172.29.2.8/30 is directly comnected, Serial0/0/1

L 172.29.3.9/32 is directly connected, Serial0d/0/1

R 172.29.3.12/30 [l20/1) wvia 172.29.3.10, 00:00:Z25, Seriald/0/f1
[120/1) wia 172_.29.32.6, 00:00:0Z, Serial0/f1/1
[120/1) wia 172.29.3.2, 00:00:02, Serial0/1/0

209.17.220.0/24 is variably subnetted, Z subnets, Z masks
C 209.17_220.4/30 is directly comnected, Serial0/0/0
L Z09.17.220.6/32 is directly connected, Serial0/0/0

E 0.0.0.0/0 [1/0] via 209.17.220.5

Pouterd R
Cirl+F6 to exit CLI focus Copy Paste
II] Top
B MEDELLIN — O X

Physical Config CLI Aftributes
I

105 Command Line Interface

P - periodic dowmloaded static route A
Gateway of last resort is E09.17.ZE0.1 to network 0.0.0.0

172.29.0.0/16 is wariably subnetted, 2 subnets, 3 masks

R 172 29.4.0/Z8 [120/1] wia 17Z.29.6.2, 00:00:24, Serialls0f1
L 172, 29,4 12725 [1E0/1] wia 17EZ.E5.6.14, 00:00:12,
Serialls/Ll/1
[120/1] wia L7Z.25. .10, 00:00:1%8,
Zerialld/L/0
C 172 E9.6.0/230 is directly connected, Serial0/0/1
L 172.293.6.1/32 is directly connected, Serial0s0/1
L 172 29.6.4/30 [120/1] wia 17E.Z25.6.E, 00:00:Z24, Zeriallds0/1
[120/1] wia 17E.E5.&6.14, 00:00:128, SeriallsLl/ Ll
[120/1] wia 172.29.6.10, 00:00:18, Serial0sl/0
C 17E2.29.6.8/30 is directly connected, Serial0sl/0
L 172 E9.6.9/32 is directly comnected, Serial0/1l/0
C 172.22.6.12/30 is directly comnected, Serialls1l/1l
L 17E.29.6.13/32 iz directly connected, Serial0f1l/s1

Z209.17.220.0/24 is wariably subnetted, Z subnets, Z masks
Z09.17.Z20.0/20 is directly comnected, Serial0/0/0

L EZ09.17.220.2/3E is directly comnected, Serial0s0s0

3+ 0.0.0.0/0 [1/0] wia 205.17.E220.1

3]

Routerﬁl v

Ctrl+FE to exit CLI focus Capry Paste

[ e
1 ——

b. Verificar el balanceo de carga que presentan los routers.



Balanceo de carga Router 3:

¥ poGoTAz - [m] x

Physical Config CLI Attributes
—

105 Command Line Irterface

i - I8-I8, L1 - IS-IS level-l, LZ - IS-IS level-Z, ia - IS-IS .
inter area

*+ - candidate default, U - per-user static route, o - ODR

P - periodic dovmloaded static route

Gateway of last resort is 172.29.3.1 to network 0.0.0.0

172.29.0.0/1€ is wvariably subnetted, 10 subnets, 3 masks
172.29.0.0/2¢4 is directly comnected, GigabitEthernec0/0
172.29.0.1/32 is directly commected, CigabitEthernet0/0
172.29.1.0/24 [120/1] wia 172.29.3.13, 00:00:03, Serial0/1l/0
172.29.3.0/30 is directly comnected, Seriald/0/0
172.29.23.2/3% is directly comnected, Serial0/0/0
172.29.3.4/30 is directly connected, Serial0/0/1
172.29.2.6/32 is directly comnected, Serialld/0/1
172.29.3.8/30 [120/1] wia 172.29.3.13, 00:00:03, Serial0/l/0
[(120/1] wia 172.29.3.1, 00:00:07, Serial0/0/0
(120/1) wia 172.29.3.5, 00:00:07, Serial0/0/1
[ 172.29.3.12/30 is directly connected, Seriallfl/0
L 172.29.3.14/32 is directly comnected, Serial0/1/0
B* 0.0.0.0/0 [120/1) wia 172.29.3.1, 00:00:07, Serial0/0/0
[120/1]) wvia 172.29.3.5, 00:00:07, Serial0/0/1

WEOCODe O

Routers
Pouter# v

Cirl+FE to ext CLI focus Copy Paste

[ e

Balanceo de Carga Medellin 3
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105 Command Line Interface

* - candidate default, U - per-user static route, o - ODR ~
P - periodic dovmloaded static route

Gateway of last resort is 172.259.6.13 to network 0.0.0.0

172.29.0.0/16 is wvariably subnetted, 10 subnets, 3 masks
R 172.29.4.0/25 [120/1] wia 172.29.6.5, 00:00:12, Serial0/1/0
c 172.29.4.128/25 is directly connected, GigabitEthernet0/0
L 172.29.4.129/32 is directly ed, GigabitEck
/30 [l20
[120

[120/1] wia

[ fl] wvia 172.29.6.9, 00

Routersy
Router§
Roucerf
Router§ v

Cirl+F6 to exit CLI focus Copy Paste

e




C. Obsérvese en los routers Bogotal y Medellinl cierta similitud por su ubicacidn, por tener
dos enlaces de conexidn hacia otro router y por la ruta por defecto que manejan.

d. Los routers Medellin2 y Bogotad2 también presentan redes conectadas directamente y
recibidas mediante RIP.

e. Las tablas de los routers restantes deben permitir visualizar rutas redundantes para el caso
de la ruta por defecto.

f. El router ISP solo debe indicar sus rutas estaticas adicionales a las directamente conectadas.

Punto c,d,ey r

Lk — O X

Phy=zical Config CLI Aftributes
I

105 Command Line Interface

E:P Y
Ir - EIGRP, EX - EIGEP external, 0 - O0O3PF, Ii - 0S5PF inter area
N1 - 0OS5PF NS55RL external type 1, NE - 0SPF NSSA external type £
El - 08PF external type 1, EZ - 08PF external type 2, E - EGP
i - Is-I=®, L1 - IS-I% lewvel-l, LE - IS-IE lewel-Z, ia - IE-IS
inter area
* — candidate default, T - per-user static route, o - ODR
P - periodic dommloaded static route

Gateway of last resort is not set

172.29.0.0/24 is subnetted, I subnets
[1/0] = .
.0 [1l/0] wia Sl

JEZZ0.0/24 is wariably subnetted, 4 subnets, Z masks
Z09_17.FE0.0/30 is directly conmected, Serial0/0/0
Z023.17.220.1/32 is directly conmected, Serialls0/0
Z09_17.220.4/30 is directly commected, Seriall/0/1
Z03.17.2Z0. L5732 is directly commected, Serialls0/1

C
L
C
L

Fouterf
Bouter§
Fouterf
Routerf
Bouterf W

Ctri+FE to exit CLI focus Copy Paszte

[ top

Parte 3: Deshabilitar la propagacion del protocolo RIP.
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a. Para no propagar las publicaciones por interfaces que no lo requieran se debe deshabilitar
la propagacion del protocolo RIP, en la siguiente tabla se indican las interfaces de cada router que

no necesitan desactivacion.

DUTER TERFAZ

gotal RIALO/0/1; SERIALO/1/0; SERIALO/1/1
gota2 RIAL0/0/0; SERIALO/0/1

gota3 RIAL0/0/0; SERIALO/0/1; SERIALO/1/0
adellinl RIALO/0/0; SERIALO/0/1; SERIALO/1/1
edellin2 RIAL0/0/0; SERIALO/0/1

edellind RIALO/0/0; SERIALO/0/1; SERIALO/1/0
P lo requiere

Ya se realiz6 cuando se configuro RIP

Parte 4: Verificacion del protocolo RIP.
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a. Verificar y documentar las opciones de enrutamiento configuradas en los routers, como
el passive interface para la conexion hacia el ISP, la version de RIP y las interfaces que
participan de la publicacidn entre otros datos.

Enrutamiento Medellin

Medellin 2

¥ MEDELLINI - u] X
Physical Config C Atributes
—
108 Command Line Interface
Routers ~
Routerfshouw ip protocols
Routing Protocol is "rip"
Sending updates every 30 seconds, next due in 20 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip
Defsult version control: send version 2, receive 2
Interface Send Recv Triggered RIP Key-chain
Serial0/1/0 z z
Serial0/1/1 z
Serial0/0/1 z z
= tic 1= k summari tion is not in effect
Maximum path: 4
Routing for Networks:
172.29.0.0
Passive Interface{s):
Serial0/0/0
Routing Information Sources:
Gateway Distance Last Update
172.29.6.2 120 00:00: 24
172.29.6.14 120 00:00:17
172.29.6.10 1z0 00:00:17
--More-- | v
Ciri+F6 to exit CLI focus Copy Paste
O Top

[ Top

¥ MEDELLINZ - m} b
Physical Config CLI Aftributes
—
105 Command Line Interface
$5Y5-E-CONFIG_I: Configured from console by console ~
Routerfshow ip protocols
Douting Protocol is "rip"
Sending updates every 30 seconds, next due in 14 seconds
Inwalid afrer 180 seconds, hold down 180, flushed after 240
Dutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Dedistributing: rip
Default version control: send wersion 2, receive 2
Interface Send Recv Triggered BIP Key-chain
Serial0/0/0 2 z
Serialls0/1 2 Z
Automatic network summarization is not in effect
Maximum path: %
Douting for Networks:
17z2.29.0.0
Passive Interfaceis):
GigabitEchernet0/0
Douting Information Sources:
Gateway Distance Last Update
17z2.29.6.1 1z0 00:00:24
172.29.6.6 1z0 00:00:03
Distance: (default is 120}
Rourers| v
Cirl+FE to exit CLI focus Copy Paste
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Medellin 3

BOGOTA

B MEDELLIMG - O
Phrysical Config CLI Attributes
—
105 Command Line Interface
Sending updates every 30 seconds, next due in 19 seconds
Invalid after 180 seconds, hold dowm 180, flushed after Z40
Outgoing update filter list for all interfaces iz not set
Incowing update filter list for all interfaces is not set
RBedistributing: rip
Default wersion control: send wersion E, receive Z
Interface Send PRecw Triggered RIP Eey-chain
Seriall/0/0 z z
Seriall/0/1 z z
Seriall/1/0 z z
Automatic network summarization is not in effect
Maximum path: 4
RBouting for Networks:
17Z_23.0.0
Passive Interfaceis):
GigabitEchernet0/0
Bouting Information Sources:
Gateway Distance Last Update
17z.29.6.9 1z0 00:00:032
17z.29.6.132 1z0 00:00:032
17Z.29.6.5 1z0 00:00:z0
Distance: i(default is 120}
Routerf
Routerf
Rout er f]
Ctrl+F6 to exit CLI focus Copy Paste

[ 7op
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Bogota 2

¥ pocata — O x
Physical Config LI Attributes
—
105 Command Line Interface
Pouting Protocol is "rip" A
Sending updates every 30 seconds, next due in 21 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Dutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Dedistributing: rip
Default wersion control: send wersion £, receiwve I
Interface Send Becv Triggered RIP  Eey-chain
Seriall/0/1 b4 b4
Seriall/l/0 4 4
Seriall/1l/1 4 z
Ayromatic network summarization is not in effect
Maximun path: 4
Pouting for Networks:
17z.25.0.0
Passive Interface(s):
BerialD/0/0
Douting Information Sources:
Cateway Distance Last Update
17E.E8.2.6 1zo Qo:o0: 28
172 29.3. % 1z0 00-00: 25
172 E29.3.10 1z0 00:00:Z8
Distance: (default is 1zZ0)
Routerf
Routerg 2
CirhFE to exit CLI focus Copy Paste
O o

—

¥ BOGOTAL - 0 X
Physical Config CLI Aftributes
—
10% Command Line Interface
A
Routerfishow ip protocols
Routing Protocal is "rip"
Sending updates swvery 30 seconds, next due in 25 seconds
Inwvalid afcer 180 seconds, hold dowm 180, flushed after 240
Dutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip
Default version control: send version Z, receive 2
Interface Send Recv Triggered RIP Key-chain
Serial0s0/0 -4 F4
Serial0/0/1 -4 z
Automatic network summarization is not in effect
Maximum path: 4
Routing for Networks:
172.2%.0.0
Passive Interface(s):
GigabitEthernet0/0
Routing Information Sources:
Gateway Distance Last Update
172.29.3.9 1z0 00:00: 16
172.29.3.14 1z0 00:00:06
Distance: (default is 120}
Routerf
Routerf| v
Ctri+F6 to exit CLI focus Copy Paste
[ Top

24



Bogota 3
¥ poGoTAz — O X

Phrysical Config CLI Attributes I
I

105 Command Line Interface

Bending updates every 20 seconds, next due in 12 seconds ~
Inwvalid after 180 seconds, hold dowm 180, flushed after Z40

Outgoing update filter list for all interfaces is not set

Inconing update filter list for all interfaces i=s not set
Bedistributing: rip

Default wersion control: send wersion £, receiwve Z

Interface Send PRecv Triggered BIP Eey-chain
Serial0/s0/0 z z
Serial0/s0/1 z z
SeriallsLls0 z E

Automatic network summarization is not in effect
Maximum path: 4
Bouting for Metworks:

17z 29.0.0
Passive Interfaceis):
GigabitEthernet0,/0
Bouting Information Sources:
Gatetwmay Disztance Last Update
172 29.3.1 1z0 oo-o0: 22
17E.29.3. 5 120 o0:o00: 22
17E.29.3.13 1z0 00:00:10
Distance: (default is 120}
Bouterf
Bouterff
Router§ b
Cir+FE to exit CLI focus Copry Paste
] e
b. Verificar y documentar la base de datos de RIP de cada router, donde se informa de manera

detallada de todas las rutas hacia cada red.

MEDELLIN1

Router(config-router)#do show ip route connected
C 172.29.6.0/30 is directly connected, Serial0/0/1

C 172.29.6.8/30 is directly connected, Serial0/1/0

C 172.29.6.12/30 is directly connected, Serial0/1/1
C 209.17.220.0/30 is directly connected, Serial0/0/0

BOGOTAL1

Router(config-router)#do show ip route connected

C 172.29.3.0/30 is directly connected, Serial0/1/0
C 172.29.3.4/30 is directly connected, Serial0/1/1
C 172.29.3.8/30 is directly connected, Serial0/0/1
C 209.17.220.4/30 is directly connected, Serial0/0/0

Parte 5: Configurar encapsulamiento y autenticacién PPP.
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a. Segln la topologia se requiere que el enlace Medellinl con ISP sea configurado con
autenticacion PAT.
b. El enlace Bogotal con ISP se debe configurar con autenticacion CHAT.

ISP

Router>ENABLE

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname ISP

ISP(config)#username MEDELLIN password cisco

ISP(config)#int s0/0/0

ISP(config-if)#encapsulation ppp

ISP(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to down
ISP(config-if)#ppp authentication pap

ISP(config-if)#ppp pap sent-username ISP password cisco

ISP(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

ISP(config-if)#EXIT

ISP(config)#username BOGOTA password cisco

ISP(config)#int s0/0/1

ISP(config-if)#encapsulation ppp

ISP(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to down
ISP(config-if)#ppp authentication chap

MEDELLIN1

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname MEDELLIN

MEDELLIN(config)#username ISP password cisco

MEDELLIN(config)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to down
MEDELLIN(config)#int s0/0/0

MEDELLIN(config-if)#encapsulation ppp

MEDELLIN(config-if)#ppp authentication pap

MEDELLIN(config-if)#ppp pap sent-username MEDELLIN password cisco
MEDELLIN(config-if)#end

MEDELLIN#

%SYS-5-CONFIG_I: Configured from console by console
MEDELLIN#ping 209.17.220.1

Type escape sequence to abort.
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Sending 5, 100-byte ICMP Echos to 209.17.220.1, timeout is 2 seconds:
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

Success rate is 0 percent (0/5)

MEDELL IN#ping 209.17.220.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 209.17.220.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 3/4/9 ms

BOGOTA

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#hostname BOGOTA

BOGOTA(config)#username ISP password cisco

BOGOTA(config)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to down

BOGOTA(config)#int s0/0/0
BOGOTA(config-if)#encapsulation ppp
BOGOTA(config-if)#ppp authentication chap
BOGOTA(config-if)#

BOGOTA(config-if)#

Parte 6: Configuracion de PAT.

a. En la topologia, si se activa NAT en cada equipo de salida (Bogotdl y Medellinl), los
routers internos de una ciudad no podran llegar hasta los routers internos en el otro extremo, sélo
existird comunicacion hasta los routers Bogotal, ISP y Medellinl.

b. Después de verificar lo indicado en el paso anterior proceda a configurar el NAT en el
router Medellinl. Compruebe que la traduccion de direcciones indique las interfaces de entrada y
de salida. Al realizar una prueba de ping, la direccion debe ser traducida automaticamente a la
direccion de la interfaz serial 0/1/0 del router Medellinl, como diferente puerto.

C. Proceda a configurar el NAT en el router Bogotal. Compruebe que la traduccién de
direcciones indique las interfaces de entrada y de salida. Al realizar una prueba de ping, la direccion
debe ser traducida automaticamente a la direccién de la interfaz serial 0/1/0 del router Bogotal,
cémo diferente puerto.

MEDELLIN 1
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MEDELLIN>enable

MEDELLIN#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#ip nat inside source list 1 interface s0/0/0 ovserload
MEDELLIN(config)#

MEDELLIN(config)#ip nat inside source list 1 interface s0/0/0 overload
MEDELLIN(config)#access-list 1 permit 172.29.4.0 0.0.3.255
MEDELLIN(config)#

MEDELLIN(config)# INT S0/0/0

MEDELLIN(config-if)#ip nat outside

MEDELLIN(config-if)# INT S0/0/1

MEDELLIN(config-if)#ip nat intside

MEDELLIN(config-if)#ip nat inside

MEDELLIN(config-if)# INT S0/1/1

MEDELLIN(config-if)#ip nat inside

MEDELLIN(config-if)#INT S0/1/0

MEDELLIN(config-if)#ip nat inside

MEDELLIN(config-if)#

BOGOTA1

BOGOTA>ENABLE

BOGOTA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#ip nat inside source list 1 interface s0/0/0 overload
BOGOTA(config)#access-list 1 permit 172.29.0.0 0.0.3.255
BOGOTA(config)#int s0/0/0

BOGOTA(config-if)#ip nat outside

BOGOTA(config-if)#int s0/1/0

BOGOTA(config-if)#ip nat inside

BOGOTA(config-if)#int s0/1/1

BOGOTA(config-if)#ip nat inside

BOGOTA(config-if)#

Parte 7: Configuracion del servicio DHCP.

a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser el servidor
DHCP para ambas redes Lan.

MEDELLIN2

Router>enable
Router#conf t
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Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip dhcp excluded-address 172.29.4.1 172.29.4.5
Router(config)#ip dhcp excluded-address 172.29.4.129 172.29.4.133
Router(config)#ip dhcp pool MEDELLIN2
Router(dhcp-config)#network 172.29.4.0 255.255.255.128
Router(dhcp-config)#default-router 172.29.4.1
Router(dhcp-config)#dns-server 8.8.8.8
Router(dhcp-config)#exit

Router(config)#ip dhcp pool MEDELLIN3
Router(dhcp-config)#network 172.29.4.128 255.255.255.128
Router(dhcp-config)#default-router 172.29.4.129
Router(dhcp-config)#dns-server 8.8.8.8
Router(dhcp-config)#exit

MEDELLINS

Router>ENABLE

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int g0/0

Router(config-if)#ip helper-address 172.29.6.5
Router(config-if)#

b. El router Medellin3 deberé habilitar el paso de los mensajes broadcast hacia la IP del router
Medellin2.

C. Configurar la red Bogota2 y Bogota3 donde el router Medellin2 debe ser el servidor DHCP
para ambas redes Lan.

d. Configure el router Bogotal para que habilite el paso de los mensajes Broadcast hacia la IP
del router Bogota?2.

BOGOTA3

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip dhcp excluded-address 172.29.1.1 172.29.1.5
Router(config)#ip dhcp excluded-address 172.29.0.1 172.29.0.5
Router(config)#ip dhcp pool BOGOTAZ2
Router(dhcp-config)#/NETWORK 172.29.1.0 255.255.255.0
Router(dhcp-config)#DEFAULT-ROUTER 172.29.1.1
Router(dhcp-config)#DEFAULT-ROUTER 172.29.1.1
Router(dhcp-config)#dns-server 8.8.8.8

Router(dhcp-config)#ip dhcp pool BOGOTAS
Router(dhcp-config)#NETWORK 172.29.0.0 255.255.255.0
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Router(dhcp-config)#DEFAULT-ROUTER 172.29.0.1
Router(dhcp-config)#dns-server 8.8.8.8
Router(dhcp-config)#

BOGOTA3

Router>ENABLE

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int g0/0

Router(config-if)#ip helper-address 172.29.3.13
Router(config-if)#
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ESCENARIO 2

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Miami, Bogota y Buenos Aires, en donde el estudiante serd el administrador de la red, el cual
debera configurar e interconectar entre si cada uno de los dispositivos que forman parte del
escenario, acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

VLAN Direccionamiento Nombre

I nternet 30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo

200 192.168.200.0/24 Mantenimiento

172.31.21.0/30

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

Buenos Aires

192.,168.99.3
192.168.99.2
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1. CONFIGURAR EL DIRECCIONAMIENTO IP ACORDE CON LA TOPOLOGIA DE
RED PARA CADA UNO DE LOS DISPOSITIVOS QUE FORMAN PARTE DEL
ESCENARIO

Disefiamos la topologia en el simulador de Packet Tracer: Se agregd un servidor web a la
topologia ya que R2 no soporta el servicio HTTP

-
Q Cisco Packet Tracer WNAD DIPLOMA \Escg;aﬁo_Z_Susana_TTnomas_Gmpo_29.pkt w . -
e 4 4

File Edit Options View Tools Extensions Help

NEHSFIDERVLS

Logical [Root] New Cluster Move Object Set Tiled Background
4 -
oL Y
PC-PT S e o
Internet_PC \‘
et Mia;‘i’.—),-c\‘
d 184

Server-PT
R
Z Web_Server

' ’ Bogota
/ 1841
R3

Buenos Aires

Configuramos el direccionamiento IP de los router
Router R1

Router>ena

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup Router(config)#hostname R1
R1(config)#enable secret class R1(config)#line con

0 R1(config-line)#pass cisco R1(config-line)#login
R1(config-line)#line vty 0 15 R1(config-line)#pass

cisco R1(config-line)#login R1(config-line)#exit
R1(config)#service password-encryption
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R1(config)#banner motd #Acceso solo a personal autorizado#
R1(config)#int s0/0/0

R1(config-if)#ip address 172.31.21.1 255.255.255.252
R1(config-if)#clock rate 128000

R1(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down R1(config-if)#

Router R2

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup

Router(config)#hostname R2

R2(config)#enable secret class

R2(config)#ine con 0

N

% Invalid input detected at M marker.
R2(config)#line con 0 R2(config-line)#pass cisco
R2(config-line)#login R2(config-line)#line vty 0 15
R2(config-line)#pass cisco R2(config-line)#login
R2(config-line)#exit R2(config)#service password-
encryption

R2(config)#banner motd #Acceso solo a personal autorizado# R2(config)#int
s0/0/0

R2(config-if)#ip address 172.31.23.1 255.255.255.252 R2(config-

if)#clock rate 128000 R2(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down R2(config-
if)#int s0/0/1

R2(config-if)#ip address 172.31.21.2 255.255.255.252 R2(config-
if)#no shut

R2(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed
state to up

R2(config-if)#int f0/0 R2(config-if)#description

conexion a ISP

R2(config-if)#ip address 209.165.200.225 255.255.255.248 R2(config-
if)#no shut

R2(config-if)#
%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
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%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

Router R3

Router>ena

Router#config

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup

Router(config)#hostname R3

R3(config)#enable secret class

R3(config)#line con 0

R3(config-line)#pass cisco

R3(config-line)#login

R3(config-line)#line vty 0 15

R3(config-line)#pass cisco

R3(config-line)#login

R3(config-line)#exit

R3(config)#banner motd #Acceso solo a personal autorizado#
R3(config)#service password-encryption R3(config)#int s0/0/1
R3(config-if)#ip address 172.31.23.2 255.255.255.252 R3(config-
if)#no shut

R3(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up
R3(config)#int lo4

R3(config-if)#
%LINK-5-CHANGED: Interface Loopback4, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback4, changed
state to up

R3(config-if)#ip address 192.168.4.1 255.255.255.0
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R3(config-if)#no shut
R3(config-if)#int lo5

R3(config-if)#
%LINK-5-CHANGED: Interface Loopback5, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback5, changed
state to up

R3(config-if)#ip address 192.168.5.1 255.255.255.0
R3(config-if)#no shut
R3(config-if)#int lo6

R3(config-if)#
%LINK-5-CHANGED: Interface Loopback6, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback6, changed
state to up

R3(config-if)#ip address 192.168.6.1 255.255.255.0
R3(config-if)#no shut
R3(config-if)#

& Internet_PC ~ - . .

P : <
| Physical I Config | Desktop | Custom Interface \

IP Configuration

IP Configuration

() DHCP @ Static
IP Address 209.165.200.230
Subnet Mask 255.255.255.248
Default Gateway 209.165.200.225
DNS Server 0.0.0.0

PvA Coanfinniratinn
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-
& Web_Server

| Physical | Config | Services | Desktop | Custom Interface |

JIP Configuration
| Interface }FastEthernetO

IP Configuration
) DHCP @ Static

€ IP Address 10.10.10.10
Subnet Mask 255.255.255.0
i Default Gateway 10.10.10.1
I DNS Server 0.0.0.0

Switch S1

Switch>ena

Switch#config t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain-lookup Switch(config)#hostname S1
S1(config)#enable secret class S1(config)#line con

0 S1(config-line)#pass cisco S1(config-line)#login
S1(config-line)#line vty 0 15 S1(config-line)#pass

cisco S1(config-line)#login S1(config-line)#exit
S1(config)#service password-encryption

S1(config)#banner motd #Acceso solo a personal autorizado#
S1(config)#exit

S1#

%SYS-5-CONFIG_I: Configured from console by console

S1#copy run startup

Destination filename [startup-config]?
Building configuration...

[OK]

S1#

Switch S3

Switch>ena
Switch#config t
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Enter configuration commands, one per line. End with CNTL/Z.

Switch(config)#no ip domain-lookup Switch(config)#hostname S3

S3(config)#enable secret class S3(config)#line con
0 S3(config-line)#pass cisco S3(config-line)#login
S3(config-line)#line vty 0 15 S3(config-line)#pass
cisco S3(config-line)#login S3(config-line)#exit
S3(config)#service password-encryption

S3(config)#banner motd #Acceso solo a personal autorizado#

S3(config)#exit
S3#

%SYS-5-CONFIG_I: Configured from console by console

S3#copy run startup

Destination filename [startup-config]?
Building configuration...

[OK]

S3#

2. CONFIGURAR EL PROTOCOLO DE ENRUTAMIENTO OSPFV2 BAJO LOS

SIGUIENTES CRITERIOS:

OSPFv2 area 0
Configuration Item or Task Specification

Router ID R1 1111
Router ID R2

5555
Router ID R3

8.8.8.8
Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales
en 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500

Router R1

R1#config t

Enter configuration commands, one per line. End with CNTL/Z.

R1(config)#router ospf 1

R1(config-router)#router-id 1.1.1.1 R1(config-router)#network

172.31.21.00.0.0.3 area 0
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R1(config-router)#network 192.168.30.0 0.0.0.3 area 0 R1(config-
router)#network 192.168.40.0 0.0.0.3 area 0 R1(config-router)#network
192.168.30.0 0.0.0.255 area 0 R1(config-router)#network 192.168.40.0
0.0.0.255 area 0 R1(config-router)#network 192.168.200.0 0.0.0.255 area 0
R1(config-router)#passive-interface f0/1.30

%Invalid interface type and number R1(config-router)#passive-
interface f0/0.30 %Invalid interface type and number R1(config-
router)#passive-interface f0/0 R1(config-router)#auto-cost reference-
bandwidth 9500 % OSPF: Reference bandwidth is changed.

Please ensure reference bandwidth is consistent across all
routers.

R1(config-router)#exit

R1(config)#int s0/0/0

R1(config-if)#bandwidth 256

R1(config-if)#ip ospf cost 9500

R1(config-if)#end

R1#

%SYS-5-CONFIG_I: Configured from console by console

Router R2

R2#config t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#router ospf 1

R2(config-router)#router-id 5.5.5.5

R2(config-router)#network 172.31.21.0 0.0.0.3 area 0
R2(config-router)#network 172.31.21.0 0.0.0.3 area 0

00:55:46: %OSPF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on Serial0/0/1
from LOADING to FULL, Lding Done

N

% Invalid input detected at ' marker. R2(config-router)#network
172.31.23.00.0.3 area 0

% Invalid input detected at "' marker. R2(config-router)#network
172.31.23.0 0.0.0.3 area 0 R2(config-router)#network 10.10.10.0
0.0.0.255 area 0 R2(config-router)#passive-interface f0/0 R2(config-
router)#auto-cost reference-bandwidth 9500 % OSPF: Reference
bandwidth is changed.

Please ensure reference bandwidth is consistent across all

routers.

R2(config-router)#int s0/0/0

R2(config-if)#bandwidth 256



R2(config-if)#int s0/0/1
R2(config-if)#bandwidth 256
R2(config-if)#int s0/0/0
R2(config-if)#ip ospf cost 9500
R2(config-if)#exit

R2(config)#

Router R3

R3#config

Configuring from terminal, memory, or network [terminal]? Enter configuration
commands, one per line. End with CNTL/Z. R3(config)#router ospf 1
R3(config-router)#router-id 8.8.8.8 R3(config-router)#network

172.31.23.0 0.0.0.3 area 0 R3(config-router)#

01:01:48: %OSPF-5-ADJCHG: Process 1, Nbr 5.5.5.5 on Serial0/0/1 from
LOADING to FULL, Loading Done

R3(config-router)#network 192.168.4.0 0.0.3.255 area 0

% Invalid input detected at '~ marker. R3(config-router)#network
192.168.4.0 0.0.3.255 area 0 R3(config-router)#passive-interface lo4
R3(config-router)#passive-interface 105 R3(config-router)#passive-
interface lo6 R3(config-router)#auto-cost reference-bandwidth 9500 %
OSPF: Reference bandwidth is changed.

Please ensure reference bandwidth is consistent across all

routers.

R3(config-router)#exit

R3(config)#int s0/0/1

R3(config-if)#bandwidth 256

R3(config-if)#exit

R3(config)#
Verificar informacion de OSPF

(1 Visualizar tablas de enrutamiento y routers conectados por OSPFv2

RZ2gshow ip ospf neig

Neighbor ID Pri State Dead Time 2Address Interface
8.8.8.8 0 FULL/ - 00:00:39 172.31.23.2 Serizl0/0/0
p 2 B S 0 FULL/ - 00:00:38 72.31.21.1 Serial0n/0/1

w
+*

R2




[0 Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de cada
interface

# R2 =

[Phymcall Config l CLI‘

I10S Command Line Interface

b A Gy Bt K 0 FULL/ - 00:00:38 172.31.21.1 Serial0/0/
R2¢show ip ospf interface

Serial0/0/1 is up, line proteocel is up
Internet address is 172.31.21.2/30, Area 0
Process ID 1, Router ID 5.5.5.5, Network Type POINT-TO-POINT, Cost: €152
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O
No designated router on this network
Ne backup designated router on this network
Timer intervals configured, Helle 10, Dead 40, Wait 40, Retransmit 5
Hellco due in 00:00:09
Index 1/1, flcood queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flecod scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 1.1.1.1
Suppress hellec for 0 neighbor(s)
Serial0/0/0 is up, line protocol is up
Internet address is 172.31.23.1/30, Area 0
Process ID 1, Router ID 5.5.5.5, Network Type POINT-TO-POINT, Cost: 3500
Transmit Delay is 1 sec, State POINT-TC-POINT, Priority O
No designated router on this network
No backup designated router on this network
Timer intervals configured, Helleo 10, Dead 40, Wait 40, Retransmit S
Helle due in 00:00:03
Index 2/2, flood queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 8.8.8.8
|| Suppress helloc for 0 neighbor(s)

o

[ Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router.

! router ospf 1

| router-id 5.5.5.5

i log-adjacency-changes
passive-interface FastEthernet0/0

| auteo-cost reference-bandwidth 35500

network 172.31.21.0 0.0.0.3 axea 0
network 172.31.23.0 0.0.0.3 area 0
network 10.10.10.0 0.0.0.255 area 0O

p classless
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3. CONFIGURAR VLANS, PUERTOS TRONCALES, PUERTOS DE ACCESO,

ENCAPSULAMIENTO, INTER-VLAN ROUTING Y SEGURIDAD EN LOS

SWITCHES ACORDE A LA TOPOLOGIA DE RED ESTABLECIDA.
Sl#config t

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#vlan 30

S1(config-vlan)#name Administracion

S1(config-vlan)#vlan 40

S1(config-vlan)#name Mercadeo

S1(config-vlan)#vlan 200

S1(config-vlan)#name Mantenimiento

S1(config-vlan)#exit

S1(config)#

S1(config-if)#ip add 192.168.99.2 255.255.255.0

S1(config-if)#no shutdown

S1(config-if)#exit

S1(config)#ip default-gateway 192.168.99.1

S1(config)#int f0/3

S1(config-if)#switchport mode trunk

S1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3,
changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed
state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface VI1an200, changed state to up
S1(config-if)#switchport trunk native vlan 1 S1(config-
if)#int f0/24 S1(config-if)#switchport mode trunk
S1(config-if)#switchport trunk native vlan 1 S1(config-
if)#int range f0/2, f0/4-23 S1(config-if-range)#switch mode
access S1(config-if-range)#int f0/1 S1(config-if)#switch
mode access S1(config-if)#switch access vlan

% Incomplete command. S1(config-if)#switch

access vlan 30 S1(config-if)#int range f0/2, f0/4-

23

S1(config-if-range)#shutdown

R1#config t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#int f0/1.30

R1(config-subif)#encapsulation dotlq 30
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4.

R1(config-subif)#ip add 192.168.30.1 255.255.255.0 R1(config-
subif)#int f0/1.40 R1(config-subif)#ip add 192.168.40.1
255.255.255.0

% Configuring IP routing on a LAN subinterface is only allowed if that

subinterface is already configured as part of an IEEE 802.10, IEEE 802.1Q,
or ISL vLAN.

R1(config-subif)#

R1(config-subif)#int f0/1.40
R1(config-subif)#encapsulation dotlq 40
R1(config-subif)#ip add 192.168.40.1 255.255.255.0
R1(config-subif)#int f0/1.200
R1(config-subif)#encapsulation dotlg 200
R1(config-subif)#ip add 192.168.200.1 255.255.255.0
R1(config-subif)#exit

R1(config)#

En el Switch 3 deshabilitar DNS lookup Esta configurado desde el inicio

Asignar direcciones IP a los Switches acorde a los lineamientos.

5.

6.

Desactivar todas las interfaces que no sean utilizadas en el esquema de red.
Implement DHCP and NAT for IPv4
Configurar R1 como servidor DHCP para las VLANs 30 y 40.

Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para configuraciones
estaticas.

30

Name: ADMINISTRACION

Configurar DHCP pool para VLAN DNS-Server: 10.10.10.11

Domain-Name: ccna-unad.com
Establecer default gateway.

40

Name: MERCADEO

Configurar DHCP pool para VLAN DNS-Server: 10.10.10.11

Domain-Name: ccna-unad.com
Establecer default gateway.
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R1(config)#

R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30 R1(config)#ip
dhcp excluded-address 192.168.40.1 192.168.40.30 R1(config)#ip dhcp pool
Administracion R1(dhcp-config)#dns-server 10.10.10.11 R1(dhcp-config)#default-
router 192.168.30.1 R1(dhcp-config)#network 192.168.30.0 255.255.255.0
R1(dhcp-config)#ip dhcp pool Mercadeo R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#default-router 192.168.40.1 R1(dhcp-config)#network
192.168.40.0 255.255.255.0 R1(dhcp-config)#exit

R1(config)#
. Configurar NAT en R2 para permitir que los host puedan salir a internet

R2#config t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#user webuser privilege 15 secret cisco12345 R2(config)#ip http
server

N

% Invalid input detected at "' marker.
R2(config)#

Dado que no se puede utilizar los comandos ip http server se emplea un
servidor dentro de la topologia

R2(config)#

R2(config)#ip nat inside source static 10.10.10.10
209.165.200.229

R2(config)#int f0/0

R2(config-if)#ip nat outside

R2(config-if)#int f0/1

R2(config-if)#ip nat inside

R2(config-if)#
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10. Configurar al menos dos listas de acceso de tipo estandar a su criterio en para
restringir o permitir tréfico desde R1 o R3 hacia R2.

R2(config)#access-list 1 permit 192.168.30.0 0.0.0.255 R2(config)#access-list 1
permit 192.168.40.0 0.0.0.255 R2(config)#ip nat pool INTERNET 209.165.200.225
209.165.200.228 netmask 255.255.255.248

R2(config)#ip nat inside source list 1 pool INTERNET

R2(config)#exit

R2#

%SYS-5-CONFIG_I: Configured from console by console

R2(config)#ip access-list standard ADMIN_S
R2(config-std-nacl)#permit host 172.31.21.1 R2(config-
std-nacl)#exit R2(config)#line vty 0 4 R2(config-
line)#access-class ADMIN_S in R2(config-line)#

11.Configurar al menos dos listas de acceso de tipo extendido o nombradas a su
criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

R2(config)#access-list 101 permit tcp any host 209.165.200.229 eq
WWW

R2(config)#access-list 101 permit icmp any any echo-reply
R2(config)#int f0/0

R2(config-if)#ip access-group 101 in

R2(config-if)#int s0/0/0

R2(config-if)#ip access-group 101 out

R2(config-if)#int sO/0/1

R2(config-if)#ip access-group 101 out

R2(config-if)#int f0/1

R2(config-if)#ip access-group 101 out

R2(config-if)

12.Verificar procesos de comunicacion y redireccionamiento de trafico en los
routers mediante el uso de Ping y Traceroute.

RZfshow access-list
Standard IP access list 1
10 permit 1592.1€8.30.0 0.0.0.2
20 permit 192.168.40.0 0.0.0.2
Standard IP access list ADMIN S
10 permit host 172.31.21.1
Extended IP access list 101
10 permit tcp any host 205.165.200.2295 eq www
20 permit icmp any any echo-reply
Rz
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CONCLUSIONES

e Se practicé todo lo relacionado con la configuracion de router 1841, probando paso a
paso cada uno de los comandos escritos a fin de evaluar su funcionamiento dentro del

archivo de configuracion.

e Se usaron los atajos propuestos por el modulo a la hora de realizar configuraciones

desde la consola como parte de la préctica.

e Se consultaron diversos medios como videos y paginas de internet con el fin de
reforzar los conocimientos y despejar dudas al momento de adelantar configuraciones

en los routers.

e Se realizaron variaciones en las configuraciones a fin de generar fallas que
permitieran a través de los diversos comandos evaluar la no conectividad de las sedes,

al mismo tiempo realizar de manera rapida la correccion de las mismas.
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