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INTRODUCCION

Con este trabajo se pretende mostrar lo que hemos aprendido durante estos meses,
manejado la herramienta Packet Traicer, haciendo simulaciones, configurando dispositivos,
topologias de red, simulaciones de conectividad etc.

Se realizaran préacticas sobre equipos reales, con el simulador de Cisco Networking
Academy y con Packet Tracer; el cual tiene como objetivo la adquisicién y la
Formalizacién de habilidades para el mejor acceso a los equipos y realizar una

configuracién basica de los distintos aspectos fisicos (hardware) y l6gicos (software).

Palabras claves: Redes, protocolo, packet Tracer, simulacién y conexion.
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1 OBJETIVOS

1.1 OBJETIVO GENERAL

Realizar y dar solucion a los dos escenarios propuestos como prueba de habilidades del
Diplomado de profundizacion en Cisco, poniendo en la practica todos los conceptos
estudiados en todos los fundamentos importantes como lo son el ruteo y conmutacién de las
redes que existen en un conocimiento general y global.

1.2 OBJETIVOS ESPECIFICOS

Aplicar las diferentes configuraciones aprendidas en el diplomado para direcciones IP, RIP,
encapsulamiento OSFP, DCHP, ACL, NAT, VLANs segun lo indicado. Disefiar un
esquema de direccionamiento segun los requerimientos de los escenarios 1y 2. Describir el
paso a paso de cada uno de los procedimientos realizados en la solucién de los escenarios
propuestos para esta actividad final. Finalmente revisar y verificar la conectividad de las
configuraciones mediante los comandos ping, tracert, show ip route, y show ip protocols,
en los dos escenarios propuestos para esta practica final del Diplomado.

12



2 DESARROLLO DE LOS ESCENARIOS
2.1 ESCENARIO 1

Una empresa posee sucursales distribuidas en las ciudades de Bogotd y Medellin, en donde
el estudiante sera el administrador de la red, el cual debera configurar e interconectar entre
si cada uno de los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas aspectos que
forman parte de la topologia de red

2.1.1 Topologia de red

a\“j\@
MEDELLINT = 3 A
: , 5. 1.200/0

FIGURA 1 TOPOLOGIA DE RED

Este escenario plantea el uso de RIP como protocolo de enrutamiento, considerando que se
tendran rutas por defecto redistribuidas; asi mismo, habilitar el encapsulamiento PPP y su
autenticacion. Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia
red LAN y a los routers 3 de cada ciudad. Debe configurar PPP en los enlaces hacia el ISP,
con autenticacion. Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.
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2.1.2 Desarrollo

Como trabajo inicial se debe realizar lo siguiente:

* Realizar las rutinas de diagnostico y dejar los equipos listos para su configuracion
(asignar nombres de equipos, asignar claves de seguridad, etc.).
* Realizar la conexidn fisica de los equipos con base en la topologia de red.
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Figura 2 conexion fisica de la red

D Scenario 0 -
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The HWIC-2T is a Cisco 2-Port Serial High-Speed WAN Interface Card,
providing 2 serial ports.

Figura 3.configurar topologia de red, de acuerdo con las siguientes especificaciones.
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2.1.3 Configuraciéon ISP

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname ISP

ISP(config)#no ip domain-lookup

ISP(config)#line console O

ISP(config-line)#password cisco

ISP(config-line)#login

ISP(config-line)#line vty 0 15

ISP(config-line)#password cisco

ISP(config-line)#login

ISP(config-line)#exit

ISP(config)#enable secret class

ISP(config)#service password-encryption

ISP(config)#banner motd $Prohibido el acceso a personal no autorizado $
ISP(config)#

2.1.4 configuracion MEDELLIN 1

Router>ENABLE

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname MEDELLIN1
MEDELLIN1(config)#no ip domain-lookup
MEDELLINZ1(config)#line console 0

MEDELLIN1 (config-line)#password cisco
MEDELLINZ1(config-line)#login
MEDELLIN1(config-line)#line vty 0 15
MEDELLINZ1(config-line)#password cisco
MEDELLIN1(config-line)#login
MEDELLINZ1(config-line)#exit

MEDELLIN1(config)#enable secret class
MEDELLIN1(config)#service password-encryption
MEDELLIN1(config)#banner motd $Prohibido el acceso a personas no autorizadas $
MEDELLIN1(config)#
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2.15 Configuracion MEDELLIN2

Router>ENABLE

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname MEDELLIN2
MEDELLIN2(config)#line console 0
MEDELLIN2(config-line)#password cisco
MEDELLIN2(config-line)#login
MEDELLIN2(config-line)#line vty 0 15
MEDELLIN2(config-line)#password cisco
MEDELLIN2(config-line)#login
MEDELLIN2(config-line)#exit

MEDELLIN2(config)#enable secret class
MEDELLIN2(config)#service password-encryption
MEDELLIN2(config)#banner motd $Prohibido el acceso a personas no autorizadas $
MEDELLIN2(config)#

2.1.6 configuracion MEDELLIN3

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname MEDELLIN3
MEDELLIN3(config)#no ip domain-lookup
MEDELLIN3(config)#line console 0
MEDELLIN3(config-line)#password cisco
MEDELLIN3(config-line)#login
MEDELLIN3(config-line)#line vty 0 15
MEDELLIN3(config-line)#password cisco
MEDELLIN3(config-line)#login
MEDELLIN3(config-line)#exit

MEDELLIN3(config)#enable secret class
MEDELLIN3(config)#service password-encryption
MEDELLIN3(config)#banner motd $Prohibido el acceso a personas no autorizadas $
MEDELLIN3(config)#
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2.1.7 Configuracion BOGOTA1

Router>ENABLE

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOGOTAL1

BOGOTAL(config)#no ip domain-lookup
BOGOTAL(config)#line console 0
BOGOTAL(config-line)#password cisco
BOGOTAL(config-line)#login

BOGOTAL(config-line)#line vty 0 15
BOGOTAZIL(config-line)#password cisco
BOGOTAL(config-line)#login

BOGOTAL(config-line)#enable secret class
BOGOTAL(config)#service password-encryption
BOGOTAI1(config)#banner motd $Prohibido el acceso a personas no autorizadas $
BOGOTAL(config)#

2.1.8 Configuracion BOGOTA2

Router>ENABLE

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOGOTA2

BOGOTAZ2(config)#no ip domain-lookup
BOGOTAZ2(config)#line console 0
BOGOTAZ2(config-line)#password cisco
BOGOTAZ2(config-line)#login

BOGOTAZ2(config-line)#line vty 0 15
BOGOTA2(config-line)#password cisco
BOGOTAZ2(config-line)#login

BOGOTAZ2(config-line)#enable secret class
BOGOTAZ2(config)#service password-encryption
BOGOTAZ2(config)#banner motd $Prohibido el acceso a personas no autorizadas $
BOGOTAZ2(config)#

18



2.1.9 configuracion BOGOTA3

Router(config)#hostname BOGOTAS3
BOGOTAS3(config)#no ip domain-lookup
BOGOTA3(config)#line console 0
BOGOTAS3(config-line)#password cisco
BOGOTA3(config-line)#login
BOGOTAS3(config-line)#line vty 0 15
BOGOTA3(config-line)#password cisco
BOGOTAS3(config-line)#login
BOGOTAS3(config-line)#enable secret class
BOGOTAS3(config)#service password-encryption
BOGOTAZ3(config)#banner motd $Prohibido el acceso a personas no autorizadas $
BOGOTAS3(config)#

2.1.10 Direccionamiento IP ISP

ISP>enable

Password:

Password:

Password:

ISP#conf t

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#int s0/0/0

ISP(config-if)#description conexion MEDELLIN1
ISP(config-if)#ip address 209.17.220.1 255.255.255.252
ISP(config-if)#clock rate 128000

ISP(config-if)#no sh

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
ISP(config-if)#int s0/0/1

ISP(config-if)#description conexion con BOGOTAL
ISP(config-if)#ip address 209.17.220.5 255.255.255.252
ISP(config-if)#clock rate 128000

ISP(config-if)#no sh

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
ISP(config-if)#
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2.1.11 Direccionamiento IP MEDELLIN1

MEDELLIN1>enable

Password:

Password:

Password:

MEDELLIN1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLINZ1(config)#int s0/0/0
MEDELLIN1(config-if)#description conexion hacia MEDELLIN2
MEDELLIN1(config-if)#ip address 172.29.6.1 255.255.255.252
MEDELLINZ1(config-if)#clock rate 128000

This command applies only to DCE interfaces
MEDELLINZ1(config-if)#no sh

MEDELLINZ1(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

MEDELLIN1(config-if)#int s0/0/1
MEDELLINZ1(config-if)#description conexion 1 hacia MEDELLIN3
MEDELLIN1(config-if)#ip address 172.29.6.9 255.255.255.252
MEDELLINZ1(config-if)#clock rate 128000
MEDELLIN1(config-if)#no sh

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
MEDELLIN1(config-if)#description conexion 2 hacia MEDELLIN3
MEDELLIN1(config-if)#ip address 172.29.6.13 255.255.255.252
MEDELLINZ1(config-if)#clock rate 128000
MEDELLIN1(config-if)#no sh

MEDELLINZ1(config-if)#int s0/1/1
MEDELLIN1(config-if)#description conexion hacia IPS
MEDELLIN1(config-if)#ip address 209.17.220.2 255.255.255.252
MEDELLIN1(config-if)#clokc rate 128000

N

% Invalid input detected at "~ marker.
MEDELLIN1(config-if)#clock rate 128000
MEDELLINZ1(config-if)#no sh

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
MEDELLIN1(config-if)#
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2.1.12 Direccionamiento IP MEDELLIN2

Prohibido el acceso a personas no autorizadas

User Access Verification

Password:

MEDELLIN2>enable

Password:

MEDELLIN2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN2(config)#int s0/0/0
MEDELLIN2(config-if)#description conexion con MEDELLIN1
MEDELLIN2(config-if)#ip address 179.29.6.2 25.25.255.252
Bad mask 0x1919FFFC for address 179.29.6.2
MEDELLIN2(config-if)#ip address 172.29.6.2 255.255.255.252
MEDELLIN2(config-if)#clock rate 128000

This command applies only to DCE interfaces
MEDELLIN2(config-if)#no sh

MEDELLIN2(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

MEDELLIN2(config-if)#int s0/0/1
MEDELLIN2(config-if)#description conexion con MEDELLIN3
MEDELLIN2(config-if)#ip address 172.29.6.5 255.255.255.252
MEDELLIN2(config-if)#clock rate 128000
MEDELLIN2(config-if)#no sh

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
MEDELLIN2(config-if)#int f0/0

%Invalid interface type and number

MEDELLIN2(config)#int f0/0/0

%Invalid interface type and number
MEDELLIN2(config)#description conexiones con hosts

N

% Invalid input detected at "' marker.
MEDELLIN2(config)#int s0/0/0
MEDELLIN2(config-if)#description conexion con hosts
MEDELLIN2(config-if)#ip address 172.29.4.1 255.255.255.128
MEDELLIN2(config-if)#no sh

MEDELLIN2(config-if)#

MEDELLIN2(config-if)#
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2.1.13 Direccionamiento IP MEDELLIN3

MEDELLIN3>enable

Password:

Password:

MEDELLIN3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN3(config)#int s0/0/0
MEDELLIN3(config-if)#description conexion2 hacia MEDELLIN1
MEDELLIN3(config-if)#ip address 179.29.6.14 255.255.255.252
MEDELLIN3(config-if)#clock rate 12800

Unknown clock rate

MEDELLIN3(config-if)#clock rate 128000

This command applies only to DCE interfaces
MEDELLIN3(config-if)#no sh

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
MEDELLIN3(config-if)#int s0/0/1
MEDELLIN3(config-if)#description conexion 1 hacia MEDELLIN1
MEDELLIN3(config-if)#ip address 172.29.6.10 255.255.255.252
MEDELLIN3(config-if)#clock rate 128000

This command applies only to DCE interfaces
MEDELLIN3(config-if)#no sh

MEDELLIN3(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up

MEDELLIN3(config-if)#int s0/1/0
MEDELLIN3(config-if)#description conexion hacia MEDELLIN2
MEDELLIN3(config-if)#ip address 172.29.6.6 255.255.255.252
MEDELLIN3(config-if)#clock rate 128000

This command applies only to DCE interfaces
MEDELLIN3(config-if)#no sh

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
MEDELLIN3(config-if)#

MEDELLIN3(config-if)#in f0/0

%Invalid interface type and number
MEDELLIN3(config)#description conexion hacia hosts
N
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% Invalid input detected at "' marker.
MEDELLIN3(config)#ip address 172.29.4.129 255.255.255.128
N

% Invalid input detected at "*'" marker.
MEDELLIN3(config)#no sh
N

% Invalid input detected at "~ marker.
MEDELLIN3(config)#

2.1.14 Direccionamiento IP BOGOTA 1
Prohibido el acceso a personas no autorizadas
User Access Verification
Password:

BOGOTAL>enable

Password:

BOGOTAL#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTAL(config)#int s0/0/0
BOGOTAL(config-if)#description conexion con ISP
BOGOTAL(config-if)#ip address 209.17.220.6 255.255.255.252
BOGOTAL(config-if)#clock rate 128000

This command applies only to DCE interfaces
BOGOTAL(config-if)#no sh

BOGOTAL(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

BOGOTAL(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

BOGOTAL(config-if)#int s0/0/1
BOGOTAL(config-if)#description conexion con BOGOTA-2
BOGOTAL(config-if)#ip address 172.29.3.9 255.255.255.252
BOGOTAL(config-if)#clock rate 128000
BOGOTAL(config-if)#no sh

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
BOGOTAZL(config-if)#int s0/1/0
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BOGOTAL(config-if)#description conexionl con BOGOTAZ2
BOGOTAL(config-if)#ip address 172.29.3.5 255.255.255.252
BOGOTAL(config-if)#clock rate 128000
BOGOTAL(config-if)#no sh

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
BOGOTAL(config-if)#int s0/1/1

BOGOTAL(config-if)#description conexion2 con BOGOTAZ2
BOGOTAL(config-if)#ip address 172.29.3.1 255.255.255.252
BOGOTAL(config-if)#clock rate 128000

BOGOTAL(config-if)#no sh

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
BOGOTAL(config-if)#

2.1.15 Direccionamiento IP BOGOTA 2

Prohibido el acceso a personas no autorizadas
User Access Verification

Password:

BOGOTA2>enable

Password:

BOGOTAZ2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTAZ2(config)#int s0/0/0
BOGOTA2(config-if)#description conexion con BOGOTAL
BOGOTAZ2(config-if)#ip address 172.29.3.10 255.255.255.252
BOGOTAZ2(config-if)#clock rate 128000

This command applies only to DCE interfaces
BOGOTAZ2(config-if)#no sh

BOGOTAZ2(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

BOGOTA2(config)#int s0/0/0
BOGOTAZ2(config-if)#description conexion con host
BOGOTA2(config-if)#ip address 172.29.1.1 255.255.255.0
BOGOTAZ2(config-if)#no sh

BOGOTA2(config-if)#
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2.1.16 Direccionamiento IP BOGOTA 3

Prohibido el acceso a personas no autorizadas
User Access Verification
Password:

BOGOTA3>enable

Password:

BOGOTAS#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTAS3(config)#int s0/0/0
BOGOTA3(config-if)#description conexion2 hacia BOGOTAL
BOGOTAS3(config-if)#ip address 172.29.3.2 255.255.255.252
BOGOTAS3(config-if)#clock rate 128000

This command applies only to DCE interfaces
BOGOTAS3(config-if)#no sh

BOGOTAS3(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

BOGOTAS3(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

BOGOTAS3(config-if)#int s0/0/1
BOGOTAS3(config-if)#description conexionl hacia BOGOTAL
BOGOTAS3(config-if)#ip address 172.29.3.6 255.255.255.252
BOGOTAS3(config-if)#clock rate 128000

This command applies only to DCE interfaces
BOGOTAS3(config-if)#no sh

BOGOTAS3(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up

BOGOTAS3(config-if)#int s0/1/0
BOGOTA3(config-if)#description conexion hacia BOGOTA?2
BOGOTAS3(config-if)#ip address 172.29.3.14 255.255.255.252
BOGOTA3(config-if)#clock rate 128000

This command applies only to DCE interfaces
BOGOTA3(config-if)#no sh
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%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down

BOGOTAS3(config-if)#

BOGOTA3(config-if)#int f0/0

%Invalid interface type
BOGOTA3(config)#int
%Invalid interface type
BOGOTAS3(config)#int

and number
s0/0

and number
s0/0/0

BOGOTAS3(config-if)#description conexion hacia hosts
BOGOTAS3(config-if)#ip address 172.29.0.1 255.255.255.0
BOGOTAS3(config-if)#no sh

BOGOTA3(config-if)#

2.1.17 Parte 1: Configuration del enrutamiento

a. Configurar el enrutamiento en la red usando el protocolo RIP version 2, declare la red

principal, desactive la sumarizacion automatica.

2.1.18 Enrutamiento en Router ISP, ip route antes de rip en router ISP
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105 Command Line Interface
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Codigo de configuracion router rip

ISP#conf t

Enter configuration commands, one per line. End with CNTL/Z
ISP(config)#route rip

ISP(config-router)#version 2

ISP(config-router)#network 209.17.220.0
ISP(config-router)#network 209.17.220.4
ISP(config-router)#no auto-summary

ISP(config-router)#

2.1.19 Show ip route antes de rip en router ISP

2 1sp = [ [
| Physical I Config | CLI |
[ I0S Command Line Interface
A
ISPgshow ip route
Codes: L — local, © - connected, 5 - static, B — RIF, M — mobile,
B - BGP

L — EIGRP, EX - EIGRP extermnal, © - OSPF, IX - OEPF inter

N1 - OSDF NSSE external type 1, NZ - OSEF NSSRE euxternal
type 2

El - OSPF external type 1, EZ - OSPEF external type Z, E —
oled=]

i - IS-IS, L1 - IS-IS lewel-1, LZ - IS-IS level-Z, iz -
I5-I5 inter area

* - candidate defsult, U - per—user static route, o - ODR

P - pericdic downloaded static route

Cateway of last resort is mnot set

Z0%_ 17 220 024 is wariably subnetted, 4 subnets, Z masks
c Z03.17.220.0/30 is directly connected, Seriall 0/0
L Z203.17.220.1/32 is directly connected, Serizl0/0/0
c Z05.17.220.4/30 is directly connected, Serizl0 0/1 B
L Z09.17_.Z2Z0.5/22 is directly connected, Seriall/0/1
ISEE E

[ Comr ) [pame )

Figura 5 show ip route antes de rip en router ISP

2.1.20 Enrutamiento en router y verificacion ip route antes rip en MEDELLIN1

& MEDELLINL e % ISR ===
| Physical | config cur |
105 Command Line Interface
ALINEPROTO-S—UPDOWH: Line protocel on Interface Seriallslsl, changed state ©o ap =
ALINEPROTO-S-UDPDOWN: Line protaca 1 en Interface Saxial0s0s0, changed state to up
Prohibide el accese a parscnas ne auter izadas
User Access Verificatien
Pasawax a:

MEDELLINl>show ip routs
Codes: I local, ©

Copy | [ Past= ]
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Figura 6 ip route antes rip en MEDELLIN-1

Cadigo configuracion de route rip
MEDELLIN-1>en

Password:

MEDELLIN-1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN-1(config)#route rip
MEDELLIN-1(config-router)#version 2
MEDELLIN-1(config-router)#network 172.29.6.0
MEDELLIN-1(config-router)#network 172.29.6.8
MEDELLIN-1(config-router)#network 172.29.6.12
MEDELLIN-1(config-router)#network 209.17.220.0
MEDELLIN-1(config-router)#no auto-summary
MEDELLIN-1(config-router)#exit

2.1.21 Show ip después de rip en router MEDELLIN1

s . - © =

Physical Config CLI

I0S Command Line Interface

Prohibido el acceso a personas no autorizadas
User Aocess Verification
Pagsword:

MEDELLINlrenable
Password:
MEDELLINl§show ip route
Codes: L - local, C - connected, 5 - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGED external, O - OSDF, IA - OSDF inter area
N1 - OSBF N5SA external type 1, NZ - OSDPF NSSAE externzl type 2
El - OSPF external type 1, EZ - OSPF external type 2, E - EGP
i - IS-I8, L1 - IS-IS level-l, Lz - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
I - pericdic downloaded statie route

Gateway of last resort is not set

172.29.0.0/16 is variably subnetted, 4 submets, 2 masks
5.6.0/30 is dizectly connected, Sezial0/0/0
5.6.1/32 is dizectly connected, Sezial0/0/0
§.12/30 is dizectly connected, Sexizl0/0/1
-13/22 is directly connected, Serial0/0/1

Hooe o

L 203.17.220.2/32 is directly connected, Serial0d/1/1
MEDELLIN1§ i

Figura 7 Show ip route despues de rip en router MEDELLIN-1
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2.1.22 Enrutamiento en router y verificacion ip route antes rip en MEDELLIN2

& MEDELLIN2 =NACN X

| Physical Config | CLI |

10S Command Line Interface

Press RETURN to get started!

SLINE-5-CHRNGED: Interface Seriald/0/0, changed state to up

SLINEPROTO-5-UBDOWN: Line protoceol on Interface Seriald/0/0, changed state to up
Prochibido el accesoc a personas no sutorizadas

User Reocess Verification
Password:

MEDELLINZ>enzble
Dassword:
MEDELLINZfshow ip route
Codes: L - loeal, C - connected, 5 - statie, R - RIP, M - mobile, B - BGE
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSEF inter area
M1 - OSPF WSS external type 1, Nz - OSEF NSSA external type 2
Z1 - OSPF external type 1, EZ - OSDF external type 2, £ - EGP
i - IS-IS, L1 - IS-IS level-1l, Lz - IS-IS level-Z, iz - IS-IS inter area
* - cendidate defsult, U - per-user static route, o - ODR
P - pericdic downloaded static route

Gateway of last resort is not set

m

172.29.0.0/16 is varizbly subnetted, 2 subnets, 2 masks

c 172 .29 .4 _0/25 is directly connected, Seriald/0/0
L 172.25.4.1/32 is directly connected, Serizal0/0/0
MEDELLINZ § s

Copy Paste

Figura 8 ip route antes rip en MEDELLIN-2

Cadigo route rip

MEDELLIN-2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN-2(config)#route rip
MEDELLIN-2(config-router)#version 2
MEDELLIN-2(config-router)#network 172.29.6.0
MEDELLIN-2(config-router)#network 172.29.6.4
MEDELLIN-2(config-router)#no auto-summary
MEDELLIN-2(config-router)#exit
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2.1.23 Show ip route despues de rip en router MEDELLIN2

& MEDELLIN2 = |8

| Physical Config | CLI |

10S Command Line Interface

Press RETURN to get started!

SLINE-5-CHRNGED: Interface Serial0/0/0, changed state to up

SLINEPROTO-5-UBDOWN: Line protoceol on Interface Seriald/0/0, changed state to up
Prochibido el accesoc a personas no sutorizadas

User Access Verifiecation
Password:

MEDELLINZ>enzble
Dassword:
MEDELLINZfshow ip route
Codes: L - loeal, C - connected, 5 - statie, R - RIP, M - mobile, B - BGE
D - EIGRP, EX - EIGRP external, O - OSPF, IR - OSEF inter area
N1 - OSPF WSS external type 1, NZ - OSEF NSSR external type 2
Z1 - OSEF external type 1, EZ - OSPF external type 2, E - EGP
i - IS-IS, 11 - IS-IS level-1l, LZ - I5S-IS level-Z, ia - IS-IS inter area
* - candidste defsult, U - per-user static route, o - ODR
P - pericdic downloaded static route

Gateway of last resort is not set

m

172.29.0.0/1€ is wariably subnetted, 2 subnets, Z masks
7z.2 is directly connected, Serizl0/0/0
7z .z is directly connected, Serial0/0/0

Figura 9 Show ip route despues de rip en router MEDELLIN2

2.1.24 Enrutamiento en router y verificacion ip route antes rip en MEDELLIN3

? MEDELLING ==

Physical I Config | CLI |

I0S Command Line Interface

Press RETURN to get started!

Prohikbido el acecesc a persomas no autcorizadas
User Access Verification

Password:

MEDELLINZ>enable
Password:
MEDELLIN3gshow ip router

% Invalid input detected at '~' marker.

MEDELLIN3fshow ip route
Codes: L - loeal, C - connected, § - statie, R - RIP, M - mobile, B - BGE
D - EIGRP, EX - EIGRP external, O - O5SPF, IR - OSPF inter ares
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSEF external type 1, EZ - OSEF external type 2, E - EZGP
i - IS-I8, L1 - IS-IS lewel-1, Lz - IS-IS level-Z, ia - I5-IS inter area
* - candidate defsult, U - per-user static route, o - ODR
I - periocdic downloaded statiec route

Gateway of last resort is not set

m

172.29.0.0/18 is varisbly subnetted, 2 subnets, 2 masks

c 172.29.6.8/30 is directly connected, Serial0/0/1

L 172 29 .6.10/3Z is directly connected, Seriald/0/1

MEDELLINZE -

Figura 10 Enrutamiento en router y verificacién ip route antes rip en MEDELLIN3
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Cadigo route rip
MEDELLIN-3#conf t

Enter configuration commands, one per line. End with CNTL/Z.

MEDELLIN-3(config)#route rip
MEDELLIN-3(config-router)#version 2
MEDELLIN-3(config-router)#network 172.29.6.4
MEDELLIN-3(config-router)#network 172.29.6.8
MEDELLIN-3(config-router)#network 172.29.6.12
MEDELLIN-3(config-router)#no auto-summary
MEDELLIN-3(config-router)#exit

2.1.25 Show ip route despues de rip en router MEDELLIN3

& MEDELLIN3 | ]

| Physical I Config | CLI |

105 Command Line Interface

% Invalid input detected at '~' marker.

MEDELLIN3§show ip oute

Codes: L - local, C - conmected, § - static, R - RIP, M - mobile, B - BGP
D - ZIGRP, =X - EICRP externzl, O - OSPF, IA - OSDF inter area
N1 - OSPF NSSA externsl type 1, NZ - OSPF NSSA external type Z

E1 - OSDF externzl type 1, EZ - OSPF ewternal type Z, E - EGP
i - IS-IS, L1 - IS-IS level-l, Lz - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR

P - pericdic downloaded static route

Gatewzy of last resert is not set
172.29.0.0/16 is varizbly subnetted, 2 subnets, Z masks
c 172.29.6.8/30 is directly connected, Serial(/0/1
L 172.29.6.10/32 is directly connected, Serial0/0/1
MEDELLIN3#
MEDELLINZ#conf ©
Enter configuration commsands, cne per line. End with CNTL/Z.
MEDELLINZ (config) $router rip
MEDELLINZ (config-router) $version 2
MEDELLINS (config-router) #network 172.29.6.4
MEDELLIN3Z (config-router) #network 172.29.6.8
MEDELLINZ (config-rouser) #neswork 172.29.6.12
MEDELLINZ {config-router)#no suto-summary
MEDELLINZ (config-router) fexit
MEDELLINS (config) &
MEDELLINZ (config) #no conf t©
MEDELLINS (config) #

m

Figura 11 Show ip route despues de rip en router MEDELLIN-3
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2.1.26 Enrutamiento en router y verificacion ip route antes rip en BOGOTAL

& BOGOTAL [ — ~i - " — = | B |eeim
| Physical I Config | CLI |

I0S Command Line Interface

TrohiBido el =cceso = person=s mno =Sutorlizsdas

User Access Verification
Password:

BOGOTAL>enable
Password:
BOCOTAl#show ip route
Codes: L - loeal, C - connected, § - statie, R - RIP, M - mobils, B - BGD
D - EIGRP, EX - EIGRP external, O - O5SBF, IR - OSEF inter area
W1 - OSPF NS5 externsl type 1, N2 - OSPF NSSA external type 2
E1 - OSEF external type 1, EZ - OSPF external type 2, E - EGP
i - IS-I8, L1 - IS-IS level-1, Lz - IS-IS level-Z, ia - IS-IS inter area
* - czndidate defsult, U - per-user statie route, o - ODR
D - pericdic downloaded static route

Gateway of last resort is not set

.0/1% is varizbly subnetted, & subnets, 2 masks

c 9.3.0/30 is directly connected, Serizl0/1/1

L 3.3.1/37 is directly connected, Serialo/ls1

c 9.3.4/30 is directly connected, Seriald/1/0

L 9.3.5/32 is directly connected, Seriall/1/0

c 9.3.8/30 is direetly connected, Serial(/0/1

L 172.29.3.9/32 is directly connected, Serizl0/0/1 E

20817 4 is varisbly subnetted, Z subnets,  masks

c 20%.17.220.4/30 is directly connected, Seriald/0/0

L 209.17.220.6/32 is directly connected, Serial0/0/0

BOCOTALE 2

Copy Paste

Figura 12 Figura 12 ip route antes rip en BOGOTA-1

Cadigo route rip

BOGOTA-1#conf t

32

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA-1(config)#route rip
BOGOTA-1(config-router)#version 2
BOGOTA-1(config-router)#network 209.17.220.6
BOGOTA-1(config-router)#network 172.29.3.9
BOGOTA-1(config-router)#network 172.29.3.5
BOGOTA-1(config-router)#network 172.29.3.1
BOGOTA-1(config-router)#no auto-summary
BOGOTA-1(config-router)#exit
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2.1.27 Show ip route despues de rip en router BOGOTAL
& cocons % I I+ —

Physical | Config | cut I
105 Command Line Interface

[EOGCTALT
BOCOTALpcens &
Enter configusation comsands, one per line. End with SWILSI.
BOGOTAL (configl #rouce Eip |
BOGOTAL [cenfig-sauras) fracsion 2
BOGOTAL (cenfig=souteas) fneatwecsk 300.17.3320.4 |
BOGOTAL [config=-routcsr) fneteork 172.39.3.%
BOGOTAL (cenfig-roucar) fnenwark 172.29.3.5
BOGOTAL (cenfig=sautazi$

BOGOTAL [config=routsr) fnetwvork 172.39.3.1
BOGOTAL (config-roucar) ime auCo-sussary
BOSOTAL (cendig-souras) fexis

BOGOTAL (configl#

4 |

BOGOTALrenable

Fassword:

BOCOTALpakew ip ssuta

Codew: L = local, © = connegted, § = static, B = RIP, H - mobile, B - B&F
D - EIGAF, EX - EIGAF axcarnal, O - QEPF, IA - OSFF inTHr A&
Hl - OSPF HSSR extecsal cype 1, M2 - OSPF HOSA sxteznal type 2 |
El = O5FT extearnal type 1, Ei - OFFT exsernal type 1, B = EGF
i - I8-1I8, Ll - IS-I8 lewal-1l, LI - IS-I5 lavael-2, ia - IF-IF AnCar AISA
* = sandidate defaelr, U - pac-uses static Soute, o = ODR
F = paricdic dowvnloaded static routs

Cateway of last zescst is not set

172.29.0.0/16 ia wariably subneccad, & subnecs, 7 Sasks
172.39.3,.0/30 im dizestly comnected, Sesialf 11
174.39.3.17°30 is directly comneceed, Serialdslrsl
172.25.3.4/730 is directly connactad, Ssriald/1 0
172.3%.3,.6/32 im direstly cosnectad, Sesiald/lr0
172.39.3.8/730 is directly connected, Sscialld/0S1
172.39.53.9/32 is dirsstly connaccad, Seeiald /071

20%,87,.320.0/34 iw vasiably subsetted, I subnets, I =anks
203.17.320.4/30 iw dirsctly connected, Serisallds0os0
205.17.220.6/32 is diescely conmscted, Serialld OO

BOGUTALE -

HEOoBEnoen

B0

—
Figura 13 Show ip route despues de rip en router BOGOTAL

2.1.28 Enrutamiento en router y verificacion ip route antes rip en BOGOTA2
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; T R =
& BOGOTAZ ‘A - =1 e

Password:

BOGOTAZ>enable
Password:

BOGOTAZEshow ip route

Codes: L — local, © — connecte 4, 5 — scatic, R — RIEF, M — mobile, B — BEE
D - EIGRP, =X — EIGRP extermnal, © — OSBEF, IA — OSPF inter area
M1 — OSDF NSS: excernzl type 1, N2 — OSDF NSSXZ external type 2

| Physical | cenfig cLr |
I0S Command Line Interface
Press RETURN to get sStarte dal i
SLINK-S-CHANGED: Interface SerialO 00, changed =tate to up
ALINSPROTO-S-UPDOWN: Line protoco 1 on Interface SerialO/0/0, changed =tate to up
Prohikbido el accesco a persconas no autcrizadas
Usexr Access ¥ VeriZication

. osPF external type 2z, = - =GP
» L2 — IS-IS level—-2, ia — IS-IS inter area
r—user static rouse, © — ODR

:::::::::::
172.25.0.0/1€ is wariably subnetted, 2 subnets, 2 masks

c  172.25.1 0,24 is directly connecte 4, Seriel0s0s0

L = 172.25%.1.1/32 4is directly connecte d, Serialoso0rs0

BogoTAZ # =

[ cepy | [ Paste

Figura 14 ip route antes rip en BOGOTA-2

Cadigo ip route rip

BOGOTA-2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA-2(config)#route rip
BOGOTA-2(config-router)#version 2
BOGOTA-2(config-router)#network 172.29.3.8
BOGOTA-2(config-router)#network 172.29.3.12
BOGOTA-2(config-router)#no auto-summary
BOGOTA-2(config-router)#exit

2.1.29 Show ip route despues de rip en router BOGOTA2
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# BOGOTA2

I ey

Physical I Config | CLI |

I0S Command Line Interface

TTETT EETUSN TO UST STSITEOT

SLINE-5-CHANGED: Interface Seriald/0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up
Prohibido el acceso a personas no autorizadas

User Access Verification
Password:

BOGOTAZ>enable
Password:
BOCOTAZ#show ip route
Codes: L - loeal, C - connected, § - statie, R - RID, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSDF inter ares
W1 - OSPF NSSA external type 1, NZ - OSEF NSSA external type 2
El - OSFF external type 1, EZ - OSEF external type Z, E - EGP
i - IS-IS, L1 - IS-IS lewvel-1, Lz - IS-IS level-Z, ia - I5S-IS inter ares
* - candidste defsult, U - per-user static route, o - ODR

P - periodic downloaded static route

m

Gateway of last resort is not set

172.29.0.0/16 is varizbly subnetted, 2 subnets, 2 masks L4

c 172.2%.1.0/24 is directly connected, Seriald/0/0 l
L 172.29.1.1/32 is directly connected, Serial0/0/0

BOGOTAZE

BOCOTAZ#conf © o

Figura 15 Show ip route despues de rip en router BOGOTA2

2.1.30 Enrutamiento en router y verificacion ip route antes rip en BOGOTAS3
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& BOGOTA3 =N X

[ Physical | Config | CLI |

I10S Command Line Interface
TSSO TO-S=TETOWN. Tine protoce] o TAertsos SerisTh 07T, changed S555F =0 08
Prohibido el acceso a personas no autorizadas

~

User Access Verification
Password:

BOGOTA3>enable
Password:
BOGCTA3#show ip router

% Invalid input detected at '"' marker.

BOGOTA3#show ip route
Codes: L - local, C - connected, § - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRPF external, O - OSPF, IA - OSEF inter ares
N1 - OSDF NSSA external type 1, NZ - OSDF NSSA external type 2
E1 - OSDF externzl type 1, E2 - OSDF externazl type Z, E - EZGP
i - IS-I§, L1 - I5-IS level-1, Lz - I5-I5 level-Z, ia - I5-I5 inter ares
* - candidate defsult, U - per-user static route, o - ODR
P - periodic downloaded static route

Cateway of last resort is not set
172.29.0.0/16 is varizbly subnetted, 4 subnets, 3 masks
172.29.0.0/24 is directly connected, Serial0/0/0
9.0.1/32 is directly connected, SerialQ/0/0

mn

c

L

c 17 $.2.4/30 is directly connected, Serizal0/0/1

L 172.29.2.6/32 is directly connected, Serizl0/0/1

BOGOTR2 | b

F}gura 16 i[; route antes rip en BOGOTA3

Codigo route rip

BOGOTA-3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA-3(config)#route rip
BOGOTA-3(config-router)#version 2
BOGOTA-3(config-router)#network 172.29.3.0
BOGOTA-3(config-router)#network 172.29.3.4
BOGOTA-3(config-router)#network 172.29.3.12
BOGOTA-3(config-router)#no auto-summary
BOGOTA-3(config-router)#exit

2.1.31 Show ip route despues de rip en router BOGOTA3
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Frocora R [ =

Physical I Caonfig | CLI |

10S Command Line Interface

Enter configuration commands, cne per line. Znd with CNTL/Z.
BOGOTAZ (config) froute rip

BOGOTAZ (config-router) fversion 2

BOGOTA3 (config-router) §network 172 235 .3.0

BOGOTAS {config-router) network 17 3.4

BOGOTA3 {config-router) fnetwork 172.29.3.12

BOCOTAS (config-rouser) $no suto-summary

BOGCOTAZ (config-router) fexit

BOGOTAS (config) exit

BOGOTAZE

%5Y5-5-CONFIG_I: Configured from conscle by console

BOCOTAZE show ip route
Codes: L - loecal, C - connected, § - statie, 2 - RIP, M - mobile, B - BGD
D - EIGRP, EX - EIGRP external, O - O5SEF, IR - OSEF inter area
N1 - OSDF NSSA external type 1, NZ - OSBF NSSA external type
E1 - OSEF external type 1, EZ - OSPY external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, Lz - I5S-IS level-2, ia - IS-IS inter area
* - candidate defsult, U - per-user static route, o - ODR
D - pericdic downloaded static route

Gateway of last resort is not set

172.29.0.0/16 is varisbly subnetted, 4 subnets, 3 masks
c 172.29.0.0/24 is directly connected, Serial0/0/0 A
L 172.29.0.1/3Z is directly connected, Serial0/0/0 5
c 172 .29.3_.4/30 is directly connected, Serialds0/1

172.25.3.6/32 is directly connected, Serial0/0/1

L
BOGOTRIE -

Figura 17 Show ip route despues de rip en router BOGOTA3

b. Los routers Bogotal y Medellin deberan afadir a su configuracion de enrutamiento
una ruta por defecto hacia el ISP y, a su vez, redistribuirla dentro de las publicaciones
de RIP.

MEDELLIN-1

MEDELLIN-1(config)#ip route 0.0.0.0 0.0.0.0 s0/1/1
MEDELLIN-1(config)#route rip
MEDELLIN-1(config-router)#version 2
MEDELLIN-1(config-router)#default-information originate
MEDELLIN-1(config-router)#

BOGOTA-1

BOGOTA-1 (config)#ip route 0.0.0.0 0.0.0.0 s0/0/0
BOGOTA-1 (config)#route rip

BOGOTA-1 (config-router)#version 2

BOGOTA-1 (config-router)#default-information originate
BOGOTA-1 (config-router)#

c. El router ISP debera tener una ruta estatica dirigida hacia cada red interna de Bogota
y Medellin para el caso se sumarizan las subredes de cada uno a /22.
2.1.32 sumarizacion de cada red
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La red Medellin con dir ip 172.29.4.0
La red Bogota con direccion ip 172.29.0.0

DIRECCIONAMIENTO BINARIO DIRECCIONAMIENTO IP

172.29 0.0.0.0.0.1.0.0 [ 0.0.0.0.0.0.0.0 | 172.29.4.0/25
172.29 0.0.0.0.0.1.0.0 | 1.0.0.0.0.0.0.0 | 172.29.4.128/25

172.29 0.0.0.0.0.1.1.0 | 0.0.0.0.0.1.0.0 | 172.29.6.4/30

Red 172.29 0.0.0.0.0.1.1.0 | 0.0.0.0.1.0.0.0 | 172.29.6.8/30
Medellin | 172.29 0.0.0.0.0.1.1.0 | 0.0.0.0.1.1.0.0 | 172.29.6.12/30
172.29 0.0.0.0.0.1.1.0 | 0.0.0.0.0.0.0.0 | 172.29.6.0/30

172.29 0.0.0.0.0.1.0.0 | 0.0.0.0.0.0.0.0 | 172.29.4.0/22

172.29 0.0.0.0.0.0.0.0 | 0.0.0.0.0.0.0.0 | 172.29.0.0/24

172.29 0.0.0.0.0.0.0.1 | 0.0.0.0.0.0.0.0 | 172.29.1.0/24

172.29 0.0.0.0.0.0.1.1 | 0.0.0.0.0.1.0.0 | 172.29.3.4/30

Red Bogota | 172.29 0.0.0.0.0.0.1.1 | 0.0.0.0.1.0.0.0 | 172.29.3.8/30
172.29 0.0.0.0.0.0.1.1 | 0.0.0.0.1.1.0.0 | 172.29.3.12/30

172.29 0.0.0.0.0.0.1.1 | 0.0.0.0.0.0.0.0 | 172.29.3.0/30

172.29 0.0.0.0.0.0.0.0 | 0.0.0.0.0.0.0.0 | 172.29.0.0/22

Tabla 1 de sumarizacién de cada red

User Access Verification
Password:

ISP>en

Password:

ISP#conf t

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#ip route 172.29.4.0 255.255.252.0 s0/0/0
ISP(config)#ip route 172.29.0.0 255.255.252.0 s0/0/1

ISP(config)#

2.1.33 Tabla de Enrutamiento.

a. Verificar la tabla de enrutamiento en cada uno de los routers para comprobar las

redes y sus rutas
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Atvrtutes
105 Command L Interface

Physesl | Config LT

Wi - CEDF NESA mmtesnal type 1, W3 - OEDT NEZA smsesmal &
wvoe 2
T - OEET mmsarnal type 1, K3 - GSPF waternal type 3, K -
=
1-x L1 - 1518 level-i, 13 - I8-15 level-2, 3a -
I8-18 dn
candidate dafeult, U - per-user static foute, o - GDR
B - pericdic dovnicaded static faute
Bacavay & emsort in 309.17.330.3 Te metwerk 9.9.0.0
173.39.0.0/3€ 1a variably subnetted, 13 subnecs, 4 mas
s 173.25.0.0/22 is dizectly ceanested, Jesial0j0/i
n 172.28.0.0/24 (120/2) via 208.17.220.6, ©00:00:1d,
ars
2.29.3.0/30 (320/3) via 205.17.220.6, 00:00:14,
Ferie10/0/1
® 173.38.3.4/30 [330/31 vhe 309.17.230.6, ©0.08/14,
39.3.0/30 113011 via 309.17.330.6, 00100714,
173.29.3.13/30 (230/31 via 30.17.230.4, 00100114,
/33 is direcely sonnected, Serialo/0/0
/2% (13073} vis 30%.17.320.2, 00:00:0L,
" 73,39.4.138/28 (130/31 vie 309.37.330.3, 09:00103,
Sariai6/0/0
$.6.0/30 $130/37 wia 209.17.320.2, 00:00:0%,
Sesaresoso
172.29.6.4/80 (120/2) via 209.17.220.2, 00:00:01,
Fersa10/0/0
pvpeds v
€46 1o ewit CLI focus Copy || Pase |
O vee

Figura 18 Verificar la tabla de enrutamiento

¥ MEDELLIN-T

Physical Config aax Attributes

108 Command Line Interface

SLINK-8~CHANGED: Inu ¥Lal0/0/1, wha

SLINK-E-CHANGED: Intesface SerialO/1/1, changed

: Line 1 on

a | Line 1 on

Line o

Prohibide wi © & personas no autorisedes

Usms Accmms Verificasion

Password:

MEDELLIN-1swn
Password

MEDKLLIN-lgahow ip route
Codes: C -

o -
N1

X1

1 - - IS-I5 level-1,

e o 1 8 - o

P - periodic downloaded static route

Gateway of last resort im not =

172.29.0.0/16 is variably subnetted,
17,

Serialos0/0,

o up

r1al0/0/1, changed svate To up

XLa10/1/3, ehanged state o up

changed =

- =o up

a 2. S0/28 (120/1] wim 172.23. %

D) 172.29.4.120/26 (120/3) vie 172.39.6.3, 00:00:11, Sexial0/0/0

c Seria10/0/0

" . 00:00:11, Smsial0/0/0

" © vie 172.39.6.2, 00:00:31,

c 172.29.6.13/30 is directiy connedted, Seriald/0/1
209.17.220.0/30 im mubnetted, 2 subnets

c 209.17.220.0 is directly connectved, 1e10/1/1

n 209.17.220.4 [120/11 via 209.17.220.1, 00:00:13, Serialo/i/i

MEDELLIN-18|

Figura 19 Enrutamiento medellinl

= MEDELLIN-Z

Physical  Conmfig  CLI

108 Command Line Interface.

Press RETURN to ges moarced!

Prohibido el acceso a perscnas no autorizadas

User Rccess Verificasion

C - connected, S — scarie, I - IGaD,

=
oso:

iw variably subnected, € subnecs, 3 maske

172.29.4.0/25 1m

M=DELLIN-28

r1a20/0/2
Seriaxos/0/0

Seriai0/0/0
Seriai0/0/0

c
= 172.29.4.128/35 [120/1] vie 172.23.6.6. 00:00:13, Serial0/0/1
c 172.23_6.0/30 <. s Z3
c 172129 6 1y connected, Serialosos1
= 172.28_ %
= 72.29.6.12/30 (120/1] via 172.23.6.1,
208.17.220.0/30
= 2093 0:03,
R 203 317.220.4 (120/2) via 172.2% 6.1, 0:03

Figura 20 Enrutamiento medellin2
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¥ MEDELLIN-3
Physicsl  Config QU Attributes
105 Command Line Interface.

< 122/25 ia airectly connected, FastZthernetd/a
c /30 is directly connected, Serialo/i/0
< 172.2%.6€.8/30 1s directly connected, Seriai0/0/1

MEDELLIN-3gcont ©
e
MEDELLIN-S (config)sroute

MEDELLIN 5 (config couses) Sversion

3

-3 #ne

MEDELLIN-3 (config-routes)fexit
DELLIN-3 (config) fexit

MEDELLIN-3%

5YS-5-CONFIG_T

Configured from console by console

MEDELLIN-3gahow ip soute
Codas: € - connected, S

— mtasic, I - ICRD, R - RID, M - mebile, B - BGD
D - =rcap, =X -

N1 - OSPF NSSA external
1 - OSPF exte:
1 - Is-1%, T2 -
4 - candidate default, U - per-user static Tous
P - paricdic downloaded static zoute

ay of last resorr is not set

172.23.0.0/1¢ 1 varisbly subnected, ¢ subneve. I masks
[120/11 via 172.39.€.3, 00:00:07, Serisl0/1/0

. Sesiarosiszo
is directly connected, Serial0/1/0
is directly connected, Serialo/0/1

Seria10/1/0

[120/3] via 3173.39.6.8, 00:00:07, Serial0/3/0
208117.220.4 (120/3] via 172.28.6.5, 00:00:07, Sacial0/i1/0

[EBELLELE]

MEDELLIN-38

Figura 21 Enrutamiento medellin3

- BOGOTA-1

Fhysical | Config Gl Atwbutes
105 Command Line Interface

< 309.17.220.4 is direatly connected, Sexial0/0/0

BOGOTA-

Enver cMRl.ul-‘lon commands. one pDer line. End VAGH CNTL/Z
A~ (confag) rap

2

BOGOTA-1 (config-rouses) snetwork 209.17.330.6
‘ ' 172232 3.9

» 173C

17329302

console by conssie

® EEpEpEAQa

Figura 22 Enrutamiento Bogotal

? BOGOTA-2

Physical  Config  CLI  Attrbutes
1OS Command Line Interface

Cateway of last resert is not

9aTae7a-b/Taiha vaslioiy SN 8 abiann,  Xiniakn
25.1.0/24 1s a1 o
c i7aiis: im dizect xy connected, Serial0/0/9
c 172.29.8.12/30 is directly connecved, Serial0/0/1

BOOUEN TR LS I
: € - connected, 5 - stazic, I - IGRP, R - RIP, M - mobile, B - BGP
D - £ICAP, EX - EIGRS external, O -~ OSPY, IA - OSPY intas azma
N1 - OSPF NSSA external Type Mo CARK. NAEK, awsirial Tavh e
X1 - OSPY external type 1, E3 - OSPF external type 3, £ =
4 - 18-I8, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - 6 Te sivan avkn
+ - candidate default, U - per-user static route, o - ODR
P - pariodic downloaded static route

Gataway of last resor:s is not

-x

173.29.0.0/16 1 risbiy subnected, 3 subnecs, I maske
172.25.1.0/24 1a 4
c 172.29.3.8/30 is unnzy connected, Serial0/0/0
c 172.29.3.12/30 is directly connected, Serial0/0/1

Bosomseasance 3 soate
connected, S - stazie, I - ICRP, R - RIP, M - mobile, B - BCP

o= EIGRP, EX - EIGRF external, O - OSPF, IA - OSPF inter ares

N1 - OSDPS NSSA external type 1, N2 - OSDF NSSA exte:znal type 2

Z1 - OSPF external type 1., E2 - OSPF exvernal type 2, © - EGP

i = 2%-3%, L1 - XS-IS level-1, L3 - IS-I5 leval~2, ia - IS-IZ inter area

.- default, U - stazic route, o - ODR

P - periodic downloaded w

tic route

Gateway of 1ast resort is not set

VRPN DITE Ln. NAnANLy sipaxEad: | K waknuan, R yaxke
o

-33.1.0/38
c 172,25 58780 1a uu.a:u connected, Serial0/0/0
c 172.39.3.33/30 is directly connected, Serialo/0/1
BOGOTA-2%

Figura 23 Enrutamiento Bogota2
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W 8OGOTA-3

Physcal  Config  CLI  Atributes

105 Command Line Interface

< 172 33 3 4/30 directly connece.
c 373.39.3.13/30 is directiy connec

Seriasioso/1
r31a10/1/0

TA-3scens
Ena with cwTL/Z

BOGOTA-3 (config) sexit
BOCOTA-38
$SYS-5-CONFIG_I: Configured from console by conscle

BOGOTA-3sshow ip route
e -

Codes connected, S - stasic, I - ICAP, R - RIP, M - mebile,
D - RIGRP, EX - XIGRP ewvesnal, O - OSPF, IA - OSPF inter
L — OSPF MSSA extesnal type WESA external type 2
=3 - mnternel type 1. R
i - xs-18 IS-I8 level . i - IS-I8 intes aces
+ - candidate default, U .o - oom
P - pericdic downloaded

Catevay of last zesort is mot ses

172.25.0.0/1€ ia variably submecced, 11 subnecs, 3 maska
>3139 3a °

172.23.3 0 directly connected, 1a10/0/0

Seria10/0/3
Seria10/0/0

Serialo/0/1

® ®» ®n ®onn
5
b
®
o

173.29.6.0/30 (130/3) via 373
-—More—-

Figura 24 Enrutamiento Bogota3

2.1.34 Verificar el balanceo de carga que presentan los routers.

voyscx  Lonfig  CLL AToutes

105 Command Line Interface

N1 - OSPF NSSA external type 1, N2 - OSDF NSSA external .
Type 2

EL - OSPF external type 1, £2 ~ OSPF external type 2, £ - |
=5

1 - IS-I§, L1 - I5-15 level-l, 12 - I15-I5 level-Z, ia - s
I18-18 inter w =

L IR =] - |

P - periodic downloaded static route ' PCPT ,

x*’;"' PCC 150 HOST
£ 1 _a20. 2k 0.0.0.0 HOST
Gateway of last resorg ig 202.07.220.2 To metwo: 9 a
172.29.0.0/16 {sfvazianly Bubnetted, 13 subnets, § masks = 2 A3

8 172.25.0.0/2z ks directly connected, Serial0/0/1 4
R 172.39.0.0/241230/2] vijja 209.17.220.6, 00:00:14, 1841 .
Serial0/o/1 14
2 172.25.3.0/3001120/1] vja 205.17.220.6, 00:00:14,
Serial0/0/1 1
2 172.29.3.4/30[1220/1] a 209.17.220.6, 00:00:14, 1841 1841
Seria10/0/1 MEDELLIN-1 B0GOTA-Y
R 172.29.3.8/30Q1120/1) a .220.6, 00:00:14, &
Serial0/0/1

172.29.3.12/3Q (120/2] Qia 209.17.220.6, 00:00:14,
Ser1al0/0/1 -
s 172.29.4.0/22fhs dizectly connected, Seriai0/0/0 1841 &

172.29.¢.0725 122021 Wfa 208.17.220.2, 00:00:01, MEDELLIN-3
Serial0/0/0 7
R 172.29.4.220/85 (120/3) 209.17.220.2, 00:00:01, PCPT PCPT
Ser1a10/0/0 PC8 40 HOST PcOMOMOST | o
R 172.29.6.0/301220/1) a 209.17.220.2, 00:00:01, -
Serial0/0/0 < > ]’ 4 =
R 172.25.6.4/30Q1120/2) a 209.17.220.2, 00:00:01, >
Sezladiresn % Tme: 01:35:49 I [Power Cyde Devices| Fast Formard Time| Realtime
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Figura 26 carga que presentan router Medellin Figura 27 carga que presentan los routers Bogota

b. Obsérvese en los routers Bogotal y Medellinl cierta similitud por su ubicacion, por
tener dos enlaces de conexion hacia otro router y por la ruta por defecto que manejan.
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Figura 28 routers Bogotal y Medellin1 cierta similitud por su ubicacién

c. Los routers Medellin2 y Bogota2 también presentan redes conectadas directamente y
recibidas mediante RIP.
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Figura 29 routers Medellin2 y Bogota2 también presentan redes conectadas directamente

d. Las tablas de los routers restantes deben permitir visualizar rutas redundantes para el
caso de la ruta por defecto.
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Figura 30 rutas redundantes
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e. El router ISP solo debe indicar sus rutas estaticas adicionales a las directamente
conectadas.

s e w301 4 | P o et torvs ] Seaitine
~FEl Fa L
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14 L FE X:

Figura 31 router ISP indica sus rutas estéticas adicionales a las directamente conectadas.

2.1.35 Parte 3 Deshabilitar la propagacion del protocolo RIP

a. Para no propagar las publicaciones por interfaces que no lo requieran se debe
deshabilitar la propagacion del protocolo RIP, en la siguiente tabla se indican las
interfaces de cada router que no necesitan desactivacion.

ROUTER INTERFAZ

Bogotal SERIALO0/0/1; SERIALO0/1/0;
SERIALO0/1/1

Bogota? SERIALO0/0/0; SERIALO0/0/1

Bogota3 SERIALO/0/0; SERIALO0/0/1;
SERIALO0/1/0

Medellinl SERIALO0/0/0; SERIALO/0/1;
SERIALO0/1/1

Medellin2 SERIALO/0/0; SERIAL0/0/1

Medellin3 SERIALO0/0/0; SERIALO0/0/1;
SERIALO0/1/0

ISP No requiere

Tabla 2 interfaces de cada router que no necesitan desactivacion.
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2.1.36 Parte 4 Verificacion del protocolo RIP.

a. Verificar y documentar las opciones de enrutamiento configuradas en los routers,
como el passive interface para la conexion hacia el ISP, la version de RIP y las
interfaces que participan de la publicacion entre otros datos.

Router ISP

Prohibido el acceso a personal no autorizado
User Access Verification

Password:

Password:

ISP>en

Password:

ISP#conf t

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#route rip
ISP(config-router)#passive-interface f0/0
ISP(config-router)#passive-interface f0/1
ISP(config-router)#

Router MEDELLIN1

Prohibido el acceso a personas no autorizadas

User Access Verification

Password:

MEDELLIN-1>en

Password:

MEDELLIN-1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN-1(config)#route rip
MEDELLIN-1(config-router)#passive-interface f0/0
MEDELLIN-1(config-router)#passive-interface f0/1
MEDELLIN-1(config-router)#passive-interface s0/1/1
MEDELLIN-1(config-router)#
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Router MEDELLIN2

Prohibido el acceso a personas no autorizadas

User Access Verification

Password:

Password:

MEDELLIN-2>en

Password:

MEDELLIN-2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN-2(config)#route rip
MEDELLIN-2(config-router)#passive-interface f0/0
MEDELLIN-2(config-router)#passive-interface f0/1
MEDELLIN-2(config-router)#

Router MEDELLIN-3

Prohibido el acceso a personas no autorizadas

User Access Verification

Password:

MEDELLIN-3>en

Password:

MEDELLIN-3#conf t

45

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN-3(config)#route rip
MEDELLIN-3(config-router)#passive-interface f0/0
MEDELLIN-3(config-router)#passive-interface f0/1
MEDELLIN-3(config-router)#

Router BOGOTAL

Prohibido el acceso a personas no autorizadas
User Access Verification

Password:

BOGOTA-1>en

Password:
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BOGOTA-1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA-1(config)#route rip
BOGOTA-1(config-router)#passive-interface f0/0
BOGOTA-1(config-router)#passive-interface f0/1
BOGOTA-1(config-router)#passive-interface s0/0/0
BOGOTA-1(config-router)#

Router BOGOTA-2

Prohibido el acceso a personas no autorizadas
User Access Verification

Password:

BOGOTA-2>en

Password:

BOGOTA-2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA-2(config)#route rip
BOGOTA-2(config-router)#passive-interface f0/0
BOGOTA-2(config-router)#passive-interface f0/1
BOGOTA-2(config-router)#

Router BOGOTA-3

Prohibido el acceso a personas no autorizadas
User Access Verification

Password:

Password:

BOGOTA-3>en

Password:

BOGOTA-3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA-3(config)#route rip
BOGOTA-3(config-router)#passive-interface f0/0
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BOGOTA-3(config-router)#passive-interface f0/1
BOGOTA-3(config-router)#

b. Verificar y documentar la base de datos de RIP de cada router, donde se informa de
manera detallada de todas las rutas hacia cada red.

B 5p — = =

-

Physical Config CLI Attributes

125 Command Line Interface

Prohibido el acocaesc a parsconal noe autorizado
User Access Verification
Password:
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Seriald/s 071 = =
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Routing for Hetworks:
209.17.220.0
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FastEthernetd/0
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Routing Information Scources:
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PDistance: {(defaults is 120)
IESF# el

Ctrl4F6 to exit CLI focus Copy Paste

Figura 32 router ISP
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2.1.37 Parte 5 Configurar encapsulamiento y autenticacion PPP.

a. Segun la topologia se requiere que el enlace Medellinl con ISP sea configurado
con autenticacion PAT.

MEDELLIN-1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN-1(config)#username DIANA password UNAD
MEDELLIN-1(config)#INT S0/1/1
MEDELLIN-1(config-if)#encapsulation ppp
MEDELLIN-1(config-if)#ppp authentication pap
MEDELLIN-1(config-if)#ppp pap sent-username DIANA password UNAD
PPP: Warning: You have chosen a username/password combination that
is valid for CHAP. This is a potential security hole.
MEDELLIN-1(config-if)#

ISP>en

Password:

ISP#conf t

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#username DIANA password UNAD

ISP(config)#int s0/0/0

ISP(config-if)#encapsulation ppp

ISP(config-if)#ppp pap sent-username DIANA password UNAD

b. El enlace Bogotal con ISP se debe configurar con autenticacion CHAT.
BOGOTA-1>en

Password:

BOGOTA-1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA-1(config)#username ISP password UNAD
BOGOTA-1(config)#int s0/0/0
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BOGOTA-1(config-if)#encapsulation ppp
BOGOTA-1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to
down

BOGOTA-1(config-if)#ppp authentication chap

ISP(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to
up

49

ISP(config-if)#username BOGOTAL password UNAD

ISP(config)#int s0/0/1

ISP(config-if)#encapsulation ppp

ISP(config-if)#

ISP(config-if)#ppp authentication chap

ISP(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to
up

ISP(config-if)#username BOGOTA-1 password UNAD

ISP(config)#int s0/0/1

ISP(config-if)#encapsulation ppp

ISP(config-if)#

ISP(config-if)#ppp authentication chap

ISP(config-if)#

2.1.38 Configuracion de PAT.
a. En la topologia, si se activa NAT en cada equipo de salida (Bogotal y Medellinl), los

routers internos de una ciudad no podran llegar hasta los routers internos en el otro
extremo, solo existira comunicacion hasta los routers Bogotal, ISP y Medellinl.
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b. Después de verificar lo indicado en el paso anterior proceda a configurar el NAT en el
router Medellinl. Compruebe que la traduccion de direcciones indique las interfaces de
entrada y de salida. Al realizar una prueba de ping, la direccién debe ser traducida
automaticamente a la direccion de la interfaz serial 0/1/0 del router Medellinl, como
diferente puerto.

Prohibido el acceso a personas no autorizadas

User Access Verification

Password:

MEDELLIN-1>en

Password:

MEDELLIN-1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN-1(config)#access-list 1 permit 172.29.4.0 0.0.3.255
MEDELLIN-1(config)#ip nat inside source list 1 interface serial0/1/1 overload
MEDELLIN-1(config)#interface s0/1/1
MEDELLIN-1(config-if)#ip nat outside
MEDELLIN-1(config-if)#interface s0/0/0
MEDELLIN-1(config-if)#ip nat inside
MEDELLIN-1(config-if)#interface s0/0/1
MEDELLIN-1(config-if)#ip nat inside
MEDELLIN-1(config-if)#interface s0/1/0
MEDELLIN-1(config-if)#ip nat inside
MEDELLIN-1(config-if)#
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2.1.39 Parte 7 Configuracion del servicio DHCP.

a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser el servidor
DHCP para ambas redes Lan.

User Access Verification

Password:

MEDELLIN-2>en

Password:

MEDELLIN-2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN-2(config)#ip dhcp excluded-address 172.29.4.0 172.29.4.6
MEDELLIN-2(config)#ip dhcp excluded-address 172.29.4.128 172.29.4.133
MEDELLIN-2(config)#ip dhcp pool MEDELLIN-3
MEDELLIN-2(dhcp-config)#network 172.29.4.128 255.255.255.128
MEDELLIN-2(dhcp-config)#default-router 172.29.4.129
MEDELLIN-2(dhcp-config)#dns-server 1.1.1.1
MEDELLIN-2(dhcp-config)#ip dhcp pool MEDELLIN-2
MEDELLIN-2(dhcp-config)#network 172.29.4.0 255.255.255.128
MEDELLIN-2(dhcp-config)#default-router 172.29.4.1
MEDELLIN-2(dhcp-config)#dns-server 1.1.1.1
MEDELLIN-2(dhcp-config)#

b. El router Medellin3 debera habilitar el paso de los mensajes broadcast hacia la IP del router Medellin2.

User Access Verification

Password:

MEDELLIN-3>en

Password:

MEDELLIN-3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN-3(config)#int f0/0

MEDELLIN-3(config-if)#ip helper-address 172.29.6.5
MEDELLIN-3(config-if)#
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b. Configurar la red Bogota2 y Bogota3 donde el router Medellin2 debe ser el
servidor DHCP para ambas redes Lan

Prohibido el acceso a personas no autorizadas

User Access Verification

Password:

BOGOTA-2>en

Password:

BOGOTA-2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA-2(config)#ip dhcp excluded-address 172.29.1.1 172.29.1.6
BOGOTA-2(config)#ip dhcp excluded-address 172.29.0.1 172.29.0.6
BOGOTA-2(config)#ip dhcp pool BOGOTA-3
BOGOTA-2(dhcp-config)#neywork 172.29.0.0 255.255.255.0
BOGOTA-2(dhcp-config)#network 172.29.0.0 255.255.255.0
BOGOTA-2(dhcp-config)#default-router 172.29.0.1
BOGOTA-2(dhcp-config)#dns-server 1.1.1.1
BOGOTA-2(dhcp-config)#ip dhcp pool BOGOTA-2
BOGOTA-2(dhcp-config)#network 172.29.1.0 255.255.255.0
BOGOTA-2(dhcp-config)#default-router 172.29.1.1
BOGOTA-2(dhcp-config)#dns-server 1.1.1.1
BOGOTA-2(dhcp-config)#

d. Configure el router Bogotal para que habilite el paso de los mensajes Broadcast
hacia la IP del router Bogota2.

Prohibido el acceso a personas no autorizadas
User Access Verification

Password:

BOGOTA-3>en

Password:

BOGOTA-3#conf t
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Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA-3(config)#int f0/0

BOGOTA-3(config-if)#ip helper-address 172.29.3.13
BOGOTA-3(config-if)#

2.2 ESCENARIO 2

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Miami, Bogota y Buenos Aires, en donde el estudiante sera el
administrador de la red, el cual deberad configurar e interconectar entre si cada uno de
los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas aspectos
que forman parte de la topologia de red.

2.2.1 TOPOLOGIA DE LARED

Direccionamiento
192.168.30.0/24
192.168.40.0/24 Mercadeo

152.168.200.0/24 Mantenimiento

. Lod 192.168.4.0/24
Bogotd | Lo5 192.168.5.0/24
t Lo6 192.168.6.0/24

Buenos Aires

192.168.99.3

Figura 36 TOPOLOGIA DE LA RED
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Configurar el direccionamiento IP acorde con la topologia de red para cada uno de los

dispositivos que forman parte del escenario
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Figura 37 IP acorde con la topologia de red para cada uno de los dispositivos
2.2.2 Tablas de direccionamiento
DISPOSITIVO INTERFAZ DIRECCION MASCARA
S0/0/0 172.31.21.1 255.255.255.252
BOGOTA F0/0.30 192.168.30.1 255.255.255.252
R1 F0/0.40 192.168.40.1 255.255.255.252
F0/0.200 192.168.200.1 255.255.255.252
S0/0/0 172.31.23.1 255.255.255.252
MIAMI S0/0/1 172.31.21.2 255.255.255.252
R2 FO/0 209.165.200.225 255.255.255.248
FO/1 10.10.10.1 255.255.255.0
S0/0/1 172.31.23.2 255.255.255.252
BUENOS AIRES | Lo4 192.168.4.1 255.255.255.0
R3 Lo5 192.168.5.1 255.255.255.0
Lo6 192.168.6.1 255.255.255.0
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Fa 0/1 VLAN 30
S1 Fa 0/3 TRONCAL
Fa 0/24 TRONCAL
Fa 0/1 VLAN40
S3 Fa 0/3 TRONCAL
PC-A FaO DHCP
PC-C Fao DHCP
WEB SERVER FaO 10.10.10.10 255.255.255.0
PC INTERNET FaO 209.165.200.230 255.255.255.248
Tabla VLANs
VLAN EQUIPO DIRECCIONAMIENTO NOMBRE
VLAN 30 PC-A 192.168.30.0 | 255.255.255.0 ADMINISTRACION
VLAN 40 PC-C 192.168.40.0 | 255.255.255.128 | MERCADEO
VLAN400 192.168.200.0 | 255.255.255.192 | MANTENIMIENTO

Tabla 3 direccionamiento

2.2.3 Configuracién parametros y direccionamiento ip, routers y switches

2 2.2.4 Configuracion S1

Switch>en
Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S1

S1(config)#enable secret class
S1(config)#line vty 0 5
S1(config-line)#password cisco

S1(config-line)#login

S1(config-line)#line console 0

S1(config-line)#password cisco

S1(config-line)#login

S1(config-line)#line console 0

S1(config-line)#login
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S1(config-line)#service password-encryption

S1(config)#banner motd $Prohibido el acceso a personas no autorizadas$
S1(config)#exit

S1#

S1#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

S1#

2.2.5 Configuracion S3

Switch>en

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S3
S3(config)#enable secret class
S3(config)#line vty 0 5
S3(config-line)#password cisco
S3(config-line)#login

S3(config-line)#line console 0
S3(config-line)#password cisco
S3(config-line)#login
S3(config-line)#service password-encryption
S3(config)#banner motd $Prohibido el acceso a personas no autorizadas$
S3(config)#exit

S3#

S3#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

S3#
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2.2.6 Configuracion R1 BOGOTA

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Bogota
Bogota(config)#enable secret claas
Bogota(config)#line vty 0 5
Bogota(config-line)#password cisco
Bogota(config-line)#login
Bogota(config-line)#line console0
Bogota(config-line)#password cisco
Bogota(config-line)#login
Bogota(config-line)#service password-encryption
Bogota(config)#banner motd $prohibido el acceso a personal no autorizado$
Bogota(config)#exit

Bogota#

S1>en

Password:

S1#copy running-config startup-config
Destination filename [startup-config]?

Building configuration...[OK]

2.2.7 Configuracion R2 MIAMI

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname MIAMI

MIAMI(config)#enable secret class

MIAMI(config)#line vty 0 5

MIAMI(config-line)#password cisco
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MIAMI(config-line)#login
MIAMI(config-line)#line console 0
MIAMI(config-line)#password cisco
MIAMI(config-line)#login
MIAMI(config-line)#service password-encryption
MIAMI(config)#banner motd $Prohibido el acceso a personal no autorizado$
MIAMI(config)#exit

MIAM I#

MIAM #copy running-config startup-config
Destination filename [startup-config]?

Building configuration...

[OK]

2.2.8 Configuracion R3 BUENOS AIRES
Router(config)#hostname BUENOSAIRES
BUENOSAIRES(config)#enable secret class
BUENOSAIRES(config)#line vty 0 5
BUENOSAIRES(config-line)#password cisco
BUENOSAIRES(config-line)#login
BUENOSAIRES(config-line)#line console 0
BUENOSAIRES(config-line)#password cisco
BUENOSAIRES(config-line)#login
BUENOSAIRES(config-line)#service password-encryption
BUENOSAIRES(config)#banner motd $Prohibido el acceso a personas no autorizadas$
BUENOSAIRES(config)#exit

BUENOSAIRES#copy running-config startup-config
Destination filename [startup-config]?

Building configuration...

[OK]
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2.2.9 Configuraciéon de VLANSs en Switches

2.2.10 Configuracion S1

Prohibido el acceso a personas no autorizadas
User Access Verification

Password:

S1>en

Password:

Sl#conft

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#vlan 30

S1(config-vlan)#name ADMINISTRACION
S1(config-vlan)#vlan 40
S1(config-vlan)#name Mercadeo
S1(config-vlan)#vlan 200
S1(config-vlan)#name MANTENIMIENTO
S1(config-vlan)#exit

S1(config)#int f0/3

S1(config-if)#switchport mode trunk
S1(config-if)#

S1(config-if)#switchport trunk native vlan 1
S1(config-if)#exit

S1(config)#int f0/24
S1(config-if)#switchport mode trunk
S1(config-if)#switchport trunk native vlan 1
S1(config-if)#no sh

S1(config-if)#interface range fa0/2,fa0/4-23,90/1-2
S1(config-if-range)#switchport mode access
S1(config-if-range)#exit

S1(config)#int f0/1
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S1(config-if)#switchport mode access
S1(config-if)#switchport access vlan 30
S1(config-if)#interface range fa0/2,fa0/4-23,90/1-2
S1(config-if-range)#exit

S1(config)#int vlan 200

S1(config-if)#

S1(config-if)#ip address 192.168.200.2 255.255.255.252
S1(config-if)#ip default-gateway 192.168.200.1
S1(config)#exit

S1#

S1#copy running-config startup-config

2.2.11 Configuracién S3

User Access Verification

Password:

S3>en

Password:

S3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#vlan 30

S3(config-vlan)#name ADMINISTRACION
S3(config-vlan)#vlan 40

S3(config-vlan)#name MERCADEO

S3(config-vlan)#vlan 200

S3(config-vlan)#name ADMINISTRACION

VLAN #30 and #200 have an identical name: ADMINISTRACION
S3(config-vlan)#name MANTENIMIENTO
S3(config-vlan)#exit

S3(config)#int vlan 200

S3(config-if)#
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S3(config-if)#ip address 192.168.200.3 255.255.255.252
Bad mask /30 for address 192.168.200.3
S3(config-if)#ip default-gateway 192.168.200.1
S3(config)#int f0/3
S3(config-if)#switchport trunk

% Incomplete command.
S3(config-if)#switchport mode trunk
S3(config-if)#switchport trunk native vlan 1
S3(config-if)#int range f0/2,f0/4-24,90/1-2
S3(config-if-range)#switchport mode access
S3(config-if-range)#int f0/1
S3(config-if)#switchport mode access
S3(config-if)#int range f0/2,f0/4-24,90/1-2
S3(config-if-range)#sh
S3(config-if-range)#exit

S3(config)#exit

S3#

S3#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

2.2.12 Configuracién interfaces en routers

2.2.13R1 BOGOTA

Bogota>en

Password:

Password:

Bogota#conf t

Enter configuration commands, one per line. End with CNTL/Z.
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Bogota(config)#int s0/0/0

Bogota(config-if)#description conexion con MIAMI
Bogota(config-if)#ip address 172.31.21.1 255.255.255.252
Bogota(config-if)#clock

% Incomplete command.

Bogota(config-if)#clock rate 128000

This command applies only to DCE interfaces
Bogota(config-if)#no sh

Bogota(config-if)#ip route 0.0.0.0 0.0.0.0 s0/0/0
Bogota(config)#

2.2.14 R2 MIAMI

Prohibido el acceso a personal no autorizado

User Access Verification

Password:

MIAMI>en

Password:

MIAM #conf t

Enter configuration commands, one per line. End with CNTL/Z.
MIAMI(config)#int s0/0/0

MIAMI(config-if)#ip address 172.31.23.1 255.255.255.252
MIAMI(config-if)#clock rate 128000

This command applies only to DCE interfaces
MIAMI(config-if)#no sh

MIAMI(config-if)#int s0/0/1

MIAM I (config-if)#ip address 172.31.21.1 255.255.255.252
MIAMI(config-if)#clock rate 128000
MIAMI(config-if)#no sh

MIAMI(config-if)#

MIAMI(config-if)#int.
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MIAMI(config-if)#int fa0/0

MIAMI(config-if)#ip address 209.165.200.225 255.255.255.248
MIAMI(config-if)#no sh

MIAMI(config-if)#

MIAMI(config-if)#ip route 0.0.0.0 0.0.0.0 f0/0
MIAMI(config)#int fa0/1

MIAMI(config-if)#ip address 10.10.10.1 255.255.255.0
MIAMI(config-if)#no sh

MIAMI(config-if)#

2.2.15 R3 BUENOS AIRES

Prohibido el acceso a personas no autorizadas

User Access Verification

Password:

BUENOSAIRES>en

Password:

BUENOSAIRES#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BUENOSAIRES(config)#int s0/0/1
BUENOSAIRES(config-if)#ip address 172.31.23.2 255.255.255.252
BUENOSAIRES(config-if)#no sh

BUENOSAIRES(config-if)#

BUENOSAIRES(config-if)#ip route
BUENOSAIRES(config-if)#ip route 0.0.0.0 0.0.0.0 s0/0/1
BUENOSAIRES(config)#int lo4

BUENOSAIRES(config-if)#

BUENOSAIRES(config-if)#ip address 192.168.4.1 255.255.255.0
BUENOSAIRES(config-if)#int lo5

BUENOSAIRES(config-if)#

BUENOSAIRES(config-if)#ip address 192.168.5.1 255.255.255.0
BUENOSAIRES(config-if)#int 106
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BUENOSAIRES(config-if)#
BUENOSAIRES(config-if)#ip address 192.168.6.1 255.255.255.0
BUENOSAIRES(config-if)

2.2.16 Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes
criterios:

OSPFv2 area 0

Configuration Item or Task Specification
Router ID R1 1.1.1.1
Router ID R2 5.5.5.5
Router ID R3 8.8.8.8

Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para enlaces seriales | 256 Kb/s

Ajustar el costo en la métrica de s0/0a 9500

Tabla 4 enrutamiento OSPF v2

2.2.17 Configuracion en BOGOTA

prohibido el acceso a personal no autorizado

User Access Verification

Password:

Bogota>en

Password:

Bogota#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota(config)#router ospf 1

Bogota(config-router)#router-id 1.1.1.1
Bogota(config-router)#network 172.31.21.0 0.0.0.3 area 0
Bogota(config-router)#network 172.168.30.0 0.0.0.255 area 0
Bogota(config-router)#network 172.168.40.0 0.0.0.255 area 0
Bogota(config-router)#network 172.168.200.0 0.0.0.255 area 0
Bogota(config-router)#passive-interface f0/0.30
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%Invalid interface type and number
Bogota(config-router)#passive-interface f0/0.40
%Invalid interface type and number
Bogota(config-router)#passive-interface f0/0.200
%Invalid interface type and number
Bogota(config-router)#passive-interface f0/0-30
Bogota(config-router)#passive-interface f0/0
Bogota(config-router)#int s0/0/0
Bogota(config-if)#bandwidth 256
Bogota(config-if)#exit

Bogota(config)#int s0/0/0

Bogota(config-if)#ip ospf cost 9500
Bogota(config-if)#

2.2.18 Configuracion en MIAMI

Password:

MIAMI>en

Password:

MIAM #conf t

Enter configuration commands, one per line. End with CNTL/Z.
MIAMI(config)#router ospf 1
MIAMI(config-router)#router-id 5.5.5.5
MIAMI(config-router)#network 172.31.21.0 0.0.0.3 area 0
MIAMI(config-router)#

MIAMI(config-router)#network 172.31.23.0 0.0.0.3 area 0
MIAMI(config-router)#network 10.10.10.0 0.0.0.255 area 0
MIAMI(config-router)#passive-interface f0/1
MIAMI(config-router)#exit

MIAMI(config)#int s0/0/0

MIAMI(config-if)#bandwidth 256
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MIAMI(config-if)#int s0/0/1
MIAMI(config-if)#bandwidth 256
MIAMI(config-if)#int s0/0/0
MIAMI(config-if)#ip ospf cost 9500
MIAMI(config-if)#

2.2.19 Configuraciéon BUENOS AIRES

Prohibido el acceso a personas no autorizadas

User Access Verification

Password:

BUENOSAIRES>en

Password:

BUENOSAIRES#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BUENOSAIRES(config)#router ospf 1
BUENOSAIRES(config-router)#router-id 8.8.8.8
BUENOSAIRES(config-router)#exit
BUENOSAIRES(config)#network 172.31.23.0 0.0.0.3 area
A

% Invalid input detected at "' marker.
BUENOSAIRES(config)#network 172.31.23.0 0.0.0.3 area 0
A

2.2.18 Configuracion en MIAMI

User Access Verification

% Invalid input detected at "' marker.
BUENOSAIRES(config)#network 172.31.23.0 0.0.0.3 area 0
BUENOSAIRES(config)#172.31.23.0 0.0.0.3 area 0

Invalid input detected at " marker.
BUENOSAIRES(config)#router-id 8.8.8.8

Invalid input detected at "' marker.
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BUENOSAIRES(config)#route ospf 1
BUENOSAIRES(config-router)#router-id 8.8.8.8
BUENOSAIRES(config-router)#network 172.31.23.0 0.0.0.3 area 0
BUENOSAIRES(config-router)#network 172.31.23.0 0.0.0.3 area

04:16:50: %OSPF-5-ADJCHG: Process 1, Nbr 5.5.5.5 on Serial0/0/1 from LOADING
to FULL,

Load

BUENOSAIRES(config-router)#network 192.168.4.0 0.0.3.255 area 0
BUENOSAIRES(config-router)#passive-interface lo4
BUENOSAIRES(config-router)#passive-interface 105
BUENOSAIRES(config-router)#passive-interface 106
BUENOSAIRES(config-router)#exit

BUENOSAIRES(config)#int s0/0/1
BUENOSAIRES(config-if)#bandwidth 256
BUENOSAIRES(config-if)#ip ospf cost 9500
BUENOSAIRES(config-if)#

2.2.20 Verificar informacion de OSPF

* Visualizar tablas de enrutamiento y routers conectados por OSPFv2
* Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de cada
interface

* Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks,

and passive interfaces configuradas en cada router
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Bogotagshow ip ospf interface

Serial0/0/0 is up, line protocol is up
Internet address is 172.31.21.1/30, Area 0
Process ID 1, Router ID 1.1.1.1, Network Type POINT-TO-POIN

Cost: 9500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40,

Retransmit §

Hello due in 00:00:07

Index 1/1, flood queue length 0

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 5.5.5.5

Suppress hello for 0 neighbor(s)

No designated router on this network
Ne backup designated router on this netwo
Timer intervals configured, Helle 10, Dea
Retransmit §
Hello due in 00:00:00
Index 1/1, flood queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum i
Neighbor Count is 1 , Adjacent neighbor ¢
Adjacent with neighbor 1.1.1.1
Suppress hello for 0 neighbor(s)
Serial0/0/0 is up, line protocol is up
Internet address is 172.31.23.1/30, Area
Process ID 1, Router ID 5.5.5.5, Network
Cost: 9500
Transmit Delay is 1 sec, State POINT-TO-P
No designated router on this network
No backup designated router on this netwo

Bogotag ~More--
Col476 to exit LT focus oy ||| coivsroedtafoas

Figura 39 informacion de ospf
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' “‘ M
B R1 BOGOTA PR MAM PR3 BUENOS AIRES =
Physial  Config  CLI  Attributes Physicl  Config CLI  Attributes Physicl  Config QU Attributes
105 Command Line Interface 105 Command Line Interfacy 105 Command Line Interface
= —r e
Serial0/0/1 is up, line protocol is up
Keighbor ID Pri State Dead Time Address Internet address is 172.31.21.1/30, Area Seriz10/0/1 is up, line protocol is up
Interface Process ID 1, Router ID 5.5.5.5, Network Inverner address is 172.31.23.2/30, Area 0
5.5.5.5 0 FULL/ - 00:00:39 172.31.21.1 Cost: 390 Process ID 1, Router ID 8.8.8.8, Network Type POINT-TO-POINT,
Sexial0/0/0 Transmit Delay is 1 sec, State POINT-TO-p | Cost: 9500

Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0
No designated router on this netwerk
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40,
Retransmit §
Hello due in 00:00:08
Index 1/1, flood queue length 0
Next 0x0(0)/0x01(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 5.5.5.5
Suppress hello for 0 neighbor(s)
Loopback4 is up, line protocol is up
Internet address is 192.168.4.1/24, Area 0

Loopback interface is treated as a stub Host
Loopback5 is up, line protocol is up

Internet address is 192.168.5.1/24, Area 0
==More--

Process ID 1, Router ID 8.8.8.8, Network Type LOOPBACK, Cost: 1

Ctri+F6 to exit CLI focus



2.2.21 Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento,
InterVLAN Routing y Seguridad en los Switches acorde a la topologia de red
establecida.

3 PR MAM r
Physicdl  Config CU  Atfributes Physcdl  Confg QU Attrbutes Physcl  Config QU Attributes
105 Command Line Interface 105 Command Line Interfact 105 Command Line Interface
Neighbor Count is 1 , AdJncun:,mighhc: count is 1 Last £lood scan length is 1, maximum iy 3 |BUENOSAIRES}
Adjacent with neighbor 5.5.5.5 Last flood scan time is 0 msec, maximum & | BUENOSAIRESE
BUENOSAIRESS

Suppress hello for 0 neighboz(s)
Bogotagshow ip protocels

Routing Protocol is “ospf 1*
Outgoing update filter list for all im
Incoming update filter list for all inf
Router ID 1.1.1.1
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maxirum path: 4
Routing for Metworks:
172.31.21.0 0.0.0.3 area 0
168.80.0 0.0.0.266 area 0
8.40.0 0.0.0.255 area 0

ces is not set
ces is not set

Neighbor Count is 0, Adjacent meighbor co
Suppress hello for 0 neighber(s)
MI2MIgshow ip protocols

Routing Protocel is "ospf 1"
Outgoing update

filter list for all inter
£ilter list for all inter

5.5
in this router is 1. 1 no

Maximm path: &
Routing for Networks:
72.31.21.0 0.0.0.3 azea 0

BUENOSAIRES#show ip protocols

Routing Prot
Outgoing update £
Incoming update £:
Router ID 8.8.8.8
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximm path: 4
Routing for Networks:

172.31.23.0 0.0.0.3 azea 0
152.1 .3.255 area 0
Passive In ace(s):

t for all interfaces is not set

t for all interfaces is not set

162.200.0 0.0.0.255 azea 0 Loopbactt
Interface(s): Leopbacks
Fi hernet0/0 FastZy 1 Leopbacké
Routing Information Sources: Routing Information Sources: Routing Information Sources:
Gateway Distance Last Update Gatevay Distance Last Upde Gateway Distance Last Update
1.1.1.1 110 0 1 S 1 110 00:23:46 doodod :U JM:.M
5.5.5.5 110 0 33 5.5.5.5 110 00:00:06 5.5.5.5 110 00:00:36
5.2.8.8 110 00:19:02 8.8.8.8 110 00:19:36 8.e.0.8 ] 110 00:20:05
Distance: (default is 110) Distance: (default is 110) Distance: (defeulv s 110)
Bogotat y_mu,] BUENOSAIRESS
CHi+6 to ext CLI fous Copy CHi4F6 to exit QLI focus Ctri4F5 to exit CLI focus Copy Paste
O [O1op Mo

Figura 40 VLAN Routing y Seguridad en los Switches

2.2.22 En el Switch 3 deshabilitar DNS lookup

Prohibido el acceso a personas no autorizadas

User Access Verification

Password:

S3>en

Password:

S3#conf t

Enter configuration commands, one per line. End with CNTL/Z.

S3(config)#no ip domain lookup
S3(config)#
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2.2.23 Asignar direcciones IP a los Switches acorde a los lineamientos.

Sl#conft

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#int vlan200

S1(config-if)#ip address 192.168.200.2 255.255.255.0
S1(config-if)#no sh

S1(config-if)#

S3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#no ip domain lookup

S3(config)#int vlan200

S3(config-if)#ip address 192.168.200.3 255.255.255.0
S3(config-if)#no sh

2.2.24 Desactivar todas las interfaces que no sean utilizadas en el esquema de red.
S1(config)#int range fa0/2,fa0/4-23

S1(config-if-range)#sh

S1(config-if-range)#

S3(config)#int range f0/2,f0/4-24
S3(config-if-range)#

2.2.25 Implement DHCP and NAT for IPv4
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Figura 41 DHCP and NAT for IPv4

2.2.26 Configurar R1 como servidor DHCP para las VLANSs 30 y 40.

Bogota>en

Password:

Bogota#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota(config)#ip dhcp pool ADMINISTRACION
Bogota(dhcp-config)#dns-server 10.10.10.11
Bogota(dhcp-config)#default-router 192.168.30.1
Bogota(dhcp-config)#network 192.168.30.0 255.255.255.0
Bogota(dhcp-config)#ip domain-name ccna-unad.com
Bogota(config)#

Bogota#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota(config)#ip dhcp pool ADMINISTRACION
Bogota(dhcp-config)#dns-server 10.10.10.11
Bogota(dhcp-config)#default-router 192.168.30.1
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Bogota(dhcp-config)#network 192.168.30.0 255.255.255.0
Bogota(dhcp-config)#ip domain-name ccna-unad.com
Bogota(config)#ip dhcp pool MERCADEO
Bogota(dhcp-config)#dns-server 10.10.10.11
Bogota(dhcp-config)#default-router 192.168.40.1
Bogota(dhcp-config)#network 192.168.40.0 255.255.255.0
Bogota(dhcp-config)#ip domain-name ccna-unad-comBogota(config)#

2.2.27 Reservar las primeras 30 direcciones IP de las VLAN 30y 40 para
configuraciones estéticas.

Configurar DHCP pool para VLAN 30 Name: ADMINISTRACION DNS-Server:
10.10.10.11 Domain-Name: ccna-
unad.com Establecer default gateway

Configurar DHCP pool para VLAN 40 Name: MERCADEO DNS-Server:
10.10.10.11 Domain-Name: ccna-
unad.com Establecer default gateway

Tabla 5 configuraciones estéticas

Bogota>en

Password:

Bogota#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota(config)#ip dhcp pool ADMINISTRACION
Bogota(dhcp-config)#dns-server 10.10.10.11
Bogota(dhcp-config)#default-router 192.168.30.1
Bogota(dhcp-config)#network 192.168.30.0 255.255.255.0
Bogota(dhcp-config)#ip domain-name ccna-unad.com
Bogota(config)#

Bogota#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota(config)#ip dhcp pool ADMINISTRACION
Bogota(dhcp-config)#dns-server 10.10.10.11
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Bogota(dhcp-config)#default-router 192.168.30.1
Bogota(dhcp-config)#network 192.168.30.0 255.255.255.0
Bogota(dhcp-config)#ip domain-name ccna-unad.com
Bogota(config)#ip dhcp pool MERCADEO
Bogota(dhcp-config)#dns-server 10.10.10.11
Bogota(dhcp-config)#default-router 192.168.40.1
Bogota(dhcp-config)#network 192.168.40.0 255.255.255.0
Bogota(dhcp-config)#ip domain-name ccna-unad-com
Bogota(config)#

2.2.28 Configurar NAT en R2 para permitir que los hosts puedan salir a internet

MIAMI#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MIAMI(config)#ip nat inside source static 10.10.10.10 209.166.200.229
MIAMI(config)#int f0/0

MIAMI(config-if)#ip nat outside

MIAMI(config-if)#int f0/1

MIAMI(config-if)#ip nat inside

MIAMI(config-if)

2.2.29 Configurar al menos dos listas de acceso de tipo estandar a su criterio en
para restringir o permitir trafico desde R1 o R3 hacia R2.

restringir o permitir trafico desde R1 o R3 hacia R2.
MIAMI(config)#access-list 1 permit 192.168.30.0 0.0.0.255
MIAMI(config)#access-list 1 permit 192.168.40.0 0.0.0.255
MIAMI(config)#access-list 1 permit 192.168.4.0 0.0.3.255
MIAMI(config)#

2.2.30 Configurar al menos dos listas de acceso de tipo extendido o nombradas a su
criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.
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MIAMI(config)#access-list 101 permit tcp any host 209.165.200.229
MIAMI(config)#access-list 101 permit icmp any any echo-reply
MIAMI(config)#

2.2.31 Verificar procesos de comunicacion y re direccionamiento de trafico en los
routers mediante el uso de Ping y Traceroute.

® [lj

Physicd  Config  Desktop  Programming  Attributes

! Physical  Config  Desktop  Programming  Attributes

P Configuration
1P Configuration 1P Configuration
@® DHCP O Static @® DHCP O static
IP Address 1P Address
Subnet Mask Subnet Mask
Default Gateway Default Gateway
DNS Server DNS Server
IPv6 Configuration IPv6 Configuration
) DHCP () AutoConfig (@ Statc O oHep () Auto Config (@) statc
IPv6 Address { IPv6 Address
Link Local Address FES0::208;BEFFFEYD: 287C Link Local Address | FEB0::201:CTFF:FE2C:9CES
Pv6 Gateway IPv6 Gateway
IPV6 DNS Server IPv6 DNS Server
Orop ‘ [O7op

Figura 42 procesos de comunicacion
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Figura 43 direccionamiento de trafico en los routers mediante el uso de Ping y Traceroute.



3. CONCLUSIONES

Mediante el presente proyecto se pretende mostrar el conocimiento adquirido durante el
diplomado de Cisco CCNA sobre disefio e implementacion de soluciones integradas lan /
wan lo cual se ha hecho mucho énfasis en la herramienta Packet Tracer con la cual se
realizaran simulaciones, asi como también topologias de red, configurar dispositivos,
insertar paquetes y simular una red con multiples representaciones visuales.

En este trabajo se crean topologias fisicas y andlisis de las diferentes redes, una vez
completada la configuracion fisica y l6gica de la red, también se puede hacer simulaciones
de conectividad: pings, etc., todo ello desde las mismas consolas incluidas.

En el trascurso de todas las actividades en la plataforma cisco, se logré realizar de manera
gradual los procedimientos basicos para configuracién de una red basica como compleja,
donde se logra identificar, analizar y configurar dispositivos de red segun las necesidades
requeridas, durante todo el desarrollo de la asignatura se logra comprender la importancia
que debe tener todo equipo de red a la hora de asignar las direcciones IP, hasta implementar
protocolos de seguridad en las diferentes capaz y otros apartados mas permitiendo una red
confiable y robusta.

Durante todo el aprendizaje como estudiante de carrera profesional en sistemas, el Curso de
CISCO ha aportado a mis conocimientos en gran medida, gracias a eso mi perfil se vuelve
mas competente en el ambito laboral y personal, gracias a que el conocimiento adquirido
me abre mas puertas de trabajo para alcanzar mis objetivos y metas.
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