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1 GLOSARIO

PACKET TRACER: Packet Tracer es una herramienta de aprendizaje y simulacion
de redes que trabaja interactivamente, disefiada para instructores y alumnos
tecnologia Cisco CCNA. Permite a los usuarios crear topologias de red, configurar
dispositivos, insertar paquetes y simular una red con multiples representaciones
visuales.

ROUTER: Es un dispositivo de hardware que permite la interconexion de
ordenadores en red, opera en capa tres de nivel del modelo OSI.

SWITCH: Es un dispositivo que sirve para conectar varios elementos dentro de una
red, a saber, un computador, impresora, Consola de videojuegos, en fin, cualquier
dispositivo que tenga capacidad de conexion via Wifi o Ethernet.

DNS: Domain Name System, es un sistema de nomenclatura jerarquico que traduce
los nombres de dominio en direcciones numéricas que las maquinas puedan
comprender, a este proceso se le denomina resolucién de nombres de dominio.



2 RESUMEN

Se analiza, crea, disefia, configura y se realizan las pruebas pertinentes sobre dos
escenarios. En el primero se establecen una serie de parametros para configurar
una red en una empresa que posee tres sedes en diferentes ciudades de
Colombia. En el segundo escenario una empresa tiene la conexion a internet en
una red Ethernet, y se debe adaptar para facilitarla conexion a internet, utilizando
las direcciones de la red LAN original.

3 ABSTRACT

The relevant tests on two scenarios are analyzed, created, designed, configured
and performed. In the first one, a series of parameters are established to configure
a network in a company that has three offices in different cities of Colombia. In the
second scenario, a company has an internet connection in an Ethernet network,
and it must be adapted to facilitate internet connection, using the addresses of the
original LAN.



4 INTRODUCCION

En el presente trabajo se pretende dar a conocer los conocimientos adquiridos en
el desarrollo del diplomado Cisco CCNA, se trabaja en conjunto con la herramienta
Packet Tracert, en el cual se crea, configura y simula toda la red brindando una
representacion visual lo cual permite un aprendizaje optimo sobre este tema.

Se analizan dos escenarios y se realiza la configuracibn en Packet Tracert
demostrando el aprendizaje y las habilidades adquiridas.



5 OBJETIVOS

5.1 OBJETIVO GENERAL

Aplicar de manera sistematica los conocimientos adquiridos durante la formacion
del diplomado Cisco CCNA, a través de la solucion de dos escenarios en las
cuales se colocan unos pardmetros y configuraciones previamente definidos.

5.2 OBJETIVOS ESPECIFICOS

Leer e Identificar las actividades a realizar en los escenarios planteados.

Disefiar la topologia solicitada y configurar los parametros basicos en cada
dispositivo de la topologia.

Realizar los procedimientos pertinentes para adaptar la red a las necesidades
solicitadas.

Ejecutar las pruebas garantizando la funcionalidad de las diferentes necesidades
planteadas.
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6 ESCENARIO 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota, Medellin y
Cali en donde el estudiante seréa el administrador de la red, el cual debera configurar
e interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

Topologia de red

Los requerimientos solicitados son los siguientes:

Parte 1: Para el direccionamiento IP debe definirse una direccion de acuerdo con
el numero de hosts requeridos.

Direccionamiento IP

Redes " Hosts
. - _
|256 128 64.@ 16 8 4 2 | #Hosts
subredes| 2 4 (8)) 16 32 64 128 256
'
0 0 0O . 0 0 O 000
S k. (S
57 96 35, 94 23 52 41 50 ‘
- - - - - - - .- vd ‘_»'r,p:,mrr.r nrar
~ = st snadhabe
128 64 32116 8 4 2 1 & CUany oceeto
v ¥ vid v v v
1 1 1'0 o o o0 O =224

Debido a que se necesitan 20 Host en cada red, se realiza la figura 1, el cual
identifica la mascara de subred a utilizar para 20 hosts, se identifica el octeto que
sirva para contener los 20 host, a continuacion, se dibuja una linea al lado izquierdo
del host escogido, se identifica que la mascara a utilizar, en este caso clase C es
255.255.255.224

Parte 2: Considerar la asignacion de los parametros basicos y la deteccién de
vecinos directamente conectados.

Parte 3: La red y subred establecidas deberan tener una interconexion total, todos
los hosts deberan ser visibles y poder comunicarse entre ellos sin restricciones.

Parte 4: Implementar la seguridad en la red, se debe restringir el acceso y
comunicacion entre hosts de acuerdo con los requerimientos del administrador de
red.

Parte 5: Comprobacion total de los dispositivos y su funcionamiento en la red.
Parte 6: Configuracion final.

11
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Como trabajo inicial se debe realizar lo siguiente.

e Realizar las rutinas de diagnostico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad,
etc).

¢ Realizar la conexidn fisica de los equipos con base en la topologia de red

BOGOTA>en

BOGOTA#conf term

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#line vty 0 4

BOGOTA(config-line)#password cisco
BOGOTA(config-line)#login

BOGOTA(config-line)#exit

BOGOTA(config)#enable secret cisco

BOGOTA(config)#

12



CALI>en

CALl#conf term

Enter configuration commands, one per line. End with CNTL/Z.
CALI(config)#line vty 0 4

CALI(config-line)#password cisco

CALI(config-line)#login

CALI(config-line)#exit

CALlI(config)#enable secret cisco

CALlI(config)#

MEDELLIN>en

MEDELLIN#conf term

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#line vty 0 4

MEDELLIN (config-line)#password cisco

MEDELLIN (config-line)#login

MEDELLIN (config-line)#exit

MEDELLIN (config)#enable secret cisco

MEDELLIN (config)#

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.

\FCO l
FC1 1
” 1841 p— —g
BOGOTA i e — -d- —
i

D__ - _d. e " | ‘- Z950-24 ]
_— 205074 1541 1841 Sw itch2 FC-PT
FCFT S itehl MEDELLIN cau oAl
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Parte 1. Asignacion de direcciones IP:

a. Se debe dividir (subnetear) la red creando una segmentacion en ocho partes,
para permitir creciemiento futuro de la red corporativa.

192.168.1.0

192.168.1.1

192.168.1.30

192.168.1.31

192.168.1.32

192.168.1.33

192.168.1.62

192.168.1.63

192.168.1.64

192.168.1.65

192.168.1.94

192.168.1.95

192.168.1.96

192.168.1.97

192.168.1.126

192.168.1.127

192.168.1.128

192.168.1.129

192.168.1.158

192.168.1.159

192.168.1.160

192.168.1.161

192.168.1.190

192.168.1.191

192.168.1.192

192.168.1.193

192.168.1.222

192.168.1.223

192.168.1.224

192.168.1.225

192.168.1.254

192.168.1.255

b. Asignar una direccién IP a la red.

Se asignan las direcciones ip de acuerdo a la tabla de subneteo.

BOGOTA

""-..__ P F‘:A

i Port Link VLAN IP Address IPvE Address MAC Address

“| FastEthernet0/0 T -= 192 .168.1.1/27 <not set> O0ED.A362 1501
FastEthernet0/1 Down - <not set> <not set> O0ED.A362.1502
Seriall/0/0 U - 1582 .168.1.98/27 <not set> <not set>
Seriald/f0 1 Up - 192 .168.1.130/27 <not set> <not set>
Vlanl Down 1 <not set> <not set> O0ED.A390 .ETAS
Hostname: BOCOTA
Physical Location: Intercity, Home City, Corporate Office, Main Wiring Closet

CALI

Port

Hostname: CALI

Link

IP ARddress

s aw -

FastEthernetd/D up - 192 .168.1_65/27 <not set>
FastEthernetd/1 Down - <not set> <not set>
Serialn/o/0 up - 192 .168.1.131/27 <not set>
Serial0/0/1 Down - <not set> <not set>
Vlanl Down 1 <not set> <not set>

IPvE Address

Physical Location: Intercity, Home City, Corporate Office, Main Wiring Closet

MAC Address
0001 .423D.5601
0001 .423D.5602
<not set>
<not set>

0007 .EC54 .CZ205

MEDELLIN
»

&
1]

Pl

i
Port Link VLAN IP Address IPvE Address MAC Address
FastEthernet0/0 up -= 192 .168.1.33/27 <not set> 0001 .C2CA.2501
FastEthernet0/1 Down - <not set> <not set> 0001 .CBCA. 2502
Seriall/0/f0 p - 192 .168.1.99/27 <not set> <not set>
Serialld/0/f1 Down - <not set> <not set> <not set>
Vlanl Down 1 <not set> <not set> O0OC.CESB.7934

Hostname: MEDELLIN

Physical Location: Intercity, Home City, Corporate Office, Main Wiring Closet

14




Parte 2: Configuraciéon Basica.

a. Completar la siguiente tabla con la configuracion basica de los routers, teniendo
en cuenta las subredes disefiadas.

CALI
192.168.1.131

MEDELLIN
192.168.1.99

BOGOTA
192.168.1.98

192.168.1.130

192.168.1.33  192.168.1.1 192.168.1.65

Eigrp Eigrp Eigrp
200 200 200
192.168.1.0 192.168.1.0 192.168.1.0

Configuracion Router Bogota

¥ BOGOTA - X
Physical Config CLI Attributes
I
GLOBAL Seriall/0in
Settings Port Status on
Algorithm Settings Duplex Full Duplex
ROUTING Clock Rate 2000000 hd
ZETT IP Configuration
i IP Address 192.168.1.98
SR Subnet Mask 255255 255,224
VLAN Database
INTERFACE -~ m
X HIn Imi
FastEthernet0/0 g
FastEthernet0/1
Serial0/0/0
Serial0/0/1
¥ BoGOTA - X
Physical Config CLI Attributes
I
GLOBAL Seriall/i
Settings Port Status. On
Algorithm Settings Duplex Full Duplex
ROUTING Clock Rate 2000000 -
i IP Configuration
ik IP Address 192.168.1.130
SWITCHING Subnet Mask 255.255.255.224
VLAN Database
INTERFACE T R Limit 0
X RHin mi
FastEthernet0/0 g
FastEthernet0/1
Serial0/0/0
Seriald/0/1
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Configuracion Router Cali

B canl
Physical Config CLI Aftributes.
GLOBAL Serial0/0/0
Settings Port Status On
Algorithm Settings Duplex Full Duplex
ROUTING Clock Rate 2000000 -
2EIT IP Configuration
RIP IP Address 192.168.1.131
SUERICHTNG Subnet Mask 255.255.255.224
VLAN Database
INTERFACE -
T Ring Limit 10
FastEthernet0/0
FastEthernet0/1
Serial0/0/0 |
Serial0/0/1

Configuracion Router Medellin

B MEDELLIN
Physical Config CLI Aftributes
GLOBAL Serial0/0/0
Settings Port Status On
Algorithm Settings Duplex Full Duplex
ROUTING Clock Rate 2000000 hd
Static IP Configuration
RIP IP Address 192.168.1.99
SIS Subnet Mask 255 755 255,224
VLAN Database
INTERFACE
Tx Ring Limit 10
FastEthernetd/0
FastEthernetd/1
Serial0/0/0 |
Serial0/0/1

Se realiza la configuracion del sistema autonomo:

Sistema Autonomo 200, al ingresar con las opciones de eigrp, se asignha el
sistema autonomo.

MEDELLIN(config)#router eigrp 200
BOGOTA(config)#router eigrp 200

CALI(config)#router eigrp 200

16



b. Después de cargada la configuracion en los dispositivos, verificar la tabla
enrutamiento en cada uno de los routers para comprobar las redes y sus rutas.
¥ MEDELLIN — O X

Physical Config CL Attributes
I

105 Command Line Interface

MEDELLINg ~
MEDELLIN&show ip route
Codes: C - connected, 5 - static, I - IGRF, R - RIP, M - mokile, B -
BEGE
D - EIRP, EX - EIGRF external, © - O5SPF, IR - OSPF inter area
N1 - OSPF NS5k external type 1, N2 - OS5PF NS55LR external type 2
El - OSFEF external type 1, EZ - OSPF external type 2, E - EGP
i - I5-I5, L1 - I5-I5 lewvel-l, LZ - I5-IS5 lewvel-2, ia - IS-IS
inter area
* - pandidate default, U - per-user static route, o — ODR
P - periodic downloaded static route

Fateway of last resort is not set

192_.1€8.1.0/27 is subnetted, 5 subnets

D 152.1€2.1.0 [90/217241€] wia 192.1€2.1.528, 04:21:54,
Seriald/0/0
C €8.1.32 is directly connected, FastEthernetl/0
D .leg.1.64 [90/2€8441€] wia 1592.1€8.1.58, 04:21:54,
Seriald/0/0
C 1582.1€2.1.9%¢ is directly connected, Serial0/0/0
D 152.1€8.1.128 [30/2€2185€] wvia 152.1€8.1.52, 04:21:54,
Serial0/0/0
MEDELLINg e
¥ poGOTA - O K
Phys=ical Config CLI Attributes
I
105 Command Line Interface
BOGOTAE ~
BOGOTRE

BOGOTR#show ip route
Codes: C - connected, 5 - static, I - IGRP, R - RIP, H - mobile, B -
EGE
D - EIGRP, EX - EIGRP extermal, ¢ - OSPF, IL - OQ5PF inter area
N1 - OSPF N55R external type 1, N2 - OSPF NSSA external type 2
El - QOS5PF external type 1, EZ - OS5PF external type Z, E - EGP
i - I5-I5, L1 - I5-I5 level-l, LZ - I5-IS lewvel-2, ia - IS-IS
inter area
* - candidate default, U - per-user static route, o - CDR
P - periodic downloaded static route

Gateway of last resort is not set

92.1€5.1.0/27 is subnetted, 5 subnets

c 1%2.1€8.1.0 is directly connected, FastEthernet(/0

D 152.1€2.1.232 [50/217241€] wia 152.1€2.1.55, 04 31,
Seriald/0/0

D 1%Z.1e3.1.€4 [30/217241€] wia 152.1€8.1.131, 04:22:31,
Seriald/ /o0 1

c 132.1€8.1.9€ is directly connected, Seriald/0/0

c 132.1€8.1.128 is directly connected, Seriald/0/1

BocoT2s| v

17



B call — O X

Physical Config CLI Attributes
I

10S Command Line Interface

TELIT
CALIgshow ip route
Codes: C - conmnected, 5 - statiec, I - IGRPF, R - RIP, M - mobile, B -
BEE
D - EIERF, EX - EIGRF external, © - O5PF, IR - O5PF inter area
W1l - OSPF W55Z external type 1, W2 - OSFPF W55A external type 2
El - OS5PF external type 1, E2 - OS5PF external type 2, E - EGP
i - Is-I5, L1 - I5-IS level-l, L2 - IS-IS5 lewvel-2, ia - IS-IS
inter area
* - candidate default, U - per-user static route, o - CDR
P - periodic downloaded static route

GFateway of last resort is not set

152.1€8.1.0/27 is subnetted, 5 subnets
D 152 .1€2.1.0 [50/217241€] wia 15%2.1€2.1.130, 04:23:10,
Serizlo/0/ 0
D 152 . 1€8.1.
Seriall/0/0
c 132.1€8.1.€4 is directly connected, FastEthernetd/0
D 152 _1€8.1.%9€ [30/2€81856]1 wia 152.168.1.130, 04:23:10,
Seriald/0/0
c 152.1€8.1.122 is directly connected, Serialld/0/0

w

2 [90/2€B8441€] wvia 152 _1€8.1.130, 04:23:10,

CRLI# v

c. Verificar el balanceo de carga que presentan los routers.

El Balanceo de carga describe la funcionalidad en un Router que distribuye
paquetes a través de mdultiples enlaces segun la informacion de enrutamiento de la
capa 3. Si un Router descubre multiples rutas a un destino, la tabla de enrutamiento
se actualiza con multiples entradas para ese destino.

¥ MEDELLIN — O X

Physical Config CLI Aftributes
I

105 Command Line Interface

MEDELLIN#show ip route 152.1€8.1.€5 -~
Routing entry for 192.168.1_%4/27
Fnown wia "eigrp 200", distance 50, metric 2€3441€, type internal
Redistributing wia eigrp 200
Last update from 152.1€8.1.%% on Seriald/0/0, 04:11:42 ago
Bouting Descriptor Blocks:
¥ 192 .1€8.1.%8, from 15%2_.1€8.1.98, 04:11:42 ago, via Seriald/0/0
Boute metric is 2€8441€, traffic share count is 1
Total delay is 40100 microseconds, minimum bandwidth is 1544

Fbit
Reliability 2557255, minimum MIU 1500 bytes
Loading 17255, Hops 2

MEDELLINE

18



¥ call - O

Physical Config CL Attributes
I

105 Command Line Interface

ChLIgshow ip route 1%2.1&2.1.33
Routing entry for 152.1€2.1.32/27
Enown wia "eigrp 200", distance 50, metric 2&2441l&, type internal
Redistributing wvia eigrp 200
Last update from 19%2.1€2.1.130 on Serizl0 070, 04:15:24 ago
Routing Descriptor Blocks:
¥ 1592.1€2.1.120, from 1592.1€2.1.120, 04:15:24 ago, via Seriall/0/0
Route metric is 2€8441¢€, traffic share count is 1
Total delay is 40100 microseconds, minimum bandwidth is 1544
Ebit
Reliability 255/255, minimum MTU 1500 bytes
Loading 1/255, Hops 2

CALI#

¥ poGoTaA - O

Physical Config CL Aftributes
I

105 Command Line Interface

BOGOTA=en
Password:
BOGOTREshow ip route 152.1628.1.6€5
Routing entry for 132_.165.1_€4/727
Fnown via "eigrp 200", distance 50, metric 217241€, type intermal
Redistributing wia eigrp 200
Last update from 1%2.1€5.1.131 on Serialdys0/1, 04:1&:4& ago
Routing Descriptor Blocks:
* 152 _1€3.1.131, from 152 _1€8.1.131, 04:1€:4€ ago, wvia Serialds0/1
Route metric is 217241€, traffic share count is 1
Total delay is 20100 microseconds, minimum bandwidth is 1544

Fbit
Reliakility 255/255, minimum MIU 1500 bytes
Loading 1/255, Hops 1

BOGOTRE

d. Realizar un diagndstico de vecinos uando el comando cdp.

¥ \MEDELLIN — O

Physical Config CLI Attributes
I

105 Command Line Interface

MEDELLIN&show cdp neighbors
Capability Codes: R — Bouter, T - Trans Bridge, B - Source BRoute
Bridge

5 - Bwitch, H - Host, I - IGMP, r - Repeater, P -
Fhone
Device ID Local Intrfce Holdtme Capability Platform Port
o
Switch Fas 0/0 142 5 2350 Fas
0/1
BOGOTR Ser 0/0/0 123 = Cla41 Ser
a/s0/0
MEDELLIN§
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¥ poGaoTA - a x

Physical Config Attributes

105 Command Line Interface

BOGOTREshow odp neighbors ~
Capability Codes: R — Bouter, T - Trans Bridge, B - Source Route
Bridge
5 - Bwitch, H - Host, I - IGMP, r - Repeater, P -
Chone
Device ID Local Intrfce Holdtme Capability Platform Port
ID
Switch Fas 0/0 173 ] 2550 Fas
0/1
CRLI Ser 0/0/1 121 =3 Cla4l Ser
o/0/0
MEDELLIN Ser 0/0/0 173 =3 Cla4l Ser
o/f0/0
BOGOTRE
B canl - O b
Physical Config CL Aftributes
I

105 Command Line Interface

~

CALI#show cdp neighbors
Capability Codes: R — Router, T - Trans Bridge, B - Source Route
Bridge

5 - Bwitch, H - Host, I - IEMP, r - Repeater, P -
Phone
Dewvice ID Local Intrfce Holdtme Capability Platform Bort
o
Switch Fas 0/0 1z7 35 2550 Fas
a1
BOGOTR Ser 0/0/0 155 3 Cle41 Ser
0/0/1
CLLI#

e. Realizar una prueba de conectividad en cada tramo de la ruta usando Ping.

B MEDELLIN - O x

Physical Config CL Attributes
I

105 Command Ling Interface

MEDELLIN#ping 152 .165.1.33 ~

Type escape seguence to abort.

Sending 5, 100-byte ICHMP Echos to 152.1€2.1.33, timeout is 2 seconds:
Sueccess rate is 100 percent (5/5), round-trip minfavg/max = 0/11/24
ms

MEDELLINgping 132.165.1.€5

Iype escape seguence to abort.

Sending 5, 100-byte ICHMP Echos to 152.1€2.1.&5, timeout is 2 seconds:
Sueccess rate is 100 percent (5/5), round-trip min/favg/max = 2/10/3¢
ms

MEDELLINg

20



¥ call — O X

Physical Config CL Attributes
I

105 Command Line Interface

CALI# ~
ChLIgping 1592 .1€2.1.1

Type escape seguence to abort.
Sending 5, l100-byte ICHMP Echos to 132.1€5.1.1, timecut is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/6/24 ms
ChLIgping 1592 _.1€28.1.33
Type escape seguence to abort.

Sending 5, l00-byte ICHMP Echos to 1%2.1€2.1.322, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 2/3/€ ms
CRLIg
¥ poGaTA - O X
Physical Config CL Attributes
—

105 Command Line Interface

BOGOTAfping 192 1&2.1.65 A

Iype escape seguence to abort.
Sending 5, 100-byte ICMP Echos to 13%2.1628.1.85, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/5/24 ms
BOGOTRAgping 152 .1€3.1.33

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 132.168.1.33, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/5/21 ms

BOEOTRE

Todos los pings hacia la rutas fueron exitosos

Parte 3: Configuracion de Enrutamiento.

a. Asignar el protocolo de enrutamiento EIGRP a los routers considerando el
direccionamiento disefiado.

MEDELLIN(config)#router eigrp 200
MEDELLIN(config-router)#network 192.168.1.0 0.0.0.31
MEDELLIN(config-router)#network 192.168.1.32 0.0.0.31
MEDELLIN(config-router)#network 192.168.1.64 0.0.0.31
MEDELLIN(config-router)#network 192.168.1.96 0.0.0.31
MEDELLIN(config-router)#network 192.168.1.128 0.0.0.31

21



CALI(config)#router eigrp 200
CALI(config-router)#network 192.168.1.0 0.0.0.31
CALI(config-router)#network 192.168.1.32 0.0.0.31
CALI(config-router)#network 192.168.1.64 0.0.0.31
CALI(config-router)#network 192.168.1.96 0.0.0.31
CALI(config-router)#network 192.168.1.128 0.0.0.31

BOGOTA(config)#router eigrp 200
BOGOTA(config-router)#network 192.168.1.0 0.0.0.31
BOGOTA(config-router)#network 192.168.1.32 0.0.0.31
BOGOTA(config-router)#network 192.168.1.64 0.0.0.31
BOGOTA(config-router)#network 192.168.1.96 0.0.0.31
BOGOTA(config-router)#network 192.168.1.128 0.0.0.31

b. Verificar si existe vecindad con los routers configurados con EIGRP.

B MEDELLIN - O *

Physical Config CL Aftributes
I

105 Command Line Interface

MEDELLINgshow ip eigrp neighbors -
IP-EIZEPF neighbkors for process 200
H Rddress Interface Hold Uptime SRTT RTC Q
Seq
(sec) {ms) Cnt
Hum
a 192 _1€8.1.598 Sed/ 070 14 04:38:20 40 1000 0 a
HMEDELLIN§
¥ poGoTA - O *
Physical Config CL Adtributes.
—

105 Command Line Interface

BO0TAfshow ip eigrp neighbors s
IP-EIGZRF neighbors for process 200
H Eddress Interface Hold Uptime SRTT RTO o
Seg
(sec) {ms) Cnt
Hum
1] 182 .1€2.1.121 Sed/0/1 10 04:35:02 40 1000 0
1 132 1€23.1._59% Sel 070 1z 04:3%:02 40 lo0d 0 7
IP-EIGRP neighbors for process 1
BOEOTRE
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B caul — O b
Physical Config CLI Adtributes
|05 Command Line Interface

CELI¥show 1p €1grp Nelgnbors =
IP-EIGRP neighbors for process 200
H Zddress Interface Hold Uptime SRTT RTO v]
Seqg

(sec) {ms) cnt
Hum
a 152 . 1€8.1.130 Sed/ 0/0 14 04:38:5¢ 40 1ldoa a0 7
IP-EIZRP neighbors for process 1
CALI#

c. Realizar la comprobacion de las tablas de enrutamiento en cada uno de los

routers para verificar cada una de las rutas establecidas.

¥ MEDELLIN — O b4
Physical Config L Atftributes
105 Command Line Interface

MEDELLIN§ s
MEDELLINgshow ip route
Codes: T - connected, § - static, I - IGRF, R - RIF, M - mokile, B -
BEE

D — EIGRP, EX - EIGRP external, © - O5PF, IA - O5PF inter area

N1 - OSPF N55Z external type 1, N2 - OSPF NS55A external type 2

El - OSPF external type 1, EZ2 - O5PF external type 2, E - EGP

i - I5-I5, L1 - I5-I5 lewvel-1l, L2 - I5-I5 lewel-2, ia - I5-IS
inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route
Cateway of last resort is not set

152.1€8.1.0/27 is subnetted, 5 subnets

D 152.1€23.1.0 [50/217241€] wia 15%2_.1€8.1.93, 04:40:50,
Seriald/o/f0
C 152.1€8.1.32 is directly connected, FastEthernetl/s0
D 152.1€3.1.€4 [S0/2€8441€] wvia 152.1€8.1.58, 04:40:50,
Seriald/o/f0
c 15%2.1€2.1.%¢€ is directly connected, Seriald/0/0
D 152.1€23.1.128 [S0/2€B8185€] wia 152.1€8.1.58, 04:40:50,
Seriald/o/f0
MEDELLINg| v
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L e — O

Physical Config CLI Adtributes
L

105 Command Line Interface

CALLE ~
ChLI#show ip route
Codes: C - connected, 5 - static, I — IGRP, R - RIP, M - mobile, B -
BEE

0 - EIGZRP, EX - EIGRP external, © - OSPF, IA - QSPF inter area

N1 - OSPF NS5R external type 1, M2 - OSPF NS55A external type 2

El - OS5PF external type 1, EZ - OS5PF external type Z, E - EEP

i - I5-I5, L1 - I5-I5 lewel-1l, L2 - I5-I5 lewvel-2, ia - I5-IS
inter area

* - candidate default, U - per-user static route, o - CDR

P - periodic downloaded static route
Gateway of last resort is not set

152_.1€2.1.0/27 is submnetted, 5 subnets
D 152 .168.1.0 [90/217241¢] wia 1%2_168.1.130, 04:41:20,
Seriald/s0/0
D 152.1€28.1.32 [50/2€8441€] wvia 152.1€2.1.130, 04:41:20,
Seriald/0/0
C 192 _1€8.1.€4 is directly connected, FastEthernetl/0
D 192.1€8.1.9€ [90/2€2185€] via 192.1€2.1.130, 04:41:20,
Seriald/0/0
C 192 _1€8.1.128 is directly connected, Seriall/0/0
CALIg] v
¥ BoGoTA - O X
Physical Config CLI Attributes.
—
105 Command Line Interface

BOEOTRE s
BOEOTRE
BOGOTREshow ip route
Codes: C - connected, 5§ - static, I - IGRP, B - RIP, M - mobkile, B -
BGP

D — EIGRP, EX — EIGRP external, O - O5PF, IR - OS5PF inter area

N1l - OSPF NS55R external type 1, N2 - OS5FF N55A external type 2

El - O5PF external type 1, EZ - O5PF external type 2, E - EGP

i - I5-I58, L1 - I5-IS5 lewel-l, L2 - I5-I5 level-2, ia - I5-IS
inter area

¥ — candidate default, U - per-user static route, o — CDR

P - periodic downloaded static route
Fateway of last resort is not set

152.1€2.1.0/27 is subnetted, 5 subnets

c 192.1€8.1.0 is directly connected, FastEthernet0/0
D 192.1€8.1.32 [90/217241€] wvia 152_162.1.59, 04:41:4¢,
Seriald/0/0
D 192 .1€8.1.€4 [90/217241€] wvia 152_.1&€2.1.131, 04:41:4%,
Serialdysa 1
c 152 _1€8.1.9%€ is directly connected, Seriald/s0s0
c 152_.1€8.1.12%8 is directly connected, Seriald/0s1
BOGOTLE] <
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d. Realizar un diagnéstico para comprobar que cada uno de los puntos de la red se
puedan ver y tengan conectividad entre si. Realizar esta prueba desde un host de
la red LAN del router CALI, primero a la red de MEDELLIN y luego al servidor.

¥ pc-call

Physical Config Deskiop Programming Attributes
]

Command Prompt

-40:
-40:
-40:

-40:

Parte 4: Configuracion de las listas de Control de Acceso.

En este momento cualquier usuario de la red tiene acceso a todos sus dispositivos

y estaciones de trabajo. El jefe de redes le solicita implementar seguridad en la red.

Para esta labor se decide configurar listas de control de acceso (ACL) a los routers.

Las condiciones para crear las ACL son las siguientes:

a. Cada router debe estar habilitado para establecer conexiones Telnet con los
demas routers y tener acceso a cualquier dispositivo en la red.

¥ MEDELLIN — O b4

Physical Config CL Aftributes
I

105 Command Line Interface

MEDELLIN= ~
MEDELLIN=en

Password:

MEDELLINg§telnet 152.1€8.1.131

Trying 152.1€2.1.121 .. .Open

User Recess Verification

Password:
CRLIx»exit

[Connection to 192.1€58.1.131 closed by foreign hostl]
MEDELLINg§telnet 152.1€2.1.52
Trying 15%2.1€2.1.5%8 .. .Cpen

User Rccess Verification
Password:

Password:
BOGOTR>
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B call — O X

Physical Config CL Aftributes
I

I0S Command Line Interface

~
CALI=enakle
Password:
ChLIgtelnet 152.1€2.1.59
Trying 15%2_.1€2.1.5% .._.Cpen
User Rccess Verification
Password:
HMEDELLIN>exit
[Connection to 192.1€28.1.9% closed by foreign host]
CALIgtelnet 152.1€5.1.130
Trying 15%2_.1€2.1.130 .._Cpen
User Recess Verification
Password:
BOGOTR>
¥ poGoTa — O b
Physical Config CL Attributes.
I
105 Command Line Interface
BOCOTA>en ~
Password:
BOGOTAgtelnet 192.162.1.5%5
Trying 19%2.1€2.1.5%5% .. _.Open
User RAccess Verification
Password:
MEDELLIN=exit
[Connection to 1%2.1€8.1.5%9 closed by foreign host]
BOGOTRgtelnet 192.168.1.131
Trying 192.1€2.1.131 ...Cpen
User Leccess Verification
Password:
CRLI=>
CRLI=>
CRLI=>
CRLI=>
CRLI=>
CALI v

El equipo WS1 y el servidor se encuentran en la subred de administracién.
Solo el servidor de la subred de administracion debe tener acceso a cualquier
otro dispositivo en cualquier parte de la red.

BOGOTA(config)#access-list 1 deny host 192.168.1.10
BOGOTA(config)#interface fa0/1
BOGOTA(config-if)#ip access-group 1 out
BOGOTA(config-if)#exit

BOGOTA(config)#interface fa0/0
BOGOTA(config-if)#ip access-group 1 out
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BOGOTA(config-if)#

¥ pC_MEDELLIN - O s

Config Deskiop Programming Adtributes
I

Command Prompt

ommand Line 1.0
S1.10

1.10 with 322 bytes of data:

¥ pc.call - O b
Phy=ical Config Desktop Programming Aftributes
I

Command Prompt

8.1.10 with 32 bytes of data:

Las estaciones de trabajo en las LAN de MEDELLIN y CALI no deben tener
acceso a ningun dispositivo fuera de su subred, excepto para interconectar
con el servidor.

CALI(config)#access-list 1 permit host 192.168.1.20
CALlI(config)#access-list 1 deny 192.168.1.32 0.0.0.31
CALI(config)#access-list 1 deny 192.168.1.0 0.0.0.31
CALI(config)#interface fa0/0

CALI(config-if)#ip access-group 1 out
CALI(config-if)#exit
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B cal - O *

Phy=ical Config CL Attributes
I

|05 Command Line Interface

"

CLLIgshow access—list
Standard IP access list 1
10 permit host 15%2.1€8.1.20
20 deny 15%2_.1€2.1.22 0.0.0.31
30 deny 1%2.1€5.1.0 0.0.0.31 (4 matchies))

CRLI#

Parte 5: Comprobacién de la red instalada.

a. Se debe probar que la configuracién de las listas de acceso fue exitosa.
b. Comprobar y Completar la siguiente tabla de condiciones de prueba para

confirmar el 6ptimo funcionamiento de la red e.

MEDELLIN

LAN del Router
MEDELLIN

LAN del Router CALI

28

Router MEDELLIN Router CALI Exitoso
WS 1 Router BOGOTA Rechazado
Servidor Router CALI Exitoso
Servidor Router MEDELLIN Exitoso
Tiempo de
conexion
LAI\'A\IEdDeIIEEBLIJ\Iter Router CALI agotado; el host
remoto no
responde
LAN del Router CALI Router CALI Exitoso
LAluEdDeI'Effl‘l‘\lter Router MEDELLIN SAiese
Tiempo de
conexion
LAN del Router CALI Router MEDELLIN agotado; el host
remoto no
responde
LAN del Router CALI Ws_1 TIETED B2
- espera agotado
LAN del Router Ws_1 Tiempo de

espera agotado

Tiempo de
espera agotado



LAN del Router CALI Servidor
LAN del Router Servidor
MEDELLIN
Servidor LAN del Router
PING _ MEDELLIN
Servidor LAN del Router CALI
LAN del Router
Router CALI MEDELLIN

Router MEDELLIN LAN del Router CALI

Telnet Router Medellin y Router Cali

B EDELLIN — O *

Physical Config CL Attributes
I

105 Command Line Interface

MEDELLINg#telnet 132.1€5.1.131 ~
Trying 15%2.1€2.1.121 ...Open

User Reccess Verification

Password:
CALI=

Telnet WS1 a Router Bogota

¥ pcowst - O x

Physical Config Desklop Programming Aftributes
I

Command Prompt

Packet Tracer Command Line 1.0
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Exitoso
Exitoso

Exitoso

Exitoso
Se acabo el
tiempo
Se acabo el
tiempo



Telnet Servidor — Router Cali

¥ serverd - O X

Physical Config Services Desktop Programming Attributes
|

mmand Line 1.0

Telnet Servidor — Router Medellin

¥ Serverd - O *
Phyzica Config Services Desktop Programming Attributes
I

Command Prompt

Telnet LAN del Router MEDELLIN Router CALI

¥ pC-MEDELLIN — O *
Physical Config Deskiop Programming Attributes
I

Command Prompt

; remote host not responding
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Telnet LAN del Router CALI Router CALI

¥ pcocall — O b4

Physica Config Desktop Programming Attributes
|

Command Prompt

Telnet LAN del Router MEDELLIN Router MEDELLIN

¥ pC-MEDELLIN — O *
Physical Config Desktop Programming Attributes
|

Command Prompt

Telnet LAN del Router CALI Router MEDELLIN
¥ pcocall — O *®

Phyzical Config Desklop Programming Attributes
|

Command Prompt

t; remote host not res
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Ping LAN del Router CALIWS 1

¥ pc-call — O X

Physica Config Deskiop Programming Attributes

Command Prompt

Ping LAN del Router MEDELLIN WS_1

¥ pC-MEDELLIM - O b4

Physical Config Desktop Programming Attributes
I

Ping statistics fo
Pa

Ping LAN del Router MEDELLIN LAN del Router CALI
¥ pC-MEDELLIN — O x

Physical Config

mmand Prompt

Programming Aftributes
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Ping LAN del Router CALI Servidor
¥ pcocaul

Physical Config

Programming Attributes.

Command Prompt

1.20 with

1y
1y
1y
1y

mate round trip times in millji

Minimum = 1lms, Maximum = 13ms, BAw

Ping LAN del Router MEDELLIN Servidor
¥ pCMEDELLIN

Physical Config

Programming Atftributes

Pinging 1

1y

Ping statis
Pack

HMinimam
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Ping Servidor LAN del Router MEDELLIN

¥ serverd - O X

Config Services Programming Aftributes

Minimuum

Ping Servidor LAN del Router CALI

¥ Serverd - O >

Physical Config Services Programming Atftributes

Minimuam

Ping Router CALI LAN del Router MEDELLIN

B call — O X

Physical Config CL Attributes
I

105 Command Line Interface

ChLI#ping 152.1€2.1.40

Type escape seguence to abort.

Sending 5, 100-byte ICHMP Echos to 152.1€8.1.40, timeout is 2 seconds:
Jijsinuey

Success rate is 0 percent (0/5)

CRLI#
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Ping Router MEDELLIN  LAN del Router CALI

¥ MEDELLIN - O
Physical Config CLI Attributes
I
105 Command Line Interface
Password:
MEDELLINgping 132.1€5.1.70
Iype escape seguence to akbort.
timeout is 2 seconds:

Sending 5, 100-byte ICHP Echos to 152.1€5.1.70,
JujujulN)
Success rate is 0 percent (0/5)

MEDELLINg
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7 ESCENARIO 2

Una empresa tiene la conexion a internet en una red Ethernet, lo cual deben
adaptarlo para facilitar que sus routers y las redes que incluyen puedan, por esa
via, conectarse a internet, pero empleando las direcciones de la red LAN original.

209172200124
—"
= — ]
SWMCH DE NTERNET
LABORATORIO
[ P 172312360
VLAN 30
40H0STS
WEB

=7 EXTERNO

VLANTD VLAN 30 CUNDINAMARCA
55 HOSTS 55 HOSTS

- / =
VLANT =172.31.20 /29 e =
VLAN10 =172.31.0.0 126 ;’[’L:g;é
VLAN30 = 172.31.0.64 126 p—
CUNDINAMARCA
VLANT =172.31.28/29

VLAN2D = 172.31.1.64 126 .
VLAN30 = 172.31.1.0 /28 .
VLANGS = 172.31.2.24129

172.31.0.0 18 VLAN 20
60 HOSTS

Desarrollo

Los siguientes son los requerimientos necesarios:

Cloud-PT

BUCARAMANGA INTERNET

Server-PT
Serverl

Server-FT
Serverl

4
PCO-BUCARAMANGA PC1 PCE PC_PT

5
pC2 PC-PT
PC4-CUNDIMAMARCA
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1. Todos los routers deberan tener los siguiente:
e Configuracién basica.

- — TN

i Port Link VLAN IP Address IPvE Rddress

4 FastEthernet0/0 Up - <not set> <noct set>
FastEthernet0/ 0.1 Up - 172.31.2.1/249 <not set>
FastEthernet0/0.10 Up - 172.31.0.1/26 <not set>
FastEthernet0/0.30 Up - 172.31.0.65/2¢6 <not set>
FastEthernet0/1 Down - <not set> <not set>
Serial0/0/0 i3 - 172.31.2.33/30 <not set>
Serial0/0/1 Down -- <not set> <noct =set>
Vlanl Down 1 <not set> <not set>

Hostname: BUCARAMANGR

Physical Location: Intercity, Home City, Corporate Office, Wiring Closet

MAC Address
0001 .4202.1301
0001 .4202.1301
0001 .4202.1301
0001 .4202.1301
0001.4202.1302
<not set>
<not set>
00D0.BACS . 0DCY

Hostname: TUNJA

Physzical Location: Intercity, Home City, Corporate Office, Main Wiring Clozet

—— —w — —
e 3 Y -
Port Link VLAN IPF Address IPvE Address MAC Address
FastEthernet0/0 Up - <not set> <not set> 0030 .F242 ABO1
FastEthernet0/0.1 Up -— 172.31.2.9/29 <not zet> 0030 .F242 RBO1
FastEthernet0/0.20 Up - 172.31.0.129/26 <not set> 0030.F242 _ARO1
FastEthernet0/0.30 Up -— 172.31.0.193/26 <not zet> 0030 .F242 RBO1
FastEthernet0/1 Up - 209.17.220.1/24 <not set> 0030.F242 RBOZ
Seriald/o0/0 Up - 172.31.2.34/30 <not set> <not setl>
Seriall/o/f1 U - 172.31.2.37/30 <not set> <not set>
Vlanl Down 1 <not set> <not set> 0001 .C712._0%82

Hostname: CUNDINAMARCH

Phy=ical Location: Intercity, Home City, Corporate Office, Wiring Closzet

— Pl > . S

Port Link VLAN IP Address IPvE Address MAC RAddress
FaztEthernetl/0 Up - <not set> <not set> 0000 .BAC3 . 3001
FastEthernet0/0.1 Up -= 172.31.2.17/29 <not set> 0000 .BAC3 . 3001
FastEthernetd/0.Z20 Up -= 172.31.1.65/26 <not set> 0000 .BAC3 3001
FastEthernetD/0.30 Up - 172.31.1.1/26 “<not set> 00D0.BAC3 . 3001
FastEthernetD/0.88 Up -= 172.31.2.25/29 <not set> 0000 .BAC3 . 3001
FastEthernetd/1 Down - <not set> <not set> 0000 .BAC3 . 3002
SerialD/0/ /0 Up - 172.31.2_38/30 <not set> <not set>
Serial0/0/1 Down - <not set> <not set> <not set>
Vlanl Down 1 <not set> <not set> 0003 .E4DD .E534

e Autenticacion local con AAA.

e Cifrado de contrasenas.

¢ Un méaximo de internos para acceder al router.
e Maximo tiempo de acceso al detectar ataques.

e Establezca un servidor TFTP y almacene todos los archivos necesarios de

los routers.

Se realiza la siguiente configuracion sobre los routers para colocar la autenticacion
local con aaa, se hace el cifrado de contrasefia mediante rsa de 1024 bytes se

establece un maximo de intentos de 2 y maximo de tiempo de espera de 60

BUCARAMANGA>en
BUCARAMANGA #conf term

Enter configuration commands, one per line. End with CNTL/Z.

BUCARAMANGA (config)#line vty 0 4
BUCARAMANGA (config-line)#password cisco
BUCARAMANGA (config-line)#login
BUCARAMANGA (config-line)#exit
BUCARAMANGA (config)#enable secret cisco
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BUCARAMANGA (config)#

BUCARAMANGA(config)#ip domain-name BUCARAMANGA.es

BUCARAMANGA(config)#crypto key generate rsa

% You already have RSA keys defined named

BUCARAMANGA.BUCARAMANGA.es .

% Do you really want to replace them? [yes/no]: yes

The name for the keys will be: BUCARAMANGA.BUCARAMANGA .es

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]: 1024

% Generating 1024 bit RSA keys, keys will be non-exportable...[OK]

BUCARAMANGA(config)#ip ssh time-out 60

*mar. 1 0:27:54.589: %SSH-5-ENABLED: SSH 1.99 has been enabled

BUCARAMANGA(config)#ip ssh authentication-retries 2

BUCARAMANGA(config)#aaa new-model

BUCARAMANGA(config)#line vty 0 4

BUCARAMANGA(config-line)#transport input ssh

BUCARAMANGA(config-line)#username Bucaramanga secret password

BUCARAMANGA(config)#

CUNDINAMARCA>en

CUNDINAMARCA #conf term

Enter configuration commands, one per line. End with CNTL/Z.

CUNDINAMARCA (config)#line vty 0 4

CUNDINAMARCA (config-line)#password cisco

CUNDINAMARCA (config-line)#login

CUNDINAMARCA (config-line)#exit

CUNDINAMARCA (config)#enable secret cisco

CUNDINAMARCA(config)#ip domain-name CUNDINAMARCA.es

CUNDINAMARCA(config)#crypto key generate rsa

The name for the keys will be: CUNDINAMARCA.CUNDINAMARCA.es

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]: 1024

% Generating 1024 bit RSA keys, keys will be non-exportable...[OK]

CUNDINAMARCA(config)#ip ssh time-out 60

*mar. 1 0:32:51.898: %SSH-5-ENABLED: SSH 1.99 has been enabled

CUNDINAMARCA(config)#ip ssh authentication-retries 2

CUNDINAMARCA(config)#aaa new-model

CUNDINAMARCA(config)#line vty 0 4

CUNDINAMARCA(config-line)#transport input ssh

CUNDINAMARCA(config-line)#username Cundinamarca secret password
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CUNDINAMARCA(config)#

TUNJA>en

TUNJA #conf term

Enter configuration commands, one per line. End with CNTL/Z.

TUNJA (config)#line vty 0 4

TUNJA (config-line)#password cisco

TUNJA (config-line)#login

TUNJA (config-line)#exit

TUNJA (config)#enable secret cisco

TUNJA(config)#ip domain-name TUNJA.es

TUNJA(config)#crypto key generate rsa

The name for the keys will be: TUNJA. TUNJA.es

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]: 1024

% Generating 1024 bit RSA keys, keys will be non-exportable...[OK]

TUNJA(config)#ip ssh time-out 60

*mar. 1 0:43:46.940: %SSH-5-ENABLED: SSH 1.99 has been enabled

TUNJA(config)#ip ssh authentication-retries 2

TUNJA(config)#aaa new-model

TUNJA(config)#line vty 0 4

TUNJA(config-line)#transport input ssh

TUNJA(config-line)#username Tunja secret password

TUNJA(config)#

Se realiza la siguiente configuracién sobre los routers para colocar el servidor tftp

BUCARAMANGA#dIr flash:
Directory of flash:/
3 -rw- 33591768 <no date> c1841-advipservicesk9-mz.124-15.T1.bin
2 -rw- 28282 <no date> sigdef-category.xml
1 -rw- 227537 <no date> sigdef-default.xml
64016384 bytes total (30168797 bytes free)
BUCARAMANGA#copy flash: tftp:
Source filename []? c1841-advipservicesk9-mz.124-15.T1.bin
Address or name of remote host [|? 172.31.2.20
Destination filename [c1841-advipservicesk9-mz.124-15.T1.bin]?
Writing c1841-advipservicesk9-mz.124-15.T1.bin........ AR
T T TR,



[OK — 33591768 bytes]
33591768 bytes copied in 6.754 secs (4970000 bytes/sec)
BUCARAMANGA#

TUNJA#dir flash:
Directory of flash:/
3 -rw- 33591768 <no date> c1841-advipservicesk9-mz.124-15.T1.bin
2 -rw- 28282 <no date> sigdef-category.xml
1 -rw- 227537 <no date> sigdef-default.xml
64016384 bytes total (30168797 bytes free)
TUNJA#copy flash: tftp:
Source filename []? c1841-advipservicesk9-mz.124-15.T1.bin
Address or name of remote host [|? 172.31.2.20
Destination filename [c1841-advipservicesk9-mz.124-15.T1.bin]?
Writing c1841-advipservicesk9-mz.124-15.T1.bin........ T
T e e T,

[OK — 33591768 bytes]
33591768 bytes copied in 6.754 secs (4970000 bytes/sec)
TUNJA#

CUNDINAMARCA#dir flash:

Directory of flash:/
3 -rw- 33591768 <no date> c1841-advipservicesk9-mz.124-15.T1.bin
2 -rw- 28282 <no date> sigdef-category.xml
1 -rw- 227537 <no date> sigdef-default.xml

64016384 bytes total (30168797 bytes free)

CUNDINAMARCA #copy flash: tftp:

Source filename []? c1841-advipservicesk9-mz.124-15.T1.bin

Address or name of remote host [|? 172.31.2.20

Destination filename [c1841-advipservicesk9-mz.124-15.T1.bin]?
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Writing c1841-advipservicesk9-mz.124-15.T1.bin........ AHRRRNININNRHR]
e e e L,

[OK — 33591768 bytes]
33591768 bytes copied in 6.754 secs (4970000 bytes/sec)
CUNDINAMARCA #

El DHCP deberéa proporcionar solo direcciones a los hosts de Bucaramanga y
Cundinamarca

Se utiliza el DHCP pool. LAN Cundinamarca

¥ pco - O b
Physical Config Deskiop Programming Attributes
~
IP Configuration
Interface FastEthernetd -
IP Configuration
(®) DHCP (D) static
IP Address 172.31.1.66
Subnet Mask 255255255192
Default Gateway 172.31.1.65
DNS Server
¥ pc2 — O x
Physical Config Desktop Pregramming Attributes
~
IP Configuration
Interface FastEthernetl -
IP Configuration
(® DHCP () static
IP Address 172.31.1.3
Subnet Mask 255.255.255.192
Default Gateway 172.31.1.1
DNS Server
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¥ pC4-CUNDINAMARCA - O *

Physical Config Desktop Programming Attributes

A
IP Configuration
Interface FastEthernetl -

IP Configuration

® DHCP O static

IP Address 172.31.1.2
Subnet Mask 255.255.255.192
Default Gateway 1723111

DNS Server 8.8.5.8

Se utiliza el DHCP pool. LAN Bucaramanga

¥ pcy — O X

Physical Config Deskiop Programming Attributes

-
IP Con figuration

Interface FastEthernetl -

IP Configuration

(®) DHCP

IP Address

Subnet Mask

Default Gateway 172.31.0.65

DNS Server §.6.5.8

B pCO-BUCARAMANGA - O X

Physical Config Dezktop Programming Attributes

A
IP Con figuration

Interface FastEthernetld -
IP Configuration

(®) DHCP () static
IP Address

Subnet Mask

Default Gateway 172.31.0.1
DNS Server &.6.5.8
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3. Elweb server debera tener NAT estatico y el resto de los equipos de la topologia
emplearan NAT de sobrecarga (PAT).

TUNJA(config)#ip nat inside source static 172.31.1.67 209.17.220.2
TUNJA(config)#interface fa0/1

TUNJA(config-if)#ip nat outside

TUNJA(config-if)#interface se 0/0/1

TUNJA(config-if)#ip nat inside

TUNJA(config-if)#exit

TUNJA(config)#ip nat inside source static 172.31.1.67 209.17.220.1
TUNJA(config)#interface fa0/1

TUNJA(config-if)#ip nat outside

TUNJA(config-if)#interface se 0/0/1

TUNJA(config-if)#ip nat inside

TUNJA(config-if)#exit

B Tuna - O x
Physica Config CL Attributes

I I

0% Command Line Interface

TUNJA&show ip nat translations ~
Fro Inside global Inside local Outside local Outside
global
--- 205.17.220.1 172.31.1.€7 -—= -—=
—-—— 20%.17.220.2 172.31.1.€7 - -

TUNJRE

Se realiza la configuracion de la nat con sobrecarga (PAT), para esto se crea una
access-list donde se agrega cada una de las direcciones que se desean que sean
traducidas. A continuacion, se usa en la configuracion de la nat mas la interfaz de
salida a internet y el comando overload.
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¥ PC4-CUNDINAMARCA - m] X

Physical ~ Config  Deskiop  Programming  Aftributes
~

IP Configuration

Interface FastEthernetd <

IP Configuration

(® DHCP ) static
P Address 172.31.1.2
Subnet Mask

Default Gateway

DNS Server

IPv8 Configuration

(O DHCP (O Auto Config @) Static
IPv6 Address. [ ] |
Link Local Address [Fean:2e0:28FF FE1G:EBCH |
IPvS Gateway | |
IPvG DNS Server [ |
¥ TunA — O
Phy=sica Config CLI Aftributes
I I

105 Command Line Interface

TUNJAgshow ip nat translations

Fro Inside glokal Inside local Cutside local Cutside
globkal

-——— 205.17.220.1 172.21.1.€7 -——= -——=
—-—— 20%_.17.220.2 172.31.1.€7 -——= -——=
TUNJLE

4. El enrutamiento debera tener autenticacion.

TUNJA(config)#interface se0/0/1

TUNJA(config-if)#ip ospf authentication

TUNJA(config-if)#ip ospf message-digest-key 1 md5 CISCO
TUNJA(config-if)#exit

TUNJA(config)#router ospf 1

TUNJA(config-router)#area 0 authentication
TUNJA(config-router)#
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TUNJA(config)#router ospf 1
TUNJA(config-router)#network 172.31.2.32 0.0.0.3 area O
TUNJA(config-router)#network 172.31.2.0 0.0.0.7 area 0
TUNJA(config-router)#network 172.31.0.0 0.0.0.63 area O
TUNJA(config-router)#network 172.31.0.64 0.0.0.63 area 0
TUNJA(config-router)#

5. Listas de control de acceso:
e Los hosts de VLAN 20 en Cundinamarca no acceden a internet, solo a la red
interna de Tunja.
Se configura de acuerdo a la solicitud

e Los hosts de VLAN 10 en Cundinamarca si acceden a internety no a la red
interna de Tunja.

CUNDINAMARCA(config)#access-list 1 deny 172.31.0.192 0.0.0.63
CUNDINAMARCA(config)#access-list 1 permit any
CUNDINAMARCA(config)#interface fa0/0
CUNDINAMARCA(config-if)#ip access-group 1 out

¥ CUNDINAMARCA — O ¥

Phy=ical Zonfig CL Afttributes
|

105 Command Line Interface

CUNMDIMAMRRCRfshow access—-list .
Standard IP access list 1

10 deny 172.21.0.1592 0.0.0.83

20 permit any (2 matchies))

CUMDIMAMRERCL#

e Los hosts de VLAN 30 en Tunja solo acceden a servidores web y ftp de
internet.

CUNDINAMARCA(config)#access-list 1 deny 172.31.0.192 0.0.0.63
CUNDINAMARCA(config)#access-list 1 permit any
CUNDINAMARCA(config)#interface fa0/0
CUNDINAMARCA(config-if)#ip access-group 1 out
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e Los hosts de VLAN 20 en Tunja solo acceden a la VLAN 20 de
Cundinamarca y VLAN 10 de Bucaramanga.

CUNDINAMARCA(config)#access-list 1 deny 172.31.0.192 0.0.0.63
CUNDINAMARCA(config)#access-list 1 permit any
CUNDINAMARCA(config)#interface fa0/0
CUNDINAMARCA(config-if)#ip access-group 1 out

¥ Tuna — O ¥

Physical Config CL Afttributes
|

0% Command Line Interface

TUNJAgshow access—-list S
Standard IF access list 1

10 permit host 172_.31.1.&4
Standard IP access list 4

10 deny 172.31.1.0 0_.0.0.&63

20 permit any
Standard IP access list 3

10 deny 172_.31.1.64 0.0.0_&3

20 permit any (747 matchies))
Standard IF access list 10

10 permit 172_.321.0.0 0.0.&3_255

TUHJEE

e Los hosts de VLAN 30 de Bucaramanga acceden a internet y a cualquier
equipo de VLAN 10.

BUCARAMANGA(config)#access-list 2 permit 209.17.220.0
BUCARAMANGA (config)#access-list 2 permit host 172.31.0.0
BUCARAMANGA (config)#access-list 2 deny any
BUCARAMANGA (config)#interface fa0/0

BUCARAMANGA (config-if)#ip access-group 2 out

e Los hosts de VLAN 10 en Bucaramanga acceden a la red de Cundinamarca
(VLAN 20) y Tunja (VLAN 20), no internet.

TUNJA(config)#access-list 3 permit 172.31.0.0
TUNJA(config)#interface fa0/0
TUNJA(config-if)#ip access-group 3 in
TUNJA(config-if)#
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CUNDINAMARCA>en

Password:

CUNDINAMARCA#conf term

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#access-list 3 permit 172.31.0.0
CUNDINAMARCA(config)#interface se0/0/0
CUNDINAMARCA(config-if)#ip access-group 3 in
CUNDINAMARCA(config-if)#

6. VLSM: utilizar la direccion 172.31.0.0 /18 para el direccionamiento.

Host Host encontrados Direccion dered Mascara de Sub red

55 62 172.31.0.0 255.255.255.192
55 62 172.31.0.64 255.255.255.192
40 62 172.31.0.128 255.255.255.192
40 62 172.31.0.192 255.255.255.192
60 62 172.31.1.0 255.255.255.192
60 62 172.31.1.64 255.255.255.192
172.31.1.128
172.31.1.192
6 6 172.31.2.0 255.255.255.248
6 6 172.31.2.8 255.255.255.248
6 6 172.31.2.16 255.255.255.248
172.31.2.24
2 2 172.31.2.32 255.255.255.252
2 2 172.31.2.36 255.255.255.252

Aspectos atener en cuenta

e Habilitar VLAN en cada switch y permitir su enrutamiento.

e Enrutamiento OSPF con autenticacion en cada router.

e Servicio DHCP en el router Tunja, mediante el helper address, para los
routers Bucaramanga y Cundinamarca.

Luego de configurar los pools de direcciones en los router de Bucaramanga y
Cundinamarca ingresamos en el modo de configuracion del router Tunja,
seguidamente entramos en la interfaz por donde vamos a permitir el paso del
dchp que en este caso serian las interfaces y subinterfaces fa0/0, fa0/0.20 y
fa0/0.30 para ingresar el comando ip address-helper + la direccion del router
gue va a proveer el pool de direcciones dchp

TUNJA(config)#no ip dhcp pool 20
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TUNJA(config)#no ip dhcp pool 30
TUNJA(config)#interface fa0/0

TUNJA(config-if)#ip helper-address 172.31.2.33
TUNJA(config-if)#exit

TUNJA(config)#interface fa0/0.20
TUNJA(config-subif)#ip helper-address 172.31.2.38
TUNJA(config-subif)#exit

TUNJA(config)#interface fa0/0.30
TUNJA(config-subif)#ip helper-address 172.31.2.33
TUNJA(config-subif)#exit

¥ pc3 - O X
Physical Config Desktop Programming Attributes
-
IP Configuration
Interface Fasifthernetl -
IP Configuration
(@) DHCP (O Static
IP Address 172.31.0.194
Subnet Mask 255.255.255.192
Default Gateway 172.31.0.193
DNS Server

e Configuracion de NAT estético y de sobrecarga.

TUNJA(config)#ip nat inside source static 172.31.1.67 209.17.220.2
TUNJA(config)#interface fa0/1

TUNJA(config-if)#ip nat outside

TUNJA(config)#interface se0/0/1

TUNJA(config-if)#ip nat inside

TUNJA(config-if)#exit

TUNJA(config)#ip nat inside source static 172.31.1.67 209.17.220.1
TUNJA(config)#interface fa0/1

TUNJA(config-if)#ip nat outside
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TUNJA(config)#interface se0/0/1
TUNJA(config-if)#ip nat inside
TUNJA(config-if)#exit

¥ TunA — O *

Phy=ical Config sl Afttributes
]

0% Command Line Interface

TUNJAfshow ip nat translations ™
Pro Inside glokal Inside local Cutside local Cutside
glokbal

-—— 205%.17.220.1 172.31.1.€7 -—= -—=

-—— 205%.17.220.2 172.31.1.€7 -—= -—=

TUNJEE

e Establecer una lista de control de acceso de acuerdo con los criterios
sefalados.
e Habilitar las opciones en puerto consola y terminal virtual
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7. CONCLUSIONES

Analizar, disefar, configurar una red desde el parametro mas basico hasta el méas
complejo, simulando en la herramienta Packet Tracert, reconocer cada uno de los
comandos y aplicarlos a nivel profesional en un enrutador fisico. El curso de
diplomado de CCNA permiti6 avanzar, recordar y apropiar conocimientos de
topologias, redes y modelo OSI. El curso de diplomado de CCNA proporciona
herramientas y amplia nuestro campo de conocimientos abriendo puertas en
ambitos laborales como ingeniero.
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