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GLOSARIO

ANCHO DE BANDA: Es la medida de datos y recursos de comunicacion que puede ser
enviada o recibida por un tiempo por medio de un recurso de comunicacion.

CONECTIVIDAD: Es la capacidad de un dispositivo para ser conectado y establecer una
comunicacion de forma adecuada por medios de enlaces en una red u otra.

DHCP: Es un protocolo de configuracién en forma dinamica de host. Un servidor de red
utiliza este protocolo para asignar dindmicamente una direccién IP respecto a la
segmentacion que se configure en la topologia de red.

PROTOCOLO: Un protocolo corresponde a un conjunto de reglas utilizadas por un router
que guian de la manera correcta como se debe compartir informacion de enrutamiento y
transferencia de datos.

ROUTER: Es un dispositivo enrutador el cual permite la interconexion en ordenadores
de red. Estos permiten que varias redes u ordenadores se comuniquen entre Si
compartiendo una misma conexion.

TOPOLOGIA: Es un mapa l6gico de red de comunicacién donde se realiza el intercambio
de datos en la red.

VLAN: Corresponde a un tipo de red de area local, es una forma de construir redes
pequefas y logicas independientes dentro de una misma red fisica.



RESUMEN

En este diplomado de profundizacién CCNP nos enfoca en la administracion en éareas de
networking y seguridad, nos basamos en las redes y las telecomunicaciones y lo
importante que son para el mundo, ya que por medio de las comunicaciones y las
interconexiones de datos podemos viajar por las redes a donde queramos.

Los protocolos de enrutamiento son la base del principio de escalabilidad y flexibilidad
de las redes de datos y las diferencias entre protocolos de enrutamiento radican en los
parametros necesarios para ser implementados, ademas de las caracteristicas propias
de funcionamiento y seguridad que cada uno ofrece.

En este diplomado de profundizacion reforzamos los conocimientos sobre los protocolos
de enrutamiento avanzados OSPF, EIGRP, se utilizo el direccionamiento IPV4 e IPV6
donde hacemos énfasis en la seguridad en redes y en los diversos esquemas de
topologia para CCNP ROUTER y SWITCH.

Palabras claves: Seguridad, comunicaciones, interconexiones, enrutamiento, redes,
trafico.

SUMMARY

In this diploma of deepening CCNP we focus on administration in areas of networks and
security, we rely on networks and telecommunications and how important they are for the
world, since through communications and data interconnections we can travel through
the networks wherever we want.

The routing protocols are the basis of the principle of scalability and flexibility of data
networks and the differences between the routing protocols of the Dominican Republic in
the parameters necessary to be implemented, in addition to the characteristics of
operation and security that each one offers.

In this enhanced deepening diploma, knowledge about advanced routing protocols
OSPF, EIGRP, uses IPV4 and IPV6 addressing where we emphasize network security
and the various topology schemes for CCNP ROUTER and SWITCH.

Keywords: Security, communications, interconnections, routing, networks, traffic



INTRODUCCION

En el trabajo a continuacion se propone de una manera practica la solucién de dos
escenarios donde se realiza la configuracidén de equipos Cisco. Se describe la forma de
implementar las caracteristicas de cada equipo para dar cumplimiento al propdsito
planteado.

Se abordan varios temas fundamentales en los ejercicios de configuracién en los
dispositivos Router o switch, como la implementacién de los protocolos de enrutamiento
como lo son OSPF y EIGRP, nos permiten lograr comunicacién entre diferentes subredes
de manera controlada y segura, dando a conocer rutas automaticamente y optimizando
el flujo de datos en la red.

También se implementa otra técnica muy comun en el presente, y es la configuracion de
VLAN en un switch, esta permite segmentar y controlar el trafico de una red, sea para
dividir areas determinadas o como meétodo de seguridad. Los comandos para la
administracion de los dispositivos se encuentran en el desarrollo de este documento.
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ESCENARIO 1

Una empresa de confecciones posee tres sucursales distribuidas en las ciudades de
Bogota, Medellin y Bucaramanga, en donde el estudiante seré el administrador de la red,
el cual debera configurar e interconectar entre si cada uno de los dispositivos que forman
parte del escenario, acorde con los lineamientos establecidos para el direccionamiento
IP, protocolos de enrutamiento y demas aspectos que forman parte de la topologia de
red.

Topologia de Red Router

OSPF Area 1

G0/0192.168.2.1/24
2001:0B8:ACAD:B::1/64

Bucaramanga

OSPF Area 0 \

/ EIGRP AS 101

192.168.9.0/30
2001:0B8:ACAD:90::/64

192.168.9.4/30
2001:DB88:ACAD:91::/64

G0/0192.168.3.1/24
2001:DB8:ACAD:C::1/64

GO0/0192.168.110.1/24

@DBB:ACAD:IIO: :1/64

Medellin

OSPF Area 1 Jose Luis Cardenas Rozo

G2/0 192.168.2.1/24
2001:DB8:ACAD:B::1/64

s3/0

192.168.9.0/30
2001:DB8:ACAD:90::/64
/ 192.168.9.4/31 OSPF Area 0

2001:DB8:ACAD:91::/64

EIGRP AS 101

G2/0192.168.110.1/24

2001:DB8:ACAD:110::1/ 64 62/0192.168.3.1/24

-6/:2 2001:DB8:ACAD:C::1/64

Ethernetswitch-3 Ethernetswitch-2

Bogota Medellin
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Parte 1: Configuracidon del escenario propuesto
1.1.1 Configuracion inicial

1. Configurar las interfaces con las direcciones IPv4 e IPv6 que se muestran en la
topologia de red.

2. Ajustar el ancho de banda a 128 kbps sobre cada uno de los enlaces seriales
ubicados en R1, R2, y R3y ajustar la velocidad de reloj de las conexiones de DCE
segun sea apropiado.

Se procede aplicar las y los protocolos de enrutamiento en los router R1, R2 y R3 segun
el diagrama. Se configura el direccionamiento IPV4 e IPV6. Se configura el comando
bandwith y clock rate para ajustar el ancho de banda y configuracién de las interfaces de
la siguiente manera:

R1

R1#conft

Enter configuration commands, one per line. End with CNTL/Z.

R1(config)#int g2/0

R1(config-if)#ip address 192.168.110.1 255.255.255.0

R1(config-if)#ipv6 address 2001:db8:acad:110::1/64

R1(config-if)#exit

R1(config)#int s3/0

R1(config-if)#ip address 192.168.9.1 255.255.255.252

R1(config-if)#ipv6 address 2001:db8:acad:90::1/64

R1(config-if)#clock rate 128000

R1(config-if)#bandwidth 128

R1(config-if)#no shutdown

R1(config-if)#

*Dec 9 22:34:16.059: %LINK-3-UPDOWN: Interface Serial3/0, changed state to up
R1(config-if)#

*Dec 9 22:34:17.071: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial3/0,
changed state to up

R2

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#int g2/0

R2(config-if)#ip address 192.168.2.1 255.255.255.0
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R2(config-if)#ipv6 address 2001:db8:acad:b::1/64

R2(config-if)#no shutdown

R2(config-if)#

*Dec 9 22:37:05.043: %LINK-3-UPDOWN: Interface GigabitEthernet2/0, changed state
to up

*Dec 9 22:37:06.043: %LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet2/0, changed state to up

R2(config-if)#exit

R2(config)#int s3/0

R2(config-if)#ip address 192.168.9.2 255.255.255.252

R2(config-if)#ipv6 address 2001:db8:acad:90::2/64

R2(config-if)#bandwidth 128

R2(config-if)#no shutdown

R2(config-if)#

*Dec 9 22:38:41.775: %LINK-3-UPDOWN: Interface Serial3/0, changed state to up
R2(config-if)#

*Dec 9 22:38:42.787: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial3/0,
changed state to up

R2(config-if)#exit

R2(config)#int s3/1

R2(config-if)#ip address 192.168.9.5 255.255.255.252

R2(config-if)#ipv6 address 2001:db8:acad:91::1/64

R2(config-if)#clock rate 128000

R2(config-if)#bandwidth 128

R2(config-if)#no shutdown

R2(config-if)#

*Dec 9 22:40:58.599: %LINK-3-UPDOWN: Interface Serial3/1, changed state to up
R2(config-if)#

*Dec 9 22:40:59.611: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial3/1,
changed state to up

R2(config-if)#

*Dec 9 22:41:25.495: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial3/1,
changed state

R3

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#int g2/0
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R3(config-if)#ip address 192.168.3.1 255.255.255.0

R3(config-if)#ipv6 address 2001:db8:acad:c::1/64

R3(config-if)#no shutdown

R3(config-if)#

*Dec 9 22:44:11.743: %LINK-3-UPDOWN: Interface GigabitEthernet2/0, changed state
to up

R3(config-if)#

*Dec 9 22:44:12.743: %LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet2/0, changed state to up

R3(config-if)#exit

R3(config)#int s3/1

R3(config-if)#ip address 192.168.9.6 255.255.255.252

R3(config-if)#ipv6 address 2001:db8:acad:91::2/64

R3(config-if)#bandwidth 128

R3(config-if)#no shutdown

R3(config-if)#

*Dec 9 22:45:25.031: %LINK-3-UPDOWN: Interface Serial3/1, changed state to up

*Dec 9 22:45:26.031: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial3/1,
changed state to up

1.1.2 Enrutamiento

3. En R2 y R3 configurar las familias de direcciones OSPFv3 para IPv4 e IPv6. Utilice el
identificador de enrutamiento 2.2.2.2 en R2 y 3.3.3.3 en R3 para ambas familias de
direcciones.

Se procede a configurar la familia ospfv3 1 en IPV4 y IPV6 en los router R2 y R3 en las
interfaces correspondientes y se configura las rutas 2.2.2.2 en R2y 3.3.3.3 en R3 de la
siguiente manera:

R2

R2(config)#ipv6 unicast-routing
R2(config)#router ospfv3 1
R2(config-router)#address-family ipv4 unicast
R2(config-router-af)#router-id 2.2.2.2
R2(config-router-af)#area 1 stub no-summary
R2(config-router-af)#exit-address-family
R2(config-router)#address-family ipv6 unicast
R2(config-router-af)#router-id 2.2.2.2

14



R2(config-router-af)#area 1 stub no-summary
R2(config-router-af)#exit-address-family
R2(config-router)#

R3

R3(config)#ipv6 unicast-routing
R3(config)#router ospfv3 1
R3(config-router)#address-family ipv4 unicast
R3(config-router-af)#router-id 3.3.3.3
R3(config-router-af)#passive-interface g2/0
R3(config-router-af)#exit-address-family
R3(config-router)#address-family ipv6 unicast
R3(config-router-af)#router-id 3.3.3.3
R3(config-router-af)#passive-interface g2/0
R3(config-router-af)#exit-address-family

1.1.3 Configuracion protocolo OSPF

4. En R2, configurar la interfaz FO/O en el area 1 de OSPF y la conexion serial entre R2

y R3 en OSPF area 0.

Se procede a realizar la configuracion en la interface g2/0 el area 1 del protocolo OSPFv3
para IPV4 y IPV6 y en la interface s3/0 el area 0 de OSPFv3 para IPV4 y IPV6 de la

siguiente manera:

R2

R2(config)#int g2/0
R2(config-if)#ospfv3 1 ipv4 area 1
R2(config-if)#ospfv3 1 ipv6 area 1
R2(config-if)#exit

R2(config)#int s3/1
R2(config-if)#ospfv3 1 ipv4 area 0
R2(config-if)#ospfv3 1 ipv6 area 0

5. En R3, configurar la interfaz FO/0 y la conexién serial entre R2 y R3 en OSPF area 0.

Se procede a realizar la configuracion en la interface g2/0 el area 0 del protocolo OSPFv3
para IPV4 y IPV6 y en la interface s3/1 el area 0 de OSPFv3 para IPV4 y IPV6 de la

siguiente manera:
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R3

R3(config)#int g2/0
R3(config-if)#ospfv3 1 ipv4 area O
R3(config-if)#ospfv3 1 ipv6 area O
R3(config-if)#exit

R3(config)#int s3/1
R3(config-if)#ospfv3 1 ipv4 area O
R3(config-if)#ospfv3 1 ipv4 area O

*Dec 9 23:13:53.659;: OSPFv3-5-ADJCHG: Process 1, IPv4, Nbr 2.2.2.2 on Serial3/1
from LOADING to FULL, Loading Done

R3(config-if)#ospfv3 1 ipv6 area O

R3(config-if)#

*Dec 9 23:13:57.883: %OSPFv3-5-ADJCHG: Process 1, IPv6, Nbr 2.2.2.2 on Serial3/1
from LOADING to FULL, Loading Done

1.1.4 Andlisis de enrutamiento

6. Configurar el area 1 como un area totalmente Stubby.

7. Propagar rutas por defecto de IPv4 y IPv6 en R3 al interior del dominio OSPFv3. Nota:
Es importante tener en cuenta que una ruta por defecto es diferente a la definicion
de rutas estaticas.

Se realiza la configuracion en IPV4 e IPV6 dentro del protocolo de OPSfv3 de la siguiente
manera:

R3

R3(config-if)#router ospfv3 1
R3(config-router)#address-family ipv4 unicast
R3(config-router-af)#default-information originate always
R3(config-router-af)#exit-address-family
R3(config-router)#exit

R3(config)#router ospfv3 1
R3(config-router)#address-family ipv6 unicast
R3(config-router-af)#default-information originate always
R3(config-router-af)#exit-address-family
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1.1.5 Configuracion protocolo EIGRP

8. Realizar la configuracion del protocolo EIGRP para IPv4 como IPv6. Configurar la
interfaz FO/0 de R1 y la conexion entre R1 y R2 para EIGRP con el sistema autbnomo
101. Asegurese de que el resumen automatico esta desactivado.

Se procede arealizar la configuracion del protocolo EIGRP en R1 de la siguiente manera:

R1

R1(config)#ipv6 unicast-routing

R1(config)#router eigrp dual-stack

R1(config-router)#address-family ipv4 unicast autonomous-system 4
R1(config-router-af)#network 192.168.110.0
R1(config-router-af)#network 192.168.9.0 0.0.0.3
R1(config-router-af)#exit-address-family

9. Configurar las interfaces pasivas para EIGRP segun sea apropiado.

Se procede a realizar la configuracion en la interface g2/0 con el comando passive-
interface para el protocolo EIGRP en R1 y se configura en R2 la interface pasive para el
protocolo EIGRP de la siguiente manera:

R1

R1(config)#router eigrp DUAL-STACK
R1(config-router)#address-family ipv4 unicast autonomous-system 4
R1(config-router-af)#af-interface g2/0
R1(config-router-af-interface)#passive-interface
R1(config-router-af-interface)#exit-af-interface
R1(config-router-af)#topology base
R1(config-router-af-topology)#exit-af-topology
R1(config-router-af)#network 192.168.9.0 0.0.0.3
R1(config-router-af)#network 192.168.110.0 0.0.0.3
R1(config-router-af)#eigrp router-id 1.1.1.1
R1(config-router-af)#exit-address-family
R1(config-router)#address-family ipv6 unicast autonomous-system 6
%Must configure "ipv6 unicast" command first
R1(config-router)#address-family ipv6 unicast autonomous-system 6
%Must configure "ipv6 unicast" command first
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R1(config-router)#ipv6 unicast-routing

R1(config)#router eigrp DUAL-STACK
R1(config-router)#address-family ipv6 unicast autonomous-system 6
R1(config-router-af)#af-interface g2/0
R1(config-router-af-interface)#passive-interface
R1(config-router-af-interface)#exit-af-interface
R1(config-router-af)#topology base
R1(config-router-af-topology)#exit-af-topology
R1(config-router-af)#eigrp router-id 1.1.1.1
R1(config-router-af)#exit-address-family

R2

R2(config)#router eigrp DUAL-STACK
R2(config-router)#address-family ipv4 unicast autonomous-system 4
R2(config-router-af)#network 192.168.9.0 0.0.0.3
R2(config-router-af)#ei

*Dec 9 23:45:16.591: %DUAL-5-NBRCHANGE: EIGRP-IPv4 4: Neighbor 192.168.9.1
(Serial3/0) is up: new adjacency

R2(config-router-af)#eigrp router-id 2.2.2.2
R2(config-router-af)#exit-address-family
R2(config-router)#address

*Dec 9 23:45:43.391: %DUAL-5-NBRCHANGE: EIGRP-IPv4 4: Neighbor 192.168.9.1
(Serial3/0) is down: route configuration changed

*Dec 9 23:45:44.283: %DUAL-5-NBRCHANGE: EIGRP-IPv4 4: Neighbor 192.168.9.1
(Serial3/0) is up: new adjacency

R2(config-router)#address-family ipv6 unicast autonomous-system 6
R2(config-router-af)#

*Dec 9 23:46:08.879: %DUAL-5-NBRCHANGE: EIGRP-IPv6 6: Neighbor
FE80::C801:2CFF:FEBO0:6 (Serial3/0) is up: new adjacency

R2(config-router-af)#af-interface g2/0
R2(config-router-af-interface)#shutdown
R2(config-router-af-interface)#exit-af-interface
R2(config-router-af)#af-interface s3/1
R2(config-router-af-interface)#shutdown
R2(config-router-af-interface)#exit-af-interface
R2(config-router-af)#eigrp router-id 2.2.2.2
R2(config-router-af)#exit-address-family
R2(config-router)#
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*Dec 9 23:47:49.519: %DUAL-5-NBRCHANGE: EIGRP-IPv6 6: Neighbor
FE80::C801:2CFF:FEBO0:6 (Serial3/0) is down: route configuration changed

*Dec 9 23:47:50.203: %DUAL-5-NBRCHANGE: EIGRP-IPv6 6: Neighbor
FE80::C801:2CFF:FEBO0:6 (Serial3/0) is up: new adjacency

1.1.6 Redistribucion de rutas

10. En R2, configurar la redistribucion mutua entre OSPF y EIGRP para IPv4 e IPv6.
Asignar métricas apropiadas cuando sea necesario.

11. En R2, de hacer publicidad de la ruta 192.168.3.0/24 a R1 mediante una lista de
distribucion y ACL.

Se procede a realizar la configuracion de redistribucion mutua para OSPF con el
comando #redistribute ospf 1 metric 10000 100 255 1 1500 y para EIGRP con el comando
#%e ospfv3 1 metric 10000 100 255 1 1500 para IPV4 e IPV6. Se realiza la publicidad de
la ruta 192.168.3.0/24 con el comando #remark ACL to filter 192.168.3.0/24 de la
siguiente manera:

R2

R2(config)#router eigrp DUAL-STACK
R2(config-router)#address-family ipv4 unicast autonomous-system 4
R2(config-router-af)#topology base
R2(config-router-af-topology)#distribute-list R3-to-R1 out
R2(config-router-af-topology)#

*Dec 9 23:53:43.355: %DUAL-5-NBRCHANGE: EIGRP-IPv4 4: Neighbor 192.168.9.1
(Serial3/0) is resync: route configuration changed

R2(config-router-af-topology)#$e ospfv3 1 metric 10000 100 255 1 1500
R2(config-router-af-topology)#exit-af-topology

R2(config-router-af)#exit

R2(config-router)#address-family ipv6 unicast autonomous-system 6
R2(config-router-af)#topology base

R2(config-router-af-topology)#redistribute ospf 1 metric 10000 100 255 1 1500
R2(config-router-af-topology)#exit-af-topology

R2(config-router-af)#ip access-list standard R3-to-R1
R2(config-std-nacl)#remark ACL to

*Dec 9 23:57:59.535: %DUAL-5-NBRCHANGE: EIGRP-IPv4 4: Neighbor 192.168.9.1
(Serial3/0) is resync: route configuration changed

R2(config-std-nacl)#remark ACL to filter 192.168.3.0/24
R2(config-std-nacl)#deny 192.168.3.0 0.0.0.255
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R2(config-std-nacl)#termit any

*Dec 9 23:58:50.375: %DUAL-5-NBRCHANGE: EIGRP-IPv4 4: Neighbor 192.168.9.1
(Serial3/0) is resync: route configuration changed

R2(config-std-nacl)#permit any
R2(config-std-nacl)#

*Dec 9 23:59:14.811: %DUAL-5-NBRCHANGE: EIGRP-IPv4 4: Neighbor 192.168.9.1
(Serial3/0) is resync: route configuration change

Parte 2: Verificar conectividad de red y control de la trayectoria.

1.1.7 Verificacion
a. Registrar las tablas de enrutamiento en cada uno de los routers, acorde con los
parametros de configuracion establecidos en el escenario propuesto.

Se toma screenshot como evidencia del enrutamiento realizado en R1 IPV4 e IPV6, en
R2 IPV4 e IPV6 y en R3 IPV6.
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b. Verificar comunicacion entre routers mediante el comando ping y traceroute

c. Verificar que las rutas filtradas no estan presentes en las tablas de enrutamiento de
los routers correctas.

Se toma screenshot como evidencia para validar comunicacion entre los routers atraves
del comando PING y TRACEROUTE.
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ESCENARIO 2

Una empresa de comunicaciones presenta una estructura Core acorde a la topologia
de red, en donde el estudiante sera el administrador de la red, el cual debera configurar
e interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, etherchannels,
VLANSs y demas aspectos que forman parte del escenario propuesto.
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Parte 1: Configurar lared de acuerdo con las especificaciones.

1.2.1 Configuracion inicial

a. Apagar todas las interfaces en cada switch.

Se procede a apagar las interfaces en todos los switch de la siguiente manera:

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname DLS1

DLS1(config)#interface range f0/1-24

DLS1(config-if-range)#shutdown

%LINK-5-CHANGED: Interface FastEthernet0/1, changed state to administratively down
%LINK-5-CHANGED: Interface FastEthernet0/2, changed state to administratively down
%LINK-5-CHANGED: Interface FastEthernet0/3, changed state to administratively down
%LINK-5-CHANGED: Interface FastEthernet0/4, changed state to administratively down
%LINK-5-CHANGED: Interface FastEthernet0/5, changed state to administratively down

%LINK-5-CHANGED: Interface FastEthernet0/13, changed state to administratively
down

DLS1(config-if-range)#

%LINK-5-CHANGED: Interface FastEthernet0/6, changed state to administratively down
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/6, changed state
to down

%LINK-5-CHANGED: Interface FastEthernet0/7, changed state to administratively down
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/7, changed state
to down

%LINK-5-CHANGED: Interface FastEthernet0/8, changed state to administratively down
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/8, changed state
to down

%LINK-5-CHANGED: Interface FastEthernet0/9, changed state to administratively down
%LINK-5-CHANGED: Interface FastEthernet0/12, changed state to administratively
down

Switch(config)#hostname DLS2

DLS2(config)#

%LINK-3-UPDOWN: Interface FastEthernet0/11, changed state to down
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/11, changed
state to down

%LINK-3-UPDOWN: Interface FastEthernet0/12, changed state to down
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%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/12, changed

state to down

DLS2(config)#interface range f0/1-24
DLS2(config-if-range)#shutdown

%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:

down

Interface FastEthernetO/1, changed state to administratively down
Interface FastEthernet0/2, changed state to administratively down
Interface FastEthernet0/3, changed state to administratively down
Interface FastEthernet0/4, changed state to administratively down
Interface FastEthernet0/5, changed state to administratively down
Interface FastEthernet0/11, changed state to administratively

DLS2(config-if-range)#

%LINK-5-CHANGED:

Interface FastEthernet0/6, changed state to administratively down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/6, changed state

to down

ALS1#conft

Enter configuration commands, one per line. End with CNTL/Z.
ALS2(config)#interface range f0/1-24
ALS1(config-if-range)#shutdown

%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:

down

ALS2#conf t

Interface FastEthernet0O/1, changed state to administratively down
Interface FastEthernet0/2, changed state to administratively down
Interface FastEthernet0/3, changed state to administratively down
Interface FastEthernet0/4, changed state to administratively down
Interface FastEthernet0/5, changed state to administratively down
Interface FastEthernet0/7, changed state to administratively down
Interface FastEthernet0/8, changed state to administratively down
Interface FastEthernet0/9, changed state to administratively down
Interface FastEthernet0/10, changed state to administratively

Enter configuration commands, one per line. End with CNTL/Z.
ALS2(config)#interface range f0/1-24
ALS2(config-if-range)#shutdown

%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:

down

Interface FastEthernet0/1, changed state to administratively down
Interface FastEthernet0/2, changed state to administratively down
Interface FastEthernet0/3, changed state to administratively down
Interface FastEthernet0/4, changed state to administratively down
Interface FastEthernet0/5, changed state to administratively down
Interface FastEthernet0/7, changed state to administratively down
Interface FastEthernet0/8, changed state to administratively down
Interface FastEthernet0/9, changed state to administratively down
Interface FastEthernet0/10, changed state to administratively
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b. Asignar un nombre a cada switch acorde al escenario establecido.

Se procede a asignar el nombre de cada switch utilizando el comando hostname
respecto a la imagen de la topologia de la siguiente manera:

Switch(config)#hostname DLS1
Switch(config)#hostname DLS2
Switch(config)#hostname ALS1
Switch(config)#hostname ALS2

1.2.2 Configuracion puerto troncales (Port-channels)
c. Configurar los puertos troncales y Port-channels tal como se muestra en el diagrama.

1) La conexion entre DLS1 y DLS2 sera un EtherChannel capa-3 utilizando LACP. Para
DLS1 se utilizara la direccion IP 10.12.12.1/30 y para DLS2 utilizara 10.12.12.2/30.

Se procede a realizar la configuracion de las interfaces 11y 12 de los switch DLS1 y
DLS2 con el comando #channel-group 12 mode active como se muestra acontinuacion:

DLS1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
DLS1(config)#interface range f0/11-12

DLS1(config-if-range)#channel-group 12 mode active

DLS1(config-if-range)#

Creating a port-channel interface Port-channel 12

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/11, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/11, changed
state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/12, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/12, changed
state to up

DLS1(config-if-range)#no shutdown

DLS2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
DLS2(config)#interface range f0/11-12
DLS2(config-if-range)#channel-group 12 mode active
DLS2(config-if-range)#

Creating a port-channel interface Port-channel 12
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%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/11, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/11, changed
state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/12, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/12, changed
state to up

%LINK-5-CHANGED: Interface Port-channell12, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Port-channell2, changed state
to up

DLS2(config-if-range)#no shutdown

1.2.3 Configuracion LACP

2) Los Port-channels en las interfaces Fa0/7 y Fa0/8 utilizaran LACP.

Se procede a configurar las interfaces 7 y 8 para la utilizacion de LACP como se
muestra a continuacion:

DLS1(config)#interface range f0/7-8

DLS1(config-if-range)#channel-group 1 mode active

DLS1(config-if-range)#

Creating a port-channel interface Port-channel 1

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/7, changed state
to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/7, changed state
to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/8, changed state
to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/8, changed state
to up

DLS1(config-if-range)#no shutdown

ALS1(config)#interface range f0/7-8

ALS1(config-if-range)#channel-group 1 mode active

ALS1(config-if-range)#

Creating a port-channel interface Port-channel 1

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/7, changed state
to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/7, changed state
to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/8, changed state
to down
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%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/8, changed state
to up

%LINK-5-CHANGED: Interface Port-channell, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Port-channell, changed state to
up

ALS1(config-if-range)#no shutdown

DLS2(config)#interface range f0/7-8

DLS2(config-if-range)#channel-group 2 mode active

DLS2(config-if-range)#

Creating a port-channel interface Port-channel 2

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/7, changed state
to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/7, changed state
to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/8, changed state
to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/8, changed state
to up
DLS2(config-if-range)#no shutdown

ALS2(config)#interface range f0/7-8

ALS2(config-if-range)#channel-group 2 mode active

ALS2(config-if-range)#

Creating a port-channel interface Port-channel 2

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/7, changed state
to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0O/7, changed state
to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/8, changed state
to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/8, changed state
to up

%LINK-5-CHANGED: Interface Port-channel2, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Port-channel2, changed state to
up

ALS2(config-if-range)#no shutdown

3) Los Port-channels en las interfaces F0/9 y fa0/10 utilizara PAgP.

Se procede a la configuracion las interfaces 9 y 10 para la utilizacion de PAgP como se
muestra acontinuaccion:
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DLS1(config)#interface range f0/9-10

DLS1(config-if-range)#channel-group 4 mode desirable

DLS1(config-if-range)#

Creating a port-channel interface Port-channel 4

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/9, changed state
to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/9, changed state
to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/10, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/10, changed
state to up

DLS1(config-if-range)#no shutdown

ALS2(config)#interface range f0/9-10

ALS2(config-if-range)#channel-group 4 mode desirable

ALS2(config-if-range)#

Creating a port-channel interface Port-channel 4

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/9, changed state
to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/9, changed state
to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/10, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/10, changed
state to up

%LINK-5-CHANGED: Interface Port-channel4, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Port-channel4, changed state to
up

ALS2(config-if-range)#no shutdown

DLS2(config)#interface range f0/9-10

DLS2(config-if-range)#channel-group 3 mode desirable

DLS2(config-if-range)#

Creating a port-channel interface Port-channel 3

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/9, changed state
to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/9, changed state
to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/10, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/10, changed
state to up

DLS2(config-if-range)#no shurdown

N

% Invalid input detected at ' marker.
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DLS2(config-if-range)#no shutdown

ALS1(config)#interface range f0/9-10

ALS1(config-if-range)#channel-group 3 mode desirable

ALS1(config-if-range)#

Creating a port-channel interface Port-channel 3

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/9, changed state
to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/9, changed state
to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/10, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/10, changed
state to up

%LINK-5-CHANGED: Interface Port-channel3, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Port-channel3, changed state to
up

ALS1(config-if-range)#no shutdown

1.2.4 Configuracion de VLAN 800

4) Todos los puertos troncales seran asignados a la VLAN 800 como la VLAN nativa.

Se procede a configurar en los switch DLS1, DLS2, ASL1 y ALS2 la VLAN 800 como
VLAN nativa con el comando #switchport trunk native vlan 800 como se muestra a
continuacion:

DLS2(config-if-range)#switchport trunk native vlan 800
DLS2(config-if-range)#switchport mode trunk
DLS2(config-if-range)#switchport nonegotiate
DLS2(config-if-range)#no shutdown

ALS1(config)#interface range f0/7-12
ALS1(config-if-range)#switchport mode trunk
ALS1(config-if-range)#switchport trunk native vlan 800
ALS1(config-if-range)#switchport nonegotiate
ALS1(config-if-range)#no shutdown

ALS2(config)#interface range f0/7-12
ALS2(config-if-range)#switchport mode trunk
ALS2(config-if-range)#switchport trunk native vlan 800
ALS2(config-if-range)#switchport nonegotiate
ALS2(config-if-range)#no shutdown
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1.2.5 Configuracion VTP

d. Configurar DLS1, ALS1, y ALS2 para utilizar VTP version 3
1) Utilizar el nombre de dominio UNAD con la contraseia cisco123

Se procede a configurar el protocolo VTP con el dominio UNAD, asignandole la clave
ciscol123 como se muestra acontinuacion:

DLS1(config)#vtp domain UNAD

Changing VTP domain name from NULL to UNAD
DLS1(config)#vtp password ciscol23

Setting device VLAN database password to cisco123

2) Configurar DLS1 como servidor principal para las VLAN.

Se procede a la configuracion del switch DLS1 como server principal utilizando el
comando #vtp mode server como se muestra a continuacion:

DLS1(config)#vtp mode server
Device mode already VTP SERVER

3) Configurar ALS1 y ALS2 como clientes VTP.

Se realiza la configuracion de los switch ALS1 y ALS2 como clientes VTP utilizando el
comando #vtp mode client como se muestra a continuacion:

ALS1(config)#vtp mode client
Setting device to VTP CLIENT mode.

ALS2(config)#vtp mode client
Setting device to VTP CLIENT mode.

1.2.6 Asignacion de VLAN

e. Configurar en el servidor principal las siguientes VLAN:
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Numero de VLAN Nombre de VLAN Nimero de VLAN Nombre de VLAN

800 NATIVA 434 ESTACIONAMIENTO
12 EJECUTIVOS 123 MANTENIMIENTO
234 HUESPEDES 1010 VOZ

1111 VIDEONET 3456 ADMINISTRACION

Tabla 1. VLAN Escenario 2

Se procede a configurar en el switch principal DSL1 las VLAN mencionadas en la tabla
anterior utilizando el comando name (nombre de la VLAN) como se muestra
acontinuacion:

DLS1(config)#vlan 800
DLS1(config-vlan)#name NATIVA
DLS1(config-vlan)#exit

DLS1(config)#vlan 12

DLS1(config-vlan)#name JECUTIVOS
DLS1(config-vlan)#exit

DLS1(config)#vlan 234
DLS1(config-vlan)#name HUESPEDES
DLS1(config-vlan)#exit

DLS1(config)#vlan 111

DLS1(config-vlan)#exit

DLS1(config)#vlan 434
DLS1(config-vlan)#NAME ESTACIONAMIENTO
DLS1(config-vlan)#exit

DLS1(config)#vlan 123
DLS1(config-vlan)#NAME MANTENIMIENTO
DLS1(config-vlan)#vlan 1010
VLAN_CREATE_FAIL: Failed to create VLANs 1010 : extended VLAN(s) not allowed in
current VTP mode

DLS1(config)#vlan 3456

VLAN_CREATE_FAIL: Failed to create VLANs 3456 : extended VLAN(s) not allowed in
current VTP mode

1.2.7 Suspension de VLAN 434.

f. En DLS1, suspender la VLAN 434.

Se procede a suspender la VLAN 434 con el comando #state suspend como se
muestra a continuacion:

Nota: El simulador packet tracer no soporta este comando.
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DLS1(config)#vlan 434
DLS1(config-vlan)#state suspend
N

% Invalid input detected at ' marker.
DLS1(config-vlan)#exit

DLS2(config)#vlan 434
DLS2(config-vlan)#state suspend
N

% Invalid input detected at ' marker.
DLS2(config-vlan)#exit

g. Configurar DLS2 en modo VTP transparente VTP utilizando VTP version 2,y
configurar en DLS2 las mismas VLAN que en DLS1.

Se procede a configurar el switch DLS2 en modo VTP transparente utilizado el
comando VTP mode transparent, utilizando el comando VTP version 2. Se configura las
VLAN que se presentan en la tabla anterior como se evidencia acontinuacion:

DLS2(config)#vlan 800

DLS2(config-vlan)#name NATIVA

DLS2(config-vlan)#exit

DLS2(config)#vlan 12

DLS2(config-vlan)#name EJECUTIVOS

DLS2(config-vlan)#exit

DLS2(config)#vlan 234

DLS2(config-vlan)#name HUESPEDES

DLS2(config-vlan)#exit

DLS2(config)#vlan 1111

VLAN_CREATE_FAIL: Failed to create VLANs 1111 : extended VLAN(S) not allowed in
current VTP mode

DLS2(config)#vlan 434

DLS2(config-vlan)#name ESTACIONAMIENTO

DLS2(config-vlan)#vlan 123

DLS2(config-vlan)#name MANTENIMIENTO

DLS2(config-vlan)#vlan 1010

VLAN_CREATE_FAIL: Failed to create VLANs 1010 : extended VLAN(S) not allowed in
current VTP mode

1.2.8 Creacién VLAN 567

I En DLS2, crear VLAN 567 con el nombre de CONTABILIDAD. La VLAN de
CONTABILIDAD no podré estar disponible en cualquier otro Switch de la red.
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Se procede a configurar la VLAN 567 con el nombre contabilidad como se muestra a
continuacion:

DLS2(config)#vlan 567
DLS2(config-vlan)#name CONTABILIDAD

J. Configurar DLS1 como Spanning tree root para las VLAN 1, 12, 434, 800, 1010, 1111
y 3456 y como raiz secundaria para las VLAN 123 y 234.

Se procede a configurar en el switch DLS1 las VLAN 1, 12, 434, 800, 1010, 1111y
3456 como primarias utilizando el comando #spanning-tree vlan
1,12,434,800,1010,1111,3456 root primary y las VLAN 123 y 434 como segundarios,
como se muestra acontinuaccion:

DLS1(config)#spanning-tree vlan 1,12,434,800,1010,1111,3456 root primary

DLS1(config)#spanning-tree vlan 123,434 root secondary

1.2.9 Configuracion Spanning tree root

k. Configurar DLS2 como Spanning tree root para las VLAN 123 y 234 y como una raiz
secundaria para las VLAN 12, 434, 800, 1010, 1111 y 3456.

Se procede a configurar en el switch DLS2 las VLAN 13 y 234 como primarias y las
VLAN 12, 434, 800, 1010, 1111 y 3456 como segundarios, como se muestra a
continuacion:

DLS2(config)#spanning-tree vlan 123,234 root primary

DLS2(config)#spanning-tree vlan 12,434,800,1010,1111,3456 root secondary

I. Configurar todos los puertos como troncales de tal forma que solamente las VLAN
gue se han creado se les permitira circular a través de estos puertos.

Se procede a configurar utilizando el comando #switchport trunk allowed vian
correspondiente cada VLAN como se muestra a continuacion:

DLS1(config)#interface port-channel 1
DLS1(config-if)#switchport trunk allowed vian 12,123,234,800,1010,1111,3456
Command rejected: Bad VLAN list

DLS1(config-if)#interface port-channel 4

DLS1(config-if)#switchport trunk allowed vian 12,123,234,800,1010,1111,3456
Command rejected: Bad VLAN list
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1.2.10 Configuracion de interfaces

m. Configurar las siguientes interfaces como puertos de acceso, asignados a las VLAN
de la siguiente manera:

Interfaz DLS1 DLS2 ALS1 ALS2

Interfaz Fa0/6 3456 12,1010 123,1010 234

Interfaz Fa0/15 1111 1111 1111 1111
Interfaces FO /16-18 567

Se procede configurando las interfaces que nos indica la tabla, pero no es posible la
configuracion de dos VLAN en modo de acceso para el mismo puerto, se realiza la
configuracion solo en las interfaces 6 y 15 del switch DLS1 pero no es posible, como se
muestra acontinuacion:

DLS1(config)#int fO/6
DLS1(config-if)#switchport host
N

% Invalid input detected at "' marker.
DLS1(config-if)#switchport access vian 3456

% Access VLAN does not exist. Creating vlan 3456
DLS1(config-ifyj#no shutdown

DLS1(config)#int f0/15
DLS1(config-if)#switchport host
N

% Invalid input detected at "' marker.
DLS1(config-if)#switchport access vlian 1111

% Access VLAN does not exist. Creating vlan 1111
DLS1(config-ify#no shutdown
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Parte 2: conectividad de red de prueba y las opciones configuradas.

1.2.11 Verificacion.

a. Verificar la existencia de las VLAN correctas en todos los switches y la
asignacioén de puertos troncales y de acceso

DLS1
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DLS1gshow vlan
VLAN Name Status Ports
1 default active Dod, Dol2, Fal/l
, Fa0s3, Fa0/4, Fal/S
Fa0/13, Fa0/14, Fad/l Fa0/17
Fa0/18, Fa0/1S, Fa0/20, Fa0/2l
Fa0/23, Fa0/24, Gig0/l
1z JECUTIVOS active
111 VLANO11ll active
active
active
active
active
fddi-default active
token-ring-default active
fddinet-default active
trnet-default active
1111 VLAN1111 active Fa0/1s8
345¢ VLAN345€ active Fal/€

VLAN Type SATD Parent Ringllo BridgeNo Stp BrdgMode Transl

enet 100001 - - - - - o o
enet 100012 - - - - - o o
enes 100111 - - - - - o o
enes 100123 - - - - - 0 o
enez 100234 - - - - - o o

434 enet 100434 - - - - - o o

200 enet 100800 - - - - - o o

1002 £ddi - - - - - o a

1003 = - - - - o o

1004 fdnet - - - ises - 0 o

1005 trnet - - - ibm - 0 o

SAID MIU  Parent RingNe BridgeNo
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TSI ensble
DLS2¢show vlan

VLAN Name Status Ports
1 default active Doz, Po3, Polz, Fad/l
Ta0/z, Fa0/3, Falf4, Fal/s

Fal/€, Fa0/l3, Fa0/l4, Fa0/1s
Fa0/1€, Fa0/17, Fa0/1, Fad/1s
Fa0/20, FaO/zl, Fao Fao,
Fa0f24, GigO/1, GigO.

active
active

active

ESTACICNAMIENTO active
CONTABILIDAD active
NATIVA active
fddi-default active
token-ring-default active
fddinet-default active

5 trnet-default active

Darent Ringlo BridgeNo Stp BrdgMode Transl Trans2

- - - o [
- - - o 0
- - - o 0
- - - o 0
- - - o 0
100567 - - - o [
Loogoo - - - o 0
101002 - - - o [
101003 - - - o 0
101004 - ieee - o 0
101005 - ibm - o 0

BridgeNo Stp BrdgMode Tramsl TransZ
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b. Verificar que el EtherChannel entre DLS1 y ALS1 esté configurado

correctamente

DLS1

-
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DLS1

10S Command Line Interface

DLSl#show interface stherchannel
FastEthernet0/7:
Port state =1

Channel group = 1 Mode = Active
Port-channel = Pol e = -
Port index =0 Load = 0x00

Flags: § - Device is sending Slow LACEDUs
R - Device is in active mode.

Age of the port in the current state: 00d

FastEtherneti/
Dort state

Channel group Mode = Retive
Port-channel ec -
Port index Load = 0x00

Flags: 5 - Device is sending Slow LACEDUs

A - Device is in active mode.
Bge of the port in the current state:

ood

FastEthernetl/
Port state

Gechange = -
Pseuds port-channel = Pol
Protocol =  LACP

F - Device is sending fast LACPDUs

P - Device is in passive mode.

:0Llh:05m:3€s

Gechange = -
Pseudo port-channel =
Protocol =  LAGP

ool

F - Device is sending fast LACPDUs

P - Device is in passive mode.

:0lh:05m:3€s

Channel group Mode = Desirable-S1 Gochange = 0
Port-channel 8C = 0x00000000 Pseudo port-channel = Pod
Port index Load = 0x00 Protocol =  PAgP
Flags: 5 - Device is sending Slow hello. € - Device is in Consistent state.
A - Device is in Auto mode. P - Device learns on physical port.
d - DPAgP is down.
Timers: H - Hello timer is running. © - Quit timer is running.
S - Switching timer is running. I - Interface timer is running.
Local information:
¥ pis
Physical Config Adtributes
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Local information:
Hello Partner PAgP Learning Group
Port Flags State Timers Interval Count Priority Method Ifindex
Fal/o d TUL/51 H30s 1 a 128 Any a
Rge of the port in the current state: 00d:01h:05m:3€s
FastEthernet0/10:
Port state =1
Channel group = 4 Mode = Desirable-S51 Gcchange = 0
Port-channel = Po4 G = 0x00000000 Pseudo port-channel = Po4
Port index =0 Load = 0x00 Protocol = PRgP
Flags: § - Dewvice is sending Slow hello. C - Device is in Consistent state.
B - Device is in Auto mode. P - Device learns on physical port.
d - PRgP is down.
Timers: H - Hello timer is running. @ - Quit timer is running.
§ - Switching timer is running. I - Interface timer is running.

Local information:

Rge of the port in the current state:

FastEthernet0/11:

Port state =1

Channel group = 12 Mode = Active
Port-channel = Poll & = -
Port index =10 Load = 0xd0
Flags: 5 - Device is sending Slow LACPDUs

R - Device is in active mode.

Age of the port in the current state:

F - Device is sending fast LACEDUs

P

Hello Partner PAgD Learning Group
Dort Flags State Timers Imterval Count DPriority Method Ifindex
Fal/10 4 UL/SL  H30s 1 0 128 2ny 0

00d:01h:05m: 2€s

Gechange = -

Pseudo port-channel
Protocol LACE

Bol2

- Device is in passive mode.

00d:01h:05m:3&s
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FastEthernet0/12:

Port state =1

Channel group = 12 Mode = Active Gochange = -

Port-channel = Pol2 e = - Pseudo port-chamnel = Pol2
Port index =0 Load = 0x00 Protocol =  LACE

Flags: 5 - Device is sending Slow LACPDUs F - Device is sending fast LACPDUs

A - Device is in active mode. P - Device is in passive mode.

Zge of the port in the current state: 00d:0lh:05m:3€s

Port-channell:Port-channell  (Primary aggregator)
Rge of the Port—channel = 00d:0lh:20m:lls
Logical slot/port = 2/1 Wumber of ports = 0

HotStandBy port = null
Port state =

Protocol = 1

Port Security = Disabled

Port-channel4:Port-channeld

Age of the Port-channel = 00d:0lh:l4m:Zés
Logical slot/port = 2/4 Number of ports = 0
[ 0x00000000 HotStandBy port = null
Port state =

Protocol = z

port Security = Disabled
Port-channellZ:Port-channell?  (Primary aggregator)

Age of the Port—channel = 00d:0lh:Z24m:38s

Logical slot/port = 2/12 Humber of ports = 0

HotStandBy port = null
Port state
Protocol = 1

port Security = Diszbled

c. Verificar la configuracion de Spanning tree entre DLS1 o DLS2 para cada VLAN.
DLS1

¥ pLsi

Physical Config CLI Attributes
—

105 Command Line Interface

DL51#show spanning-tres
VLANOOOL
Spanning tree enabled protocol iees
Root ID Priority 24577
Rddress 00E0.4775.2528
This bridge is the root
Hello Time 2 sec Max RAge 20 sec Forward Delay 15 sec

Bridge ID Priority 24577 (priority 2457€ sys-id-ext 1)
Rddress 00E0.4775.2528
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bging Time 20

Interface Role Sts Cost Prio Nbr Type
Fao/7 Desg FWD 13 1z8.7 PIZp
Fao/8 Desg FWD 19 l2e.8 P2Zp
Fad/10 Desg FWD 19 lzg.10 Plp
Fad/l2 Desg FWD 139 128.12 P2p
Fal/3 Desg FWD 135 1258.3 P2p
Fad/11 Desg FWD 15 12311 PZp
VLANOOLZ

Spanning tree enabled protocol iees
Root ID Priority 24588

Rddress 00E0.4775.2528

This bridge is the root

Hello Time 2 sec Max RAge 20 sec Forward Delay 15 sec

Bridge ID Priority 24588 (priority 2457€ sys—id-ext 12)
Rddress 00E0.4775.2528
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bging Time 2

i}
Interface Role Sts Cost Prio Nbr Type
Fao/7 Desg FWD 195 1z8.7 PZp
Fao/8 Desg FWD 19 l2e.8 P2Zp
Ea0/10 D, EWD] 122 310 Do
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VLANOL1l
Spanning tree enabled protocol ieee
Root ID Prioritcy 32878
Address 00€0.4775.25R8
This bridge is the root
Hello Time 2 sec Max Rge 20 sec Forward Delay 15 sec
Bridge ID Driority 22875 (priority 3276% sys—id-ext LLL
Address 00€0.4775.2508
Hello Time 2 sec Max Rge 20 sec Forward Delay 15 sec
Aging Time 20
Interface Role Sts Cost Prio.Nbr Type
Fa0/7 Desg FWD 13 128.7 P2p
Fad/8 Desg FWD 13 lze.8 P2p
Fal/l0 Desg FWD 19 lze.10 p2p
Fal/fl2 Desg FWD 1% lze.12 ip
Fad/s Desg FWD 1% lze.9 ip
Fal/1ll Desg FWD 139 12811 pIp
VLANO123
Spanning tree enabled protocol ieee
Root ID Priority 24635
Address O0ED.A3RS E€7C
Cost 13
Port 1l{FastEthernet0/11)
Hello Time 2 sec Max Rge 20 sec Forward Delay 15 sec
Bridge ID DPriority 28785 (priority 28€72 sys—id-ext 123
Address 0080.4775.25R8
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20
Interface Role Sts Cost Prioc.Nbr Type
Fa0/7 Desg FWD 19 lze.7 p2p
Fad/2 Desg FWD 1% lze.2 ip
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VLANOZ24
Spanning tree enabled protocol ieee
Root ID Priority 24810
Rddress O0ED.A3R5 EE7C
Cost 13
Port 11 (FastEthernet0/11)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 33002 (priority 32768 sys—-id-ext 234)
Rddress 00€0.4775.25A8
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bging Time 20
Interface RBole Sts Cost Prio Nbr Type
Fal/7 Desg FWD 1% 128.7 p2p
Fad/g Desg FWD 1% 12g.8 p2Zp
Fal/l0 Altn BLE 1% 12g8.10 p2Zp
Fal/fl2 Altn BLE 1% l2g.12 p2Zp
Fad/3 Altn BLE 135 128.9 P2p
Fal/ll Root FWD 15 128.11 P2p
VLANO434
Spanning tree enabled protocol ieee
Root ID Priority 2310¢
Rddress 00€0.4775.25R8
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 29106 [priority 2BE72 sys-id-ext 434)
Rddress O0€0.4775.2588
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bging Time 20
Interface Role Sts Cost Prio.¥Nbr Type
Fad/7 Desg FWD 15 128.7 P2p
Fad/8 Desg FWD 1% 128.8 PZp
Zansl o Zn 3 12 oo
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TreTTo—TTIe— T T =TT
Bridge ID Priority 2910€ (priority 28€72 sys—id-ext 434)
Address 0OD€E0.4775.25R8
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20
Interface Role Sts Cost Prio.Nbr Type
Fal/7 Desg FWD 135 128.7 P2p
Fal/g Desg FWD 135 l2gs.8 P2p
Fad/10 Desg FWD 135 lzg.10 P2p
Fa0/12 Desg FWD 135 12s.12 P2p
Fal/5 Desg FWD 135 l2g.9 P2p
Fal/11 Desg FWD 135 128,11 P2p
VLANO200
Spanning tree enabled protocol ieee
Root ID Priority 2537¢
Address 0OD€E0.4775.25R8
This bridge is the root
Hello Time 2 sec Max Rge 20 sec Forward Delay 15 sec
Bridge ID Priority 2537¢ (priority 24576 sys—id-ext 200)
Address 0OD€E0.4775.25R8
Hello Time 2 sec Max Rge 20 sec Forward Delay 15 sec
Aging Time 20
Interface Role Sts Cost Prio.Nbr Type
Fal/7 Desg FWD 135 128.7 P2p
Fal/8 Desg FWD 135 l2gs.8 P2p
Fad/10 Desg FWD 135 lzg.10 P2p
Fa0/12 Desg FWD 135 12s.12 P2p
Fal/5 Desg FWD 135 l2g.9 P2p
Fal/11 Desg FWD 15 lzg.11 P2p
¥ pLs2
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DLSZ#show spanming-tree

VLANOOO1

Spanning tree enabled protocol ieee
Priority
Address
Cost
port
Hello Time 2 sec Max Rge 20 sec

Root ID

Bridge ID

Interface

Fa0/10

VLANOO12

Priority
Rddress
Hello Time 2 sec Max Age 20 sec

24577

00€0.4775.25R8

13
11{FastEthernet0/11)

327€5  (priority 32768
00E0.A3AS _E€7C

Rging Time 20

Role

Forward Delay 15 sec

sys—id-ext 1)

Forward Delay 15 sec

Sts Cost Prio.Nbr Type
BLE 15 128.7 pZp
BLE 13 123.8 pzp
FWD 1% 128.€ p2p
BLE 19 128.9 P2p
FWD 15 123.11  P2p
BLE 13 l23.12  p2p
BLK 19 l28.10  P2p

Spanning tree enabled protocol isee
Priority
Rddress
Cost
Bort

Root ID

Bridge ID

Interface

24588

00€0.4775.25R8

15
11{FastEthernetl/11)

Hello Time 2 sec Max RAge 20 sec

Priority
Rddress

28634 (priority 28672
00E0.A3RS _E€7C

Hello Time 2 sec Max RAge 20 sec
Aging Time 20

Role

Forward Delay 15 sec

sys—id-ext 12)

Forward Delay 15 sec

Sts Cost Prio.Nbr Type
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Interface Role Sts Cost Pric.Nbr Type
Fad/7T Desg FWD 13 128.7 p2p
Fad/g Desg FWD 1% 123.8 PZp
Fad/s Desg FWD 1% 128.9 P2p
Fa0n/ll Root FWD 1% 128.11 D2p
Fa0/12 Rltn BLK 13 123.12  P2p
Fad/10 Desg FWD 1% 123.10 E2p
VLAND123

Spanning tree enabled protocol ieee

Root ID Priority 24€55

Rddress 00EQ.RA3RS .EE7C

This bridge is the root
Hello Time 2 sec Max Bge 20 sec Forward Delay 15 sec

Bridge ID Priority 24655 (priozity 24578 sys-id-ext 123)
Rddress Q0EOD.A3AS E&7C
Hello Time 2 sec Max Rge 20 sec Forward Delay 15 sec
ZAging Time 20

Interface Bole Sts Cost Prio.Nbr Type
Fad/7 Desg FWD 15 128.7 p2p
Fal/g Desg FWD 1% 128.8 p2p
Fad/9 Desg FWD 19 1l22.9 PIp
Fad/11 Desg FWD 19 128 .11 PIp
Fad/12 Desg FWD 15 128.12  P2p
Fa0/10 Desg FWD 1% 128.10 P2p
VILANOZ34

Spanning tree ensbled protocol iees

Reot ID Priozity 24810

Rddress Q0EOD.A3AS E&7C

This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 24810 (priority 2457€ sys-id-ext 234)

Ctrl+F& to exit CLI focus
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Bridge ID Priority 24810 (priority 2457€ sys—id-ext 234)
hddress ODED.RA3RAS _EE7C
Hello Time 2 sec Max Rge 20 sec Forward Delay 15 sec
Rging Time 20

Interface RBole Sts Cost Prio.Nbr Type
Fal/7 Desg FWD 15 1z8.7 Pip
Fal/8 Desg FWD 15 12s.8 Pip
Fal/s Desg FWD 15 128.35 Pip
Fads1l Desg FWD 1% 128.11 PZp
Fad/slz Desg FWD 13 lzs.12 PZp
Fad/10 Desg FWD 19 1z22.10 p2p
VLANO434

Spanning tree enabled protocol ieee
Root ID Priority 25loe

hddress 00E0_4775.25R8
Cost 13
Port 1ll{FastEthernetl/11)

Hello Time 2 sec Max Rge 20 sec Forward Delay 15 sec

Bridge ID Priority 29106 (priority 28672 sys—id-ext 434)
hddress ODED.RA3RAS _EE7C
Hello Time 2 sec Max Rge 20 sec Forward Delay 15 sec
Rging Time 20

Interface RBole Sts Cost Prio.Nbr Type
Fal/7 Desg FWD 15 1z8.7 Pip
Fal/8 Desg FWD 15 12s.8 Pip
Fal/s Desg FWD 15 128.35 Pip
Fads1l Root FWD 1% 128.11 PZp
FadO/l2 Zltn BLK 13 lza.12 P2p
Fad/10 Desg FWD 195 1z2.10 DIp
VLANOSET

Spanning tree enabled protocol ieee
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VLANOSET
Spanning tree enabled protocol ieee
Root ID Priority 33335
Address 000D .BDAS.352C
Cost 15
Port 7 (FastEthernet0/7)

Hello Time 2 sec Max Rge 20 sec Forward Delay 15 sec

Bridge ID Priority 33335 (priority 327€8 sys-id-ext 5€7)
Address O0ED .A3RS _E&7C
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bging Time 20

Interface Role Sts Cost Prioc.Nbr Type
Fad/s7 Root FWD 1% 1ze.7 ip
Fad/8 Altn BLE 1% 128 8 pIp
Fad/s Desg FWD 139 128.9 pIp
Fa0/1l Desg FWD 13 lz8.11 PZp
Faoslz Desg FWD 13 lzs.12 P2p
Fads1l0 Desg FWD 13 1l28.10 P2p
VLANOZ00
Spanning tree enabled protocol ieee
Root ID DPriority 2537€
Address 00€0.4775.25R8
Cost 15
Port lli{FastEthernetd/sL1)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 25472  (priority 28672 sys—id-ext 800
Address 00E0.A3AS .EETC
Hello Time 2 sec Max Rge 20 sec Fozward Delay 15 sec
Aging Time 20

Interface RBole S5ts Cost Prio Nbr Type
Fa0/s7 Desg FWD 13 1z8.7 PZp
Fad/s Desg FWD 13 128.8 Eip
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CONCLUSIONES

La configuracién entre router son realizadas con direccionamiento IPV4 e IPV6,
implementando los protocolos EIGRP y OSPF de enrutamiento respecto al area
correspondiente para su comunicacion entre router y su seguridad.

La conexidn entre switch se debe realizar la creacion de enlaces troncales, en lo que una
interfaz asume ese rol y permite el trafico de todas las VLAN hacia un switch que haga
parte de la misma topologia.

Las VLAN principalmente permiten restringir fisicamente el acceso entre redes
diferentes, logrando segmentar un switch segun las necesidades de cada administrador
de red.

Por medio de esta prueba de habilidades de profundizacion, se fortalece los
conocimientos adquiridos en el trascurso del diplomado, donde se interactia con
diferentes plataformas de simulacion y se logra el conocimiento en redes, protocolos de
enrutamiento con switch y router.
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