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RESUMEN

El presente trabajo se desarrollo bajo la metodologia autbnomo donde es necesario
utilizar y emplear los medios y mediaciones tecnolégicas tanto proporcionados por
Cisco a través de la pagina NetCad, como también los proporcionado por la
Universidad UNAD para llevar a cabo la elaboracion y el disefio de las redes y
subredes virtuales de acuerdo a los escenarios propuestos en la guia de actividad
y asi el poner en practica lo aprendido en los demas talleres y al mismo tiempo
conocer las herramientas, protocolos y recursos que los elementos Cisco
proporciona para la configuracion de redes de informacién. A través de la
comprobacion total de los dispositivos instalados en las redes virtuales y a su vez la
implementacion de protocolos de seguridad en dichas dispositivos, se obtuvo un
resultado satisfactorio tanto a nivel personal como también profesional.

Palabras Clave: Redes, Cisco, Subredes, Vlan, Router y Switch.

ABSTRACT

The present work was developed under the autonomous methodology where it is
necessary to use and use the technological means and mediations provided by
Cisco through the NetCad page, as well as those provided by the UNAD University
to carry out the development and design of the virtual networks and subnets
according to the scenarios proposed in the activity guide and thus put into practice
what has been learned in the other workshops and at the same time know the tools,
protocols and resources that Cisco provides for the configuration of information
networks . Through the total verification of the devices installed in the virtual
networks and in turn the implementation of security protocols in said devices, a
satisfactory result was obtained both personally and professionally.



INTRODUCCION

La seguridad de la informacién y de los diferentes equipos de computo es algo a
tener muy en cuenta hoy dia principalmente si somos los encargados de la
seguridad de la red en la empresa en la cual laboramos. En muchas casos la puesta
en seguridad o blogueo de algun equipo puede ocasionar el bloqueo masivo de
comunicacién hacia y desde el mismo por lo que es indispensable contar con
herramientas y recursos tecnologico que permitan la administracion segura del
trafico en las redes de comunicacién y que de igual manera permita su completa
comunicacién y accesos a los recursos a los cuales requiere dentro de la red, a
presente actividad nos permite poner en practica los conocimientos de redes y
diferentes protocolos de enrutamiento y restriccion de accesos y permisos a
diferentes entornos de la red con lo cual se puede disefiar redes mas eficientes y
seguras.



OBJETIVOS

Objetivo general

e Conocer las herramientas protocolos y recursos que los elementos cisco
proporcionas para la configuracion de redes de informacion.

Objetivo especificos

e Poner en practica los diferentes sistemas de subredes como el subneteo y
redes Vlan

Configurar accesos mediantes protocolos ACL

Realizar enrutamientos de los routers

Crear diferentes servicios en los servidores como WB, DHCL, TFTP etc.
Realizar configuraciones seguras en los routers



DESCRIPCION DE ESCENARIOS PROPUESTOS PARA LA PRUEBA DE
HABILIDADES

1 Escenario 1 Una empresa posee sucursales distribuidas en las ciudades de
Bogota, Medellin y Cali en donde el estudiante sera el administrador de la red, el
cual debera configurar e interconectar entre si cada uno de los dispositivos que
forman parte del escenario, acorde con los lineamientos establecidos para el
direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman
parte de la topologia de red. Topologia de red Los requerimientos solicitados son
los siguientes:

Parte 1: Para el direccionamiento IP debe definirse una direccion de acuerdo con
el nimero de hosts requeridos.

Parte 2: Considerar la asignacion de los parametros basicos y la detecciéon de
vecinos directamente conectados.

Parte 3: La red y subred establecidas deberan tener una interconexion total, todos
los hosts deberan ser visibles y poder comunicarse entre ellos sin restricciones.

Parte 4: Implementar la seguridad en la red, se debe restringir el acceso y
comunicacién entre hosts de acuerdo con los requerimientos del administrador de
red.

Parte 5: Comprobacion total de los dispositivos y su funcionamiento en la red.

Parte 6: Configuracion final

Eulen Steven Serrato Guevara
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llustracion 1 Ejemplo Escenario 1
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DESARROLLO ESCENARIO 1

Como trabajo inicial se debe realizar lo siguiente.

* Realizar las rutinas de diagndstico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad, etc).

* Realizar la conexion fisica de los equipos con base en la topologia de red
Configurar la topologia de red, de acuerdo con las siguientes especificaciones.

1.1 Parte 1: Asignacion de direcciones IP:
a. Se debe dividir (subnetear)la red creando una segmentacién en ocho partes,
para permitir su crecimiento futuro de la red corporativa.

23=8
Se toman 3 bits de la parte de Hots
La mascara de subred seria 255.255.255.224
b. Asignar una direccién IP a la red.

Las direcciones IP seria las siguientes:

Tabla 1 Tabla de Direccionamiento IP

Direccionamiento IP
Red Binario Direccién IP
Red 11111111.11211112.11111211".11100000 |192.168.1.0
0 Primero 11111111.112211112.111112111.11100001 |192.168.1.1
Ultimo 11111111.112111212.11112211".12111110 |192.168.1.30
Broadcast 111121111.1121111212.11111211.112111111 |192.168.1.31
Red 11111111.11211112.111112111".100000000 |192.168.1.32
1 Primero 11111111.121211112.11111111".100000001 {192.168.1.33
Ultimo 111121111.11211112.111112111".100011110|192.168.1.62
Broadcast 11111111.112111212.11111211".100011111|{192.168.1.63
Red 11111111.12211112.11111111".100100000|192.168.1.64
5 Primero 11111111.12211112.111112111".100100001 {192.168.1.65
Ultimo 11111111.12211112.11111111".100111110{192.168.1.94
Broadcast 11111111.122111212.111121211".100111111|{192.168.1.95
Red 11111111.12211112.111112111".101000000 |192.168.1.96
3 Primero 111121111.12211112.111112111".101000001 | 192.168.1.97
Ultimo 11111111.1221111212.1111212111".101011110{192.168.1.126
Broadcast 11111111.12211112.111112111.101011111 {192.168.1.127




Red

11111111.17121121211.11111111.201100000

192.168.1.128

Primero

11111111.171211212211.111111117".101100001

192.168.1.129

Ultimo

11111111.121112211.11111111.101111110

192.168.1.158

Broadcast

11111111.171121212211.11111117.101111111

192.168.1.159

Red

11111111.17121121211.11111111".220000000

192.168.1.160

Primero

11111111.1711121211.11111117".110000001

192.168.1.161

Ultimo

11111111.1121212211.11111111.110011110

192.168.1.190

Broadcast

11111111.1711122111.11111117.110011111

192.168.1.191

Red

11111111.112112211.11111111".2110100000

192.168.1.192

Primero

11111111.171112211.11111117".110100001

192.168.1.193

Ultimo

11111111.1121212211.111111117.2110111110

192.168.1.222

Broadcast

11111111.17121212221.11111117.110111111

192.168.1.223

Red

11111111.1711212211.11111111".211000000

192.168.1.224

Primero

11111111.17121122211.111111117".111000001

192.168.1.225

Ultimo

11111111.111212211.111111117.111011110

192.168.1.254

Broadcast

11111111.17121212221.11111117".111011111

192.168.1.255

1.2 Parte 2: Configuracion Basica.

a. Completar la siguiente tabla con la configuracion basica de los routers, teniendo

en cuenta las subredes disefadas.

Tabla 2 Configuracién Basica de Routers

R1 R2 R3
Nombre de Host MEDELLIN | BOGOTA CALI
Direccion de Ip en interfaz Serial
0/0 162.16.1.1 |162.167.1.2| 162.167.1.1
Direccion de Ip en interfaz Serial
0/1 162.16.1.2
Direccion de Ip en interfaz FA
0/0 192.168.1.33|192.168.1.1 | 192.168.1.65
Protocolo de enrutamiento Eigrp Eigrp Eigrp
Sistema Autbnomo 200 200 200
Afirmaciones de red 192.168.1.0 |192.168.1.0| 192.168.1.0




Configuracion R1

Physical Config CLI Attributes
]

0% Command Ling Interface

Bouter>conf t

% Inwvalid input detected at '"~' marker.

Bouter>config terminal

% Inwvalid input detected at '"~' marker.

Bouter>terminal config

% Inwvalid input detected at '"~' marker.

Routerrenable

Fouterfconfigure terminal

Enter configuration commands, one per line. End with CHIL/S
Bouter (config) #router eigrp 10

Bouter (config-router) fnetwork 132 _168.1.0 0.0.0_.31
Bouter (config-router) fnetwork 1e2.1&e.1.0 0.0.0.255
Router (config-router) #network 162.1€7.1.0 0.0.0.Z55
Bouter (config-router) fexit

Bouter (config) fexit

Routerf

%5¥5-5-CONFIZ I: Configured from conscle by consocle

Bouterd

llustracion 2 Configuracion R1 Paso 1



Physical Config CLI Aftributes
I

105 Command Line Interface

Router (config) fenable .
% Incomplete command.
Router (config) fconfigure terminal

% Invalid input detected at marker.

Bouter (config) #ip route 192 _168_1.0 Z55_255_255_ 224 162 _161_16.1_.2

% Invalid input detected at marker.
Bouter (config) §ip route 1%2_168_1.0 2Z55_255.255.2Z24 162 _161.1_.2
5LINE-3-UPDOWN: Interface Serisld/1/1, changed state to down

5LINEPROTO-5-UPDOWN: Line protocol on Interface Seriald/s1/1, changed
state to down

SLINE-5-CHRNGED: Interface Serisld/s1l/l, changed state to up

SLINEPROTO-5-UPDOWN: Line protoco

Router (config) #ip route 192.168.1.0 255.255.255.224 1le3.1€.1.2
Router (config) §ip route 192.168.1.&4 255.255.255.224 1&3.1&e7.1.Z2
Router (config) fexit

Router#

%5Y5-5-CONFIG_I: Configured from conscle by conscle

Ciri+FE to exit CLI focus | copy || Paste

llustracion 3 Configuracion R1 Paso 2
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Physical Config CLI Aftributes
I

105 Command Line Interface

Bouter (config-if) #ip address 162.167.1.1 2Z55.255.0.0 A
Router (config-if) §

Router (config-if) fexit

Router (config) #interface Serial0d/1/0

Router (config-if) §ip address 1eZ_1687.1_.2 Z55_Z55.0.0

Bouter (config-if) gexit

Router (config) fexit

Routerg

%5YS5-5-CONFIG _I: Configured from conscle by conscle

Routerfebablet

Translating "ebkablet".._.domain server (Z55.Z55_Z55.Z55)

% Unknown command or computer name, or unable to find computer
address

RBouterfenable

RBouterfconfigure terminal

Enter configuration commands, one per line. End with CNIL/Z.

Router (config) §ip route 132 _168.1.32 Z55.255_F55.224 16Z.18.1.1

Router (config) §ip route 132_168.1.64 Z55.255_255.224 1€Z2.18.1.2
3Invalid next hop address (it's this router)

Router (config) §ip route 132 _168.1.64 Z55.255_255.224 16Z_187.1.2
%Invalid next hop address (it's this router)

Router (config) #ip route 152.168.1.84 Z55.255.255.224 1&Z2.1e7.1.1

Router (config) § hd

Ciri+F8 to exit CLI focus Copy || Paste

llustracion 4 Configuracion R2

_

Physical Config CLI Attributes
—
105 Command Line Interface
~
Routerrenable
Bouterg
Routerfconfigure terminal
Enter configuration commands, one per line. End with CHTL/Z.
Router (config) $interface Serial0/1/0
Router (config-if)#
Router (config-if) fexitc
Router (config) #interface Serizl0/1/0
Router (config-if) fexit
Router (config)
Router (config) fexit
Routerg
%5Y5-5-CONFIG_I: Configured from conscle by conscle
Routerfenablet
Translating "enzklet".._domain server (255.255.255.255)
% Unknown commsand or computer name, or unable to find computer
address
Routericonfigure terminal
Enter configuration commands, one per line. End with CHNTL/Z.
Router (config) §ip route 132.168.1.0 2Z55.Z55.255.ZZ4 16Z.167.1.Z2
Router (config) #ip route 132.168.1.32 255.255.255.224 162.16.1.1
Router (config) § W
Ciri+F6 to exit CLI focus | copy || Paste

llustracion 5 Configuracién R3
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b. Después de cargada la configuracion en los dispositivos, verificar la tabla de
enrutamiento en cada uno de los routers para comprobar las redes y sus rutas.

Tabla 3 Tabla de Enrutamiento R1

Physical Config CLI Aftributes
—

105 Command Line Interface

RBoutergshow ip rout A~
Codes: L - loczal, C - connected, 5 - static, R - RIP, M - mobile, B -
BGP

D - EIGRP, EX - EIGRP extermal, O — OSPF, IR - OSPF inter area

N1 - OSPF NS552 external type 1, N2 — OS5PF NSS5R external type 2

E1 - OSDF external type 1, E2 - OSDF externzl type 2, E - EGP

i - Is-Is, Ll - IS-IS lewvel-l, LZ - IE-IS level-Z, iz - IS-IS
inter area

* - pandidate default, U - per-user static route, o - CDR

P - pericdic downloaded static route

Gateway of last resort is not set

162 15.0.0/16 is variably subnetted, Z subnets, Z masks
182.16.0.0/1% is directly connected, Seriald/s1/1
162.16.1.1/32 is directly connected, SerialQ/1l/1

162.167.0.0/24 is subnetted, 1 subnets

s 162.187.1.0/24 [1/0] wvia 162.16.1.2

192.182.1.0/24 is wvariably subnetted, 4 subnets, 2 masks

H o

c 152.168.1.0/24 is directly comnected, GigabitEthernet0/0/0

5 152 .168.1.0/27 [1/0] wvia 162.16.1.Z

L 192.168.1.63/32 is directly connected, GigabitEthernet0/0/0

s 132.168.1.64/27 [1/0] wia 16€2.16.1.2

Routezi| v
Ctri+F& to exit CLI focus Copy Faste

Tabla 4 Tabla de enrutamiento R2

=
Physical Config CLI Adttributes
I

105 Command Line Interface

Codes: L — local, C - connected, 5§ — static, R - RIP, M - mobile, B - .
BGP

D — EIGRP, EX - EIGRP external, © - O05SPF, IR - OS5PF inter areas

N1 - OSPF MS55AR externzal type 1, N2 - O5FF N355R external type 2

E1 - CSFF external type 1, EZ - OSPF externzl type Z, E - EGP

i - Is-I5, Ll - I5S-I5 level-l, LZ - IS-IS lewvel-Z, ia - IS-IS
inter area

* — candidate defsult, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last rescort is not set

162.16.0.0/16 is warisbly subnetted, Z subnets, Z masks

c 1e2.16.0.0/16 is directly connected, Serial0/s1/1

L 1e2.16.1.2/32 is directly connected, Serial0/s1/1
162.167.0.0/16 is wariably subnetted, Z subnets, Z masks

c 1e2_.167.0.0/1€ is directly connected, Seriald/1/0

L 182.167.1.2/32 is directly connected, Seriz=l0/1/0
132.168.1.0/24 is wariably subnetted, 4 subnets, 3 masks

c 132_168.1.0/24 iz directly connected, GigabitEthernet0l/0/0

L 192 _168.1.31/3Z is directly connected, GigabitEthermet0/0/0

s 1%32.168.1.32/27 [1/0] wvia 162.186.1.1

s 132.1658.1.84/27 [1/0] wia 182.167.1.1

Routerf e

Ctri+F6 to exit CLI focus Copy Paste
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Tabla 5 Tabla de enrutamiento R3

Physical Config CLI Attributes
I

105 Command Ling Interface

Router§show ip rout A
Codes: L - local, C - connected, 5§ - static, R — RIF, M - mobile, B -
BEGP

o - EIGRP, EX - EIGRP external, O - OSPF, IR - OS5PF inter area

N1 - OSPF NS5S5R externzal type 1, NZ - OSPF NS5R external type 2

El1 - OS5PF extermal type 1, EZ - OSEF external type Z, E - EGP

i - I5-Is, Ll - I5-IS level-l, LZ - IS-IS lewvel-Z2, ia - IS-IS
inter area

* - candidate default, U - per-user static route, o - ODR

P - pericodic downloaded static route

Gateway of last resort is not set
182.16.0.0/24 is subnetted, 1 subnets

s 182.16.1.0/24 [1/0] wia 182.167.1.2
162.167.0.0/16 is wariably subnetted, 2 subnets, Z masks

c 162.167.0.0/16 is directly connected, Serial0d/1l/0
L 162.167.1.1/32 is directly connected, Serial0d/1l/0
132 .168.1.0/24 is wvariably subnetted, 4 subnets, 3 masks
c 152.168.1.0/24 is directly connected, GigabitEthernet0/0/0
5 1%2.168.1.0/27 [1/0] wia l€2.187.1.2
s 132.168.1.32/27 [1/0] wia 182.187.1.2
L 132.168.1.95/3Z i3 directly connected, GigabitEthernetl/0/0
Douters hd
Ctrl+F6 to exit CLI focus Copy Paste

c. Verificar el balanceo de carga que presentan los routers.

Verificamos la métrica utilizada

REouterfshow ip route ~
Codes: L - local, C - comnnected, 5 - static, B - RIP, M - mokile, B -
BEE

or — EIZRE, EX - EIGEP externzl, O - O5PF, I& - OSEF inter ares

N1 - OS5PF NS5S5A externzl type 1, NI - OQSPF N35R external type 2

El1 - O5PF externzl type 1, EZ — OS5SPF external type 2, E - EGP

i - I5-I5, Ll - I5-IS5 level-l, LZ - IS-IS level-Z, iz - IS-IS
inter ares

* — pandidate default, T - per—-user static route, o - ODR

P - periodic downloaded static route

Fateway of last resort is not set

182.16.0.0/1% is wvarizbly subnetted, Z subnets, Z masks
162.16.0.0/1e is directly connected, Seri=l0/1/1
182 _.16.1.1/32 is directly connected, Seriald/s1/1
182 _.187.0.0/24 is subnetted, 1 subnets
s 182 _167.1_0/24 [1/0] wvwia 1e2_.1le.1_.2
1532.168.1.0/24 is werisbly subnetted, 4 subnets, 3 masks

=0

C 192.168.1.0/24 is directly connected, EFigzbitEthernetl 070

5 152.168.1.0/27 [1/0] wis leZ.1le.1.2

L 152 .168.1.683/32 is directly connected, GigabitEthernetl/0/0

s 152 _168.1_64/27 [1/0] wia 1€2.18.1.2

Rnuter#l W

llustraciéon 6 Verificacion Métrica

Notamos que es la misma
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d. Realizar un diagndstico de vecinos usando el comando cdp.

Diagnostico De Vecinos R1

Physical Config CLI Attributes
—

105 Command Line Interface

162.16.0.0/16 is wariably subnetted, 2 subnets, Z masks ~
c 162.16.0.0/16 is directly connected, Seriald/1/1
L 162.16.1.1/32 is directly connected, Seriald/1/1

162.167.0.0/24 is subnetted, 1 subnets
s 182.187.1.0/24 [1/0] wvia 182.16.1.2

152.168.1.0/24 is variably subnetted, 4 subnets, 2 masks
c 152.168.1.0/24 is directly connected, GigabitEthernet0s0/0
s 1%2.188.1.0/27 [1/0] wvia 182.1&.1.2
L 152.168.1.63/32 is directly connected, GigabitEthernetl/0/0
s 132.168.1.84/27 [1/0] wia 182.16.1.2
Routerfenable
Routerg§show cdp neigbors
% Invalid input detected at '~' marker.
Routerfenable
Routerfshow cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Scource Route Bridge

5 - Switch, H - Host, I - IGME, r - Repeater, P - Fhone

Device ID Local Intrfce Holdtme Capability Platform Port ID
Switch Gig 07070 159 s 2380 Fas 0/1
Router Ser 0/1/1 153 23 ISR4300 Ser 0/1/1
Ruu:er8| Y]
Cirl+F6 to exit CLI focus copy || Paste

llustracion 7 Diagndsticos R1
Diagnostico De Vecinos R2
...

Physical Config CLI Attributes
—
105 Command Line Interface
~

Press RETURN to get started!
&LINEPROTO-5-UPDOWN: Line protcocccl on Inters, GigabitEthernetl/0/0, ch d state
to up
$LINE-5-CHARNGED: Interface Serial0s170, ch d state to up
SLINE-5-CHANGED: Interface Serizl0d/s1/1, ch d state to up
%LINEPROTO-5-UFDOWN: Line protocol on Interface Serizalds1/0, ch d state to up
%LINEPROTO-5-UFDOWN: Line protocol on Interface Serizalds1s 1, ch d state to up
Routerrenzble
Routerfshow cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge

5 - Switch, H - Host, I - IGMP, r - Repeater, P - Fhone
Device ID Local Intrfce Holdtme Capability Platform Bort ID
Switch Gig 0/0/0 148 s 2380 Fas 0/1
Router Sexr 0/1/0 154 =3 ISR4200 Sexr 0/1/0
Router Ser 0/1/1 155 23 ISR4300 Ser 0/1/1
Ruu:er8| Y]
Cirl+F& to exit CLI focus | copy || Paste

llustracion 8 Diagndéstico R2
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Physical Config CLI Aftributes
—
105 Command Line Interface
< serial i1nterraces A
327E8K bytes of non-wvolatile configuration memory.
4194304K bytes of physical memory.
3223551K bytes of flash memory at bootflash:.
Press RETURN to get started!
&LINEPROTO-5-UPDOWN: Line protococl on Interface GigabitEthernet0/0/0, changed
state to up
$LINE-5-CHANGED: Interface Seriall/ 1,0, changed state to up
$LINEFROTO-5-TUPDCOWN: Line protocol on Interface Serialds1l/0, changed state to up
Routerrenable
Routerishow cdp neighbors
Capability Codes: R - Bouter, T - Trans Bridge, B - Source RBoute Bridge
5 - Switch, H - Host, I - IGMP, r - Repeater, P - Fhone
Device ID Local Intrfce Holdtme Capability Platform Bort ID
Switch &ig 0,040 124 =1 2380 Fas 0/1
Router Ser 0/1/0 124 23 ISR4300 Ser 0/1/0
Routerg W
Ctr+F§ to exit CLI focus Copy Paste

llustracion 9 Diagnoéstico R3

e. Realizar una prueba de conectividad en cada tramo de la ruta usando Ping.

Pin desde SW1

15



(i SW1

Physical Config

Programming Attributes

mmand Line 1.0

with
byt

: bytes
byt

round
Minimim = lms

»ping 1

Pinging 1

llustracion 10 Prueba de Conectividad desde SW1

Pin desde PC1

(i PC1

Physical Config

Command Prompt

Pinging !

Programming Aftributes

Approximate round trip times in milli-seconds:
Minimm E M i

llustracion 11 Prueba Conectividad desde PC1

Pin desde PC2
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Pin desde PC3

® PC2

Physical Config Programming Attributes

nt = 4,
Approximate und trip times in millji
Minimuum

llustracién 12 Prueba de Conectividad desde PC2

(i PC3

Physical Config

Command Prompt

Pinging 1 with

Programming Attributes

byte
byt

with

byt

llustracién 13 Prueba de Conectividad desde PC3

17



Pin desde PC4

|

*

PC4

Physical Config Deskiop

Command Prompt

Pinging 19 with

Programming Aftributes.

Mazximum =

*ping 1

Pinging 1%

ent . ived = 4,
und trip times in milli
Minimim = lms, M

llustracion 14 Prueba de Conectividad desde PC4

1.3 Parte 3: Configuracién de Enrutamiento.

a. Asignar el protocolo de enrutamiento EIGRP a los routers considerando el
direccionamiento disefiado.

Router R1

L

R1 o x|

Physical Config CL Attributes
I

|05 Command Line Interface

Routerrenable A
Routerfconfigure terminal

Enter configuration commands, one per line. End with CHTILSZ.

Bouter (config) #router eigrp 10

Bouter (config-router) fnetwork 132 _168.1.32 0.0.0.31

Bouter {conf
BEouter (config-router) fexit

Router(config) fexit

Router#

%5¥5-5-CONFIC I: Configured from conscle by conscle

Drntar®

ig-router)fnetwork 1le2.168.1.0 0.0.255_255

llustracion 15 Configuracion Router R1
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Router R2

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIii

Physical Config CLI Attributes
I

105 Command Line Interface

Routerrenable

Boutergconfigure terminal

Enter configuration commands, one per line. End with CHTL/Z._
Router (config) froute eigrp 10

Bouter (config-router) fnetwork 1592.1€83.1.0 0.0.0.31
Router (config-router) fnetwork 162.1e.1.0 0.0.255_255
REouter {config-router) gnetwork 16Z_.1&e7.1.0 0.0_.255_2Z55
RBouter (config-router) fexit

Router {config) fexit

Routerg

%5¥Y5-5-CONFIG I: Configured from conscle by conscle

llustracion 16 Configuracion Router R2

Router R3

Physical Config CLI Attributes
I

105 Command Line Interface

Routerrenable S
Boutergconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #rouye eigrp 10

% Inmvalid input detected at "~' marker.

Router (config) froute eigrp 10

Bouter {config-router) fnetwork 152 _168_1_64 0.0.0.31

Router {config-router) fnetwork 162 _167_.1_0 0_0_255_Z55

Router {config-router) §

#DUAL-5-NERCHARNGE: IP-EIGRP 10: Weighbor 162.1€7.1.2 (Serizl0s1/0) is
up: new adjacency

Router {config-router) fnetwork 1le2.1e7.1.0 0.0_.0.Z55
Router {config-router) fexit

Bouter (config) fexit

Houterg

5¥5-5-CONFIG_I: Configured from conscle by console

Router$ [

llustracion 17 Configuracion Router R3
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b. Verificar si existe vecindad con los routers configurados con EIGRP.

Physical Config CLI Attributes
I

105 Command Line Interface

Router>enable

Houterfshow cdp neighbors

Capebility Codes: B — Router, T - Trans Bridge, B — Source Eoute Bridge
5 - Bwitch, H - Host, I - IGMF, r - Repeater, F - Fhone

Device ID Loczl Intrfce Holdtme Capability Blatform Bort ID
Switch Gig 07050 138 5 2980 Fas 0/1
Router Ser 07171 138 R ISR4300 Ser 0/1/1
BEouterg

llustracion 18 R1 configurados con EIGRP

Physical Config CLI Attributes
|

05 Command Line Interface

Boutergenable
Routergshow cdp neighbors
Capability Codes: R - RBouter, T - Trans Bridge, B - Spource Boute Bridge
5 - Switch, H — Host, I - IGMP, r - Repeater, F - FPhone

Device ID Local Intrfce Holdtme Capability Blatform Bort ID
Switch Gig 0/0/0 138 5 2380 Fas 0/1
Router Ser 07170 145 =] ISR4300 Ser 0,170
Router Ser 07171 148 =] ISR4300 Ser 0/1/1
Bouterg

llustracion 19 R2 configurados con EIGRP

Physical Config CLI Attributes
I

105 Command Line Interface

Routerfenzble
Routergshow cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
5 - Bwitch, H - Host, I - IEME, r - BRepeater, P - Phone

Device ID Local Intrfce Holdtme Capability Platform Port ID
Switch Gig 05070 142 s 2580 Fas 0/1
Router Ser 0/1/0 l4z =) ISR4300 Ser 07170
Routerf

llustracion 20 R3 configurados con EIGRP
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c. Realizar la comprobacion de las tablas de enrutamiento en cada uno de los
routers para verificar cada una de las rutas establecidas.

Tabla 6 Comprobacién Tabla de Enrutamiento R1

Physical Config CLI Attributes
I

I0S Command Line Interface

Bouterfshow ip rout
Codes: L - local, € - connected, 5 - static, R - RIF, M - mobkile, B -
BEE
D - EIGEP, EX - EIGRP extermnal, O - OSPF, IR - OSPF inter aresz
N1 - OSPF MNS5R external type 1, NZ - OSPF NS5S5R external type 2
El - OSPF exnternal type 1, EZ - O5FF extermnal type 2, E — EGP
i - I5-I5, Ll - I5-I5 lewvel-l, LZ - I5-I5 lewvel-Z, ia - IS5-IS
inter area
* — gcandidate defsult, U - per-user static route, o - OLDR
P - periodic downloaded static route

Gateway of last resort is not set

18Z2.16.0.0/16 is wvariably subnetted, Z subnets, Z masks
1e2.16.0.0/1€ is directly connected, Serizlls1l/1
162.16.1.1/32 is directly connected, Serialf 1/1

162 _.167.0.0/24 is subnetted, 1 subnets

s 182.167.1.0/24 [1/0] wia 1l82.18.1.2

152 .168.1.0/24 is wariskly subnetted, 4 subnets, 3 masks
182.168.1.0/24 is directly connected, GigabitEthernet0/0/0
182.168.1.0/27 [1/0] wia 162.18.1.2
152 168.1_63/32 is directly connected, GigabitEthernetd/0/0
152.1658-1.64/27 [1/0] wvia 162.16.1.2

[ y]

[ ]

Tabla 7 Comprobacién Tabla de Enrutamiento R2

Physical Config CLI Attributes
I

105 Command Line Interface

Routergenable
Routerg§show ip rout
Codes: L - loczl, C - connected, 5 - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IR - OSEF inter area
N1 - OSPF MSS5A external type 1, NZ - O5PF N55A external type Z
El - OS5PF externzl type 1, EZ - OSPF external type 2, E - EGP
i - I5-I5, L1 - I5S-I5 level-1l, LZ - IS-I5 level-Z, ia - I5-IS5 inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

162.16.0.0/16 is wariably subnetted, Z subnets, Z masks

c 162.16.0.0/1€ is directly connected, Serial0/1/1

L 162.16.1.2/32 is directly connected, Serial0/1/1
162.167.0.0/16 is wvariably subnetted, Z subnets, Z masks

c 162.167.0.0/1¢€ is directly connected, Serizal0d/1/0

L 162.167.1.2/3Z2 is directly connected, Serial0d/1/0
152.168.1.0/24 is wvariably subnetted, 4 subnets, 3 masks

c 152.168.1.0/24 is directly connected, GigabitEthernet0/0/0

L 152.168.1.31/32 is directly connected, GigabitEthernet0/0/0

s 132.188.1.32/27 [1/0] wvia 182.18.1.1

=) 152.168.1.64/27 [1/0] wis 16Z2.187.1.1

21



Tabla 8 Comprobacion Tabla de Enrutamiento R3

Physical Config CLI Attributes
I

105 Command Line Interface

BGD
D - EIGRP, EX - EIGRP entermzsl, O - OSPF, IA - OSPF inter area
N1 - OSPF N55R external type 1, NZ - O5PF N554 extermal type 2
El1 - OSPBF external type 1, EZ - O5PF external type Z, E - EGP
i - IS-IS, L1 - I5S-I5 lewvel-l, LZ - I5S-I5 level-Z, ia - IS-IS
inter area
* - candidate default, U - per-user static route, o — ODR
P - periodic downloaded static route

Gateway of last resort is not set

182 .16.0.0/16 is wvariably subnetted, 2 subnets, Z masks

D 182.15.0.0/1e [50/26B8185&] wia 1le2.1&7.1.2, 00:10:58,
Seriald/1/0
=1 162.16.1.0/24 [1/0] wia 1€Z2.167.1.Z2

162.167.0.0/1%€ is wvarisbkly subnetted, Z subnets, Z masks

c 162.167.0.0/1%6 is directly connected, Seriald/1/0
L 162.167.1.1/32 is directly connected, Serizl0/1/0
152 .168.1.0/24 is warizkly subnetted, 4 subnets, 3 masks
c 182.168.1.0/24 is directly connected, GigabitEthermetl/0/0
b=} 192 .168.1.0/27 [1/0] wia 16Z2.1&7.1.2
-1 152.188.1.32/27 [1/0]1 wia 182.187.1.2
L 1%32.168.1.85/32 is directly connected, GigabitEthernet0/0/0
Routerg

d. Realizar un diagndstico para comprobar que cada uno de los puntos de la red
se puedan ver y tengan conectividad entre si. Realizar esta prueba desde un host
de la red LAN del router CALI, primero a la red de MEDELLIN y luego al servidor.

Prueba de conexién lan Cali a Host PC1 Medellin
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L PC3

Physical Config Programming Aftributes

Command Prompt

with

zimes in milli
Maximum = 17ms, Aw

llustracion 21 Prueba de Conexién Lan Calia Host PC1 Medellin

Prueba de Conexion al servidor

C: PC3

Physical Config Programming Attributes.

Command Prompt

: Lost
imate round trip times in milli-s
Minimmam s, Maximum = ]

>Ping 1

Pinging 1

1y

imate round trip times in milli-se

Minimmam 1ms, Maximmam 1éms, A

llustracion 22 Prueba de Conexion al Servidor
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1.4 Parte 4: Configuracion de las listas de Control de Acceso.

En este momento cualquier usuario de la red tiene acceso a todos sus dispositivos
y estaciones de trabajo.

El jefe de redes le solicita implementar seguridad en la red. Para esta labor se
decide configurar listas de control de acceso (ACL) a los routers.

Las condiciones para crear las ACL son las siguientes:

a. Cada router debe estar habilitado para establecer conexiones Telnet con los
demas routers y tener acceso a cualquier dispositivo en la red.

Physical Config CLI Attributes
|

105 Command Line Interface

Bouterrenabkle

Bouterfconfigure terminal

Enter configuration commands, one per line. End with CHNIL/:
Bouter (config) §line vty 0 4

Router (config-line) #password R1

Router (config-line) #login

Bouter (config-line) fexit

Router (config) fexit

Router#

$5¥5-5-CONFIG_I: Configured from console by console

llustracion 23 Establecer Conexién Telnet R1

Physical Config CLI Aftributes
I

105 Command Line Interface

Bouterrenable

Routerfconfig t

Enter configuration commands, one per line. End with CNTL/Z.
RBouter (config)§line vty 0 4

RBouter {config-line) §password B2

Bouter {config-line) #login

Bouter (config-line) fexit

RBouter {config) fexit

Bouterg

%5Y¥YS5-5-CONFIG I: Configured from conscle by console

llustracion 24 Establecer Conexién Telnet R2
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Physical Config CLI Attributes
|

105 Command Line Interface

REouterrenakle

Bouterfconfig t

Enter configuration commands, one per line. End with CHTL/Z.
Bouter (configl#line vty 0 4

Bouter (config-line) #password B3

Bouter (config-line) flogin

Bouter (config-line) fexit

Bouter (config) fexit

Routerg

%5Y¥YS5-5-CONFIG_I: Configured from comnscle by consocle

llustracion 25 Establecer Conexién Telnet R3

Prueba de acceso

Phy=ical Config CLI Attributes
I

105 Command Line Interface

Routerftelnet 152.18.1

Translating "152.18.1".. _domain server (2Z55_2Z55.255.2Z55)

% Unknown command or computer name, or unabkle to find compute
address

Bouterftelnet 1&Z_16.1.1

Trying 162.18.1.1 .. .Open
User Access Verification

Pagsword:

Router>
Router>

llustracion 26 Prueba de Acceso R3

b. El equipo WS1 y el servidor se encuentran en la subred de administracion. Solo
el servidor de la subred de administracién debe tener acceso a cualquier otro
dispositivo en cualquier parte de la red.
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I
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Router>enable

Routerfconfigure terminszl

Enter configuraticon commands, one per line. End with CNTL/Z.
Bouter{config) faccess-list 100 permit ip 13Z.1e8.1.5 0.0.0.0 any
Router (config) #access-1ist 100 deny ip 1%2.1€8.1.10 0.0.0.0 any
Router (config) &

Router(config) f#interface GigabitEthernetls0/0

Bouter {config-if) #ip access—group 100 in

Router{config-if) fexit

Bouter (config) fexit

Routers

%5¥5-5-CONFIG_I: Configured from conscle by console

llustracion 27 Prueba de Acceso R2

Cc. Las estaciones de trabajo en las LAN de MEDELLIN y CALI no deben tener
acceso a ningun dispositivo fuera de su subred, excepto para interconectar con el
servidor.

Configuracion

Physical Config CLI Attributes
I

105 Command Line Interface

Bouter (config) #exit ~
Router

%5¥5-5-CONFIE I: Configured from conscle by console

show access-list

Bouterfconfigure terminal

Enter configuration commands, one per line. End with CHNTL/Z.

Bouter (config) §access-1list 100 permit ip 15%2_168.1.32 0.0.0.255
15%z.168.1.5 0.0.0.0

Router (config) §interface fastEthernet 0/0

%Invalid interface type and number

Router (config) ¢

SLINEFROTIO-5-UPDOWN: Line protocol on Interface GigabitEthernet0d/0/0,
changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/050,
changed state to up

Router{config) #interface GigabitEthernet0/0/0

RBouter (config-iflg

Bouter (config-if) exit

Bouter (config) #interface GigabitEthernetl/0/1

Bouter (config-if) §interface GigabitEthernetl/0/1

Bouter (config-if) §ip access—-group 100 in

Bouter (config-if) exit

Bouter {config) § hd

Ciri+F6 to exit CLI focus | copy || Paste

llustracion 28 Configuracion Access Group R1
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Physical Config LI Attributes
I

I0S Command Line Interface

e

% Imvalid input detected at marker .

Routerfshow access—list

Routerfconfigure terminal

Enter configuration commands, one per line. End with CHTL/SZ.
Bouter (config) faccess—list permit ip 1532 _1&68.1_.&64 0_.0_0_255
132 .1se58.1.5 0.0.0.0

% Imvalid input detected at "' marker.

Bouter (config) faccess—l1list 100 permit ip 182 _.1€3.1.&4 O0_0_0_.2Z55
13Z.168.1.5 0.0.0.0

Bouter (config) &

Bouter {config) #interface GigabitEthernetd/0,/0

Bouter (config—if) #ip access—group 100 in

Bouter (config—if) fexit

Router (config) fexit

Router

55¥YS-5—CONFIEZ T: Configured from console by console

Bouterfconfigure terminal

Enter configuration commands, one per line. End with CHIL/SZ.

Router (config) #interface GigabitEthernetd/0/0

Rﬂuterﬂcﬂnfig—if)ﬂl 4
Ctri+F6 to exit CLI focus Copy Paste

llustracion 29 Configuracion Access Group R3

1.5 Parte 5: Comprobacién de la red instalada.

Se debe probar que la configuracion de las listas de acceso fue exitosa.

Comprobacion acceso de la Red Medellin a el servidor y negacion de accesos a la
red Cali

27



G PC1

Physical Config

—
mmand Prompt

Programming Attributes

trip tim
, Maximum = l4ms,

llustracion 30 Comprobacién Red Instalada PC1

Comprobacion acceso de la Red Cali a el servidor y negacion de accesos a la red
Medellin

Physical Config Desktop Programming Attributes
—

[Command Prompt

-5 with 32 byt

Minimum = lms, Maximum =

llustracion 31 Comprobacion Red Instalada PC3

Comprobacion acceso de la host SW1 a el servidor y negacion de accesos a la
redes Medellin y Cali
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e SW1

Physical Config Programming Attributes

Command Prompt

llustracion 32 Comprobacion Acceso de la Host SW1

C: SW1

Physical Config

Command Prompt

Programming Attributes

Ping st
Packets:
round trip
Om=s, Maximam

llustracion 33 Comprobacion Acceso de la Host SW1

Prueba de conexién del Servidor
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e Server0

Physical Config Services Programming Aftributes

Packets: nt 4 E
Approximate round trip times in milli-:
Minimum = 1ms, Maximum = 15ms, Awer

llustracion 34 Prueba Conexion Servidor ServerQ

L ServerQ

Physical Config Services

Command Prompt

Programming Attributes

Pinging

est timed ocut.

trip time
Minimum = 1ms, Maximum = léms,

>ping 139

Pinging

llustracion 35 Prueba Conexién Servidor Server0

b. Comprobar y Completar la siguiente tabla de condiciones de prueba para
confirmar el optimo funcionamiento de la red e
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1.6 Parte 6: Configuracion Final.

Tabla 9 Tabla de Condiciones de Prueba

ORIGEN DESTINO RESULTADO
Router MEDELLIN Router CALI permitido
WS 1 Router BOGOTA permitido
TELNET Servidor Router CALI permitido
Servidor Router MEDELLIN permitido
MEDELLIN Router
LAN del Router CALI permitido
LAN del Router CALI Router CALI permitido
TELNET LAN del Router
MEDELLIN Router MEDELLIN permitido
LAN del Router CALI Router MEDELLIN permitido
LAN del Router CALI WS 1 Denegado
LAN del Router
PING MEDELLIN WS 1 Denegado
LAN del Router
MEDELLIN LAN del Router CALI | Denegado
LAN del Router CALI Servidor permitido
LAN del Router
MEDELLIN Servidor permitido
LAN del Router
PING Servidor MEDELLIN permitido
Servidor LAN del Router CALI permitido
LAN del Router
Router CALI MEDELLIN Denegado
Router MEDELLIN LAN del Router CALI | Denegado
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Escenario 2

Una empresa tiene la conexion a internet en una red Ethernet, lo cual deben
adaptarlo para facilitar que sus routers y las redes que incluyen puedan, por esa
via, conectarse a internet, pero empleando las direcciones de la red LAN original.

Server-PT
Servidor Web

|1SR432 2960-24TT VLAN 30
. Tunja Sw Tunja ;
=
i e FC3
ISR4321 .
g* R Bucaramanga 1SR4
- == cundinam
PC-PT
PCo Sw B/manga Server-PT
VLAN 10 2000241 WEB Interno
’ SW Cimarca
ra =
FC-PT — VLAN 20
VLAN 30 P4 ]

VIAN 10

llustracion 36 Ejemplo de Escenario 2

Desarrollo Escenario 2

Los siguientes son los requerimientos necesarios:

1. Todos los routers deberan tener los siguiente:
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» Configuracion basica.

Physical Config CLI Altributes
I

105 Command Line Interface

Switchiconfigure terminal

Enter configuration commands, one per line. End with CHNIL/Z.
Switchi{config) #vlan 10
Switchi{config-vlan)fvlan 20
Switch{config-vlan)gint £0/2
Switchi{config-if) §awitchport mode access
Switch{config-if) #switchport access wlan 30
Switch{config-if) §int £0/2
Switch{config-if) #switchport mode access
Switchi{config-if) §awitchport access wlan 10
Switch {config-if) #do wr

Building configuration. ..

[CE]

Switch{config-if) §int £0/1
Switchiconfig-if) fswitchport mode trunk
Switchi{config-if) §do wr

Building configuration...

[CK]

Switch{config-if)#

Switchi{config-if)

Switchi{config-if)§

Switchi{config-if)

Switchi{config-if)§

Switchi{config-if) #exit

Switch {config) §

llustracion 37 Configuracion Basica SW Bucaramanga

Physical Config CLI Aftributes
I

0% Command Line Interface

Switchr»enakle

Switchfconfigure terminal

Enter configuration commands, one per line. End with CNIL/Z.
Switch{config)#vlan 10

Switch{config-vlan) §vlan 20

Switchi{config-vlan) §int £0/3

Switchiconfig-if) #switchport mode acess

% Invalid input detected at "' marker.

Switchiconfig-if) #switchport mode access
Switchiconfig-if)f#switchport access wlan 20
Switchi{config-if)fint £0/4
Switchi{config-if) #switchport mode access
Switchi{config-if) #switchport access wlan 10
Switch{config-if)#int £0/1
Switch{config-if) fswitchport mode trunk
Switchi{config-if) #do wr

Building configuration...

[CE]

Switchiconfiig-if)f#exit

Switchi{config)#§

llustracion 38 Configuracion Basica SW Cundinamarca
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Physical Config cL Attributes
I

05 Command Line Interface

Switchrenable

Switchiconfigure terminal

Enter configuration commands, one per line. End with CNTI
Switchi{config)fvlan 20

Switchi{config-vlan) #vlan 30

Switchi{config-vlan) int fal/s2

Switch{config-if)#switchpoty mode access

% Invalid input detected at """ marker.

Switch({config-if)#switchport mode access
Switch({config-if)#switchport access vlan 20
Switch{config-if)#int £al/s3
Switchi{config-if)#switchport mode access
Switchi{config-if)f#switchport access vlan 30
Switch({config-if)#int £a0/1
Switch({config-if)#switchport mode trunk
Switch({config-if)#do wr

Building configuration. ..

[OKE]

Switchi{config-if)fexit

Switch(config)fexit

Switchi

%5¥Y5-5-CONFIG_I: Configured from conscle by consocle

llustracion 39 Configuracion Basica SW Tunja

Physical Config CLI Attributes
I

105 Command Line Interface

BEouter>ena ~
Routerfconfigure terminal

Enter configuration commands, cne per line. End with CHTL/Z.
Router (config)§

Bouter (config) finterface GigabitEthernet0/0/1

RBouter (config-if) §interface GigabitEthernet0/0/1.10

Router {config-subif) fencapsulation Dotld 10

Router (config-subif) §ip address 172.31.1.66 Z55.255.255.132
Bouter {config-subif) $interface GigabitEthernet0s/0/1_20
Router (config-subif) §encapsulation Dotld 20

Router {config-subif) $#ip address 172.31.1.2 Z55.255.255.132
Router (config-subif) §

Bouter (config-subif) fend

Bouterfconfigure terminal

Enter configuratiom commands, one per line. End with CHTL/Z.
Router {config) finterface GigsbitEthernet0/0/1

Router (config-if)

%5YS5-5-CONFIG I: Configured from conscle by conscle

no shutdown

Router (config-if) #

$LINE-S-CHANGED: Interface GigabitEthernetl/0/1, changed state to up

$LINEFPROTO-5-UPDOWN: Line protocel on Interface GigabitEthernetd/ 071,
changed state to up

CtriFE to exit CLI focus | copy || Paste

llustracion 40 Configuracion Basica SW Cundinamarca

34



» Autenticacion local con AAA.

« Cifrado de contrasenas.

20917220024

Server-PFT
Servidor Web Externo
VALN 20
171.31.0.128 /26

172.31.2.32

- |SR4§2 Sw Tunja
. P Tunja
e 172.31.236
VLAN 30
B
\ ucakamanga _—=s 172.31.0.192 126
“rerr IsR}321 FC-RT
PC1 Cundipgmarca FCs

VLAN 30
171.31.0.64 /26

VLAN 88
172.31.1.126 26

2960-24TT
Server-FT

SW Bucaramanga Servidor Web Interno
R
FC-PT VLAN 10
FCo 172311026 :F;f;\?g 64 126
VLAN 10 Fes = o

llustracion 41 Ejemplo de Escenario 2
* Un maximo de internos para acceder al router.
* Maximo tiempo de acceso al detectar ataques.

* Establezca un servidor TFTP y almacene todos los archivos necesarios de los
routers.

Physical Config CLI Attributes
I

105 Command Line Interface

Routerfcopy startup-config tftp ,
Address or name of remote host []1? 171.31.1.123
Destination filename [Router—-confgl? Serv-TFIP

Writing startup-config........
%Error opening tftp://171.31.1.123/Serv-TFIP (Timed out)
Routerfcopy r s

% Ambiguous command: "copy r 3"

Routerfdo wr

% Invalid input detected at '~' marker.

Routerfdo wr

% Invalid input detected at '~' marker.

Routerfcopy startup-config tftp
Address or name of remote host [17 172.31.1.12%
Destination filename [Router—confg]?

Writing startup-config.._!!
[OE - 1005 bytes]

1005 bytes copied in 0.185 secs (5432 bytes/sec)
Routerf s

Cirl+F& to exit CLI focus Copy Paste

llustracion 42 Establecer Servidor TFTP
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Physical Config Services Desktop Programming Attributes
——

SERVICES TFTP
HTTF
DHCP Service ® on
DHCPvE
TFTP File
DNS Router-confg
SYSLOG 847K bin
253923-k&.bin
NTP X X .
EMAIL c1841-advipserviceskd-mz. 124-15.T1.bin
FTP c1841-ipbase-mz.123-14.T7 bin
T-T r1R41 _inhacakG m> 17417 hin

llustracion 43 Servidor Web Interno

2. EI DHCP deberéa proporcionar solo direcciones a los hosts de Bucaramanga y
Cundinamarca

Physical Config Services Desktop Programming Aftributes
——
SERVICES DHCP
HITP
DHCP Interface FastEthernetd ~ | Service (@ On ) off
DHCEWS Pool Hame: |serverPDDI ‘
TFTP
== Defaut Gateway [208.17.220.2 |
SYSLOG DNS Server [0.000 |
AR
Start P Address : | 209 |7 | 220 |0 |
NTP
EMALL Subnet Mask: [2s5 | [2s5 | [2s5 | o |
FTP Number of Users : |255 ‘
IoT
e TFTP Server: [17z231.1.129] |
Radius EAP WLC Address: [0.0.00 |
Add ‘ | Save | Remove
Pool Default DNS. s::ﬂ Subnet Max TFTP WLC
Name Gateway Server Mask User Server Address
Address
serverPool 0.0.0.0 0.0.0.0 209.17.220.0 255.255.255.0 255 0.0.0.0 0.0.0.0
< >

llustracion 44 DHCP Servidor Web Externo

3. El web server debera tener NAT estatico y el resto de los equipos de la
topologia emplearan NAT de sobrecarga (PAT).

Phy=ical Config CLI Aftributes
]

I35 Command Line Interface

Eouterrenable

Boutergconfigure terminal

Enter configuration commands, one per line. End with CHTL/Z.
BEouter (config) #ip nat inside source static 172.31.0.&85 172.31.1.131
Bouter (config)

llustracion 45 NAT Estatico
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Physical Config CLI Aftributes
—

105 Command Line Interface

Router (config)fip nat pool 1 209.17.220.10 netmask 255.255.255.0

% Invalid input detected at '~' marker.

Router (config)#ip nat poel 1 205.17.220.10 20%.17.220.10 netmask 255.255.255.0
Router (config)#ip nat inside source list 1 pool 1 overload
Router (config)#int

Router (config)finterface

% Incomplete command.

Router (config)finterface GigsbitZthernet0/0/0
Router (config-if) fexit

Router (config)finterface GigsbitZthernet0/0/0
Router (config-ifi#ip nat inside

Router (config-if) fexit

Router (config)finterface GigsbitEthernetd/0/0
Router {config-if) #ip nat cutside

Router (config-if) fexit

Router (config)$

Router (config)finterface GigsbitZthernet0/0/0
Router (config-ifl#

Router (config-if) fexit

Router (config) finterface Serial0/1/s0

Router (config-if) #ip nat inside

Router (config-if) fexit

Router (config)$

RBouter (config) §interface Serizl0/1/0

Router (config-if)#

Router (config-if) fexic

Router {config)finterface Serizl0/1/1

Router (config-if) #ip nat inside

Router (config-if) fexit

B — .

llustracion 46 NAT Estatico

4. El enrutamiento debera tener autenticacion.

Phyzical Config CLI Attributes
I

10S Command Line Interface

Routerfcopy startup-config tftp r
Address or name of remote host []? 171.31.1.129

Destination filename [Router-confgl? Serv-TFIP

Writing startup-config. PR
%Error opening tftp://171.81.1.125/Serwv-TFTPF (Timed out)
Routerfcopy r s

% Ambigquous command: “copy r 3"

Routergdo wr

% Invalid input detected at '~' marker.

Routerfdo wr

% Invalid input detected at '~'" marker.

Routerfcopy startup-config tfcp
Address or name of remote host []1? 172.31.1.129
Destination filename [Router-confgl?

Writing startup-config...1!
[CE - 1005 bytes]

1005 bytes copied in 0.185 secs (5432 bytes/sec)
Routerg M

Cirl+F to ext CLI focus | copy || Paste

llustracion 47 Autenticacion del Router Bucaramanga
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5. Listas de control de acceso:

* Los hosts de VLAN 20 en Cundinamarca no acceden a internet, solo a la red
interna de Tunja.

Physical Config CLI Attributes
I

105 Command Line Interface

% Invalid input detected at """ marker.
Bouter (config) faccess-1list 100 permit ip 17Z.31.0 0.0.0.255 any
% Invalid input detected at """ marker.
Bouter (config) faccess-list 101 permit ip 172.21.0 0.0.0.255 any
% Invalid input detected at '~' marker.

Router (config) faccess—1list 101 permit ip 172.31.0.0 0.0.0.255 any
Bouter (config) §

Bouter (config) finterface GigabitEthernet0/0/1

Router (config-if) #ip access-group 101 in

Routericonfig-if) fexic

Bouter (config) faccess-list 102 deny ip 172.31.0.0 0.0.0.255
205.17.220.1 0.0.0.0

Bouter (config) &

Router (config) finterface GigabitEthernet0/0/1

Router (config-if)#

Bouter (config-if) fexit I

Bouter (config) $#interface GigabitEthernet0/0/0
Bouter (config-if) #ip access-group 102 imn
Router(config-if)# L%

Ctrl+F& to exit CLI focus Copy Paste

llustracion 48 Configuracion Vlan20 Router Tunja

* Los hosts de VLAN 10 en Cundinamarca si acceden a internet y no a la red
interna de Tunja.
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Physical Config CLI Attributes
—

105 Command Line Interface

% Invalid input detected at '"~' marker.

=)

Router (config) #access-list 100 permit ip 172.31.0 0.0.0.255 any

% Inwvalid input detected at '~' marker.

=)

Router (config) faccess-list 101 permit ip 172.31.0 0.0.0.235 any

% Inwvalid input detected at '~' marker._

=)

RBouter (config) #access-list 101 permit ip 172.31.0.0 O.
Router (config) #

Router (config) §interface GigabitEthernet0/0/s1

Router (config-if)$#ip access—group 101 in

Router (config-if)fexit

Router (config) faccess-1list 102 deny ip 172.31.0.0 0.0.0.255

208.17.220.1 0.0.0.0

Router (config) #

Router (config) #interface GigabitZthernet/0/1

RBouter (config-if)#

Router (config-if) fexit I

.0.255 any

Router (config) §interface GigabitEthernet0/0/0
Router (config-if) §ip sccess—group 102 in
Router (config-if)# v

Cirl+F& to exit CLI focus Copy Paste

llustracion 49 Configuracion Vlan10 Router Tunja

* Los hosts de VLAN 30 en Tunja solo acceden a servidores web y ftp de internet.

* Los hosts de VLAN 20 en Tunja solo acceden a la VLAN 20 de Cundinamarca y
VLAN 10 de Bucaramanga.

Physical Config CLI Attributes
I

105 Command Line Interface

% Inwalid input detected at '~' marker.

Router (config) §access-list 101 permit 171.31.0.128 0.0.0.255 any any

et

% Invelid input detected at marker.
Bouter {config) #access-1list 101 permit ip 171.31.0.128 0.0.0.255 any
any

% Invelid input detected at marker.

Router (config) #access-1list 101 permit ip 171.31.0.128 0.0.0.255 any
Router ({config) §

Router (config) #interface GigabitEthernetd/0/0

RBouter {(config-if) #ip access—gouup 101 in

% Inwalid input detected at '~' marker.

RBouter (config-if) #ip access-grouup 101 in

% Invalid input detected at '~' marker.

Router {(config-if) #ip access—group 101 in
Router (config-if) ¢

Ctrl+F& to exit CLI focus Copy Paste

llustracion 50 Hosts de VLAN 20
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Router (config) #accoess—list 102 permit ip 172.31_.0.128 0.0.0_.255
172.31.1.54 0_.0.0_.255

Rnuterdcnnfigjﬂ

llustracion 51 Hosts de VLAN 20 Parte 2

Aspectos a tener en cuenta

 Habilitar VLAN en cada switch y permitir su enrutamiento.

* Enrutamiento OSPF con autenticacion en cada router.

Phy=ical Config CLI Aftributes
]

105 Command Ling Interface

Eouterr»enable

Bouterfconfigure terminal

Enter configuration commands, one per line. End with CHNIL/Z.
BEouter (config) #router ospf 1

Router (config-router) $router—-is 1.1.1.1

% Invalid input detected at "~' marker.

RHouter (config-router) $router—-id 1.1.1.1

Bouter (config-router) gnetwork 172.31_0.0 0_.0_255_255

% Incomplete command.

BEouter (config-router) fnetwork 172.31.0.0 0.0.255_Z55 area 0
BEouter (confio-router) §

llustracion 52 Hosts de VLAN 20 Parte 3
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Physical Cenfig CLI Attributes
I

|05 Command Line Interface

RBouterg Fl
%5¥5-5-CONFIG I: Configured from conscle by console

Routergshow ip rout
Codes: L - local, C - connected, 5 - static, R - BIF, M - mobile, B -
BEE
0o - EIGRF, EX - EIGEF extermnzl, O - O85FF, IA - OS5EF inter area
N1 - OSPF M55SR external type 1, N2 - OS5PF MN35R externzal type Z
El1 - O5PF externzl type 1, EZ - OSPF external type Z, E — EGP
i - I5-I5, Ll - IS-IS lewvel-l, L - I5-I5 lewvel-Z, iz - IS-IS
inter area
* - pandidate defsult, U - per-user static route, o - CDR
P - periodic downloaded static route

Gateway of last resort is not set

172.21.0.0/1¢ is wvarisbkly subnetted, © subnets, 3 masks

C 172.31.0.0/2% is directly connected, GigabitEthernet0/0/0.10

L 172_31_.0.2/32 is directly connected, GigabitEthernet0,/0/0.10

c 172.31.0.64/2¢6 is directly connected, GigebitEthernet(/0/0.30
L 172.31.0.686/32 is directly connected, GigabitEthernet0,/0/0.30
C 172_.31.2.32/30 is directly connected, Serialld/s1/0

L 172.31.2.33/32 is directly connected, Seriald/1l/0

Bouter# L
Cirl+F6 to extt CLI focus | copy || Paste

llustracion 53 Hosts de VLAN 20 Parte 4

Physical Config CLI Attributes
I

105 Command Line Interface

Routergshow ip rout
Codes: L - local, C - connected, 5 - static, B - RIF, M - mobile, B - BGEF
D - EIGREF, EX - EIGRF externzal, O - O5FPF, IR - OSPF inter ares
N1 - OSPF N55R externzl type 1, NZ - OSPF NSS5R external type 2
E1 - OSEF external type 1, EZ - OSPF external type 2, E - EGP
i - I5-I5, L1 - I5S-I5 lewvel-1l, LZ - I5-IS5 lewvel-Z, ia - IS-I5 inter zrea
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

109.0.0.0/8 is wvariably subnetted, Z subnets, Z masks
109.17.220.0/24 is directly connected, GigabitEthernetd/0/0.50
109.17.220.2/32 is directly connected, GigabitEthermnetd/0/0.50

172.31.0.0/1€ is warisbly subnetted, 10 subnets, 3 masks
172.31.0.0/2€ [110/6€5] wia 172.31.2.33, 00:03:08, Seri=l0/1/0
172.31.0.64/26 [110/65] wia 172.31.Z2.33, 00:03:08, Seriald/1/0
172.31.0.128/2% is directly connected, GigabitEthernet0/0/1.20
172_.31.0.130/32 is directly connected, GigabitEthernetd/0/1_Z0
172.31.0.19272¢ is directly connected, GigabitEthernet0/0/1.30
172.31.0.194732 is directly connected, GigabitEthernet0/0/1.30
172.31.2.32/30 is directly connected, Serial0ys1/0
172.31.2.34/32 is directly connected, Serial0s1/0

--More—— | v

[23s]

HoBrOoHn0O00

Cirl+F6 to exit CLI focus copy | [ Paste

llustracién 54 Router 12
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Physical Config CLI Attributes
I

105 Command Line Interface

Routerfshow ip rout
Codes: L - local, © - connected, § - static, R - RIP, M - mobile, B — BGP
D - EIGRP, EX - EIGRP external, © — OS5PF, IL - O5PF inter area
N1l - OSPF NSSR external type 1, MZ - OSPF NSSA extermal type Z
El - OS5PF extermnal type 1, EZ - O5PF enternal type 2, E - EGE
i - I5-I5, L1 - I5-1I5 lewvel-1, 1Lz - I5-I5 level-Z, ia - I5-I5 inter area
* — candidate defsult, U - per-user static route, o — CDR
P - periocdic downloaded static route

Gateway of last resort is not set

172.31.0.0/16 is warisbly subnetted, 12 subnets, 3 masks
172.31.0.0/2& [110/12%] wia 172.31.2.37, 00:00:Z4, Serial0/Ll/1
172.31.0.84/2¢ [110/129] wia 172.31.2.37, 00:00:24, Serial0/Ll/1
172.31.0.128/2¢ [110/65] wia 172.31.2.37, 00:00:24, Serial0/Ll/1l
172.31.0.132/2¢ [110/65] wia 172.31.2.37, 00:00:24, Serial0/Ll/1l
172.31.1.0/2¢€ is directly connected, GigebitEthernet0/0/0.10
172.31.1.2/32 is directly connected, GigebitEthernet0/0/0.10
172.31.1.64/2€ is directly connected, GigabitEthernet0/0/0.20
172.31.1.66/32 is directly connected, GigabitEthernet0/0/0.20
172.31.1.128/2& is directly connected, GigabitEthernet0/0/0.88
172.31.1.130/32 is directly connected, GigabitEthernet0/0/0.88
172.31.2.32/30 [110/128] wia 172.31.2.37, 00:00:24, Serial0/Ll/1

2.
2.

oHOHOHOOOOO

llustracion 55 Router Cundinamarca

* Servicio DHCP en el router Tunja, mediante el helper address, para los routers
Bucaramanga y Cundinamarca.

Physical Config Services Desktop Programming Attributes
I
SERVICES DHCF
HTTP
DHCP Interface FastEthernetd v| Service @ On O off
DEERUS Pool Name |ser\rerPqu |
TFTP
== Default Gateway |2008.172202 |
EET DNS Server [00.00 |
| AAR | Start P Address: | 208 |17 | |z20 o |
[ NTP |
| EMALL | Subnet Mask: 255 | [255 | [zs5 o |
| FTP | Maximum Number of Users : |255 |
[ IoT | _
e TFTP Server: [172.31.1.129 |
| Radius EAP | WLC Address: [0.0.0.0 |
| Add | | Save | Remove
Pool Default DNS ST’:H Subnet Max TFTP WL
Name Gateway Server Mask User Server Address
Address
serverPool 0.0.0.0 0.0.0.0 209.17.220.0 2552552550 255 0.0.0.0 0.0.0.0
< >

llustracion 56 Servidor Web Externo

* Configuracion de NAT estatico y de sobrecarga.
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Phy=ical Config CLI Aftributes
]

I35 Command Line Interface

Eouterrenable

Boutergconfigure terminal

Enter configuration commands, one per line. End with CHTL/Z.
BEouter (config) #ip nat inside source static 172.31.0.&85 172.31.1.131
Bouter (config)

llustracion 57 Configuracién de NAT Estatico y de Sobrecarga Router Cundinamarca

Physical Config CLI Aftributes
I

105 Command Line Interface

Bouter (config)#ip nat pool 1 205.17_220.10 netmask 255.255_255.0

% Inwvalid input detected at """ marker.

Bouter (config)#ip nat pool 1 Z209.17_220.10 209.17_.220.10 netmask Z55.2Z255.Z55.0
Bouter (config)#ip nat inside source list 1 pool 1 overload
Router (config) #int

RBouter (config) #interface

% Incomplete command.

Bouter (config) finterface CGigabitEthernetd/0/0
RBouter ({config-if) fexit

Bouter (config) #interface GigabitEthernet0/0/0
Bouter (config-if) #ip nat inside

RBouter (config-if) gexit

Router (config) #interface GigabitEthernetl/0/0
Bouter (config-if) §ip nat outside

Bouter (config-if) fexit

Bouter (config)

Bouter (config) #interface GigabitEthernetl/0/0
Bouter (config-if)

Bouter (config-if) fexit

Bouter (config) f#interface Serisl0/1/0

Bouter (config-if) #ip nat inside

RBouter ({config-if) fexit

Bouter (config) &

Bouter (config) #interface Serial0/1/0

RBouter (config-if) &

Bouter (config-if) §exit

BEouter (config)f#interface Serizli/1/1

Bouter (config-if) §ip nat inside

Bouter (config-if) fexit

Dol Eigid

P X . | I I

llustracion 58 Configuracion de NAT Estatico y de Sobrecarga Router Tunja
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Conclusioén

Por medio de la elaboracién del presente trabajo se pudo comprobar a importancia
de las subredes en un entorno de trabajo o red de informacion, de igual manera se
entendio la importancia en la seguridad de las mismas, por lo que se pudo poner en
practica los conocimientos adquiridos en el curso de redes de CISCO.

Se pudo realizar redes virtuales con sus respectivos protocolos de comunicacion y
de seguridad, tanto propios de CISCO como los externos, para obtener un éptimo
rendimiento de la red.

Estos conocimientos son de gran importancia ya que nos toparemos con problemas
como los presentados en el presente trabajo en el campo laboral.
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