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RESUMEN

Durante el desarrollo del Diplomado de profundizacion CISCO se vinieron
desarrollando diferentes tipos de laboratorios sobre casos puntuales que
necesitaban solucién y para ello se usaron herramientas como el software Packet
Tracert y laboratorios en linea preparados por CISCO con equipos conectados a la
red para realizar las simulaciones de configuracion en equipos reales.

Se pretende entonces que el estudiante desarrolle las habilidades y el conocimiento
para realizar el montaje de una red, configurando los diferentes dispositivos y
equipos necesarios como routers, switches y equipos de computo; para la actividad
final se necesita dar solucion a dos escenarios propuestos, realizando las
configuraciones pertinentes y haciendo uso del software de Packet Tracert para
realizar la simulacion del montaje de la red con sus diferentes equipos Yy
configuraciones.



ABSTRACT

During the development of the CISCO deepening Diploma, different types of
laboratories were developed on specific cases that needed solution and for this
purpose tools such as Packet Tracert software and online laboratories prepared by
CISCO with equipment connected to the network were used to perform the
simulations of configuration in real equipment.

It is then intended that the student develop the skills and knowledge to perform the
assembly of a network, configuring the different devices and equipment necessary
as routers, switches and computer equipment; For the final activity it is necessary to
solve two proposed scenarios, making the relevant configurations and using the
Packet Tracert software to perform the simulation of the network assembly with its
different equipment and configurations.



INTRODUCCION

Para la culminacion del diplomado de profundizacion CISCO se pretende
desarrollar dos ejercicios con los conocimientos adquiridos durante los cursos
vistos en las plataformas de CISCO, se requiere entonces aplicar diferentes
configuraciones en routers, switches y PCs; se necesita también realizar la
configuracion de redes LAN/WAN y realizar todo esto en un software para la
simulacion como Packet Tracert.
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Escenario 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota, Medelliny
Cali en donde el estudiante sera el administrador de la red, el cual debera configurar
e interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.
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Figura 2 — Topologia Escenario 1
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Desarrollo
Como trabajo inicial se debe realizar lo siguiente.

e Realizar las rutinas de diagnostico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad,
etc).

¢ Realizar la conexidn fisica de los equipos con base en la topologia de red

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.
Configuracién Routers
- Router Medellin

#en

#config t

#no ip domain-lookup
#enable secret cisco

#line con 0

#password class

#exit

#line vty 0 15

#password class

#login

#exit

#service password-encryption
#exit

#copy running-config startup-config

- Router Bogota

#en

#config t

#no ip domain-lookup
#enable secret cisco
#line con 0
#password class
#exit

#line vty 0 15
#password class
#login

#exit

#service password-encryption



#Hexit
#copy running-config startup-config

Router Cali

#en

#config t

#no ip domain-lookup
#enable secret cisco

#line con 0

#password class

#exit

#line vty 0 15

#password class

#login

#exit

#service password-encryption
#exit

#copy running-config startup-config

Parte 1. Asignacion de direcciones IP:

a. Se debe dividir (subnetear) la red creando una segmentacion en ocho partes,
para permitir crecimiento futuro de la red corporativa.

N° sub red | Direccion subred Broadcast Netmask

1 192.168.1.0 192.168.1.31 255.255.255.224
2 192.168.1.32 192.168.1.63 255.255.255.224
3 192.168.1.64 192.168.1.95 255.255.255.224
4 192.168.1.96 192.168.1.127 255.255.255.224
5 192.168.1.128 192.168.1.159 255.255.255.224
6 192.168.1.160 192.168.1.191 255.255.255.224
7 192.168.1.192 192.168.1.223 255.255.255.224
8 192.168.1.224 192.168.1.255 255.255.255.224

Tabla 1 — Subneteo Red




b. Asignar una direccion IP a la red.

- 192.168.1.0

Parte 2: Configuracion Basica.

a. Completar la siguiente tabla con la configuracion basica de los routers,
teniendo en cuenta las subredes disefiadas.

e Realizar las rutinas de diagnostico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad,

etc).
R1 R2 R3
Nombre de Host MEDELLIN BOGOTA CALI
Direccion de Ip en interfaz | 192.168.1.99 @ 192.168.1.98 | 192.168.1.131
Serial 0/0
Direccién de Ip en interfaz 192.168.1.130
Serial 0/1
Direccion de Ip en interfaz | 192.168.1.33 | 192.168.1.1 192.168.1.65
FA 0/0
Protocolo de enrutamiento Eigrp Eigrp Eigrp
Sistema Autbnomo 200 200 200
Afirmaciones de red 192.168.1.0 192.168.1.0 192.168.1.0

Tabla 2 — Asignacion IP

- Asignacion IP Router Medellin

#en

#config t

#int fa0/0

#ip add 192.168.1.33 255.255.255.224
#no shut

#exit

#int s1/0

#ip add 192.168.199 255.255.255.224



#no shut
#end

Asignacion IP Router Cali

#en

#config t

#int fa0/0

#ip add 192.168.1.65 255.255.255.224
#no shut

#exit

#int s1/0

#ip add 192.168.131 255.255.255.224
#no shut

#end

Asignacion IP Router Bogota

#en

#config t

#int fa2/0

#ip add 192.168.1.1 255.255.255.224
#no shut

#exit

#int s0/0

#ip add 192.168.1.98 255.255.255.224
#no shut

#exit

#int s1/0

#ip add 192.168.1.130 255.255.255.224
#no shut

#end



b. Después de cargada la configuracion en los dispositivos, verificar la tabla
de enrutamiento en cada uno de los routers para comprobar las redes y sus

rutas.

#show ip route
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Figura 3 — Tabla de enrutamiento

c. Verificar el balanceo de carga que presentan los routers

#show ip route

-

Physical Config LI

T

®

Physical Config  CLI

108 Command Line Interface

10S Command Line Interface

Routerrshow ip rowte
Codes: € - connected,

§ - stavie, T - ICRD,
D - EICED,

® - BT
BX - EIGRP sxternal,

o - osrr,

El - OSPF external cyps 1, BZ - 02DF axternal type
i - Is-I8, L1 - IS-IS level-l, 12 - IS-IS level-z,
* - candidate default, U - per-user stasic reute, o
P - periodic dowmloaded static rout

Gatewsy of last resort is not et

Routing entry for 192.168.1.32/27

Fnown wia "connected!, distance 0, mecrie 0

Bouting Descriptor Blocks:

+ airectly commected, via FastEchernenn/0
Route metric is 0, traffic share count is 1

Router>show ip route 192.168.1.96

Routing entry for 192.168.1.96/27

Fnown wia "connected!, distance 0, mecric 0

Bouting Descriptor Blocks:

~ airectly comnected, via Serialls0
Route metric is 0, traffic share count is 1

Router>

{connscted, via

D, M - mobile
14 - 0SPF ined
WL - OSPF NSEA extermal type 1, N2 - OSPF NSSA external

{comnscted, wia int

* - candidave defsulv, U - per-user stauis rouve, o
P - periodic downloaded static route

Caveway of lase resort is mot set

z, B 132.168.1.0/27 is subnetced, 3 subnets

i - [c 192.169.1.0 is directly conmected, FastEthernet2/0
- |c 192.168.1.96 is directly comnected, Serial0/n
c

192.163.1.178 is directly commected, Seriall/0
Boutergshow ip vouts 192.168.1.0

Bouting entry for 192.168.1.0/27, 3 known subnets

Attached {3 comnections)

192.168.1.0/27 is subnetted, 2 subnets c 192.169.1.0 is directly conmecved, FastEthernet2/0
152.168.1.32 is directly comnected, FastEchernstd;0 c 192.168.1.96 is directly comnected, Ser

c 197.168.1.96 is directly comnected, Seriall/0 c

Router>show ip route 192.168.1.37

192.163.1.178 is directly commected, Seriall/0
Boutergshow ip vouts 192.168.1.96
Bouting entry for 192.168.1.96/27
Boown via "comnected", distsnce O, metric D fcommscted, via
Routing Descriptor Blocks:
= direcely comnected, wia Seriald/D

Route metric is 0, traffic share cownt is 1
Boutergshow ip youts 192.168.1.128
Bouting entry for 192.168.1.128/27
int [Hnown via Vcommected", distance 0, metric O {comnectad, via
Routing Descriptor Blocks:
= direcely comnected, wia Seriall/D

Route metric is 0, traffic share cownt is 1
mouters

T T
i - IE-18, LD - I8-T¢ level-l, L2 - IZ-I8 leval-2, ia - IS-T2

- o

inverfacd

inverfacd

Physical

Config  CUI

I0S Command Line Interface

SLINEPROTO-E-UPDOWN: Line protocol on Interface Seriall/D, changsd stats to up

Routergshow ip rouse
- connectad,

s - stavic, I - IGEP, B - RIP,
b - EICRP,

EX - EIGRP excexnal, 0 - OSPF, Ik - OSPF inter area

NL - 0SPF NSSM sxtermal eype 1, NZ - OSPF NSSL sxtevnal type 2

EL - DSPF extermal type 1, B2 - vpe 2, B - ECP

i - 1318, Ll - I8-I% level-l, L2 - IS-I8 level-z, ia - IS-IZ inver arsa
= - candidave default, U - per-user stavic rouse, R

P - periodic dowloaded static route

M - mobile, B - BGP

02PF axternal t:
o - o
Gateway of lase rasore iz mot zet

192.168.1.0/27 is subnevved, 2 subnacs

c 192.168.1.64 is directly comnected, FastEvhernesd/n
192.168.1.128 is directly comected, Seriall/0

how ip route 182.168.1 64

Bouting entry for 192.168.1 64727

c
Bouter s

Enown via "conmected", distance 0, metriz 0 {connscted, via interfaca
Routing Descripvor Blacks:
= directly comnected, wia FasoEohernet0;0
uce metric is 0, traffic shars count is 1

Boutergshow ip route 192.168.1.178
Bouting entry for 192.168.1.128/27

Noormected", distance O, metric O {commected, via interface)
Routing Descripvor Blacks:
= directly connected, via Seriall/D

Route metric is O, traffic share cowmt is 1
Bouters

Copy paste

Figura 4 — Balanceo de enrutamiento

18



d. Realizar un diagndstico de vecinos usando el comando cdp.

#sh cdp neighbors

®

»

Physical  Config  CUI physical  config  CLL Physical Config  CLI
105 Command Line Interface 105 Cormmand Line Interface 10§ Command Line Interface
c 152.168.1.0 s diracely connacted, PaseEchernee2/0 U1 - OUPP axtarmal type 1 K2 - OIF7 awarnal vype 1, E - G
152.169.1.0/27 is subnetted, 2 subnets c 152.188.1.9€ is dizectly connected, Serial0/0 4 - ZE-18, L1 - I8-I8 level-l, 12 - I8-I8 level-Z, ia - I8-I§ inter sres
92.168.1,32 11 dLrectly comnacted, FASTETRATALO/O c 192.166.1.128 s directly connected, Seriall/0 ¥ 2 Candidace datwult, U - pai-user static route, s -
52.168.1.96 15 aireccly comectad, Seriall/o

Bouser>show ip rowte 192166 1.32
Baucing entry for 192.169.1.32/27

Hnaun via “sannscted’, distancs O, metric 0 (conmssved, via interface)

unt. s 1

naun via distance 0, metric 0

. (connastad, via intarface)
Bouting Deseriptor Blocks:

il

{connecead, vis incerrace)

* directly sonmected, vi aiks0
outs matric is 0, teatfic shars count
Bauzerrsh edp neighbors

Foucar#show ip route 192.168.1.0
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)
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€ 1428 4
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Bourardshow ip routs 192 i
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Route metvic ix 0, traffic share cownt is i
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Figura 5 — Diagnostico de Vecinos.

e. Realizar una prueba de conectividad en cada tramo de la ruta usando Ping.

>ping 192.168.1.99
>ping 192.168.1.131

@ Cisco Packet Tracer Student - CAUserstawillism navarro\Desktop\final I pkt
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Copy

Logical [Root]

New Cluster Tlove Object

Set Tiled Background

viewport
& 192,188,132 27
Physical  Config  CLI QJ
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Figura 6 — Verificacion de ping
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Parte 3: Configuracion de Enrutamiento.

a. Asignar el protocolo de enrutamiento EIGRP a los routers considerando el
direccionamiento disefiado.

- Enrutamiento router Medellin
#en
#config t
#router eigrp 200
#network 192.168.1.32 0.0.0.31
#network 192.168.1.96 0.0.0.31

#no auto-summary

- Enrutamiento router Cali
#en
#config t
#router eigrp 200
#network 192.168.1.64 0.0.0.31
#network 192.168.1.128 0.0.0.31

#N0 auto-summary

- Enrutamiento router Medellin
#en
#config t
#router eigrp 200
#network 192.168.1.96 0.0.0.31
#network 192.168.1.128 0.0.0.31



#network 192.168.1.0 0.0.0.31

#no auto-summary

b. Verificar si existe vecindad con los routers configurados con EIGRP.

#sh ip eigrp neighbors

K]

»

Physical  Config €Ll Physical  Config €U Physical Config  CLI
106 Command Line Interface 108 Command Line Interface 108 Command Line Interface
Towtarfrouter eigrp 200 Eita GOnELQuERE LR Commkn W wiEh CHTL/Z .
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Figura 7 — Vecindad de routers

c. Realizar la comprobacion de las tablas de enrutamiento en cada uno de los
routers para verificar cada una de las rutas establecidas.

#sh ip route

®

»
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- o -
Douter (contiq) fhostnans madellin bogotaicontig) Fexit Ramer (eiacion osaens emrs’ (]
xedallinicentig)duxie ot carqeonrig)
xedalling $3Y3-5-CONFIG_L: Configured from consale by sonsols carip
VSYS-5-CONFIC_I: Confiqurad fxem cemsole by consale S5YS-5-CONFIG_I: Contigured from Somsals by comsols
Bogetasal P 4L9rp Reiohbor

xedallinfsh 1p aigrp neighbors IP-RIGER nesghbors for procs caligsh ip eigrp neighbors
IP-EIGIP neighbors for process 200 A Aaaress Tor et ta PO 0 seq IP-BIGHD meighbors for pracass 200
B Address Interface  Hold Uptime  SMTT A0 @ Seg coe W Address srtace Hold Upesme KT RTO 0 Seq

isec) [ Cor 0 seesria sewso o0 o0 ss (zec) () [
o 12183038 selso 13 oo:aa:ss 40 1000 0 38 1 seliesiss  seoso o0 o 52 0 192.166.1.130  $e1/0 13 00:E24E 40 A00D 0 37
aedallintsh 1p route i e i califish i
Codas: LI - IGRR, B - RIF, N - mobile, B - BGP Godas: © - commected, & - seavic, 1 - 168F, O - 0I5, M - mebale, B - BOF Codas ie, T - IGRP, T - BIP, W - mebile, B - BCP

.0 - 0SPF, 1A - 03FF inter area D - BIGE, DX - EIGRP excernal, O - 05PF, Ia - OSPF imer area B - BICDP wxcarnal, 0 - 0357, DA - OSPF inter sres
N2 - USPF WI3A axternal Ly NL - DGR BESA cxernal type 1. N2 - OSPF NSGA ercernal type 2 WSSA extarnal cyps 1, N2 - OEDF NSEA external typs 2
PP external typs 2, § - KGP L - 05PF exvernal type 1, B2 - 030F amernal type 2, F - 3L - OSFF suternal typa 1, B2 - 0SFF extemnal type I, § - ECP
LE - 13-13 level-2, ia - 15-13 snter & 4 - I5-I8, LL - I5-I5 lewal-l, L2 - 15-15 leval-Z, ia - IS-IE inter s i - 518, L1 - I8-18 leval-1, L2 - I5-IF level-Z, ia - IE-IF inter ares
PeE-user sLaRis Feuts, & - QDR * = candidate mmz U - pareusar static routs, o = ODE * - candidare defaule, U - par-user static routs, [N
7 parisdic demisatid staric roms % - periodic downloaded static route 5 - pertosic dowsloates sEarsc roucs
Catavay of last resort iz mor ser Gatausy of Jast resort is net set Garewsy ot last vesort is ot sew
192.168.1.0/27 45 subnettad, § subnecs 192,168, 1,0/27 15 subnetted, 5 subae 192.168.1.0/27 13 subnecsed,
o 132.182.1.0 (30/205L4560] via L52.168.1.58, O c 152.168.1.0 13 directly connected, mummamn v i2.166.1.0 (3020614640} via 192.160.1.130, 00:63:43, Seriall/
c 192.183.1.32 1z directly commected, FastEthernat0/O o L52.168.1.52 (90/20514560] wia 152.168.1.95, OD:15:51, Sexislo/0 v 192,166, 1.32 (90/21026560) via 192.168.1.130, 00:16:04, Serisll/o
o 16311064 130/200268601 via 152.166.1.98, 00:15:27, Seriall/n o 192.168.1.64 (90/20514560] wia 132.168.1.131, . serialise c
c 192.168.1.3 1z directly conmected, Seriall/ c 192.168.1.96 15 airactly comnect: sa10/1 v 481170
I3 192.168.1.128 (90/21024000] via L92.168.1.39, 00:15:27, Serialtso | |C 192.168.1.126 13 @irectly connected, Sariallfe c 192.166.1.126 in diresely connscted, BarialliD
edelling bogoras calis v
Cony copy Copy Pasts

Figura 8 — Tablas de enrutamiento
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d. Realizar un diagndstico para comprobar que cada uno de los puntos de la
red se puedan ver y tengan conectividad entre si. Realizar esta prueba
desde un host de la red LAN del router CALI, primero a la red de
MEDELLIN y luego al servidor.

- Ping a host red de Medellin.

et Tiled Background

Logical
®

physicsl  Config  Desktop  Custom Intarface

P ] e B — =l —_—

Figura 9 — ping host Medellin

- Ping a host servidor Bogot

192.168.1.04 27

Realtime

Figura 10 — Ping host Bogota



Parte 4. Configuracion de las listas de Control de Acceso.

En este momento cualquier usuario de la red tiene acceso a todos sus dispositivos
y estaciones de trabajo. El jefe de redes le solicita implementar seguridad en la
red. Para esta labor se decide configurar listas de control de acceso (ACL) a los
routers.

Las condiciones para crear las ACL son las siguientes:

a. Cada router debe estar habilitado para establecer conexiones Telnet con
los demés routers y tener acceso a cualquier dispositivo en la red.

- Configuraciéon Telnet Medellin
#en
#config t
#line vty 0 4
#password class
#login
#exit

- Configuracién Telnet Bogota
#en
#config t
#line vty 0 4
#password class
#login
#exit

- Configuracién Telnet Cali
#en
#config t
#line vty 0 4
#password class
#login
#exit



b.El equipo WS1 y el servidor se encuentran en la subred de administracion. Solo
el servidor de la subred de administracion debe tener acceso a cualquier otro
dispositivo en cualquier parte de la red.

- Configuracion Router Medellin y Cali

#access-list 110 permit ip 192.168.1.0 0.0.0.255 host 192.168.1.2
#access-list 110 permit icmp any any echo-reply

#access-list 110 deny ip any any

#int fastO/O

#ip access-group 110 in

- Configuracién Router Bogota

#access-list 110 permit ip 192.168.1.0 0.0.0.255 host 192.168.1.2
#access-list 110 deny ip any any
#int fastO/O

#ip access-group 110 out



Physical  Config  Services

Programming  Aftributes

(Command Frompt

Minimum = lms, Maximm = lims, Aver

Figura 11 — Ping pc Medellin
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Figura 12 -Ping pc Cali



c. Las estaciones de trabajo en las LAN de MEDELLIN y CALI no deben tener
acceso a ningun dispositivo fuera de su subred, excepto para interconectar con el
servidor.

|| Physical  config

Deskto Programming  Aftributes.
—

| command Fromet

Top

Figura 13 — ping Cali a Servidor

|| ehysical  config

Programming  Aftributes
—

|| cormmana prompt

Figura 14 — ping Cali a Medellin



Parte 5: Comprobacion de la red instalada.

a. Se debe probar que la configuracion de las listas de acceso fue exitosa.

-Router Medellin

#show access-list

Extended IP access list 110
10 permit ip 192.168.1.0 0.0.0.255 host 192.168.1.2
20 permit icmp any any echo-reply
30 deny ip any any

-Router Bogota

#show access-list

Extended IP access list 110
10 permit ip 192.168.1.0 0.0.0.255 host 192.168.1.2
20 deny ip any any

-Router Cali

#show access-list

Extended IP access list 110
10 permit ip 192.168.1.0 0.0.0.255 host 192.168.1.2
20 permit icmp any any echo-reply
30 deny ip any any



b. Comprobar y Completar la siguiente tabla de condiciones de prueba para
confirmar el 6ptimo funcionamiento de la red e.

ORIGEN DESTINO RESULTADO
TELNET Router MEDELLIN Router CALI Permitido
WS 1 Router BOGOTA Permitido
Servidor Router CALI Permitido
Servidor Router MEDELLIN Permitido
TELNET LAN del Router Router CALI Denegado
MEDELLIN
LAN del Router CALI Router CALI Denegado
LAN del Router Router MEDELLIN Denegado
MEDELLIN
LAN del Router CALI Router MEDELLIN Denegado
PING LAN del Router CALI WS 1 Denegado
LAN del Router WS 1 Denegado
MEDELLIN
LAN del Router LAN del Router CALI Denegado
MEDELLIN
PING LAN del Router CALI Servidor Permitido
LAN del Router Servidor Permitido
MEDELLIN
Servidor LAN del Router Permitido
MEDELLIN
Servidor LAN del Router CALI Permitido
Router CALI LAN del Router Permitido
MEDELLIN
Router MEDELLIN LAN del Router CALI Permitidos

Tabla 3 — Comprobaciones escenario 1



Escenario 2

Una empresa tiene la conexion a internet en una red Ethernet, lo cual deben
adaptarlo para facilitar que sus routers y las redes que incluyen puedan, por esa
via, conectarse a internet, pero empleando las direcciones de la red LAN original.

,// hY
1723123230 AY
~ = e — |
=20 T iR f
= — 1de1 | meT I
/" 20NTT 1841 | Lemorsonn =2 ael\c_emr—"T o
;"" = Bucaramanga B \ SERY DORENTE /
s -

Desarrollo

Los siguientes son los requerimientos necesarios:

e Todos los routers deberan tener los siguiente:
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e Configuracién basica.

- Configuracion Router Bucaramanga
#conf term
#hostname bucaramanga
#no ip domain-lookup
#banner motd “Solo personal autorizado”
#enable secret consola
#line console 0
#password cisco
#login
#logging synchronous
#line vty 0 15
#password cisco
#login
#logging synchronous
#int f0/0.1
#encapsulation dotlq 1
#ip address 172.31.2.1 255.255.255.248
#int f0/0.10
#encapsulation dotlq 10
#ip address 172.31.0.1 255.255.255.192
#int f0/0.30

#encapsulation dotlqg 30



#ip address 172.31.0.65 255.255.255.192
#int f0/0

#no shutdown

#int s0/0/0
#ip address 172.31.2.34 255.255.255.252

#no shutdown

#router ospf 1

#network 172.31.0.0 0.0.0.63 area O
#network 172.31.0.64 0.0.0.63 area 0
#network 172.31.2.0 0.0.0.7 area 0
#network 172.31.2.32 0.0.0.3 area 0

#end

- Configuracién Router Tunja
>en
#conf term

#hostname tunja

#no ip domain-lookup

#banner motd “Solo personal autorizado”
#enable secret cisco

#line console O

#password consola

#login

#logging synchronous



#line vty 0 15

#password cisco

#login

#logging synchronous

#int f0/0.1

#encapsulation dotlqg 1

#ip address 172.3.2.9 255.255.255.248
#int f0/0.20

#encapsulation dotlqg 20

#ip address 172.31.0.129 255.255.255.192
#int f0/0.30

#encapsulation dotlqg 30

#ip address 172.31.0.193 255.255.255.192
#int f0/0

#no shutdown

#int s0/0/0

#ip address 172.31.2.33 255.255.255.252
#no shutdown

#int s0/0/1

#ip address 172.31.2.37 255.255.255.252
#no shutdown

#int fO/1

#ip address 209.165.220.1 255.255.255.0
#no shutdown

#router ospf 1

#network 172.3.2.8 0.0.0.7 area O



#network 172.31.0.128 0.0.0.63 area 0
#network 172.31.0.192 0.0.0.63 area 0
#network 172.31.2.32 0.0.0.3 area 0
#network 172.31.2.36 0.0.0.3 area 0

#end

- Configuracién Router Cundinamarca
>en
#conf term

#hostname cundinamarca

#no ip domain-lookup

#banner motd “Solo personal autorizado”
#enable secret consola

#line console 0

#password cisco123

#login

#logging synchronous

#line vty 0 15

#password consola

#login

#logging synchronous

#int f0/0.1

#encapsulation dotlqg 1

#ip address 172.31.2.9 255.255.255.248

#int f0/0.20

#encapsulation dotlqg 20

#ip address 172.31.1.65 255.255.255.192



#int 0/0.30

#encapsulation dotlg 30

#ip address 172.31.1.1 255.255.255.192
#int f0/0.88

#encapsulation dotlqg 88

#ip address 172.31.2.25 255.255.255.248
#int f0/0

#no shutdown

#int s0/0/0

#ip address 172.31.2.38 255.255.255.252
#no shutdown

#router ospf 1

#network 172.31.1.0 0.0.0.63 area O
#network 172.31.1.64 0.0.0.63 area 0
#network 172.31.2.8 0.0.0.7 area O
#network 172.31.2.24 0.0.0.7 area 0
#network 172.31.2.36 0.0.0.3 area 0

#end

- Configuracion Switch Bucaramanga
>en
#conf term

#hostname S1
#vlan 1

#vlan 10
#vlan 30

#int f0/20



#switchport mode access

#switchport access vian 10

#int f0/24

#switchport mode access

#switchport access vlan 30

#int fO/1

#switchport mode trunk

#int vlan 1

#ip address 172.31.2.3 255.255.255.248
#no shutdown

#ip default-gateway 172.31.2.1

- Configuracion Switch Tunja
>en
#conf term
#hostname SWTUNJA
#vlan 1
#vlan 20
#vlan 30
#int f0/20
#switchport mode access
#switchport access vian 20
#int f0/24
#switchport mode access
#switchport access vilan 30
#int fO/1

#switchport mode trunk



#int vlan 1
#ip address 172.3.2.11 255.255.255.248
#no shutdown

#ip default-gateway 172.3.2.9

- Configuracién Switch Cundinamarca
>en
#conf term
#hostname SWCUNDINAMARCA
#vlan 1
#vlan 20
#vlan 30
#vlan 88
#Hexit
#int f0/20
#switchport mode access
#switchport access vlan 20
#int f0/24
#switchport mode access
#switchport access vlan 30
#int f0/10
#switchport mode access
#switchport access vlan 88
#int fO/1
#switchport mode trunk

#intvlan 1



#ip address 172.31.2.11 255.255.255.248

#no shutdown

#ip default-gateway 172.31.2.9

Autenticacion AAA Bucaramanga

#username admin secret cisco

#aaa new-model

#aaa authentication login AUTH local

#line console O

#login authentication AUTH
#line vty 0 15

#login authentication AUTH

#service password-encryption

Autenticacion AAA Tunja

#username admin secret cisco

#aaa new-model

#aaa authentication login AUTH local

#line console O

#login authentication AUTH

#line vty 0 15

#login authentication AUTH

#service password-encryption

Autenticacion AAA Cundinamarca



#username admin secret cisco

#aaa new-model

#aaa authentication login AUTH local
#line console 0

#login authentication AUTH

#line vty 0 15

#login authentication AUTH

#service password-encryption

- Intentos de acceso al router

Bucaramanga

#login block-for 5 attempts 4 within 60
Tunja

#login block-for 5 attempts 4 within 60
Cundinamarca

#login block-for 5 attempts 4 within 60

- Maximo tiempo de acceso al detectar ataques.

Bucaramanga
#login block-for 5 attempts 4 within 60
Tunja

#login block-for 5 attempts 4 within 60



Cundinamarca

#login block-for 5 attempts 4 within 60

Establezca un servidor TFTP y almacene todos los archivos necesarios de los
routers

[ servmoriemno I .

Physical  Config  Services Deskiop  Programming  Aftributes

() DHCP © Static

IP Address 17231228

IPvE Address. !
Link Local Address FES0::260:47FF-FEED:5961

IPyS Gateway

Figura 15 -Servidor Interno

El DHCP debera proporcionar solo direcciones a los hosts de Bucaramanga y
Cundinamarca

- Router Tunja
#ip dhcp excluded-address 172.31.0.1
#ip dhcp excluded-address 172.31.0.65
#ip dhcp excluded-address 172.31.1.65
#ip dhcp excluded-address 172.31.1.1
#ip dhcp pool V10B
#network 172.31.0.0 255.255.255.192
#default-router 172.31.0.1
#dns-server 172.31.2.28
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#ip dhcp pool V30B

#network 172.31.0.64 255.255.255.192
#default-router 172.31.0.65
#dns-server 172.31.2.28

#ip dhcp pool V20C

#network 172.31.1.64 255.255.255.192
#default-router 172.31.1.65
#dns-server 172.31.2.28

#ip dhcp pool V30C

#network 172.31.1.0 255.255.255.192
#default-router 172.31.1.1

#dns-server 172.31.2.28

- Router Bucaramanga

#int f0/0.10

#ip helper-address 172.31.2.33
#int f0/0.30

#ip helper-address 172.31.2.33
#end

- Router Cundinamarca

#int f0/0.20
#ip helper-address 172.31.2.37
#int f0/0.30
#ip helper-address 172.31.2.37



#end

Physical  Config op

Pc Bucaramanga
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Aftributes.

DHCP

1P Address.
Subnet Mask
Default Gateway
DNS Server
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PV6 DNS Server

802.1%

[ Use 802.1X Security
Authentication MD5
Username

Password
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Figura 16 — Configuracion Pc Bucaramanga
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Figura 17 — Configuracion Pc Bucaramanga

Pc Tunja

Physical ~ Config  Deskiop  Programming  Aftributes
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Subnet Mask 255.255.255.192
Defau Gateway 172.31.0129 B
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IPvE Gateway
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Authentication DS -
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Figura 18 — configuracién Pc Tunja
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Figura 19 — Configuracion Pc Tunja
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Figura 20 — Configuracion Pc Cundinamarca
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Figura 21 — Configuracion Pc Cundinamarca
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El web server debera tener NAT estatico y el resto de los equipos de la topologia
emplearan NAT de sobrecarga (PAT).

- Tunja
#ip nat inside source static 172.31.2.28 209.165.220.4
#access-list 1 permit 172.0.0.0 0.255.255.255
#ip nat inside source list 1 interface fO/1 overload
#int fO/1
#ip nat outside
#int f0/0.1
#ip nat inside
#int f0/0.20
#ip nat inside
#int 0/0.30
#ip nat inside
#int s0/0/0
#ip nat inside
#int s0/0/1
#ip nat inside
#exit
#ip route 0.0.0.0 0.0.0.0 209.165.220.3
#router ospf 1

#default-information originate



#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i -1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 209.165.220.3 to network 0.0.0.0
172.3.0.0/29 is subnetted, 1 subnets

C 172.3.2.8 is directly connected, FastEthernet0/0.1
172.31.0.0/16 is variably subnetted, 11 subnets, 3 masks

0 172.31.0.0/26 [110/65] via 172.31.2.34, 00:24:49, Serial0/0/0
0 172.31.0.64/26 [110/65] via 172.31.2.34, 00:24:49, Serial0/0/0
C 172.31.0.128/26 is directly connected, FastEthernet0/0.20

C 172.31.0.192/26 is directly connected, FastEthernet0/0.30

0O 172.31.1.0/26 [110/65] via 172.31.2.38, 00:23:33, Serial0/0/1
0 172.31.1.64/26 [110/65] via 172.31.2.38, 00:23:33, Serial0/0/1
0 172.31.2.0/29 [110/65] via 172.31.2.34, 00:24:49, Serial0/0/0
0 172.31.2.8/29 [110/65] via 172.31.2.38, 00:23:33, Serial0/0/1
0 172.31.2.24/29 [110/65] via 172.31.2.38, 00:23:33, Serial0/0/1
C 172.31.2.32/30 is directly connected, Serial0/0/0

C 172.31.2.36/30 is directly connected, Serial0/0/1

C 209.165.220.0/24 is directly connected, FastEthernet0/1

S* 0.0.0.0/0 [1/0] via 209.165.220.3



- Bucaramanga
#show ip route
Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, |IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i -1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 172.31.2.33 to network 0.0.0.0
172.3.0.0/29 is subnetted, 1 subnets

0 172.3.2.8 [110/65] via 172.31.2.33, 00:25:08, Serial0/0/0
172.31.0.0/16 is variably subnetted, 11 subnets, 3 masks

C 172.31.0.0/26 is directly connected, FastEthernet0/0.10

C 172.31.0.64/26 is directly connected, FastEthernet0/0.30

O 172.31.0.128/26 [110/65] via 172.31.2.33, 00:25:08, Serial0/0/0
0 172.31.0.192/26 [110/65] via 172.31.2.33, 00:25:08, Serial0/0/0
0 172.31.1.0/26 [110/129] via 172.31.2.33, 00:23:42, Serial0/0/0
0 172.31.1.64/26 [110/129] via 172.31.2.33, 00:23:42, Serial0/0/0
C 172.31.2.0/29 is directly connected, FastEthernet0/0.1

0 172.31.2.8/29 [110/129] via 172.31.2.33, 00:23:42, Serial0/0/0
0 172.31.2.24/29 [110/129] via 172.31.2.33, 00:23:42, Serial0/0/0
C 172.31.2.32/30 is directly connected, Serial0/0/0

0 172.31.2.36/30 [110/128] via 172.31.2.33, 00:24:02, Serial0/0/0
O*E2 0.0.0.0/0 [110/1] via 172.31.2.33, 00:02:01, Serial0/0/0



- Cundinamarca
#show ip route
Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, |IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i -1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 172.31.2.37 to network 0.0.0.0
172.3.0.0/29 is subnetted, 1 subnets

0 172.3.2.8 [110/65] via 172.31.2.37, 00:24:15, Serial0/0/0
172.31.0.0/16 is variably subnetted, 11 subnets, 3 masks

0 172.31.0.0/26 [110/129] via 172.31.2.37, 00:24:15, Serial0/0/0
0 172.31.0.64/26 [110/129] via 172.31.2.37, 00:24:15, Serial0/0/0
0 172.31.0.128/26 [110/65] via 172.31.2.37, 00:24:15, Serial0/0/0
0 172.31.0.192/26 [110/65] via 172.31.2.37, 00:24:15, Serial0/0/0
C 172.31.1.0/26 is directly connected, FastEthernet0/0.30

C 172.31.1.64/26 is directly connected, FastEthernet0/0.20

0 172.31.2.0/29 [110/129] via 172.31.2.37, 00:24:15, Serial0/0/0
C 172.31.2.8/29 is directly connected, FastEthernet0/0.1

C 172.31.2.24/29 is directly connected, FastEthernet0/0.88

0 172.31.2.32/30 [110/128] via 172.31.2.37, 00:24:15, Serial0/0/0
C 172.31.2.36/30 is directly connected, Serial0/0/0

O*E2 0.0.0.0/0 [110/1] via 172.31.2.37, 00:02:24, Serial0/0/0



- Tunja

#show ip nat translation

Pro Inside global Inside local Outside local Outside global

icmp 209.165.220.1:1 172.31.1.2:1 209.165.220.3:1 209.165.220.3:1
icmp 209.165.220.1:2 172.31.1.2:2 209.165.220.3:2 209.165.220.3:2
icmp 209.165.220.1:3 172.31.1.2:3 209.165.220.3:3 209.165.220.3:3
icmp 209.165.220.1:4 172.31.1.2:4 209.165.220.3:4 209.165.220.3:4

--- 209.165.220.4 172.31.2.28 --- ---

El enrutamiento debera tener autenticacion.

- Bucaramanga
#conf t
#int s0/0/0
#ip ospf authentication message-digest

#ip ospf message-digest-key 1 md5 ciscol123

- Cundinamarca
#int s0/0/0
#ip ospf authentication message-digest

#ip ospf message-digest-key 1 md5 cisco123

- Tunja
#conf t
#int s0/0/0
#ip ospf authentication message-digest

#ip ospf message-digest-key 1 md>5 cisco123



#int s0/0/1

#ip ospf authentication message-digest

#ip ospf message-digest-key 1 md5 cisco123
Listas de control de acceso:

Los hosts de VLAN 20 en Cundinamarca no acceden a internet, solo a la red
interna de Tunja.

- CUNDINAMARCA
#access-list 111 deny ip 172.31.1.64 0.0.0.63 209.165.220.0 0.0.0.255
#access-list 111 permit ip any any
#int 0/0.20

#ip access-group 111 in
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Figura 22 — Ping

Los hosts de VLAN 10 en Cundinamarca si acceden a internet y no a la red interna
de Tunja.



- Cundinamarca
#access-list 112 permitip 172.31.1.0 0.0.0.63 209.165.220.0 0.0.0.255
#access-list 112 deny ip any any
#int 0/0.30

#ip access-group 112 in
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Figura 23 — Ping

Los hosts de VLAN 30 en Tunja solo acceden a servidores web y ftp de internet.



- Tunja
#access-list 111 permit tcp 172.31.0.192 0.0.0.63 209.165.220.0 0.0.0.255 eq 80
#access-list 111 permit tcp 172.31.0.192 0.0.0.63 209.165.220.0 0.0.0.255 eq 21
#access-list 111 permit tcp 172.31.0.192 0.0.0.63 209.165.220.0 0.0.0.255 eq 20
#int 0/0.30

#ip access-group 111 in
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Los hosts de VLAN 20 en Tunja solo acceden a la VLAN 20 de Cundinamarca y
VLAN 10 de Bucaramanga.

- TUNJA

#access-list 112 permitip 172.31.0.128 0.0.0.63 172.31.1.64 0.0.0.63
#access-list 112 permitip 172.31.0.128 0.0.0.63 172.31.0.0 0.0.0.63
#int f0/0.20

#ip access-group 112 in
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Los hosts de VLAN 30 de Bucaramanga acceden a internet y a cualquier equipo
de VLAN 10.

- Bucaramanga

#access-list 111 permitip 172.31.0.64 0.0.0.63 209.165.220.0 0.0.0.255
#int f0/0.30

#ip access-group 111 in
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Figura 28 - Ping

Los hosts de VLAN 10 en Bucaramanga acceden a la red de Cundinamarca
(VLAN 20) y Tunja (VLAN 20), no internet.



- Bucaramanga
#access-list 112 permitip 172.31.0.0 0.0.0.63 172.31.1.64 0.0.0.63
#access-list 112 permitip 172.31.0.0 0.0.0.63 172.31.0.128 0.0.0.63
#int f0/0.10

#ip access-group 112 in
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Los hosts de una VLAN no pueden acceder a los de otra VLAN en una ciudad.

- Bucaramanga
#access-list 113 deny ip 172.31.2.0 0.0.0.7 172.31.0.0 0.0.0.63
#access-list 113 deny ip 172.31.0.64 0.0.0.63 172.31.0.0 0.0.0.63
#access-list 113 permit ip any any
#int f0/0.10

#ip access-group 113 out

- Tunja
#access-list 113 deny ip 172.3.2.8 0.0.0.7 172.31.0.128 0.0.0.63
#access-list 113 deny ip 172.3.0.192 0.0.0.63 172.31.0.128 0.0.0.63
#access-list 113 permit ip any any
#int f0/0.20

#ip access-group 113 out



Cundinamarca

#access-list 113 deny ip 172.31.2.8 0.0.0.7 172.31.1.64 0.0.0.63
#access-list 113 deny ip 172.31.1.0 0.0.0.63 172.31.1.64 0.0.0.63
#access-list 113 deny ip 172.31.2.24 0.0.0.7 172.31.1.64 0.0.0.63

#access-list 113 permit ip any any
#int f0/0.20

#ip access-group 113 out
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C:\>ping 172.31.0.194
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Solo los hosts de las VLAN administrativas y de la VLAN de servidores tienen
accedo a los routers e internet.

- Bucaramanga
#access-list 3 permit 172.31.2.0 0.0.0.7
#access-list 3 permit 172.3.2.8 0.0.0.7
#access-list 3 permit 172.31.2.8 0.0.0.7
#line vty 0 15

#access-class 3 in

- Tunja
#access-list 3 permit 172.31.2.0 0.0.0.7
#access-list 3 permit 172.3.2.8 0.0.0.7
#access-list 3 permit 172.31.2.8 0.0.0.7
#line vty 0 15

#access-class 3 in



- Cundinamarca
#access-list 3 permit 172.31.2.0 0.0.0.7
#access-list 3 permit 172.3.2.8 0.0.0.7
#access-list 3 permit 172.31.2.8 0.0.0.7
#line vty 0 15

#access-class 3 in



CONCLUSIONES

Con el desarrollo de los escenarios propuestos se pudo colocar en practica el
conocimiento adquirido durante el diplomado de profundizacién CISCO,
permitiendo al estudiante identificar sus habilidades que durante este fue
adquiriendo para identificar las soluciones 6ptimas y adecuadas para la resolucion
de problemas reales.

El uso de una configuracion adecuada y los equipos que se usen para el montaje
de una red puede facilitar la comunicacion de varias partes permitiendo que alla
una estabilidad en las comunicaciones y asi esto puede asegurar la integridad y la
seguridad de los datos.
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