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RESUMEN.

El Diplomado de Profundizacion (DISENO E IMPLEMENTACION DE
SOLUCIONES INTEGRADAS LAN / WAN) desarrollado por la compania CISCO
SISTEMS, posee un plan de estudios que se concentra en el desarrollo de las
habilidades necesarias para que el estudiante implemente redes escalables,
construya redes que abarquen un campus, disefie e instale intranets globales, asi
como la deteccion, prevencion y solucion de problemas de red.

Este curriculum avanzado capacita a los estudiantes para instalar, configurar y
operar redes locales y de area amplia, y para brindar servicios de acceso por
marcacion a organizaciones que tienen redes desde 100 hasta 500 nodos con
protocolos y tecnologias tales como TCP/IP, OSPF, EIGRP, BGP, ISDN, Frame
Relay, STP y VTP a lo largo, (CCNP ROUTE R&S v7) y Switch Avanzado (CCNP
SWITCH R&S v7.1)

ABSTRACT

This advanced curriculum enables students to install, configure and operate local
and wide area networks, and to provide dial-up access services to organizations that
have networks from 100 to 500 nodes with protocols and technologies such as TCP
/ IP, OSPF, EIGRP, BGP, ISDN, Frame Relay, STP and VTP over (CCNP ROUTE
R & S v7) and Advanced Switch (CCNP SWITCHR & S v7.1)

The CCNP Routing and Switching course developed by the company CISCO
SISTEMS, has a curriculum that focuses on the development of the necessary skills
for the student to implement scalable networks, build networks that encompass a
campus, design and install global intranets, as well as the detection, prevention and
solution of network problems.

1.1. PALABRAS CLAVE. CCNP, CISCO, Enrutamiento, Conmutacion,
Seguridad, Red.

1.2. KEYWORDS. CCNP, CISCO, Routing, Switching, Security, Network.
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1. INTRODUCCION

Los distintos dispositivos deben trabajar en conjunto sin inconvenientes para
proporcionar una conexion rapida, segura y confiable entre los hosts. Los switches
LAN proporcionan el punto de conexién a la red empresarial para los usuarios
finales y también son los principales responsables del control de la informacion
dentro del entorno LAN. Los routers facilitan la transmision de informacién entre
redes LAN vy, en general, desconocen a los hosts individuales. Todos los servicios
avanzados dependen de la disponibilidad de una infraestructura sélida de routing y
switching sobre la que se puedan basar. Esta infraestructura se debe disefar,
implementar y administrar cuidadosamente para proporcionar una plataforma
estable necesaria.
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2. OBJETIVOS.

2.1. Objetivo General.

Dar como solucién ante una problematica determinada de dos ecenarios propuesto
en el diplomado de profundizacion de cisco WAN

2.1.1. Objetivos Especificos

4+ configuracion basica del Router, switches y dispositivos host
+ establecer protocolos de enrutamiento dinamico, ospf, nat y dhcp
+ solucionar posibles fallas en la conectividad
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3. DESARROLLO ESCENARIO 1

Escenario 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota, Medellin y
Cali en donde el estudiante sera el administrador de la red, el cual debera configurar
e interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

Topologia de red

Los requerimientos solicitados son los siguientes:

Parte 1: Para el direccionamiento IP debe definirse una direccién de acuerdo con
el numero de hosts requeridos.

Parte 2: Considerar la asignacion de los parametros basicos y la deteccion de
vecinos directamente conectados.

Parte 3: La red y subred establecidas deberan tener una interconexion total, todos
los hosts deberan ser visibles y poder comunicarse entre ellos sin restricciones.

Parte 4: Implementar la seguridad en la red, se debe restringir el acceso y
comunicacion entre hosts de acuerdo con los requerimientos del administrador de
red.

Parte 5: Comprobacion total de los dispositivos y su funcionamiento en la red.
Parte 6: Configuracion final.

( :I Servidor W
WS 1'\ =
20 host

;—_1\20 host Rz‘\/\) 20 host
fre3 -—"‘;\ _'_r_ - "":‘
=L—d‘l » o

’ R1 3 e

llustraciéon 1-Ecenario 1
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Desarrollo

Como trabajo inicial se debe realizar lo siguiente.

e Realizar las rutinas de diagnostico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad,
etc).

Configuracion Basica de Equipos
R1- Router Medellin

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Medellin
Medellin(config)#service password-encryption
Medellin(config)#enable secret class
Medellin(config)#line console 0
Medellin(config-line)#password cisco
Medellin(config-line)#login

Medellin(config-line)#exit

Medellin(config)#

Medellin(config)#line vty 0 15
Medellin(config-line)#password cisco
Medellin(config-line)#login

Medellin(config-line)#exit

Medellin(config)#banner motd Acceso Prohibido a Personal no Autorizado
Medellin(config)#

Medellin(config)#no ip domain-lookup
Medellin(config)#exit

Medellin#

%SYS-5-CONFIG_I: Configured from console by console

10
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R2 — Router Bogota

Router>enable
Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Bogota

Bogota(config)#no ip domain-lookup

Bogota(config)#service password-encryption
Bogota(config)#enable secret class

Bogota(config)#line console 0

Bogota(config-line)#password cisco

Bogota(config-line)#login
Bogota(config-line)#exit
Bogota(config)#line vty 0 15

Bogota(config-line)#password cisco

Bogota(config-line)#login
Bogota(config-line)#exit

Bogota(config)#banner motd Acceso Prohibido a Personal no Autorizado

Bogota(config)#
Bogota(config)#

Router>enable
configure terminal
hostname Bogota
no ip domain-lookup
service password-encryption
enable secret class
line console 0
password cisco
login

exit

line vty 0 15
password cisco
login

exit

banner motd “Acceso Prohibido a Personal no Autorizado”

11
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R3 — Router Cali

Router>enable
Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#hostname Cali
Cali(config)#no ip domain-lookup

Cali(config)#service password-encryption

Cali(config)#enable secret class
Cali(config)#line console 0
Cali(config-line)#password cisco
Cali(config-line)#login
Cali(config-line)#exit
Cali(config)#

Cali(config)#line vty 0 15
Cali(config-line)#password cisco
Cali(config-line)#login
Cali(config-line)#exit

Cali(config)#banner motd Acceso Prohibido a Personal no Autorizado

Cali(config)#
Cali(config)#

Router>enable

PC1 -
¥ pca

Physical Config Desktop Programming Aftributes
(O DHCP @ Static
IP Address ‘192 168.1.35
Subnet Mask ‘ZEE 255.255.224
Default Gateway ‘1921651.33‘
DNS Server [0.0.00
IPv& Configuration
() DHCP () Aute Config
IPvE Address [
Link Local Address. ‘ FEB0::260:TOFF:FEC2:1CE1
IPv6 Gateway ‘

llustracién 3-PC 1
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PC2 -

¥ pc2 -

Physical Config Desktop Programming Attributes

O DHCP @) Static

PP Address [1s2.188.1.38
Subnet Mask [255.255.255.224
Defautt Gateway [152.188.1.33
DNS Server [0.000

IPv§ Configuration

O DHCP () Auto Config @ Static
IPué Address \ 1
Link Local Address [ FEB0::2D0:FFFF.FEET:425A

llustracion 4PC2

PC3 -WS1

® ws1

Physical Config Desktop Programming Aftributes

() pHep @ Static

P Address [1s2.182.110
Subnet Mask [2s5.255.255.204
Default Gateway [1s2.188.1.1

DNS Server H

IPvE Configuration

O DHep (O Auto Config @) Static

IPv6 Address
Link Local Address FEE0::206:2AFF:FE17.DDED

IPv6 Gateway
IPvE DNS Server
llustracion 5PC3

PC3 -

¥ pc-3

Physical  Config  Deskiop  Programming  Aftributes

(O DHeP @) Static

- T a—
Defautt Gateway [19218818s
DNS Server

IPvE Configuration

(O DHCP () Auto Config ® static
IPvE Address.
Link Local Address FEB0:201:C9FF:FEAS:3AD3

13
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PC4

® pc4

Physical Config Desktop Programming Attributes

) DHCP (®) static

IP Address [192.188.1.75

Subnet Mask |255.255.285.224

Default Gateway [192.188.1.65

DNS Server [00.00

IPwE Configuration

) DHCP () Auto Config (® Static
IPv6 Address |

Link Lecal Address | FE20::200:CFF-FEEB:4B0A

IPvE Gateway |

llustracion 6-PC

Server

B serverd — ] 4

Physical Config Services Desktop Programming Attributes

) DHCP @ Static ~
P Address [1s2.188.1.2 |
Subnet Mask [2s5.255.255.22¢ |
Default Gateway [1s2.188.11 |
DNS Server [0.0.00 |

IPv§ Configuration

() DHCP (O Auto Config @ Static

P8 Address [ ]

Link Local Address |FEED..ZDD CFF:FE20:109D

PvE Gateway |

Pv5 DNS Server [

B8021X

[ use 802.1X Security

Authentication MD5 W
Username

Password

O
llustracion 7-Server

e Realizar la conexién fisica de los equipos con base en la topologia de red

14
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Lista de dispositivos

3 Routers 1841

3 Switch 2960-24TT

5 PC-PT

1 Server-PT

Cableado Copper Dtraight-Through
Cable Serial DCE

Preparacion de los equipos

¥ Router3

Physical  Config  CLI  Aftributes

MODULES Physical Device View
HWIC-1GE-SFP Original Size Zoom Out
WY e
HWIC-4ESW 05 ;E &= gﬂ et - ek
HWICBA LA ®
HWIC-AP-AG-B r E) o 5‘
WIC-1AM S El
WIC-1ENET
WIC-1T
WIC-2AM
wic-21
WIC-Cove
‘GLC-LH-SMD
— 7. ~7
e & ; i &
Physical View Logical View
The HWIC-2T s a Cisco 2-Port Serial High-Speed WAN Interface Card, providing 2 serial ports. Oi -y = i‘
J: -2 S

llustracion 8-Preparacion de los equipos
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llustracion 9-Topologia

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.
Parte 1: Asignacién de direcciones IP:

a. Se debe dividir (subnetear) la red creando una segmentacion en ocho partes,
para permitir creciemiento futuro de la red corporativa.

b. Asignar una direccién IP a la red.

Direccion de Red

192.168.1.0 /27

Direcciones IPV4

Direcciones Asignadas

D. Red 192.168.1.0/27  ips Totales 32
D, Red 192.168.1.32 /27 ips Totales 32
D, Red 192.168.1.64 /27 ips Totales 32
D. Red 192.168.1.96 / 30 ips Totales 4

16
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D. Red

192.168.1.128/ 30 ips Totales 4

Se le debe restar la direccion de red y la direccion de Broadcast.

Parte 2: Configuracién Basica.

Mind Wide Open”

a. Completar la siguiente tabla con la configuracion basica de los routers, teniendo

en cuenta las subredes disehadas.

Tabla 1-Configuracion Basica

R1 R2 R3
Nombre de Host MEDELLIN BOGOTA CALI
Direccion de Ip en interfaz 192.168.1.99 | 192.168.1.98 | 192.168.1.131
Serial 0/0
Direccion de Ip en interfaz 192.168.1.130
Serial 0/1
Direccion de Ip eninterfaz FA | 192.168.1.33 | 192.168.1.1 192.168.1.65
0/0
Protocolo de enrutamiento Eigrp Eigrp Eigrp
Sistema Autbnomo 200 200 200
Afirmaciones de red 192.168.1.0 192.168.1.0 192.168.1.0

Configuracion Basica Router Medellin

Medellin#Configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Medellin(config)#Interface fastethernet 0/0
Medellin(config-if)#lp address 192.168.1.33 255.255.255.224

Medellin(config-ify#No shutdown

Medellin(config-if)#Exit
Medellin(config)#
%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

17
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Medellin(config)#Interface serial 0/0/0

Medellin(config-if)#ip address 192.168.1.99 255.255.255.224

Medellin(config-if)#Clock rate 64000
Medellin(config-if)y#No shutdown

Medellin(config-if)#Exit

Medellin(config)#exit

Medellin#

%SYS-5-CONFIG_I: Configured from console by console

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
Medellin(config-if)#

Configuracion Basica Router Bogota

Bogota>enable

Password:

Bogota#Configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Bogota(config)#Interface fastethernet 0/0

Bogota(config-if)#lp address 192.168.1.1 255.255.255.224
Bogota(config-if)y#No shutdown

Bogota(config-if)#Exit
Bogota(config)#
%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

Bogota(config)#Interface serial 0/0/0

Bogota(config-if)#lp address 192.168.1.98 255.255.255.252
Bogota(config-if)#Clock rate 64000

This command applies only to DCE interfaces
Bogota(config-if)#No shutdown

Bogota(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

18



ol l 1ol I I
CIsCO. Cisco Networking Academy Mind Wide Open
|

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

Bogota(config-if)#

Bogota(config-if)#exit

Bogota(config)#Interface serial 0/0/1

Bogota(config-if)#lp address 192.168.1.130 255.255.255.252
Bogota(config-if)#Clock rate 64000

Bogota(config-if)y#No shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Bogota(config-if)#

Bogota(config-if)#exit

Bogota(config)#exit

Bogota#

%SYS-5-CONFIG_I: Configured from console by console

Bogota#wr
Building configuration...
[OK]

Bogota#

Configuracion Basica Router Cali

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Cali

Cali(config)#no ip domain-lookup

Cali(config)#service password-encryption

Cali(config)#enable secret class

Cali(config)#line console 0

Cali(config-line)#password cisco

Cali(config-line)#login

Cali(config-line)#exit

Cali(config)#

Cali(config)#line vty 0 15

Cali(config-line)#password cisco

Cali(config-line)#login

Cali(config-line)#exit

Cali(config)#banner motd Acceso Prohibido a Personal no Autorizado
Cali(config)#

Cali>enable

19
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Cali#

Cali#

Cali#Configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Cali(config)#Interface fastethernet 0/0

Cali(config-if)#lp address 192.168.1.65 255.255.255.224
Cali(config-if)#No shutdown

Cali(config-if)#Exit
Cali(config)#
%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

Cali(config)#Interface serial 0/0/0

Cali(config-if)#lp address 192.168.1.131 255.255.255.252
Bad mask /30 for address 192.168.1.131
Cali(config-if)#No shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
Cali(config-if)#exit

Cali#
%SYS-5-CONFIG_I: Configured from console by console
wr
Building configuration...
[OK]
Cali#

b. Después de cargada la configuracion en los dispositivos, verificar la tabla
de enrutamiento en cada uno de los routers para comprobar las redes y sus
rutas.

Comando Show en
Medellin#show ip route

Router Medellin
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Router Bogota

Ll - O x

Physical Config CLI Attributes.
—

10S Command Line Interface

2

Medellin#show ip route
Codes: C - connected, & - static, I - IGRP, R - RIP, M - mcbhile, B
— BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter
area

N1 — OSPF NSSA external type 1, N2 - OSPF NSSA external
type 2

El - OSPF external type 1, EZ - OSPF external type 2, E —
EGP

i - IS-I8, Ll - IS-I5 level-1, L2 - IS-IS level-2, ia - IS-
IS inter area

* — candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

Medellin#
Medellin#
Medellin# v

Ctri+F6 to exit CLI focus Copy Paste

O op

llustracién 11-Router Bogota

B r2 - O X

~

Physical Config CLI Attributes.
—

105 Command Line Interface

El L P

Bogota#show ip route
Codes: C - connected, S - static, I - IGRP, R — RIP, M
- mobile, B - BGP

D — EIGRP, EX - EIGRP external, O - OSPF, IA -
OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA
external type 2

E1l - OSPF external type 1, EZ - OSPF external
type 2, E - EGP

i - I8s-I8, L1 - IS-IS lewvel-1l, L2 - IS-IS

level-2, ia - IS-IS inter area

* — candidate default, U - per-user static
route, o — ODR

P - periodic downloaded static route

connected,

cnnec

Bogota# v

Ctrl+F8 to exit CLI focus Copy Paste

O ®p

llustracién 12-Router Bogota-
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Router Cali

¥ g3 - m]

Physical Config CLI Attributes
—

105 Command Line Interface

TarTH
Ccalig
Cali#show ip route
Codes: T - connected, § - static, I - IGRP, R —
RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF,
IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSFF
NSS& external type 2

El - OSPF external type 1, E2 - OSPEF
external type 2, E - EGP

i - Is-Is, L1 - IS-IS level-1, L2 - IS-IS

level-2, ia - IS-IS inter area

* — candidate default, U - per-user
static route, o - ODR

P - pericdic downlocaded static route

7 is subnetted, 2 subnets
.1.64 is directly connected,

Serial0/0/0|

calif

Ctri+F6 to exit CLI focus Copy Paste

Owp

llustraciéon 13-Router Cali

c. Verificar el balanceo de carga que presentan los routers.

Show ip router Medellin

Medellin>enable
Password:

Medellin#Show ip route 192.168.1.99

Routing entry for 192.168.1.96/27

Known via "connected", distance 0, metric O (connected, via interface)

Routing Descriptor Blocks:
* directly connected, via Serial0/0/0

Route metric is 0, traffic share count is 1

Show ip router Bogota
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Interfaz serial S0/0/0

Bogota>enable

Password:

Bogota#

Bogota#

Bogota#show ip route 192.168.1.98

Routing entry for 192.168.1.96/27

Known via "connected", distance 0, metric O (connected, via interface)
Routing Descriptor Blocks:

* directly connected, via Serial0/0/0

Route metric is 0, traffic share count is 1

Bogota#
Bogota#

Interfaz serial S0/0/1

Bogota#show ip route 192.168.1.130

Routing entry for 192.168.1.128/27

Known via "connected", distance 0, metric O (connected, via interface)
Routing Descriptor Blocks:

* directly connected, via Serial0/0/1

Route metric is 0, traffic share count is 1

Bogota#

Show ip router Cali

Cali>enable

Password:

Cali#

Cali#show ip route 192.168.1.131

Routing entry for 192.168.1.128/27

Known via "connected", distance 0, metric O (connected, via interface)
Routing Descriptor Blocks:

* directly connected, via Serial0/0/0

Route metric is 0, traffic share count is 1

Cali#t

d. Realizar un diagndstico de vecinos uando el comando cdp.
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Show cdp interface
Medellin

B R ]
Physical Config CLI Aftributes
—
105 Command Line Interface
Medellin#show cdp interf
Madellin#show cdp interface
Vlanl is administratively down, line protoccl is down
Sending CDP packets every 60 seconds
Holdtime is 180 seconds
FastEthernet0/0 is up, line protocol is up
Sending CDP packets every 60 seconds
Holdtime is 180 seconds
FastEthernet0/1 is up, line protocol is down
Sending CDP packets every 60 seconds
Holdtime is 180 seconds
Serial0/0/0 is up, line protocol is up
Sending CDP packets every 60 seconds
Holdtime is 180 seconds
Serial0/0/1 is administratively down, line protocol is down
Sending CDP packets every 60 seconds
Holdtime is 180 seconds
Medelling |
Ctri+F8 to exit CLI focus Paste

O wp

llustracion 14-Medellin

Bogota
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oo
Bogota# .
Bogota#Show cdp interface
Vlanl is administratively down, line protocol is down
Sending CDP packets every €0 seconds
Holdtime is 180 seconds
FastEthernet0/0 is up, line protocol is up
Sending CDP packets every €0 seconds
Holdtime is 180 seconds
FastEthernet0/1 is administratively down, line protocol is down
Sending CDP packets every €0 seconds
Holdtime is 180 seconds
Seriall/0/0 is up, line protocol is up
Sending CDP packets every €0 seconds
Holdtime is 180 seconds
Serial0/0/1 is up, line protocol is up
Sending CDP packets every €0 seconds
Holdtime is 180 seconds
Bogotas® v
Ctri+F6 to exit CLI focus Copy Paste
O wop
llustracion 15-Bogota
Router Cali
L - O ke
Physical Config CLI Attributes
—
105 Command Line Interface
Cali# ”
Cali#show cdp interface
Vlanl is administratively down, line protoceol is down
Sending CDP packets every 60 seconds
Holdtime is 180 seconds
FastEthernet0/0 is up, line protocol is up
Sending CDP packets every €0 seconds
Holdtime is 180 seconds
FastEthernet0/1 is administratively down, line protocol is down
Sending CDP packets every 60 seconds
Holdtime is 180 seconds
Serial0/0/0 is up, line protocol is up
Sending CDP packets every 60 seconds
Holdtime is 180 seconds
Serial0/0/1 is administratively down, line protocol is down
Sending CDP packets every 60 seconds
Holdtime is 180 seconds
cali#| v
Cirl+F§ to ext CLI focus Copy Faste
O wp

llustracion 16-Router Cali
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e. Realizar una prueba de conectividad en cada tramo de la ruta usando Ping.

Router Medellin a Router Bogota success
Medellin#ping 192.168.1.131

L] — m| o

™

Physical Config CLI Attributes.
—

105 Command Line Interface

Serial0/0/0 is up, line protocol is up ()
Sending CDP packets every 60 seconds
Holdtime is 180 seconds
Serial0/0/1 is up, line protocol is up
Sending CDP packets every 60 seconds
Holdtime is 180 seconds
Bogota#
Bogota#
Bogota#
Bogota#ping 19%2.168.1.131

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.131,
timecut is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/
avg/max = 1/8/18 ms

Bogota# v

Ctrl+F6 to exit CLI focus Copy Paste

[ mp

Router Medellin a Router Cali perdido

Lt - ] o

Physical Config CLI Aftributes
—

105 Command Line Interface

Medellin#ping 192.168.1.98

Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos to 1%2.168.1.98, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/10/27 ms

Medellin#
Medelling
Medellingfping 192.168.1.131

Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos to 19%2.168.1.131, timecut is 2 seconds:

Success rate is 0 percent (0/5)

Medellin#
Msdelling v

Ctrl+F8 to exit CLI focus Copy Paste

O wp
llustracién 17-Router Medellin a Router Cali perdido
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Parte 3: Configuracion de Enrutamiento.

a. Asignar el protocolo de enrutamiento EIGRP a los routers considerando el
direccionamiento disefado.

Router EIGRP 200 en Router Medellin

Medellin#

Medellin#confi term

Enter configuration commands, one per line. End with CNTL/Z.
Medellin(config)#router ei

Medellin(config)#router eigrp 200

Medellin(config-router)#net

Medellin(config-router)#network 192.168.1.32 255.255.255.224
Medellin(config-router)#network 192.168.1.96 255.255.255.224
Medellin(config-router)#no au

Medellin(config-router)#no auto-summary
Medellin(config-router)#exit

Medellin(config)#exit

Medellin#

%SYS-5-CONFIG_I: Configured from console by console

Medellin#
Router EIGRP 200 en Router Bogota

Bogota>enable

Password:

Bogota#

Bogota#

Bogota#confi term

Enter configuration commands, one per line. End with CNTL/Z.
Bogota(config)#router eigrp 200
Bogota(config-router)#network 192.168.1.0 255.255.255.224
Bogota(config-router)#network 192.168.1.96 255.255.255.224
Bogota(config-router)#

%DUAL-5-NBRCHANGE: IP-EIGRP 200: Neighbor 192.168.1.99 (Serial0/0/0) is
up: new adjacency

Bogota(config-router)#network 192.168.1.128 255.255.255.224
Bogota(config-router)#exit
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Bogota(config)#exit
Bogota#
%SYS-5-CONFIG_I: Configured from console by console

Bogota#

Router eigrp 200 en Router Cali

Cali>enable

Password:

Cali#

Cali#

Cali#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Cali(config)#router eigrp 200

Cali(config-router)#network 192.168.1.64 255.255.255.224
Cali(config-router)#network 192.168.1.128 255.255.255.224
Cali(config-router)#

%DUAL-5-NBRCHANGE: IP-EIGRP 200: Neighbor 192.168.1.130 (Serial0/0/0) is
up: new adjacency

Cali(config-router)#no auto-summary

Cali(config-router)#

%DUAL-5-NBRCHANGE: IP-EIGRP 200: Neighbor 192.168.1.130 (Serial0/0/0)
resync: summary configured

Cali(config-router)#

Cali(config-router)#exit

Cali(config)#do wr

Building configuration...

[OK]

Cali(config)#

Cali(config)#exit

Cali#

%SYS-5-CONFIG_I: Configured from console by console

Cali#

b. Verificar si existe vecindad con los routers configurados con EIGRP.

Vecindad en Router Medellin
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Physical Config

CLI
—

Aftributes

I0S Command Line Interface

T T T TTITW

Medellin#
Medellin#
Medellin#
Medellin#
Medellin#
Medellin#
Medellin#
Medellin#

RTO Q
Cnt Num

1000 0O

Medellin#

0 1%2.1e8.1.98
12

Interface

Sed/0/0

Medellin#show ip elgrp neighbors
IP-EIGRP neighbors for process 200
H Address
Seqg
(sec)

Hold Uptime

12

SRTT
(ms)

40

Ctrl+F6 to exit CLI focus

[ mop

Paste

llustracion 18-Vecindad en Router Medellin

Vecindad en Router Bogota

Mind Wide Open”
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Physical Config CLI Aftributes
La—

105 Command Line Interface

Bogota# -
Bogota#
Bogota#show ip ei
Bogota#show ip eigrp n
Bogota#show ip eigrp neighbors
TP-EIGRP neighbors for process 200
H 2ddress Interface Hold Uptime
SRTT RTO Q Seq

{sec}
{ms) Cnt HNum
0 192.168.1.99 5e0/0/0 13 00:12:42
40 1000 O 10
1 192.168.1.131 520/0/1 10 00:09:42
40 1000 O 21

Bogota#
Bogota#
Bogota#
Bogotad| "

Cirl+F6 to exit CLI focus Copy || Paste

[ mop

llustracion 19-

Vecindad en Router Cali

B R3 - O »

Physical Config CLI Attributes
[

105 Command Line Interface

T

cali#

cali#

Cali#

cali#

Cali#show ip e

cali#show ip eigrp n

Cali#show ip eigrp neighbors

IFP-EIGRP neighbors for process 200

H Address Interface Hold Uptime
SETT ETO Q Seq

{sec)
{ms) Cnt HNum
o 192.165.1.130 5e0/0/0 13 00:12:24
40 1000 0O 13
cali#
cali#
cali#

Cirl+F to exit CLI focus Copy

[ 1op

llustracion 20-Vecindad en Router Cali
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Router Medellin
Medellin>enable

Password:
Medellin#show run

LN

Physical Config CLI Adtributes
E 3

105 Command Line Interface

!

interface FastEthernet0/0

ip address 192.168.1.33 255.255.255.224
duplex auto

speed auto

!

interface FastEthernet0/1

no ip address

duplex auto

speed auto

!

interface Serial0/0/0

ip address 192.168.1.99 255.255.255.224
clock rate 4000

!

interface Serial0/0/1

no ip address

clock rate 2000000

shutdown

1
interface Vlanl

no ip address

shutdown

!
router eigrp 200

network 192.168.1.32 0.0.0.31
network 192.168.1.96 0.0.0.31

no auto—summary
1

ip classless

Ciri+F6 to exit CLI focus

O mp

Copy

Paste

Mind Wide Open”

c. Realizar la comprobacién de las tablas de enrutamiento en cada uno de los
routers para verificar cada una de las rutas establecidas.
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Router Bogota

R - [m]

Physical ~ Config _ CLI_ Aftributes
—

105 Command Line Interface

duplex auto
speed auto
1
interface FastEthernet0/1
no ip address
duplex auto
speed auto
shutdown
1
interface Serial0/0/0
ip address 1%2.168.1.98 255.255.255.224
1

interface Serial0/0/1

ip address 19%2.168.1.130 255.255.255.224
clock rate 64000

1

interface Vlanl

no ip address

shutdown

1

router eigrp 200

network 192.168.1.0 0.0.0.31
network 192.168.1.%96 0.0.0.31
network 192.1€8.1.128 0.0.0.31
auto-summary

!

ip classless

1

ip flow-export wversion 9
s

Clri+F8 to exit CLI focus Copy Paste

e
llustracién 21-Router Bogota

Router Medellin

Physical  Config _ CLI  Aftributes
—

105 Command Line Interface

¥ R3 - [m]

spanning-tree mode pvst
1

interface FastEthernet0/0
ip address 19%2.168.1.65 255.255.255.224
duplex auto
speed auto
1
interface FastEthernet0/1
no ip address
duplex auto
speed auto
shutdown
1
interface SerialQ/0/0
ip address 192.168.1.131 255.255.255.224
1

interface Serial0/0/1
no ip address

clock rate 2000000
shutdown

1

interface vlanl

no ip address

shutdown
!

O 7op

llustracion 22-Router Medellin

Cirl=F6 to exit CLI focus Copy Paste
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d. Realizar un diagnéstico para comprobar que cada uno de los puntos de la
red se puedan ver y tengan conectividad entre si. Realizar esta prueba desde
un host de lared LAN del router CALI, primero a lared de MEDELLIN y luego

al servidor.

Router Medellin
Ping 192.168.1.99

Servidor
Ping 192.168.1.2

B pca - O x

Physical Config Desktop Programming Aftributes
——

e —

O wp
llustracién 23-Ping 192.168.1.2

Ping de PC-4 a Servidor y a Router Medellin, sent= 4

Parte 4: Configuracion de las listas de Control de Acceso.
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En este momento cualquier usuario de la red tiene acceso a todos sus dispositivos
y estaciones de trabajo. El jefe de redes le solicita implementar seguridad en la red.
Para esta labor se decide configurar listas de control de acceso (ACL) a los routers.
Las condiciones para crear las ACL son las siguientes:

a. Cada router debe estar habilitado para establecer conexiones Telnet con
los demas routers y tener acceso a cualquier dispositivo en lared.

PC 2 telnet a Router Medellin

telnet 192.168.1.99

¥ pco - [m} *
Physical Config Deskto Programming Aftributes
—

(Command Prompt

o Prohibido a Persocnal no

Verification

dellin#
lin#

ed by foreign host]

O wp
llustracion 24-telnet 192.168.1.99

PC 2 telnet a Router Bogota

telnet 192.168.1.98
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Physical  Cenfig  Deskio Programming  Attributes
——

Command Prompt

Prohibido a Personal

llustracion 25-telnet 192.168.1.98

Pc Telnet a Router Cali

telnet 192.168.1.131

¥ pc2 - O x

Physical Config Desktop Programming Attributes
I

Command Prompt

168.1.131
-131 .. .Openc

[ wp
llustracion 26-telnet 192.168.1.131
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b. El equipo WS1y el servidor se encuentran en la subred de administracion.
Solo el servidor de la subred de administracion debe tener acceso a cualquier
otro dispositivo en cualquier parte de la red.

Router Bogota
Bogota(config)#acces-list 1 permit host 192,168.1.3

Bogota>enable

Password:

Bogota#

Bogota#confi term

Enter configuration commands, one per line. End with CNTL/Z.
Bogota(config)#access-list 1 permit host 192.168.1.2
Bogota(config)#exit

Bogota#

%SYS-5-CONFIG_I: Configured from console by console

Bogota#

c. Las estaciones de trabajo en las LAN de MEDELLIN y CALI no deben tener
acceso a ningun dispositivo fuera de su subred, excepto para interconectar con el
servidor.

Router Medellin

Medellin>enable

Password:

Medellin#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Medellin(config)#access-list 1 permit 192.168.1.32 0.0.0.31
Medellin(config)#access-list 1 permit 192.168.1.96 0.0.0.31
Medellin(config)#exit

Medellin#

%SYS-5-CONFIG_I: Configured from console by console

Medellin#

Router Cali
Cali>enable

Password:
Cali#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Cali(config)#ac
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Cali(config)#access-list 2 pe

Cali(config)#access-list 2 permit 192.168.1.64 0.0.0.31
Cali(config)#access-list 2 permit 192.168.1.128 0.0.0.31
Cali(config)#exit

Cali#

%SYS-5-CONFIG_I: Configured from console by console

Cali#

Parte 5: Comprobacion de la red instalada.

a. Se debe probar que la configuracion de las listas de acceso fue exitosa.

Router Medellin

L — | b4

Physical Config CLI Attributes
—

105 Command Line Interface

network 122.168.1.96 0.0.0.31 &

no autofsu.m.mary
1

ip classless

!

ip flow-export version 9

1

!

access-list 1 permit 192.168.1.32 0.0.0.31
access—list 1 permit 192.168.1.%6 0.0.0.31
!

banner motd "“Ccceso Prchibido a Personal no ~C
1

line con 0O

= tamaed 7 0022 ACCOONTE
Cirl+F86 to exit CLI focus Copy Paste
O wp

llustracion 27-

Router Cali
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ORIGEN DESTINO RESULTADO
TELNET Router MEDELLIN Router CALI Si
WS 1 Router BOGOTA Si
Servidor Router CALI Si
Servidor Router MEDELLIN Si
TELNET LAN del Router Router CALI Si
MEDELLIN
LAN del Router CALI Router CALI Si
LAN del Router Router MEDELLIN Si
MEDELLIN
LAN del Router CALI Router MEDELLIN Si
PING LAN del Router CALI WS 1 Si
LAN del Router WS 1 Si
MEDELLIN
LAN del Router LAN del Router CALI Si
MEDELLIN
PING LAN del Router CALI Servidor Si
LAN del Router Servidor Si
MEDELLIN
Servidor LAN del Router Si
MEDELLIN
Servidor LAN del Router CALI Si
Router CALI LAN del Router Si
MEDELLIN
Router MEDELLIN LAN del Router CALI Si
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105 Command Line Interface

1 ~
router elgrp 200
network 19%2.168.1.64 0.0.0.31
network 19%2.168.1.128 0.0.0.31
no auto-SUmMmAary
1
ip classless
1
ip flow-export version 9
!
!
access-list 2 permit 192.168.1.64 0.0.0.31
access-list 2 permit 192.168.1.128 0.0.0.31
1

banner motd “Ccceso Prohibido a Personal no “C
|

Ctri+F8 to exit CLI focus. Copy Paste

O wop

llustracion 28-Router Cali

b. Comprobar y Completar la siguiente tabla de condiciones de prueba para
confirmar el éptimo funcionamiento de la red e.

Tabla 2
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Escenario 2

Una empresa tiene la conexion a internet en una red Ethernet, lo cual deben
adaptarlo para facilitar que sus routers y las redes que incluyen puedan, por esa
via, conectarse a internet, pero empleando las direcciones de la red LAN original.

File Edit Options View Tools Extensions Help
EERS0rLad@dcdr aaaQaoE B FE ?
@G B/ med H@

OSPF 1Area 017231.0.0 119

17231232130

'DANEL ANDRES BORBON

172.31.2.36 130

"3 cunomanarca
SWITCHTUNIA

= =
VLAN 1172312029

VLAN
VLAN 10 172.31.0.0 126 Lm
60 HOSTS VLAN 20
VLAN 30 172.31.0.64 126 80 HOSTS
VLAN 11723128 129
VLAN 20 172.31.1.64 126
VLAN 30 172.31.1.0 126
VLAN 88 172.31.224 129
A AN 20 175 24 0 105 R

FEEEEEEEEEEEEER Activar Windows
L4321 | 10a1 | | 290 11 81910K 81 e Teamr PrEvgly 1841 | 262001 262004 | 2811 e Carr .

© Realtime ] @SR

(a2a0

<

Feonmie >

llustracion 29-Ecenario 2
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Desarrollo

Los siguientes son los requerimientos necesarios:
Router 2811
Adaptacion de tarjeta HWIC- 2T

llustracién 30-Adaptacion de tarjeta HWIC- 2T
Switch 2960 24TT

PC-PT

Servidor

Topologia
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File Edit Options View Tools Extensions Help

EERSOrh @1 QaQaQaoE BFE
TQe@I f/rmegd B
( Physical) x 58. y: 822 me}(D@ ( )( - 2112:00)

Se0/0/0

SImMEWS 5 =555

<
m Copper Straight-Through

Router(config-line)#password cisco Contrasefia: cisco
Router(config-line)#login

Pagina 47 de 67 3566 palabras [TE( Espaiol (Colombia)

llustracion 31-Topologia

1. Todos los routers deberan tener los siguiente:
e Configuracién basica.

Router Bucaramanga

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Bucaramanga
Bucaramanga(config)#no ip domain-lookup
Bucaramanga(config)#exit

Bucaramanga#

%SYS-5-CONFIG_I: Configured from console by console

Bucaramanga#

Bucaramanga>enable

Password:

Bucaramanga#

Bucaramanga#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
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Bucaramanga(config)#interface fastEthernet 0/0
Bucaramanga(config-if)#no shutdown

Bucaramanga(config-if)#
%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

Bucaramanga(config-if)#exit

Bucaramanga(config)#interface fastEthernet 0/0.1
Bucaramanga(config-subif)#

%LINK-5-CHANGED: Interface FastEthernet0/0.1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.1,
changed state to up

Bucaramanga(config-subif)#encapsulation dot1Q 1
Bucaramanga(config-subif)#no shutdown
Bucaramanga(config-subif)#exit
Bucaramanga(config)#
Bucaramanga(config)#
Bucaramanga(config)#interface fastEthernet 0/0.1
Bucaramanga(config-subif)#ip address 172.31.2.1 255.255.255.248
Bucaramanga(config-subif)#exit
Bucaramanga(config)#

Bucaramanga(config)#

Bucaramanga(config)#

Bucaramanga(config)#interface fastEthernet 0/0.10
Bucaramanga(config-subif)#

%LINK-5-CHANGED: Interface FastEthernet0/0.10, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.10,
changed state to up

Bucaramanga(config-subif)#encapsulation dot1Q 10
Bucaramanga(config-subif)#ip address 172.31.0.1 255.255.255.192
Bucaramanga(config-subif)#no shutdown
Bucaramanga(config-subif)#exit
Bucaramanga(config)#

Bucaramanga(config)#

Bucaramanga(config)#interface fastEthernet 0/0.30
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Bucaramanga(config-subif)#
%LINK-5-CHANGED: Interface FastEthernet0/0.30, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.30,
changed state to up

Bucaramanga(config-subif)#encapsulation dot1Q 30
Bucaramanga(config-subif)#ip address 172.31.0.65 255.255.255.192
Bucaramanga(config-subif)#exit

Bucaramanga(config)#exit

Bucaramanga#

%SYS-5-CONFIG_I: Configured from console by console

Bucaramanga#

Bucaramanga(config)#interface serial 0/0/0
Bucaramanga(config-if)#ip address 172.31.2.33 255.255.255.252
Bucaramanga(config-if)#clock rate 64000
Bucaramanga(config-if)#exit

Bucaramanga(config)#exit

Bucaramanga#

%SYS-5-CONFIG_I: Configured from console by console

Bucaramanga#

Switch Bucaramanga

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#

Switch(config)#hos

Switch(config)#hostname SW_Bucaramanga

SW_Bucaramanga(config)#interface vian 1
SW_Bucaramanga(config-if)#ip address 172.31.2.1 255.255.255.248
SW_Bucaramanga(config-if)j#no shutdown

SW_Bucaramanga(config-if)#
%LINK-5-CHANGED: Interface Vlanl, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up

%IP-4-DUPADDR: Duplicate address 172.31.2.1 on Vlanl, sourced by
00E0.A3D2.C701
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SW_Bucaramanga(config-if)#end
SW_Bucaramanga#
%SYS-5-CONFIG_I: Configured from console by console

SW_Bucaramanga(config-vlan)#name VLAN10
SW_Bucaramanga(config-vlan)#vlan 30
SW_Bucaramanga(config-vlan)#name VLAN30
SW_Bucaramanga(config-vlan)#exit

SW_Bucaramanga(config)#interface fastEthernet 0/1
SW_Bucaramanga(config-if)#switchport mode trunk

SW_Bucaramanga(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0O/1, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0O/1, changed
state to up

SW_Bucaramanga(config-if)#switchport trunk allowed vlan 1,10,30
SW_Bucaramanga(config-if)#exit
SW_Bucaramanga(config)#

SW_Bucaramanga(config)#interface range fastEthernet 0/2-10
SW_Bucaramanga(config-if-range)#switchport mode access
SW_Bucaramanga(config-if-range)#switchport access vlan 10
SW_Bucaramanga(config-if-range)#no shutdown
SW_Bucaramanga(config-if-range)#exit
SW_Bucaramanga(config)#interface range fastEthernet 0/11-20
SW_Bucaramanga(config-if-range)#switchport mode access
SW_Bucaramanga(config-if-range)#switchport access vlan 30
SW_Bucaramanga(config-if-range)#no shutdown
SW_Bucaramanga(config-if-range)#exit
SW_Bucaramanga(config)#exit

SW_Bucaramanga#

%SYS-5-CONFIG_I: Configured from console by console

SW_Bucaramanga#

Router Tunja
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Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#host

Router(config)#hostname Tunja

Tunja(config)#no ip domain-lookup

Tunja(config)#exit

Tunja#

%SYS-5-CONFIG_I: Configured from console by console

Tunja#
Enrutamiento

Tunja>enable

Tunja#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Tunja(config)#interface fastEthernet 0/1

Tunja(config-if)#ip address 209.17.220.1 255.255.255.0
Tunja(config-if)#no shutdown

Tunja(config-if)#
%LINK-5-CHANGED: Interface FastEthernet0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/1, changed
state to up

Tunja(config-if)#exit
Tunja(config)#

Tunja(config)#interface fastEthernet 0/0
Tunja(config-if)#no shutdown

Tunja(config-if)#
%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

Tunja(config-if)#exit
Tunja(config)#
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Tunja(config)#interface fastEthernet 0/0.1
Tunja(config-subif)#
%LINK-5-CHANGED: Interface FastEthernet0/0.1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.1,
changed state to up

Tunja(config-subif)#encapsulation dot1Q 1

Tunja(config-subif)#ip address 172.3.2.9 255.255.255.248
Tunja(config-subif)#exit

Tunja(config)#

Tunja(config)#interface fastEthernet 0/0.20

Tunja(config-subif)#

%LINK-5-CHANGED: Interface FastEthernet0/0.20, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.20,
changed state to up

Tunja(config-subif)#encapsulation dot1Q 20

Tunja(config-subif)#ip address 172.31.0.129 255.255.255.192
Tunja(config-subif)#no shutdown

Tunja(config-subif)#exit

Tunja(config)#

Tunja(config)#interface fastEthernet 0/0.30

Tunja(config-subif)#

%LINK-5-CHANGED: Interface FastEthernet0/0.30, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.30,
changed state to up

Tunja(config-subif)#encapsulation dot1Q 30
Tunja(config-subif)#ip address 172.31.0.193 255.255.255.192
Tunja(config-subif)#exit
Tunja(config)#

Tunja(config)#

Tunja(config)#interface serial 0/0/0

Tunja(config-if)#ip address 172.31.2.34 255.255.255.252
Tunja(config-if)#exit

Tunja(config)#interface serial 0/0/1

Tunja(config-if)#ip address 172.31.2.37 255.255.255.252
Tunja(config-if)#clock rate 64000

Tunja(config-if)#exit

47



ol l 1ol I I
CIsCO. Cisco Networking Academy Mind Wide Open
|

Tunja(config)#exit
Tunja#
%SYS-5-CONFIG_I: Configured from console by console

Tunja#wr
Building configuration...
[OK]

Tunja#

SWITCH TUNJA

Switch>

Switch>enable

Switch#confi term

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#interface vlan 1

Switch(config-if)#ip address 172.3.2.9 255.255.255.248
Switch(config-if)y#no shutdown

Switch(config-if)#
%LINK-5-CHANGED: Interface Vlanl, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up
%IP-4-DUPADDR: Duplicate address 172.3.2.9 on Vlanl, sourced by
00D0.BC4B.7A01
exit
Switch(config)#

Switch(config)#

Switch(config)#vlan 20
Switch(config-vlan)#name VLAN20
Switch(config-vlan)#vlan 30
Switch(config-vlan)#name VLAN30
Switch(config-vlan)#exit
Switch(config)#interface fastEthernet 0/1
Switch(config-if)#switchport mode trunk

Switch(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed
state to up
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Switch(config-if)#switchport trunk allowed vian 1,20,30
Switch(config-if)#exit

Switch(config)#
Switch(config)#interface range fastEthernet 0/2-10
Switch(config-if-range)#switchport mode access
Switch(config-if-range)#switchport access vlan 20
Switch(config-if-range)#no shutdown
Switch(config-if-range)#exit
Switch(config)#interface range fastEthernet 0/11-24
Switch(config-if-range)#switchport mode access
Switch(config-if-range)#switchport access vlian 30
Switch(config-if-range)#no shutdown
Switch(config-if-range)#exit

Switch(config)#

Router Cundinamarca

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Cundinamarca
Cundinamarca(config)#no ip domain-lookup
Cundinamarca(config)#exit

Cundinamarca#

%SYS-5-CONFIG_I: Configured from console by console

Cundinamarca#

Cundinamarca#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Cundinamarca(config)#interface fastEthernet 0/0
Cundinamarca(config-ify#no shutdown

Cundinamarca(config-if)#
%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

exit

Cundinamarca(config)#interface fastEthernet 0/0.1

Cundinamarca(config-subif)#
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%LINK-5-CHANGED: Interface FastEthernet0/0.1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.1,
changed state to up

enca

Cundinamarca(config-subif)#encapsulation dot1Q 1
Cundinamarca(config-subif)#ip address 172.3.2.9 255.255.255.248
Cundinamarca(config-subif)#no shutdown
Cundinamarca(config-subif)#exit

Cundinamarca(config)#interface fastEthernet 0/0.20
Cundinamarca(config-subif)#

%LINK-5-CHANGED: Interface FastEthernet0/0.20, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.20,
changed state to up

Cundinamarca(config-subif)#encapsulation dot1Q 20
Cundinamarca(config-subif)#ip address 172.31.1.65 255.255.255.192
Cundinamarca(config-subif)#no shutdown
Cundinamarca(config-subif)#exit

Cundinamarca(config)#interface fastEthernet 0/0.30
Cundinamarca(config-subif)#

%LINK-5-CHANGED: Interface FastEthernet0/0.30, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.30,
changed state to up

Cundinamarca(config-subif)#encapsulation dot1Q 30
Cundinamarca(config-subif)#ip address 172.31.1.1 255.255.255.192
Cundinamarca(config-subif)#no shutdown
Cundinamarca(config-subif)#exit

Cundinamarca(config)#interface fastEthernet 0/0.88
Cundinamarca(config-subif)#

%LINK-5-CHANGED: Interface FastEthernet0/0.88, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.88,
changed state to up

Cundinamarca(config-subif)#encapsulation dot1Q 88
Cundinamarca(config-subif)#ip address 172.31.2.25 255.255.255.248
Cundinamarca(config-subif)#exit

Cundinamarca(config)#exit

Cundinamarca#

%SYS-5-CONFIG_I: Configured from console by console
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Cundinamarca#wr
Building configuration...
[OK]

Cundinamarca#

Cundinamarca(config)#interface serial 0/0/0
Cundinamarca(config-if)#ip address 172.31.2.38 255.255.255.252
Cundinamarca(config-if)#exit

Cundinamarca(config)#exit

Cundinamarca#

%SYS-5-CONFIG_I: Configured from console by console

Cundinamarca#
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Switch Cundinamarca

Switch>

Switch>enable

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S_Cund

S_Cund(config)#interface vlan 1

S _Cund(config-if)#ip address 172.3.2.9 255.255.255.248
S_Cund(config-if)#no shutdown

S_Cund(config-if)#
%LINK-5-CHANGED: Interface Vlanl, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up
%IP-4-DUPADDR: Duplicate address 172.3.2.9 on Vlanl, sourced by
0006.2A4C.9601

exi

S _Cund(config-if)#exit

S_Cund(config-if)#exit

S_Cund(config)#

S_Cund(config)#vlan 20

S_Cund(config-vlan)#name VLAN20

S_Cund(config-vlan)#vlan 30

S_Cund(config-vlan)#name VLAN30

S_Cund(config-vlan)#vlan 88

S_Cund(config-vlan)#name VLAN88

S_Cund(config-vlan)#exit

S _Cund(config)#interface fastEthernet 0/1
S_Cund(config-if)#switchport mode trunk

S_Cund(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0O/1, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/1, changed
state to up

S_Cund(config-if)#switchport trunk allowed vlan 1,20,30,88
S_Cund(config-if)#exit

S_Cund(config)#

S_Cund(config)#interface range fastEthernet 0/2-10
S_Cund(config-if-range)#switchport mode access
S_Cund(config-if-range)#switchport access vlian 20
S_Cund(config-if-range)#no shutdown

52



ol l 1ol I I
CIsCO. Cisco Networking Academy Mind Wide Open
|

S_Cund(config-if-range)#exit

S_Cund(config)#

S_Cund(config)#interface range fastEthernet 0/11-20
S_Cund(config-if-range)#switchport mode access
S_Cund(config-if-range)#switchport access vian 30
S_Cund(config-if-range)#no shutdown
S_Cund(config-if-range)#exit
S_Cund(config)#interface range fastEthernet 0/21-24
S_Cund(config-if-range)#switchport mode access
S_Cund(config-if-range)#switchport access vlian 88
S_Cund(config-if-range)#no shutdown
S_Cund(config-if-range)#exit

S _Cund(config)#exit

S Cund#

%SYS-5-CONFIG_I: Configured from console by console

S_Cund#wr

Building configuration...
[OK]

S Cund#

Enrutamiento OSPF
Router Bucaramanga

Bucaramanga(config)#router ospf 1
Bucaramanga(config-router)#network 172.31.0.0 0.0.255.255 area 0
Bucaramanga(config-router)#exit

Bucaramanga(config)#

Bucaramanga(config)#exit

Router Tunja

Tunja(config)#router ospf 1

Tunja(config-router)#network 172.3.0.0 0.0.0.31 area 0
Tunja(config-router)#network 172.31.0.0 0.0.255.255 area 0
Tunja(config-router)#exit

Tunja(config)#

Router Cundinamarca

Cundinamarca(config)#router ospf 1
Cundinamarca(config-router)#network 172.3.0.0 0.0.0.31 area O
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Cundinamarca(config-router)#network 172.31.0.0 0.0.255.255 area 0
Cundinamarca(config-router)#exit

e Autenticacion local con AAA.
Tunja(config)#aaa authentication login REMOTO Group radius local enable

Router Tunja
Bucaramanga(config)#aaa authentication login REMOTO Group radius local
enable

Router Tunja

Tunja(config)#aaa authentication login REMOTO Group radius local enable
Tunja(config)#radius-server host direccion de servidor key 1234
Tunja(config)#

Tunja(config)#line vty 0 15

Tunja(config- line)#transport input ssh

Tunja(config- line)#login authentication Remoto

Tunja(config- line)#Exit

Tunja(config)#

Router Cundinamarca

Cundinamarca(config)#aaa authentication login REMOTO Group radius
local enable

Cundinamarca(config)# radius-server host direccion de servidor key 1234
Cundinamarca(config)#radius-server host direccion de servidor key 1234
Cundinamarca (config)#

Cundinamarca (config)#line vty 0 15

Cundinamarca (config- line)#transport input ssh

Cundinamarca (config- line)#login authentication Remoto

Cundinamarca (config- line)#Exit

Cundinamarca (config)#

e Cifrado de contrasenas.

Router Bucaramanga

Bucaramanga>enable
Bucaramanga#configure terminal
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Enter configuration commands, one per line. End with CNTL/Z.
Bucaramanga(config)#line console 0
Bucaramanga(config-line)#password cisco
Bucaramanga(config-line)#login
Bucaramanga(config-line)#exit

Bucaramanga(config)#enable secret class
Bucaramanga(config)#service password-encryption
Bucaramanga(config)#banner motd "##########HH#H# Acceso Prohibido a Personal
no Autorizado ######HHE "

Bucaramanga(config)#exit

Bucaramanga#

%SYS-5-CONFIG_I: Configured from console by console

Bucaramanga#
Router Tunja

Tunja>enable

Tunja#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Tunja(config)#line console 0

Tunja(config-line)#password cisco

Tunja(config-line)#login

Tunja(config-line)#exit

Tunja(config)#enable secret class

Tunja(config)#service password-encryption
Tunja(config)#banner motd " #########H#H#A#HHH# Prohibido a Personal No
Autorizado ##### "

Tunja(config)#

Router Cundinamarca
Cundinamarca>enable
Cundinamarca#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Cundinamarca(config)#line console 0
Cundinamarca(config-line)#password cisco
Cundinamarca(config-line)#login
Cundinamarca(config-line)#exit
Cundinamarca(config)#enable secret class
Cundinamarca(config)#exit
Cundinamarca#
%SYS-5-CONFIG_I: Configured from console by console
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Cundinamarca#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Cundinamarca(config)#service password-encryption
Cundinamarca(config)#banner motd " ####### Prohibido a Personal No
Autorizado #H###H#E "
Cundinamarca(config)#exit
Cundinamarca#
%SYS-5-CONFIG_I: Configured from console by console
Cundinamarca#wr
Building configuration...
[OK]

Cundinamarca#

¢ Un maximo de intentos para acceder al Router.
Acceso Remoto Telnet
Router Bucaramanga

Bucaramanga(config)#line vty 0 4
Bucaramanga(config-line)#password cisco
Bucaramanga(config-line)#login
Bucaramanga(config-line)#exit

Router Tunja

Tunja(config)#line vty 0 4
Tunja(config-line)#password cisco
Tunja(config-line)#login
Tunja(config-line)#exit

Router Cundinamarca
Cundinamarca(config)#line vty 0 4
Cundinamarca(config-line)#password cisco
Cundinamarca(config-line)#login
Cundinamarca(config-line)#exit

e Maximo tiempo de acceso al detectar ataques.

Router Bucaramanga
Bucaramanga>enable
Password:
Bucaramanga#configure terminal
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Enter configuration commands, one per line. End with CNTL/Z.

Bucaramanga(config-line)#exec-timeout 010
Bucaramanga(config-line)#password cisco
Bucaramanga(config-line)#login authentication console
Bucaramanga (config-line)#exit
Bucaramanga (config)#

Router Tunja
Tunja>enable
Password:
Tunja#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Tunja(config)#line console 0
Tunja(config-line)#exec-timeout 010
Tunja(config-line)#password cisco
Tunja(config-line)#login authentication console
Tunja(config-line)#exit

Tunja(config)#
Tunja(config)#exit
Tunja#
%SYS-5-CONFIG_I: Configured from console by console
Tunja#wr
Building configuration...
[OK]
Tunja#

Router Cundinamarca

Cundinamarca>enable
Password:
Cundinamarca#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Cundinamarca(config)#line console O
Cundinamarca(config-line)#exec-timeout 030
Cundinamarca(config-line)#password cisco
Cundinamarca(config-line)#login
Cundinamarca(config-line)#exit
Cundinamarca(config)#exit

Cundinamarca#

%SYS-5-CONFIG_I: Configured from console by console

Cundinamarca#wr
Building configuration...
[OK]
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Cundinamarca#

e Establezcaun servidor TFTPy almacene todos los archivos necesarios
de los routers.

Router Tunja
Verificamos que haya conectividad del Servidor TFTP al router Tunja

¥ Servidor TFTP - m} x

Physical  Config  Services  Deskiop  Programming  Aftributes

e —

llustracion 32-Router Tunja

Exitoso después podemos activar el servicio TFTP

Se selecciona la ventana de servicios del Servidor
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Ya activo el servicio TFTP, en su ventana de contenido despliega una lista
del almacenamiento de respaldo que tiene del Router.

? Servidor TFTP

Physical Config

- O X

Services Deskiop Programming Attributes

SERVICES
HTTP
DHCP
DHCPwE
TFTP
DNS
SYSLOG
AAA
NTP
EMAIL
FTP
IoT
VM Management
Radius EAP

TFTP

@ on O off

Service

File £
asad42-k8.bin
asa®23-k8.bin
c1841-advipservicesk®-mz.124-15.T1 bin
c1841-ipbase-mz.123-14.T7.bin
c1841-ipbasek9-mz.124-12.bin
c1800-universalks-mz. SPA.155-3.M4a_bin
c2600-advipserviceskd-mz.124-15.T1 bin
€2800-i-mz.122-28 bin
c2600-ipbasekd-mz.124-8.bin
c2800nm-advipservicesk8-mz. 124-15.T1.bin
c2800nm-advipserviceskd-mz. 151-4.M4.bin
c2800nm-ipbase-mz.123-14.T7.bin

baseks-mz. 124-8.bin e

Remove File

oo

Se puede desplegar esta accion mediante los comandos siguientes en el

Router

Router Tunja

Tunja#copy running-config tftp
Address or name of remote host []? 209.17.220.2
Destination filename [Tunja-confg]? Backup_Tunja

Writing running-config...!!
[OK - 1230 bytes]

1230 bytes copied in 0.001 secs (1230000 bytes/sec)
Tunja#

2. EI DHCP debera proporcionar solo direcciones a

Bucaramangay Cundinamarca

Configuracion DHCP en Router Bucaramanga

Bucaramanga#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Bucaramanga(config)#ip dhcp pool VLAN10

los hosts de
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Bucaramanga(dhcp-config)#network 172.31.0.0 255.255.255.192
Bucaramanga(dhcp-config)#default-router 172.31.0.1
Bucaramanga(dhcp-config)#exit

Bucaramanga(config)#ip dhcp excluded-address 172.31.0.1
Bucaramanga(config)#ip dhcp pool VLAN30
Bucaramanga(dhcp-config)#network 172.31.0.64 255.255.255.192
Bucaramanga(dhcp-config)#default-router 172.31.0.65
Bucaramanga(dhcp-config)#exit

Bucaramanga(config)#ip dhcp excluded-address 172.31.0.65
Bucaramanga(config)#exit

Bucaramanga#

%SYS-5-CONFIG_I: Configured from console by console

Bucaramanga#wr
Building configuration...
[OK]

Bucaramanga#

Configuracion DHCP en servidor Cundinamarca

Password:

Cundinamarca#

Cundinamarca#confi term

Enter configuration commands, one per line. End with CNTL/Z.
Cundinamarca(config)#ip dh

Cundinamarca(config)#ip dhcp

Cundinamarca(config)#ip dhcp VLAN20

N

% Invalid input detected at "' marker.

Cundinamarca(config)#ip dhcp pool VLAN20
Cundinamarca(dhcp-config)#network 172.31.0.128 255.255.255.192
Cundinamarca(dhcp-config)#default-router 172.31.0.129
Cundinamarca(dhcp-config)#exit

Cundinamarca(config)#

Cundinamarca(config)#ip dhcp excluded-address 172.31.0.129
Cundinamarca(config)#ip dhcp pool VLAN30
Cundinamarca(dhcp-config)#network 172.31.0.192 255.255.255.192
Cundinamarca(dhcp-config)#default-router 172.31.0.193
Cundinamarca(dhcp-config)#ip dhcp excluded-address 172.31.0.193

Cundinamarca(config)#ip dhcp pool VLANSS8
Cundinamarca(dhcp-config)#network 172.31.2.24 255.255.255.248
Cundinamarca(dhcp-config)#default-router 172.31.2.25
Cundinamarca(dhcp-config)#exit
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Cundinamarca(config)#ip dhcp excluded-address 172.31.2.25
Cundinamarca(config)#

Cundinamarca(config)#exit

Cundinamarca#

%SYS-5-CONFIG_I: Configured from console by console

Cundinamarca#wr

Building configuration...

[OK]

Cundinamarca#
Cundinamarca#

3. Elweb server debera tener NAT estatico y el resto de los equipos de la topologia
emplearan NAT de sobrecarga (PAT).

Configuramos el Router Tunja para incidir en el trafico de la red que esta conectados
al internet, con los siguientes comandos

enable
Configure terminal
Accest-list 1 permit 209.17.220.0 0.0.0.255

Ip nat inside source list 1 interface fastethernet 0/1 overload.
Ip nat inside
Exit

Y el resto de la red,
Interfaz fasethernet 0/0
Ip nat outside

Exit

4. El enrutamiento debera tener autenticacion.

La autenticacidn se hace mediante la asignacion de usuarios los cuales pueden
ser agregados y necesitaran permiso para acceder a la red

-Router Bucaramanga
Bucaramanga(config)#aaa authentication login REMOTO Group radius local
enable

-Router Tunja
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Tunja(config)#aaa authentication login REMOTO Group radius local enable

-Router Cundinamarca
cundinmarca(config)#aaa authentication login REMOTO Group radius local
enable

contrasena: cisco

5. Listas de control de acceso:
e Los hosts de VLAN 20 en Cundinamarca no acceden a internet, solo a la red
interna de Tunja.

Router Tunja

Enable

Configure terminal

Access-list 1permit icmp 172.31.2.32 0.0.0.3 host 173.31.1.0

e Los hosts de VLAN 10 en Cundinamarca si acceden ainternety no ala
red interna de Tunja.

Router Tunja
Enable

Configure terminal
Access-list 1deny icmp 172.31.2.32 0.0.0.3 host 1732.31.2.8

e Los hosts de VLAN 30 en Tunja solo acceden a servidores web y ftp de
internet.

Servidor web
Access-list 1permit icmp 172.31.1.66 0.0.0.63 host 173.31.0.0

Servidor FTTP

Access-list 1permit icmp 209.17.220.2 0.0.0.255 host 173.31.0.0
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e Los hosts de VLAN 20 en Tunja solo acceden ala VLAN 20 de
Cundinamarcay VLAN 10 de Bucaramanga.

VIAN 20 Cundinamarca
Access-list 1 permiticmp 172.31.1.64 0.0.0.63 host 173.31.0.128

VLAN 10 de Bucaramanga
Access-list 1 permit icmp 172.31.0.0 0.0.0.63 host 173.31.0128

e LoshostsdeVLAN 30de Bucaramangaacceden ainternety acualquier
equipo de VLAN 10.

VIAN 10 Cundinamarca
Access-list 1 permiticmp 172.31.1.64 0.0.0.63 host 173.31.0.64

VLAN 10 de Bucaramanga
Access-list 1 permiticmp 172.31.2.8 0.0.0.31 host 172.31.0.64

e Los hosts de VLAN 10 en Bucaramanga acceden a lared de
Cundinamarca (VLAN 20) y Tunja (VLAN 20), no internet.

VIAN 20 Cundinamarca
Access-list 1 permiticmp 172.31.1.64 0.0.0.63 host 173.31.2.0

e Los hosts de una VLAN no pueden acceder a los de otra VLAN en una
ciudad.

Access-list 1 deny icmp 172.31.1.64 0.0.0.63 host 173.31.2.0

e Sololos hosts de las VLAN administrativas y de la VLAN de servidores tienen
accedo a los routers e internet.

Ip Access-group 100 in
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6. VLSM: utilizar la direccion 172.31.0.0 /18 para el direccionamiento.

Aspectos atener en cuenta

e Habilitar VLAN en cada switch y permitir su enrutamiento.

e Enrutamiento OSPF con autenticacion en cada router.

e Servicio DHCP en el router Tunja, mediante el helper address, para los
routers Bucaramanga y Cundinamarca.

e Configuracién de NAT estatico y de sobrecarga.

e Establecer una lista de control de acceso de acuerdo con los criterios
sefalados.

e Habilitar las opciones en puerto consola y terminal virtual
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4. CONCLUSIONES

+ En el escenario 1 Al verificar los equipos se puede detallar un
direccionamiento entre los R1, R2 y R#, mediante la configuracion previa
utilizando un direccionamiento Route Rip

+ La version 2 del Router Rip incluye la mascara de subred en la tabla de
enrutamiento, soportando VLSM en el disefio de la topologia.

4+ En el desarrollo de los diferentes escenarios se ha aplicado el conocimiento
adquirido en el curso de profundizacion del CCNA

4+ El protocolo Routing Information Protocol (RIP) es un protocolo muy comun
en la configuracion de redes,

4+ en un protocolo vector distancia, que calcula cual seria la mejor ruta para el
direccionamiento de paquetes IP, utiliza como métrica el numero de saltos
Hop Count, hasta 15 saltos, de ahi en adelante la descarta como
inalcanzable.
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