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Resumen

El presente proyecto esta centrado en la solucién oportuna de dos escenarios en los
qgue se busca lograr una optima solucion en el desarrollo y funcionamiento de sus
diferentes redes, en donde se busca poder abordar y analizar las diferentes tematicas,
lo anterior desde sus diversos puntos de vista y andlisis, para determinar en lo posible
las diferentes causas exactas que se puedan presentar, se identificaran sus
necesidades de red existentes y cada uno de los requerimientos necesarios para su
pronta solucién, se busca lograr la estructuracion de la informacion que sea requerida
y de esta forma se podra crear una estrategia con la cual se asegure una solucion
eficiente y rapida.

Buscando dar claridad a la informacion presentada con el fin de sacar soluciones
viables y lograr tratar esta practica.

Palabras clave: escenarios, funcionamiento, redes, estructuracion, soluciones.

Abstract

The present project is focused on the timely solution of two scenarios in which it is
sought to achieve an optimal solution in the development and operation of its different
networks, where it is sought to be able to address and analyze the different themes,
the above from its various points of view and analysis, to determine as much as
possible the different exact causes that may arise, their existing network needs will be
identified and each one of the requirements necessary for its prompt solution, it is
sought to achieve the structuring of the information that is required and of This way
you can create a strategy that ensures an efficient and fast solution.

Seeking to clarify the information presented in order to draw viable solutions and
manage to address this practice.

Keywords: scenarios, operation, networks, structuring, solutions.
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OBJETIVOS

Objetivo general

Adquirir los conocimientos y las diferentes habilidades en el manejo y estudio de la
prueba de habilidades en los diferentes escenarios solicitados en cisco packet tracer,
en los enrutamientos y soluciones de la red, resolviendo cada uno de los pasos que
alli se plantean en el Diplomado de Profundizacion Cisco denominado prueba de
habilidades.

Objetivos especificos

Buscar y analizar las posibles soluciones, manejo de la herramienta packet
tracer.

Aplicar el conocimiento en las configuraciones basicas de los router.
Conocer la estructura de la topologia y su funcionamiento.

Identificar los diferentes protocolos en el disefio de seguridad de la red.
Configurar y aplicar el enrutamiento OSPF con autenticacién en cada router.
Habilitar las diferentes VLAN en la red.

Aprender a configurar los protocolos DHCP en los router.

configurar NAT estatico y de sobrecarga.

Definir los protocolos de enrutamiento EIGRP.

Comprender los diferentes direccionamientos y las mascaras de la red.
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Introduccioén

El presente trabajo se realiza con el fin de adquirir el conocimiento necesario en el
manejo de redes las cuales son parte fundamental en nuestros entornos diarios, pues
gracias a esto podemos comunicarnos a diario y desde cualquier parte del mundo,
son esenciales para nuestros entornos laborales y diferentes servicios que son
necesarios en la vida cotidiana, en el presente trabajo denominado prueba de
habilidades de cisco, el cual se va a desarrollar en la plataforma de packet tracer la
cual se divide en 2 escenarios con topologias de red diferentes y en busca de
soluciones que estan expuestas con diferentes necesidades. Disefio de Redes,
Administracion e implementacion de Redes, Operacion y gestion de Redes. Para el
desarrollo de las préacticas propuestas en diversas situaciones. Utilizando los
conceptos adquiridos, para la comprension analisis e interpretacion de situaciones,
problemas en contextos del desarrollo profesional donde es oportuna y acertada su
aplicabilidad y donde es importante el uso de los medios que nos brinda la UNAD.
Se abordara cada una de las necesidades de red mas necesarias que se aplica en
una topologia amplia entre diferentes ciudades, se mostraran los diversos protocolos
y la manera en que se van a implementar en la red, logrando una comunicacion entre
las ciudades que alli se solicitan, estas con protocolos de enrutamiento, los enlaces
gue se van a manejar desde los diferentes router y la manera en que se determinara
la ruta mas confiable para comunicar cada red y su manera de ejecucion es decir,
incluir la informacién que se va a tener del tipo de red y los diferentes router que se
van a tener de vecinos en dichas redes.
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Evaluacion — Prueba de habilidades practicas CCNA

Descripcion general de la prueba de habilidades

La evaluacion denominada “Prueba de habilidades practicas”, forma parte de las
actividades evaluativas del Diplomado de Profundizacion CCNA, y busca identificar el
grado de desarrollo de competencias y habilidades que fueron adquiridas a lo largo
del diplomado. Lo esencial es poner a prueba los niveles de comprension y solucion
de problemas relacionados con diversos aspectos de Networking.

Para esta actividad, el estudiante dispone de cerca de dos semanas para realizar las
tareas asignadas en cada uno de los dos (2) escenarios propuestos, acompafado de
los respectivos procesos de documentacién de la solucién, correspondientes al
registro de la configuracion de cada uno de los dispositivos, la descripcion detallada
del paso a paso de cada una de las etapas realizadas durante su desarrollo, el registro
de los procesos de verificacion de conectividad mediante el uso de comandos ping,
traceroute, show ip route, entre otros.

Teniendo en cuenta que la Prueba de habilidades estd conformada por dos (2)
escenarios, el estudiante deberd realizar el proceso de configuracion de usando
cualquiera de las siguientes herramientas: Packet Tracer o GNS3.

Desarrollo de los escenarios

Escenario 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota, Medellin y
Cali en donde el estudiante sera el administrador de la red, el cual deber& configurar
e interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

Topologia de red
Los requerimientos solicitados son los siguientes:

Parte 1: Para el direccionamiento IP debe definirse una direccion de acuerdo con el
namero de hosts requeridos.

Parte 2: Considerar la asignacion de los parametros basicos y la deteccion de vecinos
directamente conectados.

Parte 3: La red y subred establecidas deberan tener una interconexion total, todos los
hosts deberan ser visibles y poder comunicarse entre ellos sin restricciones.

10
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Parte 4. Implementar la seguridad en la red, se debe restringir el acceso y
comunicacién entre hosts de acuerdo con los requerimientos del administrador de red.

Parte 5: Comprobacion total de los dispositivos y su funcionamiento en la red.

Parte 6: Configuracion final.

llustracion 1 topologia de la red

20 host

Servidor

20 host

R1
\
ws1 e ] Servidor
. ;-;I
j1s2.188.10.0 27

':*-'i ——BOGOTA™_ - -~j

;;\\192.158.1.32 27 remane b ot i 19216848427 -

~ 4 o “

F—i " 3
MEDELLIN

o

il

)

CALI

A

ﬁi

Desarrollo de la actividad

Como trabajo inicial se debe realizar lo siguiente.
[ J

Realizar las rutinas de diagnoéstico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad, etc).
Realizar la conexion fisica de los equipos con base en la topologia de red

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.

Parte 1. Asignacion de direcciones IP:

a. Se debe dividir (subnetear) la red creando una segmentacion en ocho partes, para

permitir creciemiento futuro de la red corporativa.

Red [ 192 168. | 1. | 000 0000 192.168.1.0
Red Primero|  192. 168. 000 | © 0001 192.168.1.1
(11 )

\ )
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0 192. 168. 1. 000 1 1110 192.168.1.30
192. 168. 1. 000 1 1111 192.168.1.31
Red 192. 168. 1. 001 0 0000 192.168.1.32
Red Primero 192. 168. iy 001 0 0001 192.168.1.33
1 192. 168. 1. 001 1 1110 192.168.1.62
192. 168. 1. 001 1 1111 192.168.1.63
Red 192. 168. 1. 010 | O 0000 192.168.1.64
° Primero 192. 168. 1. 010 | O 0001 192.168.1.65
Red
2 192. 168. 1. 010 1 1110 192.168.1.94
192. 168. 1. 010 1 1111 192.168.1.95
¢ Red 192. 168. 1. 011 0 0000 192.168.1.96
Red Primero 192. 168. 1. 011 0 0001 192.168.1.97
3 192. 168. 1. 011 1 1110 192.168.1.126
192. 168. 1. 011 1 1111 192.168.1.127
y Red 192. 168. 1. 100 | O 0000 192.168.1.128
Red Primero 192. 168. il 100 | O 0001 192.168.1.129
4 192. 168. 1. 100 1 1110 192.168.1.158
192. 168. 1. 100 1 1111 192.168.1.159
¢ Red 192. 168. 1. 101 0 0000 192.168.1.160
Red Primero 192. 168. 1. 101 0 0001 192.168.1.161
S 192. 168. 1. 101 1 1110 192.168.1.190
192. 168. 1. 101 1 1111 192.168.1.191
¢ Red 192. 168. 1. 110 0 0000 192.168.1.192
Red Primero 192. 168. 1 110 0 0001 192.168.1.193
6 192. 168. 1. 110 1 1110 192.168.1.222
192. 168. 1. 110 1 1111 192.168.1.223
¢ Red 192. 168. 1. 111 0 0000 192.168.1.224
Red Primero 192. 168. il 111 0 0001 192.168.1.225
Y 192. 168. 1. 111 1 1110 192.168.1.254
192. 168. 1. 111 1 1111 192.168.1.255

https://www.seaccna.com/calculo-de-subredes-ipv4/

https://www.calculadora-redes.com/

12
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Se realizara la conexion fisica de los equipos con base en la topologia de red

llustracion 2 topologia de la red

060-24TT 2860-24
Switchd Switch1
WEDELLIN

-
PC-PT BCD
PC-B

b. Asignar una direccion IP a la red.
Asignaremos 192.168.1.0
Parte 2: Configuracién Bésica.

a. Completar la siguiente tabla con la configuracién basica de los routers, teniendo en
cuenta las subredes disefiadas.

R1 R2 R3
MEDELLIN BOGOTA CALI
192.168.1.99 192.168.1.98

interfaz Serial 0/0
192.168.1.130  192.168.1.131

interfaz Serial 0/1
192.168.1.33 192.168.1.1 192.168.1.65

interfaz GB 0/0

enrutamiento
10 10 10
192.168.1.0 192.168.1.0 192.168.1.0
_ IP Mascara Gateway
192.168.1.35  255.255.255.224  192.168.1.0
192.168.1.36  255.255.255.224  192.168.1.0
192.168.1.66  255.255.255.224  192.168.1.0
192.168.1.67  255.255.255.224  192.168.1.0
192.168.1.226  255.255.255.224  192.168.1.0

13
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Servidor PT 192.168.1.227  255.255.255.224 192.168.1.0

Vamos a dejar los equipos listos para su configuracion (asignar nombres de equipos,
asignar claves de seguridad, Para esta configuracion vamos a utilizar la contrasena
de cisco.

Configuramos el router con sus diferentes contrasefas:

[lustracion 3 R1-Medellin

B EDELLIN - O b

Physical Config CLI Attributes
I

105 Command Line Interface

Routerrenable

Routerg#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #hostname medellin
medellin{config) #line console 0O
medellin{config-line) gpassword cisco
medellin{config-line) #login
medellin{config-line)#logging sy
medellin{config-line) #logging synchronous
medellin{config-line) fexitc

medellin{config)&line wty 0 4

medellin{config-line) §password cisco
medellin{config-line)&login

medellin({config-line) #logging sy
medellin{config-line)#logging synchronous
medellin{config-line) fexit

medellin{config) fexit

medelling

%5Y5-5-CONFIG I: Configured from consocle by conscle

medellingenakle secret class

% Inwvalid input detected at """ marker.

Ctri+F6 to exit CLI focus Copy Paste

O mop

Los comandos utilizados son los siguientes :

Router>enable

Router#configure terminal
Router(config)#no ip domain-lookup
Router(config)#hostname Medellin
Medellin(config)# line console O
Medellin(config-line) #password cisco
Medellin(config-line) #login
Medellin(config-line) #logging synchronous
Medellin(config-line) #exit
Medellin(config)# line vty 0 4
Medellin(config-line) #password cisco
Medellin(config-line) #login
Medellin(config-line) #logging synchronous

14

——
| —



NI
CI1sCO. Cisco Networking Academy’

Medellin(config-line) #exit
Medellin(config)#exit

[lustracion 4 Medellin 2
¥ MEDELLIN - m|

Physical Config CcL Atftributes
I

105 Command Line Interface

medellingconft t

Enter configuration commands, one per lime. End with CNTL/Z.
medellin{config) fenable secret class

medellin {config) #interface s0/0/0

medellin(config-if) #ip address 192.1€2.1.99% 255.255.255.224
medellin {config-if) gclock rate 128000

medellin(config-if) #no shutdown

SLINE-S5-CHRNGED: Interface Seriald/0/0, changed state to down
medellin(config-if) fexit

medellin{config)#interface gl/0

medellin({config-if)#ip 152.1€2.1.33 255.255.255.224

% Invalid input detected at '*" marker.

medellini{config-if) #§ip address 192 .1€2.1.33 255.255.255.224

medellin{config-if) #no shutdown

medellin(config-i£) g

changed state to up

medellin({config-if) §

5LINE-5-CHANGED: Interface GigabitEthernet0/0,

changed state to up

SLINEFROTO-5-UPDOWN : Line protocol on Interface GigabitEthernetl/s0,

Ctrl+F6 to exit CLI focus

O Top
Los comandos utilizados son los siguientes :

Medellin>enable

Medellin# configure terminal
Medellin(config)# enable secret class
Medellin(config)# interface s0/0/0

Copy

Medellin(config-if)# ip address 192.168.1.99 255.255.255.224

Medellin(config-if)#clock rate 128000
Medellin(config-if)y#no shutdown
Medellin(config)#interface g0/0

Medellin(config-if)# ip address 192.168.1.33 255.255.255.224

Medellin(config-if)#no shutdown

15
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llustracion 5 R2-Bogota

¥ pocoma

Physical Config CLI Attributes
I

105 Command Line Interface

——— System Configuration Dialog —--——

no

Press RETURN to get started!

Routerrenakle

Boutergconfigure terminal

Enter configuration commands, one per line.
Router (config) #no ip domain-lookup
Router (config) #hostname Bogota

Bogota (config) #line console 0

Bogota (config-line) #password cisco
Bogota (config-line) #login

Bogota (config-line) $logging sy

Bogota (config-line) #logging synchronous
Bogota (config-line) fexit

Bogota (config) #

245985¢K bytes of ATR System CompactFlash 0 (Read/Write)

End with CHNIL/Z.

Would you like to enter the initial configuration dialeog? [yes/nol:

Ctrl+F& to exit CLI focus

[ e

Copy

Paste

Los comando utilizados son los siguientes

Router>enable

Router#configure terminal
Router(config)#no ip domain-lookup
Router(config)#hostname Bogota
Bogota(config)# line console 0
Bogota(config-line)#password cisco
Bogota(config-line)#login

Bogota (config-line)#logging synchronous
Bogota (config-line)#exit

Bogota (config)# line vty 0 4

Bogota (config-line)#password cisco
Bogota (config-line)#login

Bogota (config-line)#logging synchronous
Bogota (config-line)#exit
Bogota(config)#exit

16
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llustracion 6 Bogota 2
¥ poGota

Physical Config CLI Attributes
I

0% Command Line Interface

Router{config-if)#
sState to up

Bouter (config-if) gexit

Router (config) fhostname bogota

bogotal{config) #interface s0/1/0

%Invalid interface type and number

bogota{config) #interface s0/0/1

bogota({config-if)g#ip address 152.1€8.1.130 255.255.255_.224
bogota({config-if)#no shutdown

bogota{config-if) dexit

bogota{config) #interface gl/s0

bogotalconfig-if)#ip address 152.1€8.1.1 255.255.255.224
bogota(config-if) #no shutdown

bogota{config-i£)#

changed state to up

bogota{config-i£) 4§

2 LINEFROTC-5-UFDOWH: Line protocol on Interface Seriald /070,

SLINE-5-CHANEED: Interface Serizll/0/1, changed state to down

changed

SLINE-5-CHANGED: Interface GigabitEthernetl/0, changed state to up

SLINEPROTO-5-UFDOWH: Line protocol on Interface GFigabitEthernet0/0,

]

Ctrl+Fé to exit CLI focus Copy

[ e

Paste

Los comando utilizados son los siguientes

Bogota>enable

Bogota # configure terminal

Bogota (config)# enable secret class

Bogota (config)# interface s0/0/0

Bogoté (config-if)# ip address 192.168.1.98 255.255.255.224
Bogota (config)# interface s0/0/1

Bogoté (config-if)# ip address 192.168.1.130 255.255.255.224

Bogota (config-if)y#no shutdown

Bogota (config)#interface g0/0

Bogota (config-if)# ip address 192.168.1.1 255.255.255.224
Bogota (config-if)y#no shutdown

17
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llustracion 7 R3-Cali

P cal — O

Physical Config CLI Attributes
I

10% Cemmand Line Interface

24585€E bytes of ATE System CompactFlash 0 (Read/Write)

——= System Configuration Dialog ---

Would you like to enter the initial configuration dialeg? [yes/nol:

no

Press RETIURN to get started!

Router=enable
RBouterfconfigure terminal

Bouter ({config) #no ip domain-loockup
Router (config) #hostname Cali

Cali (config)$line console O

Cali (config-line)#password cisce

Cali (config-line) #login

Cali (config-line) flogging sy
Cali({config-line) f#logging synchronous
Cali (config-line) §exit

Cali (config) #

Enter configuration commands, one per line.

End with CNTL/Z.

Ctrl+Fé to exit CLI focus

R

Los comando utilizados son los siguientes

Router>enable

Router#configure terminal
Router(config)#no ip domain-lookup
Router(config)#hostname Cali
Cali(config)# line console 0

Cali (config-line)#password cisco

Cali (config-line)#login

Cali (config-line)#logging synchronous
Cali (config-line)#exit

Cali (config)# line vty 0 4

Cali (config-line)#password cisco

Cali (config-line)#login

Cali (config-line)#logging synchronous
Cali (config-line)#exit

Cali (config)#exit

18

——

Copy

Paste

'




NI
CI1SCO. Cisco Networking Academy’ l ]

llustraciéon 8 Cali 2
¥ call — O *

Physical Config CLI Adtributes
I

105 Command Line Interface

% Invalid input detected at '~' marker. ~

cali (config)$interface s0/0/0
cali(config-if) #ip address 152 _.1623.1.131 255.255.255.224
cali{config-if) #no shutdown

cali({config-if)d
SLINE-5-CHRNGED: Interface Serialds/0/0, changed state to up

cali(config-if)#
SLINEPROTO-S5-UFDOWN: Line protocol on Interface Seriald/0/0, changed
state to up

cali(config-if) gexit

cali (config) ginterface gl/0

cali (config-if)fip address 1%2_1€8.1_.65 255_255_255.224
cali{config-if)#no shutdown

cali{config-if)#
SLINE-5-CHRNGED: Interface FigabitEthernetl/0, changed state to up

SLINEPROTO-S5-UFDOWN: Line protocol on Interface FigabitEthernet(/0,
changed state to up

cali(config-if) § hd

Ctr+F& to exit CLI focus Copy Paste
O wp

Los comando utilizados son los siguientes

Bogota>enable

Bogotéa # configure terminal

Bogota (config)# enable secret class

Bogota (config)# interface s0/0/0

Bogota (config-if)# ip address 192.168.1.131 255.255.255.224

Bogoté (config)#interface g0/0

Bogota (config-if)# ip address 192.168.1.65 255.255.255.224

Bogoté (config-if)#no shutdown

Luego vamos asignarle la direccion ip a las computadoras para esto dejamos como
Gateway la ip de la puerta de enlace que seria 192.168.1.0

PCS-Medellin
PC-A
Ip address: 192.168.1.35
Sudnet Mask: 255.255.255.224
Default Gateway: 192.168.1.0
PC-B
Ip address: 192.168.1.36
Sudnet Mask: 255.255.255.224
Default Gateway: 192.168.1.0
PCS-Bogota
WS1

19
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Ip address: 192.168.1.226
Sudnet Mask: 255.255.255.224
Default Gateway: 192.168.1.0
Servidor
Ip address: 192.168.1.227
Sudnet Mask: 255.255.255.224
Default Gateway: 192.168.1.0

PCS-Cali

PC-C
Ip address: 192.168.1.66
Sudnet Mask: 255.255.255.224
Default Gateway: 192.168.1.0

PC-D

Ip address: 192.168.1.67
Sudnet Mask: 255.255.255.224
Default Gateway: 192.168.1.0

b. Después de cargada la configuracién en los dispositivos, verificar la tabla de
enrutamiento en cada uno de los routers para comprobar las redes y sus rutas.

Verificamos la la tabla de enrutamiento en cada uno de los router con el comando
#show ip route.

[lustracion 9 R1-Medellin

B MEDELLIN - O x
Physical Config CLI Attributes
—
105 Command Line Interface
]

&LINEPROTO-5-UFDOWN: Line protocol on Interface Serialld/0/0, changed
state to up
Hedellinrenable
Hedellingshow ip route
Codes: L - local, T - connected, 5 - static, R - RIP, M - mobile, B -
BEE

D - EIGRP, EX - EIGEP external, © - Q5PF, IR - OS5PF inter area

N1 - OSPF NS55R external type 1, N2 - OS5PF NSS5A external type 2

El - O5PF external type 1, EZ - O5PF external type Z, E - EGF

i - Is-I5, L1 - I5-IS lewvel-l, L2 - IS-IS5 level-2, ia - IS-IS
inter area

* - pandidate default, U - per-user static route, o - ODR

P - periodic downloaded static route
Cateway of last resort is not set

132 _168.1.0/24 is wvariably subnetted, 2 subnets, 2 masks
c 182 _1€8.1.9€/27 is directly connected, Seriald/0/0
L 192.1€2.1.97/32 is directly connected, Seriall/0/0
Medelling W
Ctri+F5 to exit CLI focus Copy Paste
L] op
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llustracion 10 R2-Bogota

¥ poGoTa — m|

Physical Config CLI Attributes
I

105 Command Line Interface

User REccess Verification
Password:

Bogotarenable
Bogotagshow ip route
Codes: L - local, C - connected, 5 - static, R - RIP, M - mokile, B -
BGP
D - EIGRP, EX - EIGRP external, © - O5SPF, IR - OSPF inter area
N1l - OSPF N55A extermal type 1, N2 - OSPF NSSL external type 2
El - OSPF external type 1, EZ - OSPF extermnal type 2, E - EGP
i - Is-I5, L1 - I5-I5 lewel-l, LZ - IS-IS5 lewel-2, ia - I5-IS
inter area
¥ - candidate default, U - per-user static route, o — QDR
P - periodic downloaded static route

Gateway of last resort is not set

152.1€2.1.0/24 is wvariakly subnetted, 4 subnets, 2 masks
1%2.1€8.1.96/27 is directly connected, Seriald/0/0
1%2.1€8.1.98/32 is directly connected, Seriald/0/0
1%2.1€8.1.122/27 is directly connected, Serialld/0/1
1%2.1€8.1.130/22 is directly connected, Seriald/0/1

[N ]

Bogotad

Ctr+F& to exit CLI focus Copy Paste

[ mop

llustraciéon 11 R3-Cali

® caLl - O

Physical Config CLI Attributes
I

105 Command Line Interface

User Rocess Verification
Password:

Calirenable
Caligshow ip route
Codes: L - local, C - connected, § - static, R - RIP, M - mokile, B -
BEE
D - EIGRP, EX - EIGRP external, O - OSPF, IR - OS5FF inter area
N1 - OSPF M35k external type 1, NZ - OSPF N55R external type 2
El - OS5PF external type 1, EZ - OS5PF external type 2, E - EEP
i - I5-I5, L1 - I5-I5 lewel-1, L2 - I5-I5 lewel-2, ia — I5-I5
inter area
¥ — candidate default, U - per—user static route, o - CDR
P - periocdic downloaded static route

Zateway of last resort is not set

152 .1€8.1.0/24 is wvariably subnetted, 2 subnets, 2 masks

C 152 .1€8.1.128/27 is directly comnnected, Seriald/0/0

L 152 .1€8.1.131/32 is directly comnected, Seriald/0/0

Calig

Cirl+F8 to exit CLI focus Copy Paste

[J 7op
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c. Verificar el balanceo de carga que presentan los routers.

llustracion 12 R1-Medellin

El — OS5PF external type 1, EZ2 - OS5SPF external type Z, E -
inter area
¥ - candidate default, U - per-user static route, o - CDR

P - periodic downloaded static route

Fateway of last resort is not set

¥ MEDELLIN - O
Physzical Config CLI Attributes
L
105 Command Line Interface
=
-
Hedellin>enable
Medellingshow ip route
Codes: L - local, C - connected, 5 - static, R — RIP, M - mobile, B -
BEGP
D - EIZRP, EX - EIGRP external, 0 - O3PF, IR - OS5PF inter area
N1 - OSPF NSS5LZ external type 1, N2 - OSPF N55R external type 2
El - OSPF extermal type 1, EZ - O5PF external type 2, E — EGP
i - I5-I5, L1 - IS-IS lewel-l, L2 - IS-IS lewel-2, ia - I5S-IS
inter area
* - pandidate default, U - per-user static route, o - CDR
P - periodic downloaded static route
Gateway of last resort is not set
152.1€28.1.0/24 is variably subnetted, 2 subnets, 2 masks
c 152 .1€2.1.96/27 is directly connected, Seriald/0/0
L 152.1€8.1.57/32 is directly connected, Serialld/0/0
Medelling
L
Cirl+F& to exit CLI focus Copy Paste
O mp
llustracion 13 R2-Bogota
® BoGOTA — O
Physical Config CLI Attributes
—
105 Command Line Interface
Password:
Bogotarenable
Bogotagshow ip route
Codes: L - local, T - connected, 5 - static, R - RIP, M - mokile, B -
BGP
0D - EIGRF, EX - EIGRF external, O - ©5PF, IR - OSPF inter area

W1l — OSPEF N552& external type 1, NZ - OSPF NS5A external type 2

EGP

i - I5-I5, L1 - IS-IS lewel-l, L2 - IS-IS5 level-2, ia - IS-IS

182 .1€28.1.0/24 is wvariably subnetted, 4 subnets, 2 masks
152.1€8.1.96/27 is directly connected, Serialld/0/0
192.1€28.1.98/32 is directly connected, Seriald/0/0
192_1€8.1.128/27 is directly connected, Serial0/s0/1
1%2_1€5.1.130/32 is directly connected, Seriall/0/1

B o0

Bogotag

Ctri+F5 to exit CLI focus Copy

O wop
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llustracion 14 R3-Cali

® call - O

Phys=ical Config CLI Attributes
I

105 Command Line Interface

Password:

Calirenable
Calig¢show ip route

BGP

N1 - OSPF N55R external type 1, N2 - OSPF NSSA external type

inter area

* - pandidate default, U - per—-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

El - OSPF external type 1, EZ - O5PF external type 2, E - EGP
i - I5-I5, L1 - I5-I5 level-1l, LZ - I5-I5 lewvel-2, ia - IS5-IS

Codes: L - local, € - connected, 5 - static, R - RIF, M - mobkile, B -

D - EIGRP, EX - EIGRP external, 0 - O0S5PF, IR - OS5PF inter area

2

1%2.1€8.1.0/24 is wariably subnetted, 2 subnets, 2 masks
(e 152.1€8.1.128/27 is directly connected, Seriall/0/0
L 152.1€8.1.131/32 is directly connected, Serialls0/0
TalLlT
Ctrl+F5 to exit CLI focus Copy Paste
[ op

d. Realizar un diagndstico de vecinos usando el comando cdp.
Verificamos ingresando el comando #show cdp neighbors

llustracion 15 R1-Medellin

¥ MEDELLIN — O

Physical Config CLI Aftributes
I

I0S Command Line Interface

-
User Rccess Verification
Password:
Medellin=enable
Medellingshow cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route
Bridge
5 - Switch, H - Host, I - IGEMP, r - Repeater, P -
Phone
Device ID Local Intrfce Holdtme Capability Platform Port
ID
Switch Gig 00 135 5 2960 Gig
0/1
Bogota Ser 0/0/0 135 = Cls00 Ser
as0s0
Medelling v
Ctr+F& to exit CLI focus Copy Paste
[ Top
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llustracion 16 R2-Bogota

¥ poGoTA - O 4

Physical Config CLI Attributes
I

105 Command Ling Interface

-~
User Access Verification
Dassword:
Bogotarenable
Bogota#show cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route
Bridge
5 - Switch, H - Host, I - IGMPF, r - Repeater, F -
Chone
Dewvice ID Local Intrfce Holdtme Capability Platform Port
ID
Switch Gig 0/0 151 5 2390 Gig
0/1
Cali Ser 0/0/1 151 24 CL900 Ser
ofa/0
Medellin Ser 0/0/0 151 =3 Cl500 Ser
0/0/0
Bogotasl L")
Ctrl+F& to exit CLI focus Copy
[ mp
.z .
llustracion 17 R3-Cali
® cal — O X
Physical Config cL Aftributes.
—
105 Command Line Interface
]
User Rccess Verification
Password:
Calirenable
Caligshow cdp neighbors
Capabkility Codes: R - Router, T - Trans Bridge, B - Source HRoute
Bridge
5 - Switch, H - Host, I - IZMF, r - Repeater, P -
Phone
Device ID Local Intrfce Holdtme Capability Elatform Port
ID
Switch Gig 0/0 124 5 293¢0 Gig
asL
Bogota Ser 07070 134 =} C1300 Ser
07041
Calig v
Cirl+F§ to exit CLI focus Copy
L Tep
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e. Realizar una prueba de conectividad en cada tramo de la ruta usando Ping.
Hacemos ping para verificar conectividad entre redes:

La primer red nos muestre una conectividad entre ella, esto haciendo ping entre
192.168.1.35 a 192.168.1.36

llustracion 18 PING PC-A

L

Physical Config Desktop Programming Attributes
I

Command Prompt

Pinging 1532. 33 with 32 bytes o

Hacemos ping en el router:

llustracion 19 PING en router

medellin-enable
Password:
medellingping 152 _1€8.1_35

Type escape sequence to abors.
¥ E |
: E 1 00=kw TME Fehoas to 162 EB 9k &3 SAE A& 2 D -
r T , 100 MP Echo to 1932. 1. imeo 2 SOr :
Sending & 00=byte ICME hos 1€2.1.35, timsout is seconds

uccess rate is 100 percent (5/5), round-trip minfavg/max = 0/0/1 ms

La segunda red nos muestre una conectividad entre ella, esto haciendo ping
entre 192.168.1.226 a 192.168.1.227

25
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llustracion 20 PING WS1

B ws1

Phyzical Programming

Config Desktop Attributes
|

Command Prompt

Pinging 152.1€2.1.227 with 232

[] Top

Hacemos ping en el router:

llustracion 21 PING en router

bogotarenable
Password:
Password:
bogotafping 152

Jleg.l.4

Iype escape seguence to akort.
Sending 5, l00-kbyte ICHPF Echos to
Tri1rnn

N e
Ada

Success rate is 100 percent (575

.1EQ.

round—-trip minfavg/max

L.4, timeout is 2 seconds:

17174 ms

La tercera red nos muestre una conectividad entre ella, esto haciendo ping entre

192.168.1.67 a 192.168.1.66

26
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llustracion 22 PING PC-3

¥ pc3 — O *

Phy=ical Config Desktop Programming Attributes
]

Command Prompt

-

Approxima

Minimum = 3ms, Maximum = 307ms

(] Top

Hacemos ping en el router:

llustracion 23 PING en router
caliz>ping 192 _1leB8_1_&7
Iype escape segquence to abort.

Sending 5, lOU-byte ILMP Echos to 152_1€
prrni

RN

1.8V, timeout 1s 2 seconds:
Success rate is 100 percent (5/5), round-trip minfavg/max = 0/0/2 m=s

:aliﬂ

Parte 3. Configuracion de Enrutamiento.

a. Asignar el protocolo de enrutamiento EIGRP a los routers considerando el
direccionamiento disefiado.

Iniciamos con:

Asignamos el eigrp en Bogota

27
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llustracion 24 EIGRP en Bogota

¥ BoGoTA -

Physical Config CcLI Attributes
I

105 Command Line Interface

Distance: intermal 50 external 170

Asignamos el eigrp en Medellin

~
bogotaf
bogotagconf ©
Enter configuration commands, one per line. End with CNIL/Z.
bogota (config) #router eigrp 1
bogota ({config-router) §network 152 .1€8.1.128
bogotalconfig-router) fexit
bogota(config) #no router eigrp 1
bogota (config) #router eigrp 10
bogota{config-router) fnetwork 132.1€3.1.0
bogota (config-router)
%DUAL-5-NERCHRNGE: IP-EIGRP 10: Neighbor 152_1€2.1.59 (Serial0/0/0)
is up: new adjacency
%DUAL-5-NERCHRNGE: IP-EIGRP 10: Neighbor 152_.1€2.1.132 (Serial0l/0/1)
is up: new adjacency
bogotal{config-router) fnetwork 132 .188.1.3€
bogota{config-router) $network 152 .168.1.32 0.0.0.31
bogota ({config-router) §network 152 .1€2.1.€4 0.0.0.31
bogota ({config-router) §network 152 .1€8.1.128
bogota (config-router)
W
Cir+F& to exit CLI focus Copy Paste
U mop
llustracion 25 EIGRP en Medellin
B MEDELLIN - m|
Physical Config CLI Attributes
—
105 Command Line Interface
oY
medelling
%5YS-5-CONFIG I: Configured from conscle by conscle
medellingcont t
Enter configuration commands, one per line. End with CNTL/Z_
medellin{config) #router eigrp 10
medellin{config-router) fnetwork 152Z.165.1.3¢
medellin{config-router) fnetwork 192.1€5.1.32 0.0_0.31
medellin{config-router) $no auto
medellin{config-router) #no auto-summary
medellin{config-router) $
SDUAL-5-NBRCHANGE : IP-EIGRP 10: Weighbor 152 _1€5.1.%3 (Serialds/0/0)
is up: new adjacency
medellin{config-router) fend
medelling
%5¥5-5-CONFIG I: Configured from conscle by conscole
medellingshow ip protocols
Routing Protocol is "eigrp 10 "
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Default networks flagged in outgoing updates
Dosoaals . 3 el ; : o
Ctrl+F8 to exit CLI focus Copy Paste

[ mop
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Asignamos el eigrp en Cali
llustracion 26 EIGRP en Cali

Lo — O

Physical Config CLI Attributes.
I

105 Command Line Interface

Bouting Information Sources:
Gateway Distance Last Update
Distance: internal 90 external 170

calig

caligconf t©

Enter configuration commands, one per line. End with CHNIL/Z.
cali (config) §router eigrp 10

cali (config-router) #network 192.1€3.1.1
cali (config-router) #network 192.1€2.1.¢
cali (config-router) fno au

g
4 0.0.0.21

cali (config-router) #no auto—sumrmary

cali (config-router)#

$DUAL-5-NBRCHRNEE: IP-EIGRP 10: Neighbor 15%2.1€8.1.131 (SerialQ/0/1)
is up: new adjacency

cali (config-router) §

Ctrl+F8§ to exit CLI focus Copy Paste

] Top

Los comandos que se van a utilizar son los siguientes:

Medellin>enable

Medellin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Medellin(config)#router eigrp 10
Medellin(config-router)#network 192.168.1.96
Medellin(config-router)#network 192.168.1.32 0.0.0.31
Medellin(config-router)#no auto-summary
Medellin(config-router)#exit

Medellin(config)#exit

Medellin#

%SYS-5-CONFIG_I: Configured from console by console

Medellin#

Cali>enable

Cali #configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Cali (config)#router eigrp 10

Cali (config-router)#network 192.168.1.128

Cali (config-router)#network 192.168.1.54 0.0.0.31

Cali (config-router)#no auto-summary
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Cali (config-router)#exit
Cali (config)#exit
Cali #

%SYS-5-CONFIG_I: Configured from console by console

Cali #

Bogota>enable
Bogotéa #configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Bogoté (config)#router eigrp 10

Bogota (config-router)#network 192.168.1.0
Bogoté (config-router)#no auto-summary
Bogota (config-router)#exit

Bogota (config)#exit

Bogota #

%SYS-5-CONFIG_I: Configured from console by console

Bogota #

Asignamos el comando #redistribute static

[lustracion 27 Medellin-comando #redistribute static

X

¥ MEDELLIN — |
Physical Config CLI Aftributes
I
|05 Command Line Interface
medellingping 152.162.1.128
Type escape seguence to abort.
Sending 5, l100-byte ICHMP Echos to 1%2.1€8.1.128, timeout is 2
seconds:
rrret
Success rate is 100 percent (5/5), round-trip min/favg/max = 1/2/7 ms
medellinfcont t©
Enter configuration commands, one per line. End with CHNIL/Z.
medellin{config) #router eigrp 10
medellin{config-router) fredi
medellin{config-router) $redistribute st
medellin{config-router) $redistribute static
medellin{config-router) gend
medelling
£5¥YS-5-CONFIG I: Configured from console by console
medellinfcopy running-config startup-config
Destination filename [startup-configl?
Building configuration...
[CE]
medellindg
Ctrl+F5 to exit CLI focus Copy Paste

] Top
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llustracion 28 Bogota-comando #redistribute static
¥ BOGOTA - O b

Physical Config cLu Atftributes
I

105 Command Line Interface

ending 5, lUU=byte LUHF Echos to 132 lez.l.lid timeout 15 2 ~
seconds:
rreet
Success rate is 100 percent (5/5), round-trip minfawvg/max = 1/2/€ ms
bogotafcopy running-config startup-config
Destination filename [startup-configl]?
Building configuration. ..
[OE]
bogotagcont ©
Enter configuration commands, one per line. End with CHIL/Z.
bogota{config) #router eigrp 10
bogota(config-router) énetwork 192 _165.1.224
kogota (config-router) #redis
bogotal{config-router) fredistribute s
bogota{config-router) gredistribute static
bogotal(config-router) gend
bogotag
%5¥5-5-CONFIG_I: Configured from console by console
bogotagcopy running-config startup-config
Destination filename [startup-configl?
Building configuration...
[OE]
bogotas| W
Ctrl+F§ to exit CLI focus Copy Paszte
] Top
llustracion 29 Cali-comando #redistribute static
® caul - O 4
Physical Config CLI Attributes
I
105 Command Line Interface
Tall (CONCig-LOUCEL] FNECWoOLE 192165 -1.12 =
cali (config-router) fre
cali (config-router) fredistribute st
cali{config-router) fredistribute static end
% Invalid input detected at '*' marker.
cali (config-router) fend
calig
%5¥5-5-CONFIG_I: Configured from conscle by console
caligconf t
Enter configuration commands, one per line. End with CHNTL/Z.
cali({config) frouter eigrp 10
cali {config-router) #redistribute static
cali {config-router) fend
calig
%5¥S-5-CONFIG I: Configured from conscle by console
caligcopy running-config startup-config
Destination filename [startup-configl?
Building configuration. ..
[CE]
calisl w
Ciri+F5 to exit CLI focus Copy Paste

[ mop
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b. Verificar si existe vecindad con los routers configurados con EIGRP.
Vamos a utilizar el comando show ip eigrp neighbor.

llustracién 30 Medellin-comando show ip eigrp

¥ MEDELLIN - 0 %

Physical Config CLI Attributes
I

105 Command Line Interface

-
User Rccess Verification
Password:
medellin>show ip eigrp neighbor
IP-EIGRP neighbors for process 10
H Address Interface Hold Uptime SRIT RTO Q
Seqg
(sec) (ms) Cnt
Hum
a 152 . 1e2.1.38 Sed/s0/0 1z 00:33:43 40 1000 0 17
medellin>
medellinz hd
Ctri+F6 to exit CLI focus Copy Paste
O mp
¥ poGoTa - O *
Physical Config CLI Attributes
—
105 Command Line Interface
™
User Rccess Verification
Password:
bogotarenable
Password:
bogota#show ip eigrp neighbor
IP-EIGEF neighbors for process 10
H Address Interface Hold Tptime SRIT RTO Q
Seq
{sec) {ms) Cnt
Hum
a 152.1€2.1.132 Se0/0/1 132 00:38:18 40 1000 @ 17
1 152.1€58.1.3% Sed/0/0 1z 00:38:18 40 laaa @ 17
bogota#l W
Ctrl+F& to exit CLI focus Copy Paste
[ wp
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llustracion 32 Cali-comando show ip eigrp

B caul - m} s

Physical Config CLI Atftributes.
—

105 Command Line Interface

User Reocess Verification

Password:

calirenable
Password:
califshow ip eigrp neighbor
IP-EIGRE neighbors for process 10
H Rddress Interface Hold Uptime SRTT RTO Q
Seq
(sec) {ms) Cnt
Hum
o 152.1€2.1.121 Se0/0/1 11 00:40:20 40 1000 0O 17

calig v

Ctrl+F& to ext CLI focus Copy Paste
O wop

c. Realizar la comprobacién de las tablas de enrutamiento en cada uno de los routers
para verificar cada una de las rutas establecidas.

Vamos a utilizar el comando show ip route

llustracion 33 Medellin-comando #show ip route

B MEDELLIN - [} b

Physical Config CLI Attributes
I

105 Command Line Interface

medellingshow ip route ~
Codes: L - local, C - connected, 5 - static, R - RIP, H - mobile, B -
BGP

D - EIGRP, EX - EIGRP external, © - O5PF, IR - OSPF inter area

N1 - OSPF NS5R external type 1, N2 - OS5SPF NS5R external type 2

El - OSPF external type 1, EZ - OSPF external type 2, E - EGP

i - IS-I5, L1 - IS-IS5 lewel-l, L2 - IS-1I5 level-2Z, ia - IS-IS
inter area

* - rcandidate default, U - per-user static route, o - CDR

P - periodic downloaded static route

Cateway of last resort is not set

152 .1€2.1.0/24 is wariably subnetted, 2 subnets, 2 masks

D EX 152.1€2.1.0/27 [170/728935€] wvia 19%2.1€8.1.92, 00:14:55,

Seriald/o/s0

c 192.1€8.1.32/27 is directly connected, GigabitEthernetd/0

L 152.1€8.1.33/32 is directly connected, GigabitEthernet(0/0

D 152.1€2.1.€4/27 [30/2€82112] wia 19%2.1€8.1.92, 00:14:54,

Seriald/0/0

c 192_.1€8.1.9€/27 is directly connected, Serial0l/0/0

L 152.1€8.1.99/32 is directly connected, Serial0l/0/0

D 152.1€2.1.1258/27 [30/2€8185€] wia 152.1€23.1.98, 00:14:55,

Seriald/o/s0

D 152.1€2.1.224/27 [30/2170112] wia 152.1€23.1.98, 00:14:55,

Seriald/o/s0

medelling v

Cirl+F& to exit CLI focus Copy Paste
O we

33

——
| —



CI1sCO. Cisco Networking Academy’

llustracién 34 Bogota-comando #show ip route

® poGoTa - a x
Physical Config CLI Attributes
I
105 Command Line Interface

bogota#show ip route ~
Codes: L - local, © - connected, 5 - static, R - RIF, M - mobkile, B -
BEP

D - EIGRP, EX - EICGREP extermal, O - O5PF, IR - OS5PF inter area

N1 - OSPF NS55AR external type 1, N2 — O5PF N55R external type 2

El1 - OSPF external type 1, EZ - OSPF external type 2, E - EGF

i - I5-Is5, L1 - I5-IS5 lewvel-l, L2 - IS-IS lewvel-2, ia - I5-IS
inter area

* - candidate default, U - per-user static route, o — QDR

P - periodic downloaded static route
Zateway of last resort is not set

152.1€28.1.0/24 is wvariably subnetted, 2 subnets, 2 masks
5 132.1€5.1.0/27 [1/0] wia 152.1€5.1.128
[1/0] wia 192 .1€8.1.%¢

D 152 .1€28.1.32/27 [50/2170112] wia 152.1€2.1.%%5, 00:00:38,
Seriald/0/0
D 132 1€5.1.64/27 [30/2170112] wvia 1%2.16€8.1.132, 00:00:38,
Serialn/o/1
c 152 1€2.1_9€/27 is directly connected, Seriald/0/0
L 152.1€8.1.598/32 is directly connected, Seriald/0/0
(v 192.1€2.1.128/27 is directly connected, Seriall/0/1
L .1.131/32 is directly connected, Seriall/s0/1
c .1.224/27 is directly connected, GigabitEthernet0/0
L -1.225/32 is directly connected, GigabitEthernetl/0
bogota#l ¥

Ctrl+F5 to exit CLI focus Copy Paste

O op

llustracion 35 Cali-comando #show ip route

B can - o X

Physical Config CLI Attributes
I

105 Command Line Interface

caligshow ip route ~
Codes: L - local, C - connected, 5 - static, R - RIP, M - mobile, B -
BGP

D - EIGRP, EX - EIGRP external, 0O - O3PF, IR - O5PF inter area

N1 - OS5PF M55SR external type 1, N2 - O5PF NSS5AR external type 2

El - OSPF external type 1, EZ - O5PF external type 2, E - EGP

i - I5-I5, Ll - IS-IS level-1l, L2 - I5-IS lewvel-2, ia - IS-IS
inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Fateway of last resort is not set

152.1€8.1.0/24 is wvariably subnetted, 2 subnets, 2 masks

D EX 1%2.1€8.1.0/27 [170/728985€] wia 152.1€5.1.131, 00:00:1%,

Seriald/0/1

D 1%2.1€8.1.32/27 [30/2€82112] wia 152.1€5.1.131, 00:00:1%,

Seriald/0/1

c 152.1€2.1.€4/27 is directly connected, GigabitEthernet0/0

L 152 .1€2.1_.€5/32 is directly connected, GigabitEthernet0/0

D 132.1€8.1.59&6/27 [30/268185€] wia 152.1€5.1.131, 00:00:1%,

Seriald/0/1

c 152.1€8.1.128/27 is directly connected, Serial0/0/1

L 152.1€8.1.132/32 is directly connected, Serial0/0/1

D 152.1€8.1.224/27 [90/2170112] wia 192.1€2.1.131, 00:00:15,

Seriald/0/1

caliﬂ Y]

Ctrl+F§ to exit CLI focus Copy Paste
O e
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d. Realizar un diagnostico para comprobar que cada uno de los puntos de la red se
puedan ver y tengan conectividad entre si. Realizar esta prueba desde un host de la
red LAN del router CALI, primero a la red de MEDELLIN y luego al servidor.

En este paso vamos a hacer PING PC-D A PC-B
llustracién 36 PING PC-D A PC-B

¥ pc.p - O k4
Physical Config Desktop Programming Attributes
——

Command Prompt

En este paso vamos a hacer PING PC-D A Servido

llustracion 37PING PC-D A Servido

¥ pcD - O X
Physical Config Desktop Programming Attributes
I

Command Prompt

in milli-:

2lms,
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Parte 4. Configuracion de las listas de Control de Acceso.

Conexion de Medellin por medio de telnet a Bogota y Cali:

[lustracion 38 conexion TELNET

U™

En este momento cualquier usuario de la red tiene acceso a todos sus dispositivos y
estaciones de trabajo. El jefe de redes le solicita implementar seguridad en la red.
Para esta labor se decide configurar listas de control de acceso (ACL) a los routers.
Las condiciones para crear las ACL son las siguientes:

a. Cada router debe estar habilitado para establecer conexiones Telnet con los demas
routers y tener acceso a cualquier dispositivo en la red.

¥ MEDELLIN — O

Phy=ical Config CLI Aftributes
I

105 Command Line Interface

®LINE-o-CHRENEED: Intertace ceriall/U7d, changed State to up

SLINEPROTCO-S5-UPDOWN: Line protocol on Interface Seriald/0/0, changed
state to up

SDUAL-S-NERCHANEZE: IP-EIGRP 10: MNeighbor 152.1€2.1.52 (Serial0/0/0)
is up: new adjacency

User Access Verification

Password:

medellin=enakle

Password:

medellingtelnet 152.1€8.1.2325
Trying 1592 _.1€8.1.225 .. .Open

User Access Verification

Password:

Ctrl+F5 to exit CLI focus Copy Paste

(] Top
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[lustracion 39 Conexion TELNET

% MEDELLIN - O *

Physical Config CLI Attributes
I

105 Command Line Interface

~
User Acocess Verification
Password:
medellinrenable
Password:
medellingtelnet 152.1€5.1.€5
Trying 152.1€2.1.€5 ...Open
User RBccess Verification
Password:
Password:
Password:
[Connection to 152.168.1.65 closed by foreigm host]
medelling [¥]
Ctrl+F& to exit CLI focus Copy Paste
[ mp
-, . . s
Conexion de Cali por medio de telnet a Medellin:
.z .z
llustracion 40 Conexion TELNET
B cav — O X

Physical Config CLI Attributes
I

I0S Command Line Interface

]
5LINEPROTO-5-UPDOWN: Line protocol on Interface Seriallds 071, changed
state to up
%DUAL-S5-NBRCHANGE: IP-EIGEP 10: Neighbor 152.1€8.1.131 (Seriald/s0/1)
is up: new adjacency
User Rccess Verification
Password:
calirenable
Password:
califtelnet 152_ 1e3.1_225
Trying 15%2.1€8.1.225 ...Cpen
User Rocess Verification
Password:

Password:
Password:
bogotax L
Cirl+F§ to exit CLI focus Copy Paste
] ®op

37

——
| —



NI
CISCO

Cisco Networking Academy’

Conexion de Cali por medio de telnet a Bogota:

[lustracion 41 Conexion TELNET

P can

Physical Config CLI Aftributes
—

105 Command Line Interface

User Reocess Verification
Password:

calirenable

Password:

califtelnet 192.1€2.1.225
Trying 192.1€8.1.225 ...Cpen

User Rccess Verification

Password:
bogota>

Ctri+F6 to exit CLI focus

O mp

Copy

Paste

b. El equipo WS1 y el servidor se encuentran en la subred de administracion. Solo el
servidor de la subred de administracion debe tener acceso a cualquier otro dispositivo

en cualquier parte de la red.

llustracion 42 Bogota

¥ pocoma — O

Physical Config CLI Attributes
L

105 Command Line Interface

bogotaiconfig) faccess-1list 1 deny 152.162.1.
%DURL-5-NBRCHAENGE: IP-EIGRP 10: Neighbor 152.168.1.132 (Seriald/s0/1)
is down: Interface Goodbye receiwved

%DUAL-5-NERCHAENGE: IP-EIGRP 10: Neighbor 152.1€2.1.55 (Seriald/0/0)
is up: new adjacency

$DURL-5-NBRCHRENGE: IP-EIGRP 10: Meighbor 152.1€2.1.132 (Serial0d/0/1)
is up: new adjacency

bogota (config) faccess-list 1 deny 152.168.1.22¢
bogota (config) facc
bogota (config) faccess-list 1 permit deny

% Invalid input detected at '*' marker.

bogotalconfig) faccess-list 1 permit any
bogota (config)#int gilds0

bogota (config-if) #ip access—group 1 in
bogota(config-if) g

bogota(config-if) g

bogota (config-if) g

bogota (config-if) g

bogota (config-if) g

bogota (config-if) ﬂl

Ctrl+F& to exit CLI focus Copy Paste

O op

38

——
| —



llIll'Ilu
CI1sCO. C(Cisco Networking Academy l lN

Utilizamos los siguientes comandos

Bogoté(config)#access-list 1 deny 192.168.1.226
Bogota(config)#acc

Bogoté(config)#access-list 1 permit any
Bogota(config)#int gi0/0

Bogotéa(config-if)#ip access-group 1 in
Bogotéa(config-if)#

verificamos haciendo ping

llustracion 43 PING

B ws — O >
Physical Config Desktop Programming Attributes
I

Command Prompt

Ping statis

Packets

[ mp
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llustracion 44 PING

B wsi — O x

Physical Config

Command Prompt

mmand Line 1.0

Programming Atftributes

ping

Pinging

[ mop

Podemos verificar que el servidor si tiene conexidn con toda la red.

[lustracion 45 Conexion del servidor con la red

¥ Servidor - m} *

Phy=ical Config Services

D Programming Attributes
I

Command Prompt

1y
ply

o

Ping statistics

mum = ldms,
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llustracion 46 Conexion con la red

¥ Servidor - O *

Physical Config Services Programming Attributes

——
Command Prompt

Pinging -1

equest timed
1y £
1y £

[ top

c. Las estaciones de trabajo en las LAN de MEDELLIN y CALI no deben tener acceso
a ningun dispositivo fuera de su subred, excepto para interconectar con el servidor.
llustracion 47 Medellin

B MEDELLIN — O *

Physical Config CL Attributes
I

105 Command Line Interface

Press RETURN to get started!

User Rocess Verification
Password:

medellinrenable

Password:

medellingconf t

Enter configuration commands, one per line. End with CNIL/Z.
medellini{config)faccess—list 30 deny host 132_163.1.€€
medellin{config) faccess-list 20 deny host 192 _1€2.1.€7
medellin{config) faccess-1list 20 permit any
medellin{config)gint s0/0/0

medellin{config-if) ¢#ip acc

medellin{config-if) #ip access—-group 20 Out

% Invalid input detected at '~' marker.

medellin{config-if) #ip access-group 30 out
medellin{config-if)#

Ctrl+F& to exit CLI focus Copy Paste

[ mop
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Los comandos para utilizar son los siguientes:

medellin>enable

Password:

medellin#conf t

Enter configuration commands, one per line. End with CNTL/Z.
medellin(config)#access-list 30 deny host 192.168.1.66
medellin(config)#access-list 30 deny host 192.168.1.67
medellin(config)#access-list 30 permit any
medellin(config)#int sO/0/0

medellin(config-if)#ip acc

medellin(config-if)#ip access-group 30 out
medellin(config-if)#

llustracion 48 Cali

L — |
Phy=ical Config CLI Attributes
—
105 Command Line Interface
User Rcocess Verification
Password:
calizenable
Password:
califconf t
Enter configuration commands, one per line. End with CHIL/Z.
cali {config) #access-1list 1 deny 152 _168_1_22¢
cali (config) face
cali (config) gaccess-1list 1 permit any
calii{config) #int g0/0
cali {config-if) §ip access—group 1 in
cali (config-if) §no access-list 1 deny 152.1€5.1.22¢
cali{config-if) §no access-list 1 permit any
cali (config-if) fexit
cali (config) face
cali (config) faccess-list 102 permit ip 15%2.l€8.1.€€ 0.0.0.31
192.1€8.1.227 0.0.0.31
cali {config) #int g0/ 0
cali ({config-if) §ip acc
cali (config-if) §ip access—group 102 in
cali{config-if) g
Ctrl+Fé to exit CLI focus Copy Paste
L] e

Los comandos para utilizar son los siguientes:

Cali>enable

Password:

cali#conf t

Enter configuration commands, one per line. End with CNTL/Z.
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Cali(config)#access-list 1 deny 192.168.1.226
Cali(config)#acc

Cali(config)#access-list 1 permit any
Cali(config)#int g0/0

Cali(config-if)#ip access-group 1 in
Cali(config-if)#no access-list 1 deny 192.168.1.226
Cali(config-if)#no access-list 1 permit any
Cali(config-if)#exit

Cali(config)#acc

Cali(config)#access-list 102 permit ip 192.168.1.66 0.0.0.31 192.168.1.227 0.0.0.31
Cali(config)#int g0/0

Cali(config-if)#ip acc

Cali(config-if)#ip access-group 102 in
Cali(config-if)#

luego de esto hacemos ping entre Pcs para comprobar conectividad.

Ping de SW1 al PC-D perteneciente a la red de Cali 192.168.1.67.

llustracion 49 Ping de SW1 al PC-D

B ws1 - O *
Physical Coenfig Desktop Programming Attributes
|

Command Prompt

BC Command Line

(] Top
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Ping de SW1 al PC-B perteneciente a la red de Cali 192.168.1.36.

llustracion 50 Ping de SW1 al PC-B

B wsi - O b

Physical Cenfig Programming Attributes

[ e

Ping de Servidor al PC-D 192.168.1.67 perteneciente a la red de Cali.

llustracion 51 Ping de Servidor al PC-D

¥ servidor - O x

Physical Config Services Die

Programming Attributes

Command

Pinging

Reply from

[ op
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Ping de Servidor al PC-B 192.168.1.36 perteneciente a la red de Medellin.

llustracion 52 Ping de Servidor al PC-B

¥ servidor - O >

Physical Config Services Desktop Programming Attributes
I

Command Prompt

Minimum = 12ms, Maximum =

C:h»ping 15%2_.1€8_.1_3€

Pinging 1392. 3€ with 32

Con esto logramos analizar que se hicieron los procesos de manera correcta y damos
por terminado el primer escenario solicitado en esta prueba final de habilidades.

Parte 5. Comprobacion de lared instalada.

a. Se debe probar que la configuracion de las listas de acceso fue exitosa.
b. Comprobar y Completar la siguiente tabla de condiciones de prueba para confirmar
el optimo funcionamiento de la red.

Router MEDELLIN Router CALI Conexien
exitosa
WS 1 Router BOGOTA Sin conexién
Servidor Router CALI Con_exmn
exitosa
Servidor Router MEDELLIN ConEAen
exitosa
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LAN del Router
MEDELLIN

LAN del Router CALI

TELNET

LAN del Router
MEDELLIN

LAN del Router CALI
LAN del Router CALI

LAN del Router
MEDELLIN

LAN del Router
MEDELLIN

LAN del Router CALI

LAN del Router
MEDELLIN

Servidor

Servidor

Router CALI

Router MEDELLIN

llustracion 53 Topologia conectada totalmente
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Servidor
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LAN del Router
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Servidor
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—
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Escenario 2

Una empresa tiene la conexion a internet en una red Ethernet, lo cual deben adaptarlo
para facilitar que sus routers y las redes que incluyen puedan, por esa via, conectarse
a internet, pero empleando las direcciones de la red LAN original.

llustracién 54 Escenario 2

h 17231232130 ¥ 208.17.220.0 24
» ! P
! 2
TUNJA
BUCARAMANGA - — )
SWITCH DE NTERNET

LABORATORIO
= | [ 23230
= —

SWTCH VLANZD | VL = 172328129
BUCARAMANGA I 40 HOSTS | vLAN20 = 172.31.0.128 128 | VLA 30
41HOSTS

VLAN30=172.31.0.182 126

B T EXTERNO

—

VLAN10 VLAN 30
55HOSTS 55 HOSTS

17231.00 18

Tenemos la topologia como se solicita en la red: Topologia

llustracion 55 Topologia Escenario 2

Server-PT
WEB EXTERNO

Serveri

-
PC-PT
PCS
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Desarrollo
Los siguientes son los requerimientos necesarios:
1. Todos los routers deberan tener los siguiente:
e Configuracién basica.
Le hacemos la configuracion a cada uno de los router como se muestra a continuacion

llustracion 56 Tunja

¥ Routerd — O x

Physical Config CLI Attributes
I

105 Command Line Interface

no ”

Press RETURN to get started!

Eouterrenable

Routergconf t

Enter configuration commands, one per line. End with CNIL/Z.
Router (config) fno ip domain-lookup

Bouter (config) genakble secret class

Router (config) #int gl/s1

Bouter(config-if) #ip address 205.17.220.1 255.255.255.

Bouter (config-if) §no sh

Router (config-if) éno shutdown

Router (config-if) g
SLINE-5-CHRNGZED: Interface GigabitEthernetl/l, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet(/1,
changed state to up

Bouter(config-if) fexit
Bouter (config) hd

Cirl+F& to exit CLI focus Copy Paste

[ mop

Los comandos que se van a ejecutar son los siguientes:

Router>enable

Router# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup

Router(config)#enable secret class

Router(config)#int g0/1

Router(config-if)#ip address 209.17.220.1 255.255.255.0
Router(config-if)#no sh

Router(config-if)#no shutdown
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Nos quedd pendiente la configuracion del hostname, pero mas Adelante se hace
como corresponde.

Pasamos a configurar:
llustracion 57 Bucaramanga

¥ BUCARAMANGA — O o

Physical Config CLI Attributes
I

105 Command Line Interface

Press RETURN to get started!

Router=enable

Boutergcont t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #no ip domain-loockup

Router (config) #enable secret class

Router (config) #hostname bucaramanga

bucaramanga (config) #int s0/0/0

bucaramanga (config-if)#ip address 172.31.2.34 255.255_255.252
bucaramanga (config-if)#no sht

bucaramanga (config-if) #no sh

bucaramanga (config-if) #no shutdown

bucaramanga (config-if) g
SLINE-5-CHRNGED: Interface Seriald/0/0, changed state to up

bucaramanga (config-if)#
SLINEFROTO-5-UPDOWN: Line protocol on Interface Seriald/0/0, changed
state to up

Ctrl+F& to exit CLI focus Copy Paste

] T

Los comandos que se van a utilizar son los siguientes:

Router>enable

Router# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup

Router(config)#enable secret class

Router(config)#hostname Bucaramanga
Bucaramanga(config)#int s0/0/0

Bucaramanga(config-if)#ip address 172.31.2.34 255.255.255.252
Bucaramanga(config-if)#no sh

Bucaramanga(config-if)#no shutdown
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[lustracion 58 Cundinamarca

¥ CUNDINAMARCA

Physical Config CLI Aftributes
I

105 Command Line Interface

245985€KE bytes of ATA System CompactFlash 0

Press RETUERN to get started!

Router>ENAELE

BEouterfconf t©

Enter configuration commands, one per line.
Router (config) #no ip domain-lookup

Router (config) #hostname cundinamarca
cundinamarca (config) #enable secret class
cundinamarcalconfig) fint s0/70/1

% Inwvalid input detected at "*' marker.

cundinamarca (config-if) #no shut
cundinamarca (config-if) #no shutdown

cundinamarca (config-if) §

cundinamarca (config-if)#

{Read/Write)

End with CHIL/Z.

cundinamarca (config-if)#172.31.2.38 255.255.255.252

cundinamarca(config-if) #ip address 172.31.2.38 255.255.255.252

SLINE-S5-CHRNGED: Interface Seriald/0/l, changed state to up

Ctri+F§ to exit CLI focus

] op

Router>enable
Router# conf t
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup
Router(config)#hostname Cundinamarca
Cundinamarca(config)#enable secret class
Cundinamarca(config)#int s0/0/1
Cundinamarca(config-if)#ip address 172.31.2.38 255.255.255.252
Cundinamarca(config-if)#no shut
Cundinamarca(config-if)#no shutdown

Autenticacion local con AAA.

50

Copy

Los comandos que se van a utilizar son los siguientes:

Se va a validar el siguiente proceso de la siguiente manera:

Paste
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¥ Tuna

Physical

llustracion 59 Tunja- Autenticacion AAA

Config CLI Attributes.
I

105 Command Line Interface

TUrnj2fcopy IO

Tunjafcopy running-config st

Tunjafcopy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

Tunjafcont t©

Enter

Tunijal
Tunijal
Tunijal
Tunjal
Tunjal
Tunjal
Tunijal
Tunijal
Tunijal
Tunijal
Tunjal
Tunjal
Tunjal
Tunijal
Tunijal
Tunijal

configuration commands, one per line. End with CHTL/Z.

config) fusername user password cisco
config) $aaa new-model

config) #aaa authentication login default local
config)#line console O

config-line) #login authentication default
config-line) #logging sy

config-line) $logg

config-line) $§logging sy

config-line) $§logging synchronous
config-line) fexit

config)#line vty 0 4

config-line) #login au

config-line) #login authentication default
config-line) §logging sy

config-line) $§logging synchronous
config-line) fexit

[ ep

Ctri+F& to exit CLI focus Copy

Paste

Los comandos que se van a utilizar son los siguientes:

Tunja# conf t

Enter configuration commands, one per line. End with CNTL/Z.

Tunja(config)#username user password cisco
Tunja(config)#aaa new-model

Tunja(config)#aaa authentication login default local
Tunja(config)#line console 0
Tunja(config-line)#login authentication default
Tunja(config-line)#logging sy
Tunja(config-line)#logging synchronous
Tunja(config-line)#exit

Tunja(config)#line vty 0 4

Tunja(config-line)#login authentication default
Tunja(config-line)#logging synchronous
Tunja(config-line)#exit

Tunja(config)#service password-encryption
Tunja(config)#
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llustracion 60 Bucaramanga- Autenticacion AAA
¥ BUCARAMANGA — O *

Physical Config CL Aftributes
I

105 Command Line Interface

Bucaramangarenable

Password:

Bucaramangagconf t

Enter configuration commands, one per line. End with CNTL/Z.
Bucaramanga (config) #username user password cisco
Burcaramanga (config) faaa new-model

Bucaramanga (config) #aaa authentication login default local
Bucaramanga (config) #line conscle 0

Bucaramanga (config-line) #login au

Bucaramanga (config-line) #login authentication default
Bucaramanga (config-line) #logging sy

Bucaramanga (config-line) #logging sy

Burcaramanga (config-line) $logging synchronous

Bucaramanga (config-line) gexit

Bucaramanga (config) #line wey 0 4

Bucaramanga (config-line) #login au

Bucaramanga (config-line) #login authentication default
Bucaramanga (config-line) #logging sy

Bucaramanga (config-line) #logging synchronous

Bucaramanga (config-line) fexit

Ciri+F& to exit CLI focus Copy Paste
[ Top

Los comandos a utilizar serén los siguientes:

Bucaramanga>enable

Password:

Bucaramanga# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bucaramanga(config)#username user password cisco
Bucaramanga(config)#aaa new-model
Bucaramanga(config)#aaa authentication login default local
Bucaramanga(config)#line console 0
Bucaramanga(config-line)#login au
Bucaramanga(config-line)#login authentication default
Bucaramanga(config-line)#logging sy
Bucaramanga(config-line)#logging sy
Bucaramanga(config-line)#logging synchronous
Bucaramanga(config-line)#exit
Bucaramanga(config)#line vty 0 4
Bucaramanga(config-line)#login au
Bucaramanga(config-line)#login authentication default
Bucaramanga(config-line)#logging sy
Bucaramanga(config-line)#logging synchronous
Bucaramanga(config-line)#exit
Bucaramanga(config)#service en
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Bucaramanga(config)#service pass
Bucaramanga(config)#service password-encryption

Bucaramanga(config)#

llustracién 61 Cundinamarca- Autenticacion AAA

Physical Config

¥ CUNDINAMARCA -

CLI Attributes
I

|05 Command Line Interface

O

*

Password:

Cundinamarca |
Cundinamarca {
Cundinamarca
Cundinamarca
Cundinamarca |
Cundinamarca {
Cundinamarca
Cundinamarca
Cundinamarca
Cundinamarca |
Cundinamarcal
Cundinamarca
Cundinamarca
Cundinamarca {

Cundinamarcarenable

Cundinamarcaf#conf t
Enter configuration commands,

one per line. End with CHTL/Z.
config) fusername user password cisco
config) #aaa new-model

{config) #aaa authentication login default local
(config) $line conscle 0O

config-line) #login authentication default
config-line) #logging sy

{config-line)flogging sy

(config-line) #logging synchronous
{config-line) gexit

(config)#line wey O 4

{config-linel flogin au

{config-line) #login authentication default
{config-line) #logging sy

config-line) #logging synchronous

] op

Ctrl+F§ to exit CLI focus

Copy

Paste

Los comandos para utilizar seran los siguientes:

Cundinamarca>enable
Password:
Cundinamarca # conf t

Enter configuration commands, one per line. End with CNTL/Z.
Cundinamarca(config)#username user password cisco
Cundinamarca(config)#aaa new-model
Cundinamarca(config)#aaa authentication login default local
Cundinamarca(config)#line console O
Cundinamarca(config-line)#login authentication default
Cundinamarca(config-line)#logging synchronous
Cundinamarca(config-line)#exit

Cundinamarca(config)#line vty 0 4
Cundinamarca(config-line)#login authentication default
Cundinamarca(config-line)#logging synchronous
Cundinamarca(config-line)#exit
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Cundinamarca(config)#service password-encryption
Cundinamarca(config)#

e Cifrado de contrasefas.

Ahora vamos a aplicar el cifrado de contrasefias de la siguiente manera

llustracion 62 Tunja- Cifrado de contrasefa
¥ Tumla — O *

Physical Config CLI Attributes
|

105 Command Line Interface

User Access Verification

Username: user

Password:

tunjarenable

Password:

Dassword:

tunjafcont t

Enter configuration commands, one per lime. End with CHNIL/Z.
tunja{config) §service pass

tunja{config) §service password-encryption

tuﬂja{ccﬂfig)#l e

Ctr+F5 to exit CLI focus Copy Paste

(] Top

Los comandos para utilizar seran los siguientes:

Username: user

Password:

Tunja>enable

Password:

Password:

Tunja# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Tunja(config)#service pass
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Tunja(config)#service password-encryption
Tunja(config)#

llustracion 63 Bucaramanga-- Cifrado de contrasefa

¥ BUCARAMANGA — O *

Phy=ical Config CLI Aftributes
I

105 Command Line Interface

Press RETURN to get started. Fs

User Rocess Verification

Username: user

Password:

bucaramanga>enable

Password:

Password:

bucaramangagconf t

Enter configuration commands, one per line. End with CHIL/Z.
bucaramanga (config) #service password-encryption

bucaramanga (config) W

Ctri+F& to exit CLI focus Copy Paste

] e

Los comandos que Vamos a utilizar seran los siguientes:

Username: user

Password:

Bucaramanga>enable

Password:

Password:

Bucaramanga# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bucaramanga(config)#service password-encryption
Bucaramanga(config)#
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llustracién 64 Cundinamarca-- Cifrado de contrasefia

¥ CUNDINAMARCA

Physzical Config CLI Attributes
I

105 Command Line Interface

O

x

Press RETURN to get started.

User Access Verification

Username: user
Password:
cundinamarca=enable
Password:
cundinamarcagcont t

cundinamarca (config) §service password-encryption
cundinamarca{ccnfig)ﬂ

Enter configuration commands, one per line. End with CNTL/Z.

Ctrl+F§ to exit CLI focus

(] Top

Copy

Paste

Los comandos que vamos a utilizar seran los siguientes:

Username: user
Password:
Cundinamarca>enable
Password:
Cundinamarca# conf t

Enter configuration commands, one per line. End with CNTL/Z.

Cundinamarca(config)#service password-encryption
Cundinamarca(config)#

¢ Un méaximo de internos para acceder al router.

Para este punto de la actividad vamos a utilizar login block-for 90 attempts 4

within 30 como comando.
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llustracion 65 Tunja- Maximo de intentos

B Tuna — O 4

Phyzical Config CLI Attributes
I

105 Command Line Interface

User RAccess Verification

Username: class
Password:
% Login inwalid

Username: USer

Password:

Tunja=enable

Password:

Tunjagconf t©

Enter configuration commands, one per line. End with CHTIL/Z.
Tunja{config)#login block-ford 50 att

Tunja{config)#login block-for 30 attempts 4 within 30

Tunja{config)$ b

Ctri+F5 to exit CLI focus Copy Paste

[ mop

Los cbdigos para utilizar seran los siguientes:

Tunja# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Tunja(config)#login block-ford 90 att

Tunja(config)#login block-for 90 attempts 4 within 30
Tunja(config)#
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llustracidon 66 Bucaramanga-- Maximo de intentos

¥ BUCARAMANGA

Physical Config CLI Afttributes
I

105 Command Line Interface

Press RETURN to get started.

User Zccess Verification

Username: user
Password:
Bucaramangarenable
Password:
Bucaramangafconf t

Bucaramanga {config) #login block-£for 90 attempts 4 withim 30

Hucaramanga(cnnfig)ﬂ

Enter configuration commands, one per line. End with CHTIL/Z.

Ctri+F& to exit CLI focus Copy

] op

Paste

Los comandos para ejecutar seran los siguientes

Bucaramanga# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bucaramanga(config)#login block-for 90 attempts 4 within 30
Bucaramanga(config)#

58

——
| —



NI
CIsco. Cisco Networking Academy’ l IN.'_..

llustracién 67 Cundinamarca- Maximo de intentos

¥ CUNDINAMARCA — O X

Physical Config CLI Attributes
.|

105 Command Line Interface

User Access WVerification

Usernames: USer
Dassword:
Cundinamarcarenakle
Password:
Cundinamarcagenakle
Cundinamarcagecing t

% Inwvalid input detected at '"*' marker.

Cundinamarcagconf t

Enter configuration commands, one per line. End with CHTL/Z.
Cundinamarca (config) #login block-£for 50 attempts 4 within 30
Cundinamarca{config)g hd

Ctri+F& to exit CLI focus Copy
Pazte

] Top

Los comandos para utilizar seran los siguientes

Cundinamarca# enable

Cundinamarca# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Cundinamarca(config)#login block-for 90 attempts 4 within 30
Cundinamarca(config)#

e Maximo tiempo de acceso al detectar ataques.
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llustracion 68 Tunja- Maximo tiempo de acceso al detectar ataques

¥ Tuna

Physical Config CLI Attributes
I

105 Command Line Interface

O

x

User Rcocess Verification

Username: user
Password:
Tunjarenable
Password:
Tunjagconi ©

Tunjal{config) #line conscole 0O
Tunja(config-line) fexet—-t
Tunja({config-line) fexet—time
Tunja(config-line) fexec-t

Tunja {config-line) fexec—timeout 5 0
Tunjal(config-line) fexic
Tunja({config) $line vty 0 4
Tunja(config-line) fexec-t

Tunja {config-line) fexec—timeout 5 0
Tunjal(config-line) fexic

Tunja (config) #

Enter configuration commands, one per line.

End with CNIL/Z.

Ctri+F§ to exit CLI focus

[ e

Copy

Paste

Para esta parte se va a utilizar el siguiente comando:

Tunja# conf t

Enter configuration commands, one per line. End with CNTL/Z.

Tunja(config)#line console 0
Tunja(config-line)#exec-timeout 5 0
Tunja(config-line)#exit
Tunja(config)#line vty 0 4
Tunja(config-line)#exec-t
Tunja(config-line)#exec-timeout 5 0
Tunja(config-line)#exit
Tunja(config)#
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llustracion 69 Bucaramanga-- Maximo tiempo de acceso al detectar ataques
¥ BUCARAMANGA — O *

Physical Config CLI Attributes
I

105 Command Line Interface

User Rcocess Verification

Username: user

Dassword:

Bucaramangarenable

Password:

Bucaramangafconf t

Enter configuration commands, one per line. End with CHTL/Z.
Bucaramanga (config) #line console 0

Bucaramanga (config-line) #exec—t

Bucaramanga (config-line) fexec—timeout 5 0

Bucaramanga (config-line) fexit

Bucaramanga (config) #line wty 0 4

Bucaramanga (config-line) §exec—-t

Bucaramanga {config-line) #exec—timeout 5 0

Bucaramanga (config-line) gexit

Bucaramanga (config) # b

Ctri+F§5 to exit CLI focus Copy Paste

] op

Para esta parte se va a utilizar el siguiente comando:

Bucaramanga# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bucaramanga(config)#line console 0
Bucaramanga(config-line)#exec-t
Bucaramanga(config-line)#exec-timeout 5 0
Bucaramanga(config-line)#exit
Bucaramanga(config)#line vty 0 4
Bucaramanga(config-line)#exec-t
Bucaramanga(config-line)#exec-timeout 5 0
Bucaramanga(config-line)#exit
Bucaramanga(config)#
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llustracion 70 Cundinamarca- Maximo tiempo de acceso al detectar ataques

¥ CUNDINAMARCA —

Physical Config CLI Attributes.
I

105 Command Line Interface

O

*

User Rcocess Verification

Username: user
Password:
Cundinamarca=enable
Password:
Cundinamarcagconf t

Cundinamarca{config)#line console 0O
Cundinamarca (config-line) #exec—timeout 5 0
Cundinamarca (config-line) fexit
Cundinamarca (config) #line vty 0O 4
Cundinamarca (config-line) fexec-t
Cundinamarca (config-line) fexec—-timecut 5 0
Cundinamarca (config-line) fexit

Cundinamarca (config) #

Enter configuration commands, one per line. End with CNIL/Z.

Ctri+F8 to exit CLI focus Copy

] wop

Para esta parte se va a utilizar el siguiente comando:

Cundinamarca# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Cundinamarca(config)#line console O
Cundinamarca(config-line)#exec-timeout 5 0
Cundinamarca(config-line)#exit

Cundinamarca(config)#line vty 0 4
Cundinamarca(config-line)#exec-t
Cundinamarca(config-line)#exec-timeout 5 0
Cundinamarca(config-line)#exit

Cundinamarca(config)#

Paste

e Establezca un servidor TFTP y almacene todos los archivos necesarios de los

routers.
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Almacenamiento de la configuracion del servidor tftp en el router, se aplica de
la siguiente manera:

llustracién 71 Tunja- servidor TFTP

B Tuna — O >

Physical Canfig CLI Attributes
I

105 Command Line Interface

Username: cisco
Password:
% Login inwvalid

Username: User

Password:

Tunja=enable

Password:

Tunjagcont ©

Enter configuration commands, one per line. End with CHIL/Z.
Tunja{config) fexit

Tunjag

%5¥5-5-CONFIG I: Configured from console by console

Tunjagcopy ru

Tunja#copy running-config st

Tunjafcopy running-config tftp

bddress or name of remote host []17 205.17.220.3
Destination filename [Tunja-confg]? bkackup

Writing running-config....!!
[CE - 12%3 bytes]

1293 bytes copied in 3.432 secs (37 bytes/fsec)
Iunjaﬂ W

Ctri+F& to exit CLI focus Copy Paste

] wop

Los comandos para utilizar son los siguientes:

Tunja# conft

Enter configuration commands, one per line. End with CNTL/Z.
Tunja(config)#exit

Tunja#

%SYS-5-CONFIG_I: Configured from console by console
Tunja# copy ru

Tunja# copy running-config tftp

Address or name of remote host []? 209.17.220.3
Destination filename [Tunja-confg]? backup

Writing running-config....!!

[OK - 1293 bytes]

1293 bytes copied in 3.432 secs (376 bytes/sec)
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Tunja#
2. El DHCP debera proporcionar solo direcciones a los hosts de Bucaramanga y
Cundinamarca.

llustracion 72 Bucaramanga- se le asigna DHCP

¥ BUCARAMANGA - O b

Physical Config CLI Attributes
I

105 Command Line Interface

Bucaramanga (config-if) #int gls1
Bucaramanga (config-if) #no ip address
Bucaramanga (config-if) §duplex auto
Bucaramanga (config-if) §speed auto
Bucaramanga (config-if) §no sh
Bucaramanga (config-if) §no shutdown

Bucaramanga (config-if) §
SLINE-5-CHRNGED: Interface GigabitEthernetd/l, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetis1,
changed state to up

Bucaramanga (config-if) fexit

Bucaramanga (config) gint gl/1l.1

Bucaramanga (config-subif) #

SLINE-5-CHRNGED: Interface GigabitEthernetd/l.l, changed state to up

SLINEFROTO-5-UFDOWN: Line protocol on Interface GigabitEthermet0/1.1,
changed state to up

Bucaramanga (config-subif) fencapsulation dotlQ 1 natiwve

Bucaramanga (config-subif) #ip address 172.31.2.1 255.255.255_248
Bucaramanga (config-subif) fexit

Bucaramanga (config) $int gls1.10

Bucaramanga (config-subif) §

SLINE-5-CHRNGED: Interface GigabitEthernetd/1.10, changed state to up

SLINEFROTO-5-UFDOWN: Line protocol on Interface
GigakitEthernetl/1.10, changed state to up

Bucaramanga (config-subif) #encapsulation dotlQ 10

Bucaramanga (config-subif)#ip address 172.31.0.1 255

Bucaramanga (config-subif) #ip helper-address 172.31.2.33

Bucaramanga (config-subif) #ip access-group 101l in

Bucaramanga (config-subif) fexit

Bucaramanga (config) g v

Ctrl+F§ to exit CLI| focus Copy Paste

O mop

Bucaramanga (config) #int gds/1.30
Bucaramanga (config-subif) #
&LINE-5-CHANGED: Interface GigabitEthernet0/1.30, changed state to up

SLINEPROTO-5-UPDOWN : Line protocol on Interface
GFigakitEthernet0/1 .30, changed state to up

Bucaramanga (config-subkif) fencapsulation dotlQ 30

Bucaramanga (config-subif) #ip address 172.31.0.€5 255.255.255.152
Bucaramanga (config-subif) #ip helper-address 172.31.2.33

Bucaramanga (config-subif) #ip access—group 103 in

Bucaramanga (config-subif) g L}

Los comandos para utilizar seran los siguientes:

Bucaramanga# conf t
Enter configuration commands, one per line. End with CNTL/Z.
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Bucaramanga(config)#int g0/0

Bucaramanga(config-if)#no ip address

Bucaramanga(config-if)#duplex auto

Bucaramanga(config-if)#speed auto

Bucaramanga(config-if)#no sh

Bucaramanga(config-if)#no shutdown

Bucaramanga(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
Bucaramanga(config-if)#shu

Bucaramanga(config-if)#shutdown

Bucaramanga(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to administratively
down

Bucaramanga(config-if)#int g0/1

Bucaramanga(config-if)#no ip address

Bucaramanga(config-if)#duplex auto

Bucaramanga(config-if)#speed auto

Bucaramanga(config-if)#no sh

Bucaramanga(config-if)#no shutdown

Bucaramanga(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1, changed
state to up

Bucaramanga(config-if)#exit

Bucaramanga(config)#int g0/1.1

Bucaramanga(config-subif)#

%LINK-5-CHANGED: Interface GigabitEthernet0/1.1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1.1,
changed state to up

Bucaramanga(config-subif)#encapsulation dot1Q 1 native
Bucaramanga(config-subif)#ip address 172.31.2.1 255.255.255.248
Bucaramanga(config-subif)#exit

Bucaramanga(config)#int g0/1.10

Bucaramanga(config-subif)#

%LINK-5-CHANGED: Interface GigabitEthernet0/1.10, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1.10,
changed state to up

Bucaramanga(config-subif)#encapsulation dot1Q 10
Bucaramanga(config-subif)#ip address 172.31.0.1 255.255.255.192
Bucaramanga(config-subif)#ip helper-address 172.31.2.33
Bucaramanga(config-subif)#ip access-group 101 in
Bucaramanga(config-subif)#exit

Bucaramanga(config)#int g0/1.30

Bucaramanga(config-subif)#

%LINK-5-CHANGED: Interface GigabitEthernet0/1.30, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1.30,
changed state to up

Bucaramanga(config-subif)#encapsulation dot1Q 30
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Bucaramanga(config-subif)#ip address 172.31.0.65 255.255.255.192
Bucaramanga(config-subif)#ip helper-address 172.31.2.33
Bucaramanga(config-subif)#ip access-group 103 in
Bucaramanga(config-subif)#
Cundinamarca

B CUNDINAMARCA — O

Physical Config CLI Attributes
I

105 Command Ling Interface

Cundinamarca (config-subif) g
5LINE-5-CHANGED: Interface GigabitEthernetl/1_10, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/1.10, changed state to up

Cundinamarca (config-subif) #encapsulation dotlQ 10

Cundinamarca (config-subif) #ip address 172.31_.1_€5 255_255_255.1%2
Cundinamarca (config-subif) #ip helper-address 172 _31.2_38

Cundinamarca (config-subif) #ip access—-group 101 in

Cundinamarca {config-subif) gexit

Cundinamarca(config) $¢int gd/s1.20

Cundinamarca (config-subif) #

SLINE-S-CHANGED: Interface GigabitEthernetls1.20, changed state to up

SLINEPROTO-5-UFDOWN: Line protococl on Interface
GigabitEthernet0/1.20, changed state to up

Cundinamarca (config-subif) §encapsulation dotlQ 20

Cundinamarca (config-subif) §ip address 172.31.1.1 255.255_255.152
Cundinamarca (config-subif) #ip helper-address 172.31_.2_38
Cundinamarca (config-subif) #ip helper-address 172.31_.2_37

Cundinamarca (config-subif) #ip access-group 102 in

Cundinamarca (config-subif) fexit

Cundinamarca (config) #int g0/1.10

Cundinamarca (config-subif) #ip helper-address 172.321.2.37

Cundinamarca (config-subif) #exit

Cundinamarca(config) #int g0/1.88

Cundinamarca (config-subif) §

5LINE-5-CHANGED: Interface GigabitEthernetl/1_28, changed state to up

5LINEPROTO-5-UPDOWN: Line protocol on Interface
FigabitEthernet0/1.88, changed state to up

Cundinamarca (config-subif) #encapsulation dotlQ 28 native
Cundinamarca (config-subif) #ip address 172.31.2.25 255.255.255.248
Cundinamarca (config-subif) #exit

Cundinamarca (config) ¢

L.

Cirl+F& to exit CLI focus Copy Paste

] Top

Los comandos para utilizar seran los siguientes:

Cundinamarca# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Cundinamarca(config)#int g0/1

Cundinamarca(config-if)#no ip address
Cundinamarca(config-if)#duplex auto
Cundinamarca(config-if)#speed auto
Cundinamarca(config-if)#exit

Cundinamarca(config)#int g0/1.1
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Cundinamarca(config-subif)#encapsulation dot1Q 1 native
Cundinamarca(config-subif)#ip address 172.31.2.10 255.255.255.248
Cundinamarca(config-subif)#exit
Cundinamarca(config)#int g0/1
Cundinamarca(config-if)#no shutdown
Cundinamarca(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1, changed
state to up
%LINK-5-CHANGED: Interface GigabitEthernet0/1.1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1.1,
changed state to up
Cundinamarca(config-if)#exit
Cundinamarca(config)#int g0/1.10
Cundinamarca(config-subif)#
%LINK-5-CHANGED: Interface GigabitEthernet0/1.10, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1.10,
changed state to up
Cundinamarca(config-subif)#encapsulation dot1Q 10
Cundinamarca(config-subif)#ip address 172.31.1.65 255.255.255.192
Cundinamarca(config-subif)#ip helper-address 172.31.2.38
Cundinamarca(config-subif)#ip access-group 101 in
Cundinamarca(config-subif)#exit
Cundinamarca(config)#int g0/1.20
Cundinamarca(config-subif)#
%LINK-5-CHANGED: Interface GigabitEthernet0/1.20, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1.20,
changed state to up
Cundinamarca(config-subif)#encapsulation dot1Q 20
Cundinamarca(config-subif)#ip address 172.31.1.1 255.255.255.192
Cundinamarca(config-subif)#ip helper-address 172.31.2.38
Cundinamarca(config-subif)#ip helper-address 172.31.2.37
Cundinamarca(config-subif)#ip access-group 102 in
Cundinamarca(config-subif)#exit
Cundinamarca(config)#int g0/1.10
Cundinamarca(config-subif)#ip helper-address 172.31.2.37
Cundinamarca(config-subif)#exit
Cundinamarca(config)#int g0/1.88
Cundinamarca(config-subif)#
%LINK-5-CHANGED: Interface GigabitEthernet0/1.88, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1.88,
changed state to up
Cundinamarca(config-subif)#encapsulation dot1Q 88 native
Cundinamarca(config-subif)#ip address 172.31.2.25 255.255.255.248
Cundinamarca(config-subif)#exit

Cundinamarca(config)#

67

——
| —




NI
CI1sCO. Cisco Networking Academy’

llustracion 73 Tunja
¥ Tura —
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User Access Verification

Usernams: UsSer

Password:

Tunja=enabkble

Password:

Tunjagcont t

Enter configuration commands, one per line. End with CHTL/Z.
Tunja (config) #ip dhcp excluded-address 172.31.1.€5 172.31.1.70
Tunja ({config) #ip dhep excluded-address 172.31.1.1 172_31.1.5
Tunja ({configl#ip dhep excluded-address 172.31_0.1 172 _31.0.5
Tunja{configl #ip dhcp excluded-address 172.31.0.€5 172.31.0.70
Iunja{ccnfigjﬂ

Cirl+F& to exit CLI focus Copy

] e

Los comandos para utilizar seran los siguientes:

Tunja# conft

Enter configuration commands, one per line. End with CNTL/Z.
Tunja(config)#ip dhcp excluded-address 172.31.1.65 172.31.1.70
Tunja(config)#ip dhcp excluded-address 172.31.1.1 172.31.1.5
Tunja(config)#ip dhcp excluded-address 172.31.0.1 172.31.0.5
Tunja(config)#ip dhcp excluded-address 172.31.0.65 172.31.0.70
Tunja(config)#
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Tunja
B Tuna - O

Physical Config CL Attributes
I

I0S Command Line Interface

User Rocess Verification

Username: user

Password:

Tunjarenakle

Password:

Tunjagcont t

Enter configuration commands, one per line. End with CHTL/Z.
Tunja{config) #ip dhcp excluded-address 172.31.1.€5 172.31.1.70
Tunjaiconfig) §ip dhcp excluded-address 172.31.1.1 172.31.1.5
Tunja({config) fip dhep excluded-address 172.31.0.1 172.31.0.5
Tunjalconfig) #ip dhep excluded-address 172.31.0.€5 172.31.0.70
Tunjai{config) #ip dhep pool Bucaramanga 30

Tunja{dhcp-config) #network 172.31.0_.&4 255.255_3255.152
Tunja(dhcp-config) #default-router 172.31.0.35
Tunja{dhcp—-config) fexit

Tunjaiconfig) #ip dhep pool Cundinamarca 10

Tunja{dhcp-config) #default-router 172.31.1.1
Tunja(dhcp-config) fexnit

Tunjai{config) §ip dhep pool Cundinamarca 20

Tunja(dhcp-config) #network 172.31.1_.&4 255.255.255.152
Tunja{dhcp-config) #default-router 172.31.1.€5
Tunja(dhcp-config) fexit

Tunjal{config) #ip dhcp pool Bucaramanga 10

Tunja{dhcp-config) #default-router 172.31.0.1
Tunja{dhcp-config) #

Ctrl+Fé& to exit CLI focus Copy Paste

[ mop

Tunja# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Tunja(config)#ip dhcp excluded-address 172.31.1.65 172.31.1.70
Tunja(config)#ip dhcp excluded-address 172.31.1.1 172.31.1.5
Tunja(config)#ip dhcp excluded-address 172.31.0.1 172.31.0.5
Tunja(config)#ip dhcp excluded-address 172.31.0.65 172.31.0.70
Tunja(config)#ip dhcp pool Bucaramanga_30
Tunja(dhcp-config)#network 172.31.0.64 255.255.255.192
Tunja(dhcp-config)#default-router 172.31.0.35
Tunja(dhcp-config)#exit

Tunja(config)#ip dhcp pool Cundinamarca_10
Tunja(dhcp-config)#network 172.31.1.0 255.255.255.192
Tunja(dhcp-config)#default-router 172.31.1.1
Tunja(dhcp-config)#exit

Tunja(config)#ip dhcp pool Cundinamarca_20
Tunja(dhcp-config)#network 172.31.1.64 255.255.255.192
Tunja(dhcp-config)#default-router 172.31.1.65
Tunja(dhcp-config)#exit

69

——
| —



CI1sCO. Cisco Networking Academy’

Tunja(config)#ip dhcp pool Bucaramanga_10

Tunja(dhcp-config)#network 172.31.0.0 255.255.255.192

Tunja(dhcp-config)#default-router 172.31.0.1
Tunja(dhcp-config)#

Switch>
Switch>enable
Switch# conf t

Configuramos el switch

llustracion 74 Switch Bucaramanga

® Switch Bucaramanga — O

Physical Config CLI Aftributes
I

105 Command Line Interface

S LINEPROTO-5-TUFDOWN: Line protocol on Interface GigabitEthermetd/1l,
changed state to down

SLINE-5-CHANGED: Interface GigabitEthernetl/l, changed state to up

SLINEPROTO-5-UFDOWN: Line protocol on Interface GigabitEthermetd/s1,
changed state to up

Switch>

Switch=enakble

Switch#conf t©

Enter configuration commands, cne per line. End with CNTL/Z.
Switch(config) #vlan 10

Switch{config-—vlan) fexit

Switch {config) #wlan 30

Switch{config-—vlan) fexit

Switch{config)fint range £a0/0-10

interface range not validated - command rejected
Switch(config)#int range £als1-10
Switch{config-if-range) #switchport access vlan 10
Switch({config-if-range) #do write

Building configuration. ..

[OKE1

Switchi{config-if-range) fexit

Switch{config)#int range £0/11-20
Switch{config-if-range) #switchport access wvlan 30
Switchi{config-if-range) §switchport mode access
Switch{config-if-range) fexit

Switch(config)#int range £0/1-10
Switch{config-if-range) #switchport mode access wlan 10

% Inwalid input detected at "'~' marker.

Switch{config-if-range) #switchport access wvlan 10
Switchi{config-if-range) §switchport mode access
Switch {config—if-range) fexit

Switchi{config) g

Ctri+F8 to exit CLI focus Copy Paste

[ mp

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#vlan 10

Switch(config-vlan)#exit

Switch(config)#vlan 30

Switch(config-vlan)#exit

Switch(config)#int range fa0/0-10

interface range not validated - command rejected
Switch(config)#int range fa0/1-10
Switch(config-if-range)#switchport access vlan 10
Switch(config-if-range)#do write

Building configuration...

[OK]
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Switch(config-if-range)#exit
Switch(config)#int range f0/11-20
Switch(config-if-range)#switchport access vlan 30
Switch(config-if-range)#switchport mode access
Switch(config-if-range)#exit
Switch(config)#int range f0/1-10
Switch(config-if-range)#switchport mode access vlian 10
Switch(config-if-range)#switchport access vlan 10
Switch(config-if-range)#switchport mode access
Switch(config-if-range)#exit

Switch(config)#

Configuramos los router

llustracion 75 Tunja

B TUnIA

Physical Config CLI Attributes
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changed state to up

Tunja({config-subif) #enca
Tunja {config-subkif) #encapsulation dotlQ 1 native

Tunjal{config-subif) gexit

Tunja{config) #int g0/0.20

Tunja ({config-subif) &

SLINE-5-CHRNZED: Interface GigabitEthernetl/0.20,

SLINEPROTO-5-UPDOWN : Line protocol on Interface
GigakbitEthernetd/0.20, changed state to up

Tunja{config-subif) #encapsulation dotlQ 20

Tunja ({config-subif) #ip acc
Tunjaiconfig-subif) #ip access—-group 102 in

Tunja ({config-subif) fexit

Tunjaiconfig) #int gl/s0_30

Tunja(config-subif) #

SLINE-5-CHRNGZED: Interface GigabitEthernetl/0.30,

ELINEPROTCO-5-UPDOWHN: Line protocol on Interface
FigakitEthernetd/0.30, changed state to up

Tunja({config-subif) #encapsulation dotlQ 20
Tunja ({config-subif) #ip access—group 103 in

Tunjalconfig-subif) dexit
Iunja-:ccnfig:lﬂ|

Tunja(config-subif) #ip address 172.321.0.153 255.255.255.152

Tunja ({config-subif) #ip address 172.31_.2.5% 255_255_3255_3248

Tunja ({config-subif) #ip address 172.31_0.12% 255_.255_3255.152

SLINEPROTCO-5-UPDOWN: Line protocol on Interface GigabitEthernetd/ /0.1,

changed state to up

changed state to up

~

Ctrl+F8 to exit CLI focus

] Top

Los comandos para utilizar seran los siguientes:

Tunja# conf t

Copy

Paste
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Enter configuration commands, one per line. End with CNTL/Z.
Tunja(config)#int g0/0

Tunja(config-if)#no ip address

Tunja(config-if)#ip nat outside

Tunja(config-if)#duplex auto

Tunja(config-if)#speed auto

Tunja(config-if)#exit

Tunja(config)#int g0/0

Tunja(config-if)#no sh

Tunja(config-if)#no shutdown

Tunja(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0, changed
state to up

Tunja(config-if)#int g0/0.1

Tunja(config-subif)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0.1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.1,
changed state to up

Tunja(config-subif)#enca

Tunja(config-subif)#encapsulation dotlQ 1 native

Tunja(config-subif)#ip address 172.31.2.9 255.255.255.248
Tunja(config-subif)#exit

Tunja(config)#int g0/0.20

Tunja(config-subif)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0.20, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.20,
changed state to up

Tunja(config-subif)#encapsulation dot1Q 20

Tunja(config-subif)#ip address 172.31.0.129 255.255.255.192
Tunja(config-subif)#ip acc

Tunja(config-subif)#ip access-group 102 in

Tunja(config-subif)#exit

Tunja(config)#int g0/0.30

Tunja(config-subif)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0.30, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.30,
changed state to up

Tunja(config-subif)#encapsulation dot1Q 30

Tunja(config-subif)#ip address 172.31.0.193 255.255.255.192
Tunja(config-subif)#ip access-group 103 in

Tunja(config-subif)#exit

Tunja(config)#

3. El web server debera tener NAT estatico y el resto de los equipos de la topologia
emplearan NAT de sobrecarga (PAT).
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llustracion 76 Tunja- configuracion NAT

B Tuna —
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User Rocess Verification

Username: user

Password:

Tunjarcisco

Translating "cisco™

% Unknown command or computer name, or unable to find computer
address

Tunjarenabkle

Password:

Password:

Tunjagconf t©

Enter configuration commands, one per line. End with CNTL/Z.
Tunjalconfigl #ip inside source list 20 interface gl/l owverload

% Imvalid input detected at "*' marker.

Tunjalconfig)#

Tunjaiconfig) #ip nat inside source list 20 interface gl/l owverload
Tunja{config) fip nat inside source static 172_.31_.2_2& 2059_17_220.3

Ctri+F8 to exit CLI focus Copy

] e

Paste

Los comandos para utilizar seran los siguientes:

Tunja>enable

Password:

Password:

Tunja# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Tunja(config)#ip inside source list 20 interface g0/1 overload
Tunja(config)#ip nat inside source list 20 interface g0/1 overload
Tunja(config)#ip nat inside source static 172.31.2.26 209.17.220.3
Tunja(config)#

4. El enrutamiento debera tener autenticacion.
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llustracion 77 Tunja- Autenticacion enrutamiento

¥ Tuma — O
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User RAccess Verification

Usernames: UsSer

Password:

Tunjarenakle

Password:

Tunjafcont t

Enter configuration commands, one per line. End with CHNIL/Z.
Tunjai{config) g¢int s0/0/0

Tunjal{config-if) #ip ospf mes

Tunja{config-if) #ip ospf message—digest-key 1 md5s
Tunjai{config-if) #ip ospf message-digest-key 1 md5s
Tunja{config-if) $ip ospf message-digest-key 1 md5
Tunja{config-if) #ip nat inside
Tunja{config-if) #exit

Tunja{config) §int s0/0/1

Tunja{config-if) #ip ospf message—digest—key 1 md5 7 network
Tunjaiconfig-if) #ip nat inside

Tunja{config-if) gexit

Tunja{config) g

ne
net
network

Ctri+F& to exit CLI focus Copy Paste

[ op

Los comandos para utilizar serén los siguientes:

Tunja# conf t
Enter configuration commands, one per line. End with CNTL/Z.
Tunja(config)#int s0/0/0
Tunja(config-if)#ip ospf mes
Tunja(config-if)#ip ospf message-digest-key 1 md5 7 ne
Tunja(config-if)#ip ospf message-digest-key 1 md5 7 net
Tunja(config-if)#ip ospf message-digest-key 1 md5 7 network
Tunja(config-if)#ip nat inside
Tunja(config-if)#exit
Tunja(config)#int s0/0/1
Tunja(config-if)#ip ospf message-digest-key 1 md5 7 network
Tunja(config-if)#ip nat inside
Tunja(config-if)#exit

Tunja(config)#
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llustracion 78 Tunja
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Physical Config CLI Attributes

—

105 Command Line Interface
TESSWOTOT
Tunjarenable
Password:
Tunjagconi ©
Enter configuration commands, one per line. End with CHNTL/Z.
Tunja(config) #router ospf 1
Tunja (config-router) #log-
Tunjalconfig-router) #log-adjacency-changes
Tunja {config-router) farea 0 aut
Tunjalconfig-router)#area 0 authentication mes
Tunja {config-router) farea 0 authentication message-digest
Tunja {config-router) fnetwork 172.21.0.1228 0.0.0.€2 area 0O
Tunja {config-router) fnetwork 172.31.0.15%2 0.0.0.€3 area 0
Tunja{config-router) fnetwork 172.31.2.322 0.0.0.7 area 0
Tunja {config-router) fnetwork 172.31.2.8 0.0.0.7 area 0
Tunja {config-router) fdefault-
Tunja {config-router) fdefault-information originate
Tunja(config-router)#
SLINEPROTO-5-UPDOWH: Line protocol on Interface Seriald/0/1, changed
state to down
SLINEPROTO-5-UFDOWN: Line protocol on Interface Seriald/0/0, changed
state to down
SLINEPROTO-5-UPDOWN: Line protocol on Interface Seriald/0/0, changed
state to up
Tunja(config-router)#
SLINEPROTO-5-UPDOWHN: Line protocol on Interface Seriald/0/1, changed
state to up
Tunja (config-router) #|
Ctrl+F§ to exit CLI focus Copy Paste
[ 7op

Los comandos para utilizar serén los siguientes:

Tunja# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Tunja(config)#router ospf 1

Tunja(config-router)#log-
Tunja(config-router)#log-adjacency-changes
Tunja(config-router)#area 0 aut

Tunja(config-router)#area 0 authentication mes
Tunja(config-router)#area 0 authentication message-digest
Tunja(config-router)#network 172.31.0.128 0.0.0.63 area 0
Tunja(config-router)#network 172.31.0.192 0.0.0.63 area 0
Tunja(config-router)#network 172.31.2.32 0.0.0.7 area O
Tunja(config-router)#network 172.31.2.8 0.0.0.7 area O
Tunja(config-router)#default-
Tunja(config-router)#default-information originate

Tunja(config-router)#
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%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to

down

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to

down

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to

up
Tunja(config-router)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to

up
Tunja(config-router)#

llustracion 79 Bucaramanga
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Password:

Bucaramanga

Bucaramanga
Bucaramanga
Bucaramanga
Bucaramanga
Bucaramanga

Bucaramanga
Bucaramanga
Bucaramanga

% Ambiguous

Bucaramanga
Bucaramanga

Seriald/o/0

Bucaramanga

Bucaramanga
Bucaramanga {
Bucaramanga
Bucaramanga |
Bucaramanga |

Bucaramangadconf ©
Enter configuration commands, one per line. End with CNIL/Z.

{config) grouter Ospf 1

% Invalid input detected at "' marker.

{config) #rouser ospf 1

{config-router) $log-

{config-router) #log-

l{config-router) $log-adjacency-changes
{config-router) #area 0 au

config-router) farea 0 authentication mes
config-router) §area 0 authentication message-digest
config-router) fnetwork 172 .321.0.0 0.0.0.€2 area 0
{config-router) énetwork 0.€4 0.0.0.€3 area 0
{config-router) §network 2.0 0.0.0.7 area 0
{config-router) #network 172.31.2_32 0.0.0.7 area 0
({config-router) fexit

lconfig) dexit

Bucaramangag
%5Y5-5-CONFIG_I: Configured from console by console

Bucaramangagcon t©

command: "econ t"

Bucaramangagconf ©

Enter configuration commands, one per line. End with CNIL/Z.
Bucaramanga (config) #int s0/0/0

Bucaramanga (config-if) #ip address 172.31.2.34 255.255.255.252
Bucaramanga {config-if) $ip ospf me

Bucaramanga (config-if) #ip ospf message-digest-key 1l mdS 7 ne
Bucaramanga (config-if) #ip ospf message-digest-key 1 mdS 7 net

{config-if) #ip ospf message-digest-key 1 mdS 7 network
lconfig-if)#

0€:31:40: %0SPF-5-ADJCHE: Process 1, Nbr 205.17.220.221 on

from LOADING to FULL, Loading Done

lconfig-if)#

Ctri+F& to exit CLI focus Copy

[ 1op

Los comandos para utilizar

Bucaramanga# conf t

seran los siguientes:

Enter configuration commands, one per line. End with CNTL/Z.
Bucaramanga(config)#router ospf 1
Bucaramanga(config-router)#log-
Bucaramanga(config-router)#log-
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Bucaramanga(config-router)#log-adjacency-changes
Bucaramanga(config-router)#area O au
Bucaramanga(config-router)#area 0 authentication mes
Bucaramanga(config-router)#area 0 authentication message-digest
Bucaramanga(config-router)#network 172.31.0.0 0.0.0.63 area 0
Bucaramanga(config-router)#network 172.31.0.64 0.0.0.63 area 0
Bucaramanga(config-router)#network 172.31.2.0 0.0.0.7 area O
Bucaramanga(config-router)#network 172.31.2.32 0.0.0.7 area O
Bucaramanga(config-router)#exit

Bucaramanga(config)#exit

Bucaramanga#

%SYS-5-CONFIG_I: Configured from console by console
Bucaramanga# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bucaramanga(config)#int s0/0/0

Bucaramanga(config-if)#ip address 172.31.2.34 255.255.255.252
Bucaramanga(config-if)#ip ospf me

Bucaramanga(config-if)#ip ospf message-digest-key 1 md5 7 ne
Bucaramanga(config-if)#ip ospf message-digest-key 1 md5 7 net
Bucaramanga(config-if)#ip ospf message-digest-key 1 md5 7 network
Bucaramanga(config-if)#

06:31:40: %OSPF-5-ADJCHG: Process 1, Nbr 209.17.220.221 on Serial0/0/0 from
LOADING to FULL, Loading Done

Bucaramanga(config-if)#

llustracion 80 Cundinamarca
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User Access Verification

Username: user
Password:
Cundinamarca=enable
Password:
Cundinamarcagconf t
Enter configuration commands, one per line. End with CHTL/Z.
Cundinamarca (config) frouter ospf 1

Cundinamarca (config-router) #log-ad

Cundinamarca (config-router) #log-adjacency-changes

Cundinamarca (config-router) #area 0 au

Cundinamarca (config-router)farea 0 authentication me
Cundinamarca (config-router)farea 0 authentication message-digest
Cundinamarca (config-router) #network 172.31.1.0 0.0.0.€3 area 0
Cundinamarca (config-router) fnetwork 172.31.1
Cundinamarca (config-router) fnetwork 172 31

LI ]
Y
[ e

Cundinamarca (config-router) fnetwork 172.31.

(SRR

Cundinamarca (config-router) #network 172 .31
Cundinamarca (config-router) fend
Cundinamarca#

%5YS5-5-CONFIEZ I: Configured from console by console

Cundinamarcag b

Ctri+F6 to exit CLI focus Copy Paste

O wop

Los comandos para utilizar seran los siguientes:
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Cundinamarca#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Cundinamarca(config)#router ospf 1
Cundinamarca(config-router)#log-ad
Cundinamarca(config-router)#log-adjacency-changes
Cundinamarca(config-router)#area 0 au
Cundinamarca(config-router)#area 0 authentication me
Cundinamarca(config-router)#area 0 authentication message-digest
Cundinamarca(config-router)#network 172.31.1.0 0.0.0.63 area 0
Cundinamarca(config-router)#network 172.31.1.64 0.0.0.63 area 0
Cundinamarca(config-router)#network 172.31.2.16 0.0.0.7 area 0
Cundinamarca(config-router)#network 172.31.2.36 0.0.0.3 area 0
Cundinamarca(config-router)#network 172.31.2.24 0.0.0.7 area 0
Cundinamarca(config-router)#end

5. Listas de control de acceso:

Se configura la lista de acceso o acces-list en cada uno de los router

llustracion 81 Cundinamarca-lista de control de acceso

¥ CUNDINAMARCA — m| X
Physical Config CLI Attributes
—
105 Command Line Interface
]
Username: user
Password:
Cundinamarcarenable
Password:
Cundinamarcagconf t
Enter configuration commands, one per line. End with CNTL/Z.
Cundinamarca (config) access-1list 101 permit udp host 0.0.0.0 eg
bootpc host 255.255.255.255 &g bootps
Cundinamarca (config) faccess-list 10l permit ip 172.231.0.130 0.0.0.€3
172.21.0.128 0.0.0. €2
Cundinamarca (config) faccess-list 10l permit ip 172.31.0.130 0.0.0.€3
172.21.0.128 0.0.0. €2
Cundinamarca (config) §
Cundinamarca (config) §access-list 101 permit ip 172.31.0.130 0.0.0.€3
172.31.0.128 0.0.0_€3
Cundinamarca (config) §access-1list 101 permit ip 172.31.0.131 0.0.0.€3
172.31.1.0 0.0.0_€3
Cundinamarca (config) #access-1list 103 permit udp host 0.0.0.0 eg
bootpc host 255.255.255.255 eg bootps
Cundinamarca (config) #access-1list 103 deny ip 172.31.0.64 0.0.0.&63
172.31.0.0 0.0.255_255
Cundinamarca (config) §access-1list 103 permit ip 172.31.0.64 0.0.0.€3
any
Cundinamarca (config) g hd
Cirl+Fé to exit CLI focus Copy Paste
[ e

Los comandos para utilizar seran los siguientes:

Cundinamarca>enable
Password:
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Cundinamarca#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Cundinamarca(config)#access-list 101 permit udp host 0.0.0.0 eq bootpc host
255.255.255.255 eq bootps

Cundinamarca(config)#

Cundinamarca(config)#access-list 101 permit ip 172.31.0.130 0.0.0.63 172.31.0.128
0.0.0.63

Cundinamarca(config)#access-list 101 permit ip 172.31.0.131 0.0.0.63 172.31.1.0
0.0.0.63

Cundinamarca(config)#access-list 103 permit udp host 0.0.0.0 eq bootpc host
255.255.255.255 eq bootps

Cundinamarca(config)#access-list 103 deny ip 172.31.0.64 0.0.0.63 172.31.0.0
0.0.255.255

Cundinamarca(config)#access-list 103 permit ip 172.31.0.64 0.0.0.63 any
Cundinamarca(config)#

llustracion 82 Tunja-lista de control de acceso
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from LOADINGE to FULL, Loading Done ~

00:00:20: %0S5PF-5-ADJCHG: Process 1, Mbr 172.31.2.34 on Serial0/o0/0
from LOADINGE to FULL, Loading Done

User Access Verification

Username: user

Password:

Tunja=enable

Password:

Tunjag&conf t©

Enter configuration commands, one per line. End with CHIL/Z.
Tunija{config) faccess-1list 20 permit 172.31.0.0 0.0.31.255

Tunja (config) faccess-list 102 permit ip 172.31.0.128 0.0.0.&3
172.31.0.0 0.0.0_8€3

Tunja{config) gaccess-list 102 permit ip 172.31.0.128 0.0.0.&3
172.31.1.0 0.0.0.€3

Tunja (config) faccess-list 1032 permit tep 172.31.0.15%2 0.0.0.€2 any eg
WWW

Tunja (config) faccess-list 103 permit teop 172.31.0.152 0.0.0.€3 any eg
ftp

Tunja{config) § v

Ctri+F§ to exit CLI focus Copy Paste

] Top

Los comandos para utilizar seran los siguientes:

Tunja>enable

Password:

Tunja#conf t

Enter configuration commands, one per line. End with CNTL/Z.
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Tunja(config)#access-list 20 permit 172.31.0.0 0.0.31.255
Tunja(config)#access-list 102 permit ip 172.31.0.128 0.0.0.63 172.31.0.0 0.0.0.63
Tunja(config)#access-list 102 permit ip 172.31.0.128 0.0.0.63 172.31.1.0 0.0.0.63
Tunja(config)#access-list 103 permit tcp 172.31.0.192 0.0.0.63 any eq www
Tunja(config)#access-list 103 permit tcp 172.31.0.192 0.0.0.63 any eq ftp
Tunja(config)#

llustracion 83 Bucaramanga-lista de control de acceso
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Serialld/0/0 from LOARDING to FULL, Loading Done -

User Reocess Verification

Username: user

Dasswor d:

Bucaramangarenable

Password:

Bucaramangafconf t©

Enter configuration commands, one per line. End with CNTIL/Z.
Bucaramanga ({config) facecess-list 102 permit udp heost 0.0.0.0 eq bootpe
host 255.255.255.255 eg bootps

Bucaramanga (config)faccess—list 102 permit ip 172.31.1.0 0.0.0.€3
172.31.0.128 0.0.0.63

Bucaramanga (config) #access—-1list 102 permit ip 172.31.1.0 0.0.0.&3
172.31.0.0 0.0.0.83

Bucaramanga (config) #access-list 101 permit udp host 0.0.0.0 eg bootpo
host 255.255.2 -255 egq bootps

Bucaraman ga ig)gaccess— list 101 deny ip 172.31.1.64 0.0.0.£3

172.31.0.0 0.0.255.255

Bucaramanga (config) #access—-1list 101 permit ip 172.31.1.64 0.0.0.€3

any

Bucaramanga (config) § v

Ctrl+F8& to exit CLI focus Copy Paste
[ mop

Los comandos para utilizar seran los siguientes:

Bucaramanga>enable

Password:

Bucaramanga#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bucaramanga(config)#access-list 102 permit udp host 0.0.0.0 eq bootpc host
255.255.255.255 eq bootps

Bucaramanga(config)#access-list 102 permit ip 172.31.1.0 0.0.0.63 172.31.0.128
0.0.0.63

Bucaramanga(config)#access-list 102 permit ip 172.31.1.0 0.0.0.63 172.31.0.0
0.0.0.63

Bucaramanga(config)#access-list 101 permit udp host 0.0.0.0 eq bootpc host
255.255.255.255 eq bootps

Bucaramanga(config)#access-list 101 deny ip 172.31.1.64 0.0.0.63 172.31.0.0
0.0.255.255

Bucaramanga(config)#access-list 101 permit ip 172.31.1.64 0.0.0.63 any
Bucaramanga(config)#
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Vamos a realizar la configuracion de los switch

Los hosts de VLAN 20 en Cundinamarca no acceden a internet, solo a la red
interna de Tunja.

Los hosts de VLAN 10 en Cundinamarca si acceden a internet y no a la red
interna de Tunja.

Los hosts de VLAN 30 en Tunja solo acceden a servidores web y ftp de
internet.

Los hosts de VLAN 20 en Tunja solo acceden a la VLAN 20 de Cundinamarca
y VLAN 10 de Bucaramanga.

Los hosts de VLAN 30 de Bucaramanga acceden a internet y a cualquier
equipo de VLAN 10.

Los hosts de VLAN 10 en Bucaramanga acceden a la red de Cundinamarca
(VLAN 20) y Tunja (VLAN 20), no internet.

Los hosts de una VLAN no pueden acceder a los de otra VLAN en una ciudad.
Solo los hosts de las VLAN administrativas y de la VLAN de servidores tienen
accedo a los routers e internet.

Le asignaremos las contrasefias correspondientes a cada uno de los switch de la

llustracion 84 Switch Tunja

B Switch Tunja - O X

Physical Config CLI Attributes
I

105 Command Line Interface

SLINEPRCIC-5-UCDUNN . Line protocol On INCEerrace FaSCoCHernetds Lo,
changed state to up

& LINE-5-CHRNGED: Interface GigakitEthernet(0/1l, changed state to up

SLINEPROTO-5-UPDCOWN : Line protocol on Interface GigabitEthernet0/1,
changed state to up

Switch=enakble

Switché#conf ¢

Enter configuration commands, one per line. End with CHTL/Z.
Switch{config) éno ip domain-lookup

Switch ({config) #hostname Stunja

Stunjalconfig) fenable password class

Stunjalconfig)gline console 0O

Stunjalconfig-line) §password cisco

Stunja(config-line) #login

Stunja{config-line) fexit

Stunja(config) #line comsole 0

Stunja({config-line)#line vty 0 15

Stunjal{config-line) §password cisco

Stunjalconfig-line) f#login

Stunja({config-line) §exit

Stunja{config) g W

Ctrl+F& to exit CLI focus Copy Paste

O e

Los comandos para utilizar seran los siguientes:
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Switch>enable

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain-lookup
Switch(config)#hostname Stunja
Stunja(config)#enable password class
Stunja(config)#line console 0
Stunja(config-line)#password cisco
Stunja(config-line)#login
Stunja(config-line)#exit
Stunja(config)#line console O
Stunja(config-line)#line vty 0 15
Stunja(config-line)#password cisco
Stunja(config-line)#login
Stunja(config-line)#exit
Stunja(config)#

llustracién 85 Switch Bucaramanga
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SLINE-5-CHANGED: Interface GigabitEthernet(/l, changed state to up

&LINEFROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/1,
changed state to up

Switchrenable
Switchi#no ip domain-lookup

% Invalid input detected at "*' marker.

Switch#conf t

Enter configuration commands, one per line. End with CNTIL/Z.
Switchi{config) #no ip domain loockup
Switch{config)f#hostname Sbucaramanga
Sbucaramanga (config) #enable password class
Sbucaramanga (config) #line console 0
Sbucaramanga (config-line) §password cisco
Sbucaramanga (config-line) $login
Sbucaramanga {config-line) #line wty 0 15
Sbucaramanga (config-line) $password cisco
Sbucaramanga (config-line) §login
Sbucaramanga (config-line) fexit
Sbucaramanga{ccnfig?ﬂ

Cirl+F8 to exit CLI focus Copy Paste

[ e

Los comandos para utilizar seran los siguientes:

Switch>enable

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain lookup
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Switch(config)#hostname Sbucaramanga
Sbucaramanga(config)#enable password class
Sbucaramanga(config)#line console 0
Sbucaramanga(config-line)#password cisco
Sbucaramanga(config-line)#login
Sbucaramanga(config-line)#line vty 0 15
Sbucaramanga(config-line)#password cisco
Sbucaramanga(config-line)#login
Sbucaramanga(config-line)#exit
Sbucaramanga(config)#!

Sbucaramanga#

llustracion 86 Switch Cundinamarca
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SLINEFROTO-5-UFDOWN : Line protocol on Interface FastEthernetd/ 1€,
changed state to up

2LINE-5-CHRNFED: Interface FigabitEthernetd/sl, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetd/l,
changed state to up

Switch>enabkle

Switchiconf t

Enter configuration commands, one per line. End with CHTL/Z.
Switch (config) éno ip domain-lookup

Switch (config) #hostname Scundinamarca
Scundinamarca {config) §enable password class
Scundinamarca (config) #line console 0
Scundinamarca {config-line) §password cisco
Scundinamarca (config-line) #login
Scundinamarca {config-line) $line wty 0 15
Scundinamarca (config-line) §password cisco
Scundinamarca (config-line) #login
Scundinamarca {config-line) #exit
Scundinamarca (config) g

Ctrl+F& to exit CLI focus Copy Paste

[ 1op

Los comandos para utilizar serén los siguientes:

Switch>enable

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain-lookup

Switch(config)#hostname Scundinamarca
Scundinamarca(config)#enable password class
Scundinamarca(config)#line console 0
Scundinamarca(config-line)#password cisco
Scundinamarca(config-line)#login
Scundinamarca(config-line)#line vty 0 15
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Scundinamarca(config-line)#password cisco
Scundinamarca(config-line)#login
Scundinamarca(config-line)#exit
Scundinamarca(config)#

llustraciéon 87 Switch Bucaramanga
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% Invalid input detected at """ marker.

Sbucaramangagconf t

Enter configuration commands, one per line. End with CHIL/Z.
Sbucaramanga {config)#line console O

Sbucaramanga (config-line) #logg

Sbucaramanga (config-line) #logging sy

Sbucaramanga (config-line) #logging synchronous

Sbucaramanga (config-line) #interface VLANI

Sbucaramanga (config-if) §ip address 172.31.2.0 255.255_255.24%3
Bad mask /2% for address 172.31.2.0

Sbucaramanga (config-if) #ip default-gateway 172.31.2.1
Sbucaramanga (config) fexit

Sbucaramanga#

85¥S-5-CONFIC_I: Configured from console by conscle

Sbucaramangaginterface VLAN1

% Invalid input detected at """ marker.

Sbucaramangafconf t

Enter configuration commands, one per line. End with CHIL/Z.
Sbucaramanga (config) #interface VLAN]L

Sbucaramanga (config-if) §no sh

Sbucaramanga (config-if) ¢no shutdown

Sbucaramanga (config-if) ¢
SLINE-5-CHANGED: Interface Vlanl, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface Wlanl, changed state
to up

Sbucaramanga (config-if) fexitc

Sbucaramanga (config) fexit

Sbucaramangaf

35¥S-5-CONFIG_I: Configured from console by conscole

Sbucaramangaﬂ

Ctrl+F8 to exit CLI focus Copy Paste

[ mop

Los comandos para utilizar seran los siguientes:

Sbucaramanga#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Sbucaramanga(config)#line console 0
Sbucaramanga(config-line)#logg
Sbucaramanga(config-line)#logging sy
Sbucaramanga(config-line)#logging synchronous
Sbucaramanga(config-line)#interface VLAN1
Sbucaramanga(config-if)#ip address 172.31.2.0 255.255.255.248
Bad mask /29 for address 172.31.2.0
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Sbucaramanga(config-if)#ip default-gateway 172.31.2.1
Sbucaramanga(config)#exit

Sbucaramanga#

%SYS-5-CONFIG_I: Configured from console by console
Sbucaramanga#interface VLAN1

Sbucaramanga#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Sbucaramanga(config)#interface VLAN1
Sbucaramanga(config-if)#no sh

Sbucaramanga(config-if)#no shutdown
Sbucaramanga(config-if)#

%LINK-5-CHANGED: Interface Vlanl, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up
Sbucaramanga(config-if)#exit

Sbucaramanga(config)#exit

Sbucaramanga#

%SYS-5-CONFIG_I: Configured from console by console
Sbucaramanga#

Le vamos a asignar el puerto troncal:

llustracion 88 Bucaramanga- Puerto troncal

¥ Switch Bucaramanga — O X

Physical Config CLI Aftributes
I

|05 Command Line Interface

Password:

Sbucaramangarenable

Password:

Sbucaramangagconf t

Enter configuration commands, one per line. End with CHNTL/Z.
Sbucaramanga (config) #interface gil/1

Sbucaramanga (config-if) #switch

Sbucaramanga (config-if) #switchport mode trunk

Sbucaramanga (config-if) #
SLINEPROTCO-5-UFDOWN: Line protocol on Interface GigabitEthernetl/s1,

changed state to down

SLINEFROTO-5-UPDOWN: Line protocol on Interface Wlanl, changed state
to down

SLINEPROTCO-5-UFDOWN: Line protocol on Interface GigabitEthernetl/s1,
changed state to up

SLINEPROTC-5-UFDCWN: Line protocol on Interface Vlanl, changed state
to up

Sbucaramanga (config-if) & L

Ctri+F6 to exit CLI focus Copy Paste

] op

Sbucaramanga>enable
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Password:

Sbucaramanga#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Sbucaramanga(config)#interface gi0/1

Sbucaramanga(config-if)#switch

Sbucaramanga(config-if)#switchport mode trunk

Sbucaramanga(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1, changed
state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up
Sbucaramanga(config-if)#

Asigne el puerto de acceso para las pc:

llustracion 89 Bucaramanga- Puerto de acceso PC

¥ Switch Bucaramanga - O X

Physical Config CLI Aftributes.
I

105 Command Line Interface

Iranslating "class
% Unknown command or computer name, or unable to find computer
address

Sbucaramanga>renabkle

Fassword:

Sbucaramangafconf t

Enter configuration commands, one per line. End with CNIL/Z.
Sbucaramanga (config)#interface £0/10

Sbucaramanga (config-if) #swit

Sbucaramanga {config-if) §switchport mode access

Sbucaramanga {config-if) §swi

Sbucaramanga (config-if) g¢switchport access VLANL

% Inwvalid input detected at '~' marker.

Sbucaramanga {config-if) §swi

Sbucaramanga (config-if) §¢switchport access VLEAN 1
Sbucaramanga (config-if) exit

Sbucaramanga (config) dexit

Sbucaramangad

%5¥5-5-CONFI& I: Configured from console by console

Sbucaramangag ¥

Ctri+F6 to exit CLI focus Copy Paste

O wp

Los comandos para utilizar seran los siguientes:

Sbucaramanga>enable

Password:

Sbucaramanga#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Sbucaramanga(config)#interface f0/10
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Sbucaramanga(config-if)#swit
Sbucaramanga(config-if)#switchport mode access
Sbucaramanga(config-if)#swi
Sbucaramanga(config-if)#swi
Sbucaramanga(config-if)#switchport access VLAN 1
Sbucaramanga(config-if)#exit
Sbucaramanga(config)#exit

Sbucaramanga#

%SYS-5-CONFIG_I: Configured from console by console

Sbucaramanga#

llustracion 90 Switch Tunja- Puerto de acceso PC

B switch Tunja

Physical

Caonfig CLI Atftributes
I

I0S Command Line Interface

O

*

Stunjal
Stunjal
Stunjal(
Stunjal
Stunjal

Stunjai

to up

Stunjal
Vlanl,

Stunjal
Stunjal

Stunjag
%55Y¥Y5-5-CONFIG_I: Configured from conscle by console

User Rccess Verification

config-if) §ip address 172.31.2.5% 255_255.

config-if) gip default-gateway 172.31.2.1
config) finterface VLAN 1

config-if) ¢no sh

config-if) #no shutdown

config-if) ¢

%LINE-5-CHANGED: Interface Vlanl, changed state

&LINEFROTO-S5-UFDOWN: Line protocol on Interface

config-if) §%IP-4-DUPADDR: Duplicate address 172.31.2.5 on

sourced by 0030_A3€3_5301

config-if) gexit
config) #exit

Stunja8|

Password:

Stunjarenable

Password:

Stunjagconft t

Enter configuration commands, one per line. End with CHIL/Z.
Stunja {config) §line console 0

Stunjaiconfig-line) #logg

Stunja{config-line) #logging sy

Stunja (config-line) #logging synchronous

Stunjaiconfig-line) #interface VLEN 1

255.248

to up

Vlanl, changed state

Ctri+F6 to exit CLI focus

O Top

Copy

Paste

Los comandos para utilizar seran los siguientes:

Stunja>enable
Password:
Stunja#conf t
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Enter configuration commands, one per line. End with CNTL/Z.
Stunja(config)#line console O

Stunja(config-line)#logg

Stunja(config-line)#logging sy

Stunja(config-line)#logging synchronous
Stunja(config-line)#interface VLAN 1

Stunja(config-if)#ip address 172.31.2.9 255.255.255.248
Stunja(config-if)#ip default-gateway 172.31.2.1
Stunja(config)#interface VLAN 1

Stunja(config-if)#no sh

Stunja(config-if)j#no shutdown

Stunja(config-if)#

%LINK-5-CHANGED: Interface Vlanl, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up
Stunja(config-if)#%lP-4-DUPADDR: Duplicate address 172.31.2.9 on Vlanl, sourced
by 0030.A363.9801

Stunja(config-if)#exit

Stunja(config)#exit

Stunja#

%SYS-5-CONFIG_I: Configured from console by console
Stunja#

Ahora le vamos a asignar los puertos troncales:

llustraciéon 91 Switch Tunja- Puerto troncal

¥ Switch Tunja — O X

Physical Config CL Adtributes
I

105 Command Line Interface

User Rccess Verification
Password:

Stunjarenable

Password:

Stunjadconf t©

Enter configuration commands, one per line. End with CHNTIL/Z.
Stunjalconfig) #interface £0/1

Stunjal(config-if) §swit

Stunja({config-if) fexic

Stunjalconfig) #interface g/l

Stunjal{config-if) §swit

Stunja(config-if) §switchport mode trunk

Stunja({config-if) #
SLINEPROTO-S5-UFDOWN : Line protocol on Interface GigabitEthernetO/1,
changed state to down

SLINEPROTO-S5-UFDOWN : Line protocol on Interface GigabitEthernetO/1,
changed state to up

Stunja {config—if) § ht

Ctri+F& to exit CLI focus Copy Paste

[ mop

Los comandos que vamos a utilizar seran los siguientes:
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Stunja>enable

Password:

Stunja#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Stunja(config)#interface f0/1

Stunja(config-if)#swit

Stunja(config-if)#exit

Stunja(config)#interface g0/1

Stunja(config-if)#swit

Stunja(config-if)#switchport mode trunk

Stunja(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1, changed
state to up

Stunja(config-if)#

Vamos a cargar las VLAN

llustracion 92 Switch Tunja- VLAN

B Switch Tunja — O >
Phyzical Config CLI Attributes
—
105 Command Line Interface
L]
User Access Verification
Dassword:
Stunjarenable
Password:
Stunjafcont t©
Enter configuration commands, one per line. End with CHTL/Z.
Stunjal(config) ginterface £0/12
Stunjai{config-if) #swi
Stunjai{config-if) #switchport mode access
Stunjal{config-if) #switchport access VLAN 1
Stunja(config-if) fexitc
Stunjal(config) ginterface £0/13
Stunjai(config-if) #switchport access VLAN 1
Stunjalconfig-if) #switchport mode access
Stunjai(config-if) #switchport access VLAN 1
Stunjai{config-if) gexic
Stunjalconfig) fexit
Stunjag
%5¥5-5-CONFIG I: Configured from console by conscle
Stunjag h
Ctri+F& to exit CLI focus Copy Paste
[ Top

Los comandos que vamos a utilizar seran los siguientes:
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Stunja>enable
Password:
Stunja#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Stunja(config)#interface f0/12
Stunja(config-if)#swi

Stunja(config-if)#switchport mode access

Stunja(config-if)#switchport access VLAN 1

Stunja(config-if)#exit
Stunja(config)#interface f0/13

Stunja(config-if)#switchport access VLAN 1

Stunja(config-if)#switchport mode access

Stunja(config-if)#switchport access VLAN 1

Stunja(config-if)#exit
Stunja(config)#exit
Stunja#

%SYS-5-CONFIG_I: Configured from console by console

Stunja#

Ahora vamos a configurar el switch de Cundinamarca:

llustracion 93 Switch- Cundinamarca

¥ Syitch Cundinamarca

Physical Config CLI Attributes
I

105 Command Line Interface

User Reccess Verification

Password:

Scundinamarcarenable
Password:

Scundinamarcagconf t

Enter configuration commands, one per line. End with CHTIL/Z.
Scundinamarca{config)fline console 0

Scundinamarca {config-line) §log
Scundinamarca{config-line) #logging sy
Scundinamarca{config-line) #logging synchronous

Scundinamarca (config-line) #interface VLAN1
Scundinamarca{config-if) #ip address 172.31.2.8 255.255.255.248
Bad mask /29 for address 172_.31.2.8

Scundinamarca {config-if) #ip default—-gateway 172_.31.2.1
Scundinamarca {config) §exit

Scundinamarca#

£5Y5-5-CONFIG_I: Configured from console by console

Ctrl+F8 to exit CLI focus Copy

] Top

Los comandos que vamos a utilizar seran los siguientes:

Paste
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Scundinamarca>enable

Password:

Scundinamarca#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Scundinamarca(config)#line console 0
Scundinamarca(config-line)#log
Scundinamarca(config-line)#logging sy
Scundinamarca(config-line)#logging synchronous
Scundinamarca(config-line)#interface VLAN1
Scundinamarca(config-if)#ip address 172.31.2.8 255.255.255.248
Bad mask /29 for address 172.31.2.8
Scundinamarca(config-if)#ip default-gateway 172.31.2.1
Scundinamarca(config)#exit

Scundinamarca#

%SYS-5-CONFIG_I: Configured from console by console

Ahora configuramos la VLAN

llustracion 94 Switch Cundinamarca VLAN

¥ Switch Cundinamarca —

Physical Config CLI Aftributes
I

05 Command Line Interface

Bad mask 23 Ior address 172 _ Sl 2. o

Scundinamarca (config-if) #ip default-gateway 172.31.2.1
Scundinamarca (config) fexit

Scundinamarcag

£5¥5-5-CONFI= I: Configured from conscle by conscle

Scundinamarcafconf t

Enter configuration commands, one per line. End with CHNTL/Z.
Scundinamarca (config) #interface VLAN 1

Scundinamarca (config-if) fno sh

Scundinamarca (config-if) $no shutdown

Scundinamarca (config-if) #

SLINE-5-CHANGED: Interface Wlanl|, changed state to up
to up

Scundinamarca (config-if) fexit

Scundinamarca (config) gexit

Scundinamarcag

85¥Y5-5-CONFI= I: Configured from conscle by conscle

Scundinamarcat

§LINEFROTO-5-UPDOWN: Line protocol on Interface Wlanl, changed state

Ciri+F5 to exit CLI focus Copy

L] op

Los comandos que vamos a utilizar seran los siguientes:

Paste
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Scundinamarca#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Scundinamarca(config)#interface VLAN 1
Scundinamarca(config-if)#no sh

Scundinamarca(config-if)#¥no shutdown
Scundinamarca(config-if)#

%LINK-5-CHANGED: Interface Vlanl, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up
Scundinamarca(config-if)#exit

Scundinamarca(config)#exit

Scundinamarca#

%SYS-5-CONFIG_I: Configured from console by console
Scundinamarca#

6. VLSM: utilizar la direccién 172.31.0.0 /18 para el direccionamiento.

llustracién 95 Tunja-VLSM

B Tuna — O X

Physical Config CLI Attributes
I

105 Command Line Interface

state to up ~

5LINEFROTO-5-UFDOWN: Line protocol on Interface Seriald/0/1, changed
state to up

00:00:10: %0S5PF-5-RDJCHE: Process 1, Nbr 172.31.2_.34 on Seriald/s0/0
from LORDING to FULL, Loading Done

00:00:10: %05PF-5-RDJCHGE: Process 1, Nbr 172.31.2.38 on Serialls0/1
from LOADING to FULL, Loading Done

User hccess Verification

Username: user

Password:

Tunjarenable

Password:

Tunjagconi t©

Enter configuration commands, one per line. End with CHNTIL/Z.
Tunjaiconfig) #ip route 172.31.0.0 255.255.224.0 209.17.220.40
Tunjalconfig) g W

Ctrl+F& to exit CLI focus Copy Paste

[1 1op

Los comandos que vamos a utilizar seran los siguientes:

Tunja#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Tunja(config)#ip route 172.31.0.0 255.255.224.0 209.17.220.40
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Tunja(config)#

Se pueden evidenciar los equipos de la red con conexién DHCP:

llustracion 96 PC-Red-Bucaramanga con DHCP

® vian10 - [} b
Physical Config Deskiop Programming Attributes
(® DHCP () static &
IP Address 172.31.06
Subnet Mask 255.255.255.192
Default Gateway 172.31.01
DNS Server 0.0.00

IPvE Configuration

() DHCP () Auto Config

@ static

IPvE Address | | 1]

Link Local Address | FEB0::201:57FF:FEEE:S08B

|
|
IPvE Gateway | |
|

IPvE DNS Server |

B02.1X
[ use 802.1X Security
Authentication MD5 e

Username

Password

[ Top

llustracion 97 PC-Red-Cundinamarca con DHCP

® Vian 20 — [} b
Physical Config Desktop Programming Aftributes
® DHCP O static &
IP Address 172.31.16
Subnet Mask 255.255.255.192
Default Gateway 1723111
DNS Server 0.0.0.0

IPvE Configuration

O DHCP () Auto Config (@) Static

IPv6 Address | | ]

Link Local Address

IPvE Gateway

IPvE DNS Server
802.1X

[ use 802.1X Security
Authentication MD5

Username

Password

| FEB0::209:7CFF-FEAZ:C11A

[ Top




NI =,
CIsco. Cisco Networking Academy’ l IN.___.

Aspectos para tener en cuenta

e Habilitar VLAN en cada switch y permitir su enrutamiento.

¢ Enrutamiento OSPF con autenticacion en cada router.

e Servicio DHCP en el router Tunja, mediante el helper address, para los routers
Bucaramanga y Cundinamarca.

e Configuracion de NAT estético y de sobrecarga.

e Establecer una lista de control de acceso de acuerdo con los criterios
sefalados.

e Habilitar las opciones en puerto consola y terminal virtual

llustracion 98 Topologia con total funcionamiento

2 172.312.32/30 252 0.0.03 o ] 209.17.220024 0
l Ve
1
1941 172.31.2.36/30 252 0.0.03
BUCARAMANGA T Switch deflaboratorio INTERNET

—_
&
1941
CUNDINAMARCA
)
o Switcll Tunja server-PT
Vian20 L Web Externo

Vian1=172.3.2.8/28
40 Hosts yijan20-172.31.0.128/26
Vian30=172.31.0.192/26

r I

PC-PT

Switch Culdinamarca Server-PT

Vian 10
Vian10 Vian30 an Web Interno
an an
SSHosts 60 Hosts Vian1=172.31.2 828
S55Hosts
Vian1=172.31.2.0/28 Vian20=172.31.1.0/26
Vian10=172.31.0.0/26 mf_rf g Vian30=172.31.1.0/26
Vian30=172.31.0.64/26 Vian88=172.31.2.24/29
Vian 30 2220
OSPF 1 PC-PT
Area 40Hosts Vian 20
17231.0.019 2552552240  DHCP-PCS192 €0 Hosis
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Conclusiones

Las practicas desarrolladas durante el diplomado que corresponden al CCNA1
Y CCNAZ2 nos brindaron informacién muy util para el desarrollo de esta prueba
de habilidades.

Al momento de buscar soluciones para el desarrollo de la actividad
correspondiente a las topologias de los escenarios nos dejan algunos
inconvenientes presentados a la hora de aplicar algunos comandos, pues
algunos fueron nuevos para nosotros.

Con las practicas puestas en marcha nos podemos afianzar mucho mas en el
manejo de la herramienta packet tracer.

Es de anotar que se obtiene conocimiento en la asignacion de direcciones IP y
la configuracion basica en cada uno de los equipos de la red.

Se aplico el conocimiento obtenido entre ellos la ejecucion de los comandos
#show ip route para verificar la tabla de enrutamiento, como también su
balanceo de carga.

Se usaron los comandos como #show cdp neighbors para realizar un
diagnéstico de vecinos en la red, se evidencia la conectividad en la red
utilizando el comando PING

Se consultaron diversos medios como videos y paginas de internet con el fin
de reforzar los conocimientos basicos en el enrutamiento EIGRP y despejar
dudas al momento de adelantar configuraciones en los routers, nos permite ver
verificar la vecindad en la red con el comando #show ip eigrp.

Se realizaron variaciones en las configuraciones de la lista de control de
acceso, a fin de generar ayudas que nos permitieran a través de los diversos
comandos evaluar la no conectividad de las redes.

Se realizar la autenticacion local con AAA en la red, como también el cifrado de
contrasefas y se establece un servidor TFTP para el escenario 2.

Evidenciamos la aplicacion de DHCP como se solicita para la red, dejando en
funcionamiento el mismo y dando solucion a los requerimientos.

Asi mismo se logra evidenciar a lo largo de la actividad que los dos escenarios
confirman el funcionamiento de lo solicitado en la actividad.
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