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Resumen

A lo largo del Diplomado en redes Cisco se han visto temas que son de suma
importancia para la carrera de ingenieria en Sistemas, desde la configuracion
bésica de un router, computador, switch, etc. Hasta lo que implica la interconexion
entre redes de una ciudad a otra, sean privadas o publicas.

Teniendo esto en cuesta, se presentan una serie de escenarios que ejemplifican
con exactitud problematicas o situaciones que se pueden presentar en espacios
laborales y que deben solucionar con prontitud.
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Abstract

Throughout the Cisco’s networks certification, we have seen topics that are of
utmost importance for the Systems engineering career, from the basic
configuration of a router, computer, switch, etc. Even what the interconnection
between networks from one city to another implies, whether private or public.

Taking this into account, a series of scenarios are presented that accurately
exemplify problems or situations that may arise in work spaces and that must be
resolved promptly.
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Introduccién

El presente documento contiene los objetivos de la prueba de habilidades para el
diplomado en redes Cisco. Asi mismo, contiene el desarrollo de los dos escenarios
propuestos con sus respectivos lineamientos segun la rabrica de evaluacion.

Se trataran diversos temas que se vieron a lo largo del curso como la
configuracion basica de un router, conectividad a través del protocolo EIGRP, la
configuracion del DHCP en IPv4, entre otros. Se han adjuntado pantallazos de los
resultados que cada proceso ha arrojado frente a las redes que se debieron crear
desde cero, esto con el fin de poner pruebas gréaficas del desarrollo de este.

El objetivo principal de este documento es el de documentar el ultimo trabajo del
curso, el cual refleja los conocimientos adquiridos a lo largo de esta jornada en la
gue se curso el diplomado en la academia Cisco.

La importancia de las tematicas vistas en el diplomado radica en todos los
aspectos de la carrera de ingenieria en sistemas, se centra en la obtencion de un
disefio eficiente de una red teleméatica que pueda ser la solucion a una
problematica o probleméaticas de una entidad, empresa, cliente determinado, etc.
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Objetivos

- Desarrollar los dos escenarios propuestos aplicando los conocimientos
adquiridos durante el curso.

- Cumplir a cabalidad la rubrica de evaluacion para el dltimo trabajo practico del
diplomado de redes CISCO.

- Apropiar los conceptos estudiados en la duracion del curso.
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Desarrollo de los Escenarios

Escenario 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota, Medellin
y Cali en donde el estudiante sera el administrador de la red, el cual debera
configurar e interconectar entre si cada uno de los dispositivos que forman parte
del escenario, acorde con los lineamientos establecidos para el direccionamiento
IP, protocolos de enrutamiento y demés aspectos que forman parte de la topologia

de red.

Topologia de red

Los requerimientos solicitados son los siguientes:

Parte 1: Para el direccionamiento IP debe definirse una direccién de acuerdo con

el nimero de hosts requeridos.

Parte 2: Considerar la asignacion de los parametros bésicos y la deteccion de

vecinos directamente conectados.

Parte 3: La red y subred establecidas deberan tener una interconexion total, todos
los hosts deberan ser visibles y poder comunicarse entre ellos sin restricciones.

Parte 4: Implementar la seguridad en la red, se debe restringir el acceso y
comunicacién entre hosts de acuerdo con los requerimientos del administrador de

red.

Parte 5: Comprobacion total de los dispositivos y su funcionamiento en la red.

Parte 6: Configuracion final.

~
Servidor
pLrw—
WS 1
20 host
_ =~
—-J/ 20 host R2 20 host
;'-——/-{"’”i
’ Rs
L R1

lustracion 1: Topologia escenario 1
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ws1[ ] | servidor =
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llustracion 2: Topologia escenario 1

Desarrollo
Como trabajo inicial se debe realizar lo siguiente.

e Realizar las rutinas de diagnéstico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad,

etc).

¢ Realizar la conexidn fisica de los equipos con base en la topologia de red

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.
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llustracion 3: Topologia escenario 1 sin configuracion
Parte 1: Asignacién de direcciones IP:

a. Se debe dividir (subnetear) la red creando una segmentacion en ocho partes,
para permitir creciemiento futuro de la red corporativa.

La red de dividira cada 32 direcciones para dejar 8 segmentos y permitir el
crecimiento siendo de la siguiente forma:

192.168.1.0 - 192.168.1.31
192.168.32 - 192.168.1.63
192.168.1.64 — 192.168.1.95
192.168.1.96 — 192.168.1.127
192.168.1.128 — 192.168.1.159
192.168.1.160 — 192.168.1.191
192.168.1.192 - 192.168.1.223
192.168.1.224 — 192.168.1.255
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b. Asignar una direccion IP a la red.

192.168.1.0

Parte 2: Configuracién Basica.

a. Completar la siguiente tabla con la configuracion bésica de los routers,
teniendo en cuenta las subredes disefadas.

R1 R2 R3
Nombre de Host MEDELLIN BOGOTA CALI

Direccion de Ip en interfaz 192.168.1.99 192.168.1.98
Serial 0/0

Direccion de Ip en interfaz 192.168.1.130 192.168.1.131
Serial 0/1

Direccion de Ip en interfaz 192.168.1.33 192.168.1.224 192.168.1.65
GigabitEthernet 0/0

Protocolo de enrutamiento Eigrp Eigrp Eigrp
Sistema Autbnomo 10 10 10
Afirmaciones de red 192.168.1.0 192.168.1.0 192.168.1.0
PC’s PC-A PC-B WS1 SER PC-C PC-C
Direccion ip .35 .36 225 226 .66 .67

b. Después de cargada la configuracion en los dispositivos, verificar la
tabla de enrutamiento en cada uno de los routers para comprobar las
redes y sus rutas.

»y
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MEDELLIN

¥ pc-a - o X (BPpcB - [m} x
Physical  Cenfig skio Programming  Aftributes Physical ~ Config _ Deskiop  Programming  Attributes
—— ——
O DHeP @ Static ~ O DHer @ static ~
PP Address [192.168.1.35 | P Address [192.168.1 38 ]
SCECER [2s6.255 255 22¢ J Subnet Mask [255.255.255.024 |
TeGrE [192158:1.0 | Defaull Gateway [192168.1.0 |
DNS Server [ooeo | DNS Server [0000 ]
P8 Configuration IPv6 Configuration
O pHee O auoConfy @ static ) DHeP () Auto Config (@) Static
IPv6 Address [ o J
P8 Address. [ o] ]
Link Local Address [ Feso:201-caFr:FEa0:4000 |
Link Local Address | FE8o-208:BEFF FEOS2E83 |
IPvE Gateway. [ |
PV Gateway [ |
PV DNS Server [ |
IPV6 DNS Server [ |
202.1%
802.1X

[ use 802.1X Security
[ Use 802.1X Security

Authentication o5 .
Authentication MDS v
Username
Username
Password
v Password v
O me O e
llustracion 4: Direccion ip PC-A y PC-B Medellin
¥ MEDELLIN - m] X B MEDELLIN - m] ps
Physical  Config  CLI  Atributes. Physical  Config  CLI Attributes
— —
105 Command Line Interface 105 Command Line Interface
~ Tedellingcont © ~
Router-enable Enter configuration cormands, cne per line. End with CNIL/Z.
Routergcons t medellin(config) #enable secret class
Znter configuration commands, ome per line. ZInd with CNTL/Z. medellin(config) #interface s0/0/0
Router (config) thostname madallin medellin(config-if) $ip address 152.168.1.55 255.255.255.224
medellin(config)#line console O medellin(config-if) ¢clock rate 123000
medellin(config-line) fpassword cisco medellin(config-if)¢no shutdown
medellin(config-line) #login
medellin(config-line) flogging sy ALINK-S-CHANGED: Interfacs Serial0/0/0, changed state to down
medellin(config-line)#logging synchroncus medellin(config-if) fexit
medellin(config-line) #exit medellin(config) tinterface go/0
medellin(config)$line vey 0 4 medellin(config-if) #ip 152.1€2.1.33 255.255.255.224
medellin(config-line) #password cisco -
medellin(config-line) #login % Invalid input detected at '~' marker
medellin(config-line) #logging sy
medellin(config-line) #legging synchronous medellin(config-if) $ip address 152.168.1.33 255.285.255.224
medellin(config-line)gexic medellin{config-if)¢no shutdown
medellin(config) fexit
medelling medellin(config-if)
3SYS-S-CONFIG_I: Configured from console by consols SLINE-5-CHANGED: Interface GigabitEthernst0/0, changed state to up
medellingensble seoxet class SLINZPROTO-S-UDDOWN: Linme protocol on Interface GigabitEthernet0/o,
changed state to up
% Invalid input detected at '~' markes. .
medellin({config-if) g ~
Cirk+F5 to ext CLI focus. Copy Paste
Ciri+F6 to exit CLI focus Copy Paste
[ 7op
O e

llustracion 5: Configuracion General Router Medellin
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BOGOTA

B ws1 = u] X B Servidor - a ®
Physical Config Desktop Programming Attributes Physical Config Services Desktop Programming Atfributes.
O DHCP @® static 2 ~
1P Address [192.168.14 | P Configuration
Subnet Mask 255.255.255.22¢
| | O pHCP @ Static
Default Gateway [192.168.1.0 |
IP Address [1s2168.18 |
DNS Server [00.00 |
Subnet Mask [255.255.255.224 ]
P& Configuration
2 Default Gateway [192.168.1.0 ]
DHCP Auto Confi Static
© © s ® DNS Server [0.0.00 ]
IPvE Address. [ [ |
IPv& Configuration
Link Local Address | FEB0::260:36FF FECS:889C |
) pHCP (C) Auto Config (@) Static
IPVE Gateway [ |
IPv6 Address [ ] |
IPvE DNS Server [ |
Link Local Address [FeBo:2E0:FPFRFEIT:3442 |
302.1%
IPvE Gateway [ |
[ use 802.1X Security
IPvG DNS Server [ ]
Authentication MD5 =
202.4%
Usemame
[] use 802.1X Security
Password .
MDS B~
[ op [ Top

llustracion 6: Direccion IP WS1 y Servidor Bogotd

BOGOTA - [m} w B BoGOTA - [} %
Physical  Confi CLI Atfributes.
Physical  Config _ CLI  Atiributes Iy g
105 Command Line Interface 105 Command Line Interface
Houter (config-line) $logging sy 7 Router (config-ifl# o
Router {config-line) §logging synchronous SLINEPROTO-5-UPDOWN: Line protocol on Interface Seriald/0/0, changed
Router (config-line) $exit state to up
Router(configl$line woy O 4
Router (config-line) #password cisco Routex (config-if) fexit
Router (config-line) #login Router (config) thostname bogota
Qouter (config-line] #logging syn bogota (config) #interface s0/1/0
Router (config-line) $logging synchronous %Invalid interface type and number
Router (config-line) fexit bogeta (config) #interface s0/0/1
Router(zonfigl#ne ip domain-loo bogota (config-if)#ip address 152.168.1.130 285.255.355.234
Router(config) #no ip domain-lockup bogota (config-if) #no shutdown
Router (config) #interface s0/0/0
Qouter (config-if) #ip address 152 163 1 98 255 255 255 224 %LINE-S-CHANGED: Interface Serial(/0/1, changed state to down
Router (config-if) ¢no shutdown bogota (config-if)fexit
bogota (config) #interface go/o
Router(config-if) ¢ bogota (config-if)#ip address 152_168.1.1 255 3255.355.224
SLINK-5-CHANGED: Interface Serial0/0/0, changed state to up bogota (config-if) #no shutdown
Router (config-if)§ bogota (config-if)$
4LINEPROTO-5-UPDOWN: Line protocol on Interface Seriald/0/0, changed *LINK-5-CHRNGED: Interface GigabitEthernetd/0, changed state to up
state To up
3LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernesdso,
Router (config-if) gexit changed state o up
Router (config) $hostname bogota
bogota(config) 3 v bogota (config-if) g v
Cirl+F& to exit CLI focus Copy Paste Cirk+F5 to exit CLI focus Copy Paste
k) O op

llustracion 7: Configuracion General Router Bogotd
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CALI

¥ pc-c — m] X Bpcp - m] X
Physical  Config  Deskiop  Programming  Attributes Physical  Config  Deskiop  Programming  Afributes
2 O pHep @) Static 2
Interface FastEthernet0 - R anes [192168157 |
P Configuration Subnet Mask [255.255.255 224 |
O oHee @® static Defaut Gateway [182.188.1.0 |
DNS Server [0.000 |
P Address [192.185185 |
Subnet Mask [255.255 255,224 | RN6 Con fo S
Default Gateway [152.188.0.0 | O oree O Auto Config @ Static
DNS Server [00.00 | IPv8 address | /] |
Link Local Address | Fes: 240:8FF FEO8.CO28 ]
IPvé& Configuration
IPvE Gateway
O pHeP () Auto Config (@) Static | ‘
IPvG DNS Server [ |
PG Address [ [ 1] |
Link Local Address. [FE8D::203 E4FF-FEBT 2BE0 | a0l
PV Gateway ‘ ‘ [ use 802 1 Security
T — ‘ ‘ Authentication MDS =
Username
802.1X
Password
[] use 802.1X Security
v v
[ T O e

llustracion 8: Direccion IP PC-C y PC-D Cali

® canl — O x B cau — 0 w
Physical Config CLI  Attributes Physical Config & Attributes.
105 Command Line Interface I0S Command Line Interface
“ddress 7 % Invalid input detected at '~' marker. ~
Routergconf t cali(config) finterface s0/0/0
Enter configuration commands, one per line. End with CNTL/Z. cali(config-if) #ip address 192.168.1.131 255.255.255.224
Router (config) #hostname cali =alifconfig-if)#no shutdown
cali(config)#no ip domain-looku
cali (config)#no ip domain-lookup cali(config-if) g
cali(config) tenable secret class 3LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
cali(config)#line console @
cali(config-line) #password cisco califconfig-if) g
cali(config-line)#login $LINEPROTO-5-UEDOWN: Line protocol on Interface Serial/0/0, changed
cali(config-line)#logging sy state to up
cali(config-line)#logging synchronous
calilconfig-line) fexit cali(config-if) fexit
calilconfig) #line vty 0 4 cali{config) #interface g0/0
cali(config-line)#password cisco cali{config-if) #ip address 192.168.1.65 255.255.255.224
cali(config-line)#login cali{config-if)#no shutdown
cali(config-line)$#logging sy
cali(config-line)#logging synchronous cali(config-if) g
calilconfig-line) fexit $LINK-5-CHANGED: Interface GigabitEZthernet(/0, changed state to up
cali(config)#interface 152 .1€2.1.131 255.255.255.224
- $LINEPROTO-5-UBDOWN: Line 1 on Interface GigabitZthernet0/0,
% Invalid input detected at '~' marker. changed state to up
calilconfig) g e cali(config-ifig v
Ctri+F6 to exit CLI focus Copy Paste Cirl+F8 to exit CLI focus Copy Paste

[ mop

llustracion 9: Configuracion General Router Cali
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c. Verificar el balanceo de carga que presentan los routers.

B poGoTa — m| *

Physical Config Aftributes

105 Command Line Interface

D - EIGRP, EX - EIGAP excernal, O - OSPF, IA - OSEF inter area a

N1 - OSPF NSSA external type 1, N2 - OS5PF NSSR external type 2

E1 - OSEF external type 1, 2 — OSPF external type 2, E — EZGP

i - I5-1I5, L1 - I5-IS level-1, L2 - IS-IS level-2, ia - I5-IS
inter area

* - candidate default, U - per—user static zoute, o - ODR

P - periodic downloaded static zoute

Gateway of last resort is not set

19%2.1€8.1.0/24 is variably subnetted, 9 subnets, 2 masks

El 152.1€8.1.0/27 [1/0] wia 192.1€2.1.35¢

[1/0] via 1%2.1€5.1.128
D 152.1€8.1.22/27 [90/2170112] wia 152.1€8.1.95, 00:40:47,
Serial0/0/0
D 152 .1e8.1.€4/27 [90/2170112] wia 192.188.1.132, 00:40:50,
Serial0/0s1
c 192 .1€38.1.9€/27 is directly connected, Seriald/s0/0
L 152.1€8.1.598/32 is directly comnected, Seriald/0/0
< 152.1€8.1.128/27 is directly connected, Seriald/0/1
L 192.1€8.1.131/32 is directly connected, Serial0/0/1
< 152.1€8.1.224/27 is directly connected, GigabitEthernet(/0
L 192 1€8.1 _225/32 is directly connected, GigabitEthernet0/0
bogotas] ~
Ctrl+F8 to exit CLI focus Copy Paste

[ e

Ilustracion 10: Balanceo de Carga Router Bogotd

® MEDELLIN — m| b

Physical Config CLI Aftributes.
I

105 Command Line Interface

D - EIGRP, EX - EIGRP external, © - OSPF, IA - OSPF inter area a

N1 - OSPF NS5R external type 1, N2 - O5SPF NS5R external type 2

El - OSPF external type 1, EZ - OSPF external type 2, E - EGP

i - IS-I5, L1 - I5S-IS lewel-1l, L2 - IS-I5 level-2, ia — IS-IS
inter area

* - candidate default, U - per—user static route, o - ODR

P - periodic downloaded static route

Fateway of last resort is not set

152.1€2.1.0/24 is wariably subnetted, & subnets, 2 masks

D EX 152.1€2.1.0/27 [170/728985€] wia 152.1€2.1.58, 00:42:07,

Seriald/o/0

c 152.1€8.1.32/27 is directly connected, GigabitEthernet(/0

L 132.1€8.1.33/32 is directly connected, GigabitEthernetl/0

D 152.1€2.1.€4/27 [30/2€82112] wia 192.1€8.1.92, 00:42:07,

Seriald/o/0

c 192_.1€8.1.9€/27 is directly connected, Serial0l/0/0

L 152.1€8.1.99/32 is directly connected, Serial0l/0/0

D 152 1€28.1.128/27 [30/2€8185€] wia 152 _1€28.1.52, 00:42:07,

Seriald/o/0

D 152.1€2.1.224/27 [30/2170112] wia 19%2.1€8.1.92, 00:42:07,

Seriald/0/0

medelling v

Cirl+F& to exit CLI focus Copy Paste
O moe

llustracion 11: Balanceo de Carga Router Medellin
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105 Command Line Interface

D - EIGRF, EX - EIGRE external, O — OSPF, IA - OSPF inter area a

WL - OSPF NSSR external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, EZ - OSPF external type 2, E - EGP

i - IS-IS, Ll - IS-IS level-l, L2 - IS-IS lewel-2, ia - IS-IS
inter area

* — candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

152 _1€8.1.0/24 is variably subnetted, 8 subnets, 2 masks
D EX 1%2.1€28.1.0/27 [170/728985€] wia 1%2.1%3.1.131, 00:43:09,

Serialdso/l

1] 152.168.1.32/27 [90/2682112] wvia 152.1€5.1.131, 00:43:07,

Seriallso/1

[ 152.168.1_€4/27 is directly connected, GigabitEthernet0/0

L 152.168.1.65/32 is directly connected, GigabitEthernetd/0

o 152.1€8.1.9€/27 [30/2€8185€] wvia 1%2.1€5.1.131, 00:43:0%,

Seriallso/1

[ 192.168.1.128/27 is directly connected, SerialQ/0/1

L 182.168.1.132/32 is directly connected, Seriall/o/1

1] 152.168.1.224/27 [50/2170112]1 wvia 152.1€8.1.131, 00:43:05,

Serialdso/1

caliz v

Ctri+F6 to exit CLI focus Copy Paste
[T n

llustracion 12: Balanceo de Carga Router Cali

d. Realizar un diagnéstico de vecinos usando el comando cdp.

Se activa en todos los routers el cdp con el comando

router(config)#cdp run
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Physical ~ Config  CLI  Attributes
Physical  Config  CLI  Attribut
ysical onfig ributes —

105 Command Line Interface 105 Command Ling Interface

~
. . . @ advertisement version: 2
Device ID: medellin Paplen: fais
Entry addressles):
IP address : 152.183.1.5%
Platform: cisco Cl300, Capabilities: Router
Interface: Seriald/0/0, Port ID (out t): Serial/0/0 Device 1D0: =ali
Imterface: Seris , Pori outgoing port) : Seria Zntry addrecs(es) -
ereEmes IP address : 192.1€8.1.13L
Versicn Platform: cisco CL900, Capabilities: Router
Cisco IOS Software, C1500 Software (CLS500-UNIVERSALES-M), Version ;“;::E“f:l::‘“wm”' Port ID (outgsing port): Seriall/0/0
15.1(4)M4, RELEASE SOFTWARE (fc2) Sldrimes
Technical Support: http://www.cisce.com/techsupport .
Copyright (e] 198€-2012Z by Cisco Systems, Inc. srsien
: R Cisco IOS Softwars, Cl900 Softwars (CLS00-UNIVERSALKS-M), Versiom
Compiled Thurs 5-Jan-12 15:41 by pt_team
- 15.1(4)M4, RELEASE SOFTWARE (£c2)
dvertisement version: 2 Technical Support: http://www.cisco.com/techsupport
Puples: full Copyright (c) 1986-2012 by Cisco Systems, Inc.
- Compiled Thurs 5-Jan-12 15:41 by pt_team
Dewice ID: Switch advertisement wversion: 2
Entry addressles): Duplex: full
Platform: cisco 2960, Capabilities: Switch
Interface: GigabitZthernset0/0, Port ID [(outgoing port): bogotag
GigabitZthernstd/1l bogota#!
Holdtime: 138 v bogotag v
CHri+F6 to ext CLI focus Copy Paste Ciri+F6 to exit CLI focus Copy Paste
[ e O e

llustracion 13: Diagndstico CDP

e. Realizar una prueba de conectividad en cada tramo de la ruta usando
Ping.

MEDELLIN

1841
MEDELLIN

llustracion 14: Conectividad tramo Medellin
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108 Command Line Interface
~
User Rocess Verification
Password
medellin>enable
Password:
medellingping 152.168.1.35
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 152.1€8.1.35, timeocut is seconds:
i
Success rate is 100 percent (5/5), round-trip minfavg/max = 0/0/1 ms
nt = 4, B delling A
nd trip time
Hinimum Haximum Ctri+F6 to exit CLI focus. Copy Paste
O e Ome

llustracion 15: Ping tramo Medellin

BOGOTA

PCFF'?I'\ 0 Server-FT

W N A Servidor

29612417
Swich2
..-...I)"

-

iI 1
1941‘ N

' BOGOTA p—

) L

llustracion 16: Conectividad tramo Bogotd
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Physical  Confg  Deskiop  Programming  Aftributes. Physical Aftributes

&

Confg  C
—

105 Command Line Interface

Command

User Access Verificationm
Password:

bogota-enable
Password:
Password:
bogotasping 192.163.1.4

Type escape sequence to aborc.
Sending §, 100-byte ICMP Echos to 132.1€8.1.4,

Success rate is 100 percent (5/5),

bogotag]

timeout is

round-trip min/avg/max

seconds:

0/1/4 ms

Ctri+F& to exit CLI focus

O wop O wp

llustracion 17: Ping tramo Bogotd

CALI

”

e 1

—
l ¥ r —
1541
CALI

2080-24
Sweitchl

LY

iy
PC-PT
PC-D

llustracion 18: Conectividad tramo Cali

Copy

Paste
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Command Prompt 10S Command Line Interface
A
User Access Verification
Password:
calirping 152.1€8.1_€7
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 132.168.1.€7, timecut is 2 seconds:
trin
Success zate is 100 percent (5/5), round-trip minfavg/max = 0/0/2 ms
caliz| v
Cirl+F6 to exit CLI focus Copy Paste
O wop O e

llustracion 19: Ping tramo Cali

Parte 3: Configuracion de Enrutamiento.

a. Asignar el protocolo de enrutamiento EIGRP a los routers considerando el
direccionamiento disefiado.
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105 Command Ling Interface 105 Command Line Interface
Distance: internal 30 external 170 ~ edeliing ~

%S¥YS-5-CONFIG_I: Configured from conscle by console
bogotat -

bogotagconf ©

Enter configuration cormands, one per line. End with CNTL/Z.
bogotaiconfig)frouter eigrp 1

bogota (config-router) gnetwork 182.168.1.123

bogota (config-router) fexit

bogotaiconfig)f#no router eigrp 1

bogota (config)#router eigrp 14

bogota(config-router) gnetwork 192.1€3.1.0

bogota (config-router) §

#DUAL-5-NBRCHANGE: ID-EICRP 10: Neighbor 192 1€3.1.95 (Serial0/0/0)
is up: new adjacency

medellingconf ©
Enter configuration commands, one per line. End with CNTL/Z.
medellin(config) #rouser eigrp 10

medellin(config-router) fnetwork 192 168 1 56
medellin(config-router)$netvork 192.166.1.32 0.0.0.31
medellin(config-router) #no auto

medellin(config-router)$no auto-summary

medellin(config-router)#

$DUAL-5-NBRCHANGE: IP-EIGRP 10: Neighbor 192.1€8.1.98 (Seriald/0/0)
is up: new adjacency

$DUAL-5-NBRCHANGE: IP-EICRP 10: Neighbor 152 163.1.132 (Seriald/0/1) medellin(config-zrouter] fend

is up: new adjacency medelling
#5YS-5-CONFIC_I: Configured from console by console

bogota (config-rouser] gnetwork 152.168.1.5€
bogota (config-router) gnetwork 152.1€8.1.32 0.0.0.31 medellingshow ip protocols
bogota (config-router] gnetwork 152 1€8_1.64 0.0.0.31
bogota (config-router) gnetwork 152.1€8.1.128 Rouving Erosocol is “eigrp 10 M
bogota (config-router) ¢ Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all imterfaces is not set

v Default metworks flagged in outgoing updates .

Cirl+F6 to exit CLI focus Copy Paste CHrI+F6 to exit CLI focus Copy Paste

[ op Owoe

caLl _ O X ¥ BoGOTA - u] X

Physical Config CLI Attributes.
—

Physical  Config Ll Aftributes
—

105 Command Line Interface 105 Command Ling Interface

I TTEST XETUAN To et STETTEAT ”
Routing Information Sources: @
Gateway Distance Last Update
Distance: internal 30 external 170
User Access Verification
calig
caligconf t Password:
Enter configuration commands, one per line. End with CNTL/Z.
cali(config)grouter eigrp 10 bogotarenable
calilconfig-router)#network 192.168.1.128 Password:
cali(config-router)#network 132 168.1 &4 0.0.0.31 bogotageonf ©
cali(cenfig-router)fno au Enter configuration commands, one per line. Ead with CNIL/Z.
cali{config-router)$no auto-summary bogota(config) #router rip
cali(config-router)? bogota (config-router) fnetwork 152.166.1.5¢
$DUAL-5-NSRCHANGE: ID-ZTCRP 10: Neighbor 182 168 1 131 (Serizlo/0/l1) bogota(config-zoutexr)fnevvork 132.1€3.1.123
X . - bogotaconfig-router)$152.1€4.1.0
is up: new adjacency *
cali (config-router] % Invalid input detected at ""' marker.
bogota (config-router)$152.1€8.1.0
% Invalid input detected at '~' marker.
bogota (config-router) #network 192.1€8.1.0
¥ bogota (config-router) £ "]
Ctri+F8 to exit CLI focus. Copy Paste Ciri+F6 to exit CLI focus Copy Paste
[ 1op e
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MEDELLIN - O X

% BOGOTA - O X

Physical Config LI Aftributes
—

Physical Config CLI Aftributes.

105 Command Lin Interface 105 Command Line Interface
o TERaIRg T, IU0-EYTE ICHT ToheT T5 I9T Ter T I37, TIFEcut IS =

medellingping 132.1€8.1.128 seconds:

[
Type escape sequence to abort. Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/¢€ ms
Sending &, l00-byte ICMP Echos to 152.168.1.12%, timecut is 2
seconds: bogotagcopy running-config startup-config
trny Destination filenams [startup-configl?
Success rate is 100 percent (5/5), round-trip minfavg/max = 1/2/7 ms Building configuratiom...

[CK]
medellingcont © bogotageont ©
Enter configuration cormands, one per line. End with CNTL/Z. Enter configuration commands, one per line. End with CNIL/Z.
medellini{config) frouter eigzp 10 bogota (config) drouter eigrp 10
medellin{config-rouser)gradi bogota(config-router) fnetwork 192.163.1.224
medellin({config-router) fredistribute st bogota(config-router)#redis
medellini{config-router) éredistribute static bogota(config-router)dredistribute s
medellin(config-routes fend bogota(config-router) #redistribute static

bogota (config-router) #end
medelling bogorat
25YS-S-CONFIG I: Confi 4 £ le b; 1

1 tontigured Trom console by console 45YS-S-CONFIG_I: Configured from censcle by console
dell -config startup-conf. o . ; ; ;
zedel mg:upi_:mmmg senfis starsup-contiy - ing o svartup g
estination filename [startup-configl? Destination filename [startup-configl?

Building configuration... Building configuration. ..
[OK] [OK]
medelling| v bogotad] v
Ciri+F8 to exit CL focus Copy Paste Cirl+F6 to exit CLI focus Copy Paste

O op [ 7op
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Physical Config CLI Aftributes.
—

10S Command Line Interface

TEIT(ConEig T¥REEWoEE I92.1e0.1-T

~
cali(config-router) #re
cali{config-router) gredistribute st
cali(config-router) #redistribute static end
% Invalid input detected at '~' marker.
calilconfig-router) fend
calig
%SYS-5-CONFIG_I: Configured from conscle by console
caligconf t©
Enter configuration commands, one per line. End with CNTL/Z.
cali{config) §router eigrp 10
cali(config-router) #redistribute static
cali(config-router)#end
caliz
%SYS-5-CONFIG_I: Configured from conscle by console
califcopy running-config startup-cenfig
Destination filename [startup-config]?
Building configuration. ..
[OK]
calig v
Ctrl+F6 to exit CLI focus Copy Paste

O wop

llustracion 20: Protocolo EIGRP a todos los Routers

b. Verificar si existe vecindad con los routers configurados con EIGRP.
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B cau — O X
— Physical  Confi CLI Aftributes
B MEDELLIN o X y: 9 CLi
B N 10S Command Line Interface
Physical  Confiy  CLI  Aftributes
~
105 Command Line Interface
a
User Access Verification
Password:
User Access Verification
Password- calirenable
) Password:
medellin>show ip eigrp neighbor caligshow ip eigrp neighbor
IP-EIGRF neighbors for process 10 IP-ZIGRP neighbors for process 10
H Rddress Interface Hold Uptime SRIT RTO Q H Address Interface Hold Uptime SRIT RTO ]
Seq Seq
(sec) {ms) Cnt (sec) (ms) =
Hum Hum
o 1s2.lEs.l.s8 Se0/0/0 12 00:33:43 40 looo o 17 0 152.1€3.1.131 Se0/0/1 11 00:40:30 40 lgoo o 17
medellin> N
1 v
medelling v calis
Cirt+F6 o exit CLI focus Copy Paste Ctrl+F& to exit CLI focus Copy Paste
[ mp O wp
¥ BOGOTA - [m] x

Physical Config CLI Aftributes.
—

10S Command Line Interface

User Access Verification
Password:

bogotasenable
Password:
bogotagshow ip eigrp neighbor
IP-EIGRE neighbors for process 10
H Address Interface Hold Uptime SRTT RTC o
Seq
(sec) (ms) Cnt
Num
0 192.1€8.1.132  Sel/0/l 13 00:38:18 40 000 0 17
1 192 _168.1.99 Se0/0/0 13 00:38:18 40 lo000 0 17

bogotad] hd

Cirl+F6 to exit CLI focus Copy Paste

[ wop

llustracion 21: Vecindad entre Routers

c. Realizar la comprobacion de las tablas de enrutamiento en cada uno de los
routers para verificar cada una de las rutas establecidas.
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Physical Config CLI Aftributes Physical  Cenfig | Attributes
—
105 Command Line Interface 105 Command Line Interface:

T = =IGRF, EX - EIGRF sxternal, U - USFF, X - OSPF Inter aTes D - EIGRF, EX - EIGRE external, O - OSEF, IA - OSFF inter area a

N1 - OSPF NSSA external type 1, N2 - OSEF NSS& external type 2 HL - OSDF HSSA external type 1, N2 - OSPF NSSA external type 2

Z1 - OSPF external type 1, E2 - OSPF external type 2, E - ZGF El - OSEF external type 1, E2 - OSEF external type 2, E - EZGP

i - I5-I5, Ll - IS-I5 level-1, Lz - IS-I5 level-2, ia - IS-IS i - IS-I8, L1 - IS-IS level-l, L2 - IS-IS level-2, ia - IS-IS
inter area inter area

* - candidate default, U - per-user static route, o - ODR * - candidate default, U - per-user static route, o - ODR

P - pericdic downloaded static route T - periedic downloaded static routs
Gateway of last resort is not set Gaveway of last resors is not ses

192.1€8.1.0/24 is variably subnetted, & subnets, 2 masks 152.1€8.1.0/24 is variably subnetted, 2 subnets, 2 masks
D EX 152.1€8.1.0/27 [170/728985¢]1 via 152.1€2.1.%3, 00:50:1%, D EX 152.1€8.1.0/27 [170/728305€]1 wvia 152.1€8.1.131, 00:53:23,
Serialo/0/0 Serial0/0/1
c 182 168 1.32/27 is directly connected, GigabitEthernet0/0 D 152.1€8.1.32/27 [20/2€82112]1 wia 152.1€8.1.131, 00:53:23,
L 182 168 1.33/32 is directly connected, GigabitEthernet0/0 Serial0f0/1 . .
D 152 168 1 64/27 [30/2682112] via 152 168.1.92, 00:50:1%, c 152.1€8.1.64/27 is directly connected, GigabitZIthernet(/0
Serialososo L 182.1€8.1.65/32 is dizectly connected, CigabitEthernet0/0
c 152 168 1 96427 is directly comnected, Serial0f0/0 D 152.168.1.56/27 [90/265185€] wia 192.1¢8.1.131, 00:58:23,
L 152 1€28.1.99/32 is directly connected, Serizl0/0/0 g““lwzgz Les 1 1ms L .
D 192_168.1.128/27 [90/2681866] wia 192.168_1_ 98, 00:50:18, -1€8.1.128/27 is directly connected, Serial0/0/1
Serial0/070 L 152.1€8.1.132/32 is directly conmected, Seriall/0/1
D 192_168.1.224/27 [90/2170112] wia 192.168_1.98, 00:50:18, gezhlwéii'lea'l'zz‘“m [30/2170112] wia 182.1€3.1.131, 00:88:23,
Seriald/0/0
L hd calig| v
Ctri+F8 to exit CLI focus Copy Paste Ctrl+F6 to exit CLI focus Copy Paste
[ 7op O we
® poGoTA - [m] x

Physical  Config

Aftributes

I0S Command Line interface

D - EIGRP, EX - EICRP external, O - OSPF, IA - OSDF inter azea a
N1 - OSPF NSSA external type 1, N2 - OSDF NSSR external type 2
E1 - OSPF external type 1, 52 - OSEF external type 2, £ - ZGF
i - IS-IS, Ll - IS-IS level-l, L2 - IS-IS level-2, ia - IS-IS
inter area
¥ - candidate default, U - per-user static route, o - ODR
P - pericdic dowaloaded static route

Gateway of last resort is not set

192.168.1.0/24 is variably subnetted, 9 subnets, 2 masks

s 152.1€5.1.0/27 [1/0] wia 152.1€0.1.56
(1/0] wia 152.1€8.1.128

o 152 168 1.32/27 [50/2170112] via 152 168.1.95, 00:57:14,
Seriald/0/0

152.168.1.64/27 [90/2170112] via 152.169.1.132, 00:57:14,
Serialo/0/1
c 1592.168.1.56/27 is directly connected, Serial0/0/0
L 152.168.1.58/32 is directly connected, Sexial0/0/0
c 192.168.1.128/27 is directly connected, Serial0/0/1
L 1592.168.1.131/32 is directly connected, Seriald/d/l
c 152.168.1.224/27 is directly connected, GigabitEthernet0/0
L 192.168.1.225/32 is directly connected, GigabitEthernet0/0
bogotas] v
Cirl+F8 to exit CLI focus Copy Pastz

[ wp

llustracion 22: Tablas de Enrutamiento

d. Realizar un diagndstico para comprobar que cada uno de los puntos de la
red se puedan ver y tengan conectividad entre si. Realizar esta prueba
desde un host de la red LAN del router CALI, primero a la red de
MEDELLIN y luego al servidor.
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llustracion 23: Conectividad Cali a Medellin

¥ pc-c — O be

Physical  Config _ Deskiop  Programming  Atributes

Command Prompt

llustracion 24: Conectividad Cali a Bogotd

Parte 4: Configuracién de las listas de Control de Acceso.

En este momento cualquier usuario de la red tiene acceso a todos sus dispositivos
y estaciones de trabajo. El jefe de redes le solicita implementar seguridad en la
red. Para esta labor se decide configurar listas de control de acceso (ACL) a los
routers.

Las condiciones para crear las ACL son las siguientes:
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a. Cada router debe estar habilitado para establecer conexiones Telnet con
los demas routers y tener acceso a cualquier dispositivo en la red.

¥ MEDELLIN - o x MEDELLIN - o x

Physical  Config _ CLI  Atiributes Physical  Config  CLI  Aliibutes

— —
10S Command Line Interface 108 Command Line Interface

medelling ~ medelling o

medelling medelling

medelling medelling

medelling medelling

medelling medelling

medelling medelling

medelling medelling

medelling medelling

medelling medelling

medelling medelling

medelling medelling

medelling medelling

medelling medelling

medelling medelling

medelling medelling

medelling medelling

medelling#telnet 192.1€8.1.225 medellingtelnet 152 _168.1 €5

Trying 192_.1€8.1.225 .. _Cpen Trying 1%2.1€2.1.85 ...Open

Usexr Rccess Verification User Access Verification

Password: Password:

bogotas| v calif v

CrleF5 to exit CLI focus copy Paste CirleF8 to extt CLI focus. copy Paste
[ wop O e
- .
¥ CALl o X BOGOTA - o X

Physical | Config _CL_ ~ Aributes Physical  Config _ CLI  Attributes

—

105 Command Line Interface 105 Command Line Interface

cali ~
calig

calig

calig

calig

calig

calig

calig

calig

calig

calig

calig

cali

cali User Access Verification
cali
cali Password:
cali
califtelner 192.1€8.1.225 bogota>telnet 152.168.1.33
Trying 152.1€8.1.225 ...Open Trying 152.168.1.33 .. .COpen

User Access Verification User Recess Verification

Password: Password:
bogotas] L medellinz| ¥

Ctrl+F6 to exit CLI focus Copy Paste Ctri+F6 to exit CLI focus Copy Paste

O e [ op

llustracion 25: Conexiones Telnet

b. El equipo WS1 y el servidor se encuentran en la subred de administracion.
Solo el servidor de la subred de administracion debe tener acceso a
cualquier otro dispositivo en cualquier parte de la red.
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¥ pocoma — m} X ®pcc - m} ®
Physical Config CL Attributes Physical Config Programming Aftributes
—
10S Command Line Interface O DHcp ® Static &
2 IP Address ‘192 168.1.66

bogotaiconfig-if)$ip access-group 30 out
bogotaiconfig-ifi#no ip access-group 30 out
bogota{config-if) fexit

bogotaiconfig)$no access-list 30 deny 152.168.1
bogota{config) #access-1list 30 deny host 152.163.1.

Subnet Mask

255

55.224

Default Gateway ‘192.165 1.0

% Invalid input detected at '~' marker._ DNS Server ‘00'0'0

bogotaiconfig) #access-list 30 deny host 152.163.1.22€ IPv& Configuration

bogota{config) faccess-list 30 permit any
bogota{config)#int s0/0/0 O pHep O Auto Confis @ Statie
bogota{config-if) #ip a |Pv6 Address. ‘ | ,.l ‘
bogota{config-if) #ip acc
bogotal access-group 30 in Link Local Address. | FE80::203.E4FF.FEBT-2BE0 |
bogotal ip access-group 30 in
bogotal access-group 30 in IPv Gateway ‘ ‘
bogota{
bogotal ip access-gzoup 30 inm IPv6 DNS Server [ |
bogotal access-group 30 out
bogota{config-if) fexit 202.1X
bogota{config)#int s0/0/1
bogotaiconfig-if)#ip ace [ use 802.1X Security
bogota{config-if) #ip access-group 30 out
bogotaiconfig-i£) g v Authentication ADS
CHrI+F6 to exit CLI focus Copy Paste Usemame
Password v
O wp Omp
L3 ¥ servidor - O X

Physical Config Programming Attributes Physical Config Services

Programming Attributes

——
(Command Prompt - (Command Prompt -

mand Line 1.0 mand Line 1.0

e O ®op

llustracion 26: Listas de Acceso Bogotd

c. Las estaciones de trabajo en las LAN de MEDELLIN y CALI no deben tener
acceso a ningun dispositivo fuera de su subred, excepto para interconectar
con el servidor.
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¥ MEDELLIN — m] X
Physical  Config  CLI  Aftributes
—
105 Command Line Interface
medellincenable o
Password:
medellingconf t©
EZnter configuration commands, cne per line. d with CNIL/Z.
medellin(config)faccess
medellin(config)f#access-list 30 deny host 152.1€8.1.35
medellin(config)$#access-1list 30 deny host 152.163.1.3€
medellin({config)#access-1list 30 permit any
medellin(config)$int s0/0/0
medellin(config-if)¢ip acc
medellin(config-if)#ip access—greup 30 out
medellin(config-if)#ne ip access-group 30 cut
medellin(config-if) fexit
medellin(config)#$#no access-list 30 deny host 132.188.1.3%
medellin(config)$#no access-list 30 deny host 1%2.168.1 3¢
medellin(config)#no access-list 30 permit any
medellin(config)#no access-list 30 deny host 132.l1€3.1.€€
medellin(config)#no access-list 30 deny host 132.1€3.1.€7
medelliniconfig)faccess-1list 30 deny host 192.1€2.1.E€€
medellin(config)$#access-1list 30 deny host 152.163.1.€7
medellin{config) #access-list 30 permit any
medellin(config)$int s0/0/0
medellin(config-if)#ip acce
medellin(config-if)$ip access-greup 30 out
medellin(config-if) g v
Cirl+F& to exit CLI focus Copy Paste
O wop
llustracion 27: Listas de Acceso Medellin
B pcp - O »x  ®pcc
Physical Config Desktop Programming Aftributes Physical Config Desktop Programming Attributes
—
-
P Address [152.168.1.36 | 1P Address [192183.185 |
Subnet Mask [255.255 255,224 | Subnet Mask [255.255.255 224 |
Defautt Gateway | 192.168.1.0 ‘ Default Gateway [192.188.1.0 |
DNS Server [0000 | DNS Server [0000 |
IPv6 Configuration IPv& Configuration
() DHCP () Auto Config (@) Static O pHer () Auto Config (@) Static
1Py Address [ [ | IPVB Address [ ] |
Link Local Address. | Fes0::208:8eFF-FEOS 2603 | Link Local Address [FE80::203:E4FF FEBT:28E0 |
IPvE Gateway [ | 1PVB Galeway [ |
IPvE DNS Server [ | IPvE DNS Server [ |
202.1% 802.1X
[ use 802.1X Security [ use 802.1X Securty
Authentication DS = Authentication D5
Username Username
Password Password
o
[ op [ ep
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¥ pca - o x ‘®eco - o X

Dezkto Ph | Confi Deskto P Attributs
Physical ~ Config _ Deskio Programming  Attributes ysica Oy Frogramming ributes

(Command Prompt Command Prompt

] mop Ome

llustracion 28: Ping entre Medellin y Cali

Parte 5: Comprobacion de la red instalada.

a. Se debe probar que la configuracion de las listas de acceso fue exitosa.

b. Comprobar y Completar la siguiente tabla de condiciones de prueba para
confirmar el 6ptimo funcionamiento de la red e.

Router MEDELLIN Router CALI Conexion
WS 1 Router BOGOTA Conexion
Servidor Router CALI Conexion
Servidor Router MEDELLIN Conexion

LAN del Router

MEDELLIN Router CALI Sin Conexidn

LAN del Router CALI Router CALI Conexioén
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LAN del Router
MEDELLIN

LAN del Router CALI
LAN del Router CALI

LAN del Router
MEDELLIN

LAN del Router
MEDELLIN

LAN del Router CALI

LAN del Router
MEDELLIN

Servidor

Servidor

Router CALI

Router MEDELLIN

Router MEDELLIN

Router MEDELLIN
WS_1

WS_1

LAN del Router CALI
Servidor
Servidor

LAN del Router
MEDELLIN

LAN del Router CALI

LAN del Router
MEDELLIN

LAN del Router CALI

Conexion

Sin Conexioén

Sin Ping

Sin Ping

Sin Ping
Ping

Ping

Ping
Ping
Ping

Ping
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Escenario 2

Una empresa tiene la conexion a internet en una red Ethernet, lo cual deben

adaptarlo para f
via, conectarse

BUCARAMANGA

SWITCH
BUCARAMANGA

r

VLANTD
55HOSTS

VLANT =

VLANTD
VLANID

172310019

Desarrollo

acilitar que sus routers y las redes que incluyen puedan, por esa
a internet, pero empleando las direcciones de la red LAN original.

iy

‘-—-.. 209.17.220.0 24

172.31.232130

SWITCH
TUNJA
VLAN20 ) WLANT =172.3.2.8/29

TUNJA

SWITCH DE
LABORATORIO

= EEm

40HOSTS

EXTERNO

—

VLAN 30
55 HOSTS

1723120729

=172.31.00/26
=172.31.064 126

SWITCH
CUNDINAMARCA

.
WLAN 20

B0 HOSTS

VLANT = 1723128129

VLANZ0 =172.31.164 /26
VLAN30 =172.31.1.0/26
VLANSS = 172.31.2.24/2%

llustracion 29: Topologia Escenario 2

2950-4TT
ORATORIO

INTERNET

Server-PT
'WEB EXTERNO

Server-PT
Server!

Ilustracion 30: Construccion Escenario 2
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Los siguientes son los requerimientos necesarios:
1. Todos los routers deberan tener los siguiente:

e Configuracion basica.

LTS — O b B 1una — o *
i Physical  Confi LI Aftributes
Physical Config | Attributes e a——— g —
10S Command Line Interface 105 Command Line Interface
= —~ TCINECROTO-S-UTDORN T Line PIoTocol of I TIgEET PR
Processor board ID FTXL52400KS changed state to down
2 Gigabit Ethernet interfaces ) L
2 Low-speed serialisync/async) network interface(s) tunja(config-if) #no shutdown
DREM configuration is €4 bits wide with parity disabled.
255K bytes of non-volatile configuration memory. tunja({config-if)
24385¢K bytes of ATA System CompactFlash 0 (Read/Write) 3LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
Press RETURN to get started! 3LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitZthernet0/0,
changed state to up
tunja(config-if) fexic
Router>enable tunja(config)#int s0/0/0
Routerfcont t tunja(config-if)#ip address 172.31.2 33 255.355.355 352
Enter configuration commands, one per line. End with CNTL/Z. tunja(config-if) #no shutdown
Router (config) 22
Router (config) $hostname tunja SLINK-5-CHANCED: Interface Seriald/0/0, changed state to down
tunjalconfig) #int g0/0 tunja{config-if)
tunjalconfig-if)#ip address 209.17.220.1 255.255.285.0
tunjaleonfig-if)#ne shutdown
tunjalconfig-if)#
SLINK-5-CHANGED: Interface GigabitEthernet0/d, changed state to up
3LINEPROTO-5-UPDOWN: Line protocol on Interface CigabitEvhernetif0, v v
Ctrl+F8 to extt CLI focus Copy Paste Ctri+F6 to exit CLI focus Copy Paste
[ wop [ op
B TuNA - B X ¥ BUCARAMANGA - o X
Physical Config CLI Adtributes Physi i
rsical Conffi LI Aftributes.
— ¥ g Ll
105 Command Line Interface 105 Command Line Interface
~ ~
cunjascont t bucaramanga {config-if) #
N 3LINK-5-CHANGED: Interface GigabitEthernet0/l, changed state to up
% Invalid input detected at '~' marker.
SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitZIthernet0/l,
tunjarenable changed state to up
Password:
tunjagconf © bucaramanga {eonfig-if) #int s0/0/0
Znter configuration commends, cne per line. End wivh CNTL/Z. bucaramanga {config-if) #ip address 172.31.2.34 255.255.255.252
tunja(config)#int s0/0/1 4 bucaramanga (config-if) $no shutdown
tunja(config-if)#ip address 172.31.2.37 255.255.255.252 . tconfigeiels
tunja(config-if) #no shutdown Hearamanga leoniigti
SLINK-5-CHANGED: Interface Serial0/0/0, changed state to up
SLINK-5-CHANGED: Interface Seriald/0/l, changed state to down bucaramanga (configif)§
3 fig-if] gclock 128000 e
Ez;::z::ég_if;:;:i Taze 3LINZPROTO-5-UPDOWN: Line pretocol on Interface Serial0/0/0, changed
tate t
tunja(config)#int 50,040 state to up
tunja(config-if)#clock 128000
% Invalid input detected at '~' marker.
tunja(config-if) #clock rate 129000
tunja(config-if) fexic
tunja(config)$ v &
Cirl+F6 to exit CLI focus Copy Paste Cirk+F6 to exit CLI focus Copy Paste

[ e e
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¥ CUNDINAMARCA — [m] x

Physical Config CLI Attributes
—

105 Command Line Interface

2 Gigabit Ethernet interfaces ~
2 Low-speed serial{sync/async) network interface(s)

DRAM configuration is €4 bits wide with parity disabled.

255K bytes of non-volatile configuration memory.

249856K bytes of ATA System CompactFlash 0 (Read/Write)

Press RETURN to get started!

Routerrenable

Routergcont Tt

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #hostname cundinamarca

cundinamarca (config) #int s0/0/1

cundinamarca{config-if)#ip address 172.31.2.38 255.255.255.252
cundinamarca{config-if) #no shutdown

cundinamarca (config-if)$
$LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

cundinamarca (config-if)$
*LINEPROTG-5-UPDOWN: Line protocol on Interface Seriald/0/1, changed
state to up

W
Ctrl+F8 to exit CLI focus Copy Paste
O wp
llustracion 31: Configuracion Bdsica Routers
. .,

e Autenticacion local con AAA.
B Tunua - m] S ¥ BUCARAMANGA - m] e

Physical  Config  CLI  Attributes Physical  Config  CLI  Attributes

—— —
10S Command Line Interface 105 Command Line Interface

tunjag "~ ©

%5YS-5-CONFIG_I: Configured from console by console

tunjagcopy running-config startup-config

Destination filename [startup-config]?

Building configuration. .. bucaramanga>enable

[CK] Passwoxd:

tunjagconf t bucaramangagconf t©

Enter configuration commands, one per line. End with CNTL/Z. Enter configuration commands, one per line. End with CNTL/Z.

tunja(config) fusername tunja password cisce {config) cisco

tunja(config) faaa new-model bucaramanga(config) §aaa new-model

tunja(config)faaa authentication default local bu {config) gaaa ation login default local

N bucaramanga{config) §line console
% Invalid input detected at '*' marker. % Incomplete command.
bucaramanga{config) #line console 0

tunja({config)$aaa authentication login default local bucaramanga(config-line)#login authentication default

tunja({config)#line console 0 bucaramanga(config-line)#loggin synchronous

tunja(config-line) $login authentication default bucaramanga(config-line)f#exit

tunja(config-line) #logging sy bucaramanga(config) #line vty 0 4

tunjal(config-line)#logging synchronous bucaramanga (config-line)#login auth default

tunja(config-line)#exit bucaramanga (config-line)#log syn

tunjalconfig)#line vty 0 4 % Ambiguous command: "log syn"

tunja(config-line)#login authentication default v bucaramanga (config-line) $logging syn v

Ctr+F§ to exit CLI focus Copy Paste Ctrl+F6 to exit CLI focus Copy Paste
[ 7p O e
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B CUNDINAMARCA - m} X
Physical  Config  CLI  Altributes
—— ——
105 Command Line Interface
~
cundinamarcarenable
Password:
cundinamarcagconf t
Enter configuration commands, one per line. End with CNTL/Z.
cundinamarcalconfig) fusername cundinamarca passwork cisco
% Invalid input detected at '~' marker.
cundinamarca{config) #username cundinamarca password cisco
cundinamarca(config) #aaa new-model
cundinamarca(config)#aaa authentication login default local
cundinamarca{config)#line conscle 0
cundinamarca(config-line) #login authentication default
cundinamarca{config-line) §logging synchronous
cundinamarca(config-line) fexit
cundinamarcalconfig) $line vty 0 4
cundinamarca{config-line)$login authentication default
cundinamarca(config-line) #logging synchronous
cundinamareca (config-line) §exit
cundinamarca (config) g v
Ctri+F6 to exit CLI focus Copy Paste
[ 7op
llustracion 32: Configuracion AAA a todos los Routers
e Cifrado de contrasefas.
B Tura - m} x B BUCARAMANGA - m} X
Physical Config CLI Attributes. Physical Config CLI Adttributes
—— —
10S Command Line Interface 105 Command Line Interface
Press RETURN to get started. '~ Press RETURN to get started. '~
User Rccess Verificationm User Rccess Verification
Username: user Username: user
Password: Password:
tun3arenable bucaramangarenable
Password: Password:
tunjatconf t bucaramangagconf t
Enter configuration commands, one per line. End with CNIL/Z. Enter configuration commands, one per line. ZEnd with CNTL/Z.
tunja(config) #service pass bucaramanga (config) #service pas
tunia(config) gservice password-encryption bucaramanga (config) #service password-encryption
tunja(config) g v bucaramanga (config) g v
Ctrl+F6 to exit CLI focus Copy Paste Ctrl+F6 to exit CLI focus Copy Paste
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Physical  Config _ CLI  Aftributes
10S Command Line Interface
a
cundinamarcaenable
Password:
cundinamarcagconf t
Enter configuration commands, one per line. End with CNTL/Z.
cundinamarca (config) $username cundinamarca passwork cisco
% Invalid input detected at '~' marker.
cundinamarca (config) $username cundinamarca password cisco
cundinamarca (config) §aaa new-model
cundinamarca (config) $aaa authentication login default local
cundinamarca(config)#line console 0
cundinamarca (config-line)#login authentication default
cundinamarca (config-line) §logging synchronous
cundinamarca (config-line) gexit
cundinamarca{config)#line vty 0 4
cundinamarca (config-line)#login authentication default
cundinamarca (config-line) §logging synchronous
cundinamarca (config-line) gexit
cundinamarca(config) #service pas
cundinamarca(config) #service password-encryption
cundinamarca (config) #| v
Ciri+F6 to ext CLI focus Copy Paste
[ 7op
llustracion 33: Clfrado de Contrasefias en los Routers
o] .
e Un maximo de intentos para acceder al router.
B TUNJA - O X ¥ BUCARAMANGA - [m] x
Physical Config cLI Aftributes Physical Config CLI Attributes
— —
105 Command Line Interface 105 Command Line Interface
Tress REIURN to get started. o Press RETURN to get started.
User Becess Verification User Access Verification
Username: tunja Username: bucaramanga
Password: Password:
tunja-enzble bucaramangarenable
Password: Password:
tunjagconf t bucaramangagconf t
Enter configuration commands, one per line. End with CNIL/Z. Enter configuration commands, one per line. End with CNTL/Z.
tunjalconfig) #login block-for €0 attempts 3 wishin 20 bucaramanga (config)#login block-for €0 attempts 3 within 20
tunjalconfig) g v bucaramanga (config) §
Ctrl+F8 to exit CLI focus Copy Paste Ctrl+F8 to exit CLI focus Copy Paste

[ mop O wp
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B CUNDINAMARCA

Physical  Config Ll Aftributes

105 Command Ling Interface

Press RETURH to get starsed.

User Roccess Verification

Username: cundinamarca

Password:

cundinamarcarenable

Password:

cundinamarcatconf t

Enter configuration commands, one per line. End with CNTL/Z.
cundinamarca (config)#login block-for €0 attempts 3 within 20
cundinamarca (config) §

Ctrl+F6 to exit CLI focus Copy Paste

O wop

llustracion 34: Mdximo de Intentos para entrar a los Routers

Méaximo tiempo de acceso al detectar ataques.

® TUnA - O % ¥ BUCARAMANGA
Physical  Config | Aftributes Physical  Config Attributes
105 Command Line Interface 105 Command Line Interface
~
User Access Verification
Username: tunja
Password:
tunja>enable
Password:
tunjagconf t© User hccess Verification
Enter configuration commands, one per line. End with CNTL/Z.
tunja(config) #line console O Username: bucaramanga
tunja(config-line) fexec Password:
tunja(config-line)fexec-timsout 5 0 bucaramanga>enable
tunja(config-line)fexit Password:
tunja(config)¢line console O bucaramangagconf t
tunja(config-line)fexec-timeout 5 0 Enter configuration commands, one per line.
tunja(config-line)#login bucaramanga{config)#line console O
% You can only use the command "[no] login authentication ..." when bucaramanga {config-line)fexe
aza is enabled. bucaramanga {config-line) #exec—timecus 5 0
tunja(config-line) fexit bucaramanga {config-line)fexic
tunjalconfig)$line vty 0 4 bucaramanga{config)#line vey 0 4
tunja(config-line) fexec bucaramanga {config-line) #exec
tunja(config-line)fexec-timecut 5 0 bucaramanga{config-line)#exec—timeout 5 0
tunja(config-line) gexit bucaramanga {config-line)fexit
tunja{config) g v bucaramanga{config) §
Ctrl+F& to exit CLI focus Copy Paste Ciri+F6 to exit CLI focus.

[ mop

[ op
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B CUNDINAMARCA — m| b4

Physical Config CLI Attributes
—

105 Command Line Interface

~
User Aocess Verification
Usernsme: cundinamares
Password:
cundinamarcarenable
Dassword:
cundinamarcageonf t
Enter configuration commands, one per line. End with CNTL/Z.
cundinamarca(config) #line console 0
cundinamarca {config-line) fexec—timeout 5 0
cundinamarca(config-line)gexit
cundinamarca{configl #line voy 0 4
cundinsmarca {config-line) fexec—timeout 5 0
cundinamarca(config-line)gexit
cundinamazca{config) g ¥

CirkF6 to ext CL focus Copy Paste
O 7p

llustracion 35: Limitacion al Detectar Ataques en los Routers

e Establezca un servidor TFTP y almacene todos los archivos necesarios de
los routers.

LY — m] ¥

Physical Config CLI Attributes
—

105 Command Line Interface

User Rccess Verification

Username: tunja

Password:

tunjaenable

Password:

Password:

tunjagcopy running-config tftp

Address or name of remote host [17 209.17.220.40
Destination filemame [tunja-confgl? backup-running

Writing running-config...!!
[OK - 1253 bytes]

1293 bytes copied in 0.038 secs (3402¢ bytes/sec)
tunjag| R

Cirl+F8 to exit CLI focus Copy Fasie

[ 7op

Ilustracion 36: Archivos de seguridad de los Routers a TFTP
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2. EI DHCP debera proporcionar solo direcciones a los hosts de Bucaramanga y
Cundinamarca

B BUCARAMANGA - [m] X ¥ CUNDINAMARCA - m} X
i o i Physical  Config  CLI Attributes
Physical Config CLI Aftributes e 9
I0S Command Line Interface 105 Command Line Interface
bucazamanga |config-if) fenit - A
bucaramanga (eonfig) 2int go/l 1 cundinamarca(config-subif) #encapsulation dotl® 20
bucaramanga (config-subif) # cundinamarcalconfig-subif) #ip address 172.31.1.1 255.255.255.132
SLINK-5-CHANGED: Interface GigabitZthernet0s1 1, changed state to up C““:mm‘“E““g“?’si?g;:”’ :Ei*’“’aggzess i;zgiig:
cundinamarca(config-subif) #ip helper-address 312
S LINZPROTO-5-UPDOWN: Line protoccl on Interface GigabitZthernet0/1.1, ““":1“"""““E“D"S"'Sﬁlg:“’ ‘:E“E”"’”“p 102 in
cundinamarca(config-subif) gexi
changed state to uj
o ® cundinamarcalconfig) #int g0/1.10
bucaramanga (config-subif) fencapsulation dotlQ 1 native ‘:““:m‘“""“E““g“’:siﬁ;:”’ :Elperadd“ss 172.31.2.37
bucaramanga {config-subif) $ip address 172_31.3_1 255_255_ 255243 ‘:““dm‘““"“t“";"): 2 De’l‘lga
bucaramanga (config-subif) fexit cundinsmaresieonsigliEint gu-L-
bucazamanga (config) #int g0/1.10 .
R % Invalid input detected at markez.
SLINK-5-CHANGED: Interface GigabitEthernet0/1.l0, changed state to up cundinamarca (config) fint go/1.a8
. cundinamarca(config-subif) §
SLINEPROTG-5-UEDOWN: Line protocol on Interface SLINE-5-CHANGED: Interface GigabitZthernetO/1. 8%, changed state to up
GigabitEthernet0/1.10, changed stats to up
) ALINEPROTO-5-UEDOWN: Line protocol on Interface
bucaramanga config-subif) fencapsulation dotlQ 10 GigabitEchernes/l.28, changed state o up
bucaramanga (config-subif) $ip address 172.31.0.1 255.255.255.152
bucaramanga{config-subifj#ip helper-address 172.31.2.33 cundinamarca(config-subif) gencapsulation dotlQ 28 natiwve
bucaramanga (config-subif) #ip access-group 101 in cundinamarca(config-subif) $ip address 172.31.2.25 255.255.255.248
bucaramanga (conflig-subif) fexit cundinamarca(config-subif) gexit
bucaramanga {configlg hd cundinamarca(config) #] hd
CIri+F to exit CLI focus Copy Paste Ciri+F6 to extt CLI focus Copy Paste
[ 7ep [ op
B A - m] x

Physical  Config Attributes

105 Command Line Interface

User Access Verification

Username: tunja
Password:

tunjavenable

Password:

Password:

tunjagconf ©

Enter configuration commands, one per line. End with CNTL/Z.
tunja(config) #ip dhep excluded-address 172.31.1.65 172.31.1.70
tunja(config) #ip dhcp excluded-address 172.31.1.1 172.31.1.5
tunja(config) #ip dhcp excluded-address 172.31.0.1 172.31.0.5
tunja{config) #ip dhep excluded-address 172.31.0.65 172.31.0.70
tunja(configlg v

Ctri+F6 to exit CLI focus. Copy Paste
O we

llustracion 37: Configuracion DHCP de los Routers
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llustracion 38: Configuracion DHCP Switches

I I |
. . L U
CISCO ISCO NETWOrkKing Acaaemy “o
® Switchd - [m] X B SWITCH BUCARAMANGA - a X
Physical  Config _ CLI  Atfributes Physical ~ Config  CLI Attributes
— —
10S Command Line Interface 105 Command Line Interface
Enter configuration commands, one per line. End with CNIL/Z. ~ ~
Switch{config) #vlan 10 Switch(config-if) $switchport access VLAN 1
Switeh {config-vlan) fexit Switch(config-if) #interface VLAN 1
Switch(config) #vlan 30 Switchlconfig-if) #ip address 172.31.2.0 255.255.255.248
Switch(config-vlan) fexit Bad mask /29 for address 172.31.2.0
Switch(config) #int range £a0/1-10 Switchlconfig-if) #ip address 172.31.2.2 255.255.255.248
Switch(config-if-range) #switchpor access wlan 10 5H1=ch<cunf?gjt')ﬂ?p defa
Switch(config-if-range) gurite Switchlconfig-if)#ip defaul
. Switchlconfig-if) #ip default-gateway 172.31.2.1
% Invalid input detected at '*' marker. Switchlconfig)#int £0/4
Switch(config-if) $switchport access VLAN 10
Switch(config-if-range)gdo write Switch (config-if) #switchport mode access
Building configuratiom... Switch(config-if)gexit
o] Switch(config)#int £0/15
Switch(config-if-range) fexit Switch (config-if) #switchport mode access
Switch({config)#int range £0/11-20 Switch(config-if) $switchport access VLAN 30
Switch(config-if-range) §switchport access vlan 30 Switch(config-if) #switchport mode access
Switch(config-if-range) #switchport mode access Switch(config-if) #switchport access VLAN 30
Switch(config-if-range) fexit Switch(config-if) #switchport mode access
Switch(config) #int range fa0/1-10 Switch(config-if) #switchport access VIAN 10
Switch(config-if-range) §switchpor access wlan 10 Switch(config-if) #switchport access VLAN 30
Switch(config-if-range) #su Switch(config-if) #switchport access VIAN 1
Switch(config-if-range) #switchport mode access Switch(config-if) #switchport access VLAN 30
Switch(config-if-range) fexit Switch(config-if) #switchport mode access
Switch(config) ] v Switch(config-if) g ©
Ciri+F5 to exit CLI focus Copy Pasts CHri+F8 to exit CLI focus Copy Paste
O o O op
¥ una - o X B SWITCH CUNDINAMARCA o X
Physical  Config Adtributes Physical  Config  CLI  Attributes.
—
105 Command Line Interface 105 Command Line Interface
tunjalconfig)#int g0/1.20 ~ -
tunja(config-subif) Switch(config-if)#
SLINK-S-CHANGED: Interface CigabitEthernet0/1.20, changed state to up 3LINK-5-CHANGED: Interface Vlanl, changed state to up
#LINEPROTC-S-UPDOWN: Line protocel on Interface SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state
CigabitEthernet0/1.20, changed state to up to up
tunjalconfig-subif) fencapsulation dotlQ 20 Switch(config-if) fexit
tunjalconfig-subif) #ip address 172.31.0.125 255.255.255.152 Switch{config) #int g0/1
tunjalconfig-subif) #ip access Switch(config-if)#swi
tunjalconfig-subif) #ip access-group 102 in Switch(config-if)#switchport mode trunk
tunjalconfig-subif) fexit
tunja(config) #int go0/1.30 Switchi{config-if)#
tunja(config-subif) ¢ %LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetd/l,
ALINK-5-CHENGED: Interface GigabitErhernst0/1.30, changsd state to up changed state to down
SLINZPROTO-S-UPDOWN: Line protococl on Interface 3LINEPROTO-5-UPDOWN: Line protecel on Interface GigabitEtheznetd/l,
CigabitEthernet0/1.20, changed state to up changed state to up
tunja(config-subif) encapsulation dotlQ 30 Switch(config-if) fexit
tunjalconfig-subif)$ip address 172 31.0 158 355 355 355 153 Switch(config) #int range
tunjaleonfig-subifltip ac SLINK-3-UPDOWN: Interface FastEthernet0/l, changed state to down
tunjalconfig-subif) $ip access-group 103 in
tunjalconfig-subif) exic SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/l,
Tunjaiconfig) 3 hd changed state to down 9
Cirl+F6 to exit CLI focus Copy Paste Cirl+FE to exit CLI focus. Copy Paste
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®pca - [m] X ®pc — [u] x
Physical  Config Deskiop  Programming  Aftributes Physical  Config Deskiop  Programming  Affrbutes
— —
@® pHce O static DHCP request successful ~ @® DrHee O static o
PP Address 17231172 1P Address 1723107
Subnet Mask Subnet Hask
Defaut Gateway 17231165 Defaut Gateway 1723101
DNS Server 0.0.0.0 TEEEE 0.000
1PvB Configuration FOEnILIETR
O oHep O AutoConfig @ Static @ e @ ArzGrny @ static
1Pv6 Address [ | ] 1PY6 Address [ ] ]
Link Local Addr FEBD 250 FFF-FE23,1B6A
Link LocalAddress. |Fesu. 20aca1FF FE41-0884 | ik LocslAddress [ J
1Pv6 Gateway [ | Y [ |
P O Server I ]
1PV DNS Server [ |
802.1%
802.1%
[] use 802.1x Security
[ use 802 1x Securty
Authentication DS -
Authentication DS -
Username
Username
Password
Password v .
O O we

llustracion 39: Asignacién DHCP

3. Elweb server deberéa tener NAT estético y el resto de los equipos de la
topologia emplearan NAT de sobrecarga (PAT).

¥ TUnA — m] X
Physical Config CLI Atftributes
—— —

105 Command Line Interface

User Access Verification

Usezname: tunja

Password:

tunja-enable

Password:

tunjagcont t©

Enter configuration commands, one per line. End with CNTL/Z.
tunjalconfig) #ip nat inside source list 20 interface gigabit
tunjalconfig) #ip nat inside source list 20 interface gigabitEthernet
0/1 overload

tunjalconfig) #ip nat inside source static 172.31.2.26 208.17.220.40
tunjaiconsig) g v

Ciri+FE to exit CLI focus Copy Paste
O me

llustracion 40: Configuracion NAT
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4. El enrutamiento debera tener autenticacion.

P Tuna - O X B TIuNA — O X
Physical  Config | Aftributes. Fhysical - Config CLI - Affributes
— —
105 Command Line Interface IDS Command Line Interface
= tunja(config-routex) tlo ~
tunja(config-router) §log-adjacency-changes
tunja(config-router) farea 0 au
tunja (config-router)farea 0 authentication mes
tunja(config-router) farea 0 authentication message-digest
tunja(config-router) gnetwork 172.31.0.128 0.0.0.€3 area 0
tunja (config-router) gnetwork 172.31.0.192 0.0.0.€3 azea 0
User Access Verification tunja(config-router) g¢network 172.31.2.8 0.0.0.7 area 0
tunja (config-router) gnetwork 172.31.2.32 0.0.0.7 ares 0
Username: tunja tunja (config-router) g¢defau
Password: tunja (config-router) ¢default-informacion originate
tunja*enable tunja(config-routex)$
Password: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial/0/1, changed
tunjagcont t state to down
Enter configuration commands, one per line. End with CNTL/Z.
tunja(config)#int s0/0/0 &LINEPROTO-S-UPDOWN: Line protocol on Interface Seriald/0/0, changed
tunja(config-if) #ip ospf message-digest state to down
tunja(config-if) $ip ospf message-digest-key 1 mdS 7 network
tunja(config-if)$ip nat inside %LINEPROTC-5-UBDOWN: Line protocol on Interface Seriall/0/1, changed
tunja(config-if) $exit state to up
wunja (config)gine s0/0/1
tunja(config-if) #ip ospf message-digest-key 1 md5 7 network SLINEPROTC-S-UPDOWN: Line protocol on Interface Serial0/0/0, changed
tunja(config-if) #ip nat inside state to up
tunja(config-if)fexic
tunja(config) ] v tunja(config-rousex) & v
Cirl+F6 to exit CLI focus Copy Paste Cirl+F6 to ext CLI focus Copy Paste

[ O 7w

BUCARAMANGA - [m} X ¥ CUNDINAMARCA - o x

Guardado en
[

Physical  Config _ CLI  Aftributes Attributes
—
105 Command Line Interface 105 Command Lin Interface
TECRIIg-TOUterI TIo ~ cundinamarca (config-router]2log-adjacency-changes ~

bucaramanga (config-router) #log-adjacency-changes
bucaramanga(cenfig-zoutes) fazea 0 aut

bucaramanga (config-router)fazea 0 suthentication mes
bucaramanga(config-zouter) fazrea 0 suthentication message-digest
bucaramangs (config-Touter) fnetwork 172.31.0.0 0.0.0.31 area 0
bucaramanga(config-router) fnetwork 172.31.0.€4 0.0.0.31 area 0
bucaramanga (config-router) fnetwork 172.31.0.0 0.0.0.63 area 0
bucaramanga(config-router) fnetwork 172.31.0.€4 0.0.0.€3 area 0
bucaramanga (config-router) $no network 172.31.0.0 0.0.0.31 area 0
bucaramanga (config-router)$no network 172.31.0.64 0.0.0.31 area O

cundinamarca (config-router)sarea 0 au
cundinamarca (config-router)#area 0 authentication mes

cundinamarca (config-router)#area 0 auchentication message-digest
cundinamarca (config-router) fne

cundinamarca (config-router)#net

cundinamarca (config-router)#network 172.31.1.0 0.0.0.€3 area 0
cundinamarca (config-router)snetwork 172.31.1.64 0.0.0.€3 area 0
cundinamarca (config-router)$network 172.31.2.16 0.0.0.7 area 0
cundinamarca (config-router)#network 172.31.2.3€ 0.0.0.3 azea 0
cundinamarca (config-router)#network 172.31.2. 0.0.0.3 area 0
bucaramanga (config-router) $no network 172.31.2.0 0.0.0.7 area 0 01:33:00- %0SPF-5-ADJCHG: Process 1, Nbr 208.17.220.20 on Serialt/0/1
bucaramanga (config-router) snetwork 172.31.2.0 0.0.0.7 area 0 £rom LOADING to FULL, Loading Done

bucaramanga (config-router) $network 172.31.2.32 0.0.0.7 area 0
bucaramanga (config-zouter) 8ip el

bucaramanga {ceafig-router) fexit cundinamazca (config-zoutez)fend
bucaramanga{ceafig)#int s0/0/0 cundinamarcat

bucaramanga(config-if) #ip address 172.31.2.34 255.255.255.252 45YS-5-CONFIG_I: Configured from conscle by comsole
bucaramangs (config-if) $ip ospf mess

bucaramanga(config-if) §ip ospf message-digest-key 1 mdS 7 network
bucaramanga{config-if) fe

cundinamarca (config-rouser)#network 172.31.2.24 0.0.0.7 area 0

cundinamarcagcopy running-config star

g s P g
01:25:00: 30SPF-5-ADJCHG: Process 1, Nbr 205.17.220.20 on Serial0/0/0 n filename [ p- 12
from LOADING to FULL, Loading Done Building configuration...
[0K]
bucaramanga(config-if) 8| v | hd
CirlsF8 to exit CLI focus Copy Paste Ciri=F& to exit CLI focus Copy Paste

O wee O wp

llustracion 41: Autenticacion al enrutamiento de cada Router

5. Listas de control de acceso:

e Los hosts de VLAN 20 en Cundinamarca no acceden a internet, solo a la
red interna de Tunja.

e Los hosts de VLAN 10 en Cundinamarca si acceden a internety no a la red
interna de Tunja.
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¥ CUNDINAMARCA - m] X

Physical Config CLI Attributes
—

108 Command Line Interface

from LOADING to FULL, Loading Done ~

User Access Verification

Usezname: cundinamarca

Password:

cundinamarca>enable

Password:

cundinamarcatcont ©

Znter configuraticn commsnds, one per lime. Ead with CNTL/Z.
cundinamarca [config) faccess-list 102 permit udp host 0.0.0.0 eg
bootpe host 235.255.255.255 =g bootps
cundinamarca [config) faccess-list 102 permit ip 172.31.1.0 0.0.0_ €3
172.31.0.128 0.0.0.63

cundinamarca [config) #access-list 102 permit ip 172.31.1.0 0.0.0.€3
172.31.0.0 0.0.0.¢€3

cundinamarca [config) #access-list 101 permit udp host 0.0.0.0 eg
bootpe host 255.255.255.255 eq bootps
cundinamarca (config) #access-list 101 deny ip 172.31.1.€4 0.0.0.63
172.21.0.0 0.0.255.255

cundinamarca [config) gaccess-list 101 permit ip 172.31.1.€4 0.0.0.€3
any

cundinamarca (config) g v

Ctri+F6 to exit CLI focus Copy Paste
O %p
llustracion 42: Listas de Control de Acceso Cundinamarca

e Los hosts de VLAN 30 en Tunja solo acceden a servidores web y ftp de
internet.

e Los hosts de VLAN 20 en Tunja solo acceden a la VLAN 20 de
Cundinamarca y VLAN 10 de Bucaramanga.

B TUruA — m] X
Physical Config CLI Aftributes
— —

105 Command Line Interface

Username: tunja

Password:

tunja>enable

Password:

tunjagcont t©

Enter configuration commands, one per line. End with CNTL/Z.
tunja(config) faccess

tunjalconfig) #access-list 20 permit 172.31.0.0 0.0.31.255
tunjalconfig) $access-list 102 permit ip 172.31.0.128 0.0.0.&3
172.31.0.0 0.0.0.€3

tunja(config) faccess-list 102 permit ip 172.31.0.123 0.0.0.€3
172.31.1.0 0.0.0.€3

tunja(config) #access-list 103 permit ip 172.31.0.1%2 0.0.0.63 any =g
W

% Invalid input detected at '"' marker.

tunjalconfig) #access-list 103 permit ip 172.31.0.192 0.0.0.€3 any
tunja(config) #no access-list 103 permit ip 172.31.0.192 0.0.0.63 any
tunja(config) faccess-list 103 permit tcp 172.31.0.152 0.0.0.€3 any =g
-

tunja config) faccess-list 103 permit tep 172 31.0.182 0.0.0 €3 any =g
stp

tunialconsig) g hd

Ctri+F6 to exit CLI focus Copy Paste
O ®op
Ilustracion 43: Listas de Control de Acceso Tunja

e Los hosts de VLAN 30 de Bucaramanga acceden a internet y a cualquier
equipo de VLAN 10.
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e Los hosts de VLAN 10 en Bucaramanga acceden a la red de
Cundinamarca (VLAN 20) y Tunja (VLAN 20), no internet.

® BUCARAMANGA — O e

Physical Config CcLI Aftributes.
—

105 Command Line Interface

Bucaramanga [ConTigl ¥5 Tis
bucaramanga (config)#access-list 101 permit udp host 0.0.0.0 eq bootpe
host 255.255.255.255 eq boo

bucaramanga (config)#access-list 101 permit udp host 0.0.0.0 eq bootpe
host 255.255.255.255 eq bootps

b (configl# list 101 ip 172.31.0.0 0.0.0.€3
172.31.0.128 0.0.0.€3

% Invalid input detected at '"' marker.

bucaramangalconfig)#access-list 101 permit ip 172.31.0.0 0.0.0.€3
172.31.0.128 0.0.0.€3

bucaramangalconfig)#access-list 101 permit ip 172.31.0.0 0.0.0.€3
172.31.1.0 0.0.0.€3

bucaramanga{config)#access-list 103 permit udp host 0.0.0.0 eg bootpe
host 255.255.255.255 eq bootps

bucaramanga{config)#access-list 103 permit ip 172.31.0.64 0.0.0.€3
172.31.0.0 0.0.0.€3

bucaramangalconfig)#no access-list 103 permit ip 172.31.0.€4 0.0.0.€3
172.31.0.0 0.0.0.€3

bucaramanga(config)#access-list 103 permic ip 172.31.0.64 0.0.0.€3
172.31.0.0 0.0.255.285

bucaramanga (config) faccess-list 102 permit ip 172.31.0.€4 0.0.0.€3
any

bucaramanga (config) 3| v

Ctrl+F6 to exit CLI focus Copy Paste

[ wop

llustracion 44: Listas de Control de Acceso Bucaramanga

e Los hosts de una VLAN no pueden acceder a los de otra VLAN en una
ciudad.

% vianto - a X R VAN 20 - ] x
Physical  Config _ Desiiop  Programming  Aftributes Physical  Config Deskiop  Programming  Affributes.
@ DHCP O static DHCP request successful R @
[P Address 123107 Interface FastEthemetd b
Subnet Mask 1P Configuration
Defautt Gateway () DHCP @ Static
DNS Server P Address [17231.0.131 |
IPv6 Configuration Subnet Mask |255 255255192 ‘
O pHer O Auto Config (@) Static Defaut Gateway [17231.0128 |
IPyB Address [ /] | DNS Server [0.0.00 ]
Link Local Address [FE80: 250:FFF-FE23:186A |
IPvE Configuration
IPvE Gatewa,
g ‘ ‘ O oHep O Auto Config @ Static
IPv8 DNS Server [ | - [ 1] ]
Rl Link Local Address |Feso:230FaFF FeEEBB1T7 |
[ use 802.1X Security 1Py Gateway [ |
Authentication D5 hi IPv6 DNS Server [ ]
Username
802.1X
Password
v [ use 8021 Security &
O wp [ 7p

llustracion 45: IP's de VLAN distintas
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B vLAN1D — m} X

Physical Config

R,
Command Prompt -

Programming Aftributes

Pinging 1

Ping statist
b2

Pinging 1

[ Top

llustracion 46: No hay ping para otra VLAN

e Solo los hosts de las VLAN administrativas y de la VLAN de servidores
tienen accedo a los routers e internet.

B vianio - m} b4

Physical Config

I
Command Prompt

Programming Attributes

Pinging 1

1y
1y

1y £

O me

llustracion 47: Acceso a los Router
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6. VLSM: utilizar la direccion 172.31.0.0 /18 para el direccionamiento.

® TUNIA — O *

Physical Config CLI Attributes
I

105 Command Line Interface

Press RETURN to gst started.

User ARccess Verification

Username: tunja
Dassword:

tunjarenable

Password:

tunjagconf t©

Enter configuration commands, one per line. End with CNTL/Z.
tunjai{config)#ip route 172.31.0.0 255.255.224.0 2095.17.220.40
tunjalconfig) g v

Ctri+F6 to exit CLI focus Copy Paste
O mp

llustracion 48: Direccionamiento

Aspectos atener en cuenta
e Habilitar VLAN en cada switch y permitir su enrutamiento.
e Enrutamiento OSPF con autenticacion en cada router.

e Servicio DHCP en el router Tunja, mediante el helper address, para los
routers Bucaramanga y Cundinamarca.

e Configuracion de NAT estético y de sobrecarga.

e Establecer una lista de control de acceso de acuerdo con los criterios
senalados.

e Habilitar las opciones en puerto consola y terminal virtual
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172.31.2.32 130

209.17.220.0 /24

172.31.2.36 130

VLAN 20 VLAN 30 Server-PT

VLAN1=172.31.2.8 /29
VLANZ0 =172.31.0.128 /126
VLAN30 =172.31.0.192 26

PC-PT PC-PT
WLAN1O WVLAN3D

V0LANT =172.31.2.0 29
VLAN1O = 172.31.0.0 /26
VLAN3O = 172.31.0.64 /25

WVLAN-10

SWITCH CUNDINAMARCA  Server-PT
VLANT = 1723123 /29

WEB INTERNO
QSPF A1 VLANZO = 172.31.1.64 /26
Area VLAN3D =172.31.1.0 /26
VLANSS =172.31.2.24 /29
172.31.0.0 19

e
PC-PT
WLAN-Z0

Ilustracion 49: Conexion de Toda la Red
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Conclusiones

- Se apropiaron los conocimientos adquiridos y se resolvieron los ejercicios con
éxito. Es importante poner en primer plano el disefio inicial de una red, para que al
desarrollarse no se comentan errores en el proceso y se pueda solventar la
problemética o situacion tratada.

- Los aspectos de seguridad para una red sea publica o privada, deben ser lo
principal en el disefio inicial, pues gracias a esto se delimita la accesibilidad de
una red y asi mismo se asegura que el manejo general sea por parte de la red
principal, esto lo permiten las listas de acceso.

- Para rebajar costos en una red y asegurar su escalabilidad, se debe tener en
cuenta el uso de DHCP para asignar una direccion Unica a cada host.
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