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GLOSARIO

VLAN: Las VLAN o Red de Area Local Virtual, son una tecnologia a nivel de capa
2 del modelo de referencia OSI que ayuda a optimizar, proteger y segmentar el
trafico de la red

SWITCH: Conmutador o switch. Dispositivo digital de logica de interconexién de
redes de computadores que opera en la capa 2 (nivel de enlace de datos) del
modelo OSI. Su funcién es interconectar dos o mas segmentos de red, de manera
similar a los Puentes (bridges), pasando datos de un segmento a otro de acuerdo
con la direccion MAC de destino de las tramas en la red.

ROUTER: Router. Es un Dispositivo de interconexién de redes informaticas que
permite asegurar el enrutamiento de paquetes entre redes o determinar la ruta que
debe tomar el paquete de datos.
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1. INTRODUCCION

En este trabajo encontramos la construccion de una red de una empresa la cual se
interconecta de distintas ciudades como Bogota, Medellin y Cali, con una topologia
sugerida por la guia de actividades y unas direcciones especifica para algunos
equipos, en la cual se deben de poner en practica los conocimientos adquiridos
durante el diplomado de profundizacién en comunicaciones cisco, como lo son las
configuraciones basicas de los equipos, configuracion de enrutamientos, listas de
control de acceso y la comprobacion del funcionamiento mediante pruebas de
comunicacion como el comando ping.

Por otro lado, contamos con otro ejercicio de igual manera con varias sedes las
cuales nos solicitan crear varias redes VLAN que se utilizan para ayudar a optimizar
la red, proteger o segmentar la red.

Las VLAN se usan en ambientes, normalmente, empresariales que requieren
asegurar segmentos de redes dentro de la misma infraestructura de red
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2. OBJETIVOS

2.1 OBJETIVO GENERAL

Desarrollar la actividad denominado Prueba de habilidades practicas CCNA,
la cual consiste en realizar una interconexion de las ciudades de Bogota,
Medellin y Bucaramanga.

2.2 OBJETIVOS ESPECIFICOS

Cumplir a cabalidad con la topologia propuesta en la guia para el desarrollo
de la actividad.

Realizar el direccionamiento IP de cada uno de los equipos que conforman
la red.

Establecer y probar comunicacion mediante los comandos PING
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3 PLANTEAMIENTO DEL PROBLEMA

3.1 DEFINICION DEL PROBLEMA

Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Bogota, Medellin y Cali, en donde el estudiante

sera el administrador de la red, el cual debera configurar e interconectar
entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP,
protocolos de enrutamiento y demas aspectos que forman parte de la
topologia de red.
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DESARROLLO DE LOS EJERCICIOS PROPUESTOS

ESCENARIO 1

Como trabajo inicial se debe realizar lo siguiente.

e Realizar las rutinas de diagnostico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad,
etc).

ROUTER BOGOTA

Router(config)#hostname BOGOTA

BOGOTA(config)#no ip domain-lookup

BOGOTA(config)#service password-encryption

BOGOTA(config)#banner motd $!! SOLO PERSONAL DE LA EMPRESA - ACCESO
DENEGADOi$

Configuramos las contrasefias:

BOGOTA(config)#enable secret classl
BOGOTA(config)#line console 0
BOGOTA(config-line)#password ciscol
BOGOTA(config-line)#login
BOGOTA(config-line)#line vty 0 15
BOGOTA(config-line)#password ciscol
BOGOTA(config-line)#login

ROUTER MEDELLIN

Router(config)#hostname MEDELLIN

MEDELLIN(config)#no ip domain-lookup

MEDELLIN(config)#service password-encryption

MEDELLIN(config)#banner motd $!! SOLO PERSONAL DE LA EMPRESA -
ACCESO DENEGADOii$

Configuramos las contrasefias

MEDELLIN(config)#enable secret classl
MEDELLIN(config)#line console 0
MEDELLIN(config-line)#password ciscol
MEDELLIN(config-line)#login
MEDELLIN(config-line)#line vty 0 15

11
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MEDELLIN(config-line)#password ciscol
MEDELLIN(config-line)#login

ROUTER CALI

Router(config)#hostname CALI

CALI(config)#no ip domain-lookup

CALI(config)#service password-encryption

CALI(config)#banner motd $!! SOLO PERSONAL DE LA EMPRESA - ACCESO
DENEGADOi$

Configuramos las contrasefias

CALI(config)#enable secret classl
CALI(config)#line console 0
CALI(config-line)#password ciscol
CALI(config-line)#login
CALI(config-line)#line vty 0 15
CALI(config-line)#password ciscol
CALI(config-line)#login

Procedemos hacer el proceso con los SWITCH
SWITCH BOGOTA

Switch(config)#hostname switchbogota
switchbogota(config)#no ip domain-lookup
switchbogota(config)#service password-encryption
switchbogota(config)#banner motd $!! SOLO PERSONAL DE LA EMPRESA -
ACCESO DENEGADOii$
switchbogota(config)#enable secret classl
switchbogota(config)#line console 0
switchbogota(config-line)#password ciscol
switchbogota(config-line)#login
switchbogota(config-line)#line vty 0 15
switchbogota(config-line)#password ciscol
switchbogota(config-line)#login

SWITCH MEDELLIN
Switch#conf term
switchmedellin(config)#hostname switchmedellin

switchmedellin(config)#no ip domain-lookup
switchmedellin(config)#service password-encryption

12
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switchmedellin(config)#banner motd $!! SOLO PERSONAL DE LA EMPRESA -
ACCESO DENEGADOii$

e Configuramos las Contrasefas

switchmedellin(config)#enable secret classl
switchmedellin(config)#line console 0
switchmedellin(config-line)#password ciscol
switchmedellin(config-line)#login
switchmedellin(config-line)#line vty 0 15
switchmedellin(config-line)#password ciscol
switchmedellin(config-line)#login

SWITCH CALI

Switch(config)#hostname switchcali

switchcali(config)#no ip domain-lookup

switchcali(config)#service password-encryption

switchcali(config)#banner motd $!! SOLO PERSONAL DE LA EMPRESA - ACCESO
DENEGADOi$

e Configuramos las contrasefias

switchcali(config)#enable secret classl
switchcali(config)#line console 0
switchcali(config-line)#password ciscol
switchcali(config-line)#login
switchcali(config-line)#line vty 0 15
switchcali(config-line)#password ciscol
switchcali(config-line)#login
switchcali(config-line)#

Configurar la topologia de red, de acuerdo con las siguientes especificaciones

Parte 1: Asignacion de direcciones IP:

a. Se debe dividir (subnetear) la red creando una segmentacién en ocho partes,

para permitir creciemiento futuro de la red corporativa.

13
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BOGOTA-LAN
Medellin-LAN
CALI-LAN
BOGOTA-Medellin
BOGOTA-CALI
Disponible
Disponible

<=/

-~

-

192.168.1.0/27
192.168.1.32/27
192.168.1.64/27
192.168.1.96/27
192.168.1.128/27
192.168.1.160/27
192.168.1.192/27

e Disponible 192.168.1.224/27

b. Asignar una direccién IP a la red.

Parte 2: Configuracion Basica.

a. Completar la siguiente tabla con la configuracion basica de los routers,

teniendo en cuenta las subredes diseiadas.

Universidad Nacional
ierta y a Distancia

R1 R2 R3
Nombre de Host MEDELLIN BOGOTA CALI
Direccion de Ip en interfaz Serial | 192.168.1.99 192.168.1.98 192.168.1.231
0/0
Direccion de Ip en interfaz Serial 192.168.1.130
0/1
Direccién de Ip en interfaz FA 192.168.1.33 192.168.1.1 192.168.1.65
0/0
Protocolo de enrutamiento Eigrp Eigrp Eigrp
Sistema Auténomo 200 200 200
Afirmaciones de red 192.168.1.0 192.168.1.0 192.168.1.0
14




Universidad Nacional
Abierta y a Distancia

Segun la tabla de enrutamiento procedemos a configurar cada una de las interfaces:

interface serial 0/0 |192.168.1.99 255.255.255.224
MEDELLIN

interface fa 0/0 192.168.1.33 255.255.255.224

interface serial 0/0 | 192.168.1.98 255.255.255.224

BOGOTA interface serial 0/1 |192.168.1.130 255.255.255.224

interface fa 0/0 192.168.1.1 255.255.255.224

CAL interface serial 0/0 |192.168.1.131 255.255.255.224

interface fa 0/0 192.168.1.65 255.255.255.224

De una vez configuramos las PC:

MEDELLIN PC12 192.168.1.34 255.255.255.224 192.168.1.33
MEDELLIN PC14 192.168.1.35 255.255.255.224 192.168.1.33
CALI PC10 192.168.1.66 255.255.255.224 192.168.1.65
CALI PC13 192.168.1.67 255.255.255.224 192.168.1.65
BOGOTA WS-1 192.168.1.2 255.255.255.224 192.168.1.1
BOGOTA SERVER 192.168.1.30 255.255.255.224 192.168.1.1

Configuracioén Interfaces Router Bogota.

BOGOTA(config)#int s0/0/0

BOGOTA(config-if)#ip address 192.168.1.98 255.255.255.224
BOGOTA(config-if)#no shutdown

BOGOTA(config-if)#int s0/0/1

BOGOTA(config-if)#ip address 192.168.1.130 255.255.255.224
BOGOTA(config-if)#no shutdown

BOGOTA(config-if)#int f0/0

BOGOTA(config-if)#ip address 192.168.1.1 255.255.255.224
BOGOTA(config-if)#no shutdown

15
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Configuracion Interfaces Router Medellin.

MEDELLIN(config)#int s0/0/0

MEDELLIN(config-if)#ip address 192.168.1.99 255.255.255.224
MEDELLIN(config-if)#no shutdown

MEDELLIN(config-if)#int f0/0

MEDELLIN(config-if)#ip address 192.168.1.33 255.255.255.224
MEDELLIN(config-if)#no shutdown

Configuracion Interfaces Router CALL.

CALI(config)#int s0/0/0

CALI(config-if)#ip address 192.168.1.231 255.255.255.224
CALI(config-if)#no shutdown

CALI(config-if)#int f0/0

CALI(config-if)#ip address 192.168.1.65 255.255.255.224
CALI(config-if)#no shutdown

Procedemos a verificar la configuracion ingresada en cada una de las

interfaces del router:

MEDELLIN>

MEDELLIN>enable

MEDELLIN#show ip interface brief

Interface IP-Address OK? Method Status Protocol

FastEthernet0/0 192.168.1.33 YES manual up up

FastEthernet0/1 unassigned YES NVRAM administratively down down

16
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Serial0/0/0 192.168.1.99 YES manual up up

Serial0/0/1 unassigned YES NVRAM administratively down down
Vlanl unassigned YES unset administratively down down
MEDELLIN#

bogota#

bogota#show ip interface brief

Interface IP-Address OK? Method Status Protocol

FastEthernet0/0 192.168.1.1 YES manual up up

FastEthernet0/1 unassigned YES NVRAM administratively down down
Serial0/0/0 192.168.1.98 YES manual up up

Serial0/0/1 192.168.1.130 YES manual up up

Vlanl unassigned YES unset administratively down down

bogota#

cali#

cali#show ip interface brief

Interface IP-Address OK? Method Status Protocol

FastEthernet0/0 192.168.1.65 YES manual up up

FastEthernetO/1 unassigned YES NVRAM administratively down down
Serial0/0/0 192.168.1.131 YES manual up up

Serial0/0/1 unassigned YES NVRAM administratively down down
Vlanl unassigned YES unset administratively down down

cali#

17
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192.168.1.2127 192.168.1.30127
el B Medelln - 0 X
ciscol B
ACL151 Physical ~ Config CLI  Attributes
—
108 Command Line Interface
T T - T
Acceso no autorizado est prohibido!! A
interface fa 0/0
192.168.1.1/27 MEDELLIN>enable
MEDELLIN#show ip interface brief
Interface IP-Address OK? Method Status Protocol
FastEthernet0/0 192,168.1.33 YES manual up up
interface s 0/0 hosh  interface s 01 FastEthernet0/1 unassigned YES NVRAM administratively down down
192.168.1.98/ 27 /Bogota), 192.168.1.130 /27 Serial0d/0/0 192,168.1.99  YES manual up up
Serial0/0/1 unassigned YES NVREM administratively down down
192.168.1.34/27 Vlanl unassigned YES unset administratively down down
MEDELLIN#
g MEDELLING
- MEDELLIN#show ip interface brief
pder A Interface IP-Address 0K? Method Status Protocol
12 interface se 0/0 interface se| | FastEcherneto/o 192,168,1,33  YES manual up up
192.168.1.99/27 19216811 |FastEcherneto/1 unassigned YES NVRAM administratively down down
192.168.4.35/27 / Serial0/0/0 192,168,1,99  YES manual up up
Serial0/0/1 unassigned YES NVRAM administratively down down
{ Vlanl unassigned YES unset administratively down down
i < v
—u 2960-24TT interface fa 000 qg44 1841 MEDELLING!
PCPT Switch 19216813327 Vedelin Cali i
PC14 Ctrl+F6 to exit CLI focus Copy Paste
Oop
192.168.1.2127 _g ¥ Bogots - o X
Lo PC-P’ Server-PT
Ws-1 Server0 Physical ~ Config  CLI  Attributes
/ =
108 Command Line Interface
i bogota>enable o}
interface s 0/0 bogotagshow ip interface brief
192.168.1.98 - 266.255.255.224 Interface IP-Address OK? Method Status
interface s 0/1 Protocol
192.168.1.130 - 255.255.255.224 FastEthernet0/0 192.168.1.1 YES manual up up
interface fa 0/0 FastEthernet0/1 unassigned YES NVRAM administratively down down
192.168.1.1 - 255.255.255.224 ) Serial0/0/0 192.168.1.98 YES manual up up
1841 Serialo/0/1 192.168.1.130  YES manual up up
Bogota Vianl unassigned YES unset administratively down down
bogota#
bogotafshow ip interface brief
Interface IP-Address OK? Method Status
192.168.1.34/27 Protocol
192.168.1.33 FastEthernet0/0 192.168.1.1 YES manual up up
FastEthernet0/1 unassigned YES NVRAM administratively down down
Serial0/0/0 192.168.1.98 YES manual up up
Serialo/0/1 192.168.1.130  YES manual up up
1841 Vlanl unassigned YES unset administratively down down
Switch0 Medellin bogo:a: | .
'
192.168.1.35/27 interface s 010 e
192.168.1.33 -H-E_—U 192.168.1.99 - 255.255.255.224 Ctrl+F6 to exit CLI focus | Copy | Paste
BCET interface fa 0/0
PC14 192.168.1.33 - 255.265.256.224
[mop

18




Universidad Nacional
Abierta y a Distancia

192.168.1.2/27 192.168.1.30/27
class1
ciscol gﬁ ¥ Cali - [m} =
=,
ACL 151 PC-PT F 2
WS-1 Physical  Config CLI  Attributes
10S Command Line Interface
$LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up
El Acceso no autorizado est prohibido
cali>enable
cali#show ip interface brief
2 Interface IP-Address OK? Method Status Protocol
int FastEthernet0/0 192,168.1.65 YES manual up up
19 FastEthernet(/1 unassigned YES NVRAM administratively down down
Serial0/0/0 192,168.1.131 YES manual up up
192.168.1.34/27 Serial0/0/1 unassigned YES NVRAM administratively down down
Vlanl unassigned YES unset administratively down down
g cali¥
el cali#show ip interface brief
;P: '1P2T interf: Interface IP-Address OK? Method Status Protocol
1921 FastEthernet0/0 192.168.1.65 YES manual up up
FastEthernet(/1 unassigned YES NVRAM administratively down down
192.168.1.36/27 Serialo/0/0 192.168.1.131  YES manual up up
Serial0/0/1 unassigned YES NVRAM administratively down down
. Vlanl unassigned YES unset administratively down down
e 2960-24TT '{‘;;'fagse{aagfe g S8 [cari: 1| v
Aroty Switchd 168.1. Mede )
Ctrl+F6 to exit CLI focus Copy Paste
[ Top

Hemos verificado que las interfaces estan bien configurados.

b. Después de cargada la configuracion en los dispositivos, verificar la tabla

de enrutamiento en cada uno de los routers para comprobar las redes y sus

rutas.

Analizamos las tablas de enrutamiento.

192.168.1.2/27
class1
ciscol
ACL151
interface fa 0/0
192.168.1.1/ 27
. c
interface s 0/0 84 interface s
192.168.1.98 / 27 /Bogota, 192.168.1.
192.168.1.34/27
EiE \
12 interface se 0/0 int
192.168.1.99 /27 192
192.168.1.36/27 £

il 2960-24TT interface fa 0/0 1841
2 Switchd 192168133127 pegelin

¥ Medellin

CLI
_—

Physical  Config Attributes

10S Command Line Interface

T
Vlanl YES unset administratively down down
MEDELLIN}!
MEDELLIN}
MEDELLIN$show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-l, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

unassigned

Gateway of last resort is not set

192.168.1.0/27 is subnetted, 2 subnets
192.168.1.32 is directly connected, FastEthernet0/0
192.168.1.96 is directly connected, Serial0/0/0

c
c

MEDELLIN}
MEDELLIN#!!

Ctrl+F6 to exit CLI focus Copy

[d7op

Paste

19
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® Bogots - 0o X
L2 dos Ll g Physical ~ Config  CLI  Attributes
192.168.1.1 PCP =
Ws-1 10S Command Line Interface
bogotaf A
bogota#
bogota#
interface s 0/0 bogota#show ip route
192.168.1.98 - 255.255 255 224 Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
interface s 0/1 D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
192.168.1.130 - 255.255.255.224 N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
interface fa 0/0 E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

192.168.1.1 - 255.255.255.224 Jl i - IS-IS, L1 - IS-IS level-1l, L2 - IS-IS level-2, ia - IS-IS inter area

h * - candidate default, U - per-user static route, o - ODR
1641, P - periodic downloaded static route
Bogota
Gateway of last resort is not set
192.168.4.34027 192.168.1.0/27 is subnetted, 3 subnets
- [ 192.168.1.0 is directly connected, FastEthernet0/0
192168133 ooy 8 diz ;
c 192.168.1.96 is directly connected, Serial0/0/0
PC12 i c 192.168.1.128 is directly comnected, Seriald/0/1
60241 8 bogota#! v
Switch0 i
- LB Ctrl+F6 to exit CLI focus Copy Paste
192.168.1.35/27 interface s 0/0
192168133 &5, 192.168.1.99 - 255.255.255.224
PCeT interface fa 0/0
pC14 192.168.1.33 - 255 255,255 224 Op
192.168.4.2/27 192.168.1.30/27
class1 —
gyl g—-—r ® G = 0 X%
Sad )
ACL151 PC-PT
WS- Physical  Confg  CLI  Attributes
—
10S Command Line Interface
Vlanl unassigned YES unset administratively down down A
cali!!
cali}
cali}
caligshow ip route
. Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
inerface s 0/0 D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
192.166.1.98 /2 N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
192.168.1.34127 i - IS5-I5, Ll - IS-IS level-l, 12 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
g P - periodic downloaded static route
interface se 0/0 Gateway of last resort is not set
192.168.1.99 /27 g
192,168.1.0/27 is subnetted, 2 subnets
192.168.1.36/27 / (¥ 192.168.1.64 1s directly connected, FastEthernet0/0
) (v 192,168.1.128 is directly connected, Serial0/0/0
ooy 2960-4TT imerace fa 00— 4g4 calit!| v
ik Switch0 192.168.1.33/ 27 Medellin -
Ctrl+F6 to exit CLI focus Copy || Paste
[

En este caso solo tenemos rutas para las redes conectadas directamente.

20




T . Unap

Universidad Nacional

La /' Abierta y a Distancia

c. Realizar una prueba de conectividad en cada tramo de la ruta usando Ping.

it RR AR R

® pc4 - o X
class? (L 192.168. 1027 Physical  Config  Desktop  Programming  Attributes
ciscol [ i i}
%i [Command Prompt
P s Swicht Sever-PT e
Ws-1 S
erver)
interface fa 0/0
192.168.1.1/27
|
D]
interface s 00 £184), interface s 0/1
192.168.1.98 /27 /Bogota, 192.168.1.130 /27
192.168.1.34/27
J
2
pder "
PG12 interface se 0/0 interface se 0/0
192.168.1.99/27 192.168.1.131/27
192.168.1.35/27 l { -,\/

[ s — 5~ —
- 1841  interface fa 0/
F:’C-P’T/ 2960-24TT interface fa 0/0 1841 & 192.168.1.65 /
) Switch0 192168433127 Medellin

Segun el resultado que tenemos observamos que solo podemos tener concetividad
con las redes vecinas.

Parte 3: Configuracion de Enrutamiento.

a. Asignar el protocolo de enrutamiento EIGRP a los routers considerando el

direccionamiento disefiado.

Configuracion Interfaces Router Bogota.

BOGOTA(config-if)#router eigrp 200
BOGOTA(config-router)#no auto-summary
BOGOTA(config-router)#network 192.168.1.0
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Configuracion Interfaces Router Medellin.

MEDELLIN(config-if)#router eigrp 200
MEDELLIN(config-router)#no auto-summary
MEDELLIN(config-router)#network 192.168.1.0

Configuracion Interfaces Router CALIL.

CALI(config-if)#router eigrp 200
CALI(config-router)#no auto-summary
CALI(config-router)#network 192.168.1.0

A medida que hagamos la configuracion del protocolo EIGRP se van generando las
adyacencias, hecho el paso anterior debemos proceder a verificar que cada router

cuente con una ruta para cada una de las subredes.

b. Verificar si existe vecindad con los routers configurados con EIGRP.

SHOW IP EIGRP NEIGHBOR

BOGOTA#show ip eigrp neighbor

IP-EIGRP neighbors for process 200

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.99 Se0/0/0 13 00:04:34 40 10000 7
1192.168.1.231 Se0/0/1 12 00:03:31 40 1000 0 7

MEDELLIN#show ip eigrp neighbor

IP-EIGRP neighbors for process 200

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num
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0192.168.1.98 Se0/0/0 11 00:04:40 40 10000 7

CALI#show ip eigrp neighbor

IP-EIGRP neighbors for process 200

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0192.168.1.130 Se0/0/0 12 00:03:47 40 10000 8

SHOW IP EIGRP TOPOLOGY

BOGOTA#show ip eigrp topology
IP-EIGRP Topology Table for AS 200/ID(192.168.1.130)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 192.168.1.0/27, 1 successors, FD is 28160

via Connected, FastEthernet0/0

P 192.168.1.32/27, 1 successors, FD is 2172416
via 192.168.1.99 (2172416/28160), Serial0/0/0

P 192.168.1.64/27, 1 successors, FD is 2172416
via 192.168.1.231 (2172416/28160), Serial0/0/1
P 192.168.1.96/27, 1 successors, FD is 2169856
via Connected, Serial0/0/0

P 192.168.1.128/27, 1 successors, FD is 2169856
via Connected, Serial0/0/1
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MEDELLIN#show ip eigrp topology
IP-EIGRP Topology Table for AS 200/ID(192.168.1.99)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 192.168.1.0/27, 1 successors, FD is 2172416
via 192.168.1.98 (2172416/28160), Serial0/0/0

P 192.168.1.32/27, 1 successors, FD is 28160

via Connected, FastEthernet0/0

P 192.168.1.64/27, 1 successors, FD is 2684416
via 192.168.1.98 (2684416/2172416), Serial0/0/0
P 192.168.1.96/27, 1 successors, FD is 2169856
via Connected, Serial0/0/0

P 192.168.1.128/27, 1 successors, FD is 2681856
via 192.168.1.98 (2681856/2169856), Serial0/0/0

CALl#show ip eigrp topology
IP-EIGRP Topology Table for AS 200/ID(192.168.1.231)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 192.168.1.0/27, 1 successors, FD is 2172416
via 192.168.1.130 (2172416/28160), Serial0/0/0

P 192.168.1.32/27, 1 successors, FD is 2684416
via 192.168.1.130 (2684416/2172416), Serial0/0/0
P 192.168.1.64/27, 1 successors, FD is 28160

via Connected, FastEthernet0/0

P 192.168.1.96/27, 1 successors, FD is 2681856
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via 192.168.1.130 (2681856/2169856), Serial0/0/0

P 192.168.1.128/27, 1 successors, FD is 2169856
via Connected, Serial0/0/0

class1
ciscol

ACL 151

192.168.1.34/27

=

Sy

P-PT

PG12

192.168.1.35/27

- 2960-24TT
PC-PT g
PC14 Switch0

class1
ciscol
ACL151
192.168.1.34/27
PGPT
Pg12
192.168.1.35/27
Py N}
e
PC14
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192.168.1.2/27

—t
PC
WS-t

interface s (
192.168.1.9

¢
/

interface se 0/
192.168.1.99 /

£

interface fa 0/0 1841
192.168.1.33 /27 Medellin

192.168.1.2/21

¥ Medellin =

Physical ~ Config CLI  Attributes

10S Command Line Interface

MEDELLIN>enable

MEDELLIN#show ip eigrp neighbor I

IP-EIGRP neighbors for process 200

H Address Interface Hold Uptime SRTT RI0 Q Seg
(sec) (ms) Cnt Num

0 192.168.1.98 5e0/0/0 13 00:00:30 40 1000 0 5

MEDELLIN#show ip eigrp topology I
IP-EIGRP Topology Table for AS 200/ID(192.168.1.99)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 192.168.1.0/27, 1 successors, FD is 2172416

via 192.168.1.98 (2172416/28160), Serial0/0/0
P 192.168.1.32/27, 1 successors, FD is 28160

via Connected, FastEthernet0/0
P 192.168.1.64/27, 1 successors, FD is 2684416

via 192.168.1.98 (2684416/2172416), Serial0/0/0
P 192.168.1.96/27, 1 successors, FD is 2169856

via Connected, Serial0/0/0
P 192.168.1.128/27, 1 successors, FD is 2681856

via 192.168.1.98 (2681856/2169856), Serial0/0/0
MEDELLIN%!

? Bogota =

Physical  Config CLI  Attributes

108 Command Line Interface

gohasenable
Rogota#show ip eigrp neighbor

interface fa 0/0 IP-EIGRP neighbors for process 200
1921681.1/21 |8 Address Interface Hold Uptime  SRTT RI0O Q Seq

(sec) (ms) Cnt Num

iﬁf; 0 192.168.1.99 Se0/0/0 13 00:00:37 40 1000 0 7

interface s 0/0

1840, i
192.168.1.98/ 27 /Bogota), 1 bogota#show ip eigrp topology
TPW S 200/1ID(192.168.1.130)

interface se 0/0
192.168.1.99/ 27

£

interface fa 0/0
192.168.1.33/27 pedellin

1 192.168.1.131 S5e0/0/1 14 00:00:37 40 1000 0 7

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 192.168.1.0/27, 1 successors, FD is 28160

via Connected, FastEthernet0/0
P 192.168.1.32/27, 1 successors, FD is 2172416

via 192.168.1.99 (2172416/28160), Seriald/0/0
P 192.168.1.64/27, 1 successors, FD is 2172416

via 192.168.1.131 (2172416/28160), Serial0/0/1
P 192.168.1.96/27, 1 successors, FD is 2169856

via Connected, Serial0/0/0
P 192.168.1.128/27, 1 successors, FD is 2169856

via Connected, Seriald/0/1
bogota$!
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192.168.1.2/27 i A
® Cali O X
class1
ciscol
Physical  Config  CLI  Attributes
ACL 151 w—
108 Command Line Interface
TETIT
cali#show ip eigrp neighbor &
IP-EIGRP neighbors for process 200
interface fa 0/0 H RAddress Interface Hold Uptime SRTT RI0O Q Seq
192.168.1.1/2 (sec) (ms) Cnt  Num
l 0 192.168.1.130 Se0/0/0 11  00:00:58 40 1000 0 ¢
S
. calif
interface s 0/0 (184 i calijshow ip eigrp topology
192.168.1.98/27 fBogota\, { |IP-EIGRE Topology Table for AS 200/ID(182.168.1.131)
192.168.1.34/27 Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status
g‘I P 192.168.1.0/27, 1 successors, FD is 2172416
PAPT via 192.168.1.130 (2172416/28160), Serial0/0/0
PG12 interface se 0/0 P 192.168.1.32/27, 1 successors, FD is 2684416
192.168.1.99/ 27 via 192.168.1.130 (2684416/2172416), Serial0/0/0
192.168.1.35/27 K P 192.168.1.64/27, 1 successors, FD is 28160
via Connected, FastEthernet0/0
=i —— P 192.168.1.96/27, 1 successors, FD is 2681856
i SORLTITT interace @00 1349 via 192.168.1.130 (2681856/2169856), Serialo/0/0
PC-PT : 4 P 192.168.1.128/27, 1 successors, FD is 2169856
Switch 192.168.1.33/27 Megelin
PC14 via Connected, Serial0/0/0
cali#
calif! v

Observamos que cada router si esta detectando al VECINO.

c. Realizar la comprobacion de las tablas de enrutamiento en cada uno delos

routers para verificar cada una de las rutas establecidas.

SHOW IP ROUTE

BOGOTA¥#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route
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Gateway of last resort is not set

192.168.1.0/27 is subnetted, 5 subnets

C 192.168.1.0 is directly connected, FastEthernet0/0

D 192.168.1.32 [90/2172416] via 192.168.1.99, 00:04:34, Serial0/0/0
D 192.168.1.64 [90/2172416] via 192.168.1.231, 00:03:31, Serial0/0/1
C 192.168.1.96 is directly connected, Serial0/0/0

C 192.168.1.128 is directly connected, Serial0/0/1

MEDELLIN#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP

I -I1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - 1S-1S inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/27 is subnetted, 5 subnets

D 192.168.1.0 [90/2172416] via 192.168.1.98, 00:04:41, Serial0/0/0

C 192.168.1.32 is directly connected, FastEthernet0/0

D 192.168.1.64 [90/2684416] via 192.168.1.98, 00:03:38, Serial0/0/0
C 192.168.1.96 is directly connected, Serial0/0/0

D 192.168.1.128 [90/2681856] via 192.168.1.98, 00:03:44, Serial0/0/0

CALIl#show ip route
Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
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D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-1S level-2, ia - 1S-1S inter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/27 is subnetted, 5 subnets

D 192.168.1.0 [90/2172416] via 192.168.1.130, 00:03:47, Serial0/0/0
D 192.168.1.32 [90/2684416] via 192.168.1.130, 00:03:47, Serial0/0/0
C 192.168.1.64 is directly connected, FastEthernet0/0

D 192.168.1.96 [90/2681856] via 192.168.1.130, 00:03:47, Serial0/0/0
C 192.168.1.128 is directly connected, Serial0/0/0

192.168.1.2/27 192.168.1.30/27
class1 — P o |
ciscol
® Medellin - O X
ACL 151
Physical ~ Config CLI  Attributes
e—
10S Command Line Interface
MEDELLIN# A
MEDELLIN#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - Is-IS, L1 - IS-IS level-1l, L2 - IS-IS level-2, ia - IS-IS inter area
* — candidate default, U - per-user static route, o - ODR
192.168.1.34/27 P - periodic downloaded static route
g Gateway of last resort is not set
4 b
PQ-PT 192.168.1.0/27 is subnetted, 5 subnets
P12 D 192.168.1.0 [90/2172416] via 192.168.1.98, 00:04:19, Serial0d/0/0
c 192.168.1.32 is directly connected, FastEthernet0/0 192.168.1.67/27
192.168.1.35/27 D 192.168.1.64 [90/2684416] via 192.168.1.98, 00:04:18, Serial0/0/0
c 192.168.1.96 is directly connected, Serial0/0/0 —'—g
D 192.168.1.128 [90/2681856] via 192.168.1.98, 00:04:19, Serial0d/0/0 Lo
_— PC-PT
: 2960-24TT PC13
PC-PT Suitcho MEDELLING! v
PC14
Ctrl+F6 to exit CLI focus Copy Paste
[JTop
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TogUTER
bogota#show ip route ()
Codes: C - connected, S5 - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-1IS, Ll - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter
area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route
Gateway of last resort is not set
192.168.
192.168.1.0/27 is subnetted, 5 subnets
c 192.168.1.0 is directly connected, FastEthernet0/0
D 192.168.1.32 [90/2172416] via 192.168.1.99, 00:04:33, Serial0/0/0
P D 192.168.1.64 [90/2172416] via 192.168.1.131, 00:04:32, Serial0/0/1
Pl c 192.168.1.96 is directly connected, Serial0/0/0
C 192.168.1.128 is directly connected, Serial0/0/1 192.168.1.67/27
192.168.1.35/27
bogota#
o 1 iannsd
= bogota#!| X PC-PT
PCPT et , \
Switch  Ctrl+F6 to exit CLI focus Copy | Paste
PC14 L
[ Top
192.168.1.2/27 192.168.1.30/27
classl pa—
o5t B Cali = B X
ACL
Physical  Config CLI  Attributes
[==ion =]
|08 Command Line Interface
TETTT
calif A
calijshow ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR 1.66/27
192 168 1 P - periodic downloaded static route l
Gateway of last resort is not set 9
T
Pd-A 192,168.1.0/27 is subnetted, 5 subnets 0
PG D 192,168.1.0 [90/2172416] via 192,168.1.130, 00:04:49, Serial0/0/0
D 192,168.1.32 [90/2684416] via 192.168.1.130, 00:04:49, Serial0/0/0 192.168.1.67/27
192.168.1.35/27 c 192,168.1.64 is directly connected, FastEthernet0/0
D 192,168.1.96 [90/2681856] via 192.168.1.130, 00:04:49, Serial0/0/0 I_‘__‘_g
53 192,168.1.128 is directly connected, Serial0/0/0 a=n
=, U PCPT
PCPT 236(}24 calif! v PC13
pC14 witchi

Ctri+F6 to exit CLI focus | Copy Paste

(] 7op
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d. Realizar un diagnéstico para comprobar que cada uno de los puntos de la
red se puedan ver y tengan conectividad entre si. Realizar esta prueba desde
un host de la red LAN del router CALI, primero a la red de MEDELLIN y luego

al servidor.

iSid0riedry QQAOEEFE ‘
D@ f/med MR B Medelin - 0 X
QT Pysical vz Physcal Cory _CUl_ Atites

10S Command Line Interface

MEDELLIN}tracer 192.1€8.1,34

Type escape sequence to abort.
1921681 mrg :gg :SHW Tracing the route to 192.163.1.3¢
19216811 3 7
il ServerPT L ec
Ws4 T ——
Senerd MEDELLINftracer 192.1€8.1.35)
po Type escape sequence to abort.
Pil

’ Tracing the route to 192.168.1.35

interface s 00
192.168.1.98/ 27 * "

interface s 0/1 MEDELLIN$tracer 192.168.1.2
192.168.1.130/ 27 Type escape sequence to bort.

interface fa 0/0 Tracing the route to 192.168.1.2
19216811/ 21

;gr: 1 192.1€8.1.98 17msec Omsec 0 msec
. 24

1841 MEDELLINtracer 192.16;.1.30
2 192.168.1.6627 7 o T
3 Type £5cape sequence to Ebort.
192.168.1.3427 _g o £, 192168165 Tracing the route to 192.168.1.30
121813 popr Bugta PCPT
PCi2 = ; PC10 1 19216819 lmsec Omsec 1msec

x 5 150 msec

ATT

MEDELLINftracer 192.168.1.66 |
e MUTACTT e Tet ol
1841 1 2G0T Type escape sequence to abort.

Medelin Cal Suitch2 s 157m7|  |Teacing che zoute to 192.168.1.66
192.168.1.3527 :

Medelin Cai B e
pCeT -
e E’Pf interface s 010 interface s 010 e
o 10218.19/27 1168.1.131/27
interface fa 010 interface fa 010
192168133 /27 192.163.1.65/27

1 192.168.1,98 8msec Omsec 1 msec
2 192,168.1,131 1lmsec 2msec 1 msec
x a c
MEDELLINftracer 192.168.1.67 |
by L .
Tracing the route to 192.168.1.67

1 192.168.1,98 1lmsec Omsec O msec
2 192,168.1,131 2msec lmsec 1 msec
3 ¢ 4msec 14 msec
MEDELLINg!! v

Este comendo fue aplicado desde MEDELLIN, vemos que tenemos rutas para

cada una de las redes.
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iER%O0ridaddi aaeQanE EsE Physicdl  Config _De Progamming  Attibutes
- == . —me
Q@ f/med G c o
. Logicall Physical)x 1219701
192.168.1.227 192.168.1.3027
dlasst
ciscol i | -
5 = 2060paTT
ACL 151 C
s port =7 et
E Senerd
interface fa 0/0
192.168.1.1/27
|
=y
Ly
interface s 0/0 84, interface s 0/1
192.163.1.98/ 27 /Bogota, 192.168.1.130/27
18
192.168.1.34727
=
et :
PR12 atertace se /0 intertace se 0/0
' 192168.1.99/27 1921681131 /27
192.168.1.36127 ' n / F’L‘-
= interface fa 0/0 _ifa_”' 141 interface fa 010 2
- 2960-24TT . 192188165/ §
e Sitchd 192168133127 Medelln o
e 00 ()

= T T e e e e
CE L PR Lo e ohi dtobifo Ao e e e fe o s i

Igualmente empleando el comando PING nos da respuesta desde todos los
puntos de la red.

Parte 4: Configuracion de las listas de Control de Acceso.

En este momento cualquier usuario de la red tiene acceso a todos sus dispositivos
y estaciones de trabajo. El jefe de redes le solicita implementar seguridad en la
red. Para esta labor se decide configurar listas de control de acceso (ACL) a los
routers.

Las condiciones para crear las ACL son las siguientes:

a. El equipo WS1y el servidor se encuentran en la subred de administracion.
Solo el servidor de la subred de administracion debe tener acceso a cualquier

otro dispositivo en cualquier parte de la red.
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BOGOTA(config)#access-list 151 permit ip host 192.168.1.30 any
BOGOTA(config)#int f0/0
BOGOTA(config-if)#ip access-group 151 in

Segun la restriccidon que hemos aplicado si hacemos un PING desde WS1 la
respuesta es Destino Inalcanzable:
® Ws-1 - m| X

Physical  Config Programming  Attributes

Command Prompt

(R
bt e

Ping statistics fo
Packets:

bt e

Ping statisti
Packets

ing 192.
Pinging

y from
y from
y from
y from

Ping statist
Packets:

y from
y from
ly from

Ping statist
Packets

] Top

Pero si hacemos el PING desde el SERVIDOR todos deben ser satisfactorios:
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I =R e. . f h @ g Qo E = @ Physical Config Semices Des Programming  Attributes 3

D@l f/rmegd B

2 281227 mming

<

b. Las estaciones de trabajo en las LAN de MEDELLIN y CALI no deben tener
acceso a ningun dispositivo fuera de su subred, excepto para interconectar

con el servidor.

MEDELLIN(config)#access-list 151 permit ip 192.168.1.32 0.0.0.31 host 192.168.1.30
MEDELLIN(config)#int f0/0

MEDELLIN(config-if)#ip access-group 151 in

MEDELLIN(config-if)#

CALI(config)#access-list 151 permit ip 192.168.1.64 0.0.0.31 host 192.168.1.30
CALI(config)#int f0/0

CALI(config-if)#ip access-group 151 in

CALI(config-if)#
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¢ Ping desde Medellin, hacia los diferentes puntos de la red y hacia el servidor:

¥ pci4 = O X
192.168.1.227 1921689
classt

] — E
cisco =J___ B e — Physical ~ Config
2960417

$i

Programming  Attributes

1
ACL 151 PCPT !
Ws-1

e
SenerQ

|

interface fa 0/0
192.168.1.1/27

™
interface 00 84} interface s 01
192168.1.98/ 27 fBogota\, 192.168.1.130/ 27

192 168.1.34/27
=
PgPT
pd,.12 interface se 0/0 interface se 0/0
192.168.1.99/ 27 192.168.1.131/ 27
192.168.1.3527 I { .
/ e
_1: i =%l ? ' 1341'- interf
2 2060-24TT interface fa 0/0 1841 cai 1921
il Swich) 192168133/ 27 Wedelin |

[ Top

e Ping desde la LAN de CALI hacia los diferentes puntos de lared y hacia el

servidor:
® pc13 - o X
192.168.1.227 192.168.1.3027
classt @
=] : Physical ~ Config  Deskt Programming  Attributes
ciscot —— —
- # 2 , oDeskip,
ACL 151 ‘ . C
\ Sener0
interface fa 0/0
192168.1.1/27
|
%
inteface s 40 84}, intertace s OA
192 168.1.98/ 27 fBogota), 192.168.1.130/ 27
192 168.1.34/27
=
PGPT
pqu interface se 00 interface se 0/0
? 192.168.1.99/ 27 192.168.1.131/ 27
19216813527 {
/
<t g
—— p———
;‘— e T < Ba  inteface 00
o 2960-24TT interface 1841 cai 19218816512
Switchd 192168133127 \edelin
PC14
% loss),
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En los 2 casos verificamos el correcto funcionamiento de la ACL ingresada, en la
cual verificamos que podemos hacer PING hacia el servidor, pero el ping hacia
cualquier punto por fuera de la LAN no debe tener efecto, con esto constatamos que
todo esta funcionando.

Parte 5: Comprobacion de la red instalada.

a. Se debe probar que la configuracion de las listas de acceso fue exitosa.

b. Comprobar y Completar la siguiente tabla de condiciones de prueba para

confirmar el 6ptimo funcionamiento de la red e.

ORIGEN DESTINO RESULTADO
TELNET Router MEDELLIN Router CALI Exito 192.168.1.131
WS_1 Router BOGOTA Falla 192.168.1.130
Servidor Router CALI Exito 192.168.1.131
Servidor Router MEDELLIN Exito 192.168.1.99
TELNET LAN del Router Router CALI Falla 192.168.1.131
LAN del Router CALI Router CALI Falla 192.168.1.131
LAN del Router Router MEDELLIN Falla 192.168.1.99
LAN del Router CALI Router MEDELLIN Falla 192.168.1.99
LAN del Router CALI WS 1 Falla 192.168.1.2
LAN del Router WS 1 Falla 192.168.1.2
LAN del Router LAN del Router CALI Falla 192.168.1.67
LAN del Router CALI Servidor Exito 192.168.1.30
LAN del Router Servidor Exito 192.168.1.30
Servidor LAN del Router MEDELLIN Exito 192.168.1.35
Servidor LAN del Router CALI Exito 192.168.1.66
Router CALI LAN del Router MEDELLIN Falla 192.168.1.35
Router MEDELLIN LAN del Router CALI Falla 192.168.1.66
MEDELLIN ?nterface serial 0/0 | 192.168.1.99 255.255.255.224
interface fa 0/0 192.168.1.33 255.255.255.224
interface serial 0/0 | 192.168.1.98 255.255.255.224
BOGOTA interface serial 0/1 | 192.168.1.130 255.255.255.224
interface fa 0/0 192.168.1.1 255.255.255.224
CALI interface serial 0/0 | 192.168.1.131 255.255.255.224
interface fa 0/0 192.168.1.65 255.255.255.224
35
W




A—

o

-

De una vez configuramos las PC:

Universidad Nacional
Abierta y a Distancia

MEDELLIN PC12 192.168.1.34 255.255.255.224 192.168.1.33
MEDELLIN PC14 192.168.1.35 255.255.255.224 192.168.1.33
CALI PC10 192.168.1.66 255.255.255.224 192.168.1.65
CALI PC13 192.168.1.67 255.255.255.224 192.168.1.65
BOGOTA WS-1 192.168.1.2 255.255.255.224 192.168.1.1
BOGOTA SERVER 192.168.1.30 255.255.255.224 192.168.1.1
ORIGEN DESTINO RESULTADO
TELNET Router MEDELLIN Router CALI Exito 192.168.1.131
WS 1 Router BOGOTA Falla 192.168.1.130
Servidor Router CALI Exito 192.168.1.131
Servidor Router Exito 192.168.1.99
¥ Medellin = ad X class1
ciscol
Physical ~ Config CLL_ Attributes ACL 151
|0S Command Line Interface
SOLO PERSONAL DE LA EMPRESA - ACCESO DENEGADO A
User Access Verification
Password:
MEDELLIN>enable
Password:
MEDELLIN}
MEDELLIN#telnet 192.168.1.131 192.168.1.66/27
192.168.1.34/27 | | Trying 192.168.1.131 ...Open ACCESO DENEGADO!! g
g o e Pder
= ‘P'.l'l User Access Verification 10
PG12 Password:
CALI>enable 192.168.1.67/27
192.168.1.35/27 Password:
CALI# =
. CALT#! v 2960-24TT ‘PCPT
ot 2960-24TT Switch2
FF',%E Switch Clri+F6 to exit CLI focus Copy Paste o s
[ op
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ADO_ALO 4 O 4102 162 1 2027
i? WS-1 - O X class1
ciscol
Physical ~ Config  Deskiop  Programming  Attributes ACL 151

2.168.1.66/27

N,

pd-PT

Ffm

’ 192.168.1.67/27
il PC-PT
itch2 PC13

192.168.1.30/27

192.168.1.35/27 l
= 2960-24TT interfa
5o Switch0 192.1
PC14
[J Top
192 168 1 2/27
? Server0
Physical
192.168.1.34/27
=,
pdeT
PG12
192.168.1.35/27 l
= —— ——
oo 2960-24TT interface
ety Switch0 192.168.
PC14
[ op

Config ~ Semices

Programming

O

Attributes

X

class1
ciscol

ACL 151

192.168.1.67/27
—

PC-PT
PC13
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? ServerQ

Physical  Config  Senices

ICommand Prompt

top  Programming

1SOLO PERSONAL

i O

Attributes

DE LA EMPRESA -

X

class1
ciscol

ACL 151

192.168.1.66/27

-

ORIGEN

LAN del Router

LAN del Router CALI

LAN del Router
LAN del Router CALI

DESTINO
Router CALI
Router CALI

Router MEDELLIN
Router MEDELLIN

.
pdeT
PG12
192.168.1.35/27 l
il _2950 24TT
RorT Switch0
TELNET
192.168.1.34/27
pgPT
PE12
192.168.1.35/27 [
Ve 2960-24TT
E%E‘T Switch0

® pc12

Physical ~ Config Desktc Programming

[Command Prompt

[ 7op

Attributes

&
" 192.168.1.67/27
ey
2960-24TT PC-PT
Switch2 PC13
RESULTADO
Falla 192.168.1.131
Falla 192.168.1.131
Falla 192.168.1.99
Falla 192.168.1.99
e
ACL 151
192.168.1.66/27
=)
’ 192.168.1.67/27
__“rf,’k—-—‘_/
2960-24TT PC-PT
27 Switch2 PC13
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ACL 151

192.168.1.66/27

= ==,
= pd-PT
PdeT 610
P%Q Pf
’ 192.168.1.67/27
192.168.1.35/27 ,
— » —_— T}f——. —
:__,—l— . T 2960-24TT PCPT
by >
ke zgsq{zﬁg'r 7 Switch2 PC13
PC14 wie
[]Top
» -
CPCla o X class1
ciscol
Physical ~ Config  Deskiop  Programming  Attributes
| U OAR) ACL 151
192.168.1.66/27
192.168.1.34/27 :]
| =,
= P-PT
pqdPT p»fw
Pi‘.12
, 192.168.1.67/27
192.168.1.35/27 )
, M- 7' —=/!
—i—i— e | 2960-24TT PC-PT
in '
PCPT 2359{2%1’ 1 Switch2 PC13
PC14 e
[ Top
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Physical

Config ~ Des}

top

Programming

Attributes
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Command Prompt
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ESCENARIO 2.

Una empresa tiene la conexion a internet en una red Ethernet, lo cual deben
adaptarlo para facilitar que sus routers y las redes que incluyen puedan, por esa
via, conectarse a internet, pero empleando las direcciones de la red LAN original.

i ':—? 209.17.220,0 24 .

SWITCH DE INTERNET
LABORATORIO

[ 1723123120
VLAN20 fviand = 172328129 .
40 HOSTS || VLAN20 =172.31.0.128 /26 || VLAN 30
VLAN30= 17231019226 | 40HOSTS

—

CUNDINAMARCA

-~
r—
=

EXTERNO

VLANT =172.31.2.0 /29 : v 4
VLAN10 = 172.31.0.0 /26

VLANGO = 172.31.0.64 126 SWITCH
CUNDINAMARCA
VLAN =172.3128129

VLAN20 = 172.31.1.64 126 .
VLAN30=17231.1.0126 (s
VLANSS = 17231224129 [l

172.31.0.019 VLAN 20
60 HOSTS

Desarrollo

Los siguientes son los requerimientos necesarios:

Todos los routers deberan tener los siguiente:
¢ Configuracion basica.

¢ Autenticacion local con AAA.
¢ Cifrado de contrasenas.
¢ Un maximo de internos para acceder al router.

¢ Maximo tiempo de acceso al detectar ataques.
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e Establezca un servidor TFTP y almacene todos los archivos necesarios de

los routers.

1. EI DHCP debera proporcionar solo direcciones a los hosts de Bucaramanga y
Cundinamarca

2. Elweb server debera tener NAT estatico y el resto de los equipos de la topologia

emplearan NAT de sobrecarga (PAT).

3. El enrutamiento debera tener autenticacion.

4. Listas de control de acceso:

e Los hosts de VLAN 20 en Cundinamarca no acceden a internet, solo a la red
interna de Tunja.

e Los hosts de VLAN 10 en Cundinamarca si acceden a internet y no a la red
interna de Tunja.

e Los hosts de VLAN 30 en Tunja solo acceden a servidores web y ftp de
internet.

e Los hosts de VLAN 20 en Tunja solo acceden a la VLAN 20 de
Cundinamarca y VLAN 10 de Bucaramanga.

e Los hosts de VLAN 30 de Bucaramanga acceden a internet y a cualquier
equipo de VLAN 10.

e Los hosts de VLAN 10 en Bucaramanga acceden a la red de Cundinamarca
(VLAN 20) y Tunja (VLAN 20), no internet.

e Los hosts de una VLAN no pueden acceder a los de otra VLAN en una
ciudad.

e Sololos hosts de las VLAN administrativas y de la VLAN de servidores tienen

accedo a los routers e internet.

5. VLSM: utilizar la direccién 172.31.0.0 /18 para el direccionamiento.
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Aspectos atener en cuenta

e Habilitar VLAN en cada switch y permitir su enrutamiento.

e Enrutamiento OSPF con autenticacién en cada router.

e Servicio DHCP en el router Tunja, mediante el helper address, para los
routers Bucaramanga y Cundinamarca.

e Configuracién de NAT estatico y de sobrecarga.

e Establecer una lista de control de acceso de acuerdo con los criterios
sefalados.

e Habilitar las opciones en puerto consola y terminal virtual

DESARROLLO DE LA GUIA.

Los siguientes son los requerimientos necesarios:

1. Todos los routers deben tener las siguientes configuraciones basicas.

Lo primero que podemos hacer en este caso es configurar los nombres de los
dispositivos y los mensajes, recordemos que este es persuasivo para las personas
gue ingresan sin autorizacion debida. Este proceso se hace aplicando los siguientes

comandos:
Router(config)#hostname BUCARAMANGA
BUCARAMANGA(config)#no ip domain-lookup

BUCARAMANGA(config)#banner motd $!! SOLO PERSONAL DE LA EMPRESA -
ACCESO DENEGADOii$

Router(config)#hostname TUNJA
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TUNJA(config)#no ip domain-lookup
TUNJA(config)#banner motd $!!ACCESO DENEGADOj$

Router(config)#hostname CUNDINAMARCA

CUNDINAMARCA(config)#no ip domain-lookup

CUNDINAMARCA(config)#banner motd $!! SOLO PERSONAL DE LA EMPRESA
- ACCESO DENEGADOii$

Continuamos configurando las contrasefias, recordemos que esta parte es muy
importante, ya que evitan la vulnerabilidad de nuestros dispositivos y de nuestra red.

El proceso seguido en cada uno de los dispositivos se indica a continuacion:

BUCARAMANGA(config)#enable secret classl
BUCARAMANGA(config)#line console 0
BUCARAMANGA(config-line)#password ciscol
BUCARAMANGA(config-line)#login
BUCARAMANGA(config-line)#line vty 0 15
BUCARAMANGA(config-line)#password ciscol
BUCARAMANGA(config-line)#login
BUCARAMANGA(config)#int 0/0.1

TUNJA(config)#enable secret classl
TUNJA(config)#line console 0
TUNJA(config-line)#password ciscol
TUNJA(config-line)#login
TUNJA(config-line)#line vty 0 15
TUNJA(config-line)#password ciscol

44




M-~

. e

y -
4 Universidad Nacional
= X ‘/ Abierta y a Distancia

TUNJA(config-line)#login

CUNDINAMARCA(config)#enable secret classl
CUNDINAMARCA(config)#line console 0
CUNDINAMARCA(config-line)#password ciscol
CUNDINAMARCA(config-line)#login
CUNDINAMARCA(config-line)#line vty 0 15
CUNDINAMARCA(config-line)#password ciscol
CUNDINAMARCA(config-line)#login

Nuestra red esta configurada con una serie de VLAN, por consiguiente debemos
como siguiente paso configurar las interfaces, sub-interfaces y el correspondiente

encapsulacion:

BUCARAMANGA(config-subif)#encapsulation dotlq 1
BUCARAMANGA(config-subif)#ip address 172.31.2.1 255.255.255.248

BUCARAMANGA(config-subif)#int f0/0.10
BUCARAMANGA(config-subif)#encapsulation dotlq 10
BUCARAMANGA(config-subif)#ip address 172.31.0.1 255.255.255.192

BUCARAMANGA(config-subif)#int f0/0.30
BUCARAMANGA(config-subif)#encapsulation dotlqg 30

BUCARAMANGA(config-subif)#ip address 172.31.0.65 255.255.255.192

BUCARAMANGA(config-subif)#int f0/0
BUCARAMANGA(config-if)#no shutdown

BUCARAMANGA(config-if)#int s0/0/0
BUCARAMANGA(config-if)#ip address 172.31.2.34 255.255.255.252
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BUCARAMANGA(config-if)#no shutdown
BUCARAMANGA(config-if)#

No olvidemos que debemos activar cada una de las interfaces. Continuamos el

proceso con el router de TUNJA.

TUNJA(config)#int f0/0.1
TUNJA(config-subif)#encapsulation dotlq 1
TUNJA(config-subif)#ip address 172.3.2.9 255.255.255.248

TUNJA(config-subif)#int f0/0.20
TUNJA(config-subif)#encapsulation dotlq 20
TUNJA(config-subif)#ip address 172.31.0.129 255.255.255.192

TUNJA(config-subif)#int f0/0.30
TUNJA(config-subif)#encapsulation dotlq 30
TUNJA(config-subif)#ip address 172.31.0.193 255.255.255.192

TUNJA(config-subif)#int f0/0

TUNJA(config-if)#no shutdown

TUNJA(config-if)#int s0/0/0

TUNJA(config-if)#ip address 172.31.2.33 255.255.255.252
TUNJA(config-if)#no shutdown

TUNJA(config-if)#int s0/0/1
TUNJA(config-if)#ip address 172.31.2.37 255.255.255.252

TUNJA(config-if)#no shutdown

TUNJA(config-if)#int f0/1
TUNJA(config-if)#ip address 209.165.220.1 255.255.255.0
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TUNJA(config-if)#no shutdown

Finalizamos nuestro proceso de configuracion de las interfaces con el ROUTER
CUNDINAMARCA:

CUNDINAMARCA(config)#int f0/0.1
CUNDINAMARCA(config-subif)#encapsulation dotlq 1
CUNDINAMARCA(config-subif)#ip address 172.31.2.9 255.255.255.248

CUNDINAMARCA(config-subif)#int f0/0.20
CUNDINAMARCA(config-subif)#encapsulation dot1q 20
CUNDINAMARCA(config-subif)#ip address 172.31.1.65 255.255.255.192

CUNDINAMARCA(config-subif)#int f0/0.30
CUNDINAMARCA(config-subif)#encapsulation dotlq 30
CUNDINAMARCA(config-subif)#ip address 172.31.1.1 255.255.255.192

CUNDINAMARCA(config-subif)#int f0/0.88
CUNDINAMARCA(config-subif)#encapsulation dotlq 88

CUNDINAMARCA(config-subif)#ip address 172.31.2.25 255.255.255.248

CUNDINAMARCA(config-subif)#int f0/0
CUNDINAMARCA(config-if)#no shutdown

CUNDINAMARCA ((config-if)#int s0/0/0
CUNDINAMARCA(config-if)#ip address 172.31.2.38 255.255.255.252

CUNDINAMARCA(config-if)#no shutdown

Procedemos ahora a configurar los SWITCHES.
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Creamos las VLAN que vamos a necesitar en cada uno de ellos segun la
imagen que se nos suminstra y debemos asignar las interfaces de cada uno de

los switches a estas vlan.

Switch-Bucaramanga(config)#vlan 1
Switch-Bucaramanga (config-vlan)#vlan 10

Switch-Bucaramanga (config-vlan)#vlan 30

Swtich-Tunja(config)#vlan 1
Swtich-Tunja(config-vlan)#vlan 20
Swtich-Tunja(config-vlan)#vlan 30

Swtich-Cundinamarca(config)#vlan 1
Swtich-Cundinamarca(config-vlan)#vlan 20
Swtich-Cundinamarca(config-vlan)#vlan 30

Swtich-Cundinamarca(config-vlan)#vlan 88

e Tenemos ya creadas las VLAN, pero entonces se debe proceder a
asignar las interfaces de los switch a cada una de estas VLAN, con el fin

de crear las subredes, tal como lo indicamos a continuacion:

Switch-Bucaramanga(config-vlan)#int f0/10
Switch-Bucaramanga(config-if)#switchport mode access
Switch-Bucaramanga(config-if)#switchport access vlan 10
Switch-Bucaramanga(config-if)#int f0/14
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Switch-Bucaramanga(config-if)#switchport mode access
Switch-Bucaramanga(config-if)#switchport access vlan 30
Switch-Bucaramanga(config-if)#int fO/1
Switch-Bucaramanga(config-if)#switchport mode trunk
Switch-Bucaramanga(config-if)#int vlian 1
Switch-Bucaramanga(config-if)#ip address 172.31.2.3 255.255.255.248
Switch-Bucaramanga(config-if)#no shutdown
Switch-Bucaramanga(config-if)#ip default-gateway 172.31.2.1

Switch-Bucaramanga(config)#

Switch-Tunja(config-vlan)#int f0/10
Switch-Tunja(config-if)#switchport mode access
Switch-Tunja(config-if)#switchport access vlan 20
Switch-Tunja(config-if)#int f0/14
Switch-Tunja(config-if)#switchport mode access
Switch-Tunja(config-if)#switchport access vlan 30
Switch-Tunja(config-if)#int f0/1
Switch-Tunja(config-if)#switchport mode trunk
Switch-Tunja(config-if)#int vlan 1
Switch-Tunja(config-if)#ip address 172.3.2.11 255.255.255.248
Switch-Tunja(config-if)#no shutdown
Switch-Tunja(config-if)#ip default-gateway 172.3.2.9

Switch-Cundinamarca(config)#int f0/10
Switch-Cundinamarca(config-if)#switchport mode access
Switch-Cundinamarca(config-if)#switchport access vlan 20
Switch-Cundinamarca(config-if)#int f0/14

Switch-Cundinamarca(config-if)#switchport mode access
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Switch-Cundinamarca(config-if)#switchport access vlan 30
Switch-Cundinamarca(config-if)#int f0/20
Switch-Cundinamarca(config-if)#switchport mode access
Switch-Cundinamarca(config-if)#switchport access vlan 88
Switch-Cundinamarca(config-if)#int f0/1
Switch-Cundinamarca(config-if)#switchport mode trunk
Switch-Cundinamarca(config-if)#int vlian 1
Switch-Cundinamarca(config-if)#ip address 172.31.2.11 255.255.255.248
Switch-Cundinamarca(config-if)#no shutdown
Switch-Cundinamarca(config-if)#ip default-gateway 172.31.2.9
Switch-Cundinamarca(config)#

En este punto es importante tambien verificar que nuestra configuracion

ingresada sea la corresta, este lo hacemos con la utilizacion de los siguientes

commandos:
209.165.220.0 / 255.255.255.0
209.165.220.4/24 /_\
209.165.220.1 ADMIN1
an p— A ADASS \
.
: j ¥ Switch-Bucaramanga = O %
ou
Intem
Physical ~ Config  CLI  Attributes
10S Command Line Interface
serial 0/0: 5= : Li
VLAN 1 172.31.2.0/29 17231234130 $LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/14, changed state to up A 255248

VLAN10: 172.31.0.0/ 26 f”i*——"_ £5.256.192
VLAN 30: 172.31.0.64 126 141 Switch-Bucaramanga>show vlan brief 9.265.192
55.255.248
Bucargmanga

VLAN Name Status Ports

2 default active Fa0/2, Fa0/3, Fa0/4, Fa0/5
Fa0/6é, Fa0/7, Fa0/8, Fa0/9
Fa0/11, Fa0/12, Fa0/13, Fa0/15
Fa0/16, Fa0/17, Fa0/18, Fa0/19
Fa0/20, Fa0/21, Fa0/22, Fa0/23
Fa0/24, Gig0/1, Gig0/2

‘ocoT 20T 10 VLANOO10 active  Fa0/10
F;%ﬁ]T Switch-Bugaramanga 30 VLANOO30 active  Fa0/14
VLAN 10 1002 fddi-default active
172.31.90 412 1003 token-ring-default active
1004 fddinet-default active
1005 trnet-default active
g Switch—Bucaramanga>![ v
‘et Ctrl+F6 to exit CLI focus Copy Paste
PC11
VLAN 30
172.31.0.68/26 O1op
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serial 0/0:
172.31.2.34130
p—
11
Bucal

VLAN 1:172.31.2.0/29
VLAN 10: 172.31.0.0 / 26
VLAN 30: 172.31.0.64 / 26

~Z

anga

-IS.C—;f 296024TT
POA0 Switch-Bugaramanga
VLAN 10

172.31.90.4/26

=,
PC-PT
PC11
VLAN 30
172.31.0.68/26

209.165.220.0 / 255.256.265.0

209.165.220.4/24

Y oy
Cloud-PT 29600411

' 209.165.220.1
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Internet ® Switch-Tunja

Physical ~ Config  CLI
serial —

172.3

Attributes

10S Command Line Interface

Swtich-Tunja>show vlan brief

ADMIN1

ADMIN1PASS }

ciscol

= m} X
5.255.248
A 55.255.192

5.255.192
55.255.248

serial 0/
VLAN 1:172.31.2.0/29 p— 172.31
VLAN 10: 172.31.0.0/ 26 =< i‘—-
VLAN 30: 172.31.0.64 / 26 l1 1
Bucargmanga

Ped 2960§24TT
PCET Switch-Bugaramanga
PC10

VLAN 10

172.31.90.4/26

=,
PC-PT
PC11
VLAN 30
172.31.0.68/26

VLAN Name Status Ports
1 default active  Fa0/2, Fa0/3, Fa0/4, Fa0/5
Fa0/6, Fa0/7, Fa0/8, Fa0/9
Fa0/11, Fa0/12, Fa0/13, Fa0/15
g Fa0/16, Fa0/17, Fa0/18, Fa0/19
=4 Fa0/20, Fa0/21, Fa0/22, Fa0/23
PC-PT| Fa0/24, Gig0/1, Gig0/2
PC12| 20 vLawoo2o active  Fa0/10
VIAN2 |30  VLANOO30 active  Fa0/14
17231.01 [1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default active
1005 trnet-default active
Swtich-Tunja>
Swtich-Tunja>
Sweich-Tunja>!| v
Ctrl+F6 to exit CLI focus Copy Paste
O Top
209.165.220.0 / 255.255.255.0
209.165.220.4/24
209 16220 1 ADMIN1
F Switch-Cundinamarca = a X ADMIN1PASS
ciscol
Physical ~ Config  CLI  Attributes class1
—_—
108 Command Line Interface
A
Swithc-Cundinamarca>show vlan brief VLAN 1: 172.31.2.8 - 255.255.255.248
VLAN 20: 172.31.1.64 - 255.255.255.192
VLAN Name Siatas  bzts VLAN 30: 172.31.1.0 - 255.255 255 192
T €3 VLAN 88: 172.31.2.24 - 255.255.255.248
1 default active  Fa0/2, Fa0/3, Fa0/4, Fa0/5
Fa0/6, Fa0/7, Fa0/8, Fa0/9
Fa0/11, Fa0/12, Fa0/13, Fa0/15
Fa0/16, Fa0/17, Fa0/18, Fa0/19
Fa0/21, Fa0/22, Fa0/23, Fa0/24
Gig0/1, Gig0/2
20 VLAN0020 active  Fa0/10 P
30  VLAN0O30 active  Fa0/14
88 VLANOOSS active  Fa0/20 e Ssee';'veer;;;
1002 fddi-default active
1 E K VLAN 88
003 token-ring-default active
1004 fddinet-default active 172.31.2.28029
1005 trnet-default active
Swithc-Cundinamarca>! v
b
Ctrl+F6 to exit CLI focus Copy Paste r
30
.14/26

[ op

Podemos verificar en este punto la configuracion de las interfaces ya realizada y

ademas las respectivas tablas de enrutamiento:

Ya en este punto tenemos configurados todas las interfaces de los router y de los

switch, debemos verificar lo hecho hasta el momento, vamos a ver la
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209.165.220.0
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configuracion de las interfaces de cada dispositivo ingresado y vamos a ver las

¥ Router! 5 O X
& ) Physical ~ Config _CLI  Attributes
emt——
(I::::gl :T SwitchLaborato 108 Command Line Interface
bucaramanga>enable A
bucaramanga#show ip interface brief
Interface IP-Address OK? Method Status Protocol
serial 0/0: serial 0/0: FastEthernet0/0 unassigned YES NVRAM up up
VLAN 1- 172.31.2.0/ 29 23123430 172.31.2.33/30 FastEthernet0/0.1 172.31.2.1 YES manual up up
VLAN 10 172.31.0.0/ 26 i‘@-?‘__‘_——t\ FastEthernet0/0.10 172.31.0.1 YES manual up up
VLAN 30 172.31.0.64 / 26 FastEthernet0/0.30 unassigned YES unset up up
1441 FastEthernet0/1 unassigned YES NVRAM administratively down down
Bucargmanga Serial0d/0/0 172.31.2.34 YES manual up up
Serial0/0/1 unassigned YES NVRAM administratively down down
Vlanl unassigned YES unset administratively down down
bucaramanga#
bucaramanga#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
296012471 N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
r- N 296082477 i E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
Switch-Bui aramanga VLAN 20 i- IS—I?, L1 - IS-IS level-1, L2 - IS—I? level-2, ia - IS-IS inter area
. * - candidate default, U - per-user static route, o - ODR
VLAN 10 172.31.0.130126 P - periodic downloaded static route
172.31.90.4/26
Gateway of last resort is not set
=4
PCPT| 172.31.0.0/16 is variably subnetted, 3 subnets, 3 masks
=, PC13 c 172.31.0.0/26 is directly connected, FastEthernet0/0.10
PC-PT VLAN 3 C 172.31.2.0/29 is directly connected, FastEthernet0/0.1
PC11 172.31.0.1 C 172.31.2.32/30 is directly connected, Serial0/0/0
VLAN 30
172.31.0.66/2 Hicaranandat | Y
Ctrl+F6 to exit CLI focus Copy Paste
209.165.220.0 / 255.255.255.0
NQ 1RR 20 4124
_ ¥ Routerd = 0 X
Physical ~ Config  CLI  Attributes
[I:L?Sr(:\;T Switch-Lajoratorios —
10S Command Line Interface
up m
serial 0/0: seria 0/0: serial 0/t $LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.30, changed state to
VAN 23120029 L 1T231234/30 N2 gy NIy
VLAN 10: 172.31.0.0/ 26 ri*_—.l_ﬂ o
VLAN 30: 172.31.0.64 / 26 dn 11 VAN 1723 $LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed state to up
Buca:ﬁnanga Tunja  VLAN 20: 172.3 o i
VLAN 30: 172.3 $LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up
$LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up
E1 Acceso no autorizado est prohibido
tunja>enable
FoA tunja#show ip interface brief
PC-PT 29_60 “T Interface IP-Address OK? Method Status Protocol
V') 296002417 PC12 SwitcttTunja FastEthernet0/0 unassigned YES NVREM up up
Switch-Bu aramanga VLAN 20 FastEthernet0/0.1 172.3.2.9 YES manual up up
Y FastEthernet0/0.20 172,31.0.129 YES manual up up
VLAN 10 172.31.0.130126 FastEthernet0/0.30  172.31.0.193  YES manual up up
172.31.90 4126 FastEthernet0/1 209.165.220.1  YES manual up up
Serial0/0/0 172.31.2.33 YES manual up up
= Serial0/0/1 172.31.2.37 YES manual up up
PC-PT Vlanl unassigned YES unset administratively down down
= PC13 tunjaf
PC-PT VLAN 30 tunjaf!! b
PC11 172.31.0.194126
VLAN 30 Ctrt+F6 to exit CLI focus Copy Paste
172.31.0.68/26
L op
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209.166.220.0/ 266.256.256.0 | ¥ Router2 - O X
Physical ~ Config _CLI  Attributes
‘,5 g 10S Command Line Interface
Cloud-PT . " A
Tntemet Switch-Laboratorios CUNDINAMARCA#
CUNDINAMARCA$show ip interface brief
Interface IP-Address OK? Method Status Protocol
FastEthernet0/0 unassi gned YES NVRAM up up
serial 0/0: serial 0/0: serial 0/1 FastEthernet0/0.1 172.31.2.9 YES manual up up
VLAN 1: 172.31.2.0/29 = 17231234130 172.312.3330 <y 172.31.2.371 FastEthernet0/0.20 172.31.1.65 YES manual up up
VLAN 10: 172.31.0.0/ 26 F;*__l_—h ‘;ﬁ—‘ FastEthernet0/0.30 172.31.1.1 YES manual up up
VLAN 30- 172.31.0.64/ 26 it 41 VAN 4 17231 ::as:zcheme:c/c.as 312 YES mamual wp ) up
. astEthernet0/1 a e YES NVRAM administratively down down
Bucargmanga Tipia VIAN2AT2H o0 00107070 1 YES manual up up
VLAN 30: 172.3 »
Serialo/0/1 YES NVRAM administratively down down
Vlanl YES unset administratively down down
CUNDINAMARCA#
CUNDINAMARCA#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
e 2960p4TT N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
o, 2960f241T PC12 SwitchtTunja El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
PCPT Switch-Bufaramanga i - Is-1IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
PCA0 VLAN 20 + - candidate default, U - per-user static route, o - ODR
VLAN 10 172.31.0.130/26 P - periodic downloaded static route
172.31.90.4/26
Gateway of last resort is not set
=,
g PC-PT 172.31.0.0/16 is varial bly subnetted, 5 subnets, 3 masks
: PC13 c 172.31.1.0/26 is directly connected, FastEthernet0/0.30
PCPT VLAN 30 (6 172.31.1.64/26 is directly connected, FastEthernet0/0.20
PCI1 172.31.0.194/26 ¢ 172.31.2.8/29 is directly connected, FastEthernet0/0.1
VLAN 30 c 172.31.2.24/29 is directly connected, FastEthernet0/0.88
172.31.0.68/26 fo 172.31.2.36/30 is directly connected, Serial0/0/0
CUNDINAMARCA#!| v
Ctrl+F6 to exit CLI focus Copy Paste

Podemos ver en los resultados obtenidos 2 cosas, primero la configuracion de las
interfaces de los dispositivos es correcto, y segundo vemos que tienen rutas para
las diferentes redes, pero solo las conectadas directamente, esto porque no

tenemos configurado aun un protocolo de enrutamiento.
Configuramos el protocolo de enrutamiento en cada uno de los routers

BUCARAMANGA (config-if)#router ospf 1
BUCARAMANGA(config-router)#network 172.31.0.0 0.0.0.63 area 0
BUCARAMANGA(config-router)#network 172.31.0.64 0.0.0.63 area 0
BUCARAMANGA(config-router)#network 172.31.2.0 0.0.0.7 area 0
BUCARAMANGA(config-router)#network 172.31.2.32 0.0.0.3 area 0
BUCARAMANGA(config-router)#end

TUNJA(config-if)#router ospf 1
TUNJA(config-router)#network 172.3.2.8 0.0.0.7 area 0
TUNJA(config-router)#network 172.31.0.128 0.0.0.63 area 0
TUNJA(config-router)#network 172.31.0.192 0.0.0.63 area 0
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TUNJA(config-router)#network 172.31.2.32 0.0.0.3 area 0
TUNJA(config-router)#network 172.31.2.36 0.0.0.3 area 0
TUNJA(config-router)#end

CUNDINAMARCA(config-if)#router ospf 1
CUNDINAMARCA(config-router)#network 172.31.1.0 0.0.0.63 area 0
CUNDINAMARCA(config-router)#network 172.31.1.64 0.0.0.63 area 0
CUNDINAMARCA(config-router)#network 172.31.2.8 0.0.0.7 area 0
CUNDINAMARCA(config-router)#network 172.31.2.24 0.0.0.7 area 0
CUNDINAMARCA(config-router)#network 172.31.2.36 0.0.0.3 area 0
CUNDINAMARCA(config-router)#end

Podemos ahora verificar que cada uno de los router aprenda las rutas de los

demas routers que hacen parte de la red:
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¥ Router1 — O

Physical Config CLI Attributes

I0S Command Line Interface

bucaramanga>enable
bucaramanga¥show ip route
Codes: C — connected, S — static, I - IGRP, R — RIP, M — mobile, B — BGP
D — EIGRP, EX — EIGRP external, O — OSPF, IA - OSPF inter area
N1 — OSPF NSSA external type 1, N2 — OSPF NSSA external type 2
El1 — OSPF external type 1, E2 — OSPF external type 2, E — EGP
i — IS-IS, L1 — IS-IS 'level-1l, L2 — IS-IS level-2; ia — IS-IS inter area
* — candidate default, U — per-user static route, o — ODR
P — periodic downloaded static route

Gateway of last resort is not set

172.3.0.0/29 is subnetted, 1 subnets
172.3.2.8 [110/65] wvia 172.31.2.33, 00:00:38, Serial0/0/0

172.31.0.0/16 is wvariably subnetted, 10 subnets, 3 masks
172.31.0.0/26 is directly connected, FastEthernet0/0.10
172.31.0.128/26 [110/65] wvia 172.31.2.33, 00:00:38, Serialo/0/0
172.31.0.192/26 [110/65] wvia 172.31.2.33, 00:00:38, Serial0/0/0
172.31.1.0/26 [110/129] wvia 172.31.2.33, 00:00:28, Serial0/0/0
172.31.1.64/26 [110/129] wvia 172.31.2.33, 00:00:28, Serialo/0/0
172.31.2.0/29 is directly connected, FastEthernet0/0.1
172.31.2.8/29 [110/129] wvia 172.31.2.33, 00:00:28, Serial0/0/0
172.31.2.24/29 [110/129] wvia 172.31.2.33, 00:00:28, SerialO/0/0
172.31.2.32/30 is directly connected, Serial0/0/0
172.31.2.36/30 [110/128] wvia 172.31.2.33, 00:00:38, Serial0/0/0

o}

ONo0o0ONOO0O0O0ON

bucaramanga¥!

Ctrl+F6 to exit CLI focus 7 Copy ‘ Paste

] Top
¥ Router0 = O

Physical Config CLI| Attributes

I0S Command Line Interface

tunja>enable
tunja#¥show ip route
Codes: C - connected, S — static, I — IGRP, R — RIP, M — mobkile, B — BGP
D — EIGRP, EX - EIGRP external, O — OSPF, IA - OSPF inter area
N1 — OSPF NSSA external type 1, N2 — OSPF NSSA external type 2
1 — OSPF external type 1, E2 - OSPF external type 2, E — EGP
- IS-ISs, L1 - IS-IS level-1i, L2 - IS-IS level-2, ia — IS-IS inter area
— candidate default, U — per—user static route, o — ODR
— periodic downloaded static route

ook e

Gateway of last resort is not set

172.3.0.0/29 is subnetted, 1 subnets
172.3.2.8 is directly connected, FastEthernet0/0.1

172.31.0.0/16 is wvariably subnetted, 10 subnets, 3 masks
172.31.0.0/26 [110/65] wvia 172.31.2.34, 00:00:49, Serial0n/0/0
172.31.0.128/26 is directly connected, FastEthernet0/0.20
172.31.0.192/26 is directly connected, FastEthernet0/0.30
172.31.1.0/26 [110/65] wvia 172.31.2.38, 00:00:49, Serial0/0/1
172.31.1.64/26 [110/65] wia 172.31.2.38, 00:00:49, Serialon/o0/1
172.31.2.0/29 [110/65] wvia 172.31.2.34, 00:00:49, Serial0/0/0
172.31.2.8/29 [110/65] wvia 172.31.2.38, 00:00:49, Serial0/0/1
172.31.2.24/29 [110/65] wia 172.31.2.38, 00:00:49, Serial0n/o0/1
172.31.2.32/30 is directly connected, Serialo/0/0
172.31.2.36/30 is directly connected, Serialo/0/1

209.165.220.0/24 is directly connected, FastEthernet0/1

0

nnonooooonNno

tunja#!

Ctrl+F6 to exit CLI focus Copy | Paste

[] Top

55




Universidad Nacional

g ," Abierta y a Distancia

® Router2 = O X

Physical Confiy CLI  Attributes I

I0S Command Line Interace

CUNDINAMARCAFShOW 1p routs ~ N
Codes: C - connected, S - static, I - IGRP, R - RIP, M — mobile, B - BGP

D - EIGRP, EX - EIGRP external, O — OSPF, IA - OSFF inter area

N1 - OSPF NSSA extsrnal type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type ., E2Z - OSPF =xternal Type 2, E - EGP

i - Is-Is, 11 - IS-IS level-1, L2 - IS5-IS level-2, ia - IS-IS intexr area

* — candidate default, U - per-user static route, o — ODR

P - periodic downloaded static route

N

Gateway of last resort is not set

172.3.0.0/29 is subnztted, 1 subrnets

o] 172.3.2.8 [119/65] via 172.31.2.37, DO:01:01, Serialo/o/o0
172.21.0.0/16 is wariably subnetted, 10 subnets, 3 nasks
(0] 172.31.0.0/26 [110/129] wvia 172.31.2.37, 00:01:01, Serial0/0/0
o) 172.31.0.128/26 [110/65] wvia 172.31.2.37, 00:01:C1, Serial0/0/0
o 172.31.0.1%2/26 [110/65] via 172.31.2.37, 00:01:C1l, Serialo/0/90
C 172.31.1.0/26 is directly connected, FastEthernet0/0.30
5 172.31.1.64/26 is directly connected, FastEthernet0/0.20
l¢] 172.31.2.0/2% [110/129] via 172.31.2.37, 00:01:01, Serizl0/0/0
c 172.31.2.8/29 1is directly connected, FastEthernetd/0.1
c 172.31.2.24/29 is directly connected, FastEthernet0/0.88
(] 172.31.2.32/30 [110/128] wvia 172.31.2.37, 00:01:C1, Serial0/0/0
c 172.31.2.3€/30 is directly connected, Serial0/0/C
CUONDINAMARCAZ! ()
Ctrl+F6 to exit CLI focus Copy Paste
[ Top
tnnia$! ~

e Autenticacion local con AAA.

Configuramos la autenticacion AAA en cada uno de los routers y la aplicamos a las

lineas de consola y vty.

BUCARAMANGA(config-line)#username ADMIN1 secret ADMIN1PASS
BUCARAMANGA(config)#aaa new-model
BUCARAMANGA(config)#aaa authentication login aaalocal local
BUCARAMANGA(config)#line console 0
BUCARAMANGA(config-line)#login authentication aaalocal
BUCARAMANGA(config-line)#line vty 0 15
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BUCARAMANGA(config-line)#login authentication aaalocal

TUNJA(config-line)#username ADMIN1 secret ADMIN1PASS
TUNJA(config)#aaa new-model

TUNJA(config)#aaa authentication login aaalocal local
TUNJA(config)#line console 0

TUNJA(config-line)#login authentication aaalocal
TUNJA(config-line)#line vty 0 15

TUNJA(config-line)#login authentication aaalocal

CUNDINAMARCA(config-line)#username ADMIN1 secret ADMIN1PASS
CUNDINAMARCA(config)#aaa new-model
CUNDINAMARCA(config)#aaa authentication login aaalocal local
CUNDINAMARCA(config)#line console 0
CUNDINAMARCA(config-line)#login authentication aaalocal
CUNDINAMARCA(config-line)#line vty 0 15
CUNDINAMARCA(config-line)#login authentication aaalocal

¢ Un maximo de internos para acceder al router.

1. enable

2. configure terminal

3. login block-for seconds attempts tries within seconds
4. login quiet-mode access-class {ac/-name | acl-number}

5. login delay seconds
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o BUCARAMANGA(config-line)#login block-for 20 attempts 10 within 60

e TUNJA(config-line)#login block-for 20 attempts 10 within 60

e CUNDINAMARCA(config-line)#login block-for 20 attempts 10 within 60
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e Establezca un servidor TFTP y almacene todos los archivos necesarios de los

routers

SERVERS88

VLAN 1:172.31.2.0/29
VLAN 10: 172.31.0.0/ 26 4
VLAN 30: 172.31.0.64/ 26 m

Bucargmanga

A 2960§24TT
PCPT Switch-Bugaramanga
PC10

VLAN 10
172.31.90.4/26

=,
PCPT
PCH1
VLAN 30
17231068126

serial 0/0.
e, 17231234130

209.165.220.0 / 255.255.255.0.
® Serverss O X
ﬁ_;‘ s Physical  Config  Serices  Desktop  Programming  Attributes
2960p4TT
Cloud-PT ,
!n‘::mel Switch-Lajoratorios SERVICES TFTP
HTTP |
DHCP. | Senvice ® On O of
serial 0/0: serial DHCPV6 = 7
e
172.31.2.33130 s 172.3 ‘ TP L
DNS sa842-k8.bin
141 i
Tihia zm ;0: SYSLOG | 5a923-k8 bin
VLAN 30 AAA ‘ c1841-advipsenviceskd-mz.124-15.T1.bin
NTP | 1841-ipbase-mz.123-14.T7 bin
EMAIL |
—— ¢1841-ipbasek9-mz.124-12.bin
A FTP |
= IoT ‘ ¢1900-universalkd-mz.SPA.155-3. M4a.bin
F‘CF‘T‘ 29602411 WM ‘ 2600-advip: k 124-15.T1.bin
SwitchtTunja = .
PC12 Radius EAP | | |c2600-mz.122-28.bin
VLAN 20
172.31.0.130%6 ¢2600-ipbasek9-mz.124-8.bin
c2800nm-advipsenviceskd-mz.124-15.T1.bin
g ¢2800nm-advipsenicesk9-mz.151-4.M4.bin
=,
F};((::-r; 2800nm-ipbase-mz. 123-14.T7.bin
VLAN 30 ¢2800nm-ipbasek9-mz.124-8.bin
0108 2900-universalkd-mz SPA.165-3 Mda.bin
¢2950-16412-mz.121-22.EA4 bin
|c2950-i6a412-mz 121-22 EAB bin b
Remove File
[J7p

Vemos que nuestro servidos TFTP esta configurado y funcionando.

58




/ g —_~
S .‘ ® ..
a g Universidad Nacional
- /‘ Abierta y a Distancia

2. El DHCP debera proporcionar solo direcciones a los hosts de BUCARAMANGA y
CUNDINAMARCA.

Vamos a excluir las primeras direcciones IP de cada uno de los rangos antes de

asignarlas a los POOL de direcciones que seran asignadas por medio de DHCP.

o TUNJA(config)#ip dhcp excluded-address 172.31.0.1172.31.0.3
o  TUNJA(config)#ip dhcp excluded-address 172.31.0.65 172.31.0.67
o  TUNJA(config)#ip dhcp excluded-address 172.31.1.65 172.31.1.67
o  TUNJA(config)#ip dhcp excluded-address 172.31.1.1172.31.1.3

e Ahora ya podemos proceder a configurar y crear los POOL que vamos a
emplear, decordemos que padre nuestro caso le vamos a suministrar las IP
a las VLAN de BUCARAMANDA y de CUNDINAMARCA, por lo tanto
debemos crear 4 POOL diferentes, tal como lo mostramos a continuacion,
el router encargado de realizer esta asignacién va a ser el router de
TUNJA:

TUNJA(config)#ip dhcp pool vlan10buc
TUNJA(dhcp-config)#network 172.31.0.0 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.0.1
TUNJA(dhcp-config)#dns-server 8.8.8.8

TUNJA(dhcp-config)#ip dhcp pool lan30buc
TUNJA(dhcp-config)#network 172.31.0.64 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.0.65
TUNJA(dhcp-config)#dns-server 8.8.8.8
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TUNJA(dhcp-config)#ip dhcp pool vlan20cun
TUNJA(dhcp-config)#network 172.31.1.64 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.1.65
TUNJA(dhcp-config)#dns-server 8.8.8.8

TUNJA(dhcp-config)#ip dhcp pool vlian30cun
TUNJA(dhcp-config)#network 172.31.1.0 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.1.1
TUNJA(dhcp-config)#dns-server 8.8.8.8

200 ARE 2900 L IEE IR DRE N

® Tunjz = [

20.4/24
201 ADMIN1
Physical  Config  CLI  Attributes ADMINTPASS
ey
10S Command Line Interface ciscot
- class1
ip dhep excluded-address 172.31.0.1 172.31.0.3 f
ip dncp excluded-address 172.31.0.65 172.31.0.67
ip dhcp excluded-address 172.31.1.65 172.31.1.67
serial 0/0: ip dhcp excluded-address 172.31.1.1 172.31.1.3 330 -
VLAN 1:172.31.2.0/29 23123413 ]! ._*rfi VLAN 1: 172.31.2.8 - 255.255.255.248
VLAN10: 172.31.0.0/ 26 t"f;*—-—. ip dhep pool vlanllbuc VLAN 20: 172.31.1.64 - 255.255.255.192
VLAN 30: 172.31.0.64 / 26 network 172,31,0.0 255,255.255.192 141 VLAN 30: 172.31.1.0 - 255.255.255 192
- i default-router 172.31,0.1 Cunditamarca VAN 88: 172.31.2.24 - 255.256.255.248
Ll dns-server 8.8.8.8

ip dhep pool lan30buc

network 172.31.0.64 255.255.255.192
default-router 172.31.0.65
dns-server 8.8.8.8

ip dhep pool vlan30cal

network 172.31.1.0 255.255.255.192

default-router 172.31.1.1

— 296012477 dns-server 8.8.8.8 Switch-Curkfinamarca ~~ Senver-PT
PCPT Switch-Bugaramanga ip dhcp pool vlan20cun Senver8
PCA0 network 172.31,1.64 255,255.255.192 | VLAN 88
VLAN10 default-router 172.31.1.65 1723122829
172.31.90.4/26 dns-server 8.8.8.8
ip dhep pool vlan3Ocun g
network 172.31,1.0 255.255,255,192
g default-router 172.31.1.1 _P—C‘—PIT/
=, dns-server 8.8.8.8 PC15
PC-PT domain-name wr VLAN 30
PC11 ! v
VLAN 30 172.31.1.14/26
172.31.0.68/26 Ctrl+F6 to exit CLI focus Copy Paste
[7p

Verificamos la configuracion del router de TUNJA.

Ahora debemos configurar los router de CUNDINAMARCA y de TUNJA con el fin

de que estos puedan acceder al servicio proporcionado por TUNJA de DHCP.
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BUCARAMANGA(config)#int f0/0.10
BUCARAMANGA(config-subif)#ip helper-address 172.31.2.33
BUCARAMANGA(config-subif)#int f0/0.30
BUCARAMANGA(config-subif)#ip helper-address 172.31.2.33
BUCARAMANGA(config-subif)#end

BUCARAMANGA#

CUNDINAMARCA(config)#int f0/0.20
CUNDINAMARCA(config-subif)#ip helper-address 172.31.2.37
CUNDINAMARCA(config-subif)#int f0/0.30
CUNDINAMARCA(config-subif)#ip helper-address 172.31.2.37
CUNDINAMARCA(config-subif)#end

CUNDINAMARCA#

Debemos verificar que los PC obtengan la IP mediante DHCP:
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O ? PC14 -
Physical ~ Config  Deskto Programming  Attributes Physical ~ Config  Desktop  Programming  Attributes
A
nfiguration IP Configuration
X Interface FastEthemet0 b
IP Configuration IP Configuration
@ pHep O static @® DHcP O static
IP Address 172:31.04 IP Address 172.31.1.68
Subnet Mask Subnet Mask 255.255.255.192
Default Gateway 172.31.0.1 Default Gateway 172.31.1.65
DNS Server 88388 DNS Server 8888
IPv6 Configuration IPv6 Configuration
() DHCP (O Auto Config (@ Static (O DHeP (O Auto Config @) Static
IPV6 Address [ | 1] | IPv6 Address ] [ 7] |
Link Local Address ‘ FE80::2E0:8FFF:FE55:182 | Link Local Address ‘FESO:ZO1:42FF:FE16:70E1 ’
IPv6 Gateway l | IPv6 Gateway J [
IPV6 DNS Server [ [ IPv6 DNS Server ] 1l
O op [ Tp
® pc ® pcis - X
Physical ~ Config _Deskioo  Programming  Attributes Physical ~ Config  Deskiop  Programming  Attributes
IP Configuration = IP Configuration 2
Interf: FastEth | Interf: | FastEtt 0 ¥
IP Configuration IP Configuration
@® pHep O static @® pHcp O static
IP Address 172.31.0.68 IP Address 172.31.14
Subnet Mask 255.255.255 192 Subnet Mask 55.192
Default Gateway 172.31.0.65 Default Gateway 172.31.11
DNS Server 8888 DNS Server 8888
IPv6 Configuration IPv6 Configuration
@ DHCP () Auto Config () Static (O bHCP (O Auto Config (@) Static
IPV6 Address ! IPV6 Address | | ] |
Link Local Address | FEB0::260:2FFF:FE31:C4B6 Link Local Address [ FEB0::201:64FF -FE57:7BA2 |
1Pv6 Gateway IPv6 Gateway ‘ |
IPv6 DNS Senver Y IPv6 DNS Server | 1

Se observa que las 4 vlan de BUCARAMANDA y CUNDINAMARCA obtienen sus
direcciones automaticamente empleando DHCP.

3. El web server debera tener NAT estatico y el resto de los equipos de la topologia

emplearan NAT de sobrecarga (PAT)

o Asignamos IP NAT STATIC para el servidor:
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TUNJA(config)#ip nat inside source static 172.31.2.28 209.165.220.10
TUNJA(config)#access-list 11 permit 172.0.0.0 0.255.255.255
TUNJA(config)#ip nat inside source list 11 interface f0/1 overload
TUNJA(config)#int f0/1

TUNJA(config-if)#ip nat outside

TUNJA(config-if)#int f0/0.1

TUNJA(config-subif)#ip nat inside

TUNJA(config-subif)#int f0/0.20

TUNJA(config-subif)#ip nat inside

TUNJA(config-subif)#int f0/0.30

TUNJA(config-subif)#ip nat inside

TUNJA(config-subif)#int s0/0/0

TUNJA(config-if)#ip nat inside

TUNJA(config-if)#int s0/0/1

TUNJA(config-if)#ip nat inside

TUNJA(config-if)#exit

e Creamos una ruta por defecto y la distribuimos empleando OSPF.

TUNJA(config)#ip route 0.0.0.0 0.0.0.0 209.165.220.4
TUNJA(config)#router ospf 1
TUNJA(config-router)#default-information originate
TUNJA(config-router)#end

e Aplicamos SHOW IP ROUTE en los routers con el fin de verificar las
nuevas configuraciones y que la ruta por defecto se esté propagando.

TUNJA#show ip route
Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
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D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP

I -1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - 1S-1S inter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 209.165.220.4 to network 0.0.0.0

172.3.0.0/29 is subnetted, 1 subnets

C 172.3.2.8 is directly connected, FastEthernet0/0.1
172.31.0.0/16 is variably subnetted, 11 subnets, 3 masks

O 172.31.0.0/26 [110/65] via 172.31.2.34, 00:10:47, Serial0/0/0
0 172.31.0.64/26 [110/65] via 172.31.2.34, 00:10:47, Serial0/0/0
C 172.31.0.128/26 is directly connected, FastEthernet0/0.20

C 172.31.0.192/26 is directly connected, FastEthernet0/0.30

O 172.31.1.0/26 [110/65] via 172.31.2.38, 00:10:47, Serial0/0/1
0 172.31.1.64/26 [110/65] via 172.31.2.38, 00:10:47, Serial0/0/1
0 172.31.2.0/29 [110/65] via 172.31.2.34, 00:10:47, Serial0/0/0
O 172.31.2.8/29 [110/65] via 172.31.2.38, 00:10:47, Serial0/0/1
O 172.31.2.24/29 [110/65] via 172.31.2.38, 00:10:47, Serial0/0/1
C 172.31.2.32/30 is directly connected, Serial0/0/0

C 172.31.2.36/30 is directly connected, Serial0/0/1

C 209.165.220.0/24 is directly connected, FastEthernet0/1

S* 0.0.0.0/0 [1/0] via 209.165.220.4

TUNJA#

BUCARAMANGA#show ip route
Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
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D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP

I -1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - 1S-1S inter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 172.31.2.33 to network 0.0.0.0

172.3.0.0/29 is subnetted, 1 subnets

0 172.3.2.8 [110/65] via 172.31.2.33, 00:11:18, Serial0/0/0
172.31.0.0/16 is variably subnetted, 11 subnets, 3 masks

C 172.31.0.0/26 is directly connected, FastEthernet0/0.10

C 172.31.0.64/26 is directly connected, FastEthernet0/0.30

O 172.31.0.128/26 [110/65] via 172.31.2.33, 00:11:18, Serial0/0/0
O 172.31.0.192/26 [110/65] via 172.31.2.33, 00:11:18, Serial0/0/0
O 172.31.1.0/26 [110/129] via 172.31.2.33, 00:11:18, Serial0/0/0
0 172.31.1.64/26 [110/129] via 172.31.2.33, 00:11:18, Serial0/0/0
C 172.31.2.0/29 is directly connected, FastEthernet0/0.1

O 172.31.2.8/29 [110/129] via 172.31.2.33, 00:11:18, Serial0/0/0
O 172.31.2.24/29 [110/129] via 172.31.2.33, 00:11:18, Serial0/0/0
C 172.31.2.32/30 is directly connected, Serial0/0/0

0 172.31.2.36/30 [110/128] via 172.31.2.33, 00:11:18, Serial0/0/0
O*E2 0.0.0.0/0 [110/1] via 172.31.2.33, 00:00:51, Serial0/0/0

BUCARAMANGA#
CUNDINAMARCA#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
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N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP

I -1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - 1S-1S inter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 172.31.2.37 to network 0.0.0.0

172.3.0.0/29 is subnetted, 1 subnets

O 172.3.2.8 [110/65] via 172.31.2.37, 00:12:02, Serial0/0/0
172.31.0.0 /16 is variably subnetted, 11 subnets, 3 masks

O 172.31.0.0/26 [110/129] via 172.31.2.37, 00:11:52, Serial0/0/0
O 172.31.0.64/26 [110/129] via 172.31.2.37, 00:11:52, Serial0/0/0
O 172.31.0.128/26 [110/65] via 172.31.2.37, 00:12:02, Serial0/0/0
0 172.31.0.192/26 [110/65] via 172.31.2.37, 00:12:02, Serial0/0/0
C 172.31.1.0/26 is directly connected, FastEthernet0/0.30

C 172.31.1.64/26 is directly connected, FastEthernet0/0.20

0 172.31.2.0/29 [110/129] via 172.31.2.37, 00:11:52, Serial0/0/0
C 172.31.2.8/29 is directly connected, FastEthernet0/0.1

C 172.31.2.24/29 is directly connected, FastEthernet0/0.88

0 172.31.2.32/30 [110/128] via 172.31.2.37, 00:12:02, Serial0/0/0
C 172.31.2.36/30 is directly connected, Serial0/0/0

O*E2 0.0.0.0/0 [110/1] via 172.31.2.37, 00:01:34, Serial0/0/0

CUNDINAMARCA#

Vemos que todos los routers cuentan con la ruta por defecto.
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ROUTERO

Procedemos a verificar que la traduccién de direcciones IP se este llevando a cabo.

209.165.220.0 / 255.255.255.0
209.165.220.4/24
e 209.165.220.1 ADMIN1
£ 4 ¥ Router0 — m} X
»
x
Physical ~ Config CLI  Attributes
—_—
Physical ~ Config  Deskiop  Programming  Aftributes
_— —______________ 10S Command Line Interface
icmp 209.165.220.1:5  172.31.0.130:5 209.165.220.4:5  209.165.220.4:5 =
icmp 209.165.220.1:6 172.31.0.130:6 209.165.220.4:6  209.165.220.4:6
VLAN 1: 172.31.2.0/ 29 ~ icmp 209.165.220.1:7  172.31.0.130:7 209.165.220.4:7  209.165.220.4:7
VLAN 10:172.31.0.0/ 26 g icmp 209.165.220.1:8  172.31.0.130:8 209.165.220.4:8  209.165.220.4:8
VLAN 30: 172.31.0.64/ 26 1 -~ 209.165.220.10  172.31.2.28 - -
Bucar —
tunja#show ip nat trans
Pro Inside global Inside local Outside local Outside global
icmp 209.165.220.1:10 172.31.0.130:10  209.165.220.4:10  209.165.220.4:10
icmp 209.165.220.1:11 172.31.0.130:11  209.165.220.4:11  209.165.220.4:11
icmp 209.165.220.1:12 172.31.0.130:12  209.165.220.4:12  209.165.220.4:12
' ‘ N icmp 209.165.220.1:1  172.31.0.130:1 209.165.220.4:1  209.165.220.4:1
= " = % icmp 209.165.220.1:2  172.31.0.130:2 209.165.220.4:2  209.165.220.4:2
PC-PT SiEoi icmp 209.165.220.1:3  172.31.0.130:3 209.165.220.4:3  209.165.220.4:3
PCA0 icmp 209.165.220.1:4 172.31.0.130:4 209.165.220.4:4  209.165.220.4:4
VLAN 10 icmp 209.165.220.1:5  172.31.0.130:5 209.165.220.4:5  209.165.220.4:5
172.31.90.4/26 icmp 209.165.220.1:6 172.31.0.130:6 209.165.220.4:6  209.165.220.4:6
icmp 209.165.220.1:7  172.31.0.130:7 209.165.220.4:7  209.165.220.4:7
icmp 209.165.220.1:8  172.31.0.130:8 209.165.220.4:8  209.165.220.4:8 -
E Ctrl+F6 to exit CLI focus Copy Paste
PC
SO C:\>
U i Owp

23 p

4. EIl enrutamiento debera tener autenticacion

BUCARAMANGA (config)#int s0/0/0
BUCARAMANGA(config-if)#ip ospf authentication message-digest
BUCARAMANGA(config-if)#ip ospf message-digest-key 1 md5 ospfpass

TUNJA(config)#int s0/0/0

TUNJA(config-if)#ip ospf authentication message-digest
TUNJA(config-if)#ip ospf message-digest-key 1 md5 ospfpass
TUNJA(config-if)#int s0/0/1

TUNJA(config-if)#ip ospf authentication message-digest
TUNJA(config-if)#ip ospf message-digest-key 1 md5 ospfpass

CUNDINAMARCA(config)#int s0/0/0
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CUNDINAMARCA(config-if)#ip ospf authentication message-digest
CUNDINAMARCA(config-if)#ip ospf message-digest-key 1 md5 ospfpass
CUNDINAMARCA (config-if)#

5. Listas de control de acceso

6. Los hosts de VLAN 20 en CUNDINAMARCA no acceden ainternet, solo alared
interna de TUNJA.

CUNDINAMARCA(config-if)#access-list 151 deny ip 172.31.1.64 0.0.0.63 209.165.220.0
0.0.0.255

CUNDINAMARCA(config)#access-list 151 permit ip any any
CUNDINAMARCA(config)#int f0/0.20

CUNDINAMARCA(config-subif)#ip access-group 151 in
CUNDINAMARCA(config-subif)#

209.165.220.0 / 255.255.255.0
209 1RA 220 4124

® pci4 &3 ] X

Physical ~ Config _ Desktop  Programming  Attributes
—

[Command Prompt

serial 0/0:
172.31.2.34/ 30 5.255.248
255.255 192
55.255.192

255.265.248

VLAN 1: 172.31.2.0 /29
VLAN 10: 172.31.0.0/ 26 \ ’}
VLAN 30: 172.31.0.64 / 26

172.31.90.4/26

PC11
VLAN 30
172.31.0.68/26

La ACL creada esta cumpliendo con su cometido
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Los hosts de VLAN 10 en CUNDINAMARCA si acceden ainternety no ala

red interna de TUNJA.

CUNDINAMARCA(config-subif)#access-list 152 permit ip 172.31.1.0 0.0.0.63 209.165.220.0

0.0.0.255

CUNDINAMARCA(config)#access-list 152 deny ip any any
CUNDINAMARCA(config)#int f0/0.30
CUNDINAMARCA(config-subif)#ip access-group 152 in
CUNDINAMARCA(config-subif)#

serial 0/0:
VLAN 1:172.31.2.0/29 e 172.31.2.34 130
VLAN 10:172.31.0.0 / 26 }
VLAN 30: 172.31.0.64 / 26 1
Bucar anga
=, 2960}24TT
PCPT Switch-Bugaramanga
PCA0 A
VLAN 10
172.31.90.4/26
|
-
PC-PT
PC11
VLAN 30

172.31.0.68/26

¥ pcis
Physical ~ Config I Programming  Attributes

Command Prompt

ADMIN1
ADMIN1PASS
ciscol

class1

"rr‘* VLAN 1: 172.31.2.8 - 255.265 255 248
’ VLAN 20: 172.31.1.64 - 255.255 2565.192
fiM VLAN 30: 172.31.1.0 - 256.255.265.192

idigamarca VL AN 88: 172.31.2.24 - 265.255.255.248

| E
60 A'IT

Curkdinamarca Semver-PT
Serverd8
\ VLAN 88
| 172.31.2.28/29
j=]
PC-PT
PC15
VLAN 30
72.31.1.14/26

1700

Los hosts de VLAN 30 en TUNJA solo acceden a servidores web y ftp de

internet.

TUNJA(config)#access-list 151 permit tcp 172.31.0.192 0.0.0.63 209.165.220.0 0.0.0.255 eq www
TUNJA(config)#access-list 151 permit tcp 172.31.0.192 0.0.0.63 209.165.220.0 0.0.0.255 eq ftp

TUNJA(config)#int f0/0.30

TUNJA(config-subif)#ip access-group 151 in
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209.165.220.0 / 255.255.255.0
209.165.220.4/24
i 209.165.220.1 ADMIN1
y - i i ADMIN1PASS >
o = Ty = =
ciscol
¥ pci3 - o X class1
Physical ~ Config _Desktop  Programming  Attributes
VLAN 1:172.31.2.0/29 p— 172.31234/30 F‘i VLAN 1: 172.31.2.8 - 255.255.255 248
VLAN 10: 172.31.0.0 / 26 [ "'i?v 3 VLAN 20: 172.31.1.64 - 255.255.255.192
VLAN 30: 172.31.0.64 / 26 1 1 VLAN 30: 172.31.1.0 - 255.265.265.192
1 "1 digamarca VAN 88: 172.31.2.24 - 255.255.255.248
Bucargmanga
C—
. 2060k47T urklinamarca Sever-PT
PCPT Switch-Bufaramanga Server88
PC10 A VLAN 88
VLAN 10 A 172.31.2.28/29
172.31.90.4/26 l
_./D/
PC-PT
=, PC15
il VLAN 30
VLAN 30 12.31.1.14/26
172.31.0.68/26

209.165.220.0 / 255.255.255.0

209.165.220.4/24

209.165.220.1 ADMIN1
& 2 R ADMIN1PASS
Lo o &
B _ ciscot
X PC13 a X classt

Programming  Attributes

Physical ~ Config

serial 0/0:
VLAN 1: 172.31.2.0/ 29 - 172.31.2.34130 r-"c\ VLAN 1: 172.31.2.8 - 255.255.255.248
VLAN 10: 172.31.0.0/ 26 g < > | URL [http://209.165.220.4 Go Stop ’ VLAN 20: 172.31.1.64 - 255.255.255.192
VLAN 30: 172.31.0.64 / 26 1441 VLAN 30: 172.31.1.0 - 255.255.255.192
Cisco Packet Tracer difamarca VLN 88: 172.31.2.24 - 256.255.255.248
Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide Open.
Quick Links:
A small page _x—-!
g——é’\ - - Copyrights
fpgid 2960§24TT Image page furklinamarca Server-PT
PC-PT Switch-But: Server3
P10 witch-Bu Aaramanga Image VLAN 88
VLAN 10 \ 172.31.2.28/29
172.31.90.4/26 ‘
CJ ot
T‘c-;r' PC15
P11 VLAN 30
VLAN 30 12.31.1.14/26
172.31.0.68/26
Oop

Los hosts de VLAN 20 en TUNJA solo acceden ala VLAN 20 de
CUNDINAMARCA y VLAN 10 de BUCARAMANGA.

TUNJA(config-subif)#access-list 152 permit ip 172.31.0.128 0.0.0.63 172.31.1.64 0.0.0.63
TUNJA(config)#access-list 152 permit ip 172.31.0.128 0.0.0.63 172.31.0.0 0.0.0.63

TUNJA(config)#int f0/0.20
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TUNJA(config-subif)#ip access-group 152 in
TUNJA(config-subif)#

PC12

ommand Prompt

Reply from 172.31.0.4: bytes=)2 time=lms TTrL=-126
Ping statistics for 172.31.0.4:

Packets: Sent = ¢, Received = 3, Lost = 1 [25% loss),
hpproxinate round trip times in mnilli-seconds:

Mininum = 1ms, Maxioum = lps, Average = los

C:\>PING 172.31.1.68

Pinging 172.31.1.68 with 32 bytes of data:

Reply from 172.31.1.68; ytes=32 tine=2ms TTL=126
Reply from 172.31.1.68 =32 tine=35ns TTL=126
Reply from 172.31.1. te 2 tine=1ms TTL=~126
Reply from 172.31.1.68;: bytes=32 tine=2ms TTL=126

Ping statistics for 172.31.1.68:

Packets: Sent = 4, Received = ¢, Lost = 0 (0% loss),
hpproxinate round trip tinmes in milli-seconds:

Mininum = 1ms, Maximum = 3Sns, Average = 10ns

C:\>PING 172.31.0.4
Pinging 172.31.0.4 with 32 bytes of data:

Reply from 172.31.0.4: bytes=32 time=19ms TTL=126
Reply from 172.31.0.4: bytes=32 time=2ms TrL=-126
Reply from 172.31.0.4: bytes=32 time=1lms TrL=126
Reply from 172.31.0.4: bytes=32 time=lms TrL=126

Ping statistics for 172.31.0.4:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
hpproxinate round trip times in mnilli-seconds:

Mininum = 1ms, Maxiounm = 19ns, Average = Sns

Los hosts de VLAN 30 de BUCARAMANGA acceden ainternet y a cualquier
equipo de VLAN 10.

BUCARAMANGA(config)#access-list 151 permit ip 172.31.0.64 0.0.0.63 209.165.220.0
0.0.0.255

BUCARAMANGA(config)#int f0/0.30

BUCARAMANGA(config-subif)#ip access-group 151 in

BUCARAMANGA (config-subif)#
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Programming  Attributes

ZSGOEMT
Cloud-PT
Switch-Lakoratorios
Internet ‘
serial 0/0: serial 0/0: A serial 0/1
VLAN 1: 172.31.2.0 /29 . 17231234130 172.312.33/30 N,L\ 17231237130
VLAN 10: 172.31.0.0/ 26 l/‘i.;_—\ i 7 g
VLAN 30: 172.31.0.64 / 26 1#41 1141 VLAN 1- 172.31.2.8/29
Bucargmanga Tunja  VLAN 20: 172.31.0.128/26
r VLAN 30: 172.31.0.192/26
AIV

l— i ' ;- 2960§24TT
il SwitchtTunja

2960f24TT et

Z‘(:‘A::;IT Switch-Bugaramanga VLAN 20 Cl
VLAN 10 172310130126 i

172.31.90.4126 D

1 =,

D PC-PT

=, pPC13

PCPT VLAN 30

PC1 172.31.0.194/26

172.31.0.68/26

Los hosts de VLAN 10 en BUCARAMANGA acceden alared de
CUNDINAMARCA (VLAN 20) y TUNJA (VLAN 20), no internet.

BUCARAMANGA(config-subif)#access-list 152 permit ip 172.31.0.0 0.0.0.63 172.31.1.64

0.0.0.63

BUCARAMANGA(config)#access-list 152 permit ip 172.31.0.0 0.0.0.63 172.31.0.128

0.0.0.63
BUCARAMANGA(config)#int f0/0.10

BUCARAMANGA(config-subif)#ip access-group 152 in

BUCARAMANGA(config-subif)#
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ommand Prompt

Packet Tracer FC Command Line 1.0
C:\>PING 172.31.1.68

Pinging 172.31.1.68 with 32 bytes of data:

Request timed out.

Reply from 172.31.1.68; bytes=32 tine=2ms TTL~125
Reply from 172.31.1.68; bytes=32 tine=dms TTL=125
Reply from 172.31.1.68; bytes=32 tine=Sms TTL=125

Ping statistics for 172.31.1.68:

Packets: Sent = 4, Received = 3, Lost = 1 [25% loss),
Ipproxinate round trip times in nilli-seconds:

Minirmum = 2ms, Maximun = Sps, Average = Jns

C:\>PING 172.31.0.130
Pinging 172.31.0.130 with 32 bytes of data:

Request timed out.

Reply from 172.31.0.130;: bytes=32 tine=lns TTL=126
Reply from 172.31.0.130;: bytes=32 tine=21ns TIL=126
Reply from 172.31.0.130; bytes=32 tine=lns TTL~126

Ping statistics for 172.31.0.130:

Packets: Sent = §, Received = 3, Lost = 1 [25% loss),
hpproxinate round trip times in nilli-seconds:

Minimum = 1ms, Maximun = 21ns, Average = Ins

C:\>PING 209.165.220.4

Pinging 209.165.220.4 with 32 bytes of data:

: Destination host unreachable.
: Destination host unreachable.

: Destination host unreachable.
: Destination host unreachable.

Reply from 172.31.0.1
Reply from 172.31.0.1
Reply from 172.31.0.1
Reply from 172.31.0.1
Ping statistics for 209.165.220.4:

Packets: Sent = §, Received = 0, Lost = ¢ [100% loss),

Ci\>|

e Los hosts de una VLAN no pueden acceder a los de otra VLAN en una

ciudad.

BUCARAMANGA(config-subif)#access-list 153 deny ip 172.31.2.0 0.0.0.7 172.31.0.0
0.0.0.63

BUCARAMANGA(config)#access-list 153 deny ip 172.31.0.64 0.0.0.63 172.31.0.0
0.0.0.63

BUCARAMANGA(config)#access-list 153 permit ip any any

BUCARAMANGA (config)#int f0/0.10

BUCARAMANGA(config-subif)#ip access-group 153 out
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TUNJA(config)#access-list 153 deny ip 172.3.2.8 0.0.0.7 172.31.0.128 0.0.0.63
TUNJA(config)#access-list 153 deny ip 172.3.0.192 0.0.0.63 172.31.0.128 0.0.0.63
TUNJA(config)#access-list 153 permit ip any any

TUNJA(config)#int f0/0.20

TUNJA(config-subif)#ip access-group 153 out

CUNDINAMARCA(config)#access-list 153 deny ip 172.31.2.8 0.0.0.7 172.31.1.64
0.0.0.63

CUNDINAMARCA(config)#access-list 153 deny ip 172.31.1.0 0.0.0.63 172.31.1.64
0.0.0.63

CUNDINAMARCA(config)#access-list 153 deny ip 172.31.2.24 0.0.0.7 172.31.1.64
0.0.0.63

CUNDINAMARCA(config)#access-list 153 permit ip any any
CUNDINAMARCA(config)#int f0/0.20

CUNDINAMARCA(config-subif)#ip access-group 153 out

PC12

ommand Prompt
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PC10

ommand Prompt

Solo los hosts de las VLAN administrativas y de la VLAN de servidores
tienen accedo a los routers e internet.

BUCARAMANGA(config-subif)#access-list 10 permit 172.31.2.0 0.0.0.7
BUCARAMANGA(config)#access-list 10 permit 172.3.2.8 0.0.0.7
BUCARAMANGA(config)#access-list 10 permit 172.31.2.8 0.0.0.7
BUCARAMANGA(config)#line vty 0 15
BUCARAMANGA(config-line)#access-class 10 in
BUCARAMANGA(config-line)#

TUNJA(config-subif)#access-list 10 permit 172.31.2.0 0.0.0.7
TUNJA(config)#access-list 10 permit 172.3.2.8 0.0.0.7
TUNJA(config)#access-list 10 permit 172.31.2.8 0.0.0.7
TUNJA(config)#line vty 0 15
TUNJA(config-line)#access-class 10 in

TUNJA(config-line)#
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CUNDINAMARCA(config-subif)#access-list 10 permit 172.31.2.0 0.0.0.7
CUNDINAMARCA(config)#access-list 10 permit 172.3.2.8 0.0.0.7
CUNDINAMARCA(config)#access-list 10 permit 172.31.2.8 0.0.0.7
CUNDINAMARCA(config)#line vty 0 15
CUNDINAMARCA(config-line)#access-class 10 in
CUNDINAMARCA(config-line)#

SWITCH1
209.165.220.0/ 255.256.255.0
209.165.220.4/24
| 209.165.220.1 ADMINY
— ADMIN1PASS
¥ Suitcht - O X
ciscol
class1
Physical ~ Config  CLI  Attributes
108 Command Line Interface
. T 0/0:
serial 00 Al M2/ =
VLAN 1: 1723120/ 29 12312 ——‘{3: o VLAN1:172.31.2.8 - 255.266.255.248
VLANA0: 172.31.0.0/26 F"ri*— switchbucaramangadenable i VLAN 20: 172.31.1.64 - 255.255.255.192
VLAN 30: 172.31.0.64/ 26 it switchbucaramangatelnet 172.31.2.1 1 1 VLAN 30: 172.31.1.0 - 255.255,266.192
Buca anga Trying 172.31.2.1 ...OpenEl Acceso no autorizado est prohibido Curditamarca VLAN 88: 172.31.2.24 - 266.266.265.248

User Access Verification

Username: adminl
Password:
% Login invalid

Switch-Curkfinamarca

e 206002477 Usernane: e
l;((:,f[;[ Switch-Bufaramanga Username: adminl 120 S\eln&rﬁssa
VAN 10 A g 31228

17231904126 [Connection to 172.31.2.1 closed by foreign host)
switchbucaramangaf
switchbucaramanga! v -~
PC-PT
-ﬁT’ Ctrk+F6 to exit CLI focus Copy Paste PC15
P(§1 1 VLAN 30
11231104126

VLAN 0
17231068126 (o
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SWITCH2

y
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209.165.220.0 / 265.255.255.0
209.165.220 4124
209.165.220.1
PN :
® Switch2 - o X
Physical  Config  CLI  Attributes
10S Command Line Interface o
sefial 010: 7 i Al 23
VLAN 1:172.31.20/29 172.31.23

VLAN 10: 172.31.0.0/ 26
VLAN 30: 172.31.0.64 / 26

i
Bucargmanga

= 29608241T
PCPT Switch-Bugaramanga
PCAO
VLAN 10
172.31.90.4126

r 7
PCPT
PC

VLAN 30

172.31.068126

swithccundinamarca>telnet 172.31.2.9

User Access Verification

Username: adminl
Password:
% Login invalid

Username:
Username: adminl
Password:

[Connection to 172.31.2.9 closed by foreign host]
swithccundinamarca>

swithccundinamarca>enable

swithccundinamarca#!

Trying 172.31.2.9 ...OpenEl Acceso no autorizado est prohibido

Ctrl+F6 to exit CLI focus Copy

O7op

Paste

1
Cundigmarca  LAN 88: 172.31.2.24 - 255.255.256.248

_—
PCPT
PC15

172311,
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ADMIN1
ADMIN1PASS

ciscol
class1

VLAN 1: 172.31.2.8 - 265.255.256 248
VLAN 20: 172.31.1.64 - 255.255.255.192
VLAN 30: 172.31.1.0 - 255.255.265.192

Server-PT

ServerB8
VLAN 88

172.31.2.28029

VLAN 30

14126
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CONCLUSIONES

En base a los conocimientos adquiridos durante el desarrollo del diplomando y del
periodo del curso CCNAl y CCNA2 se fueron manejando destrezas y/o
competencia para poder abordar el desarrollo de esta practica de habilidades
finales.

Este tipo de ejercicios nos enfrentan a una serie de problemas que para nosotros
como estudiantes que aun no tenemos tanta habilidad para detectar donde esta el
verdadero error nos, puede desanimar ante la impotencia de no encontrar la manera
correcta de sobrepasar el impase, una vez logramos superar esos errores se siente
una sensacion de victoria por no haberse rendido ante la adversidad.

La ayuda por parte de los médulos, simulaciones y tutores son de vital importancia
para poder hacer bases para abarcar estas situaciones dentro de la administracion
de las redes, la motivacién por parte de los tutores nos lleva a intentar miles de
veces en caso de ser necesario hasta aprobar.

OSPF es un protocolo de enrutamiento sin clase que utiliza el concepto de

areas para realizar la escalabilidad OSPF (Abrir el camino mas corto en espafol) es
la traduccion de sus siglas, que utiliza el algoritmo Dijkstra para poder encontrar el
camino mas corto entre dos punto o nodos.

NAT (Network Address Translation) también llamado enmascaramiento de IP,
tiene muchos usos, pero el principal es conservar las direcciones IPv4

publicas. NAT consiste en utilizar una conexion de pasarela a Internet, que tenga
al menos una interfaz de red conectada a la red interna y al menos una interfaz de
red conectada a Internet, para lograr conectar todos los equipos a una red.

El principio de NAT estatica consiste en vincular una direccion IP publica con una
direccion IP interna privada en la red.
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