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RESUMEN

En el actual trabajo se solucionan problemas referentes a redes y se desarrollan
en base a la prueba de habilidades de CISCO en el diplomado de profundizacion
correspondiente como opcion de grado.

Se hace uso de la herramienta Packet Tracer y se solucionan los escenarios
estipulados con la respectiva topologia de red suministrada. Una vez
solucionado el problema propuesto en el simulador de red, se procede a su
respectiva documentacion.

Palabras clave: CISCO, Redes, Simulador, Informatica, Telecomunicaciones.

ABSTRACT

In the current work, problems related to networks are solved and developed
based on the CISCO skills test in the corresponding deepening diploma as a
degree option.

The Packet Tracer tool is used and the stipulated scenarios with the respective
network topology provided are solved. Once the problem proposed in the
network simulator is solved, its respective documentation is carried out.

Keywords: CISCO, Networks, Simulator, Computer science,
Telecommunications.




INTRODUCCION

En la realizacion de la presente evaluacion denominada como “Prueba de
Habilidades practicas”, se proponen dos (2) escenarios como solucion a las
diversas pruebas y habilidades adquiridas a lo largo del curso de Diplomado de
profundizacion CCNA CISCO, en torno a todo lo que tiene que ver con el
modelamiento de fundamentos de Networking, modelo OSI y direccionamiento
IP, configuracion de sistemas de red soportados en VLANS y enrutamiento en
soluciones de red.

Abarcando los temas indicados, previstos con anterioridad, bajo la sustentacion
de préacticas de laboratorio asociados en eventos virtuales y en entornos de
simulacion en la mayoria a la herramienta relacionada como Packet Tracer,
apoyadas en la creacion, disefio y configuracion de topologias adscritas a
dispositivos de comunicacion, con el fin de orientar hacia el buen sentido de
apropiacion de conocimientos practicos para asi poder influenciarlos dentro del
campo y entorno tanto personal como profesional, en lo que referencia al
modelamiento de redes de telecomunicaciones.




OBJETIVOS

OBJETIVO GENERAL

Se deben analizar las competencias y facultades que se aprendieron a lo largo
del proceso y se ponen a prueba las mismas en la solucion de los problemas
planteados, enfocandonos en desarrollar lo aprendido.

OBJETIVOS ESPECIFICOS

- Desarrollar los escenarios planteados usando las herramientas
propuestas.

- Desarrollar de forma detallada los pasos estipulados en las etapas de
aprendizaje

- Documentar los procesos de verificar la conexion a la red propuesta
usando los comandos de packet tracer.




DESARROLLO DE LA ACTIVIDAD

Escenario 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota, Medellin
y Cali en donde el estudiante sera el administrador de la red, el cual deber&
configurar e interconectar entre si cada uno de los dispositivos que forman parte
del escenario, acorde con los lineamientos establecidos para el direccionamiento
IP, protocolos de enrutamiento y demas aspectos que forman parte de la
topologia de red.

Topologia de red

Los requerimientos solicitados son los siguientes:

Parte 1: Para el direccionamiento IP debe definirse una direccién de acuerdo con
el nimero de hosts requeridos.

Parte 2: Considerar la asignacion de los pardmetros basicos y la deteccién de
vecinos directamente conectados.

Parte 3: La red y subred establecidas deberan tener una interconexion total,
todos los hosts deberan ser visibles y poder comunicarse entre ellos sin
restricciones.

Parte 4: Implementar la seguridad en la red, se debe restringir el acceso y
comunicacién entre hosts de acuerdo con los requerimientos del administrador
de red.

Parte 5: Comprobacion total de los dispositivos y su funcionamiento en la red.
Parte 6: Configuracion final.
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Desarrollo

Como trabajo inicial se debe realizar lo siguiente.

e Realizar las rutinas de diagnoéstico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de

seguridad, etc).

e Procederemos a configurar cada uno de los parametros basicos de Iso
routres y de los swiches, entre estos, las contrasefias, los nombres, el

mensaje, etc.

Router(config)#hostname bogota
bogota(config)#no ip domain-lookup




bogota(config)#service password-encryption

bogota(config)#banner motd $EI Acceso no autorizado est prohibido$
bogota(config)#enable secret class123

bogota(config)#line console O

bogota(config-line)#password ciscol123

bogota(config-line)#login

bogota(config-line)#line vty 0 15

bogota(config-line)#password ciscol23

bogota(config-line)#login

Router(config)#hostname medellin
medellin(config)#no ip domain-lookup
medellin(config)#service password-encryption
medellin(config)#banner motd $EI Acceso no autorizado est prohibido$
medellin(config)#enable secret class123
medellin(config)#line console 0
medellin(config-line)#password cisco123
medellin(config-line)#login
medellin(config-line)#line vty 0 15
medellin(config-line)#password cisco123
medellin(config-line)#login

Router(config)#hostname cali
cali(config)#no ip domain-lookup
cali(config)#service password-encryption
cali(config)#banner motd $EI Acceso no autorizado est prohibido$
cali(config)#enable secret class123
cali(config)#line console 0
cali(config-line)#password cisco123
cali(config-line)#login
cali(config-line)#line vty 0 15
cali(config-line)#password cisco123
cali(config-line)#login

e hacemos este mismo proceso pero en este caso con los switches.

Switch(config)#hostname switchbogota

switchbogota(config)#no ip domain-lookup

switchbogota(config)#service password-encryption
switchbogota(config)#banner motd $EI Acceso no autorizado est prohibido$
switchbogota(config)#enable secret class123

switchbogota(config)#line console O

switchbogota(config-line)#password cisco123
switchbogota(config-line)#login

switchbogota(config-line)#line vty 0 15

switchbogota(config-line)#password cisco123




switchbogota(config-line)#login

switchmedellin(config)#hostname switchmedellin
switchmedellin(config)#no ip domain-lookup
switchmedellin(config)#service password-encryption
switchmedellin(config)#banner motd $EI Acceso no autorizado est prohibido$
switchmedellin(config)#enable secret class123
switchmedellin(config)#line console O
switchmedellin(config-line)#password ciscol123
switchmedellin(config-line)#login
switchmedellin(config-line)#line vty 0 15
switchmedellin(config-line)#password cisco123
switchmedellin(config-line)#login

Switch(config)#hostname switchcali
switchcali(config)#no ip domain-lookup
switchcali(config)#service password-encryption
switchcali(config)#banner motd $EI Acceso no autorizado est prohibido$
switchcali(config)#enable secret class123
switchcali(config)#line console 0
switchcali(config-line)#password ciscol123
switchcali(config-line)#login
switchcali(config-line)#line vty 0 15
switchcali(config-line)#password cisco123
switchcali(config-line)#login
switchcali(config-line)#




e Realizar la conexion fisica de los equipos con base en la topologia

de red
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Configurar la topologia de red, de acuerdo

especificaciones.

Parte 1: Asignacion de direcciones IP
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con las siguientes

a. Se debe dividir (subnetear) la red creando una segmentacion en ocho partes,

para permitir creciemiento futuro de la red corporativa.




b. Asignar una direccion IP a la red.

Bogota-LAN 192.168.1.0/27
Medellin-LAN 192.168.1.32/27
Cali-LAN 192.168.1.64/27

Bogota-Medellin ~ 192.168.1.96/27

Bogota-Cali 192.168.1.128/27

Disponible 192.168.1.160/27
Disponible 192.168.1.192/27
Disponible 192.168.1.224/27

Parte 2: Configuracion Basica.

a. Completar la siguiente tabla con la configuracién basica de los routers,
teniendo en cuenta las subredes disefadas.

Nombre de Host MEDELLIN BOGOTA CALI
Direccion de Ip en interfaz  192.168.1.99 192.168.1.98 192.168.1.231
Serial 0/0
Direccién de Ip en interfaz 192.168.1.130
Serial 0/1
Direccion de Ip en interfaz  192.168.1.33 192.168.1.1 @ 192.168.1.65
FA 0/0
Protocolo de enrutamiento Eigrp Eigrp Eigrp
Sistema Autbnomo 200 200 200
Afirmaciones de red 192.168.1.0 192.168.1.0 192.168.1.0

Configuracién Interfaces Router Bogota.

bogota(config)#int s0/0/0

bogota(config-if)#ip address 192.168.1.98 255.255.255.224
bogota(config-if)#¥no shutdown

bogota(config-if)#int s0/0/1

bogota(config-if)#ip address 192.168.1.130 255.255.255.224
bogota(config-if)y#no shutdown

bogota(config-if)#

bogota(config-if)#int f0/0




bogota(config-if)#ip address 192.168.1.1 255.255.255.224
bogota(config-if)y#no shutdown

bogota(config-if)#router eigrp 200
bogota(config-router)#no auto-summary
bogota(config-router)#network 192.168.1.0
bogota(config-router)#end

bogota#
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Configuracién Interfaces Router Medellin.
medellin(config)#int s0/0/0
medellin(config-if)#ip address 192.168.1.99 255.255.255.224
medellin(config-if)#no shutdown
medellin(config-if)#int f0/0
medellin(config-if)#ip address 192.168.1.33 255.255.255.224
medellin(config-if)#no shutdown
medellin(config-if)#
medellin(config-if)#router eigrp 200
medellin(config-router)#no auto-summary
medellin(config-router)#network 192.168.1.0
medellin(config-router)#end
medellin#
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Configuracién Interfaces Router Cali.

cali(config)#int s0/0/0
cali(config-if)#ip address 192.168.1.231 255.255.255.224
cali(config-if)#no shutdown

cali(config-if)#int f0/0

cali(config-if)#ip address 192.168.1.65 255.255.255.224
cali(config-if)#no shutdown

cali(config-if)#router eigrp 200

cali(config-router)#no auto-summary
cali(config-router)#network 192.168.1.0
cali(config-router)#end

cali#

cali#

255255255244
192 166 1 35727 interlace ta 070
192 166 1.33 192 168.1.33

P55 P65 65 224

b. Después de cargada la configuracion en los dispositivos, verificar la
tabla de enrutamiento en cada uno de los routers para comprobar las redes
y Sus rutas.

bogota#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

I -1S-1S, L1 - I1S-IS level-1, L2 - IS-IS level-2, ia - I1S-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set
192.168.1.0/27 is subnetted, 5 subnets

C 192.168.1.0 is directly connected, FastEthernet0/0
D 192.168.1.32 [90/2172416] via 192.168.1.99, 00:04:34, Serial0/0/0




D 192.168.1.64 [90/2172416] via 192.168.1.231, 00:03:31, Serial0/0/1
C 192.168.1.96 is directly connected, Serial0/0/0
C 192.168.1.128 is directly connected, Serial0/0/1

medellin#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/27 is subnetted, 5 subnets

D 192.168.1.0 [90/2172416] via 192.168.1.98, 00:04:41, Serial0/0/0

C 192.168.1.32 is directly connected, FastEthernet0/0

D 192.168.1.64 [90/2684416] via 192.168.1.98, 00:03:38, Serial0/0/0
C 192.168.1.96 is directly connected, Serial0/0/0

D 192.168.1.128 [90/2681856] via 192.168.1.98, 00:03:44, Serial0/0/0

cali#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/27 is subnetted, 5 subnets

D 192.168.1.0 [90/2172416] via 192.168.1.130, 00:03:47, Serial0/0/0
D 192.168.1.32 [90/2684416] via 192.168.1.130, 00:03:47, Serial0/0/0
C 192.168.1.64 is directly connected, FastEthernet0/0

D 192.168.1.96 [90/2681856] via 192.168.1.130, 00:03:47, Serial0/0/0
C 192.168.1.128 is directly connected, Serial0/0/0

c. Verificar el balanceo de carga que presentan los routers.

bogota#show ip eigrp topology
IP-EIGRP Topology Table for AS 200/ID(192.168.1.130)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,




r - Reply status

P 192.168.1.0/27, 1 successors, FD is 28160

via Connected, FastEthernet0/0

P 192.168.1.32/27, 1 successors, FD is 2172416
via 192.168.1.99 (2172416/28160), Serial0/0/0

P 192.168.1.64/27, 1 successors, FD is 2172416
via 192.168.1.231 (2172416/28160), Serial0/0/1

P 192.168.1.96/27, 1 successors, FD is 2169856
via Connected, Serial0/0/0

P 192.168.1.128/27, 1 successors, FD is 2169856
via Connected, Serial0/0/1

medellin#show ip eigrp topology
IP-EIGRP Topology Table for AS 200/1D(192.168.1.99)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 192.168.1.0/27, 1 successors, FD is 2172416
via 192.168.1.98 (2172416/28160), Serial0/0/0

P 192.168.1.32/27, 1 successors, FD is 28160
via Connected, FastEthernet0/0

P 192.168.1.64/27, 1 successors, FD is 2684416
via 192.168.1.98 (2684416/2172416), Serial0/0/0
P 192.168.1.96/27, 1 successors, FD is 2169856
via Connected, Serial0/0/0

P 192.168.1.128/27, 1 successors, FD is 2681856
via 192.168.1.98 (2681856/2169856), Serial0/0/0

cali#show ip eigrp topology
IP-EIGRP Topology Table for AS 200/ID(192.168.1.231)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 192.168.1.0/27, 1 successors, FD is 2172416
via 192.168.1.130 (2172416/28160), Serial0/0/0

P 192.168.1.32/27, 1 successors, FD is 2684416
via 192.168.1.130 (2684416/2172416), Serial0/0/0
P 192.168.1.64/27, 1 successors, FD is 28160

via Connected, FastEthernet0/0

P 192.168.1.96/27, 1 successors, FD is 2681856
via 192.168.1.130 (2681856/2169856), Serial0/0/0
P 192.168.1.128/27, 1 successors, FD is 2169856
via Connected, Serial0/0/0




d. Realizar un diagnoéstico de vecinos uando el comando cdp.

bogota#show cdp neighbor

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, | - IGMP, r - Repeater, P - Phone

Device ID Local Intrfce Holdtme Capability Platform Port ID
switchbogota

Fas 0/0 176 S 2960 Fas 0/1

medellin Ser 0/0/0 145 R C1841 Ser 0/0/0

cali Ser 0/0/1 148 R C1841 Ser 0/0/0

medellin#¥show cdp neighbor

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, | - IGMP, r - Repeater, P - Phone

Device ID Local Intrfce Holdtme Capability Platform Port ID
switchmedellin

Fas 0/0 231 S 2960 Fas 0/1

bogota Ser 0/0/0 136 R C1841 Ser 0/0/0

cali#show cdp neighbor

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, | - IGMP, r - Repeater, P - Phone

Device ID Local Intrfce Holdtme Capability Platform Port ID

switchcali Fas 0/0 126 S 2960 Fas 0/1

bogota Ser 0/0/0 126 R C1841 Ser 0/0/1

e. Realizar una prueba de conectividad en cada tramo de la ruta usando
Ping.

® = [E |23
Physical ~ Config  CLI  Attributes
—

|05 Command Line Interface

medellingping 192.168.1.98

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.165.1.98, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/5/8 ms
medellin#ping 192.168.1.131

Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos to 192.166.1.131, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 7/9/11 ms

medelling v

Ctrl+F6 to exit CLI focus Copy Paste

[ Top




Parte 3. Configuracion de Enrutamiento.

a. Asignar el protocolo de enrutamiento EIGRP a los routers considerando el
direccionamiento disefiado.

Este paso ya estaba hecho antes, se realiz6 junto con la configuracion de las
interface de los routers, de todas maneras lo indico nuevamente:

Configuracién Interfaces Router Bogota.

bogota(config-if)#

bogota(config-if)#router eigrp 200
bogota(config-router)#no auto-summary
bogota(config-router)#network 192.168.1.0
bogota(config-router)#end

bogota#

Configuracién Interfaces Router Medellin.

medellin(config-if)#
medellin(config-if)#router eigrp 200
medellin(config-router)#no auto-summary
medellin(config-router)#network 192.168.1.0
medellin(config-router)#end

medellin#

Configuracién Interfaces Router Cali.

cali(config-if)#router eigrp 200
cali(config-router)#no auto-summary
cali(config-router)#network 192.168.1.0
cali(config-router)#end

cali#

cali#

Vemos claramente que se generan todas las adyacencias entre lo routers
vecinos

b. Verificar si existe vecindad con los routers configurados con EIGRP.

SHOW IP EIGRP NEIGHBORS

bogota#show ip eigrp neighbor
IP-EIGRP neighbors for process 200




H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.99 Se0/0/0 13 00:04:34 40 1000 0 7
1192.168.1.231 Se0/0/1 12 00:03:31 40 1000 0 7

medellin#show ip eigrp neighbor

IP-EIGRP neighbors for process 200

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.98 Se0/0/0 11 00:04:40 40 1000 0 7

cali#show ip eigrp neighbor

IP-EIGRP neighbors for process 200

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.130 Se0/0/0 12 00:03:47 40 1000 0 8

-l

bogota#show ip eigrp topology
IP-EIGRP Topology Table for AS 200/ID(192.168.1.130)




Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 192.168.1.0/27, 1 successors, FD is 28160

via Connected, FastEthernet0/0

P 192.168.1.32/27, 1 successors, FD is 2172416
via 192.168.1.99 (2172416/28160), Serial0/0/0

P 192.168.1.64/27, 1 successors, FD is 2172416
via 192.168.1.231 (2172416/28160), Serial0/0/1

P 192.168.1.96/27, 1 successors, FD is 2169856
via Connected, Serial0/0/0

P 192.168.1.128/27, 1 successors, FD is 2169856
via Connected, Serial0/0/1

medellin#show ip eigrp topology
IP-EIGRP Topology Table for AS 200/1D(192.168.1.99)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 192.168.1.0/27, 1 successors, FD is 2172416
via 192.168.1.98 (2172416/28160), Serial0/0/0

P 192.168.1.32/27, 1 successors, FD is 28160
via Connected, FastEthernet0/0

P 192.168.1.64/27, 1 successors, FD is 2684416
via 192.168.1.98 (2684416/2172416), Serial0/0/0
P 192.168.1.96/27, 1 successors, FD is 2169856
via Connected, Serial0/0/0

P 192.168.1.128/27, 1 successors, FD is 2681856
via 192.168.1.98 (2681856/2169856), Serial0/0/0

cali#show ip eigrp topology
IP-EIGRP Topology Table for AS 200/ID(192.168.1.231)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 192.168.1.0/27, 1 successors, FD is 2172416
via 192.168.1.130 (2172416/28160), Serial0/0/0

P 192.168.1.32/27, 1 successors, FD is 2684416
via 192.168.1.130 (2684416/2172416), Serial0/0/0
P 192.168.1.64/27, 1 successors, FD is 28160

via Connected, FastEthernet0/0

P 192.168.1.96/27, 1 successors, FD is 2681856
via 192.168.1.130 (2681856/2169856), Serial0/0/0
P 192.168.1.128/27, 1 successors, FD is 2169856




via Connected, Serial0/0/0

c. Realizar la comprobacion de las tablas de enrutamiento en cada uno de
los routers para verificar cada una de las rutas establecidas.

SHOW IP ROUTE

bogota#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/27 is subnetted, 5 subnets

C 192.168.1.0 is directly connected, FastEthernet0/0

D 192.168.1.32 [90/2172416] via 192.168.1.99, 00:04:34, Serial0/0/0
D 192.168.1.64 [90/2172416] via 192.168.1.231, 00:03:31, Serial0/0/1
C 192.168.1.96 is directly connected, Serial0/0/0

C 192.168.1.128 is directly connected, Serial0/0/1

medellin#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i -1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR




P - periodic downloaded static route
Gateway of last resort is not set

192.168.1.0/27 is subnetted, 5 subnets

D 192.168.1.0 [90/2172416] via 192.168.1.98, 00:04:41, Serial0/0/0

C 192.168.1.32 is directly connected, FastEthernet0/0

D 192.168.1.64 [90/2684416] via 192.168.1.98, 00:03:38, Serial0/0/0
C 192.168.1.96 is directly connected, Serial0/0/0

D 192.168.1.128 [90/2681856] via 192.168.1.98, 00:03:44, Serial0/0/0

cali#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/27 is subnetted, 5 subnets

D 192.168.1.0 [90/2172416] via 192.168.1.130, 00:03:47, Serial0/0/0
D 192.168.1.32 [90/2684416] via 192.168.1.130, 00:03:47, Serial0/0/0
C 192.168.1.64 is directly connected, FastEthernet0/0

D 192.168.1.96 [90/2681856] via 192.168.1.130, 00:03:47, Serial0/0/0
C 192.168.1.128 is directly connected, Serial0/0/0

d. Realizar un diagnéstico para comprobar que cada uno de los puntos de
la red se puedan ver y tengan conectividad entre si. Realizar esta prueba
desde un host de lared LAN del router CALI, primero a lared de MEDELLIN
y luego al servidor.
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Parte 4. Configuracion de las listas de Control de Acceso.

En este momento cualquier usuario de la red tiene acceso a todos sus
dispositivos y estaciones de trabajo. El jefe de redes le solicita implementar
seguridad en la red. Para esta labor se decide configurar listas de control de
acceso (ACL) a los routers.

Las condiciones para crear las ACL son las siguientes:

- Cadarouter debe estar habilitado para establecer conexiones
Telnet con los demas routers y tener acceso a cualquier dispositivo
en lared.

a. El equipo WS1 y el servidor se encuentran en la subred de
administracion. Solo el servidor de la subred de administracion debe tener
acceso a cualquier otro dispositivo en cualquier parte de la red.

Debenos crear la ACL en el cual debenos indicar que solo el servidor debe
tener acceso a cualquier otro dispositivos, este se crea de la siguiente manera:

bogota(config)#access-list 121 permit ip host 192.168.1.30 any
bogota(config)#int f0/0

bogota(config-if)#ip access-group 121 in

bogota(config-if)#

Procedemos a verificar la misma.

'ner-oé
it b

4
I

Vemos que desde el servidor si podemos tener acceso a los diferentes
dispositivos dispositivos.




Pregramming  fdirbutes

Vemos que si hacemos ping desde otro dispositivos diferente hacia los mismos
puntos no tenemos acceso por las nuevas restricciones creadas.

b. Las estaciones de trabajo en las LAN de MEDELLIN y CALI no deben
tener acceso a ningun dispositivo fuera de su subred, excepto para
interconectar con el servidor.

medellin(config)#access-list 121 permit ip 192.168.1.32 0.0.0.31 host
192.168.1.30

medellin(config)#int f0/0

medellin(config-if)#ip access-group 121 in

cali(config)#access-list 121 permit ip 192.168.1.64 0.0.0.31 host 192.168.1.30
cali(config)#int f0/0
cali(config-if)#ip access-group 121 in
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Vemos que nos tenemos ya comunicacion entre las vlan con las nuevas ACL
creadas.




Parte 5: Comprobacion de lared instalada.

a. Se debe probar que la configuracién de las listas de acceso fue exitosa.

b. Comprobar y Completar la siguiente tabla de condiciones de prueba para

confirmar el 6ptimo funcionamiento de la red e.

Router MEDELLIN Router CALI Exito
WS 1 Router BOGOTA Falla
Servidor Router CALI Exito
Servidor Router MEDELLIN Exito
LAN del Router
MEDELLIN Router CALI Falla
LAN del Router CALI Router CALI Falla
LAN del Router
MEDELLIN Router MEDELLIN Falla
LAN del Router CALI Router MEDELLIN Falla
LAN del Router CALI WS 1 Falla
LAN del Router
MEDELLIN WS 1 Falla
LAN del Router
MEDELLIN LAN del Router CALI Falla
LAN del Router CALI Servidor Exito
LAN del Router . _
MEDELLIN Servidor Exito
. LAN del Router 2 .
Servidor MEDELLIN Exito
Servidor LAN del Router CALI Exito
LAN del Router
Router CALI MEDELLIN Falla
Router MEDELLIN LAN del Router CALI Falla
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User Access

Password:
Password:
Password:

MEDELLIN#
MEDELLIN#

User Access

Password:
Password:
CALI>
caLI>

Verification

MEDELLIN#telnet 192.168.1.131
Trying 152.168.1.131
PRCHIBIDO INGRESO NC AUTORIZADO !!

...Open

Verification

[Connection to 192.168.1.131 closed by foreign host]
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cali#ping 192.168.1.34

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 1%2.168.1.34, timeout is 2 seconds:

Success rate is 0 percent (0/5)

calis v

Ctrl+F6 to exit CLI focus Copy Paste

O Tp

medellin#ping 192.168.1.66

Type escape seqguence to abort.
Sending 5, 100-byte ICMP Echos to 1%2.168.1.66, timeout is 2 seconds:

Success rate is 0 percent (0/5)

medelling v

Ctrl+F6 to exit CLI focus Copy Paste

(] Top

Cada uno de los resultados queda plasmado en el cuadro que se nos
suministro para este fin.




ESCENARIO 2

Una empresa tiene la conexién a internet en unared Ethernet, lo cual
deben adaptarlo para facilitar que sus routers y las redes que incluyen

puedan, por esa via, conectarse a internet, pero empleando las
direcciones de lared LAN original.
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Desarrollo

Los siguientes son los requerimientos necesarios:

1. Todos los routers deberan tener los siguiente:
e Configuracion basica.

- Procedo en esta parte a realizar la configuraciébn de cada uno de los
routers que hacen parte de nuestra red, nombres, contrasefias, mensajes,
direcciones IP segun tablas de direccionamiento, etc.

Router(config)#hostname bucaramanga
bucaramanga(config)#no ip domain-lookup
bucaramanga(config)#banner motd $EI Acceso no autorizado est prohibido$
bucaramanga(config)#enable secret class123
bucaramanga(config)#line console 0
bucaramanga(config-line)#password ciscol23
bucaramanga(config-line)#login
bucaramanga(config-line)#line vty 0 15
bucaramanga(config-line)#password cisco123
bucaramanga(config-line)#login
bucaramanga(config)#int f0/0.1




bucaramanga(config-subif)#encapsulation dotlqg 1
bucaramanga(config-subif)#ip address 172.31.2.1 255.255.255.248
bucaramanga(config-subif)#int f0/0.10
bucaramanga(config-subif)#encapsulation dotlq 10
bucaramanga(config-subif)#ip address 172.31.0.1 255.255.255.192
bucaramanga(config-subif)#int f0/0.30
bucaramanga(config-subif)#encapsulation dotlq 30
bucaramanga(config-subif)#ip address 172.31.0.65 255.255.255.192
bucaramanga(config-subif)#int f0/0

bucaramanga(config-if)#no shutdown

bucaramanga(config-if)#int s0/0/0

bucaramanga(config-if)#ip address 172.31.2.34 255.255.255.252
bucaramanga(config-if)#no shutdown
bucaramanga(config-if)#router ospf 1
bucaramanga(config-router)#network 172.31.0.0 0.0.0.63 area 0
bucaramanga(config-router)#network 172.31.0.64 0.0.0.63 area 0
bucaramanga(config-router)#network 172.31.2.0 0.0.0.7 area O
bucaramanga(config-router)#network 172.31.2.32 0.0.0.3 area O
bucaramanga(config-router)#end

bucaramanga#

Router(config)#hostname tunja

tunja(config)#no ip domain-lookup

tunja(config)#banner motd $EI Acceso no autorizado est prohibido$
tunja(config)#enable secret class123

tunja(config)#line console 0

tunja(config-line)#password ciscol123

tunja(config-line)#login

tunja(config-line)#line vty 0 15

tunja(config-line)#password ciscol123

tunja(config-line)#login

tunja(config)#int f0/0.1

tunja(config-subif)y#encapsulation dotlq 1
tunja(config-subif)#ip address 172.3.2.9 255.255.255.248
tunja(config-subif)#int f0/0.20
tunja(config-subif)#encapsulation dotlq 20
tunja(config-subif)#ip address 172.31.0.129 255.255.255.192
tunja(config-subif)#int f0/0.30
tunja(config-subif)#encapsulation dotlq 30
tunja(config-subif)#ip address 172.31.0.193 255.255.255.192
tunja(config-subif)#int f0/0

tunja(config-if)j#no shutdown

tunja(config-if)#int s0/0/0

tunja(config-if)#ip address 172.31.2.33 255.255.255.252
tunja(config-if)#no shutdown

tunja(config-if)#int s0/0/1

tunja(config-if)#ip address 172.31.2.37 255.255.255.252




tunja(config-if)j#no shutdown

tunja(config-if)#int f0/1

tunja(config-if)#ip address 209.165.220.1 255.255.255.0
tunja(config-if)#no shutdown

tunja(config-if)#router ospf 1

tunja(config-router)#network 172.3.2.8 0.0.0.7 area 0
tunja(config-router)#network 172.31.0.128 0.0.0.63 area 0
tunja(config-router)#network 172.31.0.192 0.0.0.63 area 0
tunja(config-router)#network 172.31.2.32 0.0.0.3 area 0
tunja(config-router)#network 172.31.2.36 0.0.0.3 area 0
tunja(config-router)#end

tunja#

Router(config)#hostname cundinamarca

cundinamarca(config)#no ip domain-lookup
cundinamarca(config)#banner motd $EI Acceso no autorizado est prohibido$
cundinamarca(config)#enable secret class123
cundinamarca(config)#line console 0
cundinamarca(config-line)#password ciscol123
cundinamarca(config-line)#login

cundinamarca(config-line)#line vty 0 15
cundinamarca(config-line)#password ciscol123
cundinamarca(config-line)#login

cundinamarca(config)#int f0/0.1
cundinamarca(config-subif)#encapsulation dotlq 1
cundinamarca(config-subif)#ip address 172.31.2.9 255.255.255.248
cundinamarca(config-subif)#int f0/0.20
cundinamarca(config-subif)#encapsulation dotlq 20
cundinamarca(config-subif)#ip address 172.31.1.65 255.255.255.192
cundinamarca(config-subif)#int f0/0.30
cundinamarca(config-subif)#encapsulation dotlq 30
cundinamarca(config-subif)#ip address 172.31.1.1 255.255.255.192
cundinamarca(config-subif)#int f0/0.88
cundinamarca(config-subif)#encapsulation dotlq 88
cundinamarca(config-subif)#ip address 172.31.2.25 255.255.255.248
cundinamarca(config-subif)#int f0/0

cundinamarca(config-if)#no shutdown

cundinamarca(config-if)#

cundinamarca(config-if)#int s0/0/0

cundinamarca(config-if)#ip address 172.31.2.38 255.255.255.252
cundinamarca(config-if)#¥no shutdown
cundinamarca(config-if)#router ospf 1
cundinamarca(config-router)#network 172.31.1.0 0.0.0.63 area O
cundinamarca(config-router)#network 172.31.1.64 0.0.0.63 area 0
cundinamarca(config-router)#network 172.31.2.8 0.0.0.7 area 0
cundinamarca(config-router)#network 172.31.2.24 0.0.0.7 area 0
cundinamarca(config-router)#network 172.31.2.36 0.0.0.3 area O




cundinamarca(config-router)#end
cundinamarca#

- Procedo en esta parte a realizar la configuracion de cada uno de los
SWITCHES que hacen parte de nuestra red, nombres, contrasefias,

mensajes, direcciones IP segun tablas de direccionamiento, etc.

Switch(config)#hostname switchbucaramanga
switchbucaramanga(config)#vlan 1
switchbucaramanga(config-vlan)#vlan 10
switchbucaramanga(config-vlan)#vlan 30
switchbucaramanga(config-vian)#int f0/10
switchbucaramanga(config-if)#switchport mode access
switchbucaramanga(config-if)#switchport access vian 10
switchbucaramanga(config-if)#int f0/14
switchbucaramanga(config-if)#switchport mode access
switchbucaramanga(config-if)#switchport access vian 30
switchbucaramanga(config-if)#int fO/1
switchbucaramanga(config-if)#switchport mode trunk
switchbucaramanga(config-if)#int vlan 1

- configuramos ahora las direcciones IP

switchbucaramanga(config-if)#ip address 172.31.2.3 255.255.255.248
switchbucaramanga(config-if)#no shutdown
switchbucaramanga(config-if)#ip default-gateway 172.31.2.1
switchbucaramanga(config)#

Switch(config)#hostname swtichtunja
swtichtunja(config)#vlan 1
swtichtunja(config-vlan)#vlan 20
swtichtunja(config-vlan)#vlan 30
swtichtunja(config-vlan)#int f0/10
swtichtunja(config-if)y#switchport mode access
swtichtunja(config-if)#switchport access vlan 20
swtichtunja(config-if)#int f0/14
swtichtunja(config-if)#switchport mode access
swtichtunja(config-if)#switchport access vian 30
swtichtunja(config-if)#int f0/1
swtichtunja(config-if)#switchport mode trunk
swtichtunja(config-if)#

- configuramos ahora las direcciones IP




swtichtunja(config-if)#int vlan 1

swtichtunja(config-if)#ip address 172.3.2.11 255.255.255.248
swtichtunja(config-if)#no shutdown

swtichtunja(config-if)#

swtichtunja(config-if)#ip default-gateway 172.3.2.9
swtichtunja(config)#

swtichtunja(config)#

Switch(config)#hostname swithccundinamarca
swithccundinamarca(config)#vlan 1
swithccundinamarca(config-vlan)#vlan 20
swithccundinamarca(config-vlan)#vlan 30
swithccundinamarca(config-vlan)#vlan 88
swithccundinamarca(config-vlan)#exit
swithccundinamarca(config)#int f0/10
swithccundinamarca(config-if)#switchport mode access
swithccundinamarca(config-if)#switchport access vlan 20
swithccundinamarca(config-if)#int f0/14
swithccundinamarca(config-if)#switchport mode access
swithccundinamarca(config-if)#switchport access vlan 30
swithccundinamarca(config-if)#int f0/20
swithccundinamarca(config-if)#switchport mode access
swithccundinamarca(config-if)#switchport access vlan 88
swithccundinamarca(config-if)#int f0/1
swithccundinamarca(config-if)#switchport mode trunk
swithccundinamarca(config-if)#

- configuramos ahora las direcciones IP

swithccundinamarca(config-if)#int vlan 1
swithccundinamarca(config-if)#ip address 172.31.2.11 255.255.255.248
swithccundinamarca(config-if)y#no shutdown
swithccundinamarca(config-if)#

swithccundinamarca(config-if)#ip default-gateway 172.31.2.9
swithccundinamarca(config)#

- procedemos a verificar la configuracion del protocol de enrutamiento
OSPF.
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bucaramanga#show ip route ~
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF N5S5A external type 1, N2 - O5PF NS5A external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - Is-IsS, L1 - I5-I5 level-1l, L2 - IS-IS level-2, ia - I5-I5 inter area 5
| 0/0- 172.312.34 - 256 255 255 252 * - candidate default, U - per-user static route, o - ODR .
serial - - - » " i e
P - periodic downloaded static route
VLAN 1: 172.31.2.0 - 255.265 265 248 —— h) g
VLAN 10: 172.31.0.0 - 255.265.255.192 Gateway of last resort is not set 5
VLAN 30: 172.31.0.64 - 255 265 265192 141
tert 172.3.0.0/29 is subnetted, 1 subnets
Bucaramanga =] 172.3.2.8 [110/65] via 172.31.2.33, 00:00:1%, Seriald/0/0
172.31.0.0/16 is variably subnetted, 10 subnets, 3 masks
c 172.31.0.0/26 is directly connected, FastEthernet0/0.10
o 172.31.0.128/26 [110/65] via 172.31.2.33, 00:00:19, Serial0/0/0
o 172.31.0.1%2/26 [110/65] via 172.31.2.33, 00:00:19, Serial0/0/0
o 172.31.1.0/26 [110/129] wia 172.31.2.33, 00:00:1%, Serial0/0/0
2960-2 o 172.31.1.64/26 [110/129] wvia 172.31.2.33, 00:00:19, Serial0/0/0
witch? c 172.31.2.0/29 is directly connected, FastEthernet0/0.1
switchbucaramanga o 172.31.2.8/29 [110/129] wia 172.31.2.33, 00:00:19, Serial0/0/0
=] 172.31.2.24/29 [110/128] via 172.31.2.33, 00:00:18, Serial0/0/0
P c 172.31.2.32/30 is directly connected, Serial0/0/0
P o 172.31.2.36/30 [110/128] via 172.31.2.33, 00:00:19, Serial0/0/0
—
F =
o ot VLAl | pucaramanga#!|
PC10 PC11
VLAN 10 Ctrl+F6 1o exit CLI focus Copy Paste
VLAN 30
[ mop
? RouterQ — O X
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T
tunja#show ip route 2
Codes: C - connected, 5 - static, I - IGRP, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OS5PF, IA - OS5PF inter area

H1 - OSPF NS55A external type 1, N2 - O5PF NS5A external type 2

El - OS5PF external type 1, E2 - O5PF external type 2, E — EGP

i - I5-I5, L1 - I5-I5 lewel-1, L2 - I5-I5 level-2, ia — IS5-I5 inter areca

# — gandidate default, U - per-user static route, o - CDR

P - periodic downloaded static route
Gateway of last resort is not set

172.3.0.0/29 is subnetted, 1 subnets
c 172.3.2.8 is directly connected, FastEthernet0/0.1
172.31.0.0/16 is wvariably subnetted, 10 subnets, 3 masks

o 172.31.0.0/26 [ll0/65] wia 172.31.2.34, 00:01:36, Serialo/o/o0
C 172.31.0.128/26 is directly connected, FastEthernet0/0.20
C 172.31.0.192/26 is directly connected, FastEthernet0/0.30
O 172.31.1.0/26 [110/65] wia 172.31.2.38, 00:01:36, Serial0/0/1
O 172.31.1.64/26 [110/65] via 172.31.2.38, 00:01:36, Seriald/o0/1
o 172.31.2.0/2% [110/65] wia 172.31.2.34, 00:01:36, Serial0/0/0
o 172.31.2.8/2% [110/65] wia 172.31.2.38, 00:01:36, Serial0/0/1
el 172.31.2.24/2% [110/65]) via 172.31.2.38, 00:01:36, Serial0/0/1
c 172.31.2.32/30 is directly connected, Seriald/0/0
c 172.31.2.36/30 is directly connected, Seriald/0/1
c 205.165.220.0/24 is directly connected, FastEthernetd/1
tunja#! W
Ctrl+F6 to exit CLI focus Copy Paste

[] Top

bl 1

RS
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CUNDINAMARCR>enable
CUNDINAMARCE#show ip route
Codes: C - connected, 5 - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGEP extermal, O - O5PF, I& - OS5PF inter area
N1 - OS5PF HS55R external type 1, N2 - OSPF NHS55& external type 2
El - O5PF external type 1, E2 - OS5PF external type 2, E - EGP
i - I5-I5, L1 - I5-I5 lewvel-1, L2 - I5-I5 lewel-2, ia - I5-IS5 inter area
* — gandidate default, U - per-user static route, o — CDR
P - periodic downloaded static route

Gateway of last resort is not set

172.3.0.0/29 is subnetted, 1 subnets

o 172.3.2.8 [110/65] wia 172.31.2.37, 00:02:11, Serial0/0/0
172.31.0.0/16 is wariably subnetted, 10 subnets, 3 masks

o 172.31.0.0/26 [110/129] wia 172.31.2.37, 00:02:01, Serial0/0/0

o 172.31.0.128/26 [l11l0/€65] wvia 172.31.2.37, 00:02:11, Serialo/0/0

o 172.31.0.1%2/26 [110/65] wvia 172.31.2.37, 00:02:11, Serialo/0/0

C 172.31.1.0/26 i=s directly connected, FastEthernet(/0.30

C 172.31.1.64/26 is directly connected, FastEthernet0/0.20

o 172.31.2.0/2% [110/129) wvia 172.31.2.37, 00:02:01, Serial0/o/0

C 172.31.2.8/25% is directly connected, FastEthernetd/0.1

C 172.31.2.24/29 is directly connected, FastEthernet(/0.88

o 172.31.2.32/30 [l10/128]) wia 172.31.2.37, 00:02:11, Serialo/0/0

C 172.31.2.36/30 is directly connected, Seriald/0/0

CUNDINAMARCA$!|

Ctrl+F6 to exit CLI focus Copy Paste
(] Top

e Autenticacion local con AAA.

bucaramanga(config-line)#username admin01 secret adminOlpass
bucaramanga(config)#aaa new-model

bucaramanga(config)#aaa authentication login aaalocal local
bucaramanga(config)#line console 0
bucaramanga(config-line)#login authentication aaalocal
bucaramanga(config-line)#line vty 0 15
bucaramanga(config-line)#login authentication aaalocal

tunja(config-line)#username admin01 secret adminOlpass
tunja(config)#aaa new-model

tunja(config)#aaa authentication login aaalocal local
tunja(config)#line console 0

tunja(config-line)#login authentication aaalocal
tunja(config-line)#line vty 0 15

tunja(config-line)#login authentication aaalocal




cundinamarca(config-line)#username admin01 secret adminOlpass
cundinamarca(config)#aaa new-model

cundinamarca(config)#aaa authentication login aaalocal local
cundinamarca(config)#line console 0
cundinamarca(config-line)#login authentication aaalocal
cundinamarca(config-line)#line vty 0 15
cundinamarca(config-line)#login authentication aaalocal

e Cifrado de contrasefas.
bucaramanga(config)#service password-encryption
tunja(config)#service password-encryption
cundinamarca(config)#service password-encryption

e Un méaximo de internos para acceder al router.
bucaramanga(config-line)#login block-for 20 attempts 10 within 60
tunja(config-line)#login block-for 20 attempts 10 within 60
cundinamarca(config-line)#login block-for 20 attempts 10 within 60

e Maximo tiempo de acceso al detectar ataques.
bucaramanga(config-line)#login block-for 20 attempts 10 within 60

tunja(config-line)#login block-for 20 attempts 10 within 60
cundinamarca(config-line)#login block-for 20 attempts 10 within 60

e Establezca un servidor TFTP y almacene todos los archivos
necesarios de los routers

¥ Serveras - O b3

S s —
faai 134 seaffasTT o Physical  coeig S fesktop  Programming  Actributas
Riurter! Houtelp Swaleh3 i
S eechgrcrs Eor i
5122 . & o e
/ P | A Bon oo
g__ J/ swilcunja A | OHCPVE i -
T ] = 18
e Fag0fzarT £ . 1%~}
PCP = b
PO Skt F?f" PCPT ){m DHS
U “ 230 S¥YSLOG
Vian o ¥Wchbucsiamanga - [ W2 ganerr]
i VLA 20 VLANZ0  Cundnamarca Sener AnA
_l / WP
B EMAIL
FTR

aCPT /

FCil [ —— f—
JLAN 3 =
VLA 30 et 206f- 2471
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SERVICES TFTP
HTTP . -
DHCP Senvice @ on O of

DHCPVE
TFTP
DNS

SYSLOG as2923-k8.bin
AAA 1841-advipservicesk9-mz 12415 T1.bin

File ~

asad42-k8.bin

NTP ¢1841-ipbase-mz.123-14.T7 _bin

EMAIL
¢1841-ipbasek9-mz.124-12.bin
FTP

IoT
VM Mana nt c: P 124-15.T1.bin

Rad\u:EAP €2600--mz 122-28 bin

€2600-ipbasek9-mz 124-8 bin
€2800nm-advipsenviceskd-mz.124-15 T1.bin
c2800nm-advipsenicesk3-mz 151-4 M4 bin
c2800nm-ipbase-mz 123-14 T7 bin
c2800nm-ipbasekd-mz 124-8 bin
©2900-universalk9-mz.SPA.155-3.M4a.bin
€2950-i6q4!; 121-22.EA4 bin
c2950-i6gd12-mz 121-22 EA8 bin
c2960-lanbase-mz 122-25 FX bin

c1900-universalk9-mz. SPA_165-3.M4a bin

Remove File

2. EI DHCP deberd proporcionar solo direcciones a los hosts de
Bucaramanga y Cundinamarca

tunja(config)#ip dhcp excluded-address 172.31.0.1 172.31.0.3
tunja(config)#ip dhcp excluded-address 172.31.0.65 172.31.0.67
tunja(config)#ip dhcp excluded-address 172.31.1.65 172.31.1.67
tunja(config)#ip dhcp excluded-address 172.31.1.1 172.31.1.3
tunja(config)#ip dhcp pool vlan10buc
tunja(dhcp-config)#network 172.31.0.0 255.255.255.192
tunja(dhcp-config)#default-router 172.31.0.1
tunja(dhcp-config)#dns-server 8.8.8.8

tunja(dhcp-config)#ip dhcp pool lan30buc
tunja(dhcp-config)#network 172.31.0.64 255.255.255.192
tunja(dhcp-config)#default-router 172.31.0.65
tunja(dhcp-config)#dns-server 8.8.8.8

tunja(dhcp-config)#ip dhcp pool vlan20cun
tunja(dhcp-config)#network 172.31.1.64 255.255.255.192
tunja(dhcp-config)#default-router 172.31.1.65
tunja(dhcp-config)#dns-server 8.8.8.8

tunja(dhcp-config)#ip dhcp pool vlan30cun
tunja(dhcp-config)#network 172.31.1.0 255.255.255.192
tunja(dhcp-config)#default-router 172.31.1.1
tunja(dhcp-config)#dns-server 8.8.8.8

tunja(dhcp-config)#
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ip dhcp pool vlanlObuc

network 172.31.0.0 255.255.255.192
default-router 172.31.0.1
dns-server §.8.8.8

ip dhcp pool lan3Obuc

network 172.31.0.64 255.255.255.182
default-router 172.31.0.65
dns-server 5.8.8.8
ip dhcp pool vlan3Ocal

network 172.31.1.0 255.255.255.192
default-router 172.31.1.1
dns-server §.8.8.8
ip dhcp pool vlianzZOcun

network 172.31.1.64 255.255.255.182
default-router 172.31.1.65
dns-server 5.8.8.8
ip dhcp pool vlan3Ocun

network 172.31.1.0 255.255.255.182
default-router 172.31.1.1
dns-server §.8.8.8

domain-name wr

1

1

1

tunja¥!

Ctrl+F6 to exit CLI focus

(] Top

Copy

Paste

bucaramanga(config)#int f0/0.10

bucaramanga(config-subif)#ip helper-address 172.31.2.33

bucaramanga(config-subif)#int f0/0.30

bucaramanga(config-subif)#ip helper-address 172.31.2.33

bucaramanga(config-subif)#end
bucaramanga#

cundinamarca(config)#int f0/0.20

cundinamarca(config-subif)#ip helper-address 172.31.2.37

cundinamarca(config-subif)#int f0/0.30

cundinamarca(config-subif)#ip helper-address 172.31.2.37

cundinamarca(config-subif)#end
cundinamarca#




- Ya tenemos nuestra configuracion, solo nos queda verificar si los
dispositivos de las redes de BUCARAMANGA y CUNDINAMARCA las

tomas.
COE BE=@ -
» (A
Physical
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Config  Deskiop  Programming

Adttributes

|P Configuration
[P Configuratio
Tt Interface FastEthernet0 <
Interface FastEthemet0 = IP Configuration
IP Configuration
@ DHcP O static
® DHCP O Static
IP Address 172.31.1.68
IP Address 172.31.0.68
Subnet Mask 255255 255 192
Subnet Mask 255.255.255.192 =
Default Gateway 172.31.1.65
Default Gateway 172.31.0.65
| DNS Server 8.8.8.8
DNS Server 8888
¥ pcis - [} X
1®
Physical ~ Config  Deskiop  Programming  Aftributes
Physical ~ Config  Deskiop  Programming  Attributes ~ :|
IP Configuration :|
[P Configuration Interface FastEthernet0 - :|
Interface FastEthernet0 - IP Configuration :|
IP Configuration
< ® oHep O static hd
@ pHee O staic IP Address 1723114
| IP Address 172.31.04

Subnet Mask

265.255.255.192

Subnet Mask

255 2565255192

Default Gateway 172.31.0.1

DNS Server 8888

IPv6 Configuration

Default Gateway 172.31

DNS Server 8888

IPv6 Configuration

11

v

O DHCP O Auto Config © Static
O DHCP O Auto Config @ Static IPv6 Address ‘ ‘ ) | ‘
IPv6 Address [ [ 7] | Link Local Address [FEB0::201:64FF:FES7-7BA2 |
Link Local Addrass |FEso- 2E0-8FFF FESS 182 | PG Gateway \ |
IPV6 Gateway [ | IPv6 DNS Server [ |
IPv6 DNS Server [ |
O mep
I [] Top #

- Vemos claramente que los dispositivos PC si estan tomando las IP por

medio de DHCP.

3. El web server debera tener NAT estatico y el resto de los equipos de la
topologia emplearan NAT de sobrecarga (PAT).

tunja(config)#ip nat inside source static 172.31.2.28 209.165.220.10

tunja(config)#access-list 11 permit 172.0.0.0 0.255.255.255
tunja(config)#ip nat inside source list 11 interface f0/1 overload

tunja(config)#int fO/1
tunja(config-if)#ip nat outside
tunja(config-if)#int f0/0.1
tunja(config-subif)#ip nat inside
tunja(config-subif)#int f0/0.20
tunja(config-subif)#ip nat inside
tunja(config-subif)#int f0/0.30
tunja(config-subif)#ip nat inside
tunja(config-subif)#int s0/0/0




tunja(config-if)#ip nat inside
tunja(config-if)#int s0/0/1
tunja(config-if)#ip nat inside
tunja(config-if)#exit

tunja(config)#ip route 0.0.0.0 0.0.0.0 209.165.220.4
tunja(config)#router ospf 1
tunja(config-router)#default-information originate
tunja(config-router)#end

tunja#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 209.165.220.4 to network 0.0.0.0

172.3.0.0/29 is subnetted, 1 subnets

C 172.3.2.8 is directly connected, FastEthernet0/0.1
172.31.0.0/16 is variably subnetted, 11 subnets, 3 masks

0 172.31.0.0/26 [110/65] via 172.31.2.34, 00:10:47, Serial0/0/0
0 172.31.0.64/26 [110/65] via 172.31.2.34, 00:10:47, Serial0/0/0
C 172.31.0.128/26 is directly connected, FastEthernet0/0.20

C 172.31.0.192/26 is directly connected, FastEthernet0/0.30

0 172.31.1.0/26 [110/65] via 172.31.2.38, 00:10:47, Serial0/0/1
0 172.31.1.64/26 [110/65] via 172.31.2.38, 00:10:47, Serial0/0/1
0 172.31.2.0/29 [110/65] via 172.31.2.34, 00:10:47, Serial0/0/0
0 172.31.2.8/29 [110/65] via 172.31.2.38, 00:10:47, Serial0/0/1
0 172.31.2.24/29 [110/65] via 172.31.2.38, 00:10:47, Serial0/0/1
C 172.31.2.32/30 is directly connected, Serial0/0/0

C 172.31.2.36/30 is directly connected, Serial0/0/1

C 209.165.220.0/24 is directly connected, FastEthernet0/1

S* 0.0.0.0/0 [1/0] via 209.165.220.4

tunja#

bucaramanga#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i -1S-I1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area




* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 172.31.2.33 to network 0.0.0.0

172.3.0.0/29 is subnetted, 1 subnets

0 172.3.2.8 [110/65] via 172.31.2.33, 00:11:18, Serial0/0/0
172.31.0.0/16 is variably subnetted, 11 subnets, 3 masks

C 172.31.0.0/26 is directly connected, FastEthernet0/0.10

C 172.31.0.64/26 is directly connected, FastEthernet0/0.30

0 172.31.0.128/26 [110/65] via 172.31.2.33, 00:11:18, Serial0/0/0
0 172.31.0.192/26 [110/65] via 172.31.2.33, 00:11:18, Serial0/0/0
0 172.31.1.0/26 [110/129] via 172.31.2.33, 00:11:18, Serial0/0/0
0 172.31.1.64/26 [110/129] via 172.31.2.33, 00:11:18, Serial0/0/0
C 172.31.2.0/29 is directly connected, FastEthernet0/0.1

0 172.31.2.8/29 [110/129] via 172.31.2.33, 00:11:18, Serial0/0/0
0 172.31.2.24/29 [110/129] via 172.31.2.33, 00:11:18, Serial0/0/0
C 172.31.2.32/30 is directly connected, Serial0/0/0

0 172.31.2.36/30 [110/128] via 172.31.2.33, 00:11:18, Serial0/0/0
O*E2 0.0.0.0/0 [110/1] via 172.31.2.33, 00:00:51, Serial0/0/0

bucaramanga#

cundinamarca#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 172.31.2.37 to network 0.0.0.0

172.3.0.0/29 is subnetted, 1 subnets

0 172.3.2.8 [110/65] via 172.31.2.37, 00:12:02, Serial0/0/0
172.31.0.0/16 is variably subnetted, 11 subnets, 3 masks

0 172.31.0.0/26 [110/129] via 172.31.2.37, 00:11:52, Serial0/0/0
0 172.31.0.64/26 [110/129] via 172.31.2.37, 00:11:52, Serial0/0/0
0 172.31.0.128/26 [110/65] via 172.31.2.37, 00:12:02, Serial0/0/0
0 172.31.0.192/26 [110/65] via 172.31.2.37, 00:12:02, Serial0/0/0
C 172.31.1.0/26 is directly connected, FastEthernet0/0.30

C 172.31.1.64/26 is directly connected, FastEthernet0/0.20

0 172.31.2.0/29 [110/129] via 172.31.2.37, 00:11:52, Serial0/0/0
C 172.31.2.8/29 is directly connected, FastEthernet0/0.1

C 172.31.2.24/29 is directly connected, FastEthernet0/0.88

0 172.31.2.32/30 [110/128] via 172.31.2.37, 00:12:02, Serial0/0/0
C 172.31.2.36/30 is directly connected, Serial0/0/0




O*E2 0.0.0.0/0 [110/1] via 172.31.2.37, 00:01:34, Serial0/0/0

cundinamarca#

P = | B | &3
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tunja#show ip nat translations

Pro Inside global Inside local outside local outside
global

icmp 209.165.220.1:1 172.31.1.4:1 209.165.220.4:1
209.165.220.4:1

icmp 208%.165.220.1:2 172.31.1.4:2 209.165.220.4:2
209.165.220.4:2

icmp 209%.165.220.1:3 172.31.1.4:3 209.165.220.4:3
209.165.220.4:3

icmp 209.165.220.1:4 172.31.1.4:4 209.165.220.4:4
209.165.220.4:4

icmp 209.165.220.1:5 172.31.1.4:5 209.165.220.4:53
206.165.220.4:5

icmp 209.165.220.1:6 172.31.1.4:6 209.165.220.4:¢
209.165.220.4:6

icmp 209.165.220.1:7 172.31.1.4:7 209.165.220.4:7
209.165.220.4:7

icmp 209.165.220.1:8 172.31.1.4:8 209.165.220.4:8
209.165.220.4:8

-—— 205.165.220.10 172.31.2.28 - -
tunija#

4. El enrutamiento deberé tener autenticacion.

bucaramanga#conf t

Enter configuration commands, one per line. End with CNTL/Z.
bucaramanga(config)#int s0/0/0

bucaramanga(config-if)#ip ospf authentication message-digest
bucaramanga(config-if)#ip ospf message-digest-key 1 md5 ospfpass
bucaramanga(config-if)#

tunja(config)#int s0/0/0

tunja(config-if)#ip ospf authentication message-digest
tunja(config-if)#ip ospf message-digest-key 1 md5 ospfpass
tunja(config-if)#int s0/0/1

tunja(config-if)#ip ospf authentication message-digest
tunja(config-if)#ip ospf message-digest-key 1 md5 ospfpass
tunja(config-if)#

cundinamarca(config)#int s0/0/0

cundinamarca(config-if)#ip ospf authentication message-digest
cundinamarca(config-if)#ip ospf message-digest-key 1 md5 ospfpass
cundinamarca(config-if)#




5. Listas de control de acceso
6. VLSM: utilizar la direcciéon 172.31.0.0 /18 para el direccionamiento.

e Los hosts de VLAN 20 en Cundinamarca no acceden a internet, solo
alared interna de Tunja.

cundinamarca(config-if)#access-list 121 deny ip 172.31.1.64 0.0.0.63
209.165.220.0 0.0.0.255

cundinamarca(config)#access-list 121 permit ip any any
cundinamarca(config)#int f0/0.20

cundinamarca(config-subif)#ip access-group 121 in
cundinamarca(config-subif)#

e Los hosts de VLAN 10 en Cundinamarca si acceden a internet y no
alared interna de Tunja.

cundinamarca(config-subif)#access-list 122 permit ip 172.31.1.0 0.0.0.63
209.165.220.0 0.0.0.255

cundinamarca(config)#access-list 122 deny ip any any
cundinamarca(config)#int f0/0.30

cundinamarca(config-subif)#ip access-group 122 in
cundinamarca(config-subif)#
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e Los hosts de VLAN 30 en Tunja solo acceden a servidores web y ftp
de internet.

tunja(config)#access-list 121 permit tcp 172.31.0.192 0.0.0.63 209.165.220.0
0.0.0.255 eq www

tunja(config)#access-list 121 permit tcp 172.31.0.192 0.0.0.63 209.165.220.0
0.0.0.255 eq ftp

tunja(config)#int f0/0.30

tunja(config-subif)#ip access-group 121 in

tunja(config-subif)#
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e Los hosts de VLAN 20 en Tunja solo acceden a la VLAN 20 de
Cundinamarcay VLAN 10 de Bucaramanga.

tunja(config-subif)#access-list 122 permit ip 172.31.0.128 0.0.0.63 172.31.1.64
0.0.0.63

tunja(config)#access-list 122 permit ip 172.31.0.128 0.0.0.63 172.31.0.0
0.0.0.63

tunja(config)#int f0/0.20

tunja(config-subif)#ip access-group 122 in

tunja(config-subif)#
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e Los hosts de VLAN 30 de Bucaramanga acceden a internet y a
cualquier equipo de VLAN 10.

bucaramanga(config)#access-list 121 permit ip 172.31.0.64 0.0.0.63
209.165.220.0 0.0.0.255

bucaramanga(config)#int f0/0.30

bucaramanga(config-subif)#ip access-group 121 in
bucaramanga(config-subif)#

~ ®pci - O X

e Los hosts de VLAN 10 en Bucaramanga acceden a la red de
Cundinamarca (VLAN 20) y Tunja (VLAN 20), no internet.

bucaramanga(config-subif)#access-list 122 permit ip 172.31.0.0 0.0.0.63
172.31.1.64 0.0.0.63

bucaramanga(config)#access-list 122 permit ip 172.31.0.0 0.0.0.63
172.31.0.128 0.0.0.63

bucaramanga(config)#int f0/0.10

bucaramanga(config-subif)#ip access-group 122 in
bucaramanga(config-subif)#




G EHsmed B | ®ecio - o %
. Physical)x 481.5:710

e Los hosts de una VLAN no pueden acceder a los de otra VLAN en
una ciudad.

bucaramanga(config-subif)#access-list 123 deny ip 172.31.2.0 0.0.0.7
172.31.0.0 0.0.0.63

bucaramanga(config)#access-list 123 deny ip 172.31.0.64 0.0.0.63 172.31.0.0
0.0.0.63

bucaramanga(config)#access-list 123 permit ip any any
bucaramanga(config)#int f0/0.10

bucaramanga(config-subif)#ip access-group 123 out
bucaramanga(config-subif)#

tunja(config)#access-list 123 deny ip 172.3.2.8 0.0.0.7 172.31.0.128 0.0.0.63
tunja(config)#access-list 123 deny ip 172.3.0.192 0.0.0.63 172.31.0.128
0.0.0.63

tunja(config)#access-list 123 permit ip any any

tunja(config)#int f0/0.20

tunja(config-subif)#ip access-group 123 out

tunja(config-subif)#

cundinamarca(config)#access-list 123 deny ip 172.31.2.8 0.0.0.7 172.31.1.64
Sﬁagi.r?:marca(config)#access-list 123 deny ip 172.31.1.0 0.0.0.63 172.31.1.64
Sﬁagi.r?:marca(config)#access-list 123 deny ip 172.31.2.24 0.0.0.7 172.31.1.64
Sﬁagi.r?:marca(config)#access-list 123 permit ip any any




cundinamarca(config)#int f0/0.20
cundinamarca(config-subif)#ip access-group 123 out
cundinamarca(config-subif)#
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e Solo los hosts de las VLAN administrativas y de la VLAN de
servidores tienen accedo a los routers e internet.

bucaramanga(config-subif)#access-list 10 permit 172.31.2.0 0.0.0.7
bucaramanga(config)#access-list 10 permit 172.3.2.8 0.0.0.7
bucaramanga(config)#access-list 10 permit 172.31.2.8 0.0.0.7
bucaramanga(config)#line vty 0 15
bucaramanga(config-line)#access-class 10 in
bucaramanga(config-line)#

tunja(config-subif)#access-list 10 permit 172.31.2.0 0.0.0.7
tunja(config)#access-list 10 permit 172.3.2.8 0.0.0.7
tunja(config)#access-list 10 permit 172.31.2.8 0.0.0.7
tunja(config)#line vty 0 15

tunja(config-line)#access-class 10 in

tunja(config-line)#

cundinamarca(config-subif)#access-list 10 permit 172.31.2.0 0.0.0.7
cundinamarca(config)#access-list 10 permit 172.3.2.8 0.0.0.7
cundinamarca(config)#access-list 10 permit 172.31.2.8 0.0.0.7
cundinamarca(config)#line vty 0 15
cundinamarca(config-line)#access-class 10 in
cundinamarca(config-line)#
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switchbucaramanga>en

switchbucaramanga#telnet 172.31.2.1

Trying 172.31.2.1 ...0penkEl Acceso no autorizado est
prohibido

User BAccess Verification

Username: admin0l
Password:
bucaramanga>en
Password:
bucaramanga#exit

[Connection to 172.31.2.1 closed by foreign host]
switchbucaramanga# et

Ctrl+F6 to exit CLI focus Copy Paste

[ Top
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swithccundinamarca>en

swithccundinamarcas#telnet 172.31.2.9

Trying 172.31.2.% ...0penEl Acceso no autorizado est
prohibido

User RAccess Verification

Username: admin0l
Password:
cundinamarca>en
Password:
cundinamarca#exit

[Connection to 172.31.2.9 closed by foreign host]
swithccundinamarca# v

Ctrl+F6 to exit CLI focus Copy Paste

[ Top




CONCLUSIONES

A partir de lo anteriormente desarrollado se puede poner en evidencia la ayuda
que nos facilita el software CISCO en la puesta en practica en la prueba de
habilidades. Se aplicaron los conocimientos adquiridos y se nos permitié hacer
una experimentacion en primera mano de cada escenario.

Después del anterior orden de ideas se puede verificar que los conocimientos
adquiridos en este diplomados nos sirven como una base para desenvolvernos
en el mundo de las redes futuramente como profesionales de la materia.
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