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RESUMEN

La prueba de habilidades en el siguiente trabajo busca identificar las
competencias que se generaron después de haber cursado los 2 médulos de
CCNA, en los cuales se integraron conceptos basicos de las redes,
direccionamiento ip, seguridad, topologia fisica, tipologia l6gica, implementacion
de seguridad de la red administracion de dispositivos y gestion de recursos para
la implementacion de redes CISCO, es importante ademas destacar que cada
uno de los parametros que se ejecutaron buscaban solucionar un problema en
particular, teniendo en cuenta cada uno de los recursos anteriores se gestiono
de manera directa las aplicaciones en el escenariol y escenario?2.

La integracidon de conocimientos adquiridos y aplicaciones a destrezas
alcanzadas en el curso aplicando asignacién de redes, configuracion de router
mediante comandos basicos y avanzados que permitian corroborar el
funcionamiento de cada uno de los escenarios, cada uno e los niveles de
comprension que se usO para su desarrollo en los diferentes escenarios
permitian relacionar los diversos aspectos de networking en la aplicacion del
mismo. Con recursos de subneteo al inicio de la actividad en parametros de red,
tipologia fisica y l6gica, aplicacién de comandos entre otros como asignacion de
interfaces a router, conexiones en switch y demas dispositivos desde la consola
de configuracion para cada una de las terminales actuales. En el presente trabajo
se busca mostrar al lector la secuencia de acciones que se realizaron en la red
y la basqueda de la solucion a los problemas planteados en la evaluacion-
prueba de habilidades practicas CCNA.

Se presenta el paso a paso con comandos y pantallazos que permiten evidenciar la
gestion y configuracion de cada uno de los procesos en los escenarios 1y 2.



ABSTRACT

The skills test in the following work seeks to identify the competencies that were
generated after completing the 2 CCNA modules, in which the basic concepts of
networks, IP addressing, security, physical topology, logical typology, resource
implementation and management of network security devices management for
the implementation of CISCO networks, it is also important to keep in mind that
each of the parameters that were executed sought to solve a particular problem,
taking into account each of the previous resources Directly the applications in
scenariol and the scenario 2.

The integration of the knowledge and applications acquired to the skills achieved
in the course through the application of the network assignment, the configuration
of the router through basic and advanced commands that allow corroborating the
operation of each of the scenarios, each and the levels of understanding that
were used for its development in the course. different aspects allowed to relate
the different aspects of the networks in their application. With subnet resources
at the beginning of the activity in network parameters, physical and logical
typology, command application, among others, such as assigning interfaces to a
router, changing connections and other devices from the configuration console
for each of the current terminals . This document seeks to show the reader the
sequence of actions taken on the network and the search for the solution to the
problems posed in the evaluation of practical skills of CCNA.

It is presented step by step with commands and screens that show the
management and configuration of each of the processes in scenarios 1 and 2



INTRODUCCION

En el presente trabajo se busca integrar los conocimientos adquiridos durante los
moddulos de CISCO CCNA en colaboracién con la UNAD, las cuales buscan
identificar las competencias alcanzadas por el alumnos en el curso realizado, se
presentan 2 escenarios con soluciones implementado herramientas ofrecidas
durante el curso, cada uno de los escenarios presentan el levantamiento de la red
de manera fisica y légica, cada uno de los escenarios permiten reconocer y
gestionar los comandos aprendidos para la solucién sugerida en la prueba de
habilidades.

Cada una de las soluciones aplicadas se detallan con sus cédigos de terminal y
cada uno las tomas de pantalla generalizada permitiendo identificar el entorno y la
aplicacion de los comandos como lo ping, telnet, show ip route, entre otros.



OBJETIVOS

Objetivos generales:

v Aplicar los conocimientos adquiridos en CCNA.
v Configurar los escenarios establecidos por comandos en redes LAN/WAN

Objetivos especificos:

Realizar configuracién de topologia de red fisica y l6gica

Implementar gestion de redes mediante consola.

Direccionar los dispositivos de subredes y VLAN.

Aplicar seguridad a dispositivos de la red.

Administrar conexiones en dispositivos de la red

Generar reportes desde los servidores de la red.

Administrar la informacion que ingresa a la red por dispositivos asignados.
Aplicar configuracion avanzada en dispositivos NAT y gestores de red

NN N N N SN

Disefiar soluciones practicas a problemas frecuentes en la red.



DESARROLLO DE LOS DOS ESCENARIOS
ESCENARIO 1

s

192,168.1.0/27

=

: I 192.168.1.96/27 BOGOT I
- 192.168. 1.64/27 ;
pPCO  192.168.1.32/27 192.168.1.128/27 ;
- S E—
3 - - =
= ? i
MEDELLIN CALL
: K F
A= PC3
PC1
llustracion 1

Parte 1: Asignacion de direcciones IP:
a. Se debe dividir (subnetear) la red creando una segmentacion en ocho partes,
para permitir creciemiento futuro de la red corporativa.

Necesitamos 3 bit para 8 partes

27 26 25 24 23 22 21 20
128 64 32 0 0 0 0 0
1 1 1

128+64+32= 224

246/8= 32

192.168.1.0 — 192.168.1.31 BOGOTA

192.168.1.32 — 192.168.1.63 MEDELLIN

192.168.1.64 — 192.168.1.95 CALI

192.168.1.96 — 192.168.1.127 S

192.168.1.128 — 192.168.1.159 S
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192.168.1.160 -- 192.168.1.191 SUCURSAL1
192.168.1.192 --- 192.168.1.223 SUCURSAL?2
192.168.1.224 — 192.168.1.255 SUCURSAL3
Mascara de subred 255.255.255.224

b. Asignar una direccion IP a la red.

MEDELLIN

Router

RED 192.168.1.32/27

PCO

Ip: 192.168.1.34

Mascara: 255.255.255.224
Puerta enlace: 192.168.1.33
PC1

Ip: 192.168.1.35

Mascara: 255.255.255.224
Puerta enlace: 192.168.1.33

BOGOTA

RED 192.168.1.0/27

WS1

Ip: 192.168.1.3

Mascara: 255.255.255.224
Puerta enlace: 192.168.1.1
SERVIDOR

Ip: 192.168.1.2

Mascara: 255.255.255.224

11



Puerta enlace: 192.168.1.1

CALI

RED 192.168.1.64/27

C2

Ip: 192.168.1.67

Mascara: 255.255.255.224
Puerta enlace: 192.168.1.65
C3

Ip: 192.168.1.66

Mascara: 255.255.255.224
Puerta enlace: 192.168.1.65

-

T

Parte 2: Configuracion Basica.

a. Completar la siguiente tabla con la configuracion basica de los routers, teniendo
en cuenta las subredes disefiadas.

R1 R2 R3
Nombre de Host MEDELLIN BOGOTA CALI
Bllgselololgielenlonspilgiicipizra = 192.168.1.99 192.168.1.98 192.168.1.131
Serial 0/0
Direccion de Ip en interfaz 192.168.1.130
Serial 0/1
BIIgToleiola e [T M-1e M sl C=Iar-vANN 192.168.1.33  192.168.1.1 192.168.1.65
FA 0/0
Protocolo de enrutamiento Eigrp Eigrp Eigrp
Sistema Autbnomo 200 200 200
Afirmaciones de red 192.168.1.0 192.168.1.0 192.168.1.0

b. Después de cargada la configuracién en los dispositivos, verificar la tabla de
enrutamiento en cada uno de los routers para comprobar las redes y sus rutas.

12



Configuracion Ip router
MEDELLIN

Router>enable

Router#conf terminal

Router(config)#interface serial 0/0

Router(config-if)#ip address 192.168.1.99 255.255.255.224
Router(config-if)y#no shutdown

Router(config-if)#exit

Router(config)#interface fastEthernet 0/0
Router(config-if)#ip address 192.168.1.33 255.255.255.224
Router(config-if)y#no shutdown

Router(config-if)#exit

BOGOTA

Router>enable

Router#conf terminal

Router(config)#interface serial 0/0

Router(config-if)#ip address 192.168.1.98 255.255.255.224
Router(config-if)#no shutdown

Router(config-if)#exit

Router(config)#interface serial 0/0

Router(config-if)#ip address 192.168.1.130 255.255.255.224
Router(config-if)#no shutdown

Router(config-if)#exit

Router(config)#interface fastEthernet 0/0
Router(config-if)#ip address 192.168.1.1 255.255.255.224
Router(config-if)y#no shutdown

Router(config-if)#exit

CALI

Router>enable

Router#conf terminal

Router(config)#interface serial 0/0

Router(config-if)#ip address 192.168.1.131 255.255.255.224
Router(config-if)y#no shutdown

Router(config-if)#exit

Router(config)#interface fastEthernet 0/0

13



Router(config-if)#ip address 192.168.1.65 255.255.255.224
Router(config-if)y#no shutdown
Router(config-if)#exit

c. Verificar el balanceo de carga que presentan los routers.

D $LINEPROTO-5-UPDCHN: Line protoccl on Interface FastEthernet0/0, changed state
X up

o -
PCO 192-,: $LINZFROTO-5-UPDOWN: Line protocol on Interface Serizl0/0/0, changed state to ©

3

e Routerren
[j Routergshow ip route
Codes: C - connected, 5 - static, I - IGRP, R - RIF, M - mobile, B - BGP
e D - EIGRPE, EX - EIGRE external, O - OSPF, IA - OSEF inter area
PC1 N1 - OSPF NSSR external type 1, NZ - OSPF NSSA external type 2

El - OSPF externzal type 1, EZ - OS5PF externzal type 2, E - EGP

i - Is-I5, Ll - IS-IS level-l, LZ - IS-I5 level-Z, ia — I5-IS5 inter ares
* - candidate default, U - per-user static route, o - CODR

P - periodic downloaded static route

Gateway of last resort is not set

132.168.1.0/27 is subnetted, 5 subnets

R 152.168.1.0 [120/1] wvia 15Z.168.1.38, 00:00:1&, Seria=l0/0/0
c 132_.168.1.32 is directly connected, FastEthernetd/0
R 152 _.168.1.64 [120/Z2] wia 19Z.168.1.38, 00:00:1&, Seriald/0/0
¢ c 132 _.168.1.9¢ is directly connected, Serial0/s0/0
) R 152.168.1.128 [120/1] wia 192.168.1.58, 00:00:1&, Serial0/0/0
Time: 00:29:12 Routerf
Pr_i - m—' H SV

Connectiof

= - - [ Successful  Servic
_"g -..; Toggle POU List Window v
< »

414 p. m.
) B oo m0m0

llustracion 2

el balanceo es CALI>enable

Password:
CALI#show ip eigrp topology

Para llegar desde una pc hasta otra siempre abran una sola ruta conectada a los
seriales disponibles en este caso por los 3 router existentes en la red

d. Realizar un diagnéstico de vecinos uSando el comando cdp.

Trabaja a nivel de capa2 osea trama ahora vamos a simular..

14



192.168.1.95/27

N
PCO  192.168.1.3%/27
~

-
o IEDELLIN

—f{

PCL

<

AwE

: 192.168.1.0/27

P— 7

192168112527 192.168, 1.54/27’

- 50184 -

- 50184 -

- 50184 MEDELLIN
= 50184 MEDELLIN
- 50184 Switchl
- 50184 Switch1
= 50184 Switch1

Switch0
Switchl
Switchl
BOGOTA
BOGOTA
PC5
Servidor

-
=2 PC2
L )
cALl Switch2 D
—:"
FC3

Reset Simulation Constant Delay

Play Controls
Back

Event List Filters - Visible Events

Edit Filters

Captured to:
50,1845

Auto Capture | Play Capture { Forward

Show AllfNene

Time: 00:03:00.509 | Power Cycle Devices PLAY CONTROLS: Back

Auto Capture / Play ~ Capture / Forward

[ eventist | Simulation

S e W 0=

e

&
1941

265200 262100

e T e
211 | (Genenc| genene

New Delete

2911

D [scenarioo ]

Fire  Last Status
@  Successful
@  Suceessful
@ Successful

Toggle PDU List Window N

Source Destination  Type  Color Time(sec) Periodic
CALL BOGOTA  ICMP 0.000 N
BOGOTA MEDELLIN  ICMP [ 0.000 N
MEDEL.. CALL wcve 1l 0.000 N

Num

MiN oD

"

llustracion 3

03I Medel Inbound PDU Details

At Device: BOGOTA
Source: MEDELLIN
Destination: Broadcast

In Layers

Out Layers

Layer 2: HDLC Frame HDLC CDP Frame

Layer 1: Port Serial0/0/0

1. Serial0/0/0 receives the frame.

Challenge Me << Previous Layer Next Layer == |

|

i T T T 1 | |
L 2911 | generic] Generic New Delete > Successful  BO
ey Successful  MEI

llustracion 4

Toggle PDU List Window

i 9 8 O ©

Se ha recibido trama por parte de serial, estan trabajando con el proptocolo CDP.
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Mew Cluster Move Object Set

~ | Simulation Panel
Event|ist

rPDU Information at Device: BOGOTA n

A

OSI Model Inbound PDU Details

At Device: BOGOTA
Source: MEDELLIN
Destination: Broadcast

In Layers Out Layers

Wi T

Layer 2: HDLC Frame HDLC CDP Frame

Layer 1: Port Serial0/0/0

1. The device de-encapsulates the payload from the HDLC frame and sends it to the
upper layer

3. The frame is 3 CDP frame. The CDP process processes it.

The CDP process received a neighbor device ID.

The CDP process received an address TLV.

The CDP process received a neighbor port ID.

The CDP process received neighbor capabilities.

The CDP process received a neighbor version.

The CDP process received a neighbor platform.

The neighbar is already in table. The CDP process resets the hold timer.

W W

£ Cchallenge Me << Previous Layer Next Layer »>>
a

il

| - o

New Delete 3 Successful  BC
3 Successful Mt

2911 | [generic] lgenenic] ‘

Toggle PDU List Window

5

S i 8 9 & O
llustracion 5
Ahora si vamos a capa 2 nos da la informacipén de lo que hace una trama, se ha
podio recibir la trama porque coincide la trama, acepta la trama y desencapsula la
PDU, que hay en la trama, dentro de la trama hay la informaciond el CDP, proceso
del ruter de cisco, lo recibe y lo que hace es reinicia el temporizador de espera. Se
envia mediante broadcast, terma--...

& D — ~ | Simuiation P2y
B8 PDU Information at Device: Switch2
= a

= 0s1Model  Outbound PDU Details

At Device: Switch2
Source: Switch2
Destination: Broadcast

In Layers Out Layers
-~
192.168.1.96/27
PCO  192.168.1.32/27
1 Layer 2: IEEE 802.3 Header
witcho B 000A.414C.9203 =2 0100.0CCC.CCCC

LLC SNAP CDP Frame
Layer 1: Port(s): FastEtherneto/3

1. The CDP process constructs a CDP frame and sends it out.
2. The device encapsulates the PDU into an Ethernet frame.
3. The Switch unicasts the frame out to the access port.

<
Time: 00:03:00.510 | Power Cycle Devices FLA Challenge Me. << Previous Layer | | Next Layer >>
< }
Genld> E S e
1841 | | 1oar | lzsooem) [eatus] 12sin | 172801 | 7811 | [Generic] [Generic] I N oo B

llustracion 6

Al llegar ala computadora no al recibe porque no hay un servicio como lo es ua PC
ya que CDP es un protocolo propietario de cisco...

16



I 192.168.1.96 27/
—— -1.96/:
PCO  192.168.132/27
p . —
~"
P
-4
PC1

<

-

~

4

Swileht

192,168, 1.0/27

Rl

0S1 Model

Servic

At Device: Servidor
Source: Switchl
Destination: Broadcast

In Layers

192.168.1.128/27

\

Inbound PDU Details

~ | [simudation Panel

Al

Out Layers

¢ |Layer 2: 1EEE 802.3 Header

LLC SNAP CDP Frame

000C.CFD9.8903 >> 0100.0CCC.CCCC|

Layer 1: Port FastEtherneto

1. FastEthernetd receives the frame.

Time: 00:04:00.512 | Power Cycle Devices PLAY CONTROLS: Back

v Il @ >
llustracion 7

1841

e. Realizar una prueba de conectividad

& pco

Physical  Config

S F5 ©S 7S

Desktop

%

1941 | (as20m lzana | 211

Challenge Me

2501

Custom Interface

<= Previous Layer | | Next Layer =>

en cada tramo de la ruta usando Ping.

a X

i I L B e B 1

mma:

4

34

1y
1y

and Line 1.0

with

[g—11

P - - v
< > =
= I SoTTCT oSt FPT OO TSSOy STt
[ == CALT BOGOTA ICMP 0.000 N o}
Delete L] - BOGOTA MEDELLIN ICMP . 0.000 M 1
- MEDEL... CALI ICMP 0.000 N 2
st Window bt . - e ! o _

400 p. m.
81272019

(A =R RS

llustracion 8



New Cluster

MEDELLIN

Time: 00:

T Fomer Cyae Devices Fast Formara Tme

S e >

Comnedions ]

sgeTe

llustracion 9

Delete

st Window

Jd ®oci Lo o X &
Physical Config Desktop  Custom Interface
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Parte 3: Configuracion de Enrutamiento.

a. Asignar el protocolo de enrutamiento EIGRP a los routers considerando el
direccionamiento disefiado.

P-EIGRP Topology Table for AS 200/1D(192.168.1.130)

& MEDELLIN - o X

Physical Config CLI

10S Command Line Interface

SLINE-5-CHANGED: Interface Serial0/0/0, changed State ©o up “

4LINZPROTO-5-UPDOWN: Line protocel on Interface FastEthernet(/0, changed state te
up

3LINZPROTO-5-UBDOWN: Line protocel on Interface Serial0/0/0, changed state to up

Router>en

Routerfcont ©

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) frouter eigrp 200

Router (config-router)fnetwork 192.168.1.32

Routers

#5¥5-5-CONFIC I: Configured from console by comsole

Routerfconf t

Enter configuration commands, cne per line. End with CNTL/Z.

Router (config)frouter sigrp 200

Rouser (config-router)#network 192 165.1.32 0.0.0.

Router (config-router)#necwork 152.168.1.599 0.0.0.31

Router (config-router)#no auto-summary

Router (config-routex)#

SDUAL-S-NERCHANGZ: IP-ZIGRF 200: Neighbor 152.168.1.83 {Serial0/0/0) is up: new
adjacency

Copy Paste

@  Successful  MEDEL

| Toggle PDU List Window

Router-FT

llustracion 15

MEDELLIN.

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router eigrp 200

Router(config-router)#network 192.168.1.32 0.0.0.31
Router(config-router)#network 192.168.1.99 0.0.0.31
outer(config-router)#no auto-summary

New Cluster Move Object Set Tiled Backy

& BOGOTA - o X

Physical ~Config ~ CLI

10S Command Line Interface

Technical Support: http://www.cisco.com/techsupport ~
Copyright {c) 1886-2007 by Cisco Systems, Inc.
Compiled Wed 18-Jul-07 04:52 by pt_team

Dress RETURN to get started!

SLINK-5-CHANGED: Interface Serial0/0/0, changed state to up

SLINEPROTO-5-UPDOWN: Line protecol on Interface FastZIthernet0/0, changed state to
up

SLINK-5-CHANGED: Interface Serial(/0/1, changed state to up
3LINEDR0TO-5-UBDOWN: Line protocol on Interface Serial0/0/1, changed state to up

SLINZPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

Routersen

Routergconf ©

Enter configuration commands, one per line. Znd with CNTL/Z.

Router (config) zouter eigrp 200

Router (config-router) fnetwork 152.168.1.0 0.0.0.31

Router (config-router) fnetwork 192.168.1.98 0.0.0.31

Router (config-router) §

3DUAL-5-NBRCHANGE: IP-EIGRP 200: Neighbor 192.168.1.95 (Serial0/0/0) is up: new
adjacency

| v

llustracion 16
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Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router eigrp 200

Router(config-router)#network 192.168.1.0 0.0.0.31

Router(config-router)#network 192.168.1.98 0.0.0.31

Router(config-router)#

%DUAL-5-NBRCHANGE: IP-EIGRP 200: Neighbor 192.168.1.99 (Serial0/0/0) is up:
new adjacency

# BOGOTA - m] xR

Physical ~Config  CLI

I0S Command Line Interface

llustracion 17

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router eigrp 200

Router(config-router)#network 192.168.1.0 0.0.0.31

Router(config-router)#network 192.168.1.130 0.0.0.31

Router(config-router)#no auto-summary

Router(config-router)#

%DUAL-5-NBRCHANGE: IP-EIGRP 200: Neighbor 192.168.1.99 (Serial0/0/0)
resync: summary configured
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war DEEITIDIE]

& call - O X

Physical Config  CLI

105 Command Line Interface

TOW=SPEET SELISI TS yICy ST MECROLE INCEL ST ST
151K bytes of NVERM. ~
6348BK bytes of ATL CompactFlash (Read/Write)
Cisco I0S Software, 1841 Scftware (Cl841-ADVIPSERVICESES-M), Versiom 1Z.4(15)T1,
RELERSE SOFTWARE (fcZ)
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 158&-2007 by Cisco Systems, Inc.
Compiled Wed 18-Jul-07 04:52 by pt_team
Press RETURN to get started!
$LINEPROTC-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to
up
SLINE-5-CHRNGED: Interfzce Serizl0/0/0, changed state to up
SLINEPROTO-5-UPDOWN: Line protocel on Interface Serialld/0/0, changed state to up
Routerren
Routergconf t© i
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) §router eigrp 200
Router {config-router) énetwork 132 _168.1.64 0.0.0.31
Router (config-router) fnetwork 192.1628.1.131 0.0.0.31
Bouter (config-router) §
%DUAL-S5-NBRCHANGE: IP-EIGRP 200: Meighbor 152.162.1.130 (Seri=l0/0/0) is up: new
adjacency
W

Copy Paste

llustracion 18

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router eigrp 200

Router(config-router)#network 192.168.1.64 0.0.0.31
Router(config-router)#network 192.168.1.131 0.0.0.31

Router(config-router)#

%DUAL-5-NBRCHANGE: IP-EIGRP 200: Neighbor 192.168.1.130 (Serial0/0/0) is
up: new adjacency

b. Verificar si existe vecindad con los routers configurados con EIGRP.
Existe vecindad:

MEDELLIN

Router>

Router>en

Router#show ip eigrp neighbors

IP-EIGRP neighbors for process 200

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.98 Se0/0/0 12 00:32:39 40 1000 0 20
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& MEDELLIN - [u] e
Physical ~ Config  CLI
I10S Command Line Interface
~

Press RETURN to get started.
SDUAL-S-NBRCHANGZ: IF-ZIGRP 200: Neighbor 132.168.1.33 {Serisl0/0/0) is resymc:
graceful restart
Router>
Router>en
Router#show ip eigrp meighbors
IP-ZIGRE neighbors for process 200
H  Address Interface Hold Uptime  SRTT RTO  §  Seq

sec) ims) cnt tum
0 1%z.168.1.98  S5e0/0/0 1z 00:32:35 40 1000 0 z0
Routerf hd

Copy Paste

or 192.188.1.99 (Seriall/0/0) resync

192.168.1.98 (Serial0/0/0) is up: new

Edl B -——b——+ 9

, %17 p.m.
~ R g

llustracion 19

BOGOTA

Router>en

Router#show ip eigrp neighbors

IP-EIGRP neighbors for process 200

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.99 Se0/0/0 10 00:33:41 40 1000 0 15
1192.168.1.131 Se0/0/1 12 00:10:59 40 10000 7
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& B0GOTA - o X
Physical ~Config ~ CLI

105 Command Line Interface

+ Neighbor 192.168.1.130 (Serial0/0/0) is up: new

b @ ©
llustracion 20

CALI

Router#

Router>EN

Router#show ip eigrp neighbors

IP-EIGRP neighbors for process 200

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.130 Se0/0/0 10 00:13:04 40 1000 0 21

Eg B -—h—+ 9%

e 918p. m.
~ 7= ) B 81279019

llustracion 21

%DUAL-5-NBRCHANGE: IP-EIGRP 200: Neighbor 192.168.1.130 (Serial0/0/0) is
up: new adjacency

%DUAL-5-NBRCHANGE: IP-EIGRP 200: Neighbor 192.168.1.99 (Serial0/0/0)
resync: summary configured

%DUAL-5-NBRCHANGE: IP-EIGRP 200: Neighbor 192.168.1.98 (Serial0/0/0) is up:
new adjacency
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c. Realizar la comprobacion de las tablas de enrutamiento en cada uno de los

routers para verificar cada una de las rutas establecidas.
Se encuentra en la direccion de capa nivel 3.

Router>en

Router#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - I1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/27 is subnetted, 5 subnets

C 192.168.1.0 is directly connected, FastEthernet0/0

D 192.168.1.32 [90/2172416] via 192.168.1.99, 00:29:20, Serial0/0/0
D 192.168.1.64 [90/2172416] via 192.168.1.131, 00:25:38, Serial0/0/1
C 192.168.1.96 is directly connected, Serial0/0/0

C 192.168.1.128 is directly connected, Serial0/0/1

192.168.1.0/27 is subnetted, 5 subnets

C 192.168.1.0 is directly connected, FastEthernet0/0

D 192.168.1.32 [90/2172416] via 192.168.1.99, 00:29:20, Serial0/0/0
D 192.168.1.64 [90/2172416] via 192.168.1.131, 00:25:38, Serial0/0/1
C 192.168.1.96 is directly connected, Serial0/0/0

C 192.168.1.128 is directly connected, Serial0/0/1
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d. Realizar un diagndstico para comprobar que cada uno de los puntos de la red se
puedan ver y tengan conectividad entre si. Realizar esta prueba desde un host de
la red LAN del router CALI, primero a la red de MEDELLIN y luego al servidor.

# ra3

— m]
Physical Config Desktop  Custom Interface
——— E—— ——— a———1! e
Command Prompt X

[s) UCCEsSSTT CALT BOGOTA T Uoou N U

[ ] Successful BOGOTA MEDELLIN ICMP . 0.000 N 1

o et wen cu or @ o N,
£ >

9:35p. m.
8/12/2019

7 m )

llustracion 23

Como se mostré anteriormente si se tiene acceso a la red de la interfaz, se tendra
acceso a cada uno de los host.
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Se realiza ping al servidor desde CALI

" + Tilad Banl A

t Ll - ]

Physical Config Desktop Custom Interface

mate round trip tim
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T urcessTOT CALT BoGUT TCmE vuuy ™ u
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Parte 4: Configuracion de las listas de Control de Acceso.



En este momento cualquier usuario de la red tiene acceso a todos sus dispositivos
y estaciones de trabajo. El jefe de redes le solicita implementar seguridad en la red.
Para esta labor se decide configurar listas de control de acceso (ACL) a los routers.

Las condiciones para crear las ACL son las siguientes:

A. Cada router debe estar habilitado para establecer conexiones Telnet con los
demas routers y tener acceso a cualquier dispositivo en la red.

& MEDELLIN - o x
Physical Config CLI

I0S Command Line Interface

(C1881-ADVIPSZRVICESKS-¥), Version 12 4(15)T1, -

ALINE-5-CHANGED: Interface Serial0/0/0, changed state to up

4LINZPROTO-S-UPDOWN: Line protocol on Interface FastZIthernetd/0, changed state to
up
3LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

3DUAL-5-NBRCHANGE: IP-ETGRP 200: Weighbor 132 163.1 .38 (5erial0/0/0) is up: new
adjzcenc ¥

Routerstelnet 192.168.1.98
Trying 192.168.1.98 .. .Open

to 152 168138 closed by foreign host]
net 152.168.1.131
Trying 192.1€2.1.131 ...Open

[Connection to 192.188.1.131 closed by foreign host]

1EDELLIN y CALI no deben tener acceso a
to para interconectar con el servidor.

llustracion 26
MEDELLIN-BOGOTA

Router>telnet 192.168.1.98
Trying 192.168.1.98 ...Open

[Connection to 192.168.1.98 closed by foreign host]
Router>

Router>telnet 192.168.1.1
Trying 192.168.1.1 ...Open

[Connection to 192.168.1.1 closed by foreign host]
MEDELLIN-CALI

Router>telnet 192.168.1.131
Trying 192.168.1.131 ...Open

[Connection to 192.168.1.131 closed by foreign host]
Router>

29



BOGOTA-MEDELLIN

Router>telnet 192.168.1.99
Trying 192.168.1.99 ...Open

[Connection to 192.168.1.99 closed by foreign host]
Router>

BOGOTA-CALI

Router>telnet 192.168.1.131
Trying 192.168.1.131 ...Open

[Connection to 192.168.1.131 closed by foreign host]
Router>

Router>telnet 192.168.1.1
Trying 192.168.1.1 ...Open

[Connection to 192.168.1.1 closed by foreign host]

Router>telnet 192.168.1.1
Trying 192.168.1.1 ...Open

[Connection to 192.168.1.1 closed by foreign host]

# BoGOTA - [u] X
Physical  Config =~ CLI

10S Command Line Interface

SLINK-5-CHANCED: Inverface Serial0/0/0, changed state to up

SLINEZPROTO-S-UBDOWN: Line protocol on Interface FastEthernet0/0, changed state to
up

SLINK-5-CHANCED: Inverface Serial0/0/1, changed state to up
SLINEPROTO-S-UBDOWN: Line protocel on Interface Serizl0s0/1, changed state to up
SLINEZPROTO-5-UPDOWN: Line protocol on Interface Serizl0/0/0, changed state to up

%DUAL-S-NBRCHANGE: IP-ZIGRE 200: Neighber 192.168.1.99 (Serizl0;0/0) is up: new
adjacenc ¥

3DUAL-5-NBRCHANGZ: IP-ZIGRP 200: Neighbor 192.168.1.131 (Serisl0/0/1) is up: new

adjacenc v

Router>telnet 152.143.1.38
rying 192.168.1.99 __ _Open

152.168.1.39 closed by foreign host]

) B § &
llustracion 27

30



B. El equipo WS1 y el servidor se encuentran en la subred de administracion. Solo
el servidor de la subred de administracion debe tener acceso a cualquier otro

dispositivo en cualquier parte de la red.

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip access-list extended permisos
Router(config-ext-nacl)#permit icmp host 192.168.1.2 any echo
Router(config-ext-nacl)#exit

Router(config)#interface range fastEthernet 0/0
Router(config-if-range)#ip access-group permisos in
Router(config-if-range)#exit

Router(config)#

Router#

3? Servidor — O *

Physical Config Services Desktop  Custom Interface

= g1 — — —_—
Command Prompt X

Command Line 1.0
-1.34

4 with 2Z bytes of data:

llustracion 28

31



A REFERENCIAS CORRESPONDENCIA REVISAR VISTA

LT aaBbcedr AaBbC Asebcede AaBbCC Aabcedc
%2 i« | BodyFor. LabTitle TNormal  Tiulo3  TSinespa
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# Servidor - o x

Physical Config Services Desktop  Custom Interface
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[Command Prompt X
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& Servidor - o X

Physical Config Services Desktop  Custom Interface

T el r— — )

Command Prompt X

llustracion 30

c. Las estaciones de trabajo en las LAN de MEDELLIN y CALI no deben tener
acceso a ningun dispositivo fuera de su subred, excepto para interconectar con

el servidor.
MEDELLIN

Router>EN
Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
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Router(config)#access-list 3 deny 192.168.1.99 0.0.0.31
Router(config)#interface fastEthernet 0/0
Router(config-if)#ip access-group 3 out
Router(config-if)#

& pco - ] ®

Physical Config Desktop  Custom Interface

i e — T | e — —

Command Prompt

Control-C

BCr»ping 195:

Minimum

PC>ping 19

Pinging 1

=T out .

Ping stati:
Packets: S

) 549 p. m.
A 7= g) B gmfzmg

llustracion 31

CALI

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#access-list 1 deny 192.168.1.99 0.0.0.31
Router(config)#access-list 2 deny 192.168.1.131 0.0.0.31
Router(config)#interface fastEthernet 0/0

Router(config-if)#ip access-group 2 out

Router(config-if)#
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mate round trip times in milli-s
Minimim = lms, Maximum = 3ms, Lverag
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Desde el servidor se tiene acceso a la red de MEDELLIN.... Y a cada uno de
host.

(O~

CALI
# pc3 - o X
Physical Config Desktop  Custom Interface
—_———— 1 —_— 7
ICommand Prompt

llustracion 33
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& pc O
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Parte 5: Comprobacion de la red instalada.

a. Se debe probar que la configuracién de las listas de acceso fue exitosa.
Fueron exitosas las listas de acceso

b. Comprobar y Completar la siguiente tabla de condiciones de prueba
confirmar el 6ptimo funcionamiento de la red e.

para
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TELNET

RBouterg§TELNET 13Z.168.1.131
Trying 15%2_1688.1.131 .. _Open

[Connection to 192_.188_.1.131 closed by foreign host]
Router#
Routerg
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ORIGEN
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LAN del Router
MEDELLIN
LAN del Router CALI
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ESCENARIO 2

Una empresa tiene la conexion a internet en una red Ethernet, lo cual deben
adaptarlo para facilitar que sus routers y las redes que incluyen puedan, por esa
via, conectarse a internet, pero empleando las direcciones de la red LAN original.
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1. Todos los routers deberan tener los siguiente:

e Configuracién basica.

PASSWORD: cisco para todos los dispositivos.
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Utunja ===Utunja
Ubucaramanga==Ubucaramanga
Ucundinamarca=Ucundinamarca
Sburaramanga==Class

Stunja &Scundinamarca==cisco

ROUTER TUNJA

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Rtunja

Rtunja(config)#Login block-for 220 attempts 3 within 110
Rtunja(config)#enable secret cisco

Rtunja(config)#aaa new-model

Rtunja(config)#aaa authentication login INTERNO group radius local enable
Rtunja(config)#username TUNJA privilege 7 password 0 network
Rtunja(config)#username Ubucaramanga privilege 0 Ubucaramanga
Rtunja(config)#username Ubucaramanga password O Ubucaramanga
Rtunja(config)#Username Utunja password 0 Utunja
Rtunja(config)#Username Ucundinamarca password 0 Ucundinamarca
Rtunja(config)#Interface fastEthernet 0/0

Rtunja(config-if)#ip address 209.17.220.220 255.255.255.0
Rtunja(config-if)#ip nat outside

Rtunja(config-if)#Duplex Auto

Rtunja(config-if)#Speed auto

Rtunja(config-if)#exit

Rtunja(config)#Interface fastEthernet 0/1
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Rtunja(config-if)#No ip address

Rtunja(config-if)#ip nat outside

Rtunja(config-if)y#Duplex Auto

Rtunja(config-if)j#Speed auto

Rtunja(config-if)#Interface fastEthernet 0/1.1
Rtunja(config-subif)#Encapsulation dot1Q 1 native
Rtunja(config-subif)#lp address 172.31.2.9 255.255.255.248
Rtunja(config-subif)#exit

Rtunja(config)#Interface fastEthernet 0/1.20
Rtunja(config-subif)#Encapsulation dot1Q 20
Rtunja(config-subif)#lp address 172.31.0.128 255.255.255.192
Bad mask /26 for address 172.31.0.128
Rtunja(config-subif)#lp address 172.31.0.129 255.255.255.192
Rtunja(config-subif)#lp Access-group 102 in
Rtunja(config-subif)#exit

Rtunja(config)#Interface fastEthernet 0/1.30
Rtunja(config-subif)#Encapsulation dot1Q 30
Rtunja(config-subif)#lp address 172.31.0.193 255.255.255.192
Rtunja(config-subif)#lp Access-group 103 in
Rtunja(config-subif)#exit

Rtunja(config)#Interface serial0/0/0

Rtunja(config-if)#lp address 172.31.2.38 255.255.255.252
Rtunja(config-if)#lp ospf message-digest-key 1 md5 7 network
Rtunja(config-if)#Ip nat inside

Rtunja(config-if)#Clock rate 64000

Rtunja(config-if)#exit

Rtunja(config)#Interface serial0/0/1
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Rtunja(config-if)#lp address 172.31.2.34 255.255.255.252
Rtunja(config-if)#Ip ospf message-digest-key 1 md5 7 network
Rtunja(config-if)#Ip nat inside

Rtunja(config-if)#Clock rate 64000

Rtunja(config-if)#exit

Rtunja(config)#Interface Vlanl

Rtunja(config-if)#No ip address
Rtunja(config-if)#shutdown

Rtunja(config-if)#exit

Rtunja(config)#exit

Rtunja#

%SYS-5-CONFIG_I: Configured from console by console

Rtunja#

Rtunja#conf t

Rtunja(config)#Router ospf 1
Rtunja(config-router)#Log-adjacency-changes
Rtunja(config-router)#area 0 authentication message-digest
Rtunja(config-router)#Network 172.31.0.128 0.0.0.63 area O
Rtunja(config-router)#Network 172.31.0.192 0.0.0.63 area O
Rtunja(config-router)#Network 172.31.2.8 0.0.0.7 area O
Rtunja(config-router)#Network 172.31.2.32 0.0.0.7 area O

Rtunja(config-router)#Network 172.31.2.8 0.0.0.7 area O
Rtunja(config-router)#Network 172.31.2.32 0.0.0.7 area 0
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Rtunja(config)#lp nat inside source static 172.31.2.26 209.17.220.10
Rtunja(config)#lp route 0.0.0.0 0.0.0.0 FastEthernet 0/0

Rtunja(config)#Access-list 20 permit 172.31.0.0 0.0.31.255
Rtunja(config)#Access-list 102 permit ip 172.31.0.128 0.0.0.63 172.31.0.0 0.0.0.63
Rtunja(config)#Access-list 102 permit ip 172.31.0.128 0.0.0.63 172.31.1.0 0.0.0.63
Rtunja(config)#Access-list 103 permit tcp 172.31.0.192 0.0.0.63 any eq www
Rtunja(config)#Access-list 103 permit tcp 172.31.0.192 0.0.0.63 any eq ftp
Rtunja(config)#Ip dhcp excluded-address 172.31.1.65 172.31.1.70
Rtunja(config)#Ip dhcp excluded-address 192.31.1.1 172.31.1.5

Rtunja(config)#Ip dhcp excluded-address 172.31.0.1 172.31.0.5

Rtunja(config)#lp dhcp excluded-address 172.31.065 172.31.0.70

Rtunja(config)#lp dhcp excluded-address 172.31.0.65 172.31.0.70
Rtunja(config)#lp dhcp pool bucaramanga-30
Rtunja(dhcp-config)#Network 172.31.0.64 255.255.255.192
Rtunja(dhcp-config)#Default-router 172.31.0.65
Rtunja(dhcp-config)#Ip dhcp Pool t-10
Rtunja(dhcp-config)#Network 172.31.1.0 255.255.255.192
Rtunja(dhcp-config)#Default-router 172.31.1.1
Rtunja(dhcp-config)#lp dhcp Pool t-20
Rtunja(dhcp-config)#Network 172.31.1.64 255.255.255.192
Rtunja(dhcp-config)#Default-router 172.31.1.65
Rtunja(dhcp-config)#Ip dhcp Pool bucaramanga-10
Rtunja(dhcp-config)#Network 172.31.0.0 255.255.255.192
Rtunja(dhcp-config)#Default-router 172.31.0.1
Rtunja(dhcp-config)#

Rtunja#
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%SYS-5-CONFIG_I: Configured from console by console

Rtunja#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Rtunja(config)#line console O

Rtunja(config-line)#Exec-timeout 5 0

Rtunja(config-line)#Logging synchronous

Rtunja(config-line)#Login authentication INTERNO

Rtunja(config-line)#line vty 0 4

Rtunja(config-line)#Exec-timeout 5 0

Rtunja(config-line)#login

AAA is enabled. Command not supported. Use an aaa authentication methodlist
Rtunja(config-line)#Login authentication INTERNO

Rtunja(config-line)#end

Rtunja#

%SYS-5-CONFIG_I: Configured from console by console

Rtunja#

Rtunja#
Username:
Utunja
Password:

Rtunja>en
Password:

Rtunja#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Rtunja(config)#lp nat inside source static 172.31.2.26 209.17.220.10
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Rtunja(config)#lp nat inside source list 20 interface fastEthernet0/0 overload
Rtunja(config)#Access-list 20 permit 172.31.0.0 0.0.31.255
Rtunja(config)#exit

Rtunja#

%SYS-5-CONFIG_I: Configured from console by console

Rtunja#exit

SWITCH TUNJA

Switch>en

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain-lookup
Switch(config)#hostname Stunja

Stunja(config)#enable password cisco
Stunja(config)#line console 0
Stunja(config-line)#password cisco
Stunja(config-line)#login

Stunja(config-line)#line vty 0 15
Stunja(config-line)#password cisco
Stunja(config-line)#login

Stunja(config-line)#exit

Stunja(config)#line console 0

Stunja(config-line)#logging synchronous
Stunja(config-line)#interface VLAN1

Stunja(config-if)#ip address 172.31.2.9 255.255.255.248
Stunja(config-if)#lp default-gateway 172.31.2.1
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Stunja(config)#Int range fa0/1-2
Stunja(config-if-range)#shut

%LINK-5-CHANGED: Interface FastEthernet0/1, changed state to administratively
down

Stunja(config-if-range)#
%LINK-5-CHANGED: Interface FastEthernet0/2, changed state to administratively

down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/2, changed
state to down

Stunja(config-if-range)#exit
Stunja(config)#interface VLAN1

Stunja(config-if)#no shutdown

Stunja(config-if)#
%LINK-5-CHANGED: Interface Vlanl, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up

Stunja(config-if)#exit

Stunja(config)#exit

Stunja#

%SYS-5-CONFIG_I: Configured from console by console

Stunja#

ASIGNACION PUERTO TRONCAL

Stunja#CONF T
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Enter configuration commands, one per line. End with CNTL/Z.

Stunja(config)#interface fastEthernet 0/1
Stunja(config-ify#switchport mode trunk
Stunja(config-if)#interface fastEthernet 0/1
Stunja(config-if)y#switchport mode access

Stunja(config-ify#switchport access VLAN1

ROUTER BUCARAMANGA

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)# hostname Rbucaramanga
Rbucaramanga(config)#login block-for 220 attempts 5 within 100
Rbucaramanga(config)#enable secret cisco
Rbucaramanga(config)#aaa new-model

Rbucaramanga(config)#aaa authentication login INTERNO group radius local
enable

Rbucaramanga(config)#username TUNJA privilege 7 password 0 network
Rbucaramanga(config)#username Ubucaramanga password 0 Ubucaramanga
Rbucaramanga(config)#username Utunja password 0 Utunja
Rbucaramanga(config)#username Ucundinamarca password 0 Ucundinamarca
Rbucaramanga(config)#interface fastEthernet 0/0

Rbucaramanga(config-if)#no ip address

Rbucaramanga(config-if)y#duplex auto

Rbucaramanga(config-if)#speed auto

Rbucaramanga(config-if)#interface fastEthernet 0/0.1
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Rbucaramanga(config-subif)#encapsulation dot1Q 1 native
Rbucaramanga(config-subif)#ip address 172.31.2.1 255.255.255.248
Rbucaramanga(config-subif)#exit

Rbucaramanga(config)#interface fastEthernet 0/0
Rbucaramanga(config-if)#interface fastEthernet 0/0.10
Rbucaramanga(config-subif)#encapsulation dot1Q 10
Rbucaramanga(config-subif)#ip address 172.31.0.1 255.255.255.192
Rbucaramanga(config-subif)#ip helper-address 172.31.2.34
Rbucaramanga(config-subif)#ip access-group 101 in
Rbucaramanga(config-subif)#exit

Rbucaramanga(config)#interface fastEthernet 0/0

Rbucaramanga(config-if)#interface fastEthernet 0/0.30 Rbucaramanga(config-
subif)#encapsulation dot1Q 30

Rbucaramanga(config-subif)#ip address 172.31.0.65 255.255.255.192
Rbucaramanga(config-subif)#ip helper-address 172.31.2.34
Rbucaramanga(config-subif)#ip access-group 103 in
Rbucaramanga(config-subif)#exit

Rbucaramanga(config)#interface serial0/0/0
Rbucaramanga(config-if)#ip address 172.31.2.33 255.255.255.252
Rbucaramanga(config-if)#ip ospf message-digest-key 1 md5 7 network

Rbucaramanga(config-if)#

bucaramanga>en
Password:

Rbucaramanga#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Rbucaramanga(config)#router ospf 1

Rbucaramanga(config-router)#log-adjacency-changes
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Rbucaramanga(config-router)#area 0 authentication message-digest
Rbucaramanga(config-router)#network 172.31.0.1 0.0.0.63 area 0
Rbucaramanga(config-router)#network 172.31.0.65 0.0.0.63 area 0
Rbucaramanga(config-router)#network 172.31.2.1 0.0.0.7 area 0
Rbucaramanga(config-router)#network 172.31.2.33 0.0.0.7 area 0

Rbucaramanga(config-router)#exit

Ip classless

Rbucaramanga(config)#Access-list 101 permit ip 172.31.0.1 0.0.0.63 172.31.0.128
0.0.0.63 Rbucaramanga(config)#Access-list 101 permit udp host 0.0.0.0 eq bootpc

host Rbucaramanga(config)#Access-list 101 permit ip 172.31.0.1 0.0.0.63
172.31.0.128 0.0.0.63 Rbucaramanga(config)#Access-list 103 permit udp host
0.0.0.0 eq bootpc host 255.255.255.255 eq bootps

Rbucaramanga(config)#Access-list 103 permit udp host 0.0.0.0 eq bootpc host
Rbucaramanga(config)#Access-list 103 deny ip 172.31.0.65 0.0.0.63 172.31.1.0
0.0.0.63

Rbucaramanga(config)#Access-list 103 permit ip 172.31.0.65 0.0.0.63 any

Rbucaramanga(config)#

SWICTH BUCARAMANGA

Switch>en

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain-lookup

Switch(config)#hostname Sbucaramanga
Sbucaramanga(config)#enable password class
Sbucaramanga(config)#line console 0

Sbucaramanga(config-line)#password cisco
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Sbucaramanga(config-line)#login
Sbucaramanga(config-line)#line vty 0 15
Sbucaramanga(config-line)#password cisco
Sbucaramanga(config-line)#login
Sbucaramanga(config-line)#exit

Sbucaramanga(config)#line console 0
Sbucaramanga(config-line)#logging synchronous
Sbucaramanga(config-line)#interface VLAN1
Sbucaramanga(config-if)#ip address 172.31.2.1 255.255.255.248

Sbucaramanga(config-if)#ip default-gateway
172.31.2.1 Sbucaramanga(config)#int range fa0/0-1
interface range not validated - command rejected
Sbucaramanga(config)#int range fa0/0-2 interface
range not validated - command rejected
Sbucaramanga(config)#int range fa0/0 interface
range not validated - command rejected
Sbucaramanga(config)#int range fa0/1-2
Sbucaramanga(config-if-range)#int range fa0/0-1
interface range not validated - command rejected
Sbucaramanga(config)#int range fa0/1-2

Sbucaramanga(config-if-range)#int range fa0/1-2

Sbucaramanga(config-if-range)#shut

%LINK-5-CHANGED: Interface FastEthernet0/1, changed state to administratively
down

Sbucaramanga(config-if-range)#
%LINK-5-CHANGED: Interface FastEthernet0/2, changed state to administratively

down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/2, changed
state to down
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Sbucaramanga(config-if-range)#
Sbucaramanga(config-if-range)#exit
Sbucaramanga(config)#interface VLAN1

Sbucaramanga(config-ify#no shutdown

Sbucaramanga(config-if)#

%LINK-5-CHANGED: Interface Vlanl, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up

Sbucaramanga(config-if)#exit
Sbucaramanga(config)#exit
Sbucaramanga#

%SYS-5-CONFIG_I: Configured from console by console

ROUTER CUNDINAMARCA

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Rcundinamarca
Rcundinamarca(config)#Login block-for 220 attempts 3 within 110
Rcundinamarca(config)#enable secret cisco
Rcundinamarca(config)#aaa new-model

Rcundinamarca(config)#aaa authentication login INTERNO group radius local
enable

Rcundinamarca(config)#Username Ubucaramanga password 0 Ubucaramanga
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Rcundinamarca(config)#Username Utunja password 0 Utunja

Rcundinamarca(config)#Username Ucundinamarca password 0 Ucundinamarca

Rcundinamarca(config)#exit
Rcundinamarca#

%SYS-5-CONFIG_I: Configured from console by console

Rcundinamarca#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Rcundinamarca(config)#Interface fastEthernet 0/0
Rcundinamarca(config-if)#No ip address
Rcundinamarca(config-if)#Duplex Auto
Rcundinamarca(config-if)#Speed auto

Rcundinamarca(config-if)#Interface fastEthernet 0/0.1 Rcundinamarca(config-
subif)y#Encapsulation dot1Q 1 native

Rcundinamarca(config-subif)#lp address 172.31.2.17 255.255.255.248
Rcundinamarca(config-subif)#exit

Rcundinamarca(config)#Interface fastEthernet 0/0.10
Rcundinamarca(config-subif)#Encapsulation dot1Q 10
Rcundinamarca(config-subif)#exit

Rcundinamarca(config)#Interface fastEthernet 0/0.20

Rcundinamarca(config-subif)#exit

Rcundinamarca(config)#Interface fastEthernet 0/0.20
Rcundinamarca(config-subif)#Encapsulation dot1Q 20
Rcundinamarca(config-subif)#lp address 172.31.1.65 255.255.255.192
Rcundinamarca(config-subif)#lp helper-address 172.31.2.38
Rcundinamarca(config-subif)#lp Access-group 101 in

Rcundinamarca(config-subif)#exit
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Rcundinamarca(config)#Interface fastEthernet 0/1.30
Rcundinamarca(config-subif)#Encapsulation dot1Q 30
Rcundinamarca(config-subif)#lp address 172.31.1.1 255.255.255.192
Rcundinamarca(config-subif)#lp helper-address 172.31.2.38
Rcundinamarca(config-subif)#lp Access-group 102 in
Rcundinamarca(config-subif)#exit

Rcundinamarca(config)#Interface fastEthernet 0/0.88
Rcundinamarca(config-subif)#Encapsulation dot1Q 88 native
Rcundinamarca(config-subif)#lp address 172.31.2.25 255.255.255.248
Rcundinamarca(config-subif)#exit

Rcundinamarca(config)#Interface serial0/0/0
Rcundinamarca(config-if)#lp address 172.31.2.37 255.255.255.252
Rcundinamarca(config-if)#lp ospf message-digest-key 1 md5 7 network

Rcundinamarca(config-if)#Router ospf 1

Rcundinamarca(config-router)#area 0 authentication message-digest
Rcundinamarca(config-router)#exit

Rcundinamarca(config)#

Rcundinamarca>EN
Password:

Rcundinamarca#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Rcundinamarca(config)#Router ospf 1
Rcundinamarca(config-router)#Log-adjacency-changes

Rcundinamarca(config-router)#area 0 authentication message-digest
Rcundinamarca(config-router)#Network 172.31.1.0 0.0.0.63 area 0

Rcundinamarca(config-router)#Network 172.31.1.64 0.0.0.63 area 0
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Rcundinamarca(config-router)#Network 172.31.2.16 0.0.0.7 area 0
Rcundinamarca(config-router)#Network 172.31.2.36 0.0.0.3 area 0
Rcundinamarca(config-router)#Network 172.31.2.24 0.0.0.7 area 0

Rcundinamarca(config-router)#

IP CLASSLESS

Rcundinamarca(config-router)#Access-list 102 permit udp host 0.0.0.0 eq bootpc
host 255.255.255.255 eq bootps

Rcundinamarca(config)#Access-list 102 permit ip 172.31.1.0 0.0.0.63 172.31.0.128
0.0.0.63

Rcundinamarca(config)#Access-list 102 permit ip 172.31.1.0 0.0.0.63 172.31.0.0
0.0.0.63

Rcundinamarca(config)#Access-list 101 permit udp host 0.0.0.0 eq bootpc host
255.255.255.255 eq bootps

Rcundinamarca(config)#Access-list 101 deny ip 172.31.1.64 0.0.0.63 172.31.0.0
0.0.255.255

Rcundinamarca(config)#Access-list 101 permit ip 172.31.1.64 0.0.0.63 any
Rcundinamarca(config)#

Rcundinamarca(config)#line console 0
Rcundinamarca(config-line)#Exec-timeout 6 0
Rcundinamarca(config-line)#Logging synchronous
Rcundinamarca(config-line)#Login authentication INTERNO
Rcundinamarca(config-line)#line vty 0 4
Rcundinamarca(config-line)#Exec-timeout 6 0
Rcundinamarca(config-line)#Login authentication INTERNO
Rcundinamarca(config-line)#line vty 5
Rcundinamarca(config-line)#Exec-timeout 6 0

Rcundinamarca(config-line)#end
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Rcundinamarca#

%SYS-5-CONFIG_I: Configured from console by console

Rcundinamarca#

SWICTH CUNDINAMARCA

Switch>en

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain-lookup

Switch(config)#hostname Scundinamarca
Scundinamarca(config)#enable password cisco
Scundinamarca(config)#line console 0
Scundinamarca(config-line)#password cisco
Scundinamarca(config-line)#login
Scundinamarca(config-line)#line vty 0 15
Scundinamarca(config-line)#password cisco
Scundinamarca(config-line)#login
Scundinamarca(config-line)#exit

Scundinamarca(config)#line console 0
Scundinamarca(config-line)#Logging synchronous
Scundinamarca(config-line)#interface VLAN1
Scundinamarca(config-if)#lp address 172.31.2.17 255.255.255.248

Scundinamarca(config-if)#lp default-gateway 172.31.2.1
Scundinamarca(config)#interface range fastEthernet 0/0-1
interface range not validated - command rejected
Scundinamarca(config)#interface range fastEthernet 0/0-2
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interface range not validated - command rejected
Scundinamarca(config)#interface range fastEthernet 0/1-2

Scundinamarca(config-if-range)#shut

%LINK-5-CHANGED: Interface FastEthernetO/1, changed state to administratively
down

Scundinamarca(config-if-range)#

%LINK-5-CHANGED: Interface FastEthernet0/2, changed state to administratively
down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/2, changed
state to down

Scundinamarca(config-if-range)#exit
Scundinamarca(config)#
Scundinamarca(config-if-range)#exit
Scundinamarca(config)#interface VLAN1

Scundinamarca(config-if)#no shutdown

Scundinamarca(config-if)#

%LINK-5-CHANGED: Interface Vlanl, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up

Scundinamarca(config-if)#exit
Scundinamarca(config)#exit
Scundinamarca#

%SYS-5-CONFIG_I: Configured from console by console

Scundinamarca#
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ASIGNACION PUERTO TRONCAL

Scundinamarca#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Scundinamarca(config)#interface fastEthernet 0/1

Scundinamarca(config-if)#switchport mode trunk

ASIGNACIOND DE PUERTO PARA PC

Scundinamarca(config)#interface fastEthernet 0/1
Scundinamarca(config-if)#interface fastEthernet 0/1
Scundinamarca(config-if)#switchport mode access
Scundinamarca(config-if)#switchport access VLAN 1
Scundinamarca(config-if)#exit
Scundinamarca(config)#exit

Scundinamarca#

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Rcundinamarca

Rcundinamarca(config)#banner motd #!CUIDADO ACCESO ASEGURADO!#
Rcundinamarca(config)#enable secret cisco

Rcundinamarca(config)#line console 0

Rcundinamarca(config-line)#password cisco

Rcundinamarca(config-line)#login

Rcundinamarca(config-line)#exit

Rcundinamarca(config)#line vty 0 4
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Rcundinamarca(config-line)#password cisco
Rcundinamarca(config-line)#login

Rcundinamarca(config-line)#exit

Rcundinamarca(config)#interface fastEthernet 0/0
Rcundinamarca(config-if)#ip address 172.33.2.8 255.255.255.248
Rtunja(config-if)j#no shutdown

Rtunja(config-if)#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed

state to up
Rcundinamarca(config-if)#exit
Rcundinamarca(config)#interface serial 172.31.2.37 255.255.255.252

En el punto anterior se adelantan pasos posteriors que facilitan la
implementacion de la simulacion de toda la red.

[J Autenticacion local con AAA.

SERVIDOR INTERNO
Rcundinamarca>en
Password:

Rcundinamarca#conf t
Rcundinamarca(config)#aaa new-model

Rcundinamarca(config)#aaa authentication login INTERNO group radius local
enable

Rcundinamarca(config)#
Rcundinamarca(config)#interface Serial0/0/0

Rcundinamarca(config-ify#aaa authentication login INTERNO group radius local
enable

Rcundinamarca(config)#radius-server host 172.31.2.1 key cisco
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Rcundinamarca(config)#line vty 0 15
Rcundinamarca(config-line)#login authentication INTERNO

Rcundinamarca(config-line)#exit
Rcundinamarca(config)#do wri

Rcundinamarca(config)#username usuariol secret cisco

Rcundinamarca(config)#username admin secret
cisco Rcundinamarca(config)#do wri Building

configuration...
& WEB INTERNO - m| %
Physical Config  Services Desktop  Custom Interface
SERVICES
AAA
HTTP
DHE-R Service ® on O off RadusPort 1645 |
DHCPwE
TFTFR Metwork Configuration
DNS Client Name | | Client 7 | |
SYSLOG
ABA Secret | |ServerTy|:rE Radius -
NTP Client Mame Client IP Server Type Ke
EMAIL Add
1 Reundinamarca 172.31.21 Radius cisco
FTP
Save
Remowve
User Setup
Username Password
Username Passward
Add
1 usuarial cisco
2 admin cisco FE0E
Remowve

1:02 p. m.

0 ) B 102010
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SERVIDOR EXTERNO

Rtunja>en

Password:

Rtunja#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Rtunja(config)#aaa authentication login EXTERNO group radius local enable
Rtunja(config)#aaa new-model

Rtunja(config)#aaa authentication login EXTERNO group radius local enable
Rtunja(config)#interface fastEthernet 0/0

Rtunja(config-if)j#aaa authentication login EXTERNO group radius local enable
Rtunja(config)#radius-server host 209.17.220.3 key cisco

Rtunja(config)#line vty 0 15

Rtunja(config-line)#login authentication EXTERNO

Rtunja(config-line)#EXIT

Rtunja(config)#do wri

Building configuration...

Rtunja(config)#username usuariolE secret cisco

Rtunja(config)#username adminE secret cisco

Rtunja(config)#do wri

Building configuration...

&
Physical  Config CLI

10S Command Line Interface

P WEB EXTERNO

Physical  Config

SERVICES
HTTP
DHCP
DHCPwE
TFTP
DNS
SYSLOG
AnA
NTP
EMAIL
FTP

llustracion 44

Services  Desktop  Custom Interface

Service ® on O off

Network Cenfiguration

AAA

Radius Port 1645

Clent Name |

| client 1P [

Client Name Client IP

1 Rtunja 209.17.2201

Server Type

Radius dsco

Ke;

User Setup

Username

Password

Username

1 adminE

2 usuario1E

Password

dsco

cisco

[£

215p.m.

~ & o) B omme
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e Cifrado de contrasenas.

BUCARAMANGA

IICUIDADO ACCESO ASEGURADO!

User Access Verification

Password:

Rbucaramanga>en

Rbucaramanga#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Rbucaramanga(config)#service password-encryption
Rtunja(config)#exit

Rbucaramanga(config)#show running-config
Rbucaramanga(config)#exit

Rbucaramanga#

%SYS-5-CONFIG_I: Configured from console by console
Rbucaramanga#show running-config

Building configuration...

Current configuration : 2289 bytes

!

version 12.4

no service timestamps log datetime msec

no service timestamps debug datetime msec
service password-encryption

[

hostname Rbucaramanga
|

login block-for 220 attempts 5 within 100
!

enable secret 5 $1$SMERr$hx5rVt7rPNoS4wqbXKX7mO0

!

aaa new-model

!

aaa authentication login INTERNO group radius local enable

!

ip cef

no ipv6 cef

!

username TUNJA password 7 082F495A1E16171C

username Ubucaramanga password 7 08144E5B0A1817161F0A02032B
username Ucundinamarca password 7 08144F5B071D0C1913060D16292A



username Utunja password 7 0814585B071304
!

spanning-tree mode pvst

!

interface FastEthernet0/0

no ip address

duplex auto

speed auto

!

interface FastEthernet0/0.1
encapsulation dot1lQ 1 native

ip address 172.31.2.1 255.255.255.248

!

interface FastEthernet0/0.10
encapsulation dot1Q 10

ip address 172.31.0.1 255.255.255.192
ip helper-address 172.31.2.34

ip access-group 101 in

!

interface FastEthernet0/0.30
encapsulation dot1Q 30

ip address 172.31.0.65 255.255.255.192
ip helper-address 172.31.2.34

ip access-group 103 in

!

interface FastEthernet0/1

no ip address

duplex auto

speed auto

shutdown

!

interface Serial0/0/0

ip address 172.31.2.33 255.255.255.252
ip ospf message-digest-key 1 md5 7 network
clock rate 2000000

!

interface Serial0/0/1

no ip address

clock rate 2000000

shutdown
!
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interface Vlanl

no ip address

shutdown

I

router ospf 1

log-adjacency-changes

area 0 authentication message-digest
network 172.31.0.0 0.0.0.63 area 0
network 172.31.0.64 0.0.0.63 area 0
network 172.31.2.0 0.0.0.7 area 0
network 172.31.2.32 0.0.0.7 area 0

I

Ip classless
|

ip flow-export version 9

|

!

ip access-list extended sl_def_acl
deny tcp any any eq telnet

deny tcp any any eq www

deny tcp any any eq 22

permit tcp any any eq 22

access-list 101 permit udp host 0.0.0.0 eq bootpc host 255.255.255.255 eq bootps

access-list 101 permit ip 172.31.0.0 0.0.0.63 172.31.0.128 0.0.0.63
access-list 101 permit ip 172.31.0.64 0.0.0.63 172.31.1.0 0.0.0.63

access-list 103 permit udp host 0.0.0.0 eq bootpc host 255.255.255.255 eq bootps

access-list 103 deny ip 172.31.0.64 0.0.0.63 172.31.1.0 0.0.0.63
access-list 103 permit ip 172.31.0.64 0.0.0.63 any

line con 0
|

line aux O
I

line vty 0 4
!

End
TUNJA

IICUIDADO ACCESO ASEGURADO!
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User Access Verification

Password:

Rtunja>en

Password:

Rtunja#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Rtunja(config)#service password-encryption
Rtunja(config)#exit

Rtunja(config)#show running-config

Rtunja(config)#exit

Rtunja#

%SYS-5-CONFIG_I: Configured from console by console

Rtunja#show running-config
Building configuration...

Current configuration : 3356 bytes

!

version 12.4

no service timestamps log datetime msec

no service timestamps debug datetime msec
service password-encryption

|

hostname Rtunja
|

login block-for 220 attempts 3 within 110
|

enable secret 5 $1$mMERr$hx5rVt7rPNoS4wgbXKX7mO0
!

ip dhcp excluded-address 172.31.1.65 172.31.1.70

ip dhcp excluded-address 192.31.1.1 172.31.1.5

ip dhcp excluded-address 172.31.0.1 172.31.0.5

ip dhcp excluded-address 172.31.0.65 172.31.0.70

!

--More—
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CUNDINAMARCA

IICUIDADO ACCESO ASEGURADO!!
User Access Verification

Password:

Rcundinamarca>en

Password:

Rcundinamarca#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Rcundinamarca(config)#service password-encryption
Rcundinamarca(config)#exit

Rcundinamarca#

%SYS-5-CONFIG_I: Configured from console by console

Rcundinamarca#show running-config
Building configuration...
%SYS-5-CONFIG_I: Configured from console by console

Rcundinamarca#show running-config
Building configuration...

Current configuration : 2654 bytes

!

version 12.4

no service timestamps log datetime msec

no service timestamps debug datetime msec
service password-encryption

|

hostname Rcundinamarca
I

login block-for 220 attempts 3 within 110
[

enable secret 5 $1$SMERr$hx5rVt7rPNoS4wgbXKX7m0
|

aaa new-model
|

--More--
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¢ Un méximo de internos para acceder al router.
BUCARAMANGA

IICUIDADO ACCESO ASEGURADO!!

User Access Verification

Password:

Rbucaramanga>en

Password:

Rbucaramanga#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Rbucaramanga(config)#line console 0
Rbucaramanga(config-line)#exec-timeout 1 10
Rbucaramanga(config-line)#exec-count 5
Rbucaramanga(config-line)#exit

TUNJA

IICUIDADO ACCESO ASEGURADO!!
User Access Verification

Password:

Rtunja>en

Password:

Password:

Rtunja#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Rtunja(config)#line console O

Rtunja(config-line)#exec-timeout 1 10

Rtunja (config-line)#exec-count 5

Rtunja(config-line)#exit
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Rtunja(config)#exit

Rtunja#

%SYS-5-CONFIG_I: Configured from console by console
CUNDINAMARCA

IICUIDADO ACCESO ASEGURADO!!

User Access Verification

Password:

Rcundinamarca>en

Password:

Password:
Rcundinamarca #conf t

Enter configuration commands, one per line. End with CNTL/Z.

Rcundinamarca (config)#line console O

Rcundinamarca (config-line)#exec-timeout 1 10
Rcundinamarca (config-line)#exec-count 5
Rcundinamarca (config-line)#exit

Rcundinamarca (config)#exit

Rcundinamarca #

%SYS-5-CONFIG_I: Configured from console by console

e Maximo tiempo de acceso al detectar ataques.

CUNDINAMARCA

IICUIDADO ACCESO ASEGURADO!!
User Access Verification

Password:

Rcundinamarca >en

Password:

Password:
Rcundinamarca #conf t

Enter configuration commands, one per line. End with CNTL/Z.
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Rcundinamarca (config)# Login block-for 220 attempts 3 within 110
Rcundinamarca (config)# enable secret cisco

Rcundinamarca (config)# aaa new-model

Rcundinamarca (config)# aaa authentication login INTERNO group radius local
enable

Rcundinamarca #

%SYS-5-CONFIG_I: Configured from console by console

TUNJA

IICUIDADO ACCESO ASEGURADO!!
User Access Verification

Password:

Router#conf t

Rtunja(config)#Login block-for 220 attempts 3 within 110
Rtunja(config)#enable secret cisco

Rtunja(config)#aaa new-model

Rtunja(config)#aaa authentication login INTERNO group radius local enable
Rtunja(config)#username TUNJA privilege 7 password 0 network
BUCARAMANGA

IICUIDADO ACCESO ASEGURADO!

User Access Verification
Password:

bucaramanga>en

Password:

Password:

bucaramanga#conf t

Enter configuration commands, one per line. End with CNTL/Z.
bucaramanga (config)# Login block-for 220 attempts 3 within 110
bucaramanga (config)# enable secret cisco

bucaramanga (config)# aaa new-model

bucaramanga (config)# aaa authentication login INTERNO group radius local enable
bucaramanga#

%SYS-5-CONFIG_I: Configured from console by console
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e Establezca un servidor TFTP y almacene todos los archivos necesarios de los

routers.

& \VEB EXTERNO

Physical  Config

SERVICES
HTTP
DHCP
DHCPVE
TFTP
DNS
SYSLOG
AAA
NTP
EMAIL
FTP

Services  Desktop  Custom Interface

Service

TFTP
® on O off

asa842-ks.bin

c1841-ipbase-mz.123-14.T7.bin
c1841-ipbasek9-mz.124-12.bin

c2600-i-mz.122-28.bin
c2600-ipbasek9-mz.124-8.bin

€2800nm-ipbasekg-mz.124-8.bin
€2950-i6g4/2-mz.121-22.EA4.bin
€2950-i6g412-mz.121-22.EA8.bin
c2960-lanbase-mz.122-25.FX.bin

c1841-advipservicesk9-mz.124-15.71.bin

c2600-advipservicesk9-mz.124-15.71.bin

c2800nm-advipservicesk9-mz.124-15.T1.bin
€2800nm-advipservicesk9-mz.151-4.M4.bin
€2800nm-ipbase-mz.123-14.T7.bin

c2960-lanbase-mz.122-25.5EE1.bin ©

File =

Remove File

+ 06:07:18 | Power Cycle Devices Fast Forward Time

Realtime

J

llustracion 45

Ahora se verifica se que tenga conexion con el router de TUNJA en la fa 0/0

209.17.220.1, ya que desde alli se tendra control del servidor TFTP.
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&7 WEB EXTERNO - ]

Physical Config Services Desktop = Custom Interface

— a—1 i) — i

Command Prompt X

1211 p. m.
15/12/2019

llustracion 46

IICUIDADO ACCESO ASEGURADO!

User Access Verification

Password:

Rtunja>en

Password:

Rtunja#copy running-config tftp

Address or name of remote host []? 209.17.220.1

Destination filename [Rtunja-confg]? backup_running
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Writing running-config...!!

[OK - 1227 bytes]

1227 bytes copied in 0 secs
Rtunja#

Ahora se verifica que se guarde la informacion y se procede al cédigo.

Rtunja#show ver

Cisco 10S Software, 1841 Software (C1841-ADVIPSERVICESK9-M), Version
12.4(15)T1, RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2007 by Cisco Systems, Inc.
Compiled Wed 18-Jul-07 04:52 by pt_team

ROM: System Bootstrap, Version 12.3(8r)T8, RELEASE SOFTWARE (fcl)

System returned to ROM by power-on
System image file is "flash:c1841-advipservicesk9-mz.124-15.T1.bin"

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you

agree to comply with applicable laws and regulations. If you are unable
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to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

--More—

Rtunja#

Rtunja#

Rtunja#copy flash tftp

Source filename []? c1841-advipservicesk9-mz.124-15.T1.bin
Address or name of remote host []? 209.17.220.1

Destination filename [c1841-advipservicesk9-mz.124-15.T1.bin]? DatosRouters

Writing c1841-advipservicesk9-mz.124-
15.T1.bin.. U |

[OK - 33591768 bytes]
33591768 bytes copied in 0.874 secs (4035465 bytes/sec)

Se realiza el guardado de los datos de manera general.

Ahora se verifican en el servidor TFTP
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& WEB EXTERMO - O e

Physical Config Services Desktop  Custom Interface

SERVICES
TFTP
HTTP
DHCP Service ® on O off
DHCPvE
TFTE File ~
DN ‘DatosRouters
SYSLOG i i
o asag42-ka.bin
NTP backup_running
EMAIL c1841-advipserviceskd-mz. 124-15.T1.bin
FTP

c1841-ipbase-mz.123-14.T7 .bin
c1841-ipbasekd-mz.124-12.bin
c2600-advipservicesk8-mz.124-15.T1.bin
c2600-i-mz.122-28.bin
c2600-ipbasekd-mz.124-8.bin
c2800nm-advipservicesk3-mz. 124-15.T1.bin
c2800nm-advipservicesk®-mz.151-4.M4.bin
c2800nm-ipbase-mz.123-14.T7.bin
c2800nm-ipbasekd-mz.124-8.bin
c2950-i6g4l2-mz.121-22.EA4.bin
c2950-i6g4l2-mz.121-22.EA8.bin R

Remowve File

504 p. m.
11/12/2019

b ) E

llustracion 47

2. ElI DHCP debera proporcionar solo direcciones a los hosts de Bucaramanga y
Cundinamarca

Desde tunja se programa los DHCP para los router tunja y Bucaramanga.

IICUIDADO ACCESO ASEGURADO!!
User Access Verification

Password:
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Rtunja>en

Password:

Rtunja#en

Rtunja#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Rtunja(config)#ip dhcp excluded-address 172.31.0.1
Rtunja(config)#ip dhcp excluded-address 172.31.0.65
Rtunja(config)#ip dhcp excluded-address 172.31.1.65
Rtunja(config)#ip dhcp excluded-address 172.31.1.1
Rtunja(config)#ip dhcp pool V10BU
Rtunja(dhcp-config)#network 172.31.0.0 255.255.255.192
Rtunja(dhcp-config)#default-router 172.31.0.1
Rtunja(dhcp-config)#dns-server 172.31.2.28
Rtunja(dhcp-config)#ip dhcp pool V30BU
Rtunja(dhcp-config)#network 172.31.0.64 255.255.255.192
Rtunja(dhcp-config)#default-router 172.31.0.65
Rtunja(dhcp-config)#dns-server 172.31.2.28
Rtunja(dhcp-config)#ip dhcp pool V30CU
Rtunja(dhcp-config)#ip dhcp pool V20CU
Rtunja(dhcp-config)#network 172.31.1.64 255.255.255.192
Rtunja(dhcp-config)#default-router 172.31.1.65
Rtunja(dhcp-config)#dns-server 172.31.2.28
Rtunja(dhcp-config)#ip dhcp pool V30CU
Rtunja(dhcp-config)#network 172.31.1.0 255.255.255.192
Rtunja(dhcp-config)#default-router 172.31.1.1
Rtunja(dhcp-config)#dns-server 172.31.2.28
Rtunja(dhcp-config)#END

Rtunja#

%SYS-5-CONFIG_I: Configured from console by console

NCUIDADO ACCESO ASEGURADO!!
User Access Verification

Rbucaramanga>en

Password:

Rbucaramanga#en

Rbucaramanga#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Rbucaramanga(config)#int f0/0.10

Rbucaramanga(config-subif)#

%LINK-5-CHANGED: Interface FastEthernet0/0.10, changed state to up
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%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.10,
changed state to up

Rbucaramanga(config-subif)#ip helper-address 172.31.2.33
Rbucaramanga(config-subif)#int f0/0.30

Rbucaramanga(config-subif)#

%LINK-5-CHANGED: Interface FastEthernet0/0.30, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.30,
changed state to up

Rbucaramanga(config-subif)#ip helper-address 172.31.2.33
Rbucaramanga(config-subif)#end

Rbucaramanga#

%SYS-5-CONFIG_I: Configured from console by console

IICUIDADO ACCESO ASEGURADO!!
User Access Verification
Password:

Rcundinamarca>en

Password:

Rcundinamarca#en

Rcundinamarca#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Rcundinamarca(config)#int f0/0.20

Rcundinamarca(config-subif)#

%LINK-5-CHANGED: Interface FastEthernet0/0.20, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.20,
changed state to up

Rcundinamarca(config-subif)#ip helper-address 172.31.2.37
Rcundinamarca(config-subif)#int f0/0.30

Rcundinamarca(config-subif)#

%LINK-5-CHANGED: Interface FastEthernet0/0.30, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.30,
changed state to up

Rcundinamarca(config-subif)#ip helper-address 172.31.2.37
Rcundinamarca(config-subif)#end

Rcundinamarca#
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%SYS-5-CONFIG_I: Configured from console by console
& pco - a

Desktop Custom Interface

Physical Config

IP Configuration

IP Configuration

® DHCP () Static DHCP request successful.
IP Address 172.31.0.2

Subnet Mask 255.255.255.192

Default Gateway 172.31.01

DNS Server 172.31.228

IPvi Configuration
(O DHCP () Auto Config @ Static

IPv6 Address |/|:

Link Local Address FEB0::260:70FF:FEBA: 1CED

IPvE Gateway

IPV6 DNS Server |

llustracion 48

# pci - O
Physical Config Desktop  Custom Interface

IP Configuration

IP Configuration

@ DHCP (O Static DHCP request successful.

IP Address 172.31.0.66

Subnet Mask 255.255.255.192

Default Gateway 172.31.0.65

DMS Server 172.31.2.28

IPve Configuration
(O DHCP O Auto Config @ Static

IPv6 Address | |{| |

Link Local Address FEB0::201:63FF:FE9B:E7BA

IPvE Gateway

IPvE DNS Server

llustracion 49
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| @ ecs - 0
Physical Config Desktop Custom Interface
Reci
[@(MRIP Configuration
Gird IP Configuration
" ® DHCP (O static DHCP request successful.
- IP Address 1723112
Subnet Mask 192 |
% Default Gateway 72.31.2.28
B I DMS Server
P
LAN IPv6 Configuration
0 HG

(O DHCP O Auto Config @ Static

IPvE Address |,-’|:

Link Local Address FE80::20C:CFFF:FE2B:B367 I

IPv6 Gateway

IPv6 DNS Server

= =

llustracion 51

3. Elweb server debera tener NAT estatico y el resto de los equipos de la topologia
emplearan NAT de sobrecarga (PAT).

IICUIDADO ACCESO ASEGURADO!!
User Access Verification

Password:
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Rtunja>en

Password:

Rtunja#en

Rtunja#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Rtunja(config)#ip nat inside source static 172.31.2.28 209.165.220.4
Rtunja(config)#access-list 1 permit 172.0.0.0 0.255.255.255
Rtunja(config)#ip nat inside source list 1 interface fO/1 overload
Rtunja(config)#int f0/1

Rtunja(config-if)#ip nat outside

Rtunja(config-if)#int f0/0.1

Rtunja(config-subif)#

%LINK-5-CHANGED: Interface FastEthernet0/0.1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.1, changed
state to up

ip nat insid

Rtunja(config-subif)#ip nat inside

Rtunja(config-subif)#int f0/0.30

Rtunja(config-subif)#

%LINK-5-CHANGED: Interface FastEthernet0/0.30, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.30,
changed state to up

Rtunja(config-subif)#ip nat inside
Rtunja(config-subif)#int s0/0/0

Rtunja(config-if)#ip nat inside

Rtunja(config-if)#int s0/0/1

Rtunja(config-if)#ip nat inside

Rtunja(config-if)#exit

Rtunja(config)#ip route 0.0.0.0 0.0.0.0 209.165.220.3
Rtunja(config)#router ospf 1
Rtunja(config-router)#default-information originate
Rtunja(config-router)#exit

Rtunja(config)#exit

Rtunja#

%SYS-5-CONFIG_I: Configured from console by console

Rtunja#show ip route
Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
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D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i-I1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

172.3.0.0/29 is subnetted, 1 subnets

C 172.3.2.8 is directly connected, FastEthernet0/1
172.30.0.0/22 is subnetted, 1 subnets

C 172.30.0.0 is directly connected, Serial0/0/0
172.31.0.0/22 is subnetted, 1 subnets

C 172.31.0.0 is directly connected, Serial0/0/1

C 209.17.220.0/24 is directly connected, FastEthernet0/0

Rtunja#

IICUIDADO ACCESO ASEGURADO!!
User Access Verification
Password:

Rbucaramanga>en

Password:

Rbucaramanga#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S-IS, L1 - IS-IS level-1, L2 - I1S-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route
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llustracion 52

4. El enrutamiento deberd tener autenticacion.

Se realiza autenticacion en cada uno de los routers.
TUNJA-CUNDINAMARCA Y BUCARAMANGA.

IICUIDADO ACCESO ASEGURADOQ!!

User Access Verification

Password:

Rbucaramanga>en

Password:

Rbucaramanga#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Rbucaramanga(config)#int s0/0/0

Rbucaramanga(config-if)#ip ospf authentication message-digest
Rbucaramanga(config-if)#ip ospf message-digest-key 1 md5 cisco
Rbucaramanga(config-if)#end

Rbucaramanga#
%SYS-5-CONFIG_I: Configured from console by console
IICUIDADO ACCESO ASEGURADO!

User Access Verification

Password:
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Rtunja>en

Password:

Rtunja#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Rtunja(config)#int s0/0/0

Rtunja(config-if)#ip ospf authentication message-digest
Rtunja(config-if)#ip ospf message-digest-key 1 md5 cisco
Rtunja(config-if)#end

Rtunja#

%SYS-5-CONFIG_I: Configured from console by console
IICUIDADO ACCESO ASEGURADO!

User Access Verification

Password:

Rcundinamarca>en

Password:

Rcundinamarca#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Rcundinamarca(config)#int s0/0/0

Rcundinamarca(config-if)#ip ospf authentication message-digest
Rcundinamarca(config-if)#ip ospf message-digest-key 1 md5 cisco
Rcundinamarca(config-if)#end

Rcundinamarca#

%SYS-5-CONFIG_I: Configured from console by console
Rbucaramanga(config)#enable secret cisco

Rbucaramanga(config)#aaa new-model

Rbucaramanga(config)#aaa authentication login INTERNO group radius local
enable

Rbucaramanga(config)#username TUNJA privilege 7 password 0 network
Rbucaramanga(config)#username Ubucaramanga password 0 Ubucaramanga
Rbucaramanga(config)#username Utunja password 0 Utunja
Rbucaramanga(config)#username Ucundinamarca password 0 Ucundinamarca

5. Listas de control de acceso:

e Los hosts de VLAN 20 en Cundinamarca no acceden a internet, solo a la red
interna de Tunja.
INCUIDADO ACCESO ASEGURADO!!
User Access Verification
Password:
Scundinamarca>en
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Password:

Scundinamarca#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Scundinamarca(config)#access-list 111 deny ip 172.31.1.64 0.0.0.63 209.165.220.0
0.0.0.255

Scundinamarca(config)#access-list 111 permit ip any any
Scundinamarca(config)#int f0/0.20
Scundinamarca(config-subif)#ip access-group 111 in
Scundinamarca(config-subif)#end

Scundinamarca#

%SYS-5-CONFIG_I: Configured from console by console

& pca

Physical Config Desktop  Custom Interface

Command Prompt

Packets: Sent = 4, R ed = 0, Lost = 4 (1l00% loss),

BCrping

Packets: Sent = 0, Lost = 4 (100% loss),

llustracion 53

e Los hosts de VLAN 10 en Cundinamarca si acceden a internet'y no a la red
interna de Tunja.
IICUIDADO ACCESO ASEGURADO!
User Access Verification
Password:
Scundinamarca>en
Password:
Scundinamarca#conf t
Enter configuration commands, one per line. End with CNTL/Z.
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Scundinamarca(config)#access-list 112 permitip 172.31.1.0 0.0.0.63 209.165.220.0
0.0.0.255

Scundinamarca(config)#access-list 112 deny ip any any
Scundinamarca(config)#int f0/0.30

Scundinamarca(config-subif)#ip access-group 112 in
Scundinamarca(config-subif)#end

Scundinamarca#

%SYS-5-CONFIG_I: Configured from console by console

# pcs - O x

Physical Config  Desktop Custom Interface a
-~

—— e — g1 S N

Command Prompt

0, Lost = 4 (100% loss),

_s IG > Toggle PDU List Window [
evice to Drag and Drop to the W g

llustracion 54

e Los hosts de VLAN 30 en Tunja solo acceden a servidores web vy ftp de
internet.

IICUIDADO ACCESO ASEGURADO!

User Access Verification

Password:

Stunja>en

Password:

Stunja#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Stunja(config)#access-list 111 permit tcp 172.31.0.192 0.0.0.63 209.165.220.0
0.0.0.255 eq 80
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Stunja(config)#access-list 111 permit tcp 172.31.0.192 0.0.0.63 209.165.220.0

0.0.0.255eq 21

Stunja(config)#access-list 111 permit tcp 172.31.0.192 0.0.0.63 209.165.220.0

0.0.0.255 eq 20

Stunja(config)#int f0/0.30
Stunja(config-subif)#ip access-group 111 in
Stunja(config-subif)#end

Stunja#
%SYS-5-CONFIG_I: Configured from console by console
& pc3 - C

Physical  Config Desktop Custom Interface

e | —1

Command Prompt

with 32 bytes of data:

., Lost = 4 (100% loss),

llustracion 55
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llustracion 56
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e Los hosts de VLAN 20 en Tunja solo acceden a la VLAN 20 de
Cundinamarca y VLAN 10 de Bucaramanga.

IICUIDADO ACCESO ASEGURADO!

User Access Verification

Password:

Stunja>en

Password:

Stunja#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Stunja(config)#access-list 112 permit ip 172.31.0.128 0.0.0.63 172.31.1.64 0.0.0.63
Stunja(config)#access-list 112 permitip 172.31.0.128 0.0.0.63 172.31.0.0 0.0.0.63
Stunja(config)#int f0/0.20

Stunja(config-subif)#

%LINK-5-CHANGED: Interface FastEthernet0/0.20, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.20,
changed state to up

Stunja(config-subif)#ip access-group 112 in

Stunja(config-subif)#end

Stunja#
%SYS-5-CONFIG_I: Configured from console by console
& pc2 I - O X
Physical Config Desktop Custom Interface
—— —_— — | g—11 —l”

ommand Prompt

| Time: 00:23:09 Power Cycle Devices Fast Forward Time

llustracion 57
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& pc2 - u] X

Physical Config Desktop  Custom Interface

< - >
llustracion 58

e Los hosts de VLAN 30 de Bucaramanga acceden a internet y a cualquier
equipo de VLAN 10.

IICUIDADO ACCESO ASEGURADO!

User Access Verification

Password:

Sbucaramanga>en

Password:

Sbucaramanga#conf t

Snter configuration commands, one per line. End with CNTL/Z.
Sbucaramanga(config)#access-list 111 permit ip 172.31.0.64 0.0.0.63
209.165.220.0 0.0.0.255

Sbucaramanga(config)#int f0/0.30
Sbucaramanga(config-subif)#ip access-group 111 in
Sbucaramanga(config-subif)#end

Sbucaramanga#

%SYS-5-CONFIG_I: Configured from console by console
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& pci - ] X

Physical Config Desktop  Custom Interface

Command Prompt

llustracion 59

Figura: 59
e Los hosts de VLAN 10 en Bucaramanga acceden a la red de Cundinamarca
(VLAN 20) y Tunja (VLAN 20), no internet.

IICUIDADO ACCESO ASEGURADO!

User Access Verification

Password:

Sbucaramanga>en

Sassword:

Sbucaramanga#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Sbucaramanga(config)#access-list 112 permit ip 172.31.0.0 0.0.0.63 172.31.1.64
0.0.0.63

Sbucaramanga(config)#access-list 112 permit ip 172.31.0.0 0.0.0.63 172.31.0.128
0.0.0.63

Sbucaramanga(config)#int f0/0.10

Sbucaramanga(config-subif)#ip access-group 112 in
Sbucaramanga(config-subif)#end

Sbucaramanga#

%SYS-5-CONFIG_I: Configured from console by console
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llustracion 60

e Los hosts de una VLAN no pueden acceder a los de otra VLAN en una
ciudad.

Sbucaramanga#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Sbucaramanga(config)#access-list 113 deny ip 172.31.2.0 0.0.0.7 172.31.0.0
0.0.0.63

Sbucaramanga(config)#access-list 113 deny ip 172.31.0.64 0.0.0.63 172.31.0.0
0.0.0.63

Sbucaramanga(config)#access-list 113 permit ip any any

Sbucaramanga (config)#int f0/0.10

Sbucaramanga(config-subif)#ip access-group 113 out
Sbucaramanga(config-subif)#end

Sbucaramanga#

%SYS-5-CONFIG_I: Configured from console by console

Stunja#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Stunja(config)#access-list 113 deny ip 172.3.2.8 0.0.0.7 172.31.0.128 0.0.0.63
Stunja(config)#access-list 113 deny ip 172.3.0.192 0.0.0.63 172.31.0.128 0.0.0.63
Stunja(config)#access-list 113 permit ip any any

Stunja(config)#int f0/0.20

Stunja(config-subif)#ip access-group 113 out

Stunja (config-subif)#end

Stunja#

%SYS-5-CONFIG_I: Configured from console by console

IICUIDADO ACCESO ASEGURADO!
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User Access Verification
Password:
Scundinamarca>en
Password:
Scundinamarca#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Scundinamarca(config)#access-list 113 deny ip 172.31.2.8 0.0.0.7 172.31.1.64

0.0.0.63

Scundinamarca(config)#access-list 113 deny ip 172.31.1.0 0.0.0.63 172.31.1.64

0.0.0.63

Scundinamarca(config)#access-list 113 deny ip 172.31.2.24 0.0.0.7 172.31.1.64

0.0.0.63

Scundinamarca(config)#access-list 113 permit ip any any
Scundinamarca(config)#int f0/0.20
Scundinamarca(config-subif)#ip access-group 113 out
Scundinamarca(config-subif)#end

Scundinamarca#

%SYS-5-CONFIG_I: Configured from console by console

& poo C =
Physical Config Deskhop Custom Interface
e ey — — a1 ————

llustracion 61

& pcs - m] X
Physical Config Desktop Custom Interface
——— E— ——— (a—! P
Command Prompt

llustracion 62
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llustracion 63

e Solo los hosts de las VLAN administrativas y de la VLAN de servidores tienen

accedo a los routers e internet.

SBUCARAMANGA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
SBUCARAMANGA(config)#access-list 3 permit 172.31.2.0 0.0.0.7
SBUCARAMANGA(config)#access-list 3 permit 172.3.2.8 0.0.0.7
SBUCARAMANGA(config)#access-list 3 permit 172.31.2.8 0.0.0.7
SBUCARAMANGA(config)#line vty 0 15
SBUCARAMANGA(config-line)#access-class 3 in
SBUCARAMANGA(config-line)#end

SBUCARAMANGA#

%SYS-5-CONFIG_I: Configured from console by console

STUNJA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
STUNJA (config)#access-list 3 permit 172.31.2.0 0.0.0.7
STUNJA (config)#access-list 3 permit 172.3.2.8 0.0.0.7
STUNJA (config)#access-list 3 permit 172.31.2.8 0.0.0.7
STUNJA (config)#line vty 0 15

STUNJA (config-line)#access-class 3 in

STUNJA (config-line)#end

STUNJA#

%SYS-5-CONFIG_I: Configured from console by console

Scundinamarca#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Scundinamarca (config)#access-list 3 permit 172.31.2.0 0.0.0.7
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Scundinamarca (config)#access-list 3 permit 172.3.2.8 0.0.0.7
Scundinamarca (config)#access-list 3 permit 172.31.2.8 0.0.0.7
Scundinamarca (config)#line vty 0 15

Scundinamarca (config-line)#access-class 3 in

Scundinamarca (config-line)#end

Scundinamarca#

%SYS-5-CONFIG_I: Configured from console by console

@ SwitchTunja — O K
Physical Config CLI
I0S Command Line Interface

$LINE-5-CHRNGED: Interface FastEthernet0/l, changed state to up "
%LINEFROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed state to

up

LLINKE-5-CHANGED: Interface FastEthernet(/2Z, changed state to up

LLINEPROTO-5-UPDOWN: Line protoccl on Interface FastEthernet0/2, changed state to

up

%LINK-5-CHRNGED: Interface FastEthernet0/3, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed state to

up

STUNJL»en

STUNJZgtelnet 172.31.2.3

Trying 172.31.2.5 ... Cpenldvertencia Acceso restringido

User Access Verification

Username: ARdministrader

Password:

llustracion 64
& SwitchBUCARAMANGA - O X
Physical Config CLI
I10S Command Line Interface

SBUCARAMANGAfen A
SBUCARRMRNCR§telnet 172_31.Z.1

Trying 172.31.2.1 ...Openhdvertencia A Restringide

User Rccess Verification
Username: Administrador
Password:

llustracion 65
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CONCLUSIONES

Se logro identificar la topologia de red y su configuracién logica.

Se impemento asignacion de direccionamiento estatico y dinamico.

Se geneo comprobacioj d e la red mediante los commandos, ping, telnet entre

otros.

Se genereo protocolos de enrutamiento RIP, EIGRP entre otros.

Se genero autenticaciond e accesos a los diferentes dispositivos.
Se aplico asignacién de VLANS entre otras arquitecturas de red.

Se configure cada uno de los dispositivos generando las soluciones de cada

escenario.

Se realizaron las configuraciones por terminales de manera adecuada a los

probelmas establecidos.

Se configure cada uno de los escenarios permitiendo tener conectividad

requerida en cada uno de los puntos de red.
Se aplico seguridad a los dispositivos de manera 6ptima y eficiente.

Se realizo la administracion de las redes
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