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Resumen

El propdsito principal de este contenido es dar a conocer los resultados obtenidos
durante el desarrollo de los diferentes trabajos colaborativos que se abordaron y
solucionaron durante el curso, lo importante es dar a conocer que contamos con
capacidades para resolver problemas de redes dentro de una empresa o para
empezar a trabajar como independientes.

La Universidad Nacional Abierta y a Distancia UNAD en colaboracién con CISCO
Networking Academy ha puesto en marcha el diplomado CISCO disefio e
implementacion de redes LAN-WAN como opcién de grado para los estudiantes
que estan culminando sus estudios en ingenieria de sistemas, aparte de la gran
facilidad de opcion de grado es un curso que nos brinda una gran cantidad de
recursos y conocimientos para adentrarnos en un mundo de redes de forma
profesional.



Abstract

The main purpose of this content is to publicize the results obtained during the

development of the different collaborative works that are addressed and resolved
during the course, the important thing is to make known that we have capabilities
to solve network problems within a company or in To start working as freelancers.

The National Open and Distance University UNAD in collaboration with CISCO
Networking Academy has launched the CISCO diploma design and implementation
of LAN-WAN networks as a degree option for students who are completing their
studies in systems engineering, apart from the great ease The degree option is a
course that gives us a lot of resources and knowledge to enter a world of networks
in a professional way.



Introduccién

La globalizacion de internet ha producido un cambio significativo en el crecimiento
y en como se comunican las empresas de tecnologia, ya que ninguna quiere
quedarse fuera de este constante desarrollo tecnolégico. A medida que
programadores y especialistas en Tl evolucionen en crear cada vez lo imposible en
el dmbito de las comunicaciones, las empresas seguiran su ritmo o Si no
desapareceran.

Hoy dia el funcionamiento de una empresa consta de muchos factores importantes
entre uno de ellos esta el de la red, este es de mucha importancia para poder realizar
la comunicacion con todos los canales que esta cuenta y para ellos debemos
conocer como funciona y como se debe implementar ya sea en una casa, une
pequefia empresa o0 una gran corporacion.

En estos documentos vamos a mostrar algunas cosas especiales de cémo se debe
configurara e implementar. Para resolver este caso de estudio es necesario
implementar configuracién de enrutamiento, asignar direcciones Ip, configuracién
de protocolos de enrutamiento y disefiar e implementar NAT estaticas.



Objetivo General

Desarrollar el caso de estudio CCNA de la prueba de habilidades practicas que
forma parte de las actividades evaluativas del Diplomado de Profundizacién CCNA,
la cual busca identificar el grado de desarrollo de competencias y habilidades que
fueron adquiridas a lo largo del diplomado y a través de la cual se pondra a prueba
los niveles de comprension y solucion de problemas relacionados con diversos
aspectos de Networking.



1. Escenario uno

Una empresa posee sucursales distribuidas en las ciudades de Bogot4, Medellin y
Cali en donde el estudiante seréa el administrador de la red, el cual debera configurar
e interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de

enrutamiento y demas aspectos que forman parte de la topologia de red.

1. Topologiadered
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Figura 1. Imagen de topologia tomada de red inicial para el escenario

1.1 Topologia de red en Packet Tracer
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Figura 2. Imagen de topologia en Packet Tracer
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1.2 Tabla de enrutamiento para la red

R1 R2

R3
MEDELLIN BOGOTA CALI
192.168.1.99 192.168.1.98 192.168.1.131
192.168.1.130

192.168.1.33 192.168.1.1 192.168.1.65
Eigrp Eigrp Eigrp
200 200 200
192.168.1.0 192.168.1.0 192.168.1.0

Tabla 1. Tabla de configuracion de dispositivos

1.3 Configuracion inicial de dispositivos
1.3.1 Router Bogota

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lo

Router(config)#no ip domain-lookup
Router(config)#Hostname BOGOTA
BOGOTA(config)#enable secret cisco
BOGOTA(config)#line console 0
BOGOTA(config-line)#password cisco

BOGOTA (config-line)#login

BOGOTA(config-line)#exit

BOGOTA(config)#line vty 0 4
BOGOTA(config-line)#password cisco
BOGOTA(config-line)#login

BOGOTA(config-line)#exit

BOGOTA(config)#service password-encryption
BOGOTA(config)#banner motd #Acceso solo a personal autorizado#
BOGOTA(config)#exit

BOGOTA#

%SYS-5-CONFIG_I: Configured from console by console
BOGOTA#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

OK]

BOGOTA#

—



1.3.2 Router Medellin

Router>enable

Router#conf ter

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup
Router(config)#hostname MEDELLIN
MEDELLIN(config)#enable secret cisco
MEDELLIN(config)#line console 0
MEDELLIN(config-line)#password cisco
MEDELLIN(config-line)#login
MEDELLIN(config-line)#exit

MEDELLIN(config)#line vty 0 4
MEDELLIN(config-line)#password cisco
MEDELLIN(config-line)#login
MEDELLIN(config-line)#exit

MEDELLIN(config)#service password-encryption
MEDELLIN(config)#banner motd #Acceso solo a personal autorizado#
MEDELLIN(config)#exit

MEDELLIN#

%SYS-5-CONFIG_I: Configured from console by console
MEDELLIN#copy running-config startup-config
Destination filename [startup-config]?

Building configuration...

[OK]

MEDELLIN#

1.3.3 Router Cali

Router>enable

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup

Router(config)#hostname CALI

CALI(config)#enable secret cisco

CALlI(config)#line console 0

CALI(config-line)#password cisco

CALI(config-line)#login

CALI(config-line)#exit

CALI(config)#line vty 0 4

CALI(config-line)#password cisco

CALI(config-line)#login

CALI(config-line)#exit

CALI(config)#service password-encryption
CALI(config)#banner motd #Acceso solo a personal autorizado#



CALlI(config)#exit

CALI#

%SYS-5-CONFIG_I: Configured from console by console
CALI#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

CALI#

1.3.4 Switch S1

Switch>enable
Switch#conf term

Enter configuration commands, one per line. End with CNTL/Z.

Switch(config)#hostname S1

S1(config)#enable secret cisco

S1(config)#line console 0

S1(config-line)#password cisco

S1(config-line)#login

S1(config-line)#exit

S1(config)#line vty 0 4

S1(config-line)#password cisco

S1(config-line)#login

S1(config-line)#service password-encryption
S1(config)#banner motd #Acceso solo a personal autorizado#
S1(config)#exit

S1#

%SYS-5-CONFIG_I: Configured from console by console
S1#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

S1#

1.3.5 Switch S2

Switch>enable
Switch#conf termi

Enter configuration commands, one per line. End with CNTL/Z.

Switch(config)#hostname S2
S2(config)#enable secret cisco
S2(config)#line console 0
S2(config-line)#password cisco
S2(config-line)#login
S2(config-line)#exit
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S2(config)#line vty 0 4

S2(config-line)#password cisco

S2(config-line)#login

S2(config-line)#service password-encryption
S2(config)#banner motd #Acceso solo a personal autorizado#
S2(config)#exit

S2#

%SYS-5-CONFIG_I: Configured from console by console
S2#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

S2#

1.3.6 Switch S3

Switch>enable
Switch#conf term

Enter configuration commands, one per line. End with CNTL/Z.

Switch(config)#hostname S3

S3(config)#enable secret cisco

S3(config)#line console 0

S3(config-line)#password cisco

S3(config-line)#login

S3(config-line)#exit

S3(config)#line vty 0 4

S3(config-line)#password cisco

S3(config-line)#login

S3(config-line)#service password-encryption
S3(config)#banner motd #Acceso solo a personal autorizado#
S3(config)#exit

S3#

%SYS-5-CONFIG_I: Configured from console by console
S3#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

S3#

11



1.4 Configuracion interfaz y seriales

Se realiz6 la configuracion de las interfaces y los seriales segun se establecio en
la tabla para el escenario uno.

1.4.1 Router Bogota

Acceso solo a personal autorizado

User Access Verification

Password:

BOGOTA>enable

Password:

BOGOTA#conf term

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#interface fastethernet 0/0

BOGOTA(config-if)#ip address 192.168.1.1 255.255.255.224
BOGOTA(config-if)y#no shutdown

BOGOTA(config-if)#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

BOGOTA(config-if)#exit

BOGOTA(config)#interface serial 0/0

BOGOTA(config-if)#ip address 192.168.1.98 255.255.255.224
BOGOTA(config-if)y#no shutdown

%LINK-5-CHANGED: Interface Serial0/0, changed state to down
BOGOTA(config-if)#exit

BOGOTA(config)#interface serial 0/1

BOGOTA(config-if)#ip address 192.168.1.130 255.255.255.224
BOGOTA(config-if)y#no shutdown

%LINK-5-CHANGED: Interface Serial0/1, changed state to down
BOGOTA(config-if)#exit

BOGOTA(config)#ip route 192.168.1.64 255.255.255.224 192.168.1.131
BOGOTA(config)#ip route 192.168.1.32 255.255.255.224 192.168.1.99
BOGOTA(config)#exit

BOGOTA#

%SYS-5-CONFIG_I: Configured from console by console
BOGOTA#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

BOGOTA#
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1.4.2 Router Medellin

Acceso solo a personal autorizado
User Access Verification
Password:

MEDELLIN>enable

Password:

MEDELLIN#conf term

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#interface fastEthernet 0/0

MEDELLIN(config-if)#ip address 192.168.1.33 255.255.255.224
MEDELLIN(config-ify#no shutdown

MEDELLIN(config-if)#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

MEDELLIN(config-if)#exit

MEDELLIN(config)#interface serial 0/0

MEDELLIN(config-if)#ip address 192.168.1.99 255.255.255.224
MEDELLIN(config-ify#no shutdown

MEDELLIN(config-if)#

%LINK-5-CHANGED: Interface Serial0/0, changed state to up
MEDELLIN(config-if)#exit

MEDELLIN(config)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0, changed state to
up

ip route 192.168.1.0 255.255.255.224 192.168.1.97
MEDELLIN(config)#ip route 192.168.1.0 255.255.255.224 192.168.1.97
MEDELLIN(config)#ip route 192.168.1.64 255.255.255.224 192.168.1.97
MEDELLIN(config)#exit

MEDELLIN#

%SYS-5-CONFIG_I: Configured from console by console
MEDELLIN#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

MEDELLIN#

13



1.4.3 Router Cali

Acceso solo a personal autorizado

User Access Verification

Password:

CALI>enable

Password:

CALI#conf term

Enter configuration commands, one per line. End with CNTL/Z.
CALI(config)#interface fastethernet 0/0

CALI(config-if)#ip address 192.168.1.65 255.255.255.224
CALI(config-ify#no shutdown

CALI(config-if)#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

CALI(config-if)#exit

CALlI(config)#interface serial 0/0

CALI(config-if)#ip address 192.168.1.131 255.255.255.224
CALI(config-ify#no shutdown

%LINK-5-CHANGED: Interface Serial0/0, changed state to down
CALI(config-if)#

CALI(config-if)#exit

CALI(config)#ip route 192.168.1.0 255.255.255.224 192.168.1.129
CALI(config)#ip route 192.168.1.32 255.255.255.224 192.168.1.129
CALI(config)#exit

CALI#

%SYS-5-CONFIG_I: Configured from console by console
CALI#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

CALI#

14



1.5 Verificacién de la tabla enrutamientos en los Router
Se procede a la verificacion de los Router dependiendo de su tabla de enrutamiento

1.5.1 Router Bogota

¥ BoGoTA — m} b

Physical Config CLI Attributes.
—

102 Command Line Interface

c 1592.1€8.1.9€ is directly connected, Seriald/0 ~

BOGOTRE
RLINE-5-CHANGED: Interface Serial0/l, changed state to up

$LINEPROTO-S-UPDOWN: Line protocol on Interface Seriald/l, changed state
to up

BOGOTA#show ip route
Codes: C - comnected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - ZIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSDF NSSR external type 1, N2 - OSPF NSSA external type 2
E1l - OSDF external type 1, E2 - OSPF external type = - EGP
i - Is-IS, L1 - IS-IS lewel-l, - IS-IS level-2, ia - IS-IS
inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

152.1€2.1.0/27 is subnetted, 5 subnets

c 152.168.1.0 is directly comnected, FastEtheznetd/d
s 152.188.1 [1/0] via 152.1€3.1.55

5 192 .1€8.1. [1/0] wia 1 les.1.131

c 192 168.1.9€ is directly connected, Serial0/0

c 132.188.1 is directly comnected, Seriali/l

BOGOTA#] v

Figura 3. Imagen router Bogota

1.5.2 Router Medellin

¥ MEDELLIN — O ®
Physical Config CLI Attributes
—
105 Command Line Interface
~
Cateway of last resort is not set
1s2.1€2.1.0 is subnetted, 4 subnets

s [1/0] wia 152.1€8.1.57
c .32 is directly connected, FastEthernst0/0
s .64 [1/0] wia 152.1€2.1.387
c 9¢ is directly connected, Serial0d/0
MEDELLIN#show ip route
Codes: C - connected, § - static, I - IGRP, R - RIF, M - mobile, B - BEE

D - EIGRP, EX - EIGRP external, © - OS5PF, IZ - OSPF inter area

Wl - OSPF NSSR externmal type 1, N2 - OSPF NS5& external type 2

El - OSPF external type 1, 22 — OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS lewel-l, L2 - I5-IS lewel-2, ia - I5S-IS
inter area

* — candidate default, U - per—user static route, o - ODR

P - pericdic downloaded static route
Gateway of last resort is not set

1s2.165.1.0 is subnetted, 4 subnets

3 l€a.1 [1/0] wia 132.1€8.1.37
c 1€3.1.32 is directly connected, FastEthernetl/0
3 l€3.1.€4 [1/0]1 wia 152.1€8.1.57
c 152 .163.1.9€ is directly connected, Seriald/d
MEDELLING v

Figura 4. Imagen router Medellin
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1.5.3 Router Cali

¥ cau - m] x

Physical Config CLI Aftributes
—

105 Command Line Interface

CALI (config-if) gexit -
SLINEPROTO-5-UPDOWN: Lime protocol on Interface Seriald/l, changed state to
up

CALI {config) #ip route 152 165.1.0 2
CALT (config)#ip route 152 168 1 .32
CALI (config) fexit

CALI#

$5SYS-S5-CONFIG_I: Configured from conscle by console

4 152.168.1.125
152_168.1.129

CALIfshow ip route

Codes: C - connected, § - statie, I - IGRP, R - RIP, M - mobile, B - BGD
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSDF inter area
N1 - OSPF NSSA external type 1, NI — OSDF NSSA externmal t
El - OSPF external type 1, E2 - OSDF external type 2,
i - IS-18, Ll - IS-IS level-1, L2 - IS-IS level-2, ia

area
* - candidate default, U - per-user static route, o - ODR
D - periodic downloaded static route

Gateway of last resort is not set

192 168.1.0/27 is subnetted, 3 subnets

c 192.1€8.1.0 is directly connected, FastEthernet(/0

5 192 1€8.1. [1/0] wia 192 _1€8.1.129

c 192.1€8.1.128 is directly connected, Seriall/1

caLzg v

10:58 p. m.
2

Figura 5. Imagen router Cali
1.6 Verificacién balance de Vargas en los routers

El balance de carga se designa mediante el comando ip route, y es dado para los
routers que tienen dos seriales conectados.

1.6.1 Router Bogota

¥ BOGOTA - O >

Physical Config CLI Attributes
—

105 Command Line Interface

[ 152.1€28.1.9€ is directly connected, Seriald/0 ~

BOCOTLE
SLINE-5-CHANGED: Interface Seriald/l, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/l, changed state
to up

BOCOTR#show ip route
Codes: C - connected, § - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, ¢ - QO5PF, IA - OS5PF inter area
¥l - OSPF MSSA external type 1, N2 - OSDPF NSSR extermal type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - I5-I5, L1 - IS-IS5 level-l, L2z - I5-IS level-2, ia - IS-IS
inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

152.1€8.1.0/27 is submetted, 5 subnets

c 1.0 is directly connected, FastEthernet0/0

5 1.32 [1/0] wia 192 _1&€8.1.9%

5 1.84 [L/0] via 182.168.1.131

c .1.%€ is directly connected, Serial0/0

C -1.128 is directly connected, Serialld/1l

BOGOTAZ| v

159 p. m
21/01/2020

Figura 6. Imagen router Bogota
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1.6.2 Router Medellin

¥ MEDELLIN - [} X
Physical Config CLI Attributes
—
105 Command Line Interface
~
Cateway of last resort is not set
152.1€2.1.0/27 is subnetted, 4 subnets

s 1%2.1€2.1.0 [1/0] wia 192.1%8.1.87
c 132.1€2.1.32 is directly connected, FastEthernet0/0
s 1s2.1€2.1.€4 [1/0] wia 152.1€2.1.57
c 132 .1€2.1.9€ is directly comnected, Seriald/0
MEDELLIN#show ip route
Codes: C - connected, § - static, I - IGRP, R - RIF, M - mobile, B - BEE

D - EIGRP, EX - EIGRP external, © - OS5PF, IZ - OSPF inter area

Wl - OSPF NSSR externmal type 1, N2 - OSPF NS5& external type 2

El - OSPF external type 1, 22 — OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS lewel-l, L2 - I5-IS lewel-2, ia - I5S-IS
inter area

* — candidate default, U - per—user static route, o - ODR

P - pericdic downloaded static route
Gateway of last resort is not set

152.163.1.0/27 is subnetted, 4 subnets

3 152.1€5.1.0 [1/0]1 wia 132.1€8.1.57
c 132.1€5.1.32 is directly connected, FastEthernet0/0
3 152 1€3.1 €4 [1/0] via 152 _1€8.1 .57
c 152_1€3.1.%€ is directly connected, Seriald/d
MEDELLINE v

11:00 p. m.

21/01/2020

Figura 7. Imagen router Medellin

1.6.3 Router Cali

¥ cau - m} >

Physical Config CLI Attributes
—

105 Command Line Interface

CALI (config-if) fexit ~
2LINEPROTO-5-UPDOWN: Line protocol on Interface Seriald/1l, changed state to
up

CALI {config)#ip route 132.1€8.1.0
CALI (config)#ip route 192.1€8.1.32 25
CALI {config)fexit

CALIg

%SYS-5-CONFIG I: Configured from console by console

CALIgshow ip route
Codes: C - connected, S - statie, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EICRP external, O - OSPF, IA - OSPF inter area
N1 - OSDF NSSA external type 1, N2 - OSPF NSSA euternal type 2
E1l - OSDF external type 1, E2 - OSDF external type I, E - ECP
i - IS-I5, LL - IS-IS level-l, L2 - IS-IS level-2, ia - IS-IS inter

area
# - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static zoute

Gateway of last resort is not set

152.1€2.1.0/27 is subnetted, 3 subnets

c 152.1€8.1.0 is directly connected, FastEthernet0/0
s 152.1€8.1.32 [1/0] wia 152.1€8.1.123
c 152.1€8.1.128 is directly connected, SerialQl/1

10:58 p. m.
21/01/2020

Figura 8. Imagen router Cali
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1.7 Verificacion de vecinos usando el comando cdp

La verificacion de vecinos se utiliza bajo el comando show cdp neighbors, en cada
uno de los routers

1.7.1 Router Bogota

BOEOTAfshow codp neighbors

Capability Codes: B - Router, T - Trans Bridge, B - Source Route Bridge

5 - Switch, H - Host, I - IGMP, r - Repeater, P — Fhone

Device ID Local Intrfce Holdtme Capability Platform Port ID
52 Fas 0/0 147 5 Z9€0 Fas 0/3
MEDELLIN Ser 070 174 =4 C2e00 Ser 00
CALI Ser 0/1 1&0 = C2e0d Ser 0/1
BOCOTAZ

W

11:08 p. m.
21/01/2020

Figura 7. Imagen router Bogota

1.7.2 Router Medellin

MEDELLIN&#show cdp neighbors
Capability Codes: B — Bouter, T - Trans Bridge, B - Source HRoute Bridge
8 — Bwitch, H - Host, I - IGMP, r — Repeater, P — Phone

Device ID Local Intrfce Holdtme Capability Platform Bort ID
51 Fas 0/0 1&5 5 29€0 Fas 0/3
BOGOTR Ser 0,0 124 =] CZe00 Ser 0/0
MEDELLINg|

W

11:10 p. m.
21/01/2020

Figura 8. Imagen router Medellin

1.7.3 Router Cali

CALIg¢show cdp neighbors
Capability Codes: B - Bouter, T — Trans Bridge, B - Source Route Bridge
5 - Bwitch, H — Host, I - IGMP, r - BRBepeater, P — Phone

Device ID Local Intrfce Holdtme Capability Platform Port ID
53 Fas 0/0 134 5 25&0 Fas 0/3
BOZOTRE Ser 0/1 157 B C2e00 Ser 0/1
CaLI#|

L

11:09 p. m.
21/01/2020

Figura 7. Imagen router Cali
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1.8 Asignacion de enrutamiento EIGRP

Se realiza la asignacion de enrutamiento EIGRP a los routers considerando el
direccionamiento disefiado.

1.8.1 Router Bogota

BOGOTA>enable

Password:

BOGOTA¢#conf term

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#router eigrp 10

BOGOTA(config-router)#network 192.168.1.0 0.0.0.31
BOGOTA(config-router)#network 192.168.1.96 0.0.0.31
BOGOTA(config-router)#

%DUAL-5-NBRCHANGE: IP-EIGRP 10: Neighbor 192.168.1.99 (Serial0/0) is up:
new adjacency

BOGOTA(config-router)#network 192.168.1.128 0.0.0.31
BOGOTA(config-router)#no auto-summary

BOGOTA(config-router)#

%DUAL-5-NBRCHANGE: IP-EIGRP 10: Neighbor 192.168.1.99 (Serial0/0) resync:
summary configured

BOGOTA(config-router)#exit

BOGOTA(config)#

1.8.2 Router Medellin

MEDELLIN>enable

Password:

MEDELLIN#conf term

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#router eigrp 10
MEDELLIN(config-router)#network 192.168.1.96 0.0.0.31
MEDELLIN(config-router)#network 192.168.1.32 0.0.0.31
MEDELLIN(config-router)#network 192.168.1.128 0.0.0.31
MEDELLIN(config-router)#
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1.8.3 Router Cali

CALI>enable

Password:

CALI#conf term

Enter configuration commands, one per line. End with CNTL/Z.
CALlI(config)#router eigrp 10

CALI(config-router)#network 192.168.1.128 0.0.0.31
CALI(config-router)#network 192.168.1.64 0.0.0.31
CALI(config-router)#no auto-summary
CALI(config-router)#exit

CALI(config)#exit

1.9 Verificaciéon de vecindad EIGRP en los routers

Se realiza la verificacion de vecindad dada por los comandos show ip eigrp
neighbors y show ip eigrp topology

1.9.1 Router Bogota

BOGOTA=>enable

Password:

BOCOTRAdshow ip eigrp neighbors
IE-EIGRF neighbors for process 10

H 2ddress Interface Hold Uptime SETT BTO Q Seqg

isec) {ms) Cnt HNum
a 152 _1€8.1_59% Seldys0 13 0a:-0a7:17 40 1laaa 04 13
BOEOT24| w

11:26 p. m.
21/01/2020

Figura 10. Imagen router Bogota

1.9.2 Router Medellin

MEDELLIM>enakle

Password:

MEDELLIMgshow ip eigrp neighbors
IP-EIGREP neighbkors for process 10

H Lddress Interface Hold Uptime SETT BTO Qo Seg

{sec) {ms) Cnt HNum
a 1592 _1€8.1.58 Sed/0 12 00:08:-43 40 laao @ i)
MEDELLINg v

11:27 p. m.
21/01/2020

Figura 11. Imagen router Medellin
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1.9.3 Router Cali

CALIgshow ip eigrp neighbors
IP-EIGRP neighbors for process 10

H Eddress Interface Hold Uptime SETT BTO Q
Seq
(sec) (ms) Cnt
Hum
Q 152 .1€8.1.130 Seds0 1l go:1l2:28 40 la00 o 25
caLzg v
Figura 12. Imagen router Cali
1.10 Comprobacién en las tablas de enrutamientos

Se comprueba mediante el comando show ip route

1.10.1 Router Bogota

BOGOTA show ip route

P - pericdic downloaded static route
Fateway of last resort is not set

152 .1€2.1.0/27 is subnetted, 5 subnets

C 152.1€8.1.0 is directly connected, FastEthernet0/0
5 192 1e2.1.232 [1/0] wia 152.1c2.1.55

5 152.1e8.1.€4 [1l/0] wia 152.1€5.1.131

c 152 _.168.1.9¢ is directly connected, Serial0/0O

C 152.1€8.1.128 is directly connected, Serialld/ 1l
BOEOTRE

Codes: C - connected, 5 - static, I - IGRF, R - RIF, M - mobkile,
' - EIGRP, EX - EIGRP extermnal, O - OSPF, IR - O5PF
N1 - OS5PF NS55R external type 1, N2 - O5PF NS55L exte
El - O5PF external type 1, E2 - OS5PF external type
i - I5-I5, L1 - I5-I5 lewel-1l, LZ - I5-I5 lewel-2,
area
¥ — rcandidate default, U - per—-user static route, o

E - BEE
inter area

rnal type 2

Z, E - EGF

ia — I5-I5 inter

- QDR

11:37 p. m.

21/01/2020

Figura 13. Imagen router Bogota

21



1.10.2 Router Medellin

MEDELLINgshow ip route
Codes: C - connected, 5 - static, I - IGRP, B — RIF, M - mokile, B — BGEP
b - EIGRF, EX - EIGRP external, & - O5PF, IA - O5PF inter area
N1 - OS5PF NS55R extermnal type 1, N2 - O5PF NSS5L extermal type 2
El - OS5PF external type 1, EZ2 - O5PF external type Z, E — EGP
i - I5-I5, L1 - I5-I5 lewel-1l, L2 - I5-I5 lewel-2, ia - I5-IS5 inter
area
* - candidate default, U - per—-user static route, o — QDR
P - periodic downloaded static route

Fateway of last resort is not set

152.1€8.1.0/27 is subnetted, 5 subnets

5 152.1e8.1.0 [1/70] wia 192.1&8.1.57

C 152 _.168.1.32 is directly connected, FastEthernet0/0

5 l32.1e5.1.64 [1/0] wia 152.1€35.1.57

[ 152.1€8.1.%¢€ is directly connected, Serialld/0

[H] 152 .1e2.1.128 [50/2€21235¢] wia 152.1e8.1.5%8, 00:18:42, Serizald/s0
HEDELLIN# W

11:37 p. m.

21/01/2020

Figura 14. Imagen router Medellin

1.10.3 Router Cali

ChLIg¢show ip route
Codes: C - connected, 5 - static, I - IGRF, R - RIF, M - mokile, B - BEF
D — EIGRP, EX - EIGRP external, © - 05PF, IZ - 0OS5PF inter area
N1 - QS5PF N55Z external type 1, N2 - O5PF NS55L external type 2
El - OS5PF external type 1, EZ - O5PF external type 2, E - EGP
i - I5-I5, L1 - I5-I5 lewel-1l, L2 - IS5-IS5 lewel-2Z, ia - I5-IS5 inter
area
¥ — pandidate default, U - per-user static route, o — CODR
F - periocdic downloaded static route

Fateway of last resort is not set

152 _1€8.1.0/27 is subnetted, 3 subnets

c 152 .1€8.1.0 is directly connected, FastEthernetd/0
5 152 .168.1.32 [1/0] wia 152.1le3.1.123
c 152 _.168.1.128 is directly connected, Seriald/s1l

11:35 p. m.
21/01/2020

Figura 15. Imagen router Cali
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111

Diagnostico de comprobacién de puntos de la red

Se realiza comprobacion de diagnostico mediante el comando ping para verificar

los puntos de Red del escenario.

1.11.1 Host de red LAN del router Cali a red Medellin

Command Prompt

Packet Tracer
C:hv>ping 152

Pinging 152

Fegquest ¢
Reply
Reply

Reply from

Ping statis
Fac

Approximate
Hinimum =

Figura 16. Imagnes ping de LAN Cali a red Medellin

1.11.2 Host de red LAN del router Cali ared servidor

3 madomam

i

Cima=]lma

& WM

£ imeee= L ms

Figura 17. Imagenes ping de LAN Cali a red Servidor
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1.12 Configuracién list de control de acceso

En este momento cualquier usuario de la Red tiene acceso a todos sus dispositivos
y estaciones de trabajo. El jefe de redes le solicita implementar seguridad en la red.
Para esta labor se decide configurar listas de control de acceso (ACL) a los routers.
Las condiciones para crear las ACL son las siguientes:

Configuracion de habilitacién para establecer conexions Telnet.

En la configuracion inicial de cada routes se establecio la configuracion necesaria
para la habilitacion de la conexiones Telnet.

1.12.1 Router Bogota

BOGOTA>enable

Password:

BOGOTA¢#confi

BOGOTA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#line vty 0 4

BOGOTA(config-line)#password cisco
BOGOTA(config-line)#login

BOGOTA(config-line)#exit

BOGOTA(config)#

1.12.2 Router Medellin

MEDELLIN#conf term

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#line vty 0 4
MEDELLIN(config-line)#password cisco
MEDELLIN(config-line)#login

MEDELLIN(config-line)#exit

MEDELLIN(config)#

1.12.3 Router Cali

CALl#conf term

Enter configuration commands, one per line. End with CNTL/Z.
CALI(config)#line vty 0 15

CALI(config-line)#password cisco

CALI(config-line)#login

CALI(config-line)#exit
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1.12.4 Conexion Telnet entre routers Medellin-Bogota

Acceso solo a personal autorizado
User Access Verification
Password:

MEDELLIN>enable

Password:
MEDELLINftelnet 152 _163.1.58
Trying 1%2_1€2.1.5%8 .. _.0Openlicceso solo a personal autorizado

User Access Werification

Password:
BOGOTR v

12:07 a. m.
22/01/2020

Figura 17. Imagen router entre Medellin y Bogota

1.12.5 Conexion Telnet entre routers Cali-Bogota

CALIgtelnet 19.1€8_.1.130

Trying 1%.1€%.1.130 ...

% Connection timed out; remote host not responding
CALIgtelnet 192 .1&2.1.130

Trying 1%2_.168_.1.130 .. _Openbcceso solo a personal autorizado

User Access Verification

Password:
BOGOTL w

12:11 a. m.
22/01/2020

Figura 18. Imagen router entre Cali y Bogota
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1.12.6 Conexion Telnet entre routers Bogota . Medellin/Cali

BOZOTA»enable

Fassword:

BOGZOTRftelnet 152.1€53.1.131

Trying 1%2_.163.1.131 ...

% Connection timed out; remote host not responding
BOGOTRftelnet 192 .1€8.1.595

Trying 1%2.168.1.5%5% .. .0penlcceso solo a personal autorizado

User RAccess Verification

Password:
MEDELLIN>exit

[Connection to 1%2.168.1.5%5% closed by foreign host]
BOZOTAEtelnet 152.165.1.130
Trying 1%2_.1628_.1.130 .. ._Openlicceso solo a personal autorizado

User RAccess Verification

Password:

CRLI:

W

1216 a. m.
22/01/2020

Figura 19. Imagen router entre Bogota y Medellin/Cali

El equipo WS1 y el servidor se encuentran en la subred de administracion. Solo el

servidor de la subred de administracion debe tener acceso a cualquier otro

dispositivo en cualquier parte de la red.

BOGOTA¢#conf term

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#access-list 1 permit 192.168.1.6 0.0.0.224
BOGOTA(config)#access-list 1 deny any
BOGOTA(config)#int se0/0

BOGOTA(config-if)#ip access-group 1 out
BOGOTA(config-if)#exit

BOGOTA(config)#int se0/1

BOGOTA(config-if)#ip access-group 1 out
BOGOTA(config-if)y#exit

BOGOTA(config)#exit

BOGOTA#
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a. Las estaciones de trabajo en las LAN de MEDELLIN y CALI no deben tener
acceso a ningun dispositivo fuera de su subred, excepto para interconectar
con el servidor.

MEDELLIN#conf term

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#access-list 111 permit ip 192.168.1.32 0.0.0.31 host
192.168.1.6

MEDELLIN(config)#int fa0/0

MEDELLIN(config-if)#ip access-group 111 in

MEDELLIN(config-if)#exit

MEDELLIN(config)#exit

MEDELLIN#

CALl#conf term

Enter configuration commands, one per line. End with CNTL/Z.
CALI(config)#access-list 111 permit ip 192.168.1.64 0.0.0.31 host 192.168.1.6
CALI(config)#int fa0/0

CALI(config-if)#ip access-group 111 in

CALI(config-if)#exit

CALI(config)#exit

CALI#

1.13 Comprobacion de la Red instalada

a. Se debe probar que la configuracion de las listas de acceso fue exitosa.
b. Comprobar y Completar la siguiente tabla de condiciones de prueba para
confirmar el 6ptimo funcionamiento de la red e.

TELNET Router MEDELLIN Router CALI Exito
WS 1 Router BOGOTA Falla
Servidor Router CALI Exito
Servidor Router MEDELLIN Exito
TELNET LAN del Router Router CALI Falla
MEDELLIN
LAN del Router CALI Router CALI Falla
LAN del Router Router MEDELLIN Falla
MEDELLIN
LAN del Router CALI Router MEDELLIN Falla
PING LAN del Router CALI WS 1 Falla
LAN del Router WS 1 Falla
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PING

MEDELLIN

LAN del Router
MEDELLIN

LAN del Router CALI
LAN del Router
MEDELLIN

Servidor

Servidor
Router CALI

Router MEDELLIN

LAN del Router CALI

Servidor
Servidor

LAN del Router
MEDELLIN

LAN del Router CALI
LAN del Router
MEDELLIN

LAN del Router CALI

Falla

Exito
Exito

Exito

Exito
Falla

Falla
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2. Escenario dos

Una empresa tiene la conexion a internet en una red Ethernet, lo cual deben
adaptarlo para facilitar que sus routers y las redes que incluyen puedan, por esa via,
conectarse a internet, pero empleando las direcciones de la red LAN original.

MM TR0

VIANT« 1722320
VIAND = 1T 01010 0%
VLAN= 1221 0 10 /8

5 mOSTS 5 mOSTS
VANt « 12N 200
VLANI = 17201000
VLA = 1201040

mansem

VLANI « (T2N 2809
VLAIDS » 17231 1 84 28
VLA = 17231 1029
VLA » 1202049

Figura 20. Imagen esquema escenario 2 propuesto

2.1 Comprobacion de lared instalada.

Los siguientes son los requerimientos necesarios:

Todos los routers deberan tener los siguiente:

* Configuracion basica.

* Autenticacion local con AAA.

» Cifrado de contrasefias.

* Un maximo de internos para acceder al router.
* M&ximo tiempo de acceso al detectar ataques.
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2.1.1 Topologia

172.31.2.32 130

=7
lr"‘*? 3

25 M 209.17.220.0 /24
262hxm
Bucmtwmca T—
2960 24TT
SwLABORATORIO Cloud-PT
Internet

17231.2.36/30 \

-'_'3-
20K

z o\aTT
l wTUl

VLAN20 = 172.31.0.128 /26 |
2940-§4TT vunwso 2=172.31.0.192
SwBULARAMANGA
\ — _: FFFFF PT
201” WEB EXTERNO
PC-PT PC-PT
VLAN2O VLANID.2 CUNDBINAMARCA

/ \

;], g, y

pPC-BT PC-PT

VLANLO VLAN3O

VALN10 = 172.31.0.0 /26

VLANZ0 = 172.31.0.64 /26
60L24TT

VLANIO? NDI AMARCA
VLAN10.2 =172.31.2.8/29
VLAN20.2 = 172.31.1.64 /26

PC- PT
VLANZ20.2
Server-| P'T
WEB INTERNO

Figura 21. Imagen de esquema en Packet Tracer

2.1.2 Router Bucaramanga

Router>enable

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BUCARAMANGA
BUCARAMANGA(config)#no ip domain-lookup
BUCARAMANGA(config)#aaa aute
BUCARAMANGA(config)#aaa authe
BUCARAMANGA(config)#aaa authentication login local enable
BUCARAMANGA(config)#aaa new-model
BUCARAMANGA(config)#aaa authentication login AUTH local
BUCARAMANGA(config)#line console 0
BUCARAMANGA(config-line)#login authe
BUCARAMANGA(config-line)#login authentication AU
BUCARAMANGA(config-line)#login authentication AUTH
BUCARAMANGA(config-line)#line vty 0 15
BUCARAMANGA(config-line)#login authentication AUTH
BUCARAMANGA(config-line)#username cisco secret cisco
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BUCARAMANGA(config)#exit

BUCARAMANGA#

%SYS-5-CONFIG_I: Configured from console by console
BUCARAMANGA#conf term

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#service password-encryption
BUCARAMANGA(config)#exit

BUCARAMANGA#

%SYS-5-CONFIG_I: Configured from console by console
BUCARAMANGA#copy running-config startup-config
Destination filename [startup-config]?

Building configuration...

[OK]

BUCARAMANGA#

2.1.3 Router Bucaramanga Interfaces y seriales

Username: cisco

Password:

BUCARAMANGA>enable

BUCARAMANGA#conf term

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#interface fastEthernet 0/0
BUCARAMANGA(config-if)#no shutdown

BUCARAMANGA(config-if)#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface

FastEthernet0/0, changed state to up

BUCARAMANGA(config-if)#exit

BUCARAMANGA(config)#int se0/0

BUCARAMANGA(config-if)#ip add 172.31.2.33 255.255.255.252
BUCARAMANGA(config-if)#exit

BUCARAMANGA(config)#ip route 172.31.0.192 255.255.255.192 172.31.2.34
BUCARAMANGA(config)#ip route 172.31.0.128 255.255.255.192 172.31.2.34
BUCARAMANGA(config)#ip route 172.31.2.8 255.255.255.248 172.31.2.34
BUCARAMANGA(config)#ip route 172.31.1.64 255.255.255.192 172.31.2.34
BUCARAMANGA(config)#exit

BUCARAMANGA#

%SYS-5-CONFIG_I: Configured from console by console
BUCARAMANGA#

2.1.4 Switch Bucaramanga

Switch>enable
Switch#conf term
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Enter configuration commands, one per line. End with CNTL/Z.

Switch(config)#hostname SWBUCARAMANGA
SwWBUCARAMANGA(config)#enable secret cisco
SwWBUCARAMANGA(config)#line console 0
SwWBUCARAMANGA(config-line)#password cisco
SWBUCARAMANGA(config-line)#login
SwWBUCARAMANGA(config-line)#line vty 0 15
SwWBUCARAMANGA(config-line)#password cisco
SwWBUCARAMANGA(config-line)#login
SwWBUCARAMANGA(config-line)#exit
SWBUCARAMANGA(config)#service password-encryption
SWBUCARAMANGA(config)#no ip domain-lookup
SwWBUCARAMANGA(config)#do write

Building configuration...

[OK]

SwWBUCARAMANGA(config)#exit

SWBUCARAMANGA#

%SYS-5-CONFIG_I: Configured from console by console
SWBUCARAMANGA#

2.1.5 Switch Bucaramanga Vlan

SwWBUCARAMANGA#conf term

Enter configuration commands, one per line. End with CNTL/Z.

SwWBUCARAMANGA(config)#vlan ?

<1-4094> ISL VLAN IDs 1-1005
SWBUCARAMANGA(config)#vlan 10
SwBUCARAMANGA(config-vlan)#vlan 30
SWBUCARAMANGA(config-vlan)#exit
SwBUCARAMANGA(config)#interface vlian10
SWBUCARAMANGA(config-if)#exit
SwBUCARAMANGA(config)#interface vlian30
SWBUCARAMANGA(config-if)#exit
SwWBUCARAMANGA(config)#interface fa0/1
SWBUCARAMANGA(config-if)#switchport mode access
SwBUCARAMANGA(config-if)#switchport access vlan 10
SWBUCARAMANGA(config-if)#
SWBUCARAMANGA(config-if)#no shutdown
SWBUCARAMANGA(config-if)#exit
SWBUCARAMANGA(config)#interface fa0/2
SWBUCARAMANGA(config-if)#switchport mode access
SWBUCARAMANGA(config-if)#switchport access vian 30
SWBUCARAMANGA(config-if)#
SWBUCARAMANGA(config-if)#no shutdown
SWBUCARAMANGA(config-if)#do write
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Building configuration...

[OK]

SwWBUCARAMANGA(config-if)#exit
SwWBUCARAMANGA(config)#int fa0/3
SwWBUCARAMANGA(config-if)#switchport mode trunk
SwWBUCARAMANGA(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/3, changed state to down
SwWBUCARAMANGA(config-if)#switchport trunk native vian 1
SwWBUCARAMANGA(config-if)#exit
SwWBUCARAMANGA(config)#exit
SWBUCARAMANGA#

2.1.6 Router Tunja

Router>enable
Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#hostname TUNJA
TUNJA(config)#no ip domain-lookup
TUNJA(config)#aaa authentication login local enable
% Invalid input detected --- aaa not enabled
TUNJA(config)#aaa new-model

TUNJA(config)#aaa authentication login AUTH local
TUNJA(config)#line console 0
TUNJA(config-line)#login authentication AUTH
TUNJA(config-line)#line vty 0 15
TUNJA(config-line)#login authentication AUTH
TUNJA(config-line)#username cisco secret cisco
TUNJA(config)#service password-encryption
TUNJA(config)#exit

TUNJA#

%SYS-5-CONFIG_I: Configured from console by console
TUNJA#copy running-config startup-config
Destination filename [startup-config]?

Building configuration...

[OK]

TUNJA#
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2.1.7 Router Tunja Interfaces y seriales

TUNJA#conf term

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#interface serial 0/0

TUNJA(config-if)#ip address 172.31.2.34 255.255.255.252
TUNJA(config-if)#lp ospf message-digest-key 1 md5 7 network
TUNJA(config-if)#ip nat inside

TUNJA(config-if)y#no shutdown

%LINK-5-CHANGED: Interface Serial0/0, changed state to down
TUNJA(config-if)#exit

TUNJA(config)#int fa0/0

TUNJA(config-if)y#no shutdown

TUNJA(config-if)#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/0, changed state to up

TUNA(config-if)#exit

TUNJA(config)#int se0/1

TUNJA(config-if)#ip add 172.31.2.37 255.255.255.252
TUNJA(config-if)y#no shutdown

%LINK-5-CHANGED: Interface Serial0/1, changed state to down
TUNJA(config-if)#exit

TUNJA(config)#ip route 172.31.0.64 255.255.255.192 172.31.2.33
TUNJA(config)#ip route 172.31.0.0 255.255.255.192 172.31.2.33
TUNJA(config)#ip route 172.31.2.8 255.255.255.248 172.31.2.38
TUNJA(config)#ip route 172.31.1.64 255.255.255.192 172.31.2.38
TUNJA(config)#ip route 172.31.2.24 255.255.255.248 172.31.2.38
TUNJA(config)#exit

TUNJA#

2.1.8 Switch Tunja

Switch>enable

Switch#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SWTUNJA
SWTUNJA(config)#enable secret cisco

SWTUNJA(config)#line console 0
SWTUNJA(config-line)#password cisco
SWTUNUJA(config-line)#login

SWTUNJA(config-line)#line vty 0 15
SWTUNJA(config-line)#password cisco
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SWTUNJA(config-line)#login
SWTUNJA(config-line)#exit
SWTUNJA(config)#service password-encryption
SWTUNJA(config)#no ip domain-lookup
SWTUNJA(config)#do write

Building configuration...

[OK]

SWTUNJA(config)#

2.1.8 Switch Tunja Vlan

SwWTUNJA#conf term

Enter configuration commands, one per line. End with CNTL/Z.
SWTUNJA(config)#vlan 20

SWTUNJA(config-vlan)#vlan 30

SWTUNJA(config-vlan)#exit

SWTUNJA(config)#interface vlan 20

SWTUNJA(config-if)#

%LINK-5-CHANGED: Interface VIan20, changed state to up

SWTUNJA(config-if)#interface vlan 30
SWTUNJA(config-if)#

%LINK-5-CHANGED: Interface VIan30, changed state to up
SwWTUNJA(config-if)#interface fa0/01
SWTUNJA(config-if)y#switchport mode access
SWTUNJA(config-if)#switchport access vlan 20
SWTUNJA(config-if)#

SWTUNJA(config-if)#no shutdown
SWTUNJA(config-if)#exit
SWTUNJA(config)#interface fa0/2
SWTUNJA(config-if)y#switchport mode access
SWTUNJA(config-if)#switchport access vlian 30
SWTUNJA(config-if)#

SWTUNJA(config-if)#no shutdown
SWTUNJA(config-if)y#do write

Building configuration...

[OK]

SWTUNJA(config-if)#int fa0/3
SWTUNJA(config-if)#switchport mode trunk
SWTUNJA(config-if)#
SWTUNJA(config-if)#switchport trunk native vlan 1
SWTUNJA(config-if)#exit
SWTUNUJA(config)#exit

SWTUNJA#
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2.1.9 Router Cundinamaca

Router>enable

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname CUNDINAMARCA
CUNDINAMARCA(config)#no ip domain-lookup
CUNDINAMARCA(config)#aaa authentication login local enable
% Invalid input detected --- aaa not enabled
CUNDINAMARCA(config)#aaa new-model
CUNDINAMARCA(config)#aaa authentication login AUTH local
CUNDINAMARCA(config)#line console 0
CUNDINAMARCA(config-line)#login authentication AUTH
CUNDINAMARCA(config-line)#line vty 0 15
CUNDINAMARCA(config-line)#login authentication AUTH
CUNDINAMARCA(config-line)#username cisco secret cisco
CUNDINAMARCA(config)#service password-encryption
CUNDINAMARCA(config)#exit

CUNDINAMARCA#copy running-config startup-config
Destination filename [startup-config]?

Building configuration...

[OK]

CUNDINAMARCA#

2.1.10 Router Cundinamarca Interfaces y seriales

CUNDINAMARCA#conf term

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#int se0/0
CUNDINAMARCA(config-if)#ip add 172.31.2.38 255.255.255.252
CUNDINAMARCA(config-if)j#no shutdown
CUNDINAMARCA(config-if)#

%LINK-5-CHANGED: Interface Serial0/0, changed state to up
CUNDINAMARCA(config-if)#exit

CUNDINAMARCA(config)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface

Serial0/0, changed state to up

CUNDINAMARCA(config)#int fa0/0
CUNDINAMARCA(config-if)#no shutdown
CUNDINAMARCA(config-if)#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
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%LINEPROTO-5-UPDOWN: Line protocol on Interface

FastEthernet0/0, changed state to up

CUNDINAMARCA(config-if)#exit

CUNDINAMARCA(config)#ip route 172.31.0.128 255.255.255.192 172.31.2.37
CUNDINAMARCA(config)#ip route 172.31.0.192 255.255.255.192 172.31.2.37
CUNDINAMARCA(config)#ip route 172.31.0.0 255.255.255.192 172.31.2.37
CUNDINAMARCA(config)#ip route 172.31.0.64 255.255.255.192 172.31.2.37
CUNDINAMARCA(config)#exit

CUNDINAMARCA#

2.1.11 Switch Cundinamarca

Switch>enable

Switch#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SWCUNDINAMARCA
SwWCUNDINAMARCA(config)#enable secret cisco
SWCUNDINAMARCA(config)#line console 0
SwWCUNDINAMARCA(config-line)#password cisco
SwWCUNDINAMARCA(config-line)#login
SWCUNDINAMARCA(config-line)#line vty 0 15
SwWCUNDINAMARCA(config-line)#password cisco
SwWCUNDINAMARCA(config-line)#login
SWCUNDINAMARCA(config-line)#exit
SwWCUNDINAMARCA(config)#service password-encryption
SwWCUNDINAMARCA(config)#no ip domain-lookup
SwWCUNDINAMARCA(config)#do write

Building configuration...

[OK]

SwWCUNDINAMARCA(config)#exit

SWCUNDINAMARCA#

2.1.12 Switch Cundinamarca Vlan

SwWCUNDINAMARCA#conf term

Enter configuration commands, one per line. End with CNTL/Z.
SWCUNDINAMARCA(config)#vlan 10
SwWCUNDINAMARCA(config-vlan)#exit
SWCUNDINAMARCA(config)#vlan 20
SwWCUNDINAMARCA(config-vlan)#exit
SwWCUNDINAMARCA(config)#vlan 88
SWCUNDINAMARCA(config-vlan)#exit
SwWCUNDINAMARCA(config)#int vlan 10
SWCUNDINAMARCA(config-if)#
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%LINK-5-CHANGED: Interface VIan10, changed state to up
SwWCUNDINAMARCA(config-if)#int vlan 20
SWCUNDINAMARCA(config-if)#

%LINK-5-CHANGED: Interface VIan20, changed state to up
SwWCUNDINAMARCA(config-if)#exit
SwWCUNDINAMARCA(config)#vlan 88
SwWCUNDINAMARCA(config-vlan)#exit
SWCUNDINAMARCA(config)#int fa0O/1
SwWCUNDINAMARCA(config-if)y#switchport mode access
SWCUNDINAMARCA(config-if)#switchport access vlian 10
SWCUNDINAMARCA(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface
Vlan10, changed state to up
SWCUNDINAMARCA(config-if)#no shutdown
SwWCUNDINAMARCA(config-if)#exit
SWCUNDINAMARCA(config)#int fa0/2
SwWCUNDINAMARCA(config-if)y#switchport mode access
SWCUNDINAMARCA(config-if)#switchport access vlian 20
SWCUNDINAMARCA(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface
Vlan20, changed state to up
SWCUNDINAMARCA(config-if)#no shutdown
SwWCUNDINAMARCA(config-if)#exit
SWCUNDINAMARCA(config)#int fa0/3
SwWCUNDINAMARCA(config-if)y#switchport mode access
SwWCUNDINAMARCA(config-if)y#switchport access vlan 88
SWCUNDINAMARCA(config-if)#no shutdown
SwCUNDINAMARCA(config-if)#exit
SWCUNDINAMARCA(config)#int fa0/4
SwWCUNDINAMARCA(config-if)y#switchport mode trunk
SWCUNDINAMARCA (config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/4, changed state to down
%LINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/4, changed state to up
SwWCUNDINAMARCA(config-if)y#switchport trunk native vlan 1
SWCUNDINAMARCA(config-if)#exit
SWCUNDINAMARCA(config)#do write

Building configuration...

[OK]

SWCUNDINAMARCA (config)#exit

SWCUNDINAMARCA#



2.2 Servidor TFTP

Establezca un servidor TFTP y almacene todos los archivos necesarios de
los routers.

WEB EXTERNO -

Physical Config Services Desktop Programming Attributes
I

P Configuration X |

IP Configuration

) DHCP (®) static

IP Address 209.17.220.2 .
Subnet Mask 255.255.255.0

Default Gateway 209.17.220.1

DNS Server 0.0.0.0

IPve Configuration

() DHCP () Auto Config (®) Static
IPv& Address /
Link Local Address FE80::2D0:D3FF:FEDS:EEED

IPvEe Gateway

IPwe DNS Server

802.1X

Top

Figura 22. Imagen servidor TFTP
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WEB EXTERNO x

Physical Config

SERVICES
HTTP
DHCP

DHCPvG

Services Desktop Programming Attributes
|

TFTP

Service & On

Off

TFTP

DNS
SYSLOG
AAA
NTP
EMAIL
FTP
IoT
VM Management

Radius EAP

Top

File
asaf42-k8.bin
asa923-k8.bin
cl841-advipservicesk9-mz.124-15.T1.bin
cl841l-ipbase-mz.123-14.T7.bin
c1841-ipbasek9-mz.124-12 bin
c1900-universalk9-mz.5PA.155-3.M4a.bin
c2600-advipservicesk9-mz. 124-15.T1.bin
c2600-i-mz.122-28.bin
c2600-ipbasek9-mz.124-8.bin
c2800nm-advipservicesk9-mz.124-15.T1.bin
c2800nm-advipservicesk9-mz.151-4 M4 bin
c2800nm-ipbase-mz.123-14.T7.bin
c2800nm-ipbasek9-mz.124-8.bin
c2900-universalk9-mz.5PA.155-3.M4a.bin
c2950-i6g412-mz.121-22 EA4 bin

Figura 23. Imagen servidor TFTP

Remowve File

40



2.3 Servicio DHCP en los routers

El DHCP debera proporcionar solo direcciones a los hosts de Bucaramanga y
Cundinamarca

2.3.1 Router Bucaramanga

Username: cisco

Password:

BUCARAMANGA>enable

BUCARAMANGA#conf term

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#ip dhcp pool upvn10
BUCARAMANGA(dhcp-config)#network 172.31.0.0 255.255.255.192
BUCARAMANGA(dhcp-config)#default-router 172.31.0.1
BUCARAMANGA(dhcp-config)#option 150 ip 172.31.0.1
BUCARAMANGA(dhcp-config)#exit

BUCARAMANGA(config)#ip dhcp pool upvn30
BUCARAMANGA(dhcp-config)#network 172.31.0.64 255.255.255.192
BUCARAMANGA(dhcp-config)#default-router 172.31.0.65
BUCARAMANGA(dhcp-config)#option 150 ip 172.31.0.65
BUCARAMANGA(dhcp-config)#exit
BUCARAMANGA(config)#interface fa0/0.10
BUCARAMANGA(config-subif)#

%LINK-5-CHANGED: Interface FastEthernet0/0.10, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/0.10, changed state to up
BUCARAMANGA(config-subif)#encapsulation dotlq 10
BUCARAMANGA(config-subif)#ip add 172.31.0.1 255.255.255.192
BUCARAMANGA(config-subif)#exit
BUCARAMANGA(config)#interface fa0/0.30
BUCARAMANGA(config-subif)#

%LINK-5-CHANGED: Interface FastEthernet0/0.30, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/0.30, changed state to up
BUCARAMANGA(config-subif)#encapsulation dotlq 30
BUCARAMANGA(config-subif)#ip add 172.31.0.65 255.255.255.192
BUCARAMANGA(config-subif)#exit

BUCARAMANGA(config)#router ospf 1
BUCARAMANGA(config-router)#network 172.31.0.0 0.0.0.255 area O
BUCARAMANGA(config-router)#router-id 1.1.1.1
BUCARAMANGA(config-router)#Reload or use "clear ip ospf process" command,
for this to take effect

BUCARAMANGA(config-router)#exit

BUCARAMANGA(config)#exit

BUCARAMANGA#
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2.3.2 Router Cundinamarca

Username: cisco

Password:

CUNDINAMARCA>enable

CUNDINAMARCA#conf term

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#ip dhcp pool upvnl0
CUNDINAMARCA(dhcp-config)#network 172.31.2.8 255.255.255.248
CUNDINAMARCA(dhcp-config)#default-router 172.31.2.9
CUNDINAMARCA(dhcp-config)#option 150 ip 172.31.2.9
CUNDINAMARCA(dhcp-config)#exit

CUNDINAMARCA(config)#ip dhcp pool upvn20
CUNDINAMARCA(dhcp-config)#network 172.31.1.64 255.255.255.192
CUNDINAMARCA(dhcp-config)#default-router 172.31.1.65
CUNDINAMARCA(dhcp-config)#option 150 ip 172.31.1.65
CUNDINAMARCA(dhcp-config)#exit
CUNDINAMARCA(config)#interface fa0/0.10
CUNDINAMARCA(config-subif)#

%LINK-5-CHANGED: Interface FastEthernet0/0.10, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/0.10, changed state to up
CUNDINAMARCA(config-subif)#encapsulation dotlq 10
CUNDINAMARCA(config-subif)#ip add 172.31.2.9 255.255.255.248
CUNDINAMARCA(config-subif)#exit
CUNDINAMARCA(config)#interface fa0/0.20
CUNDINAMARCA(config-subif)#

%LINK-5-CHANGED: Interface FastEthernet0/0.20, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/0.20, changed state to up
CUNDINAMARCA(config-subif)#encapsulation dotlq 20
CUNDINAMARCA(config-subif)#ip add 172.31.1.65 255.255.255.192
CUNDINAMARCA(config-subif)#exit

CUNDINAMARCA(config)#int fa0/0.88
CUNDINAMARCA(config-subif)#

%LINK-5-CHANGED: Interface FastEthernet0/0.88, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/0.88, changed state to up
CUNDINAMARCA(config-subif)#encapsulation dotlg 88
CUNDINAMARCA(config-subif)#ip address 172.31.2.25 255.255.255.248
CUNDINAMARCA(config-subif)#exit

CUNDINAMARCA(config)#router ospf 1
CUNDINAMARCA(config-router)#network 172.31.1.0 0.0.0.255 area 0
CUNDINAMARCA(config-router)#network 172.31.2.0 0.0.0.255 area O
CUNDINAMARCA(config-router)#router-id 1.1.1.1
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CUNDINAMARCA(config-router)#Reload or use "clear ip ospf process"” command,
for this to take effect

CUNDINAMARCA(config-router)#exit

CUNDINAMARCA(config)#exit

CUNDINAMARCA#

2.4 NAT

El web server debera tener NAT estéatico y el resto de los equipos de la topologia
emplearan NAT de sobrecarga (PAT).

Username: cisco

Password:

TUNJA>enable

TUNJA#conf term

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#ip nat inside source static 172.31.2.28 209.165.220.4
TUNJA(config)#access-list 1 permit 172.0.0.0 0.255.255.255
TUNJA(config)#ip nat inside source list 1 interface fal/0 overload
TUNJA(config)#int fal/0

TUNJA(config-if)#ip nat outside

TUNJA(config-if)#int f0/0.20

TUNJA(config-subif)#

%LINK-5-CHANGED: Interface FastEthernet0/0.20, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/0.20, changed state to up

TUNJA(config-subif)#ip nat inside

TUNJA(config-subif)#int f0/0.30

TUNJA(config-subif)#

%LINK-5-CHANGED: Interface FastEthernet0/0.30, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/0.30, changed state to up

TUNJA(config-subif)#ip nat inside

TUNJA(config-subif)#int se0/0

TUNJA(config-if)#ip nat inside

TUNJA(config-if)#int se0/1

TUNJA(config-if)#ip nat inside

TUNJA(config-if)#exit

TUNJA(config)#ip route 0.0.0.0 0.0.0.0 209.165.220.3
TUNJA(config)#router ospf 1
TUNJA(config-router)#default-information originate
TUNJA(config-router)#exit

TUNJA(config)#exit

TUNJA#
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2.4 Enrutamiento autenticacién
El enrutamiento debera tener autenticacion.

BUCARAMANGA#conf term

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#int se0/0

BUCARAMANGA(config-if)#ip ospf authentication message-digest
BUCARAMANGA(config-if)#ip ospf message-digest-key 1 md>5 cisco
BUCARAMANGA(config-if)#exit

BUCARAMANGA(config)#exit

BUCARAMANGA#

CUNDINAMARCA#conf term

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#int se0/0

CUNDINAMARCA(config-if)#ip ospf authentication message-digest
CUNDINAMARCA(config-if)#ip ospf message-digest-key 1 md5 cisco
CUNDINAMARCA(config-if)#exit

CUNDINAMARCA(config)#exit

CUNDINAMARCA#

TUNJA#conf term

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#int se0/0

TUNJA(config-if)#ip ospf authentication message-digest
TUNJA(config-if)#ip ospf message-digest-key 1 md5 cisco
OSPF: Key 1 already exists

TUNJA(config-if)#int se0/1

TUNJA(config-if)#ip ospf authentication message-digest
TUNJA(config-if)#ip ospf message-digest-key 1 md5 cisco
TUNJA(config-if)#exit

TUNJA(config)#exit

TUNJA#
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2.5 Listas de control de acceso:

Los hosts de VLAN 20 en Cundinamarca no acceden a internet, solo alared
interna de Tunja.

CUNDINAMARCA>enable

CUNDINAMARCA#conf term

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#int se0/0
CUNDINAMARCA(config-if)#access-list 111 deny ip 172.31.1.64 0.0.0.63
209.165.220.0 0.0.0.255

CUNDINAMARCA(config)#access-list 111 permit ip any any
CUNDINAMARCA(config)#int f0/0.20
CUNDINAMARCA(config-subif)#exit

Los hosts de VLAN 10 en Cundinamarcasi acceden a internet y no a
la red interna de Tunja.

CUNDINAMARCA(config)#access-list 112 permit ip 172.31.1.0 0.0.0.63
209.165.220.0 0.0.0.255

CUNDINAMARCA(config)#access-list 112 deny ip any any
CUNDINAMARCA(config)#int f0/0.10
CUNDINAMARCA(config-subif)#ip access-group 112 in
CUNDINAMARCA(config-subif)#exit

CUNDINAMARCA(config)#exit

CUNDINAMARCA#

Los hosts de VLAN 30 en Tunjasolo acceden a servidores web vy ftp de
internet.

TUNJA#conf term

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#access-list 111 permit tcp 172.31.0.192 0.0.0.63 209.165.220.0
0.0.0.255 eq 80

TUNJA(config)#access-list 111 permit tcp 172.31.0.192 0.0.0.63 209.165.220.0
0.0.0.255eq 21

TUNJA(config)#access-list 111 permit tcp 172.31.0.192 0.0.0.63 209.165.220.0
0.0.0.255 eq 20

TUNJA(config)#int f0/0.30

TUNJA(config-subif)#ip access-group 111 in

TUNJA(config-subif)#exit
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Los hostsde VLAN 20 enTunjasolo acceden a la VLAN 20
de Cundinamarcay VLAN 10 de Bucaramanga.

TUNJA(config)#access-list 112 permit ip 172.31.0.128 0.0.0.63 172.31.1.64
0.0.0.63

TUNJA(config)#access-list 112 permit ip 172.31.0.128 0.0.0.63 172.31.0.0
0.0.0.63

TUNJA(config)#int f0/0.20

TUNJA(config-subif)#ip access-group 112 in

TUNJA(config-subif)#exit

TUNJA(config)#exit

TUNJA#

Los hostsde VLAN 30 deBucaramangaacceden a internet vy
a cualquier equipo de VLAN 10.

BUCARAMANGA>enable

BUCARAMANGA#conf term

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#access-list 111 permit ip 172.31.0.64 0.0.0.63
209.165.220.0 0.0.0.255

BUCARAMANGA(config)#int f0/0.30

BUCARAMANGA(config-subif)#ip access-group 111 in
BUCARAMANGA(config-subif)#exit

Los hosts de VLAN 10 en Bucaramanga acceden
a red de Cundinamarca (VLAN 20) y Tunja (VLAN 20), no internet.

BUCARAMANGA(config)#access-list 112 permit ip 172.31.0.0 0.0.0.63
172.31.1.64 0.0.0.63

BUCARAMANGA(config)#access-list 112 permit ip 172.31.0.0 0.0.0.63
172.31.0.128 0.0.0.63

BUCARAMANGA(config)#int f0/0.10

BUCARAMANGA(config-subif)#ip access-group 112 in
BUCARAMANGA(config-subif)#exit
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Los hosts de una VLAN no pueden acceder alos de otra VLAN en una ciudad.

BUCARAMANGA(config)#access-list 113 deny ip 172.31.2.0 0.0.0.7 172.31.0.0
0.0.0.63

BUCARAMANGA(config)#access-list 113 deny ip 172.31.0.64 0.0.0.63 172.31.0.0
0.0.0.63

BUCARAMANGA(config)#access-list 113 permit ip any any
BUCARAMANGA(config)#int f0/0.10

BUCARAMANGA(config-subif)#ip access-group 113 out
BUCARAMANGA(config-subif)#exit

BUCARAMANGA(config)#exit

BUCARAMANGA#

CUNDINAMARCA>enable

CUNDINAMARCA#conf term

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#access-list 113 deny ip 172.31.2.8 0.0.0.7 172.31.1.64
0.0.0.63

CUNDINAMARCA(config)#access-list 113 deny ip 172.31.1.0 0.0.0.63 172.31.1.64
0.0.0.63

CUNDINAMARCA(config)#access-list 113 deny ip 172.31.2.24 0.0.0.7 172.31.1.64
0.0.0.63

CUNDINAMARCA(config)#access-list 113 permit ip any any
CUNDINAMARCA(config)#int f0/0.20

CUNDINAMARCA(config-subif)#ip access-group 113 out
CUNDINAMARCA(config-subif)#exit

CUNDINAMARCA(config)#

TUNJA#conf term

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#access-list 113 deny ip 172.3.2.8 0.0.0.7 172.31.0.128 0.0.0.63
TUNJA(config)#access-list 113 deny ip 172.3.0.192 0.0.0.63 172.31.0.128
0.0.0.63

TUNJA(config)#access-list 113 permit ip any any

TUNJA(config)#int f0/0.20

TUNJA(config-subif)#ip access-group 113 out

TUNJA(config-subif)#exit

TUNJA(config)#
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Solo los hosts de las VLAN administrativas y de la VLAN de
servidores tienen
accedo a los routers e internet.

BUCARAMANGA>enable

BUCARAMANGA#conf term

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#access-list 3 permit 172.31.2.0 0.0.0.7
BUCARAMANGA(config)#access-list 3 permit 172.3.2.8 0.0.0.7
BUCARAMANGA(config)#access-list 3 permit 172.31.2.8 0.0.0.7
BUCARAMANGA(config)#line vty 0 15
BUCARAMANGA(config-line)#access-class 3 in
BUCARAMANGA(config-line)#exit
BUCARAMANGA(config)#exit

BUCARAMANGA#

CUNDINAMARCA#conf term

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#access-list 3 permit 172.31.2.0 0.0.0.7
CUNDINAMARCA(config)#access-list 3 permit 172.3.2.8 0.0.0.7
CUNDINAMARCA(config)#access-list 3 permit 172.31.2.8 0.0.0.7
CUNDINAMARCA(config)#line vty 0 15
CUNDINAMARCA(config-line)#access-class 3 in
CUNDINAMARCA(config-line)#exit

CUNDINAMARCA(config)#

TUNJA(config)#access-list 3 permit 172.31.2.0 0.0.0.7
TUNJA(config)#access-list 3 permit 172.3.2.8 0.0.0.7
TUNJA(config)#access-list 3 permit 172.31.2.8 0.0.0.7
TUNJA(config)#line vty 0 15
TUNJA(config-line)#access-class 3 in
TUNJA(config-line)#exit

TUNJA(config)#
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Conclusiones

Como hemos visto el curso de profundizacion CISCO comprende una tematica
especifica y general sobre fundamentos en las telecomunicaciones; lo que
representa un gran avance dentro de mi campo de formacién profesional.

Dentro del desarrollo de este trabajo final para el diplomado pusimos en practica
muchos de los conceptos que desarrollamos en los trabajos colaborativos de las
fases anteriores, se implementaron dos escenarios en los cuales se administré de
forma correcta toda una red para una empresa.

Podemos decir que aprendimos a realizar configuraciones basicas en equipos
Cisco, configurar diferentes dispositivos y realizar la simulacion con multiples
opciones de andlisis
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