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GLOSARIO

CISCO PACKER TRACER: Es un software propiedad de Cisco System, Inc.,
disefiado para la simulacion de redes basadas en los equipos de la citada compainiia.
Junto con los materiales didacticos disefiados con tal fin, es la principal herramienta
de trabajo para pruebas y simulacién de practicas en los cursos de formacion de
Cisco System.

CONEXONES TELNET: Es el acrénimo de Telecommunication Network. Se trata
del nombre de un protocolo de red que se utiliza para acceder a una computadora y
manejarla de forma remota. El término también permite nombrar al programa
informatico que implementa el cliente.

DIRECCION IP: es un conjunto Unico de nimeros que identifican a su equipo de
forma que pueda enviar y recibir datos hacia y desde otros equipos,
respectivamente.

DHCP: es un protocolo de configuracién dinamica del host, permite a un
equipo unirse a una red basada en direcciones IP sin tener pre-
configurado una direccion IP.

HOTS: Es un ordenador que funciona como el punto de inicio y final de
las transferencias de datos

INTERFACE: todo puerto que nos permite enviar y recibir sefales desde
un componente a otro, teniendo entonces distintas formas de realizar este
envio dispuestas por las Especificaciones Técnicas de cada equipo, o bien
mediante el establecimiento de distintos estandares que permiten la
comunicacion.

LAN: son las siglas de Local Area Network, Red de area local. Una LAN es una red
que conecta los ordenadores en un area relativamente pequefia y predeterminada
(como una habitacion, un edificio, o un conjunto de edificios).

OSPF: es un protocolo de direccionamiento de tipo enlace-estado, desarrollado
para las redes IP y basado en el algoritmo de primera via mas corta (SPF). OSPF es
un protocolo de pasarela interior (IGP).

PAT: Es el proceso de modificacion de la direccién IP de informacion en los
encabezados de paquetes IP, mientras que en transito a través de un trafico de
dispositivos de enrutamiento

PROTOCOLOS DE ENRUTAMIENTO: Utilizados para comunicarse entre routers a
fin de intercambiar informacién de forma dinamica acerca de las redes que pueden
alcanzar y de la conveniencia de las rutas disponibles. Generalmente, se conocen
como protocolos de enrutamiento dinamico y facilitan el proceso de enrutamiento.
RED: Es un conjunto de dispositivos interconectados entre si a través de un medio,
gue intercambian informacion y comparten recursos.

ROUTER: Es un dispositivo de hardware que permite la interconexion de
ordenadores en red
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SERVIDOR: es una aplicacion en ejecucion capaz de atender las peticiones de un
cliente y devolverle una respuesta en concordancia

SWITCH: Es un dispositivo que sirve para conectar varios elementos dentro de una
red. Estos pueden ser un PC, una impresora, una television, una consola o cualquier
aparato que posea una tarjeta Ethernet o Wifi.

SUBNETEQO: Es dividir una red IP fisica en subredes logicas (redes mas pequefias)
para que cada una de estas trabajen a nivel envio y recepcion de paquetes como
una red individual, aunque todas pertenezcan a la misma red fisica y al mismo
dominio
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RESUMEN

Los equipos que se van a conectar son de una empresa que tiene sucursales en
Medellin, Bucaramanga y Cali, la forma de hacer la interconexién es trabajar en un
simulador llamado Cisco Packet tracer, que muestra la conexion y la simulacién,
luego se explica el paso a paso en Word.

Al finalizar todos los equipos debe hacer ping, para verificar que la interconexién
guedo funcionando, igualmente se procedera a realizar la solucion al escenario 2
donde habra una configuracién en una topologia que la comprenden las ciudades
Bucaramanga, Tunja, Cundinamarca realizando la interconexion de diferentes areas
implementando la configuracion de VLAN en los diferentes Switches generando
seguridad en la red.
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ABSTRACT

The equipment to be connected is from a company that has branches in Medellin,
Bucaramanga and Cali, the way to do the interconnection is to work on a simulator
called Cisco Packet tracer, which shows the connection and simulation, then the
step is explained step by step in Word.

At the end of all the equipment, you must ping, to verify that the interconnection was
working, the solution to scenario 2 will also be carried out where there will be a
configuration in a topology that includes the cities Bucaramanga, Tunja,
Cundinamarca making the interconnection of different areas implementing the VLAN
configuration in the different switches generating security in the network.
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INTRODUCCION

La practica CCNA conlleva a ensefiar la manera que se pueden conectar equipos
en redes LAN, MAN y WAN, gracias a este Diplomado se ha aprendido a realizar
todos los ejercicios propuestos durante los cuatro meses que se trabajé en el
Diplomado.

Mas que una certificacion, es un reto y una ensefianza lo que se recibe, es el
aprender a todos los procesos que se llevan a cabo cuando existen problemas en
una red o cuando se hacen conexiones.

Existen diferentes maneras de detectar la problematica que ocurre en una red,
cuando se tiene que hacer un ping y no funcionan los dispositivos, y una de ellas es
por medio se los shows, este nos permite observar si realmente hay contacto entre
ellos o no.
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OBJETIVOS

OBJETIVO GENERAL

Llevar a la préactica lo aprendido en el transcurso del Diplomado, tanto en CCNA1
como en CCNA2

OBJETIVOS ESPECIFICOS

e Verificar en que se estéa fallando cuando se esta haciendo los escenarios
enviado en el trabajo final.

¢ Investigar mas lo referente a los temas en los que se esta fallando.

e Corregir las falencias que existieron en la conexiéon de los equipos de los dos
escenarios que se presentan
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1 PRIMER ESCENARIO

Una empresa pose sucursales distribuidas en las ciudades de Bogota, Medellin y
Cali en donde el estudiante sera el administrador de la red, el cual debera configurar
e interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

Imagen 1. Topologia Escenario uno
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1.1 Realizar las rutinas de diagndstico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad,
etc).

ROUTER DE MEDELLIN:

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname MEDELLIN
MEDELLIN(config)#enable secret cisco

MEDELLIN(config)#do wr

Building configuration...

[OK]

MEDELLIN(config)#

ROUTER DE BOGOTA:

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOGOTA

BOGOTA(config)#enable secret cisco

BOGOTA(config)#do wr

Building configuration...

[OK]

BOGOTA(config)#

ROUTER DE CALI:

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname CALI

CALlI(config)#enable secret cisco

CALI(config)#do wr

Building configuration...

[OK]

CALI(config)#
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1.2 Realizar la conexion fisica de los equipos con base en la topologia de red

tabla 1. Subneteo Escenario uno

PC PUERTA DE MASCARA DE IP ASIGNADA
ENLACE SUBRED
PC1 MEDELLIN 192.168.1.33 255.255.255.224 | 192.168.1.34
PC2 MEDELLIN 192.168.1.33 255.255.255.224 | 192.168.1.35
PC1 CALI 192.168.1.65 255.255.255.224 | 192.168.1.66
PC2 CALI 192.168.1.65 255.255.255.224 | 192.168.1.67
SW1 192.168.1.1 255.255.255.224 | 192.168.1.2
SERVER 192.168.1.1 255.255.255.224 | 192.168.1.3

Fuente: Propia

1.3 Parte 1: Asignacién de direcciones IP:

1.3.1 Se debe dividir (subnetear) la red creando una segmentacion en ocho

partes, para permitir crecimiento futuro de la red corporativa.

tabla 2. Subneteo Red

NOMBRE SUBRED PRIMERA ULTIMA BROADCAST
UTILIZABLE | UTILIZABLE

BOGOTA 192.168.1.0 192.168.1.1 192.168.1.30 | 192.168.1.31
MEDELLI 192.168.1.32 | 192.168.1.33 | 192.168.1.62 | 192.168.1.63
CALI 992.168.1.64 | 192.168.1.65 | 192.168.1.94 | 192.168.1.95

4 192.168.1.96 | 192.168.1.97 | 192.168.1.126 | 192.168.1.127

5 192.168.1.128 | 192.168.1.129 | 192.168.1.158 | 192.168.1.159

6 992.168.1.160 | 192.168.1.161 | 192.168.1.190 | 192.168.1.191

7 192.168.1.192 | 192.168.1.192 | 192.168.1.222 | 192.168.1.223

8 192.168.1.224 | 192.168.1.225 | 192.168.1.23 | 192.168.1.254

Fuente: Propia
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1.3.2 Asignar una direccion IP a la red.

La direccién IP asignada seria 192.168.1.0

1.4 Parte 2: Configuracion Basica.

1.4.1 Completar la siguiente tabla con la configuracién béasica de los routers,
teniendo en cuenta las subredes disefiadas.

CONFIGURACION ROUTER MEDELLIN

PUERTO FASTETHERNET 0/0:

MEDELLIN>enable

Password:

MEDELLIN#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#interface fastEthernet 0/0
MEDELLIN(config-if) #ip address 192.168.1.33 255.255.255.224
MEDELLIN(config-ify#no shutdown

MEDELLIN(config-if)#
%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

MEDELLIN(config-if)#

PUERTO SERIAL 0/0:

MEDELLIN(config-if)#exit

MEDELLIN(config)#interface serial 0/0

MEDELLIN(config-if)#ip address 192.168.1.99 255.255.255.224
MEDELLIN(config-if) #no shutdown

%LINK-5-CHANGED: Interface Serial0/0, changed state to down
MEDELLIN(config-if)#

CONFIGURACION ROUTER BOGOTA

PUERTO SERIAL 0/0:

BOGOTA>enable

Password:

BOGOTA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#interface serial 0/0

BOGOTA(config-if)#ip address 192.168.1.98 255.255.255.224
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BOGOTA(config-if)y#no shutdown

BOGOTA(config-if)#

%LINK-5-CHANGED: Interface Serial0/0, changed state to up
BOGOTA(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0, changed state to
up

BOGOTA(config-if)#

PUERTO FASTETHERNET 0/0:

BOGOTA(config)#interface fastEthernet 0/0

BOGOTA(config-if)#ip address 192.168.1.1 255.255.255.224
BOGOTA(config-if)y#no shutdown

BOGOTA(config-if)#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

BOGOTA(config-if)#

PUERTO SERIAL 0/1:

BOGOTA(config-if)#exit

BOGOTA(config)#interface serial 0/1

BOGOTA(config-if)#ip address 192.168.1.130 255.255.255.224
BOGOTA(config-if)y#no shutdown

%LINK-5-CHANGED: Interface Serial0/1, changed state to down
BOGOTA(config-if)#

CONFIGURACION ROUTER CALI

PUERTO SERIAL 0/0:

CALl>enable

Password:

CALl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
CALlI(config)#interface serial 0/0

CALI(config-if)#ip address 192.168.1.131 255.255.255.224
CALI(config-ify#no shutdown

CALI(config-if)#

%LINK-5-CHANGED: Interface Serial0/0, changed state to up
CALI(config-if)#
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PUERTO FASTETHERNET 0/0:

CALlI(config)#interface fastEthernet 0/0

CALI(config-if)#ip address 192.168.1.65 255.255.255.224

CALI(config-ify#no shutdown

CALI(config-if)#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

CALI(config-if)#

RUTEO ESTATICO:

ROUTER MEDELIN:

MEDELLIN>enable

Password:

MEDELLIN#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#ip route 192.168.1.0 255.255.255.224 192.168.1.98
MEDELLIN(config)#ip route 192.168.1.128 255.255.255.224 192.168.1.98
MEDELLIN(config)#ip route 192.168.1.64 255.255.255.224 192.168.1.98
MEDELLIN(config)#exit

MEDELLIN#

%SYS-5-CONFIG_I: Configured from console by console

MEDELLIN#

ROUTER BOGOTA:

BOGOTA>enable

Password:

BOGOTA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#ip route 192.168.1.32 255.255.255.224 192.168.1.99
BOGOTA(config)#ip route 192.168.1.64 255.255.255.224 192.168.1.131
BOGOTA(config)#exit

BOGOTA#

%SYS-5-CONFIG_I: Configured from console by console

BOGOTA#

ROUTER CALI:

CALI>enable

Password:

CALI#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
CALI(config)#ip route 192.168.1.32 255.255.255.224 192.168.1.130
CALI(config)#ip route 192.168.1.96 255.255.255.224 192.168.1.130
CALI(config)#ip route 192.168.1.0 255.255.255.224 192.168.1.130
CALI(config)#exit
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1.4.2 Después de cargada la configuracion en los dispositivos, verificar la tabla
de enrutamiento en cada uno de los routers para comprobar las redes y sus

rutas.
tabla 3. Tabla de Enrutamiento

R1 R2 R3

Nombre de Host MEDELLIN BOGOTA CALI

Direccion de Ip en interfaz 192.168.1.99 | 192.168.1.98 192.168.1.131
Serial 0/0

Direccion de Ip en interfaz 192.168.1.130
Serial 0/1

Direccion de Ip en interfaz 192.168.1.33 | 192.168.1.1 192.168.1.65
FA 0/0

Protocolo de enrutamiento Eigrp Eigrp Eigrp
Sistema Autdbnomo 200 200 200
Afirmaciones de red 192.168.1.0 192.168.1.0 192.168.1.0

Fuente: Propia

TABLAS DE ENRUTAMIENTO DE LOS ROUTER:

ROUTER MEDELLIN:

MEDELLIN>enable

Password:

MEDELLIN#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - I1S-IS, L1 - I1S-IS level-1, L2 - IS-IS level-2, ia - 1S-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set
192.168.1.0/27 is subnetted, 2 subnets
C 192.168.1.32 is directly connected, FastEthernet0/0

C 192.168.1.96 is directly connected, Serial0/0
MEDELLIN#
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ROUTER BOGOTA:

BOGOTA#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i -1S-IS, L1 - I1S-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/27 is subnetted, 3 subnets
C 192.168.1.0 is directly connected, FastEthernet0/0
C 192.168.1.96 is directly connected, Serial0/0
C 192.168.1.128 is directly connected, Serial0/1
BOGOTA#

ROUTER CALI:

CALIl#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - I1S-IS, L1 - I1S-IS level-1, L2 - IS-IS level-2, ia - 1S-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set
192.168.1.0/27 is subnetted, 2 subnets
C 192.168.1.64 is directly connected, FastEthernet0/0

C 192.168.1.128 is directly connected, Serial0/0
CALI#
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1.4.3 Verificar el balanceo de carga que presentan los routers.

MEDELLIN
MEDELLIN#show ip eigrp topology
IP-EIGRP Topology Table for AS 200/1D(192.168.1.99)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 192.168.1.0/27, 1 successors, FD is 20514560
via 192.168.1.98 (20514560/28160), Serial0/0
P 192.168.1.32/27, 1 successors, FD is 28160
via Connected, FastEthernet0/0
P 192.168.1.64/27, 1 successors, FD is 21026560
via 192.168.1.98 (21026560/20514560), Serial0/0
P 192.168.1.96/27, 1 successors, FD is 20512000
via Connected, Serial0/0
P 192.168.1.128/27, 1 successors, FD is 21024000
via 192.168.1.98 (21024000/20512000), Serial0/0

BOGOTA
BOGOTA#show ip eigrp topology
IP-EIGRP Topology Table for AS 200/ID(192.168.1.130)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 192.168.1.0/27, 1 successors, FD is 28160
via Connected, FastEthernet0/0

P 192.168.1.32/27, 1 successors, FD is 20514560
via 192.168.1.99 (20514560/28160), Serial0/0

P 192.168.1.64/27, 1 successors, FD is 20514560
via 192.168.1.131 (20514560/28160), Serial0/1

P 192.168.1.96/27, 1 successors, FD is 20512000
via Connected, Serial0/0

P 192.168.1.128/27, 1 successors, FD is 20512000
via Connected, Serial0/1

BOGOTA#

CALI

CALI#show ip eigrp topology

IP-EIGRP Topology Table for AS 200/ID(192.168.1.131)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status
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P 192.168.1.0/27, 1 successors, FD is 20514560

via 192.168.1.130 (20514560/28160), Serial0/0
P 192.168.1.32/27, 1 successors, FD is 21026560

via 192.168.1.130 (21026560/20514560), Serial0/0
P 192.168.1.64/27, 1 successors, FD is 28160

via Connected, FastEthernet0/0
P 192.168.1.96/27, 1 successors, FD is 21024000

via 192.168.1.130 (21024000/20512000), Serial0/0
P 192.168.1.128/27, 1 successors, FD is 20512000

via Connected, Serial0/0
CALI#

1.4.4 Realizar un diagndstico de vecinos uando el comando cdp.

ROUTER MEDELLIN:

MEDELLIN#show cdp neighbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, | - IGMP, r - Repeater, P - Phone

Device ID Local Intrfce Holdtme Capability Platform Port ID

Switch Fas 0/0 161 S 2950 Fas 0/1
BOGOTA Ser 0/0 163 R C2600 Ser 0/0
MEDELLIN#

ROUTER BOGOTA:

BOGOTA#show cdp neighbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, | - IGMP, r - Repeater, P - Phone

Device ID Local Intrfce Holdtme Capability Platform Port ID

MEDELLIN  Ser 0/0 120 R C2600 Ser 0/0
Switch Fas 0/0 143 S 2950 Fas 0/1
CALI Ser 0/1 141 R C2600 Ser 0/0
BOGOTA#

ROUTER CALI:

CALIl#show cdp neighbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, | - IGMP, r - Repeater, P - Phone

Device ID Local Intrfce Holdtme Capability Platform Port ID

BOGOTA Ser 0/0 150 R C2600 Ser 0/1
Switch Fas 0/0 121 S 2950 Fas 0/1
CALI#
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1.4.5 Realizar una prueba de conectividad en cada tramo de la ruta usando Ping.

DE PC1 MEDELLIN A PC2 MEDELLIN

Imagen 2. Prueba de ping

» MEDELLIN - o
Froymesl Conhg eoNTOp Custom Interfecs
- PS———— — (g} P———
CommandPrompt ________________________________E3

Fuente: Propia

DE SW1 A SERVIDOR

Imagen 3. Ping al servidor

¥ sw (] x
Phy=ical Canfig Desktop Custom Interface
— —— e (g1 P
Command Prompt X

L Command Line

).1.3 with 32 bytem ¢

Lrip bimes

. Manimam -

Fuente: Propia
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DE PC1 CALI A PC2 CALI

Imagen 4. Ping Calli

® e ALl (]

P U E——— — [pr——— 3 P

Command Prompt _______________________________E§

Fuente: Propia

1.5 Parte 3: Configuracion de Enrutamiento.

1.5.1 Asignar el protocolo de enrutamiento eigrp a los routers considerando el
direccionamiento disefiado.
MEDELLIN:

MEDELLIN#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#route eigrp 200
MEDELLIN(config-router)#network 192.168.1.32
MEDELLIN(config-router)#network 192.168.1.96
MEDELLIN(config-router)#no auto-summary
MEDELLIN(config-router)#end

MEDELLIN#

%SYS-5-CONFIG_I: Configured from console by console
BOGOTA:

BOGOTA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#route eigrp 200
BOGOTA(config-router)#network 192.168.1.96
BOGOTA(config-router)#

%DUAL-5-NBRCHANGE: IP-EIGRP 200: Neighbor 192.168.1.99 (Serial0/0) is up:
new adjacency
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BOGOTA(config-router)#network 192.168.1.96

BOGOTA(config-router)#network 192.168.1.0

BOGOTA(config-router)#network 192.168.1.128

BOGOTA(config-router)#no auto-summary

BOGOTA(config-router)#

%DUAL-5-NBRCHANGE: IP-EIGRP 200: Neighbor 192.168.1.99 (Serial0/0) resync:
summary configured

BOGOTA(config-router)#end

BOGOTA#

CALI:

CALI>enable

Password:

CALI#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
CALI(config)#router eigrp 200

CALlI(config-router)#network 192.168.1.128

CALI(config-router)#

%DUAL-5-NBRCHANGE: IP-EIGRP 200: Neighbor 192.168.1.130 (Serial0/0) is up:
new adjacency

CALlI(config-router)#network 192.168.1.128

CALI(config-router)#network 192.168.1.64

CALI(config-router)#no auto-summary

CALlI(config-router)#

%DUAL-5-NBRCHANGE: IP-EIGRP 200: Neighbor 192.168.1.130 (Serial0/0)
resync: summary configured

CALI(config-router)#end

CALI#

%SYS-5-CONFIG_I: Configured from console by console

CALI#

1.5.2 Verificar si existe vecindad con los routers configurados con EIGRP.
MEDELLIN:

MEDELLIN#show ip eigrp neighbors
IP-EIGRP neighbors for process 200

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.98 Se0/0 12 00:05:49 40 10000 24

MEDELLIN#

29



BOGOTA:
BOGOTA#show ip eigrp neighbors
IP-EIGRP neighbors for process 200

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.99 Se0/0 13 00:07:22 40 10000 18

1 192.168.1.131 Se0/1 10 00:04:39 40 10000 21

BOGOTA#

CALL:

CALI#show ip eigrp neighbors
IP-EIGRP neighbors for process 200

H Address Interfface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.130 Se0/0 14 00:06:16 40 10000 25

CALI#

1.5.3 Realizar la comprobacion de las tablas de enrutamiento en cada uno de los
routers para verificar cada una de las rutas establecidas.

MEDELLIN:

MEDELLIN>enable

Password:

MEDELLIN#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i -1S-IS, L1 - I1S-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/27 is subnetted, 5 subnets

D 192.168.1.0 [90/20514560] via 192.168.1.98, 00:20:11, Serial0/0
C 192.168.1.32 is directly connected, FastEthernet0/0

D 192.168.1.64 [90/21026560] via 192.168.1.98, 00:20:10, Serial0/0
C 192.168.1.96 is directly connected, Serial0/0

D 192.168.1.128 [90/21024000] via 192.168.1.98, 00:20:10, Serial0/0
MEDELLIN#
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MEDELLIN#show ip route eigrp

192.168.1.0/27 is subnetted, 5 subnets
D 192.168.1.0 [90/20514560] via 192.168.1.98, 00:09:32, Serial0/0
D 192.168.1.64 [90/21026560] via 192.168.1.98, 00:07:11, Serial0/0
D 192.168.1.128 [90/21024000] via 192.168.1.98, 00:09:32, Serial0/0
MEDELLIN#

BOGOTA:

BOGOTA>enable

Password:

BOGOTA#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i-1S-1S, L1 - I1S-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/27 is subnetted, 5 subnets
C 192.168.1.0 is directly connected, FastEthernet0/0
D 192.168.1.32 [90/20514560] via 192.168.1.99, 00:21:28, Serial0/0
D 192.168.1.64 [90/20514560] via 192.168.1.131, 00:21:27, Serial0/1
C 192.168.1.96 is directly connected, Serial0/0
C 192.168.1.128 is directly connected, Serial0/1
BOGOTA#

BOGOTA#show ip route eigrp

192.168.1.0/27 is subnetted, 5 subnets
D 192.168.1.32 [90/20514560] via 192.168.1.99, 00:11:27, Serial0/0
D 192.168.1.64 [90/20514560] via 192.168.1.131, 00:09:06, Serial0/1
BOGOTA#
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CALL:

CALI>enable

Password:

CALIl#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i -1S-IS, L1 - I1S-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/27 is subnetted, 5 subnets
192.168.1.0 [90/20514560] via 192.168.1.130, 00:22:41, Serial0/0
192.168.1.32 [90/21026560] via 192.168.1.130, 00:22:41, Serial0/0
192.168.1.64 is directly connected, FastEthernet0/0
192.168.1.96 [90/21024000] via 192.168.1.130, 00:22:41, Serial0/0
192.168.1.128 is directly connected, Serial0/0

CALI#

Oo0OO00

CALIl#show ip route eigrp

192.168.1.0/27 is subnetted, 5 subnets
D 192.168.1.0 [90/20514560] via 192.168.1.130, 00:10:22, Serial0/0
D 192.168.1.32 [90/21026560] via 192.168.1.130, 00:10:22, Serial0/0
D 192.168.1.96 [90/21024000] via 192.168.1.130, 00:10:22, Serial0/0
CALI#

1.5.4 Realizar un diagndstico para comprobar que cada uno de los puntos de la
red se puedan ver y tengan conectividad entre si. Realizar esta prueba
desde un host de la red LAN del router CALI, primero a la red de
MEDELLIN y luego al servidor.
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DE PC2 CALI PC1 MEDELLIN

Imagen 5. Conectividad con Medellin

B pcacasl - o1
LSl i l E
Command Prompt________________________E3

Fuente : Propia

DE PC2 CALI AL SERVIDOR

Imagen 6. Conexion con el servidor

¥ porcad [

o tom (raesTaee
e sy 1 | o ——y T —a ¥ ——

CommandPrompt K&

~Fuente Propia
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1.6 Parte 4: Configuracion de las listas de Control de Acceso.

En este momento cualquier usuario de la red tiene acceso a todos sus dispositivos
y estaciones de trabajo. El jefe de redes le solicita implementar seguridad en la red.
Para esta labor se decide configurar listas de control de acceso (ACL) a los routers.
Las condiciones para crear las ACL son las siguientes:

1.6.1 Cada router debe estar habilitado para establecer conexiones Telnet con
los demas routers y tener acceso a cualquier dispositivo en la red.

Conexion telnet de BOGOTA A MEDELLIN:

Imagen 7. Conexién LAN a Medellin

rane

WL

Fuente: Propia

Conexion de telnet de CALI A BOGOTA:

Imagen 8. Conexién telnet a Bogota

L= (&)
Prrpmcw Cortg

T10S Command Line Intexface

Cupy Ve

Fuente: Propia
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Del ServidorH A MEDELLIN

Imagen 9. Conexion telnet del Server a Medellin

» SeroeH - o

“ustam Irteriacs

r—— [gr——==x1} a—— | m— P——

ommand Prompt x

. e e
e R R R )
Teying I%3 164 L 32 Open

llams Aocwas Verifizarian

Pansnccd
METRLLIN wnakle
Vansword -
[CErsesyy

Fuente : propia

MEDELLIN:

MEDELLIN>enable

Password:

MEDELLIN#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#line vty 0 4
MEDELLIN(config-line)#password cisco
MEDELLIN(config-line)#login
MEDELLIN(config-line)#exit

MEDELLIN(config)#exit

MEDELLIN#

%SYS-5-CONFIG_I: Configured from console by console

MEDELLIN#

Permitir conexién con loa dispositivos:

MEDELLIN>enable

Password:

MEDELLIN#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#ip access-list extended ServerH

MEDELLIN(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.33 0.0.0.0
MEDELLIN(config-ext-nacl)#permitip 0.0.0.0 255.255.255.255 192.168.1.98 0.0.0.0
MEDELLIN(config-ext-nach)#permit ip 0.0.0.0 255.255.255.255 192.168.1.131

0.0.0.0
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MEDELLIN(config-ext-nacl)#end

MEDELLIN#

%SYS-5-CONFIG_I: Configured from console by console
MEDELLIN#

BOGOTA:

BOGOTA>enable

Password:

BOGOTA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#line vty 0 4

BOGOTA(config-line)#password cisco
BOGOTA(config-line)#login

BOGOTA(config-line)#exit

BOGOTA(config)#exit

BOGOTA#

%SYS-5-CONFIG_I: Configured from console by console
BOGOTA#

Permitir conexion con los dispositivos:

BOGOTA>enable

Password:

BOGOTA¢#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#ip access-list extended ServerH
BOGOTA(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.99 0.0.0.0
BOGOTA(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.1 0.0.0.0
BOGOTA(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.131 0.0.0.0
BOGOTA(config-ext-nacl)#end

BOGOTA#

%SYS-5-CONFIG_I: Configured from console by console

BOGOTA#

CALL:

CALI>enable

Password:

CALI#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
CALI(config)#line vty 0 4

CALI(config-line)#password cisco

CALI(config-line)#login

CALI(config-line)#exit

CALI(config)#exit
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CALI#
%SYS-5-CONFIG_I: Configured from console by console
CALI#

Para conectar con los demés equipos:

CALI>enable

Password:

CALI#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
CALI(config)#ip access-list extended ServerH

CALI(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.99 0.0.0.0
CALI(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.1 0.0.0.0
CALI(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.65 0.0.0.0
CALI(config-ext-nacl)#end

CALI#

%SYS-5-CONFIG_I: Configured from console by console

CALI#

1.6.2 El equipo WS1 y el servidor se encuentran en la subred de administracion.
Solo el servidor de la subred de administracién debe tener acceso a
cualquier otro dispositivo en cualquier parte de la red.

MEDELLIN:

MEDELLIN>enable

Password:

MEDELLIN#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#ip access-list extended ServerH
MEDELLIN(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.3 0.0.0.0
MEDELLIN(config-ext-nacl)#exit

MEDELLIN(config)#interface fastEthernet 0/0
MEDELLIN(config-if)#ip access-group ServerH in
MEDELLIN(config-ify#end

MEDELLIN#

%SYS-5-CONFIG_I: Configured from console by console
MEDELLIN#
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BOGOTA:

BOGOTA>enable

Password:

BOGOTA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#ip access-list extended ServerH
BOGOTA(config-ext-nacl)#

BOGOTA(config-ext-nacl)#permit ip 192.168.1.3 0.0.0.0 0.0.0.0 255.255.255.255
BOGOTA(config-ext-nacl)#exit

BOGOTA(config)#interface fastEthernet 0/0
BOGOTA(config-if)#ip access-group ServerH in
BOGOTA(config-if)#end

BOGOTA#

%SYS-5-CONFIG_I: Configured from console by console
BOGOTA#

CALI:

CALI>enable

Password:

CALI#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
CALI(config)#ip access-list extended ServerH
CALI(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.3 0.0.0.0
CALI(config-ext-nacl)#exit

CALI(config)#interface fastEthernet 0/0

CALI(config-if)#ip access-group ServerH in
CALI(config-ify#end

CALI#

%SYS-5-CONFIG_I: Configured from console by console
CALI#

1.6.3 Las estaciones de trabajo en las LAN de MEDELLIN y CALI no deben tener
acceso a ningun dispositivo fuera de su subred, excepto para interconectar
con el servidor.

MEDELLIN:

MEDELLIN>enable

Password:

MEDELLIN#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#ip access-list extended ServerH
MEDELLIN(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.3 0.0.0.0
MEDELLIN(config-ext-nacl)#exit

MEDELLIN(config)#int fa 0/0
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MEDELLIN(config-if)#ip access-group ServerH in
MEDELLIN(config-ify#end

MEDELLIN#

%SYS-5-CONFIG_I: Configured from console by console
MEDELLIN#

CALI:

CALI>ENABLE

Password:

CALI#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
CALI(config)#ip access-list extended ServerH
CALI(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.3 0.0.0.0
CALI(config-ext-nacl)#exit

CALlI(config)#int fa 0/0

CALI(config-if)#ip access-group ServerH in
CALlI(config-ify#end

CALI#

%SYS-5-CONFIG_I: Configured from console by console
CALI#

1.7 Parte 5: Comprobacion de la red instalada.
1.7.1 Se debe probar que la configuracion de las listas de acceso fue exitosa.

MEDELLIN:

MEDELLIN#show access-list

Extended IP access list ServerH
10 permit ip any host 192.168.1.33
20 permit ip any host 192.168.1.98
30 permit ip any host 192.168.1.131
40 permit ip any host 192.168.1.3

BOGOTA:

BOGOTA#show access-list

Extended IP access list ServerH
10 permit ip any host 192.168.1.99
20 permit ip any host 192.168.1.1
30 permit ip any host 192.168.1.131
40 permit ip host 192.168.1.3
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CALL:

CALI#show access-list

Extended IP access list ServerH
10 permit ip any host 192.168.1.99
20 permit ip any host 192.168.1.1
30 permit ip any host 192.168.1.65
40 permit ip any host 192.168.1.3

1.7.2 Comprobar y Completar la siguiente tabla de condiciones de prueba para
confirmar el 6ptimo funcionamiento de la red e.

Tabla 4.Prueba de Funcionamiento Optimo

ORIGEN DESTINO RESULTADO
Router MEDELLIN Router CALI Ok
WS 1 Router BOGOTA Ok
TELNET Servidor Router CALI Ok
Servidor Router MEDELLIN Ok
LAN del Router
MEDELLIN Router CALI Fallo
TELNET tﬁs del dRecl)UterF\i)'?JI;Ier Router CALI Ok
MEDELLIN Router MEDELLIN Ok
LAN del Router CALI | Router MEDELLIN Fallo
LAN del Router CALI | WS 1 Fallo
LAN del Router
PING MEDELLIN WS_1 Fallo
LAN del Router
MEDELLIN LAN del Router CALI Fallo
LAN del Router CALI | Servidor Ok
LAN del Router .
MEDELLIN Servidor Ok
. LAN del Router
PING SEIRE MEDELLIN Ok
Servidor LAN del Router CALI Ok
LAN del Router
Router CALI MEDELLIN Ok
Router MEDELLIN LAN del Router CALI Ok

Fuente: Propia
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2 SEGUNDO ESCENARIO

Una empresa tiene la conexidén a internet en una red Ethernet, lo cual deben
adaptarlo para facilitar que sus routers y las redes que incluyen puedan, por esa via,
conectarse a internet, pero empleando las direcciones de la red LAN original.

¥ A ,

41



2.1 Todos los routers deberan tener los siguiente:
2.1.1 Configuracion basica.

R. BUCARAMANGA:

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BUCARAMANGA

BUCARAMANGA(config)#no ip domain-lookup
BUCARAMANGA(config)#service password-encryption
BUCARAMANGA(config)#banner motd $Advertencia: Acceso Denegado$
BUCARAMANGA(config)#enable secret cisco

BUCARAMANGA(config)#line console 0
BUCARAMANGA(config-line)#password cisco
BUCARAMANGA(config-line)#login

BUCARAMANGA(config-line)#line vty 0 4
BUCARAMANGA(config-line)#password cisco
BUCARAMANGA(config-line)#login

BUCARAMANGA(config-line)#int g0/0.1
BUCARAMANGA(config-subif)#encapsulation dotlqg 1
BUCARAMANGA(config-subif)#ip address 172.31.2.1 255.255.255.248
BUCARAMANGA(config-subif)#int g0/0.10
BUCARAMANGA(config-subif)#encapsulation dotlq 10
BUCARAMANGA(config-subif)#ip address 172.31.0.1 255.255.255.192
BUCARAMANGA(config-subif)#int g0/0.30
BUCARAMANGA(config-subif)#encapsulation dotlq 30
BUCARAMANGA(config-subif)#ip address 172.31.0.65 255.255.255.192
BUCARAMANGA(config-subif)#int g0/0

BUCARAMANGA(config-if)#no shutdown

BUCARAMANGA(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/0.1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.1,
changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/0.10, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.10,
changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/0.30, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.30,
changed state to up
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BUCARAMANGA(config-if)#int s0/0/0

BUCARAMANGA(config-if)#ip address 172.31.2.34 255.255.255.252
BUCARAMANGA(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
BUCARAMANGA(config-if)#

BUCARAMANGA(config-if)#router ospf 1
BUCARAMANGA(config-router)#network 172.31.0.0 0.0.0.63 area 0
BUCARAMANGA(config-router)#network 172.31.0.64 0.0.0.63 area 0
BUCARAMANGA(config-router)#network 172.31.2.0 0.0.0.7 area O
BUCARAMANGA(config-router)#network 172.31.2.32 0.0.0.3 area 0
BUCARAMANGA(config-router)#end

BUCARAMANGA#

%SYS-5-CONFIG_I: Configured from console by console
BUCARAMANGA#

R. TUNJA:

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname TUNJA

TUNJA(config)#no ip domain-lookup

TUNJA(config)#service password-encryption
TUNJA(config)#banner motd $Advertencia: Acceso Denegado$
TUNJA(config)#enable secret cisco

TUNJA(config)#line console 0

TUNJA(config-line)#password cisco

TUNJA(config-line)#login

TUNJA(config-line)#line vty 0 4

TUNJA(config-line)#password cisco

TUNJA(config-line)#login

TUNJA(config-line)#int g0/0.1
TUNJA(config-subif)#encapsulation dotlq 1
TUNJA(config-subif)#ip address 172.3.2.9 255.255.255.248
TUNJA(config-subif)#int g0/0.20
TUNJA(config-subif)#encapsulation dotlq 20
TUNJA(config-subif)#ip address 172.31.0.129 255.255.255.192
TUNJA(config-subif)#int g0/0.30
TUNJA(config-subif)y#encapsulation dotlq 30
TUNJA(config-subif)#ip address 172.31.0.193 255.255.255.192
TUNJA(config-subif)#int g0/0

TUNJA(config-if)#no shutdown

TUNJA(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
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%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/0.1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.1,
changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/0.20, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.20,
changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/0.30, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.30,
changed state to up

TUNJA(config-if)#int s0/0/0

TUNJA(config-if)#ip address 172.31.2.33 255.255.255.252

TUNJA(config-if)#no shutdown

TUNJA(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

TUNJA(config-if)#int s0/0/1

TUNJA(config-if)#ip address 172.31.2.37 255.255.255.252

TUNJA(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
TUNJA(config-if)#int g0/1

TUNJA(config-if)#ip address 209.165.220.1 255.255.255.0

TUNJA(config-if)#no shutdown

TUNJA(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0O/1,
changed state to up

TUNJA(config-if)#router ospf 1

TUNJA(config-router)#network 172.3.2.8 0.0.0.7 area 0
TUNJA(config-router)#network 172.31.0.128 0.0.0.63 area 0
TUNJA(config-router)#network 172.31.0.192 0.0.0.63 area 0
TUNJA(config-router)#network 172.31.2.32 0.0.0.3 area O
TUNJA(config-router)#network 172.31.2.36 0.0.0.3 area O
TUNJA(config-router)#end

TUNJA#

%SYS-5-CONFIG_I: Configured from console by console

TUNJA#
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R. CUNDINAMARCA:

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname CUNDINAMARCA
CUNDINAMARCA(config)#no ip domain-lookup
CUNDINAMARCA(config)#service password-encryption
CUNDINAMARCA(config)#banner motd $Advertencia: Acceso Denegado$
CUNDINAMARCA(config)#enable secret cisco
CUNDINAMARCA(config)#line console 0
CUNDINAMARCA(config-line)#password cisco
CUNDINAMARCA(config-line)#login

CUNDINAMARCA(config-line)#line vty 0 4
CUNDINAMARCA(config-line)#password cisco
CUNDINAMARCA(config-line)#login

CUNDINAMARCA(config-line)#int g0/0.1
CUNDINAMARCA(config-subif)#encapsulation dotlq 1
CUNDINAMARCA(config-subif)#ip address 172.31.2.9 255.255.255.248
CUNDINAMARCA(config-subif)#int g0/0.20
CUNDINAMARCA(config-subif)#encapsulation dotlq 20
CUNDINAMARCA(config-subif)#ip address 172.31.1.65 255.255.255.192
CUNDINAMARCA(config-subif)#int g0/0.30
CUNDINAMARCA(config-subif)#encapsulation dotlq 30
CUNDINAMARCA(config-subif)#ip address 172.31.1.1 255.255.255.192
CUNDINAMARCA(config-subif)#int g0/0.88
CUNDINAMARCA(config-subif)#encapsulation dot1lq 88
CUNDINAMARCA(config-subif)#ip address 172.31.2.25 255.255.255.248
CUNDINAMARCA(config-subif)#int g0/0

CUNDINAMARCA(config-if)#no shutdown

CUNDINAMARCA(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/0.1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.1,
changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/0.20, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.20,
changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/0.30, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0.30,
changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/0.88, changed state to up
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CUNDINAMARCA(config-if)#int s0/0/0

CUNDINAMARCA(config-if)#ip address 172.31.2.38 255.255.255.252
CUNDINAMARCA(config-if)#no shutdown

CUNDINAMARCA(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
CUNDINAMARCA(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

CUNDINAMARCA(config-if)#router ospf 1
CUNDINAMARCA(config-router)#network 172.31.1.0 0.0.0.63 area 0
CUNDINAMARCA(config-router)#network 172.31.1.64 0.0.0.63 area 0
CUNDINAMARCA(config-router)#network 172.31.2.8 0.0.0.7 area 0
CUNDINAMARCA(config-router)#network 172.31.2.24 0.0.0.7 area 0
CUNDINAMARCA(config-router)#network 172.31.2.36 0.0.0.3 area 0
CUNDINAMARCA(config-router)#end

CUNDINAMARCA#

%SYS-5-CONFIG_I: Configured from console by console

01:12:42: %OSPF-5-ADJCHG: Process 1, Nbr 209.165.220.1 on Serial0/0/0 from
LOADING to FULL, Loading Done

CUNDINAMARCA#

SWITCH BUCARAMANGA:

Switch>enable

Switch configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SWITCHBU
SWITCHBU(config)#vlan 1

SWITCHBU(config-vlan)#vlan 10
SWITCHBU(config-vlan)#vlan 30

SWITCHBU(config-vlan)#int f0/10
SWITCHBU(config-if)#switchport mode access
SWITCHBU(config-if)#switchport access vlan 10
SWITCHBU(config-if)#int f0/14
SWITCHBU(config-if)y#switchport mode access
SWITCHBU(config-if)#switchport access vlan 30
SWITCHBU(config-if)#int g0/1
SWITCHBU(config-if)#switchport mode trunk
SWITCHBU(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetO/1,
changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1,
changed state to up

SWITCHBU(config-if)#int vlian 1
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SWITCHBU(config-if)#ip address 172.31.2.3 255.255.255.248
SWITCHBU(config-if)y#no shutdown

SWITCHBU(config-if)#

%LINK-5-CHANGED: Interface Vlanl, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up
SWITCHBU(config-if)#ip default-gateway 172.31.2.1

SWITCHBU(config)#

SWITCH TUNJA:

Switch>enable

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SWITCHTU

SWITCHTU(config)#vlan 1

SWITCHTU(config-vlan)#vlan 20

SWITCHTU(config-vlan)#vlan 30

SWITCHTU(config-vlan)#int f0/10

SWITCHTU(config-if)#switchport mode access

SWITCHTU(config-if)#switchport access vian 20

SWITCHTU(config-if)#int f0/14

SWITCHTU(config-if)#switchport mode access

SWITCHTU(config-if)#switchport access vian 30

SWITCHTU(config-if)#int g0/1

SWITCHTU(config-if)#switchport mode trunk

SWITCHTU(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetO/1,
changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1,
changed state to up

SWITCHTU(config-if)#int vlan 1

SWITCHTU(config-if)#ip address 172.3.2.11 255.255.255.248
SWITCHTU(config-if)#no shutdown

SWITCHTU(config-if)#

%LINK-5-CHANGED: Interface Vlanl, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up
SWITCHTU(config-if)#ip default-gateway 172.3.2.9

SWITCHTU(config)#

SWITCH CUNDINAMARCA:

Switch>enable

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SWITCHCU
SWITCHCU(config)#vlan 1
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SWITCHCU(config-vlan)#vlan 20

SWITCHCU(config-vlan)#vlan 30

SWITCHCU(config-vlan)#vlan 88

SWITCHCU(config-vlan)#exit

SWITCHCU(config)#int f0/10

SWITCHCU(config-ify#switchport mode access

SWITCHCU(config-if)#switchport access vlan 20

SWITCHCU(config-if)#int f0/14

SWITCHCU(config-if)#switchport mode access

SWITCHCU(config-if)y#switchport access vlan 30

SWITCHCU(config-if)#int f0/20

SWITCHCU(config-if)y#switchport mode access

SWITCHCU(config-if)#switchport access vian 88

SWITCHCU(config-if)#int g0/1

SWITCHCU(config-ify#switchport mode trunk

SWITCHCU(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0O/1,
changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1,
changed state to up

SWITCHCU(config-if)#int vian 1

SWITCHCU(config-if)#ip address 172.31.2.11 255.255.255.248
SWITCHCU(config-if)#no shutdown

SWITCHCU(config-if)#

%LINK-5-CHANGED: Interface Vlanl, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up
SWITCHCU(config-if)#ip default-gateway 172.31.2.9

SWITCHCU(config)#

2.1.2 Autenticacion local con aaa.

R. BUCARAMANGA:

BUCARAMANGA>enable

Password:

BUCARAMANGA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#line console O
BUCARAMANGA(config-line)#username cisco secret cisco
BUCARAMANGA(config)#aaa new-model
BUCARAMANGA(config)#aaa authentication login AAA-LOGIN local
BUCARAMANGA(config)#line console 0
BUCARAMANGA(config-line)#login authentication AAA-LOGIN
BUCARAMANGA(config-line)#line vty 0 4
BUCARAMANGA(config-line)#login authentication AAA-LOGIN

48



R. TUNJA:

TUNJA>enable

Password:

TUNJA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#line console 0
TUNJA(config-line)#username cisco secret cisco
TUNJA(config)#aaa new-model

TUNJA(config)#aaa authentication login AAA-LOGIN local
TUNJA(config)#line console 0

TUNJA(config-line)#login authentication AAA-LOGIN
TUNJA(config-line)#line vty 0 4

TUNJA(config-line)#login authentication AAA-LOGIN

R. CUNDINAMARCA:

CUNDINAMARCA>enable

Password:

CUNDINAMARCAt#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#line console 0
CUNDINAMARCA(config-line)#username cisco secret cisco
CUNDINAMARCA(config)#aaa new-model
CUNDINAMARCA(config)#aaa authentication login AAA-LOGIN local
CUNDINAMARCA(config)#line console 0
CUNDINAMARCA(config-line)#login authentication AAA-LOGIN
CUNDINAMARCA(config-line)#line vty 0 4
CUNDINAMARCA(config-line)#login authentication AAA-LOGIN

2.1.3 Cifrado de contrasenias.

R. BUCARAMANGA:
BUCARAMANGA(config)#service password-encryption
R. TUNJA:

TUNJA(config)#service password-encryption

R. CUNDINAMARCA:
CUNDINAMARCA(config)#service password-encryption

2.1.4 Un maximo de internos para acceder al router.

R. BUCARAMANGA:

BUCARAMANGA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#line console 0
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BUCARAMANGA(config-line)#login block-for 10 attempts 5 within 60
BUCARAMANGA(config)#

R. TUNJA:

TUNJA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#line console 0

TUNJA(config-line)#login block-for 10 attempts 5 within 60
TUNJA(config)#

R. CUNDINAMARCA:

CUNDINAMARCA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#line console 0
CUNDINAMARCA(config-line)#login block-for 10 attempts 5 within 60
CUNDINAMARCA(config)#

2.1.5 Méaximo tiempo de acceso al detectar ataques.

R. BUCARAMANGA:

BUCARAMANGA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#line console O
BUCARAMANGA(config-line)#login block-for 10 attempts 5 within 60
BUCARAMANGA(config)#

R. TUNJA:

TUNJA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#line console 0

TUNJA(config-line)#login block-for 10 attempts 5 within 60
TUNJA(config)#

R. CUNDINAMARCA:

CUNDINAMARCA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#line console 0
CUNDINAMARCA(config-line)#login block-for 10 attempts 5 within 60
CUNDINAMARCA(config)#
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2.1.6 Establezca un servidor TFTP y almacene todos los archivos necesarios de

los routers.
¥ WEB INTERNO — O x
Phy=ical Config Services Desktop Custom Interface
SERVICES
TFTP
HTTP
ERE Service ® on O Off
DHCPvE
TFTP File A
DNS asaf42-ks.bin
SYSLOG ) ) )
o c1841-advipservicesk8-mz.124-15.T1.bin
NTP c1841-ipbase-mz.123-14.77.bin
EMAIL clg41-ipbasekd-mz.124-12.bin
UL c2600-advipservicesk3-mz.124-15.T1.bin

c2600-i-mz.122-28.bin

c2600-ipbasekd-mz.124-8.bin

c2800nm-advipserviceskd-mz. 124-15.71.bin
c2800nm-advipservicesk3-mz.151-4.M4.bin
c2800nm-ipbase-mz.123-14.T7.bin

c2800nm-ipbasek8-mz.124-8.bin

c2850-i6g4l2-mz.121-22.EA4.bin

c2850-i6q412-mz.121-22.EA8.bin

c2os0-lanbase-mz.122-25.FxX.bin

c2960-lanbase-mz.122-25.5EE1.bin W

Remove File

2.2 EI DHCP deberéa proporcionar solo direcciones a los hosts de Bucaramanga
y Cundinamarca

R. TUNJA:

TUNJA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#ip dhcp excluded-address 172.31.0.1 172.31.0.4
TUNJA(config)#ip dhcp excluded-address 172.31.0.65172.31.0.68
TUNJA(config)#ip dhcp excluded-address 172.31.1.65172.31.1.68
TUNJA(config)#ip dhcp excluded-address 172.31.1.1 172.31.1.4

TUNJA(config)#ip dhcp pool vian10B
TUNJA(dhcp-config)#network 172.31.0.0 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.0.1
TUNJA(dhcp-config)#dns-server 172.31.2.27

51



TUNJA(dhcp-config)#ip dhcp pool vian30B
TUNJA(dhcp-config)#network 172.31.0.64 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.0.65
TUNJA(dhcp-config)#dns-server 172.31.2.27
TUNJA(dhcp-config)#ip dhcp pool vian20C
TUNJA(dhcp-config)#network 172.31.1.64 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.1.65
TUNJA(dhcp-config)#dns-server 172.31.2.27
TUNJA(dhcp-config)#ip dhcp pool vian30C
TUNJA(dhcp-config)#network 172.31.1.0 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.1.1
TUNJA(dhcp-config)#dns-server 172.31.2.27
TUNJA(dhcp-config)#

R. BUCARAMANGA:

BUCARAMANGA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#interface g0/0.10
BUCARAMANGA(config-subif)#ip helper-address 172.31.2.33
BUCARAMANGA(config-subif)#interface g0/0.30
BUCARAMANGA(config-subif)#ip helper-address 172.31.2.33
BUCARAMANGA(config-subif)#end

BUCARAMANGA#

R. CUNDINAMARCA:

CUNDINAMARCA¢#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#interface g0/0.20
CUNDINAMARCA(config-subif)#ip helper-address 172.31.2.37
CUNDINAMARCA(config-subif)#interface g0/0.30
CUNDINAMARCA(config-subif)#ip helper-address 172.31.2.37
CUNDINAMARCA(config-subif)#end

CUNDINAMARCA#
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Imagen 10. Asignacion ip dhcp pcl Bucaramanga
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Imagen 11. Asignacion ip dhcp pc2 Bucaramanga
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Imagen 12. Asignacion ip dhcp pcl Bundinamarca
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2.3 El web server debera tener NAT estatico y el resto de los equipos de la
topologia emplearan NAT de sobrecarga (PAT).

R. TUNJA:
TUNJA#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#ip nat inside source static 172.31.2.27 209.165.220.10
TUNJA(config)#ip access-list standard NAT-ACL
TUNJA(config-std-nacl)#permit 172.31.0.0 0.0.255.255
TUNJA(config-std-nacl)#ip nat inside source list NAT-ACL interface g0/1 overload
TUNJA(config)#int g0/1
TUNJA(config-if)#ip nat outside
TUNJA(config-if)#interface g0/0.1
TUNJA(config-subif)#ip nat inside
TUNJA(config-subif)#interface g0/0.20
TUNJA(config-subif)#ip nat inside
TUNJA(config-subif)#interface g0/0.30
TUNJA(config-subif)#ip nat inside
TUNJA(config-subif)#interface s0/0/0
TUNJA(config-if)#ip nat inside
TUNJA(config-if)#interface s0/0/1
TUNJA(config-if)#ip nat inside
TUNJA(config-if)#exit
TUNJA(config)#ip route 0.0.0.0 0.0.0.0 209.165.220.5
TUNJA(config)#router ospf 1
TUNJA(config-router)#default-information originate
TUNJA(config-router)#end
TUNJA#
%SYS-5-CONFIG_I: Configured from console by console
TUNJA#show ip route
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - I1S-IS, L1 - I1S-IS level-1, L2 - IS-IS level-2, ia - 1S-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 209.165.220.5 to network 0.0.0.0

172.3.0.0/16 is variably subnetted, 2 subnets, 2 masks

C 172.3.2.8/29 is directly connected, GigabitEthernet0/0.1

L 172.3.2.9/32 is directly connected, GigabitEthernet0/0.1
172.31.0.0/16 is variably subnetted, 15 subnets, 4 masks

O 172.31.0.0/26 [110/65] via 172.31.2.34, 01:49:53, Serial0/0/0
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172.31.0.64/26 [110/65] via 172.31.2.34, 01:49:53, Serial0/0/0
172.31.0.128/26 is directly connected, GigabitEthernet0/0.20
172.31.0.129/32 is directly connected, GigabitEthernet0/0.20
172.31.0.192/26 is directly connected, GigabitEthernet0/0.30
172.31.0.193/32 is directly connected, GigabitEthernet0/0.30
172.31.1.0/26 [110/65] via 172.31.2.38, 01:50:03, Serial0/0/1
172.31.1.64/26 [110/65] via 172.31.2.38, 01:50:03, Serial0/0/1
172.31.2.0/29 [110/65] via 172.31.2.34, 01:49:53, Serial0/0/0
172.31.2.8/29 [110/65] via 172.31.2.38, 01:50:03, Serial0/0/1
172.31.2.24/29 [110/65] via 172.31.2.38, 01:50:03, Serial0/0/1
172.31.2.32/30 is directly connected, Serial0/0/0
172.31.2.33/32 is directly connected, Serial0/0/0
172.31.2.36/30 is directly connected, Serial0/0/1

172.31.2.37/32 is directly connected, Serial0/0/1
209.165.220.0/24 is variably subnetted, 2 subnets, 2 masks

209.165.220.0/24 is directly connected, GigabitEthernet0/1
209.165.220.1/32 is directly connected, GigabitEthernet0/1

S* 0.0.0.0/0 [1/0] via 209.165.220.5
TUNJA#

R. BUCARAMANGA:
BUCARAMANGA#show ip route
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - I1S-IS, L1 - I1S-IS level-1, L2 - IS-IS level-2, ia - 1S-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 172.31.2.33 to network 0.0.0.0

—roOooooororo o

172.3.0.0/29 is subnetted, 1 subnets
172.3.2.8/29 [110/65] via 172.31.2.33, 01:53:17, Serial0/0/0

172.31.0.0/16 is variably subnetted, 15 subnets, 4 masks
172.31.0.0/26 is directly connected, GigabitEthernet0/0.10
172.31.0.1/32 is directly connected, GigabitEthernet0/0.10
172.31.0.64/26 is directly connected, GigabitEthernet0/0.30
172.31.0.65/32 is directly connected, GigabitEthernet0/0.30
172.31.0.128/26 [110/65] via 172.31.2.33, 01:53:17, Serial0/0/0
172.31.0.192/26 [110/65] via 172.31.2.33, 01:53:17, Serial0/0/0
172.31.1.0/26 [110/129] via 172.31.2.33, 01:53:17, Serial0/0/0
172.31.1.64/26 [110/129] via 172.31.2.33, 01:53:17, Serial0/0/0
172.31.2.0/29 is directly connected, GigabitEthernet0/0.1
172.31.2.1/32 is directly connected, GigabitEthernet0/0.1
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172.31.2.8/29 [110/129] via 172.31.2.33, 01:53:17, Serial0/0/0
172.31.2.24/29 [110/129] via 172.31.2.33, 01:53:17, Serial0/0/0
172.31.2.32/30 is directly connected, Serial0/0/0
172.31.2.34/32 is directly connected, Serial0/0/0
172.31.2.36/30 [110/128] via 172.31.2.33, 01:53:17, Serial0/0/0
O*E2 0.0.0.0/0 [110/1] via 172.31.2.33, 00:03:50, Serial0/0/0
BUCARAMANGA#

o000

R. CUNDINAMARCA:

CUNDINAMARCA#show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - I1S-IS, L1 - I1S-IS level-1, L2 - IS-IS level-2, ia - 1S-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 172.31.2.37 to network 0.0.0.0

172.3.0.0/29 is subnetted, 1 subnets
172.3.2.8/29 [110/65] via 172.31.2.37, 01:56:32, Serial0/0/0

172.31.0.0/16 is variably subnetted, 16 subnets, 4 masks
172.31.0.0/26 [110/129] via 172.31.2.37, 01:56:22, Serial0/0/0
172.31.0.64/26 [110/129] via 172.31.2.37, 01:56:22, Serial0/0/0
172.31.0.128/26 [110/65] via 172.31.2.37, 01:56:32, Serial0/0/0
172.31.0.192/26 [110/65] via 172.31.2.37, 01:56:32, Serial0/0/0
172.31.1.0/26 is directly connected, GigabitEthernet0/0.30
172.31.1.1/32 is directly connected, GigabitEthernet0/0.30
172.31.1.64/26 is directly connected, GigabitEthernet0/0.20
172.31.1.65/32 is directly connected, GigabitEthernet0/0.20
172.31.2.0/29 [110/129] via 172.31.2.37, 01:56:22, Serial0/0/0
172.31.2.8/29 is directly connected, GigabitEthernet0/0.1
172.31.2.9/32 is directly connected, GigabitEthernet0/0.1
172.31.2.24/29 is directly connected, GigabitEthernet0/0.88
172.31.2.25/32 is directly connected, GigabitEthernet0/0.88
172.31.2.32/30 [110/128] via 172.31.2.37, 01:56:33, Serial0/0/0
172.31.2.36/30 is directly connected, Serial0/0/0
172.31.2.38/32 is directly connected, Serial0/0/0

O*E2 0.0.0.0/0 [110/1] via 172.31.2.37, 00:07:01, Serial0/0/0

CUNDINAMARCA#

roororoororooooo o
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Imagen 14. Ping del pc1 BUC al servidor
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Imagen 15. Ping del pc2 BUC al servidor
W pC2 BUCA (=
Physical Canfig Desktop Custam Intarface
i L o N —— =1 P
mmand Line
dava
Gimes)3ms TTL=L26
time=l0ms TTL=12¢
bime=lOms TTLe]
time=lms TTL
Approxis
Hinimum = 3 - Dms

Fuente: Propia
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2.4 El enrutamiento deberé tener autenticacion.

R. BUCARAMANGA:

BUCARAMANGA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#interface s0/0/0

BUCARAMANGA(config-if)#ip ospf authentication message-digest
BUCARAMANGA(config-if)#ip ospf message-digest-key 1 md5 ospfospf
BUCARAMANGA(config-if)#

02:25:52: %OSPF-5-ADJCHG: Process 1, Nbr 209.165.220.1 on Serial0/0/0 from
FULL to DOWN, Neighbor Down: Dead timer expired

02:25:52: %OSPF-5-ADJCHG: Process 1, Nbr 209.165.220.1 on Serial0/0/0 from
FULL to DOWN, Neighbor Down: Interface down or detached

R. TUNJA:

TUNJA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#interface s0/0/0

TUNJA(config-if)#ip ospf authentication message-digest

TUNJA(config-if)#ip ospf message-digest-key 1 md5 ospfospf
TUNJA(config-if)#int

02:32:33: %OSPF-5-ADJCHG: Process 1, Nbr 172.31.2.34 on Serial0/0/0 from
LOADING to FULL, Loading Done

TUNJA(config-if)#interface s0/0/1

TUNJA(config-if)#ip ospf authentication message-digest

TUNJA(config-if)#ip ospf message-digest-key 1 md5 ospfospf

02:34:22: %OSPF-5-ADJCHG: Process 1, Nbr 172.31.2.38 on Serial0/0/1 from
FULL to DOWN, Neighbor Down: Dead timer expired

TUNJA(config-if)#

R. CUNDINAMARCA:

CUNDINAMARCA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#interface s0/0/0

CUNDINAMARCA(config-if)#ip ospf authentication message-digest
CUNDINAMARCA(config-if)#ip ospf message-digest-key 1 md5 ospfospf
CUNDINAMARCA(config-if)#

02:47:33: %OSPF-5-ADJCHG: Process 1, Nbr 209.165.220.1 on Serial0/0/0 from
LOADING to FULL, Loading Done

CUNDINAMARCA(config-if)#
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Imagen 16. ping de BUC a TUNJA
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Imagen 17. ping de CUNDI a Servidor
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2.5 Listas de control de acceso:

2.5.1 Los hosts de VLAN 20 en Cundinamarca no acceden a internet, solo ala
red interna de Tunja.

R. CUNDINAMARCA:

CUNDINAMARCA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#access-list 151 deny ip 172.31.1.64 0.0.0.63
209.165.220.0 0.0.0.255

CUNDINAMARCA(config)#access-list 151 permit ip any any
CUNDINAMARCA(config)#interface g0/0.20

CUNDINAMARCA(config-subif)#ip access-group 151 in
CUNDINAMARCA(config-subif)#

Imagen 18. Prueva host VLAN 20 Cundinamarca
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Fuente: Propia

2.5.2 Los hosts de VLAN 10 en Cundinamarca si acceden a internety no a lared
interna de Tunja.

R. CUNDINAMARCA:

CUNDINAMARCA(config-subif)#

CUNDINAMARCA(config-subif)#access-list 152 permit ip 172.31.1.0 0.0.0.63
209.165.220.0 0.0.0.255

CUNDINAMARCA(config)#access-list 152 deny ip any any
CUNDINAMARCA(config)#interface g0/0.30
CUNDINAMARCA(config-subif)#ip access-group 152 in
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CUNDINAMARCA(config-subif)#
Imagen 19. Prueba VLAN 10 Cundinamarca

W pC2 CUNDI — (] >
Physical Config Dusktop Custom Interface
~
- fE—— —— [ge——"=518 Pe—

Command Prompt ___;(;

Packets
PCrping 173.31.0
Pinging 172.31.0.131 with

1
1
4
1

Destination host unreachable

r 173.31.0.131
4, Received = 0, Lost = 4 (l00% loss),

Minimum = lms, Maximum = 1l3ame, Aver

Fuente: Propia

2.5.3 Los hosts de VLAN 30 en Tunja solo acceden a servidores web vy ftp de
internet.

R. TUNJA:

TUNJA(config-if)#access-list 151 permit tcp 172.31.0.192 0.0.0.63 209.165.220.0
0.0.0.255 eq 80

TUNJA(config)#access-list 151 permit tcp 172.31.0.192 0.0.0.63 209.165.220.0
0.0.0.255eq 21

TUNJA(config)#int g0/0.30

TUNJA(config-subif)#ip access-group 151 in

TUNJA(config-subif)#
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Imagen 20. Prueba host VLAN 30 Tunja
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Imagen 21. Conexion pc TUNJA a la web
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2.5.4 Los hosts de VLAN 20 en Tunja solo acceden a la VLAN 20 de
Cundinamarca y VLAN 10 de Bucaramanga.
R. TUNJA:

TUNJA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#interface g0/0.20

TUNJA(config-subif)#access-list 152 permit ip 172.31.0.128 0.0.0.63 172.31.1.64
0.0.0.63

TUNJA(config)#access-list 152 permit ip 172.31.0.128 0.0.0.63 172.31.0.0 0.0.0.63
TUNJA(config)#interface g0/0.20

TUNJA(config-subif)#ip access-group 152 in

TUNJA(config-subif)#

Imagen 22. Prueba VLAN 20 Tunja
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64



2.5.5 Los hosts de VLAN 30 de Bucaramanga acceden a internet y a cualquier
equipo de VLAN 10.

R. CUNDINAMARCA:

BUCARAMANGA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#access-list 151 permit ip 172.31.0.64 0.0.0.63
209.165.220.0 0.0.0.255

BUCARAMANGA(config)#interface g0/0.30

BUCARAMANGA(config-subif)#ip access-group 151 in
BUCARAMANGA(config-subif)#

Imagen 23. Prueba VLAN 30 Bucaramanga
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2.5.6 Los hosts de VLAN 10 en Bucaramanga acceden a la red de Cundinamarca
(VLAN 20) y Tunja (VLAN 20), no internet.

R. BUCARAMANGA:

BUCARAMANGA(config)#interface g0/0.10
BUCARAMANGA(config-subif)#access-list 152 permit ip 172.31.0.0 0.0.0.63
172.31.1.64 0.0.0.63

BUCARAMANGA(config)#access-list 152 permit ip 172.31.0.0 0.0.0.63
172.31.0.128 0.0.0.63

BUCARAMANGA(config)#interface g0/0.10

BUCARAMANGA(config-subif)#ip access-group 152 in
BUCARAMANGA(config-subif)#
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Imagen 24. Prueba VLAN 10 Bucaramanga
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2.5.7 Los hosts de una VLAN no pueden acceder a los de otra VLAN en una
ciudad.

R. CUNDINAMARCA:

CUNDINAMARCAt#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#access-list 153 deny ip 172.31.2.8 0.0.0.7 172.31.1.64
0.0.0.63

CUNDINAMARCA(config)#access-list 153 deny ip 172.31.1.0 0.0.0.63 172.31.1.64
0.0.0.63

CUNDINAMARCA(config)#access-list 153 deny ip 172.31.2.24 0.0.0.7 172.31.1.64
0.0.0.63

CUNDINAMARCA(config)#access-list 153 permit ip any any
CUNDINAMARCA(config)#interface g0/0.20

CUNDINAMARCA(config-subif)#ip access-group 153 out
CUNDINAMARCA(config-subif)#

R. TUNJA:

TUNJA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#access-list 153 deny ip 172.3.2.8 0.0.0.7 172.31.0.128 0.0.0.63
TUNJA(config)#access-list 153 deny ip 172.3.0.192 0.0.0.63 172.31.0.128 0.0.0.63
TUNJA(config)#access-list 153 permit ip any any

TUNJA(config)#interface g0/0.20

TUNJA(config-subif)#ip access-group 153 out

TUNJA(config-subif)#

66



R. BUCARAMANGA:

BUCARAMANGA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#interface g0/0.10
BUCARAMANGA(config-subif)#access-list 153 deny ip 172.31.2.0 0.0.0.7
172.31.0.0 0.0.0.63

BUCARAMANGA(config)#access-list 153 deny ip 172.31.0.64 0.0.0.63 172.31.0.0
0.0.0.63

BUCARAMANGA(config)#access-list 153 permit ip any any
BUCARAMANGA(config)#interface g0/0.10

BUCARAMANGA(config-subif)#ip access-group 153 out
BUCARAMANGA(config-subif)#

CIUDAD BUCARAMANGA:

Imagen 25. Prueba host VLAN Bucaramanga
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CIUDAD TUNJA:

Imagen 26. Prueba host VLAN Tunja
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Fuente: Propia

CIUDAD CUNDINAMARCA:

Imagen 27. Prueba host VLAN Cundinamarca
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Phyaical Corfig Deszkicp Custam [nterface
——t —————  —— P —
ommand Prompt |

Fuente: Propia
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2.5.8 Solo los hosts de las VLAN administrativas y de la VLAN de servidores
tienen accedo a los routers e internet.

R. BUCARAMANGA:

BUCARAMANGA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#interface g0/0.1
BUCARAMANGA(config-subif)#access-list 9 permit 172.31.2.0 0.0.0.7
BUCARAMANGA(config)#access-list 9 permit 172.3.2.8 0.0.0.7
BUCARAMANGA(config)#access-list 9 permit 172.31.2.8 0.0.0.7
BUCARAMANGA(config)#line vty 0 4
BUCARAMANGA(config-line)#access-class 9 in
BUCARAMANGA(config-line)#

R. TUNJA:

TUNJA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#interface g0/0.1
TUNJA(config-subif)#access-list 9 permit 172.31.2.0 0.0.0.7
TUNJA(config)#access-list 9 permit 172.3.2.8 0.0.0.7
TUNJA(config)#line vty 0 4

TUNJA(config-line)#access-class 9 in

TUNJA(config-line)#

R. CUNDINAMARCA:

CUNDINAMARCA¢#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#interface g0/0.1
CUNDINAMARCA(config-subif)#access-list 9 permit 172.31.2.0 0.0.0.7
CUNDINAMARCA(config)#access-list 9 permit 172.3.2.8 0.0.0.7
CUNDINAMARCA(config)#access-list 9 permit 172.31.2.8 0.0.0.7
CUNDINAMARCA(config)#line vty 0 4
CUNDINAMARCA(config-line)#access-class 9 in
CUNDINAMARCA(config-line)#
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Imagen 28. Ingreso Router Cundinamarca

B CcumMDIMAMARCA

Phy=ical Config CLI

I10S Command Line Interface

COMDIMNARMARCRftelnet 17Z_321.2 .5
Trying 172 .21 .2.5 _ . _Openfdvertencia: hocesco Denegado

User RAcococess Werification

Username: cisco
Password:
CUNDINAMBRCE-enable
Password:
COMDIMNAMARCRGexrit

[Connection to 172 _321 _2_ 5% closed by foreign host]
CUNDINAMARCRE
COMNDIMNAMIARCOCD
CUNDINEMERCRE
COMNDIMNAMIARCOCD
COMNDIMNAMIARCOCD
COMNDIMNAMIARCOCD
COMNDIMNAMIARCOCD
COMNDIMNAMIARCOCD
COMNDIMNAMARCOCD
CUNDINEMERCEE|

Copy

Fuente: Propia

Imagen 29. Ingreso Rour Bucaramanga

B BUCARAMAMNGA —

Fhy=ical Config CLI

I0OS Command Line Interface

FPaste

BUCARRAMIMNCED
BUCARRAMINGCRfgtelnet 172 _321 .2 _1
Tryinmng 172 _321.2.1 .. . Openfidvertencia: Accesco Denegado

User Acocess Werification

Username: ocisco
Password:
BUCERRAMINGCR ~enakble
Password:
BUCARRAMIMNCRfexit

[Comnnection to 172 _.321.2_.1 closed by foreign host]
BUCARRAMIMNCED
EUCAREMEMNER#
BUCARRAMIMNCED
BUCARRAMIMNCED
BUCARRAMIMNCED
BUCARRAMIMNCED
BUCARRAMIMNCED
BUCARRAMIMNCED
BEUCARRIMAMCL#

BILC T DTSRI S

Copy

Fuente: Propia
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Imagen 30. Ingreso Router Tunja

B oruroa - (=]
Physical cConfig [ 3

10s Command Line Interface

TUNJABGELIneS L7s.S.2.9
Trying 1l72.3.2.9% ...OpenAdvertencia: Accesc Denegado

Uswr Accesws Verification

Usexname : clisco
Passvord

TUNJA “enable
Password:
TUMIAZexLn

[Connection e 172 .3.2.9% clomsed by foreign hosu])
TUNIAR
TUMIAS
TUMJIAS
TUNIA®
TUNIAR
TUMIAS

[ cepy | [ Paste

Fuente: Propia
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3 CONCLUCIONES

En este trabajo puedo concluir que se realizé una serie de proceso en el cual se
implementa el manejo de la herramienta Packet-Tracer, donde se realizan los
diferentes escenario propuestos, como fueron los de configuracién de Routers y
Switches creando asi implementacion de diferentes configuraciones para dar
solucién a la problemética planteada donde los procesos ejecutados muestra una
serie de soluciones como seria la de crear conexion entre Router e implementar
VLAN independientes a cada Switch generando asi seguridad en las topologias
expuestas.

De igual forma se implementa el ACL en la topologia mostrando asi la forma como
se pueden tener una seguridad de conexién entre las diferentes redes igualmente
en cuanto al tema trabajado, se puede concluir que el protocolo OSPF es un
protocolo abierto el cual contribuye a mejorar el balanceo de carga, ademas permite
gue se definan las redes logicamente, se estudio la implementacion del servicio
DHCP, de un router donde nos permiten crear redes légicamente independientes,
pero dentro de una misma red fisica, haciendo posible agrupar a los usuarios por
un departamento o equipo, facilitando la comunicacion entre diferente dependencias
y donde el servicio DHCP provee a los clientes una configuracion de una forma agil
en la implementacion de redes de gran tamafio.
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