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Resumen

Gracias a la evolucién de los medios tecnolégicos es necesario que como futuros
profesionales seamos capaces de dar solucion integral a problemas con
aplicabilidad real, por esto hacemos parte activa del desarrollo del diplomado de
profundizacién en Cisco CCNA por medio de la sustentacion escrita de la resolucion
de escenarios complejos. Para su ejecucion se utilizaron las versiones 6.1.1. y 7.2.2
de Packet Tracer aprovechando comandos compatibles y especificos para cada
escenario.



Abstract

Thanks to the evolution of the technological means, it is necessary that as future
professionals we be able to provide a comprehensive solution to problems with real
applicability, for this reason we are an active part of the development of the
deepening diploma in Cisco CCNA through the written support of the resolution of
complex scenarios For its execution, versions 6.1.1 were used. and 7.2.2 of Packet
Tracer taking advantage of compatible and specific commands for each scenario.



Introduccién

El presente informe tiene como finalidad demostrar la ejecucién practica de todos
los conocimientos adquiridos durante el periodo académico establecido para el
desarrollo del Diplomado de profundizacién de Cisco CCNA.

En este documento se plasman las evidencias que sustentan la simulacién de dos
escenarios diferentes en cuanto al manejo de redes, subredes, vlan ademas de
protocolos de seguridad y enrutamiento que hacen mas dindmica la transmision de
paquetes.



Objetivos

Objetivo general:

Realizar y desarrollar los escenarios propuestos como prueba de habilidades
practicas del Diplomado de Profundizacion CCNA demostrando todos los
conocimientos adquiridos durante este periodo académico.

Obijetivos especificos:
e Analizar caso de uso propuesto.
e Establecer elementos para la configuracién de una red.
e Estructurar la topologia de red.
e Proponer estrategias para hacer eficaz la transmision de datos.
e Parametrizar cada dispositivo de la red.
e Aplicar protocolos de seguridad para la conexion de dispositivos.
e I|dentificar las tablas de direccionamiento entre vecinos.
e Configurar acceso remoto via Telnet.
e Crear listas de control de acceso entre componentes de la red.
e Realizar pruebas de transmision de datos.



Desarrollo de escenarios
Escenario 1
Una empresa posee sucursales distribuidas en las ciudades de Bogota, Medellin y
Cali en donde el estudiante ser& el administrador de la red, el cual debera configurar
e interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

Los requerimientos solicitados son los siguientes:

Parte 1: Para el direccionamiento IP debe definirse una direccién de acuerdo con
el nimero de hosts requeridos.

Parte 2: Considerar la asignacion de los parametros basicos y la deteccion de
vecinos directamente conectados.

Parte 3: La red y subred establecidas deberan tener una interconexion total, todos
los hosts deberan ser visibles y poder comunicarse entre ellos sin restricciones.

Parte 4: Implementar la seguridad en la red, se debe restringir el acceso y
comunicacion entre hosts de acuerdo con los requerimientos del administrador de
red.

Parte 5: Comprobacion total de los dispositivos y su funcionamiento en la red.

Parte 6: Configuracion final.
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Figura 1.Disefio de red escenario 1.



Topologia de red:

Seridor

192.168.1.0/27

192 168 196/27 z 1921681120027

PCY1
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192,168 1 32/27 o _ 102.168.1.6427
: 9 (36
Swacho MEDELLN call Switch1

3 2

PCO PC4

Figura 2.Topologia de red escenario 1.

Desarrollo

Como trabajo inicial se debe realizar lo siguiente.

e Realizar las rutinas de diagnostico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad,
etc).

ROUTER MEDELLIN
Enable

Configure terminal
Hostname MEDELLIN
Enable secret class
Line vty 0 15
Password cisco

Exit

Line console 0
Password cisco

Exit

Service password-encryption
interface serial 0/0/0



ip address 192.168.1.99 255.255.255.224
exit

interface fastEthernet 0/0

ip address 192.168.1.33 255.255.255.224

ROUTER BOGOTA

Enable

Configure terminal

Hostname BOGOTA

Enable secret class

Line vty 0 15

Password cisco

Exit

Line console 0

Password cisco

Exit

Service password-encryption

interface serial 0/0/0

ip address 192.168.1.98 255.255.255.224
exit

interface serial 0/0/1

ip address 192.168.1.130 255.255.255.224
exit

interface fastEthernet 0/0

ip address 192.168.1.1 255.255.255.224

ROUTER CALI
Enable

Configure terminal
Hostname CALI
Enable secret class
Line vty 0 15
Password cisco

Exit

Line console 0
Password cisco

Exit

Service password-encryption
interface serial 0/0/0



ip address 192.168.1.131 255.255.255.224
exit

interface fastEthernet 0/0

ip address 192.168.1.65 255.255.255.224

e Realizar la conexion fisica de los equipos con base en la topologia de red

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.

Parte 1: Asignacién de direcciones IP:

a. Se debe dividir (subnetear) la red creando una segmentacién en ocho partes,
para permitir creciemiento futuro de la red corporativa.
b. Asignar una direccién IP a la red.

Parte 2: Configuracién Basica.

a. Completar la siguiente tabla con la configuracion basica de los routers, teniendo
en cuenta las subredes disefiadas.

Tabla 1.Direccionamiento

MEDELLIN BOGOTA CALI
192.168.1.99 192.168.1.98 192.168.1.131

192.168.1.130

192.168.1.33  192.168.1.1 192.168.1.65

Eigrp Eigrp Eigrp
200 200 200
192.168.1.0 192.168.1.0 192.168.1.0

b. Después de cargada la configuracion en los dispositivos, verificar la tabla de
enrutamiento en cada uno de los routers para comprobar las redes y sus rutas.
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Enrutamiento:

ROUTER MEDELLIN:

Ip route 192.168.1.32 255.255.255.224 192.168.1.99
Ip route 192.168.1.64 255.255.255.224 192.168.1.99
Ip route 192.168.1.64 255.255.255.224 192.168.1.131

ROUTER BOGOTA:

Ip route 192.168.1.32 255.255.255.224 192.168.1.99
Ip route 192.168.1.64 255.255.255.224 192.168.1.99
Ip route 192.168.1.64 255.255.255.224 192.168.1.131

ROUTER CALI:

Ip route 192.168.1.32 255.255.255.224 192.168.1.130

Ip route 192.168.1.96 255.255.255.224 192.168.1.130

Ip route 192.168.1.0 255.255.255.224 192.168.1.130

c. Verificar el balanceo de carga que presentan los routers.
d. Realizar un diagnadstico de vecinos uando el comando cdp.

11



ROUTER MEDELLIN:
Enable

Show cdp neighbors

ZE B0 A0 08

Logical [Root] New Cluster Move Object Set Tiled Background iewport
l_‘ A

o

Physical Config  CLI

X
& MEDELLIN — O ® CK
C 4

105 Command Line Interface
— e %
€3422K bytes of ATA CompactFlash (Read/Write) "
Cisco IOS Software, 1241 Software (Cl241-ADVIPSERVICESKS-M), Versiom 12.4(15)T1, =
RELEASE SOFIWARE (£fcZ)
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 158€-2007 by Cisco Systems, Inc. 8
Compiled Wed 15-Jul-07 04:52 by pt_team %r\

Press RETURN to get started!

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetl/d,
up

changed state to

SLINE-5-CHANGED: Interface Seriall/0/0, changed state to up

ﬁ %LINEPROTO-5-UPDOWN: Line protocol on Interface Seriald/0/0, changed state to up
PC1
MEDELLIN>ena
MEDELLIN>=enable
Password:

MEDELLIN#show cdp n
MEDELLIN#Z N It

Ep)'r’ Capability Codes: R — Router, T — Trans Bridge, B - Source Route Bridge
PCO S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone
Device ID Local Intrfce  Holdtme Capability Platform Port ID
s0 Fas 0/0 132 s 2980 Gig 0/1
BOGOTA Ser 04070 laz R claal Ser 0/0/0
MEDELLIN# R
Copy Paste

.  [@

Time: 00:09:26 | Power Cycle Devices Fast Forward Time Realtime

- S e S S S — ) Fire Last Status Source  Destination Type
aae > 7S S S S S

E - R

Toggle PDU List Window
2621XM S 2

Figura 3.CDP Router Medellin.
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ROUTER BOGOTA:
Enable
Show cdp neighbors

BIE O Q|0 08

(=]
-,
Logical [Root] New Cluster Move Object Set Tiled Background Viewport
l_‘ ~
< = ix§
& BOGOTA - m] ® X
Physical Config  CLI (%
10S Command Line Interface 8 J
e R N S =T —rrETTET—TTETE T ~
SLINE-5-CHANGED: Intezface Sezial(/0/l, changed state to up : K‘
SLINEPROTO-5-UPDOWN: Line protocol on Interface Sezial0/0/L, changed state to up
=
SLINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up <2
BOGOTA>en %’\
BOGOTA>enable
Password:
BOGOTA#conf ©
Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA (config) #5how cdp neighbors
% Iavalid input detected at '~' mazkez. g
’
BOGOTA (config) #end P
PC- BOGOTRE F
PC1| |%5YS-5-CONFIG_I: Configured from console by comscle
BOGOTA#Show cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I — IGMP, © - Repsatez, P — Phone
Device ID  Loeal Intrfce Holdtme  Capability Platform  Port ID
sz Fas 0/0 lé€ 5 2380 Gig 0/1
PC- CALT Ser 0/0/1 173 2 claal Ser 0/0/0 g
PCOl |yzpzrron Ser 0/0/0 166 R c1e41 Ser 07040 E-PT
BOCOTAE| vl ca
Copy Paste

<

; [©

Time: 00:10:15 | Power Cycle Devices Fast Forward Time

Realtime
- S e e e — ) _Sc:enariDU | | Fire Last Status Source  Destination Type
Ge B> 7S &S & T
;’ﬂ S 5 < > | | Toagle PDU List Window
2621 XM < >

Esp %19 a. m.

Figura 4.CDP Router Bogotad.
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ROUTER CALI:
Enable
Show cdp neighbors

Bl BiQn

Logical [Roat] New Cluster

Move Object

Set Tiled Background

Viewport

4,

~

& call — a X
Physical Config CLI §
I0S Command Line Interface 8 ]
191K bytes of NVRRM. ~
£3488K bytes of ATA CompactFlash (Read/Write) 4
Cisco IOS Software, 124l Software (Cl241-ADVIPSERVICESKS-M), Version 12.4(15)TL,
RELZASE SOFTWARE (fc2) R
Technical Support: http://www.cisco.com/techsupport .;‘t_,
Copyright (c) 198€-2007 by Cisco Systems, Inc.
Compiled Wed 18-Jul-07 04:52 by pt_team 1
=]
Press RETURN to get starsed!
3LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to
up
$LINK-5-CHANGED: Interface Serial0/0/0, changed state to up !
$LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state o up =
PC. PC3
P9 |cariren
CALI*enable
Password:
CALI#Show cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
§ - Switch, H - Host, I - IGMP, r - Repeater, P - Phone
pcl |Deviee 1D Local Intrfce  Holdtme Capability Platform Port ID
g |s1 Fas 0/0 134 5 25960 cig 0/1 e
BOGOTA Ser 0/0/0 144 3 cle4l Ser 0/0/1 Pea
CALIZ o
Copy Paste
P
< > T\L)
Time: 00:10:46 | Power Cycle Devices Fast Forward Time Realtime
- P - - - D Fire Last Status Source  Destination Type
[} d == == P~ f=1- = — cenario
el NG NGK = .
o) (o) ey Lzt o) [ [ ooite
;! ﬂ s s < > | | Toggle PDU List Window
2621%M < 2

=)

Figura 5.CDP Router Cali.
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e. Realizar una prueba de conectividad en cada tramo de la ruta usando Ping.

PCO:
Ping 192.168.1.67 (PC3)

¥

e H G EIEINE RN

Logical [Root] Mew Cluster Set Tiled Background Viewport
~
X
e

& pco — O Py
Physical Config Desktop  Custom Interface 8

~

—— — —— g1 =

7 with

i

PC-PT
PC1 -
650-24TT inging with
Switcho
>
PC-FT
PCO
- e - - bt
i >
g >
Time: 00:12:14 | Power Cycle Devices Fast Forward Time Realtime
P X
= ] ||Ii| f;.','l'.-:" ﬁ'/"i ﬁ/"; k/"i k/’-‘; *'/"i *'f"‘i ] Fire Last Status Source Destination Type
I
;ﬁ = hd > | Toggle POU List Window
1941 >

a %21a.m.
AT P e BB
Figura 6.Prueba de Conectividad a PC3.
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Ping 192.168.1.3 (WS-1)

&

e S EIENR Gl

s

e
Logical [Root] New Cluster 1 t Set Tiled Backaround iewport
A
b4
& pco - [} X
Physical Config Desktop Custom Interface
e e T s —_— a— ]! — 2 \{? T

Pinging

nd trip tims
lms, Ma

~
B60-24TT
Switch0
-4
PC-BT
PCOD
.- - - v
£ >
< > |
Time: 00:14:14 | Power Cycle Devices Fast Forward Time Realtime
Status
";’-'-i "}Ci '_r’_i P_’,_i '__’ci '__m’:i ) Fire. Last Status Source Destination Type
< * | | Toggle PDU List Window

1941

% -. %23 a.m.
fOAGLIO) B e

Figura 7.Prueba de Conectividad a WS-1.
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PCA4.:

Ping 192.168.1.4 (Servidor)

®
TR P 7
Logical [Root] New Cluster Set Tiled Background iewport
~
X
I -
= : g -
PC-PT Server-PT
W5-1 Servidor
#pca - [} X
Physical Config Desktop Custom Interface
"
PC-PT
PC1 ~
060-24TT
Switch0
__f
PC-BT
PCOD
< v >
Time: 00:15:44 | Power Cycle|| € 4 Realtime
[ [Fire Last Status Source  Destination T
. . 7 Status ype
| NG NG NG GG

"TEX

:l 8 1941
Routers 1841

2820xM |2621%M

2811 501

> | | Toggle PDU List Window

2901

New

~ oy T 1) ESP

9:25a. m. %

15/12/2019

Figura 8.Prueba de Conectividad a Servidor.
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Parte 3: Configuracién de Enrutamiento.

a. Asignar el protocolo de enrutamiento EIGRP a los routers considerando el
direccionamiento disefiado.

ROUTER MEDELLIN:
Enable

Configure terminal
Router eigrp 200
Network 192.168.1.0
ROUTER BOGOTA:
Enable

Configure terminal
Router eigrp 200
Network 192.168.1.0

ROUTER CALI:
Enable

Configure terminal
Router eigrp 200
Network 192.168.1.0

b. Verificar si existe vecindad con los routers configurados con EIGRP.

c. Realizar la comprobacion de las tablas de enrutamiento en cada uno de los
routers para verificar cada una de las rutas establecidas.

18



ROUTER MEDELLIN:
Show ip route

[Root] New Cluster Move Object Set Tiled Background

Viewport

Server-PT
Servidor

& MEDELLIN — O x

Physical Config CLI

10S Command Line Interface

-

~
MEDELLIN (config-router)gne 152.1€3.1.0 1
MEDELLIN (config-router) #network 192.1€8.1.0 %i\
MEDELLIN (config-router)
PC-PT %DUAL-5-NBRCHANGE: IP-EIGRP 200: Neighbor 152.1€8.1.98 (Serial0/0/0) is up: new
PC1 adjacency
MEDELLIN (config-router) fend
MEDELLIN#
%5YS-5-CONFIG_I: Configured from console by console
A= MEDELLIN#show ip route
FC-PT Codes: C - comnected, 5 - static, I - IGRP, R - RIP, M - mobile, B - BGF
PCO D - EIGRD, IX - EIGED externzl, O - OSDF, IL - OSDF inter area
NL - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
£l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS lewel-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route
Gateway of last resort is not set
1%2.1€8.1.0/27 is subnetted, 5 subnets
s 192.1€8.1.0 [1/0] via 192.1€8.1.98
c 152.1€8.1.32 is directly connected, FastEthernetd/0
s 192.1€8.1.€4 [1/0] wia 192.168.1.98
c 152.168.1.5€ is directly connected, Seriald/0/0
s 192.1€8.1.128 [1/0] via 192.1€8.1.98
MEDELLINE v
Copy Paste
)
< > TQ
Time: 00:28:07 | Power Cycle Devices Fast Forward Time Realtime
3 Fire Last Status Source  Destination Type
o enms , _—r &
o) Lot oy o (i) o) (e i
< * | | Toggle PDU List Window
2621%M g )

Figura 9.Tabla de direccionamiento Router Medellin.
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ROUTER BOGOTA:
Show ip route

Logical [Root] New Cluster Move Object Set Tiled Backaround iewport
l_| -

Server-PT
Servidor

& BOGOTA - O P 8 .

Physical  Config CLI

10S Command Line Interface

TUET RCMENGE  TF=ETGRE U0 MEIONOUr Toz Tes T I5T TSErIaror o7 I IS P TEw —

adjacency e

BOGOTR (config-router) §show ip route 1
- i b
e PC-PT

% Invalid input detected at marker. =
PC3

BOGOTA (config-router) #end

BOGOTAS

%5¥S-5-CONFIG_I: Configured from console by console

BOGCTA#show ip route

Codes: C - connected, S - static, I — IGRP, R - RIP, M - mobile, B - BGD
D - EIGRP, EX - EIGRP ensernal, © - OSPF, IA - OSDF inter area \g
W1 - OSPF NSSA external type 1, N2 - OSDF NSSA external type 2 ;
El - OSDF external type l, 22 — OSPF external type 2, £ - EGD PC-PT
i - IS-IS, Ll - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area PCa
* — candidate default, U - per-user static route, o — ODR

D - periodic downloaded static route
Gateway of last resort is not set

152.1€2.1.0/27 is subnetted, S subnets

< 1532.1€8.1.0 is directly connected, FastEthernet0/0
s 132.1€8.1.32 [1/0] wia 132.1€5.1.35
E 152.1€8.1.€4 [1/0] wia 152.1€5.1.131
[1/0] wia 192.1€8.1.3%5
< 132.1€8.1.9€ is directly connected, SerialQl/0/0
c 152.1€8.1.1228 is directly connected, Seriald/0/1
BOGCTRE hd

Copy Paste

<

Time: 00:28:29 | Power Cycle Devices Fast Forward Time

-l e P - — 7 Fire Last, Status Source  Destination Type
S - . m g 1 : i lﬁ-’i l"’i 1) | Scenario 0
o | Lot | geaong Gziny | 2ot ) |zt
-3 ﬂ S s < > | | Toggle PDU List Window

2621%M

New Delete

Figura 10.Tabla de direccionamiento Router Bogotd.
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ROUTER CALI:
Show ip route

Log“:a' [Root] MNew Cluster Mowve Object Set Tiled Background iewport

A

= =
EVCSP]-.F Server-PT
- Servidor x
d
p- - Q,
¥ CALI O >
Physical Config  CLI 8 =

105 Command Line Interface

A 4
CALI{config-router)fNetwork 192.1€2.1.0 -

CALI {config-router) g "
%DUAL-5-NBRCHANGE: IDP-EIGRP 200: Neighbor 152.1€8.1.1230 (Seriald/0/0) is up: new ':‘L-‘

adjacency

D CALI {config-router) =

F CALI {config-router) gend
PC-PT CALIE
PC1 ¢ |%S¥s-s-CONFIG I: Configured from console by comscle

=
5| % Ambiguous command: "s"

=} CALIgshow ip route
Codes: C - conmected, § - statie, I - IGRP, R - RIP, M - mobile, B - BGP
4 D - EIGRP, EX - ZICRP external, O - OSPF, IA - OSPF inter area
o N1 - OSPF NSSA external type 1, N2 — OSPF NSSA external type 2
Py E1 - OSPF external type 1, E2 — OSDF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1l, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per—user static route, o — ODR

P - periodic downloaded static route
Gateway of last resort is not set

152.1€28.1.0/27 is subnetted, 5 subnets

s 192.1€8.1.0 [1l/0] wia 192.1€8.1.130

E 132.1628.1.32 [1/0] wia 152.1€8.1.130

c 152.1€2.1.€4 is directly connected, FastEthernetl/0

E 132.1628.1.96 [1/0] wia 152.1€8.1.130

c 152.1€2.1.128 is directly connected, Seriald/0/0

CRLIE N

Copy Paste

<

Time: 00:28:48 | Power Cycle Devices Fast Forward Time
- o 3 . Fire. Last Status Source Destination Type
™ = cE E e EEEE ®
e = = & l.a|lnillf. %=
et —
AfeFe

New Delete

-

* | | Toggle PDU List Window
2621XM S 2

Figura 11.Tabla de direccionamiento Router Cali.

d. Realizar un diagndstico para comprobar que cada uno de los puntos de la red se
puedan ver y tengan conectividad entre si. Realizar esta prueba desde un host de
la red LAN del router CALI, primero a la red de MEDELLIN y luego al servidor.
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PC4 (HOST ROUTER CALI) a PCO(HOST ROUTER MEDELLIN)
Ping 192.168.1.34

&

EEEEEERIYYILS

i)
H
Logical [Root] New Cluster Set Tiled Background iewport
A
-
4
Server-PT
Servidor
X
®
Physical Config Desktop  Custom Interface
~
ommand Prompt
=
PC-PT
PC1 \ ~
550-24T]
Switch0
=
FC-PT
PCO Pinging
Reply fro
1y fro
ply £
1y £
e - - o
< >
< >
Time: 00:34:03 | Power Cycle Devices Fast Forward Time Realtime
Status
7 ”'I \'i:'l-] "‘:. ’_r’_i __’,_i '_}-"'-i ’_::i ’_r’_i __’f_i ) Fire Last Status Source Destination Type
1841 1541 | Izs200m |2621xm) | 2811 2501 New Delete
L - -
< * | | Toggle PDU List Window
2621XM e

943 a. m.

B Ay T gy ESP

Figura 12.Ping PCO
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PC4 (HOST ROUTER CALI) a Servidor (HOST ROUTER BOGOTA)
Ping 192.168.1.4

®
] 1 + I I - .
b= == EE RN =L P 7
Logical [Roat] Mew Cluster love Object Set Tiled Background Viewport
A :
&
I =
4 # —
PC-PT Server-PT
Ws-1 Servidor
X
®
Physical Config Desktop  Custom Interface
~
P ——— e la——1! —_— 8 T
Command Prompt
Crping 19
Pinging 1% -1.34 with 32 bytes o
—
PC-PT
PC1 .
6650-24T] . === creE
Switcho ) e nd trip time
r : = 2ms, Maximum
—
PC-FT
PCO
- - - o
< >
P
< > (&)
Time: 00:34:51 | Power Cycle Devices Fast Forward Time Realtime
e ! - . - Fire Last Status Source Destination Type
S o [N Iy - W N 1 N
dmid 2l M MG GG A
g —
4%’ =7 < * | | Toggle PDU List Window
2621XM S 2

%44 3. m.
15) EsP
£ @ T ) e i )

Figura 13.Ping a Servidor

Parte 4. Configuracién de las listas de Control de Acceso.

En este momento cualquier usuario de la red tiene acceso a todos sus
dispositivos y estaciones de trabajo. El jefe de redes le solicita implementar
seguridad en la red. Para esta labor se decide configurar listas de control de
acceso (ACL) a los routers.
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Las condiciones para crear las ACL son las siguientes:

Cada router debe estar habilitado para establecer conexiones Telnet con los demés
routers y tener acceso a cualquier dispositivo en la red.

ROUTER MEDELLIN

Enable

Configure terminal
Line vty 0 15
Password cisco
Exit

®
QHS:D@@@ v M ';»5 l)?

[Root] New Cluster love Object Set Tiled Background Viewport

Logical

=

e f I =
mcsplr \ Server-eT —
- Servidor
X
_—
— 4

# rco - O ®

Physical ~Config Desktop  Custom Interface 8 Y
———l —— — [a—1! — 2
Command Prompt

)

PC-PT

pCL ™~ .
%E
Swi

,
PC-FT
o]

=
< > | @
Time: 00:47:32 | Power Cycle Devices Fast Forward Time Realtime

- e Fire ; , Last Status Source  Destination Type
S o [l ) > 1 G G G G

1841 1941 2620XM/ 12621xM/ 2811 2901 New Delete
—
-3 ﬁ = ] < > | | Toggle PDU List Window

1541 < B

§ ©57 5. m.
AN BT P B

Figura 14.Habilitacion Telnet Router Medellin.
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ROUTER BOGOTA

Enable
Configure terminal
Line vty 0 15
Password cisco
Exit

®

= S2EHE QNS08

i
Logical [Root] Mew Cluster love O Set Tiled Background Viewport
~
=
. 4 I =
PC-PT Server-PT —
Ws-1 \ Servidor ) 4
& Ws-1 - m] X
Physical Config Desktop  Custom Interface
e —— —_— | a— ! — 2 8 T

Command Prompt

FCO

. = - - &7
< >
< > ]%
Time: 00:48:31 | Power Cycle Devices Fast Forward Time Realtime
N P T
T"_i k”’_‘; ﬁ/"i ﬁf”‘; k/"i ﬁ/’-‘i */"i i) Fire Last Status Source  Destination Type
1841 1941 | |2620%M I2621xM | 2811 201 New Delete
E —
‘TZJ = ) < > | | Toggle PDU List Window

1841

58 a. m.
15/12/2019 %

£ A ag T D) ESP

Figura 15.Habilitacion Telnet Router Bogotd
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ROUTER CALI

Enable

Configure terminal
Line vty 0 15
Password cisco
exit

¥®

EEEEERRI- P2

Logical [Root] New Cluster Set Tiled Background Viewport
~
I =3
oA . =
PC-PT /'Server-P’T —
We-1 evuricl
& pcy - m] X x
Physical Config Desktop  Custom Interface
~
| —_— ——
— — &
-
mmand Prompt
2,
FC-PT
PCL -~
560-24TT
Switch0
=
PC-PT
PCO
e - - o
< >
£ >
Time: 00:49:07 | Power Cycle Devices Fast Forward Time Realtime
- - a N Fire Last Status Source Destination Type
e e rrrrear rEEEE
- =
g’ = < * | | Toggle PDU List Window
1841 i s

%58 a. m.
15/12/2019 %

B~ dy T d) EsP

Figura 16.Habilitacion Telnet Router Cali.

26



a. El equipo WS1 y el servidor se encuentran en la subred de administracion. Solo
el servidor de la subred de administracibn debe tener acceso a cualquier otro
dispositivo en cualquier parte de la red.

b. Las estaciones de trabajo en las LAN de MEDELLIN y CALI no deben tener
acceso a ningun dispositivo fuera de su subred, excepto para interconectar con el
servidor.

Parte 5: Comprobacién de la red instalada.

a. Se debe probar que la configuracién de las listas de acceso fue exitosa.
b. Comprobar y Completar la siguiente tabla de condiciones de prueba para
confirmar el 6ptimo funcionamiento de la red.

Tabla 2.Pruebas funcionales.

Router MEDELLIN Router CALI CONEXION
WS 1 Router BOGOTA DESCONEXION
Servidor Router CALI CONEXION
Servidor Router MEDELLIN CONEXION
LAIGIEdDeIIEEf)IlIJ\Iter Router CAL| DESCONEXION
LAN del Router CALI Router CALI DESCONEXION
LAIGIEdDeIIEEf)IlIJ\Iter Router MEDELLIN DESCONEXION
LAN del Router CALI Router MEDELLIN DESCONEXION
LAN del Router CALI WS 1 DESCONEXION
LAN del Router WS 1 DESCONEXION
MEDELLIN -
LAIGIEdDe[IEEQLOIlIJ\Iter LAN del Router CALI DESCONEXION
LAN del Router CALI Servidor CONEXION
LAN del Router Servidor CONEXION
MEDELLIN
—— LAN del Router CONEXION
MEDELLIN
Servidor LAN del Router CALI CONEXION
LAN del Router DESCONEXION
Router CALI MEDELLIN

Router MEDELLIN LAN del Router CALI CONEXION
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Escenario 2

Una empresa tiene la conexion a internet en una red Ethernet, lo cual deben
adaptarlo para facilitar que sus routers y las redes que incluyen puedan, por esa
via, conectarse a internet, pero empleando las direcciones de la red LAN original.

-~
—

BUCARAMANGA

A=

SWITCH
BUCARAMANGA

VLAND VLAN 30
55 HOSTS 85 HOSTS

VLANT=17231.2.0/29

VLANTD =172.31.0.0/26
VLAN30=172.31.0.64 126

17231.0.019

17231232130

40 HOSTS | vLANZ0 = 172.31.0.128 /26 | YLAN 30

209.17.220.0 /24

S

TUNJA

SWITCH DE
LABORATORID

= EEm

VLANT =172.3.2.8 /29

VLAN30=172.31.0.192 26 | 40HOSTS

—r EXTERNO

" 7
T —

CUNDINAMARCA

-

.

SWITCH
CUNDINANARCA

VLANT = 1723128129
VLAN20 = 172.31.1.64 126 .
VLANID = 172.31.1.026 [

VLANSS = 172.31.2.24/29 =
VLAN 20
50 HOSTS

Figura 17.Disefo de red escenario 2.
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Topologia de red

TP Cisco Packet Tracer - C:\Users\ ODCR\Deskiop| ESCENARIO 2.pkt
Fic Et Opions View Tools Exien

iERlBO0Lra: 3dfi aaQaoE BFE ?
Toae@l g /srme @ BN
D) Piysical)= = e

—r
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1 ~

T
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e
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1541
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] e 1.
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Figura 18.Topologia de red escenario 2.

Desarrollo

Los siguientes son los requerimientos necesarios:

Parte 1. Configuracion basica

1. Todos los routers deberan tener los siguiente:
e Configuracion basica.
e Autenticacion local con AAA.
e Cifrado de contrasefas.

e Un maximo de internos para acceder al router.
e Maximo tiempo de acceso al detectar ataques.

ROUTER CUNDINAMARCA

Enable
Configure terminal

Hostname CUNDINAMARCA
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no ip domain-lookup

enable secret class

username CISCO password CLASS
aaa new-model

aaa authentication login LOCAL local
line console O

password cisco

login authentication LOCAL
exec-timeout 50

line vty 0 15

login authentication LOCAL

password cisco

exec-timeout 50

exit

banner motd #

Prohibido el acceso a personal no autorizado#
service password-encryption

login block-for 300 attempt 3 within 60
exit

copy running-config startup-config

int sO/0/0

ip address 172.31.2.38 255.255.255.252
no shutdown

int fa0/1

ip address 172.31.1.1 255.255.255.128
no shutdown
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¥ CUMDINAMARCA - m| X

Physical Config C Attributes

108 Command Line Interface

Routersen A
Routerrenable
Routergcont
Routerf#configure ter
Routergconfigure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) ghostname CUNDINRMARCRA
onfig)#no ip domain-lookup
onfig) tenable secret class
g)#username CISCO password CLASS
config) aza new-model
onfig)#aaa authentication login LOCAL local
config)tline comsole O
onfig-line)#password cisco
config-line)#login authentication LOCAL
onfig-line)#exec-timesout 5 0
config-line)#line vty 0 1§
onfig-line)$login authentication LOCAL
config-line) #password cisco
g-line)#exec-timeout 5 0
CUNDINAMARCA (config-line) fexit
CUNDINEMARCA (config) §banner motd §
Enter TEXT message. End with the character ' -

Prohibido el acceso a personal no autorizado!!!

3

CUNDINEMARCE [config) #

CUNDINEMRRCA [config) $service password-encryption
CUNDINEMARCA [config) #login block-for 300 attempt 3 within €0
CUNDINEMRERCE [config) exit

CUNDINEMARCAS

%5¥S-5-CONFIG_I: Configured from console by console

CUNDINAMARCA$copy running-config startup-config
Destination filename [startup-config]?

Building configuration...

[OK]

CUNDINAMARCA#int s0/0/0

% Invalid input detected at '"' marker.
CUNDINAMARCRA#ip address 172.231.2.38 255.255.255.252
% Invalid input detected at '"' marker.

CUNDINAMRRCA#no shutdown

% Invalid input detected at '"' marker.

CUNDINAMARCR#int fal

% Invalid input detected at '"' marker.

CUNDINAMARCA#ip address 205.17

% Invalid input detected at '"' marker.

Ctrl+F8 to exit CLI focus Copy Paste

O wp

Figura 19. Configuracion bdsica router CUNDINAMARCA.

ROUTER TUNJA

Enable
Configure terminal

Hostname TUNJA
no ip domain-lookup

enable secret class
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username CISCO password CLASS
aaa new-model

aaa authentication login LOCAL local
line console O

password cisco

login authentication LOCAL

line vty 0 15

login authentication LOCAL

password cisco

exit

int fa0/0

ip address 209.17.220.4 255.255.255.0
no shutdown

banner motd #

Prohibido el acceso a personal no autorizado #
service password-encryption

line console O

exec-timeout 50

line vty 0 15

exec-timeout 50

exit

login block-for 300 attempt 3 within 60
exit

copy running-config startup-config
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Physical Config C Attributes.

105 Command Line Interface

Router® &

Router>

Router=

Router>

Router=

Router>

Router=

Router>

Router=

Router>

Router=

Routersen

Routerrenable

Routertconfg

Router#confg t

Routergcon

Routergcont

Routergconfigure te

Routergconfigure terminal

Enter configuration commands, one per lime. End with CNTL/Z.

Router [config) #hostname TUNJA

TUNJR (config) gno ip domain-lockup

TUNJR (co g)#enable secret class

TUNJR (co! g) fusername CISCO password CLASS

TUNJ2 (config) #aaa new-model

TUNJR (co! g)#aaa authentication login LOCAL local

TUNJ2 (config) #line conscle O

TUNJR (config-line) #¢password cisco

TUNJR (config-line) #login authentication LOCAL

TUNJR (config-line) #line vty 0 1§

TUNJR (config-line) #login authentication LOCAL

TUNJR (config-line) #¢password cisco

TUNJR (co g-line) fexit

TUNJA (config) gbanner motd #

Enter TEXT message. End with the character '§'.

Prohibido el acceso a personal no autorizado!!!

g

TUNJR (config) #service password-encryption

TUNJR (config) §line console 0

TUNJR (co g-line) §exec—timeout 5 0

TUNJR (config-line) #line vty 0 1§

TUNJR (co g-line) §exec—timeout 5 0

TUNJR (config-line) $exit

TUNJR (co g)#login block-for 300 attempt 3 within €0

TUNJA (config) fexit

TUNJRE

%SY¥YS-5-CONFIG_I: Configured from conscle by console

TUNJA#running-config startup-config

% Invalid input detected at '"' marker.

TUNJA#copy running-config startup-config

Destination filename [startup-config]?

Building configurationm...

[CK]

TUNIzE hd

Ctri+F§ to exit CLI focus Copy Paste
O e

Figura 20. Configuracion bdsica router TUNJA 1.

int fa0/0

no ip address 209.17.220.3 255.255.255.0
ip address 209.17.220.1 255.255.255.0
exit

int fa0/0

ip address 172.31.0.129 255.255.255.128
no shutdown
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108 Command Line Interface

TUNJR (config-line) #exit 2
TUNJR {config) gbanner motd #
Enter TEXT message. EZnd with the character '

Prohibido el acceso a personal no autorizadol!!!

3

TUNJR {config) #service password-encryption

TUNJA (config) 8line console O

TUNJA {config-line) fexec—timeout 5 0
TUNJA{config-line)#line wty 0 1§

TUNJA {config-line) fexec—timeout 5 0
TUNJR{config-line) fexit

TUNJR (config) #login block-for 300 attempt 3 within €0
TUNJR {config) gexit

TUNJRE

$SYS-5-CONFIG_L: Configured from console by console

TUNJAgrunning-config startup-config
% Invalid input detected at '"' marker.

TUNJAgcopy running-config startup-config
Destination filename [startup-config]l?
Building configuration...

[OKE]

TUNJRgint £al/0

% Invalid input detected at '"' marker.

TUNJREcons
TUNJAgconfigure ter

TUNJAgconfigure terminal
Enter configuration commands, one per line. ZEnd with CNTL/Z.
TUNJZ(config) #no ip address 209.17.220.3 25

.255.0

% Invalid input detected at '"' marker.

TUNJ& {config) g§int

TUNJR {config) #int fa
TUNJA(config) §int £a 0/0
TUNJR{config-if)#no ip address 205.17
TUNJR (config-if) #ip address 2095.17.220
TUNJR (config-if) gexit

TUNJR (config) #int £ad/0
TUNJR(config-if)$p address 172.31.0.129
% Ambiguous command: "p address 172.31.

TUNJR{config-if) §ip address 172.31.0.12
TUNJR {config-if) #no

sh
shutdown

TUNJR{config-if) g
SLINK-5-CHANGED: Interface FastEthernet(/0, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetd/0, changed state to up

TUNJR (config-if) 4 hd

Ctri+F6 to exit CLI focus Copy Paste

e

Figura 21. Configuracion bdsica router TUNJA 2.
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ROUTER BUCARAMANGA

Enable
Configure terminal

Hostname BUCARAMANGA

no ip domain-lookup

enable secret class

username CISCO password CLASS
aaa new-model

aaa authentication login LOCAL local
line console O

password cisco

login authentication LOCAL
exec-timeout 50

line vty 0 15

password cisco

login authentication LOCAL
exec-timeout 50

exit

banner motd #

Prohibido el acceso a personal no autorizado#
service password-encryption

login block-for 300 attempt 3 within 60
exit

copy running-config startup-config

int sO/0/0

ip address 172.31.2.34 255.255.255.252
no shutdown

int fa0/0
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ip address 172.31.0.129 255.255.255.128
no shutdown

r

Physical Config Attributes.

105 Command Line Interface

Press RETURN to get started!

Routerrenable

Routerfconf t

Routergconf terminal

Enter configuration commands, one per line. ZEnd with CNTL/Z.
Router (config) $hostname BUCARRMANGA

BUCARRMANGA [config) #no ip domain-lookup

BUCRRAMENGR [config) $¢nable secret class

% Invalid input detected at '"' marker.

BUCAREMANGA [config) enable secret class
BUCARAMANGA (config) username CISCO password CLASS
BUCAREMANGA [config) $aza new-model

BUCARAMANGA (config) #asa authentication login LOCAL local
BUCARRMANGA (config) #line conscle O

BUCARAMANGA (config-line) #password cisco
config-line]#login authentication LOCAL

g-line) §password cisco
(config-line]#login authentication LOCAL
BUCARAMANGA (config-line) fexec—timeout 5 0
g-line) #exit

BUCARAMANGA (config) #banner motd %

Enter TEXT message. Z=nd with the character '&'
Enter TEXT message. End with the character 'g’

BUCAREMANGR [config) #
% Invalid input detected at '~' marker.

BUCAREMANGR [config) #

% Invalid input detected at ' marker.
BUCRRRMANGA (config) $Prohibido el acceso a personal no autorizadol!!

% Invalid input detected at '~' marker.

BUCAREMANGR [config) #

% Invalid input detected at '~' marker.

BUCAREMANGR [config) #
% Invalid input detected at '~' marker.
BUCAREMANGR [config) #2

% Invalid input detected at '~' marker.

BUCARRMANGA (config) ¢
BUCARRMRNGRE (config) #Prohibido el acceso a persomal no autorizado!!!

% Invalid input detected at '~' marker.

BIL AT £

Cirl+F§ to exit CLI focus

[ op

Figura 22. Configuracion bdsica router BUCARAMANGA 1.
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105 Command Line Interface

BUCRRAMANGA (config) #Prohibido el acceso a personal no autorizado!!! ~

% Invalid input detected = IIETItA

BUC MANGA (config) #

% Invalid input detected at '~' marker.
BUC MANGA (config) #

% Invalid input detected at '~' marker.
BUCRRAMANGA (config) ##

% Invalid input detected at '~' marker.

BUCARAMANGA (co g) #banner motd §
Enter TEXT message. End with the character '§'.
Prohibido el acceso a personal no autorizado!!!g

BUCARAMANGA (config) #service password-encryption
BUCRRAMANGA (config) $#login block-for 300 attempt 2 within €0
BUCARAMANGA (config) gexit

BUCRRAMANGRE

%835¥Y5-5-CONFIG_I: Co gured from conscle by consocle

copy running-config startup-config

Destination filename [startup-config]?

Building configurationm...

[CK]

BUCRRAMANGA#int s0/0/0

% Invalid input detected at '~' marker.

BUCARRMRANCAginterface s0/0/0

% Invalid input detected at '~' marker.

BUCARAMANGRA#cong
BUCARAMANGA#configure te

BUCARAMANGA#configure termimal

Znter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA (config) #int s0/0/0

BUCARAMANGE [config-if) #ip address 172.31.2.34 255 255.
BUCARAMANGE [config-if) #no shutdown

BUCLRRAMANGA (config-if)
3LINKE-5-CHANGE

Interface Serial0/0/0, changed state to up

BUCARAMANGA [config-if) #int £al/0
BUCARAMANGE [config-if) #ip address 1
BUCARAMANGA [config-if)

$LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

55.255.1282

BUCRRAMANGR (config-if) #no shutdown

BUCLRRAMANGA (config-if)
% LINKE-5-CHANI

Interface FastEthernetly

changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetd/( changed state to up

Ctri+F§ to exit CLI focus Copy Paste

O op

8/01/2020 a

Figura 23. Configuracion bdsica router BUCARAMANGA 2.
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Parte 2: Creacion servidores TFTP y almacenamiento de archivos

e Establezca un servidor TFTP y almacene todos los archivos necesarios de
los routers.

ROUTER CUNDINAMARCA
show flash

copy flash tftp

¥ CUNDINAMARCA - O X
Physical Config CL Aftributes
—
I0S Command Line Interface
~

CUNDINAMARCE conl is now available
Press RETURN to get started.
Prohibido el acceso a personal no autorizado!!!
User Rccess Verification
Username:
Username: CISCO
Password:
CUNDINAMARCR>
CUNDINAMARCA=enab
CUNDINAMARCR>enable
Password:
CUNDINAMARCAgshow flash
System flash directory:
File Length MName/status

2 23591768 cl34l-advipservicesk9-mz.124-15.T1 bin

F] sigdef-category.xml

1 37 sigdef-default.xzml
[33847587 bytes used, 301€3757 available, €401€334 totall
£3428E bytes of processor board System flash (Read/Write)
CUNDINAMARCREcopy flash titp
Source filename [17?
?File name not specified
%Error parsing filename (Unknown error 0)
CUNDINAMARCE 8| w
Ctri+F& to exit CLI focus Copy Paste

O wp

Figura 24. Activacion servidor TFTP router CUNDINAMARCA.
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ROUTER TUNJA
show flash

copy flash tftp

¥ TunA — O *
Physical Config Attributes
105 Command Line Interface
TUNJA (config) gexit A

TUNJAE
%5Y¥YS-5-CONFIG_I: Configured from console by console

TUNJR#clean
Translating "clean”
% Unknown command or computer name, or unable to find computer address

TUNJRgclear
% Incomplete command.

TUNJRgshow flash

System flash directory:
File Length Name/status

3 23531768 clidl-advipservicesk$-mz.124-15.T1.bin

2 28282 sigdef-category.sxml

1 537  sigdef-default.uml
[33847587 bytes used, 30168757 available, £401£384 totall
€3488K bytes of processor board System flash (Read/Write)

TUNJR#copy £lash tftp
Source filenams []?

?File name not specified

sError parsing filename (Unknown error 0)

TUNI2E| v

Ctrl+F8 to exit CLI focus Copy Paste

O op

01/2020 B

Figura 25. Activacion servidor TFTP router TUNJA.

39



ROUTER BUCARAMANGA

show flash
copy flash tftp

¥ BUCARAMANGA — m| x

Physical Cenfig C Attributes

105 Command Ling Interface

BUCARRMANGCE conl is now available

Press RETURN to get started

Prohibido el acceso a personal no autorizado!!!
User Rccess Verification

Username: CISCO
Password:
BUCARRAMANCA™ena
BUCARRMANGA>enable
Password:
Password:
Password:

% Bad secrets

BUCARRMANGA>en
BUCARRAMANCA>enable
Password:
BUCARRAMANCRAgshow
BUCARRMANGA$show £
BUCARRMANGA#show flash

System flash directory:
File Length Name/status

2 33551762 cl84l-advipserviceskS-mz.124-15.T1.bin

2 28282 sigdef-category. xml
37  sigdef-default.mml
[33847587 bytes used, 3013757 available, £401€334 totall
©3488K bytes of processor board System flash (Read/Write)

BUCARAMANGA#copy flash tftp
Source filename [1? ©

Ctrl+F8 to exit CLI focus Copy Paste

[ 7op

Figura 26. Activacion servidor TFTP router BUCARAMANGA.
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Parte 3: Creacion de NAT y enrutamiento

e El web server debera tener NAT estatico y el resto de los equipos de la
topologia emplearan NAT de sobrecarga (PAT).

e El enrutamiento debera tener autenticacion.
e Listas de control de acceso

ROUTER CUNDINAMARCA

nat pool NATCUND 172.31.2.37 172.31.2.38 netmask 255.255.255.252
access-list 1 permit 172.31.1.0 0.0.0.63

ip nat inside source list 1 pool NATCUND overload

access-list 2 permit 172.31.0.0 0.0.0.63

ip nat inside source list 2 pool NATCUND overload
int fa0/0

ip nat inside

int sO/0/0

ip nat outside
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¥ CUNDINAMARCA — m} X

Physical Config Atftributes

10S Command Line Interface

Press RETURN to get started.

Prohibido el acceso a personal no autorizado!!!

User Access Verification

Username:

Username: CISCO
Password:

CUNDINAMARCA:>
CUNDINAMARCR>enab
CUNDINAMARCA>enable
Password:
CUNDINAMARCREshow flash

System flash directory:
File Length Name/status

3 33551768 cl34l-advipserviceskS-mz.124-15.Tl bin

z 28282 sigdef-category.xml

1 227537 sigdef-default.xml
[32847587 bytes used, 20162797 available, €401€324 totall
£3488K bytes of processor board System flash (Read/Write)

CUNDINAMARCA#copy flash tftp
Source filename [1?

?File name not specified

%Error parsing filename (Unknown error O)

guration commands, one per line. End with CNTL/Z.
31.2.37 172.31
g)#access-list 1 permit 172.31.1.0 0.0.0.€3

g)#ip nat inside source list 1 pool NATCUND cverload

g)#access-list 2 permit 172.31.0.0 0.0.0.€3

g)#ip nat inside source list 2 pool NATCUND cverload

g)#int £al/o0

£)gip nat inside

gint s0/0/0

CUNDINAMRRCE (config-if) gip nat outside

CUNDINEMARCE (config-if)é v

322 netmask

Ctri+F6 to exit CLI focus Copy Paste

O wp

Figura 27.Asignacion NAT router CUNDINAMARCA.

ROUTER TUNJA
ip nat inside source static 209.17.220.4 172.31.2.33
int fa0/0
ip nat inside
int sO/0/0

ip nat outside
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ip nat pool NATPOOL 172.31.2.33 172.31.2.34 netmask 255.255.255.252
access-list 1 permit 172.31.0.0 0.0.0.63

access-list 2 permit 172.31.1.0 0.0.0.63

ip nat inside source list 1 pool NATPOOL overload

ip nat inside source list 2 pool NATPOOL overload

int fa0/1

ip nat inside

int s0/0/0

ip nat outside

TUNJAf#show flash

System flash directory:
File Length Name/status
3 551769 cl@4l-advipserviceskS-mz.124-15.T1.bin

[33847587 bytes used, 3018797 available, £401€384 total]
€3488K bytes of processor board System flash (Read/Write)

TUNJAgcopy flash tftp
Source filename [12

?File name not specified

tError parsing filename (Unknown error 0)

TUNJR&#con

TUNJA#configure ter

TUNJA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA (config) #ip nat inside source static 209.17.220.4 172.31.2.33
TUNJA (config)#int £a0/o0

TUNJA (config-if) fip nat inside

TUNJA (conf £)gint s0/0/0

TUNJA ( #ip nat outside

TUNJR (config-if) #ip nat pool NATPOOL .2.33 172.31.2_34 netmask 255.255.255.252
TUNJA (config) #access-list 1 permit 0.0.0.¢3

TUNJR (config)#access-list 2 permit 172.31.1.0 0.0.0.€3

TUNJ2 (config)#ip nat inside source list 1 pool NATPOOL owerload
TUNJA (config) #ip mat inside source list 2 pool NATEOOL overload
TUNJA (config)#int fao/l

TUNTA ( £)#ip nat inside

TUNTA ( £)g¢int s0/0/0

TUNJE (config: $ip nat outside
TUNJA (config-if) hd
Ctri+F6 to exit CLI focus Copy Paste
O wop

Figura 28.Asignacin NAT router TUNJA.
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ROUTER BUCARAMANGA

ip nat pool NATBUC 172.31.2.33 172.31.2.34 netmask 255.255.255.252
access-list 1 permit 172.31.0.0 0.0.0.63

access-list 2 permit 172.31.1.0 0.0.0.63

ip nat inside source list 1 pool NATBUC overload

ip nat inside source list 2 pool NATBUC overload

int fa0/0

ip nat inside

int sO/0/0
ip nat outside

B BUCARAMANGA - [m] X

Physical ~ Config  CLI_ Aftributes
—

105 Command Line Interface

BUCARRMANGA# ~

BUCARAMANGA conl is now available

Press RETURN to get stazted.

Prohibido el acceso a personal no autorizadol!l
User Access Verification

Username: cisco
Password:
% Login invalid

Username: CISCO
Password:

BUCARAMANGA>en

BUCARRMANGA>enable

Password:

BUCARAMANGA#ip mat pool NATBUC 172.31.2.33 172.31.2.34 netmask 255.255.255 3252

% Invalid input detected at '~' marker.

BUCARRMANGA#cons

figure ©

figure terminal

ration commands, one per lime
fig)#ip nat posl NATBUC 1

faccess-list 2 permit 17,
#ip nat inside source list 1 pool NATBUC overload

#ip nat inside source list 2 pool NATBUC overload

$inc £a0/0

#ip nat inside

$int s0/0/0

#ip nat ocutside

BUCARAMANGA [config-if) g 9

Ciri+F6 to ext CLI focus. Copy Paste.

O mp

Figura 29.Asignacion NAT router BUCARAMANGA.
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Parte 4: Asignacién de méascaras de red variable
e VLSM: utilizar la direccion 172.31.0.0 /18 para el direccionamiento.

Parte 5: Creacion de listas de acceso

ROUTER CUNDINAMARCA

access-list 100 deny ip host 172.31.0.1 200.17.220.2 0.0.0.255
access-list 100 permit ip host 172.31.0.1 172.31.0.20 0.0.0.63
access-list 100 permit ip host 172.31.0.1 172.31.1.15 0.0.0.63
int fa0/0

ip access-group 100 out

no shutdown

access-list 102 permit ip host 172.31.0.2 200.17.220.2 0.0.0.255
access-list 102 deny ip host 172.31.0.2 172.31.0.20 0.0.0.63
access-list 102 deny ip host 172.31.0.2 172.31.1.15 0.0.0.63
int fa0/0

ip access-group 102 out

no shutdown

20.2
_0.2:
1

ost 172.31.0.2 200.17.220.2 0.0.0.258
© 172.31.0.2 172.31.0.20 0.0.0.€3
st 172.31.0.2 172.31.1.15 0.0.0.€3

GIrl+F& to exit GLI focus Gopy Paste

O Top

Figura 30.Creacion de listas de acceso router CUNDINAMARCA.
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ROUTER TUNJA

access-list 100 permit ip host 172.31.1.15 200.17.220.4 0.0.0.255
access-list 100 permit tcp host 172.31.1.15 200.17.220.2 0.0.0.255
int fa0/1

Ip access-group 100 out

no shutdown

access-list 101 permit ip host 172.31.0.20 172.31.0.2 0.0.0.63
access-list 101 permit ip host 172.31.0.20 172.31.0.5 0.0.0.63

int fa0/1

Ip access-group 101 out

no shutdown

¥ Tuna - m} x

Physical Config Aftributes

105 Command Line Interface

TUNJRA#show flash

System flash directory:
File Length Name/status

3 33591768 cl34l-advipservicesk$-mz.124-15.T1.bin
sigdef-category.xml
7537  sigdef-default.xml
33847587 bytes used, 30168757 available, 64016334 totall
€3488K bytes of processor board System flash (Read/Write)

TUNJR$copy flash tftp
Source filename []?

?File name not specified

3Error parsing filename (Unknown error 0}

TUNJA#cong
TUNJR$configure ter
TUNJA#configure terminal

guration commands, one per line. End with CNTL/Z.
TUNJR (config)#ip nat inside source static 205.17.220.4 172.31.2.33

TUNJR (config) #int £a0/0
TUNJA (con! 1#ip nat inside
TUNJA (config-if)gint s0/0/0

TUNJA (config-if) #ip nat outside
TUNJA (config-if)#ip nat pool NATPOOL 172.31.2.33 172.31.2.34 netmask 25
TUNJR (config) #access-list 1 permit 172.31.0.0 0.0.0.€3

TUNJA (config) $access-list 2 permit 172.31.1.0 0.0.0.€3

TUNJA (config) #ip nat inside source list 1 pool NATEOOL overload

TUNJR (config) #ip nat inside source list 2 pool NATPOOL overload

TUNJA (config) #int £a0/l

TUNJA (co 1#ip nat inside

ifigint s0/0/0

g-if)#ip nat outside

g-if)fexit

gi#access-list 100 permit ip host 1
g)#access-list 100 permit tcp host 17
TUNJA (config) #int £a0/l

TUNJIR (co 1#ip access-group 100 out

TUNJA (config-if)#no shutdown

.255.255.252

I

TUNJA (confi

TUNJA (config:
%LINK-5-CHANGE!

12

: Interface FastEthernet(/l, changed state to up

SLINEPROTC-5-UPDOWN: Line protocol on Interface FastEthernet0/l, changed state to up

TUNJA (config-if)#access-list 101 permit ip host 172.31.0.20 172.231.0.2 0.0.0.€3

TUNJR (config) #access-list 101 permit ip host 1 21.0.5 0.0.0.¢3
TUNJA (config) #int £a0/l

TUNJA (config-if)#ip access-group 101 out

TUNJIR (co 1800 shutdown

TUNJA (config-if) # v
Ciri+F8 to exit CLI focus Copy Paste

O 1op

Figura 31.Creacion de listas de acceso router TUNJA.
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ROUTER BUCARAMANGA

access-list 100 permit ip host 172.31.1.5 200.17.220.2 0.0.0.255
access-list 100 permit ip host 172.31.1.5 172.31.0.0 0.0.0.63
int fa0/0

Ip access-group 100 out

no shutdown

access-list 101 deny ip host 172.31.0.5 200.17.220.2 0.0.0.255
access-list 101 permit ip host 172.31.0.5 172.31.0.20 0.0.0.63
access-list 101 permit ip host 172.31.0.5 172.31.0.2 0.0.0.63
int fa0/0

ip access-group 101 out

no shutdown

¥ BUCARAMANGA - m] hd
Physical Config CLI Attributes.
—
105 Command Line Interfacs
~
Press RETURN to get started.
Prohibido el accesoc a personal no autorizado!!!
User RAccess Verification
Username: cisco
Password:
% Login invalid
Username: CISCO
Password:
BUCAREMANGA>en
EUCARAMANGA>enable
Password:
BUCRAREMENGA$ip nat pool NATBUC 172.31.2.33 172.31.2.34 netmask 255
% Invalid input detected at '"' marker.
BUCRREMENGAgconf
BUCRRRMANGAgconfigure t
BUCRARRMENGAfconfigure terminal
Enter configuration cormands, one per line. End with CNTL/Z.
BUCRRRMENGA (config) #ip nat pool NATBUC 172 .33 172.31.2.34 netmask 255.255.255.
fig)#access-list 1 permit 172.31.0.0 0.0.0.€3
ig) #access-list 2 permit 172.31.1.0 0.0.0.€3
ig)#ip nat inside source list 1 pool NATBUC overload
ig)#ip nat inside source list 2 pool HATBUC overlcad
ig) #int £a0/0
(config-if) #ip nat inside
(config-if) #int s0/0/0
(config-if) #ip nat outside
(config-if) #exic
{config) gaccess-list 100 permit ip host 172.31.1.5 0.0.0.255
{config) #access-list 100 permit ip host 172.31.1.5 1 .0.0.€3
{config)#inc £a0/0
(config-if) #ip access-group 100 out
config-if) #no shutdown
config) faccess-list 101 deny ip host 172 0.5 55
config) faccess-list 10l permit ip host .31.0.5 . (€3
config) $access-list 101 permit ip host 172.31.0.5 172.31. €3
config) #int £a0/0
config-if) #ip access-group 101 out
{config-if)$no shutdown
(config-if)§ v
Ctrl+F€ to exit CLI focus Copy Paste
O

Figura 32.Creacion de listas de acceso router BUCARAMANGA.
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Parte 6: Creacion y asignacion de VLAN

e Los hosts de VLAN 20 en Cundinamarca no acceden a internet, solo a la red

interna de Tunja.

e Los hosts de VLAN 10 en Cundinamarca si acceden a internety no a la red

interna de Tunja.

e Los hosts de VLAN 30 en Tunja solo acceden a servidores web y ftp de

internet.

e Los hosts de VLAN 20 en Tunja solo acceden a la VLAN 20 de Cundinamarca

y VLAN 10 de Bucaramanga.

e Los hosts de VLAN 30 de Bucaramanga acceden a internet y a cualquier

equipo de VLAN 10.

e Los hosts de VLAN 10 en Bucaramanga acceden a la red de Cundinamarca

(VLAN 20) y Tunja (VLAN 20), no internet.

e Los hosts de una VLAN no pueden acceder a los de otra VLAN en una
ciudad.

e Sololos hosts de las VLAN administrativas y de la VLAN de servidores tienen
accedo a los routers e internet.

SWITCH CUNDINAMARCA
Enable
Configure terminal
vlan 10
exit
vlan 20
exit
vlan 30
exit
vlan 88
exit
int range fa0/15-19
switchport mode access
switchport access vlan 20
exit
int range fa0/20-24
switchport mode access
switchport access vlan 10
exit
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do wr

B SWITCH CUNDINAMARCA - O
Physical Config C Attributes.
105 Command Line Interface

- Ea e
Press RETURN to get started!
%LINK-5-CHENGED: Interface FastEthernet(/l, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(/l, changed state to up
%LINK-5-CHENGED: Interface FastEthernet(/2, changed state to up
SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet/2, changed state to up
SLINK-5-CHANGED: Interface FastEthernet0/20, changed state to up
SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet/20, changed state to up
SLINK-5-CHANGED: Interface FastEthernet(/15, changed state to up
SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet/15, changed state to up
SLINK-3-UPDOWN: Interface FastEthernetd/l, changed state to down
SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(/l, changed state to down
SLINK-5-CHANGED: Interface FastEthernet(/l, changed state to up
SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetl/l, changed state to up
Switch>
Switch>
Switch>
Switchren
Switchrenable
Switchéconf
Switchiconfigure ter
Switch#configure terminal
Enter configuration commands, cne per line. End with CNIL/Z.
Switch({config)#vlan 10
Switch(config-vlan)fexit
Switch{config)évlan 20
Switch(config-vlan)fexit
Switch{config) #wlan 30
Switch(config-vlan) fexit
Switch{config) #vlan 83
Switch(config-vlan) fexit
Switch{config) $int range fad/15-15
Switch(config-if-range) #switchport mode access
Switch{config-if-range) §switchport access wlan 20
Switch{config-if-range) gexit
Switch{config) $int range fad/20-24
Switch(config-if-range) #switchport mode access
Switch{config-if-range) §switchport access wlan 10
Switch{config-if-range) gexit
Switch (config) #do wr
Building configuration...
[OKE]
Switchiconfig)$
Switch(config) #
Switchiconfig) 3
Ctrl+F& to exit CLI focus Copy Paste

[ op

Figura 33.Creacion VLAN switch CUNDINAMARCA.

ROUTER CUNDINAMARCA
Enable
Configure terminal
int fa0/0.20
encapsulation dot1Q 20
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ip address 172.31.0.1 255.255.255.192
no shutdown

int fa0/0.30

encapsulation dot1Q 30

ip address 172.31.1.1 255.255.255.192
no shutdown

¥ CUNDINAMARCA O
Physical Config C Attributes
I0S Command Line Interface

===z
CUNDINAMARCA (config) #
CUNDINAMARCA (config) #
CUNDINAMARCA (config) #
CUNDINAMARCA (config) #
CUNDINAMARCA (config) #
CUNDINAMARCA (config) #
CUNDINAMARCA (config) #
CUNDINAMARCA (config) #
CUNDINAMARCA (config) #
CUNDINAMARCA (config) #
CUNDINAMARCA (config) #
CUNDINAMARCA (config) #
CUNDINAMARCA (config) #
CUNDINAMARCA (config) #
CUNDINAMARCA (config) #
CUNDINAMARCA (config) #
CUNDINAMARCA (config) #
CUNDINAMARCA (config) #
CUNDINAMARCA (config) #
CUNDINAMARCA (config) #
CUNDINAMARCA (config) #
CUNDINAMARCA (config) #
CUNDINAMARCA (config) #
CUNDINAMARCA (config) #
CUNDINAMARCA (config) #
CUNDINAMARCA (config) #access-1list 100 deny ip host 172. 200.17.2
CUNDINAMERCA (config) #access-1list 100 permit ip host 1 1.0.1 172.31
CUNDINAMARCA (config) #access-list 100 permit ip host 172.31.0.1 172.31.1.15
CUNDINAMARCA (config) #int £a0/0
CUNDINRMARCR (config-if) #ip access-group 100 out
CUNDINAMARCA (config-if) #no shutdown
CUNDINEMARCA (config-if) faccess-list 102 permit ip host 172.31.0.2 200.17.220.2 0.0.0.255
CUNDINAMARCA (co gl#access-1list 102 deny ip host 172.31 172.31.0.20 0.0.€3
CUNDINEMARCA (config) #access-1list 102 deny ip host 172.31.0 172.31.1.15 0.0.0.€3
CUNDINAMARCA (config) #int £a0/0
CUNDINRMARCE (config-if) #ip access-group 102 out
CUNDINAMARCA (config-if) #no shutdown

fig-if)gint £a0/0.20
g-subif) g
Interface FastEthernetd/0.20, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(/0.20, changed state to up
CUNDINRMARCE (config-subif) gencapsulation dotl@ 20
CUNDINAMARCA (config-subif) #ip address 172.31.0.1 255.255.255.1392
CUNDINEMARCA (config-subif) éno shutdown
CUNDINAMARCA (conf
CUNDINEMARCA (config-subif) §
%LINE-5-CHRNGED: Interface FastEthernet0/0.30, changed state to up
SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.30, changed state to up
CUNDINAMARCA (config-subif) dencapsulation dotlQ 30
CUNDINRMRRCA (config-subif) #ip address 172.31.1.1 2
% 172.31.1.0 overlaps with FastEthernet0/1
CUNDINEMARCA (config-subif) éno shutdown
CUNDINAMARCA (co
Ctri+F6 to exit CLI focus Copy Paste

O wp

Figura 34.Encapsulacion router CUNDINAMARCA.
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router ospf 1

network 172.31.2.36 0.0.0.3 area 0
network 172.31.1.0 0.0.0.127 area 0
exit

int sO/0/0

ip ospf authentication-key cisco

ip ospf authentication

¥ CUNDINAMARCA

Physical Config CL Atftributes
—

I0S Command Line Interface

CUNDINAMARCRS

CUNDINEMRRCAS

CUNDINAMARCRS

CUNDINEMRRCAS

CUNDINAMARCRS

CUNDINEMRRCAS

CUNDINAMARCRS

CUNDINEMRRCAS

CUNDINEMARCAE

CUNDINAMARCAS

CUNDINEMARCAE

CUNDINAMARCAS

CUNDINEMARCAE

CUNDINAMARCAS

CUNDINEMARCAE

CUNDINAMARCAS

CUNDINEMARCAE

CUNDINAMARCAS

CUNDINEMARCAE

CUNDINAMARCAS

CUNDINEMARCAE

CUNDINAMARCAS

CUNDINEMARCAE

CUNDINAMARCAS

CUNDINEMARCAE

CUNDINAMARCAS

CUNDINEMARCAE

CUNDINAMARCAS

CUNDINEMARCAE

CUNDINAMARCAS

CUNDINEMARCAE

CUNDINAMARCAS

CUNDINEMARCAE

CUNDINAMARCAS

CUNDINEMARCAE

CUNDINAMARCAS

CUNDINEMARCAE

CUNDINAMARCAS

CUNDINEMARCAE

CUNDINAMARCAS

CUNDINEMARCAE

CUNDINAMARCAS

CUNDINEMARCAE

CUNDINAMARCAS

CUNDINEMARCAE

CUNDINAMARCAS

CUNDINEMARCAE

CUNDINAMARCAS

CUNDINEMARCR#conE
CUNDINAMARCAfconfigure ter
CUNDINEMARCAgconfigure terminal
Enter configuration commands, one per line. End with CNTL/Z.
CUNDINEMARCE {config) #router ospf 1
CUNDINAMARCA {config-router) gnetwork 172.3L1.2.3€ 0.0.0.3 area 0
CUNDINAMARCE (config-router) fnetwork 172.31.1.0 0.0.0.127 area 0
CUNDINAMARCR {config-router) fexit
CUNDINEMARCA {config) #int s0/0/0
CUNDINAMARCR {config-if) #ip ospf authentication-key cisco
CUNDINAMARCA (config-if) #ip ospf authentication
CUNDINAMARCE {config-if)#

Ctri+F6 to exit CLI focus

I7op

Figura 35.Enrutamiento OSPF router CUNDINAMARCA.
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SWITCH TUNJA

Enable

Configure terminal

vlan 20

exit

vlan 30

exit

int range fa0/5-10
switchport mode access
switchport access vlan 20
exit

int range fa0/15-20
switchport mode access
switchport access vlan 30
do wr

Switch>
Switch>

Switch>

Switch>

Switch>

Switch>

Switch>

Switch>

Switch>

Switch>

Switch>

Switch>

Switch>

Switch>

Switch>

Switch>

Switch>

Switch>

Switch>

Switch>

Switch>

Switch>

Switch>

Switchren

Switchrenable

Switchicont

Switch#configure

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.

g)#int range £a0/5-10
g-if-range) switchport mode access

access vlan 20

g-if-range) fexit
g)#int range £a0/15-20

g-if-range) #switchport mode access
access vlan 30

% Invalid input detected at '“' marker.

Building configuration...

[CK]
Switchlc
Switchie

fig-if-range)
fig-if-zrange)# ha

Ctrl+F& to exit CLI focus Copy Paste

O wop

Figura 36.Creacion VLAN switch TUNJA.
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ROUTER TUNJA

Enable

Configure terminal

int fa0/1.20

encapsulation dot1Q 20

ip address 172.31.0.1 255.255.255.192
no shutdown

int fa0/1.30

encapsulation dot1Q 30

ip address 172.31.1.1 255.255.255.192
no shutdown

TUNJAEcons

TUNJAgconfigure ter

TUNJAgconfigure terminal

Enter configuration commands, one per lime. End
TUNJA (config) #ip nat inside source static 205.17.
TUNJA (config) #int £a0/0

TUNJA (config-if) #ip nat inside

TUNJA (config-if) #int s0/0/0

TONJA (config-if) #ip nat outside

TUNJA (config—if) #ip nat pool NATPOOL 172.31.2.33

with CNTL/Z.

220.4 172 .31.2 .33

172,

TUNJA (config) #access-1list 1 permit 172.31.0. €3
TUNJA (config)$access-list 2 permit 172.21.1.0 0.0. 3
TUNJR(config)$#ip nat inside source list 1 pool NATPOOL owverload

TUMJR (config)#ip nat inside
TUNJA (co gigint fal/l
TUNJA(config-if) #ip nat inside
TUNJA(config-if) #int s0/0/0
1#ip nat outside

g-if)exit
TUNJA (config)#access—1list 100 permit ip host 172.31.1.15 200.17.220
TUNJA(config) #access-1list 100 permit tcp host 172.31.1.15 200.1
TUNJA (config) #int £al/1
TUNJA (config-if) $ip access-group 100 out
TUNJA (config-if) §no shutdown

source list 2 pool NATPOOL owverload

TUNJA(config-if) 3

%LINK-S5-CHANCED: Interface FastEthernetl/1l, changed state to up

&LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetd/s1,

TUNJA(config-if) faccess-list 101 permit ip host 172.31.0.20 172.31.C
TUNJA(config)faccess-list 101 permit ip host 172.31 1.0.5
TUNJR (config) #int £al/1

TUNJA (config-if) #ip access-group 101 out
TUNJA (config-if) #no shutdown

TUNJA (config-if)$

TUNJA(config-if) fexit

TUNJA {configl#int falsl.20

onfig-subif) #

$LINE-5-CHANGED: Interface FastEthernetO/1l

, changed state to up
3LINZDROTO-5-UPDOWN: Line protocol on Interface FastIthernet(/1.20,

TUNJA {config-subif) gencapsulation dotl{ 2
TUNJA (config-subif) #ip address 172.31.0.1 255.255.255.192
TUMJR (config-subif) #no shucdown

TUNJA (config-subif) #int £a0/1.30

£1%

3LINK-5-CHANGED: Interface FastEthernet0/1.30,

changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetd/1.30,

TUNJA (config-sub:

gencapsulation dotlQ 30
#ip address 172.31.1.1 255.255.
TUNJA (config-subif) #no shutdown

TUNJE (config-subif) #

255.1352

31.2_34 netmask 255 255 255

4 0.0.
2 0.

changed state to up

2 0.0.0.82
0.0.0.€3

changed state to up

changed state to up

Ctr+F& to exit CLI focus

[ Top

Figura 37.Encapsulacion router TUNJA.
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router ospf 1

network 172.31.2.32 0.0.0.3 area 0
network 172.31.2.36 0.0.0.3 area 0
network 209.17.220.0 0.0.0.255 area 0
exit

int sO/0/0

ip ospf authentication-key cisco

ip ospf authentication

int sO/0/1

ip ospf authentication-key cisco

ip ospf authentication

exit

B TUNA
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—
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TUNJA (config-subif)$
TUNJA (config-subif)$
TUNJA (config-subif)$
TUNJA (config-subif)$
TUNJA (config-subif)$
TUNJA (config-subif)$
TUNJA (config-subif)$
TUNJA (config-subif)$
TUNJR (config-subif)$
TUNJR (config-subif)$
TUNJR (config-subif)$
TUNJR (config-subif)$
TUNJR (config-subif)$
TUNJR (config-subif)$
TUNJR (config-subif)$
TUNJR (config-subif)$
TUNJR (config-subif)$
TUNJR (config-subif)$
TUNJR (config-subif)$
TUNJR (config-subif)$
TUNJR (config-subif)$
TUNJA (config-subif)$
TUNJA (config-subif)$
TUNJA (config-subif)$
TUNJA (config-subif)$
TUNJA (config-subif)$
TUNJA (config-subif)$
TUNJA (config-subif)$
TUNJA (config-subif)$
TUNJA (config-subif)$
TUNJA (config-subif)$
TUNJA (config-subif)$
TUNJA (config-subif)$
TUNJA (config-subif)$
TUNJA (config-subif) ¢routeexit

% Invalid input detected at '~' marker.

TUNJZ (config-subif) fexit
TUNJA (config) $exit

TUNIEE

$5¥S-5-CONFIG_I: Configured from console by console

TUNJAgconE
TUNJAgconfigure te
TUNJAgconfigure terminal
Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config) #router ospf 1
TUNJA (config-router) fnetwork 1

TUNJR (config-Touter) fexit
TUNJR(config) #int s0/0/0

TUNJR(config-if) #ip ospf authentication-key cisco
TUNJR(config-if) #ip ospf authentication
TUNJR(config-if) #int s0/0/1

TUNJR(config-if) #ip ospf authentication-key cisco
TUNJR(config-if) #ip ospf authentication

TUNJR (config-if) fexit

TUNJR (config) #

Ctrl+F6 to exit CLI focus

O wop

Copy Paste

Figura 38.Enrutamiento OSPF router TUNJA.
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SWITCH BUCARAMANGA
Enable
Configure terminal
vlan 10
exit
vlan 30
exit
int range fa0/2-5
switchport access vlan 10
do write
exit
int range fa0/20-24
switchport access vlan 30
switchport mode access
switchport access vlan 30
exit
int range fa0/2-4
switchport mode access
switchport access vlan 10
exit

Switch>
Switch>

Switch>

Switch>ena

Switch>enable

Switch#conf

Switch#configure ter

Switchfconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch{config) #vlan 10

Switchlconfig-vlan)fexit

Switch{config) #vlan 30

Switchlconfig-vlan)fexit

Switchlconfig) #int range £

% Incomplete command.

Switch(config) #int range f£al/2-§5
Switchlconfig-if-range) #switchport access vlan 10
Switchlconfig-if-range) gdo write

Building configurationm...

[OK]

Switch{config-if-range) do write

Building configuratiom...

[CK]

Switchlconfig-if-range) #int range £a0/20-24
Switch{config-if-range) §switchport access vlan 30
Switch{config-if-range) $switchport mode access
Switch{config-if-range) gswitchport access vlan 30
Switch(config-if-range) gexit

Switch(config)#int range £al/2-4¢
Switch{config-if-range) $switchport mode access
Switchlconfig-if-range) $switchport access vlan 10
Switch(config-if-range) gexit

Switchiconfig) v

Ctri+F6 to exit CLI focus Copy Paste

Owe

Figura 39.Creacion VLAN switch BUCARAMANGA.
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ROUTER BUCARAMANGA
Enable
Configure terminal
int fa0/0.10
encapsulation dot1Q 10
ip address 172.31.0.1 255.255.255.192
no shutdown
int fa0/0.30
encapsulation dot1Q 30
ip address 172.31.1.1 255.255.255.192
no shutdown
router ospf 1

network 172.31.2.32 0.0.0.3 area 0
network 172.31.0.0 0.0.0.127 area O
exit

int sO/0/0

ip ospf authentication-key cisco

ip ospf authentication
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Press RETURN to get started.

Prohibido el acceso a personal no autorizado!!!
User Access Verification

Username: CISCO
Password:

BUCARAMANGR=en
BUCARAMANGCL=enable
Password:

Password:
BUCARRMANGA#int £a0/0.10

% Invalid input detected at '~' marker.

BUCARAMANGCLEconf

BUCARAMANGA#configure te

BUCARARMENGAZconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.

BUCARAMANGR (config) #int £al/0.10
onfig-subif)$
®LINE-5-CHRNGED: Interface FastEthernet0/0.10, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.10,

onfig-subif] fencapsulation dotlQ 10
ig-subif) #ip address 172.31.0.1 255.255.255.152
ig-subif) #no shutdown

onfig-subif]$int £a0/0.30

BUCARAMANGA (config-subif) #

%LINE-5-CHANGED: Interface FastEthernet0/0.30, changed state to up

&LINEPROTO-S-UPDOWN: Line protocol on Interface FastEthernet0/0.30,

BUCARRMRNGRE (config-subif) $encapsulation dotlQ 30

BUCARAMANGR { con.

changed state to up

changed state to up

Ctrl+F6 to exit CLI focus

O me

Figura 40.Encapsulacion router BUCARAMANGA.
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g-subif) g
Interface FastEthernet0/0.30, changed state to up

S-UPDOWN: Line protocol on Interface FastEthernet0/0.30, changed state to up

g-subif) gencapsulation dotlQ 30
g-subif) #ip address 172.31.1.1 255.255.255.152
g-subif)gno shutdowm

g-subif) g

BUCARRMANGA (co:

BUCARRMANGCE conl is now available

Press RETURN to get started

Prohibido el acceso a personal no autorizado!!!
User Rccess Verification

Username: CISCO
Password:
BUCARRMRNGR>en
BUCRRRMANGR>enable
Password:

BUCARRMANGA#CO
Enter configuration commands, one per line. End with CNTL/Z.
BUCRRRMENGRA [config) frouter osps 1

g-router) #network 172.31.2.32 0.0
g-router) #network 172.31.0.0 0.0.0.
g-router) fexit

gl #int s0/0/0

.3 area 0
area 0

authentication-key cisco
#ip ospf authentication

DProcess 1, Wbr 205.17.220.4 on Seriald/0/0 from LORDING to FULL, Loading Done

Ctrl+F§ to exit CLI focus

[J e

Copy

Paste

Figura 41.Enrutamiento OSPF router BUCARAMANGA.

58




Aspectos atener en cuenta

e Habilitar VLAN en cada switch y permitir su enrutamiento.

e Enrutamiento OSPF con autenticacion en cada router.

e Servicio DHCP en el router Tunja, mediante el helper address, para los
routers Bucaramanga y Cundinamarca.

e Configuracion de NAT estético y de sobrecarga.

e Establecer una lista de control de acceso de acuerdo con los criterios
sefalados.

e Habilitar las opciones en puerto consola y terminal virtual
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Conclusiones

Gracias a los conocimientos aportados en el presente curso se logran aplicar en su
mayor parte las técnicas de enrutamiento adecuadas para dar solucion a los
escenarios propuestos.

Se procedid a sustentar todos y cada uno de los pasos y procesos requeridos para
la realizacion de la actividad, tales como validacion de comandos y capturas de
pantalla.

La prueba de habilidades practicas se presenta como una gran oportunidad para
definir y aplicar los principios de redes y telecomunicaciones previo a su montaje en
sistemas reales y fisicos.
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