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Resumen

En el siguiente trabajo veremos el conocimiento del curso de Diplomado de
profundizacién cisco empleado en dos escenarios donde veremos la destreza para
resolver problemas ya de un ingeniero en el ambito de redes , veremos las
conectividades de router, switch y aun de servidores para dar vida a redes extendida
en varias ciudades y lugares geoldgicamente distantes pero eso no sera
inconveniente para el éxito de las conexiones , veremos como desde un punto se
accede a cada punto de la red y aun veremos cémo se configura la red para hacer
restricciones aun dentro de ella , son 2 escenarios llenos de retos que daran
grandeza a nuestros estudiantes ya que emplearan cada saber adquirido este
semestre en este curso, pero no solo veremos 2 escenarios sino la destreza de cada
futuro ingeniero ya que podremos mirar cada linea de codigo que demuestra e
esfuerzo y dedicacion de cada uno de ellos pero sobre todo veremos cada uno de
los valores y ensefianzas sembrados en estudiantes de parte de la UNAD y sus

tutores.



Abstract

The world of technology today brings us great challenges and the world of
networks is no exception, then we will see the importance of networks for
companies in two different scenarios but where success in connections are the
only way forward, in the practical skills test we will put into practice each of the
skills acquired in this our diploma we will see how through switch, routers and pc
we can cover with the tasks entrusted, we will see the importance of each
command and each command line.

In this work we will find each of the processes to provide a solution to what has
been raised, for example, we will see the use of commands such as ping, tracer
router, show ip route among others that will give truth to each step of the student
and demonstrating the structure of the work itself , we will see the vlan
configuration, we will see how the student gives AAA authentication and even
encrypts each password, connectivity is essential and it can be seen as a network
element has a configuration to connect or restrict access and we will still see how
DHCP works and server manipulation, this grade work is worthy of the UNAD and
each scenario tests the knowledge acquired thus giving a growth opportunity for

the student.



Introduccién

El mundo de tecnologia hoy nos trae grandes desafios y el mundo de las redes no
son la excepcion, a continuacion veremos la importancia de las redes para las
empresas en dos escenarios distintos pero donde el éxito en las conexione son el
anico camino a seguir, en la prueba de habilidades practicas vamos a poner en
practica cada una de las habilidades adquirida en este nuestro diplomado veremos
como a través de switch, routers y pc podremos abarcar con las tareas encargadas,
veremos la importancia de cada comando y de cada linea de comando.

En este trabajo encontraremos cada uno de los procesos para brindar solucién a lo
planteado como por ejemplo veremos el uso de comandos como ping, tracer router,
show ip route entre otros que le dardn veracidad a cada paso del estudiante y
demostrando la estructura del trabajo mismo, veremos la configuracion de vlan,
veremos como el estudiante le da autentificacion AAA y aun cifra cada contrasenia,
la conectividad es fundamental y se podra ver como elemento de la red tiene una
configuracion para conectar o restringir accesos y aun veremos como los DHCP
funcionan y manipulacién de servidores, este trabajo de grado es digno de la UNAD
y cada escenario ponen a prueba los saberes adquiridos dando asi una oportunidad

de crecimiento para el estudiante .



OBJETIVOS

Objetivo General:

Fomentar en el ingeniero de sistema la capacidad de crear y administrar redes sin
importar la topologia o el escenario, crear en el ingeniero la destreza de asignar
direcciones ip que brinden un orden a cada elemento de la red y a su vez una facil
implementacion de esta; Este diplomado cisco especificamente este trabajo le
brindan al estudiante de ingenieria y futuro ingeniero la posibilidad de entender el
mundo laboral y a lo que se va enfrentar en el dia a dia en el campo de las redes,
ya que veremos la implementacion de seguridad en la red, conectividad y aun
segmentacion de la red en cada uno de los escenario dandole asi la formacién

correcta bajo los valores de la UNAD.

Objetivos Especificos:

e Configurar una red y cada uno de los elemento que la componende
manera optima

e Aprender a implementar la seguridad en las distintas redes.
e Brindar conectividad y éptimo funcionamiento a las distintas redes.

e Crear listas para tener un control de acceso en lasredes



ESCENARIO 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota, Medellin y
Cali en donde el estudiante sera el administrador de la red, el cual debera configurar
e interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.
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Asignacion de Direcciones IP
Configuracién Basica

Configuracion de los routers con el comando ip route

BOGOTA

Router>ENABLE

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOGOTA
BOGOTA(config)#interface fastethernet 0/0
BOGOTA(config-if)#ip address 192.168.1.1 255.255.255.224
BOGOTA(config-if)#no shutdown

BOGOTA(config-if)#exit

BOGOTA(config)#interface serial 0/0

BOGOTA(config-if)#ip address 192.168.1.98 255.255.255.224
BOGOTA(config-if)#no shutdown

BOGOTA(config-if)#exit

BOGOTA(config)#interface serial0/1

BOGOTA(config-if)#ip address 192.168.1.130 255.255.255.224
BOGOTA(config-if)y#no shutdown

%LINK-5-CHANGED: Interface Serial0/1, changed state to down
BOGOTA(config-if)#exit

BOGOTA(config)#end

BOGOTA#enable
BOGOTA#config terminal



Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#ip route 192.168.1.64 255.255.255.224 192.168.1.131
BOGOTA(config)#ip route 192.168.1.32 255.255.255.224 192.168.1.99
BOGOTA(config)#exit

BOGOTA#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

MEDELLIN

Router>enable

Router#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname MEDELLIN
MEDELLIN(config)#interface fastethernet 0/0
MEDELLIN(config-if)#ip address 192.168.1.33 255.255.255.224
MEDELLIN(config-if)#no shutdown

MEDELLIN(config-if)#exit

MEDELLIN(config)#interface s0/0

MEDELLIN(config-if)#ip address 192.168.1.99 255.255.255.224
MEDELLIN(config-if)#no shutdown

MEDELLIN(config-if)#

%LINK-5-CHANGED: Interface Serial0/0, changed state to up
MEDELLIN(config-if)#exit

MEDELLIN(config)#end

MEDELLIN#enable

MEDELLIN#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#ip route 192.168.1.0 255.255.255.224 192.168.1.97
MEDELLIN(config)#ip route 192.168.1.64 255.255.255.224 192.168.1.97
MEDELLIN(config)#exit
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MEDELLIN#

%SYS-5-CONFIG_I: Configured from console by console
MEDELLIN#copy running-config startup-config
Destination filename [startup-config]?

Building configuration...

[OK]

MEDELLIN#

CALI

Router>enable

Router#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname CALI

CALI(config)#interface fastethernet0/0

CALI(config-if)#ip address 192.168.1.65 255.255.255.224
CALI(config-if)#no shutdown

CALI(config-if)#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

CALI(config-if)#exit

CALI(config)#interface s0/0

CALI(config-if)#ip address 192.168.1.131 255.255.255.224
CALI(config-ify#no shutdown

CALI(config-if)#

%LINK-5-CHANGED: Interface Serial0/0, changed state to up
CALI(config-if)#exit

CALI(config)#end
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CALl#enable

CALI#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
CALI(config)#ip route 192.168.1.0 255.255.255.224 192.168.1.129
CALI(config)#ip route 192.168.1.32 255.255.255.224 192.168.1.129
CALI(config)#exit

CALI#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

CALI#

Asignacion de direcciones IP Subneteo.

a. Se debe dividir (subnetear) la red creando una segmentacion en ocho partes,
para permitir crecimiento futuro de la red corporativa.
Tomo la red como se sugiere y la divido en 8 partes y cada parte en la red/27 con
la méscara de subred perteneciente a /27, que es 255.255.255.224:
192.168.1.0/27
192.168.1.32/27
192.168.1.64/27
192.168.1.96/27
192.168.1.128/27
192.168.1.160/27
192.168.1.192/27

192.168.1.224/27

12



a. Asignar unadireccion IP a lared.
La direccion que se le da a la red es la siguiente: 192.168.1.0/24

Asignhacion de contrasefias en routers

BOGOTA>enable

BOGOTA#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#enable secret cisco

BOGOTA(config)#line consol 0
BOGOTA(config-line)#password emanuel
BOGOTA(config-line)#login

BOGOTA(config-line)#exit

MEDELLIN>enable

MEDELLIN#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#enable secret cisco
MEDELLIN(config)#line consol 0
MEDELLIN(config-line)#password emanuel
MEDELLIN(config-line)#login

MEDELLIN(config-line)#exit

CALI>enable

CALl#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
CALI(config)# enable secret cisco

CALI(config)#line consol 0

CALI(config-line)#password emanuel

CALI(config-line)#login

13



CALI(config-line)#exit

CONFIGURANDO LOS ROUTERS PARA EL LINE VTY 04

BOGOTA>enable

Password:

BOGOTA#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#line vty 0 4

BOGOTA(config-line)#password cisco2
BOGOTA(config-line)#login

BOGOTA(config-line)#loggin synchronous
BOGOTA(config-line)#exit

MEDELLIN>enable

Password:

MEDELLIN#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#line vty 0 4
MEDELLIN(config-line)#password cisco2
MEDELLIN(config-line)#login

MEDELLIN(config-line)#loggin synchronous
MEDELLIN(config-line)#exit

CALI>enable

Password:

CALl#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
CALI(config)#line vty 0 4

CALI(config-line)#password cisco2

CALI(config-line)#login

CALI(config-line)#loggin synchrounous
CALI(config-line)#loggin synchronous

CALI(config-line)#exit

14



Parte 2: Configuracion Basica.

b. Después de cargada la configuracion en los dispositivos, verificar la tabla
de enrutamiento en cada uno de los routers para comprobar las redes y sus
rutas.

BOGOTA>enable

Password:

BOGOTA#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type2

E1l - OSPF external type 1, E2 - OSPF external type 2, E -EGP
i-1S-IS, L1 - IS-IS level-1, L2 - 1S-IS level-2, ia - IS-IS interarea

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/27 is subnetted, 5 subnets

C 192.168.1.0 is directly connected, FastEthernet0/0

D 192.168.1.32 [90/2172416] via 192.168.1.99, 05:26:26, Serial0/0
D 192.168.1.64 [90/2172416] via 192.168.1.131, 05:26:23, Serial0/1
C 192.168.1.96 is directly connected, Serial0/0

C 192.168.1.128 is directly connected, Serial0/1

MEDELLIN>enable

Password:

MEDELLIN#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type2

E1l - OSPF external type 1, E2 - OSPF external type 2, E -EGP

i -1S-1S, L1 - I1S-IS level-1, L2 - IS-IS level-2, ia - IS-IS interarea

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route
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Gateway of last resort is not set

192.168.1.0/27 is subnetted, 5 subnets

D 192.168.1.0 [90/2172416] via 192.168.1.98, 05:31:25, Serial0/0

C 192.168.1.32 is directly connected, FastEthernet0/0

D 192.168.1.64 [90/2684416] via 192.168.1.98, 05:31:22, Serial0/0
C 192.168.1.96 is directly connected, Serial0/0

D 192.168.1.128 [90/2681856] via 192.168.1.98, 05:31:25, Serial0/0

CALI>enable

Password:

CALl#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type2

E1l - OSPF external type 1, E2 - OSPF external type 2, E -EGP
i-1S-IS, L1 - IS-IS level-1, L2 - 1S-IS level-2, ia - IS-IS interarea

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/27 is subnetted, 5 subnets

D 192.168.1.0 [90/2172416] via 192.168.1.130, 05:32:24, Serial0/0
D 192.168.1.32 [90/2684416] via 192.168.1.130, 05:32:24, Serial0/0
C 192.168.1.64 is directly connected, FastEthernet0/0

D 192.168.1.96 [90/2681856] via 192.168.1.130, 05:32:24, Serial0/0
C 192.168.1.128 is directly connected, Serial0/0

c. Verificar el balanceo de carga que presentan los routers.

MEDELLIN

MEDELLIN>enable
Password:
MEDELLIN#show ip eigrp topology

16



IP-EIGRP Topology Table for AS 1/1D(192.168.1.99)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 192.168.1.0/27, 1 successors, FD is 2172416
via 192.168.1.98 (2172416/28160), Serial0/0

P 192.168.1.32/27, 1 successors, FD is 28160
via Connected, FastEthernet0/0

P 192.168.1.64/27, 1 successors, FD is 2684416
via 192.168.1.98 (2684416/2172416), Serial0/0

P 192.168.1.96/27, 1 successors, FD is 2169856
via Connected, Serial0/0

P 192.168.1.128/27, 1 successors, FD is 2681856
via 192.168.1.98 (2681856/2169856), Serial0/0

BOGOTA

BOGOTA>enable

Password:

BOGOTA#show ip eigrp topology

IP-EIGRP Topology Table for AS 1/1D(192.168.1.130)
Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 192.168.1.0/27, 1 successors, FD is 28160

via Connected, FastEthernet0/0

P 192.168.1.32/27, 1 successors, FD is 2172416

via 192.168.1.99 (2172416/28160), Serial0/0

P 192.168.1.64/27, 1 successors, FD is 2172416

via 192.168.1.131 (2172416/28160), Serial0/1

P 192.168.1.96/27, 1 successors, FD is2169856

via Connected, Serial0/0

P 192.168.1.128/27, 1 successors, FD is2169856

via Connected, Serial0/1

17



CALI

CALI>enable

Password:

CALl#show ip eigrp topology

IP-EIGRP Topology Table for AS 1/1D(192.168.1.131)
Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 192.168.1.0/27, 1 successors, FD is 2172416

via 192.168.1.130 (2172416/28160), Serial0/0

P 192.168.1.32/27, 1 successors, FD is 2684416

via 192.168.1.130 (2684416/2172416), Serial0/0

P 192.168.1.64/27, 1 successors, FD is 28160

via Connected, FastEthernet0/0

P 192.168.1.96/27, 1 successors, FD is 2681856

via 192.168.1.130 (2681856/2169856), Serial0/0

P 192.168.1.128/27, 1 successors, FD is 2169856
via Connected, Serial0/0

d. Realizar un diagnéstico de vecinos usando el comando cdp.

¥ pocoTa — O

Physical Config CL Attributes
I

I0S Command Line Interface

User Rccess Verification
Password:
BOGOTA=enakble
Password:
Capakility Codes: R - Router, T - Trams Bridge, B — Source ERoute
Bridge

5 - Switch, H — Host, I - IGMF, r - Repeater, P -
Phone
Dewvice ID Local Intrfce Holdtme Capability Platform Port
I
Switch Fas O/70 1z7 5 25€0 Fas
as1
CALI Ser 051 137 = Cz&00 Ser
a,sa
MEDELLIN Ser O0/0 127 B C2&00 Ser
a,sa
BOZ0OTLE

18



B caLl —

Phy=ical Config LI Attributes
—

I0S Command Line Interface

[Comnnection to 132 _1€2_.1_323 closed by foreign host]
CLIL.T#

ChLTIgtelnet 152 _1€2.1_2

Tryinmng 1932 _1€8.1.2 ...

% Connection refused by remote host

CALIgping 1952 .1&S_.1._2

Type escape seguence to abort.
Sending 5, 1l00-byte ICHMP Echos to 1932 _1&€2.1_Z,

timecut is 2 seconds:

Success rate is 100 percent (5/5), round—trip minSsavg/max = 14,17 ms

CRALIfgshow odp neighbors

Capakility Codes: B — Router, T — Trans Bridge, B — Source Route

Bridge

5 — Switch, H — Host, I — IZMP, r — Repeater, P -—

FPhone

Dewvice ID Local Intrfce Holdtme Capakility Platform Port

ID

Switch Fas 0/0 iz= =1 Z2as0 Fas

0,1

BO=0TR Ser O/s0 135 =3 CZ2E00 Ser

0,1

CRLIT#

Ctrl+F& to exit CLI focus Copy Paste
] Top

¥ MEDELLIM — O

Physical Config CLI Attributes
—

105 Command Line Interface

state to up

SFLINEPROTO-S—UPDOWNM: Line protocol on Interface Serialds0, changed

SDUAL-5-NBRCHRANGCE : IP-EIGRP 1l: Neighkbor 192 .1€2.1.58 (Serialds0) is
up: new adjacency
User Rcoccess Verification
Password:
MEDELLIN=enakle
Password:
HMEDELLINE show dp hixor s
Capability Codes: B — Router, T — Trans Bridge, B — Source Route
Bridge
5 — Switch, H — Host, I - IZMP, r — Repeater, P -—

Phone

3 Dewvice ID Local Intrfce Holdtme Capability Platform Port
ID
Switch Fas 0,0 135 = 25€0 Fas
o 1

1 BOZOTE Ser 0,0 143 =3 Ser
as0
MEDELLINg
Ctri+F& to exit CLI focus Copy Paste

] Top
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e. Realizar una prueba de conectividad en cada tramo de la ruta usando Ping.
ping de Cali a Bogota.

¥ pca - [} b

Physical Config Programming Attributes

iand Line 1.0

Minimum
ing 1
with

byt

¥ pc3 - O X

Physical Config Programming Aftributes

in milli

12ms, er

[ mop
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Medellin a Cali

¥ po — O b4

Physical Config Programming Attributes

[ op

Medellin a Bogota

¥ pc2 — [m] X

Physical Config

Programming Aftributes
I

[Command Prompt

mmand Line 1.0

1y £
1y

ply
1y

Ping statisti

Approximate T

Hinimum
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¥ pcp - m| X

Physical Config

Command Promp

mmand Line

Programming Aftributes

Bogot4 a Cali

¥ o - m| X

Physical Config Programming Affributes

ommand Promp

time=Ims
time=lms

Minimum = lm

Minimum =
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Bogota a Medellin

Parte 3: Configuracién de Enrutamiento.

Asignar el protocolo de enrutamiento EIGRP a los routers considerando el
direccionamiento disefiado.

BOGOTA>enable

BOGOTA#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#router eigrp 200

BOGOTA(config-router)#no auto-summary
BOGOTA(config-router)#network 192.168.1.96
BOGOTA(config-router)#network 192.168.1.0
BOGOTA(config-router)#network 192.168.1.128
BOGOTA(config-router)#end

MEDELLIN>ENABLE

MEDELLIN#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#router eigrp 200
MEDELLIN(config-router)#no auto-summary
MEDELLIN(config-router)#network 192.168.1.32
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Router(config-router)#
%DUAL-5-NBRCHANGE: IP-EIGRP 1: Neighbor 192.168.1.98 (Serial0/0) is up: new

adjacency

MDELLIN(config-router)#network 192.168.1.32
MEDELLIN(config-router)#network 192.168.1.96
MEDELLIN(config-router)#end

CALI>enable

CALl#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
CALI(config)#router eigrp 200

CALI(config-router)#no auto-summary

CALI(config-router)#network 192.168.1.128

Router(config-router)#

%DUAL-5-NBRCHANGE: IP-EIGRP 1: Neighbor 192.168.1.130 (Serial0/0) is up:

new adjacency

CALI(config-router)#network 192.168.1.128
CALI(config-router)#network 192.168.1.64
CALI(config-router)#end

CALI#

b. Verificar si existe vecindad con los routers configurados con EIGRP.

MEDELLIN>enable

Password:

MEDELLIN#show ip eigrp neighbors

IP-EIGRP neighbors for process 200

H Address Interface Hold Uptime SRTT RTO Q Seq
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(sec) (ms) Cnt Num
0 192.168.1.98 Se0/0 13 00:08:19 40 1000 0 8

CALI>enable

Password:

CALI#show ip eigrp neighbors

IP-EIGRP neighbors for process 200

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.98 Se0/0 13 00:08:19 40 1000 0 8

BOGOTA>enable

Password:

BOGOTA#show ip eigrp neighbors

IP-EIGRP neighbors for process 200

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.131 Se0/1 13 00:06:44 40 1000 0 7
1192.168.1.99 Se0/0 10 00:06:43 40 1000 0 7

c. Realizar lacomprobacion de las tablas de enrutamiento en cada uno delos
routers para verificar cada una de las rutas establecidas.

MEDELLIN>enable

Password:

MEDELLIN>show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type2

E1l - OSPF external type 1, E2 - OSPF external type 2, E -EGP

i -IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS interarea

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route
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Gateway of last resort is not set

192.168.1.0/27 is subnetted, 5 subnets

D 192.168.1.0 [90/2172416] via 192.168.1.98, 00:11:32, Serial0/0

C 192.168.1.32 is directly connected, FastEthernet0/0

D 192.168.1.64 [90/2684416] via 192.168.1.98, 00:11:32, Serial0/0
C 192.168.1.96 is directly connected, Serial0/0

D 192.168.1.128 [90/2681856] via 192.168.1.98, 00:11:32, Serial0/0

BOGOTA>enable

BOGOTA#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type2

E1l - OSPF external type 1, E2 - OSPF external type 2, E -EGP

i -IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS interarea

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/27 is subnetted, 5 subnets

C 192.168.1.0 is directly connected, FastEthernet0/0

D 192.168.1.32 [90/2172416] via 192.168.1.99, 00:13:26, Serial0/0
D 192.168.1.64 [90/2172416] via 192.168.1.131, 00:13:28, Serial0/1
C 192.168.1.96 is directly connected, Serial0/0

C 192.168.1.128 is directly connected, Serial0/1

CALI>enable

Password:

CALIl#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

26



i - 1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/27 is subnetted, 5 subnets

D 192.168.1.0 [90/2172416] via 192.168.1.130, 00:14:20, Serial0/0
D 192.168.1.32 [90/2684416] via 192.168.1.130, 00:14:18, Serial0/0
C 192.168.1.64 is directly connected, FastEthernet0/0

D 192.168.1.96 [90/2681856] via 192.168.1.130, 00:14:18, Serial0/0
C 192.168.1.128 is directly connected, Serial0/0

d. Realizar un diagnéstico para comprobar que cada uno de los puntos de la
red se puedan ver y tengan conectividad entre si. Realizar esta prueba desde
un host de lared LAN del router CALI, primero a lared de MEDELLIN y luego

al servidor.

¥ pca
Physical Config Deskiop Programming Aftributes
[ ]

Command Prompt

ommand Line 1.0

v from

Ping statistic
Packets:

Minimum = llms, Maximum = l1l3ms,
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time=2ms TTL=12&
time=lms TTL=12&

time=10ms TTL=12¢
time=10ms TTL=12&

Parte 4: Configuracion de las listas de Control de Acceso.

Configuracion de las acl

Esto es para permitir solo acceso hacia el servidor
MEDELLIN>enable

Password:

MEDELLIN#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#ip access-list extended ServerPT
MEDELLIN(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.3 0.0.0.0
MEDELLIN(config-ext-nacl)#exit

MEDELLIN(config)#interface fa0/0

MEDELLIN(config-if)#ip access-group ServerPT in

MEDELLIN(config-if)#end

CALI>enable

Password:

CALI#config terminal
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Enter configuration commands, one per line. End with CNTL/Z.
CALI(config)#ip access-list extended ServerPT
CALI(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.3 0.0.0.0
CALI(config-ext-nacl)#exit

CALI(config)#int fa0/0

CALI(config-if)#ip access-group ServerPT in

CALI(config-if)#end

BOGOTA>enable

Password:

BOGOTA#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#ip access-list extended ServerPT
BOGOTA(config-ext-nacl)#permit ip 192.168.1.3 0.0.0.0 0.0.0.0 255.255.255.255
BOGOTA(config-ext-nacl)#exit

BOGOTA(config)#interface fa0/0

BOGOTA(config-if)#ip access-group ServerPT in

BOGOTA(config-if)#end

MEDELLIN>enable

Password:

MEDELLIN#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#ip access-list extended ServerPT
MEDELLIN(config-ext-nacl)#permitip 0.0.0.0 255.255.255.255 192.168.1.330.0.0.0
MEDELLIN(config-ext-nacl)#permitip 0.0.0.0255.255.255.255 192.168.1.98 0.0.0.0
MEDELLIN(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.131
0.0.0.0

MEDELLIN(config-ext-nacl)#end
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BOGOTA#

BOGOTA#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#ip access-list extended ServerPT
BOGOTA(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.99 0.0.0.0
BOGOTA(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.1 0.0.0.0
BOGOTA(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.131 0.0.0.0
BOGOTA(config-ext-nacl)#end

CALI>enable

Password:

Password:

CALl#config terminal

Enter configuration commands, one per line. End with CNTL/Z.

CALI(config)#ip access-list extended ServerPT

CALI(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.99 0.0.0.0
CALI(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.1 0.0.0.0
CALI(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.65 0.0.0.0
CALI(config-ext-nacl)#end Cada router debe estar habilitado para establecer
conexiones Telnet con los demas routers y tener acceso a cualquier dispositivo en
la red.

¥ pocoTta — O >

Physical Config CL Attributes
I

105 Command Line Interface

Password: ~
Password:

BOZOTA=enakble

Password:

BOE0TAgtelnet 152 _1€3_1.€5
Trying l52.1le2.1.65 .. .0pen

User Aoocess Verification
Password:
Password:

Password:

[Connection to 152 _1628_.1 .65 closed by foreign host]
BOCOTAfping 152 165 .1 _34

Type escape seguence to abort.

Sending 5, 100-kyte ICHMF Echos to 152 . 1€2.1.34, timeout is X seconds:
rrr
éﬁéééss rate is 20 percent (4/5), round-trip minfavg/max = 1/37/14¢&
ms
BOCOTRE o
Cirl+F& to exit CLI focus Copy Paste
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BEOGOTA

Physical Config CL Attributes

105 Command Line Interface

Password:
Password:

BOZOTA>enakble

Password:

BOZOTARgtelnet 152 .12 .1.€5
Trying 1532 _1€2.1.€5 .. _.0Open

User Access Verification

Password:
Password:
Password:

[Connection to 132 _.1€8.1.€5 closed by foreign host]
BOE0OTRAEping 192 1€5.1 .34

Type escape sequence to abort.

Sending 5, 100-byte ICHMP Echos to 15%2_1&2.1.34, timeout is
Success rate is 20 percent (4/5), round-trip min/avg/max =
ms

2 seconds:

17275146

BOCOTAE
Cirl+F& to exit CLI focus Copy Paste
B2
~
|
Physical Config C Attributes
1 —
i 105 Command Line Interface
LlConnection Tto 132 .1c -1l.85 Cclosed DY Torelign nost] ~
BOGOTALE
BOCOTRgtelnet 152 _1&2_.1 €5
Trying 132 _.1€2.1.€5 ...0Open
User Rccess Veri cation
Password:
Password:
Password:
[Connection to 132 _.1€2_1_.€5 closed by foreign host]
BOCOTREtelnet 152 . 1658.1 .33
| Trying 192 _.1€2.1.22 .. _.Cpen
User Rkooess Verification
Password:
Password:
| Password:
[Connection to 132_.168_.1.33 closed by foreign host]
1 BOCOTLEE L
Ctri+F& to exit CLI focus Copy Pasts

[ Top
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Phy=ical Config CL Attributes.
—
105 Command Line Interface
% Connection timed out; remote host not responding -~
CRLT$#
CALIgtelnet 1%2_.1€3.1.53
Trying 152.1€2.1.5%5% ...0pen

User Access Werification

Password:
Password:
Password:

[Connection to 1%2.162.1.5%% closed by foreignm host]
ChLIftelnet 152.1€8.1.33
Trying 192.165.1.33 .. .[Daee

User Access Werification
Password:

Password:
Password:

[Connection to 192_1€2.1.33 closed by foreign host]
CALI# w

b. El equipo WS1 vy el servidor se encuentran en la subred de administracion.
Solo el servidor de la subred de administracion debe tener acceso a cualquier

otro dispositivo en cualquier parte de lared.

MEDELLIN>enable

Password:

MEDELLIN#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#ip access-list extended ServerPT
MEDELLIN(config-ext-nacl)#permitip 0.0.0.0255.255.255.255 192.168.1.33 0.0.0.0
MEDELLIN(config-ext-nacl)#permitip 0.0.0.0 255.255.255.255 192.168.1.98 0.0.0.0
MEDELLIN(config-ext-nach#permit ip 0.0.0.0 255.255.255.255 192.168.1.131
0.0.0.0

MEDELLIN(config-ext-nacl)#end

BOGOTA#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#ip access-list extended ServerPT
BOGOTA(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.99 0.0.0.0
BOGOTA(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.1 0.0.0.0
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BOGOTA(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.131 0.0.0.0
BOGOTA(config-ext-nacl)#end

CALI>enable

Password:

Password:

CALl#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
CALI(config)#ip access-list extended ServerPT

CALI(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.99 0.0.0.0
CALI(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.1 0.0.0.0
CALI(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.65 0.0.0.0
CALI(config-ext-nacl)#end

c. Las estaciones de trabajo en las LAN de MEDELLIN y CALI no deben tener
acceso a ningun dispositivo fuera de su subred, excepto para interconectar
con el servidor.

MEDELLIN>enable
Password:

MEDELLIN#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#ip access-list extended ServerPT
MEDELLIN(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.3 0.0.0.0
MEDELLIN(config-ext-nacl)#exit

MEDELLIN(config)#int f0/0

MEDELLIN(config-if)#ip access-group ServerPT in

MEDELLIN(config-if)#end

CALI>enable
Password:

CALl#config t

Enter configuration commands, one per line. End with CNTL/Z.
CALI(config)#ip access-list extended ServerPT
CALI(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.3 0.0.0.0
CALI(config-ext-nacl)#exit

CALI(config)#int f0/0

CALI(config-if)#ip access-group ServerPT in

CALI(config-if)#end
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Parte 5: Comprobacion de lared instalada.

a. Se debe probar que la configuracion de las listas de acceso fue exitosa.

MEDELLIN#
MEDELLIN#show Access-list

Extended IP access list ServerPT
10 permit ip any host 192.168.1.3
20 permit ip any host192.168.1.33
30 permit ip any host192.168.1.98
40 permit ip any host 192.168.1.131

BOGOTA>enable

Password:

BOGOTA#show access-list
Extended IP access list ServerPT
10 permit ip host 192.168.1.3 any
20 permit ip any host 192.168.1.99
30 permit ip any host 192.168.1.1
40 permit ip any host 192.168.1.131

CALI>enable
Password:

CALIl#show access-list

Extended IP access list ServerPT
10 permit ip any host 192.168.1.3
20 permit ip any host 192.168.1.99
30 permit ip any host 192.168.1.1
40 permit ip any host 192.168.1.65
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b. Comprobar y Completar la siguiente tabla de condiciones de pruebapara
confirmar el 6ptimo funcionamiento de lared.

ORIGEN DESTINO RESULTADO

r=00=r - Router MEDELLIN Router CALI ok
WS 1 Router BOGOTA ok
Servidor Router CALI ok
Servidor Router MEDELLIN ok
MEDELLIN

=50 = LAN  del Router Router CALI falla
MEDELLIN
LAN del Router CALI Router CALI ok
LAN del Router CALI Router MEDELLIN falla
PING LAN del Router CALI WS 1 falla

LAN del Router Router MEDELLIN ok

LAN del Router WS 1 falla
MEDELLIN
LAN del Router LAN del Router CALI falla
MEDELLIN
PING LAN del Router CALI Servidor ok
LAN del Router Servidor ok
MEDELLIN
Servidor LAN del Router ok
MEDELLIN
Servidor LAN del Router CALI ok
Router CALI LAN del Router ok
MEDELLIN

Router MEDELLIN LAN del Router CALI ok
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ESCENARIO 2

Una empresa tiene la conexién a internet en una red Ethernet, lo cual deben
adaptarlo para facilitar que sus routers y las redes que incluyen puedan, por esa via,
conectarse a internet, pero empleando las direcciones de la red LANoriginal.

% 172.312.32 130 . 209.17.220.0 /124 e
e s |
EOARANARGA = @_..__——(4——- ) )

SWITCH DE INTERNET
LABORATORIO

t
|

WEB
EXTERNO

—

SWITCH VLAN20 fviANT =172328729
BUCARANMANGA [ 40 HOSTS f§ VLAN20 = 172.31.0.128 126 | VLAN 30

VLAN30=172.31.0.192 /26 | 40HOSTS

v sy

VLAN10 VLAN 30
S5 HOSTS 55 HOSTS

VLANT = 172.31.2.0 /29
VLAN10=172.31.0.0 /26

VLAN30 = 172.31.0.84 /26 SWITCH
CUNDINAMARCA
VLAN1 =172.31.2.8 /29

VLAN20 = 172.31.1.64 126 -
VLAN30 = 172.31.1.0/26 —
VLANSS = 172.31.2.24/29 .t

172.31.0.0 19 VLAN 20
60 HOSTS

Desarrollo

Los siguientes son los requerimientos necesarios:

1. Todos los routers deberén tener los siguiente:
e Configuracién basica.

Router>en

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BUCARAMANGA
BUCARAMANGA(config)#no ip domain-lookup
BUCARAMANGA(config)#banner motd #Cuidado Acceso Restringido#
BUCARAMANGA(config)#enable secret class123
BUCARAMANGA(config)#line console O
BUCARAMANGA(config-line)#password cisco123
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BUCARAMANGA(config-line)#login
BUCARAMANGA(config-line)#logging synchronous
BUCARAMANGA(config-line)#line vty 0 15
BUCARAMANGA(config-line)#password ciscol23
BUCARAMANGA(config-line)#login
BUCARAMANGA(config-line)#logging synchronous
BUCARAMANGA(config)#int f0/0.1
BUCARAMANGA(config-subif)#encapsulation dotlq 1
BUCARAMANGA(config-subif)#ip address 172.31.2.1 255.255.255.248
BUCARAMANGA(config-subif)#int f0/0.10
BUCARAMANGA(config-subif)#encapsulation dotlq 10
BUCARAMANGA(config-subif)#ip address 172.31.0.1 255.255.255.192
BUCARAMANGA(config-subif)#int f0/0.30
BUCARAMANGA(config-subif)#encapsulation dotlq 30
BUCARAMANGA(config-subif)#ip address 172.31.0.65 255.255.255.192
BUCARAMANGA(config-subif)#int f0/0

BUCARAMANGA(config-if)y#no shutdown

BUCARAMANGA(config-if)#

BUCARAMANGA(config-if)#

BUCARAMANGA(config-if)#int s0/0/0

BUCARAMANGA(config-if)#ip address 172.31.2.34 255.255.255.252
BUCARAMANGA(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
BUCARAMANGA(config-if)#

BUCARAMANGA(config-if)#router ospf 1
BUCARAMANGA(config-router)#network 172.31.0.0 0.0.0.63 area 0
BUCARAMANGA(config-router)#network 172.31.0.64 0.0.0.63 area 0
BUCARAMANGA(config-router)#network 172.31.2.0 0.0.0.7 area 0
BUCARAMANGA(config-router)#network 172.31.2.32 0.0.0.3 area 0
BUCARAMANGA(config-router)#end

BUCARAMANGA#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.1,
changed state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.10, changed state to up
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%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.10,
changed state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.30, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.30,
changed state to up

%SYS-5-CONFIG_I: Configured from console by console
BUCARAMANGA#

Router>en

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname TUNJA

TUNJA(config)#no ip domain-lookup

TUNJA(config)#banner motd #Cuidado Acceso Restringido#
TUNJA(config)#enable secret class123

TUNJA(config)#line console 0

TUNJA(config-line)#password cisco123
TUNJA(config-line)#login

TUNJA(config-line)#logging synchronous
TUNJA(config-line)#line vty 0 15
TUNJA(config-line)#password ciscol123
TUNJA(config-line)#login

TUNJA(config-line)#logging synchronous

TUNJA(config)#int f0/0.1

TUNJA(config-subif)#encapsulation dotlqg 1
TUNJA(config-subif)#ip address 172.3.2.9 255.255.255.248
TUNJA(config-subif)#int f0/0.20
TUNJA(config-subif)#encapsulation dotlq 20
TUNJA(config-subif)#ip address 172.31.0.129 255.255.255.192
TUNJA(config-subif)#int f0/0.30
TUNJA(config-subif)#encapsulation dotlq 30
TUNJA(config-subif)#ip address 172.31.0.193 255.255.255.192
TUNJA(config-subif)#int f0/0

TUNJA(config-if)#no shutdown

TUNJA(config-if)#

TUNJA(config-if)#int sO/0/0

TUNJA(config-if)#ip address 172.31.2.33 255.255.255.252
TUNJA(config-if)#no shutdown

TUNJA(config-if)#
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TUNJA(config-if)#int s0/0/1
TUNJA(config-if)#ip address 172.31.2.37 255.255.255.252
TUNJA(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
TUNJA(config-if)#int fO/1

TUNJA(config-if)#ip address 209.165.220.1255.255.255.0
TUNJA(config-if)#no shutdown

TUNJA(config-if)#

TUNJA(config-if)#router ospf 1
TUNJA(config-router)#network 172.3.2.8 0.0.0.7 area O
TUNJA(config-router)#network 172.31.0.128 0.0.0.63 area0
TUNJA(config-router)#network 172.31.0.192 0.0.0.63 area0
TUNJA(config-router)#network 172.31.2.32 0.0.0.3 area O
TUNJA(config-router)#network 172.31.2.36 0.0.0.3 area O
TUNJA(config-router)#end

TUNJA#

TUNJA#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.1,
changed state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.20, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.20,
changed state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.30, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.30,
changed state to up

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
%LINK-5-CHANGED: Interface FastEthernet0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/1, changed
state to up
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%SYS-5-CONFIG_I: Configured from console by console

TUNJA#

Router>en

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname CUNDINAMARCA
CUNDINAMARCA(config)#no ip domain-lookup
CUNDINAMARCA(config)#banner motd #Cuidado Acceso Restringido#
CUNDINAMARCA(config)#enable secret class123
CUNDINAMARCA(config)#line console 0
CUNDINAMARCA(config-line)#password ciscol123
CUNDINAMARCA(config-line)#login
CUNDINAMARCA(config-line)#logging synchronous
CUNDINAMARCA(config-line)#line vty 0 15
CUNDINAMARCA(config-line)#password ciscol123
CUNDINAMARCA(config-line)#login
CUNDINAMARCA(config-line)#logging synchronous
CUNDINAMARCA(config)#int f0/0.1
CUNDINAMARCA(config-subif)#encapsulation dotlq 1
CUNDINAMARCA(config-subif)#ip address 172.31.2.9 255.255.255.248
CUNDINAMARCA(config-subif)#int f0/0.20
CUNDINAMARCA(config-subif)#encapsulation dotlq 20
CUNDINAMARCA(config-subif)#ip address 172.31.1.65 255.255.255.192
CUNDINAMARCA(config-subif)#int f0/0.30
CUNDINAMARCA(config-subif)#encapsulation dotlq 30
CUNDINAMARCA(config-subif)#ip address 172.31.1.1 255.255.255.192
CUNDINAMARCA(config-subif)#int f0/0.88
CUNDINAMARCA(config-subif)#encapsulation dotlq 88
CUNDINAMARCA(config-subif)#ip address 172.31.2.25 255.255.255.248
CUNDINAMARCA(config-subif)#int f0/0

CUNDINAMARCA(config-if)#no shutdown

CUNDINAMARCA(config-if)#

CUNDINAMARCA(config-if)#int s0/0/0
CUNDINAMARCA(config-if)#ip address 172.31.2.38 255.255.255.252
CUNDINAMARCA(config-if)#no shutdown

CUNDINAMARCA(config-if)#router ospf 1

CUNDINAMARCA(config-router)#network 172.31.1.0 0.0.0.63 area 0
CUNDINAMARCA(config-router)#network 172.31.1.64 0.0.0.63 area 0
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CUNDINAMARCA(config-router)#network 172.31.2.8 0.0.0.7 area 0
CUNDINAMARCA(config-router)#network 172.31.2.24 0.0.0.7 area O
CUNDINAMARCA(config-router)#network 172.31.2.36 0.0.0.3 area 0
CUNDINAMARCA(config-router)#end

CUNDINAMARCA#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.1,
changed state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.20, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.20,
changed state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.30, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.30,
changed state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.88, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.88,
changed state to up

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
%SYS-5-CONFIG_I: Configured from console by console

CUNDINAMARCA#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

CUNDINAMARCA#

00:14:55: %OSPF-5-ADJCHG: Process 1, Nbr 209.165.220.1 on Serial0/0/0 from
LOADING to FULL, Loading Done
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Switch>enable

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SW-BUCARAMANGA
SW-BUCARAMANGA(config)#vlan 1

SW-BUCARAMANGA(config-vlan)#vlan 10
SW-BUCARAMANGA(config-vlan)#vlan 30
SW-BUCARAMANGA(config-vlan)#int f0/20
SW-BUCARAMANGA(config-if)#switchport mode access
SW-BUCARAMANGA(config-if)#switchport access vian 10
SW-BUCARAMANGA(config-if)#int f0/24
SW-BUCARAMANGA(config-if)#switchport mode access
SW-BUCARAMANGA(config-if)#switchport access vian 30
SW-BUCARAMANGA (config-if)#int f0/1
SW-BUCARAMANGA(config-if)#switchport mode trunk
SW-BUCARAMANGA(config-if)#int vlan 1
SW-BUCARAMANGA(config-if)#ip address 172.31.2.3 255.255.255.248
SW-BUCARAMANGA(config-if)#no shutdown
SW-BUCARAMANGA(config-if)#ip default-gateway 172.31.2.1
SW-BUCARAMANGA (config)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed
state to up

%LINK-5-CHANGED: Interface Vlanl, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up
Switch>enable

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SW-TUNJA
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SW-TUNJA(config)#vlan 1
SW-TUNJA(config-vlan)#vlan 20
SW-TUNJA(config-vlan)#vlan 30
SW-TUNJA(config-vlan)#int f0/20
SW-TUNJA(config-if)#switchport mode access
SW-TUNJA(config-if)#switchport access vilan 20
SW-TUNJA(config-if)#int f0/24
SW-TUNJA(config-if)#switchport mode access
SW-TUNJA(config-if)#switchport access vlan 30
SW-TUNJA(config-if)#int f0/1
SW-TUNJA(config-if)#switchport mode trunk

SW-TUNJA(config-if)#

SW-TUNJA(config-if)#int vlan 1

SW-TUNJA(config-if)#ip address 172.3.2.11 255.255.255.248
SW-TUNJA(config-if)#no shutdown

SW-TUNJA(config-if)#

SW-TUNJA(config-if)#ip default-gateway172.3.2.9

SW-TUNJA(config)#

SW-TUNJA(config)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed
state to up

%LINK-5-CHANGED: Interface Vlanl, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up

SW-TUNJA(config)#

Switch>enable

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SW-CUNDINAMARCA

SW-CUNDINAMARCA(config)#vlan 1
SW-CUNDINAMARCA(config-vlan)#vlan 20
SW-CUNDINAMARCA(config-vlan)#vlan 30
SW-CUNDINAMARCA(config-vlan)#vlan 88
SW-CUNDINAMARCA(config-vlan)#exit

43



SW-CUNDINAMARCA(config)#int f0/20
SW-CUNDINAMARCA(config-if)y#switchport mode access
SW-CUNDINAMARCA(config-if)#switchport access vlan 20
SW-CUNDINAMARCA (config-if)#int f0/24
SW-CUNDINAMARCA(config-if)y#switchport mode access
SW-CUNDINAMARCA(config-if)#switchport access vian 30
SW-CUNDINAMARCA (config-if)#int f0/10
SW-CUNDINAMARCA(config-if)#switchport mode access
SW-CUNDINAMARCA(config-if)#switchport access vlan 88
SW-CUNDINAMARCA (config-if)#int f0/1
SW-CUNDINAMARCA(config-if)#switchport mode trunk
SW-CUNDINAMARCA(config-if)#
SW-CUNDINAMARCA(config-if)#int vlan 1
SW-CUNDINAMARCA(config-if)#ip address 172.31.2.11 255.255.255.248
SW-CUNDINAMARCA(config-if)#no shutdown
SW-CUNDINAMARCA(config-if)#
SW-CUNDINAMARCA(config-if)#ip default-gateway 172.31.2.9
SW-CUNDINAMARCA (config)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed
state to up

%LINK-5-CHANGED: Interface Vlanl, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up

SW-CUNDINAMARCA (config)#
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Autenticacién local con AAA.

BUCARAMANGA(config-line)#username admi secret class14
BUCARAMANGA(config)#aaa new-model
BUCARAMANGA(config)#aaa authentication login LOGIN local
BUCARAMANGA(config)#line console O
BUCARAMANGA(config-line)#login authentication LOGIN
BUCARAMANGA(config-line)#line vty 0 15
BUCARAMANGA(config-line)#login authentication LOGIN

TUNJA(config-line)#username admi secret class14
TUNJA(config)#aaa new-model

TUNJA(config)#aaa authentication login LOGIN local
TUNJA(config)#line console 0
TUNJA(config-line)#login authentication LOGIN
TUNJA(config-line)#line vty 0 15
TUNJA(config-line)#login authentication LOGIN

CUNDINAMARCA(config-line)#username admi secret class14
CUNDINAMARCA(config)#aaa new-model
CUNDINAMARCA(config)#aaa authentication login LOGIN local
CUNDINAMARCA(config)#line console 0
CUNDINAMARCA(config-line)#login authentication LOGIN
CUNDINAMARCA(config-line)#line vty 0 15
CUNDINAMARCA(config-line)# login authentication LOGIN
Cifrado de contrasefas.

BUCARAMANGA(config)#service password-encryption
TUNJA(config)#service password-encryption

CUNDINAMARCA(config)#service password-encryption
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Un maximo de internos para acceder al router.

BUCARAMANGA(config-line)#login block-for 5 attempts 4 within 60

TUNJA(config-line)#login block-for 5 attempts 4 within 60

CUNDINAMARCA(config-line)#login block-for 5 attempts 4 within 60
Méximo tiempo de acceso al detectar ataques.

BUCARAMANGA(config-line)#login block-for 5 attempts 4 within 60

TUNJA(config-line)#login block-for 5 attempts 4 within 60

CUNDINAMARCA(config-line)#login block-for 5 attempts 4 within 60

Establezca un servidor TFTP y almacene todos los archivos necesarios de los

routers
?
Phy=ical Cenfig Services Desktop Programming Attributes
SERVICES TFTP
HTTP
DHCP Service ® On O of
DHCPvE
TFTE File (2
DNS asaB42-k8.bin
RN asa923-kg.bin
55 c1841-advipserviceskS-mz.124-15.T1 bin
NTP
EMAIL c1341-ipbase-mz.123-14 T7.bin
FTE c1341-ipbasek®-mz.124-12.bin
IoT c1800-universalkd-mz.SP4.155-3. M4a.bin
WM Management c2600-advipserviceskS-mz. 124-15.T1.bin
Radius EAP c2B00--mz.122-28 bin
c2600-ipbasekS-mz. 124-8.bin
c2a00nm-advipservicesk9-mz. 124-15.T1.bin
c2300nm-advipserviceskd-mz. 151-4. M4 bin
cZ2&00nm-ipbase-mz. 123-14.T7.bin
W

cZ22300nm-ink kS-mz. 124-2.bin
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2. ElI DHCP deberéa proporcionar solo direcciones alos hostsde
Bucaramanga y Cundinamarca

TUNJA(config)#ip dhcp excluded-address 172.31.0.1
TUNJA(config)#ip dhcp excluded-address 172.31.0.65
TUNJA(config)#ip dhcp excluded-address 172.31.1.65
TUNJA(config)#ip dhcp excluded-address 172.31.1.1
TUNJA(config)#ip dhcp pool V10B
TUNJA(dhcp-config)#network 172.31.0.0 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.0.1
TUNJA(dhcp-config)#dns-server 172.31.2.28
TUNJA(dhcp-config)#ip dhcp pool V30B
TUNJA(dhcp-config)#network 172.31.0.64 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.0.65
TUNJA(dhcp-config)#dns-server 172.31.2.28
TUNJA(dhcp-config)#ip dhcp pool V20C
TUNJA(dhcp-config)#network 172.31.1.64 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.1.65
TUNJA(dhcp-config)#dns-server 172.31.2.28
TUNJA(dhcp-config)#ip dhcp pool V30C
TUNJA(dhcp-config)#network 172.31.1.0 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.1.1
TUNJA(dhcp-config)#dns-server 172.31.2.28
TUNJA(dhcp-config)#

BUCARAMANGA(config)#int f0/0.10
BUCARAMANGA(config-subif)#ip helper-address 172.31.2.33
BUCARAMANGA(config-subif)#int f0/0.30
BUCARAMANGA(config-subif)#ip helper-address 172.31.2.33
BUCARAMANGA(config-subif)#end

BUCARAMANGA#

BUCARAMANGA#

%SYS-5-CONFIG_I: Configured from console by console

CUNDINAMARCA(config)#int f0/0.20
CUNDINAMARCA(config-subif)#ip helper-address 172.31.2.37
CUNDINAMARCA(config-subif)#int f0/0.30
CUNDINAMARCA(config-subif)#ip helper-address 172.31.2.37
CUNDINAMARCA(config-subif)#end

CUNDINAMARCA#

%SYS-5-CONFIG_I: Configured from console by console
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Verificacion DHCP Cundinamarca

Physical Config Desktop

(== 3]

Programming Attributes

Interface FastEthernetO

IP Configuration

@ DHCP

IP Address

Subnet Mask

Default Gateway

DMS Server

IPvE Configuration

) DHCP

IPv6 Address

Link Local Address

IPvE Gateway

IPvE DNS Server

802 1x

[] Use 802.1X Security
Authentication MDS
Username

Password

) Static DHCP request successful_

() Auto Config (@ Static

172.31.1.2
255255 255.192
172.31.11

172.31.2 28

| /]

| FEB0--201-B4FF-FES7 -7BAZ2

[ Tep

Physical Config Desktop

Programming Attributes

Interface FastEthernet0

IP Canfiguration

(@ DHCP

IP Address

Subnet Mask

Default Gateway

DMS Server

IPv6 Configuration

() DHCP

IPvE Address

Link Local Address

IPvE Gateway

IPvE DMS Server

802 1X

[[] Use 802 1X Security
Authentication MDS
Username

Password

O Static DHCP request successful.

() Auto Config (@ Static

172.31.1.66
255 255 255 192
172.31.1.65
172.31.2.28

| /]

| FEB0--201:42FF-FE16-70E1

1 Top

48




Verificacién DHCP Bucaramanga

Physical Config Desktop

Programming Attributes

[= = ]2

FastEthernet0

Interface

IP Configuration

® DHCP

IP Address

Subnet Mask

Default Gateway

DMS Server

IPvE Configuration

() DHCP

IPvE Address

Link Local Address

IPvE Gateway

IPvE DMS Server

802.1X

|:| Use 802.1X Security
Authentication MDS
Username

Password

O Static
172.31.0.66

255 255 255 192
172.31.0.65
172.31.2.28

O Auto Config © Static

DHCP request successful

| 7]

| FEB0--260-2FFF-FE31:C46B6

] Top

L
~

Physical Config

FastEthernet0

Interface
1P Configuration

DHCP

IP Address
Subnet Mask
Default Gateway
DNS Server

1IPv6 Configuration
DHCP

IPv6 Address

Link Local Address

IPvE Gateway

IPv6 DNS Server

802 1X

[] Use 802 1X Security
Authentication MDE
Username

Password

] vop

Programming

Attnbutes

O static

Auto Config

) Static

FES80 2E0.8FFF FE55.182

DHCP request successful
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3. El web server debera tener NAT estéatico y el resto de los equipos dela
topologia emplearan NAT de sobrecarga (PAT).

TUNJA(dhcp-config)#ip nat inside source static 172.31.2.28 209.165.220.4
TUNJA(config)#access-list 1 permit 172.0.0.0 0.255.255.255
TUNJA(config)#ip nat inside source list 1 interface f0/1 overload
TUNJA(config)#int fO/1

TUNJA(config-if)#ip nat outside

TUNJA(config-if)#int f0/0.1

TUNJA(config-subif)#ip nat inside

TUNJA(config-subif)#int f0/0.20

TUNJA(config-subif)#ip nat inside

TUNJA(config-subif)#int f0/0.30

TUNJA(config-subif)#ip nat inside

TUNJA(config-subif)#int s0/0/0

TUNJA(config-if)#ip nat inside

TUNJA(config-if)#int s0/0/1

TUNJA(config-if)#ip nat inside

TUNJA(config-if)#exit

TUNJA(config)#ip route 0.0.0.0 0.0.0.0 209.165.220.3
TUNJA(config)#router ospf 1
TUNJA(config-router)#default-information originate
TUNJA(config-router)#

TUNJA#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type2

E1l - OSPF external type 1, E2 - OSPF external type 2, E -EGP
i-1S-IS, L1 - IS-IS level-1, L2 - I1S-IS level-2, ia - IS-IS interarea

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 209.165.220.3 to network 0.0.0.0

172.3.0.0/29 is subnetted, 1 subnets

C 172.3.2.8 is directly connected, FastEthernet0/0.1
172.31.0.0/16 is variably subnetted, 11 subnets, 3 masks

0 172.31.0.0/26 [110/65] via 172.31.2.34, 00:24:49, Serial0/0/0
0 172.31.0.64/26 [110/65] via 172.31.2.34, 00:24:49, Serial0/0/0
C 172.31.0.128/26 is directly connected, FastEthernet0/0.20

C 172.31.0.192/26 is directly connected, FastEthernet0/0.30

0 172.31.1.0/26 [110/65] via 172.31.2.38, 00:23:33, Serial0/0/1
0 172.31.1.64/26 [110/65] via 172.31.2.38, 00:23:33, Serial0/0/1
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0O 172.31.2.0/29 [110/65] via 172.31.2.34, 00:24:49, Serial0/0/0
0O 172.31.2.8/29 [110/65] via 172.31.2.38, 00:23:33, Serial0/0/1
0 172.31.2.24/29 [110/65] via 172.31.2.38, 00:23:33, Serial0/0/1
C 172.31.2.32/30 is directly connected, Serial0/0/0

C 172.31.2.36/30 is directly connected, Serial0/0/1

C 209.165.220.0/24 is directly connected, FastEthernet0/1

S* 0.0.0.0/0 [1/0] via 209.165.220.3

TUNJA#

BUCARAMANGA#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type2

E1l - OSPF external type 1, E2 - OSPF external type 2, E -EGP
i-1S-IS, L1 - IS-IS level-1, L2 - 1S-IS level-2, ia - IS-IS interarea

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 172.31.2.33 to network 0.0.0.0

172.3.0.0/29 is subnetted, 1 subnets

0 172.3.2.8 [110/65] via 172.31.2.33, 00:25:08, Serial0/0/0
172.31.0.0/16 is variably subnetted, 11 subnets, 3 masks

C 172.31.0.0/26 is directly connected, FastEthernet0/0.10

C 172.31.0.64/26 is directly connected, FastEthernet0/0.30

0 172.31.0.128/26 [110/65] via 172.31.2.33, 00:25:08, Serial0/0/0
0 172.31.0.192/26 [110/65] via 172.31.2.33, 00:25:08, Serial0/0/0
0 172.31.1.0/26 [110/129] via 172.31.2.33, 00:23:42, Serial0/0/0
0 172.31.1.64/26 [110/129] via 172.31.2.33, 00:23:42, Serial0/0/0
C 172.31.2.0/29 is directly connected, FastEthernet0/0.1

0 172.31.2.8/29 [110/129] via 172.31.2.33, 00:23:42, Serial0/0/0
0 172.31.2.24/29 [110/129] via 172.31.2.33, 00:23:42, Serial0/0/0
C 172.31.2.32/30 is directly connected, Serial0/0/0

0 172.31.2.36/30 [110/128] via 172.31.2.33, 00:24:02, Serial0/0/0
O*E2 0.0.0.0/0 [110/1] via 172.31.2.33, 00:02:01, Serial0/0/0

BUCARAMANGA#

CUNDINAMARCA#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type2

El - OSPF external type 1, E2 - OSPF external type 2, E -EGP

i -I1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS interarea
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* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 172.31.2.37 to network 0.0.0.0

172.3.0.0/29 is subnetted, 1 subnets

0 172.3.2.8 [110/65] via 172.31.2.37, 00:24:15, Serial0/0/0
172.31.0.0/16 is variably subnetted, 11 subnets, 3 masks

0 172.31.0.0/26 [110/129] via 172.31.2.37, 00:24:15, Serial0/0/0
0 172.31.0.64/26 [110/129] via 172.31.2.37, 00:24:15, Serial0/0/0
0 172.31.0.128/26 [110/65] via 172.31.2.37, 00:24:15, Serial0/0/0
0 172.31.0.192/26 [110/65] via 172.31.2.37, 00:24:15, Serial0/0/0
C 172.31.1.0/26 is directly connected, FastEthernet0/0.30

C 172.31.1.64/26 is directly connected, FastEthernet0/0.20

0 172.31.2.0/29 [110/129] via 172.31.2.37, 00:24:15, Serial0/0/0
C 172.31.2.8/29 is directly connected, FastEthernet0/0.1

C 172.31.2.24/29 is directly connected, FastEthernet0/0.88

0 172.31.2.32/30 [110/128] via 172.31.2.37, 00:24:15, Serial0/0/0
C 172.31.2.36/30 is directly connected, Serial0/0/0

O*E2 0.0.0.0/0 [110/1] via 172.31.2.37, 00:02:24, Serial0/0/0

TUNJA#show ip nat translation

Pro Inside global Inside local Outside local Outside global

icmp 209.165.220.1:1 172.31.1.2:1 209.165.220.3:1209.165.220.3:1
icmp 209.165.220.1:2 172.31.1.2:2 209.165.220.3:2209.165.220.3:2
icmp 209.165.220.1:3 172.31.1.2:3 209.165.220.3:3209.165.220.3:3
icmp 209.165.220.1:4 172.31.1.2:4 209.165.220.3:4209.165.220.3:4
--- 209.165.220.4 172.31.2.28 --- —

4. El enrutamiento debera tener autenticacion.

BUCARAMANGA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#int s0/0/0

BUCARAMANGA(config-if)#ip ospf authentication message-digest
BUCARAMANGA(config-if)#ip ospf message-digest-key 1 md5 ciscol23
BUCARAMANGA(config-if)#

CUNDINAMARCA(config)#int s0/0/0

CUNDINAMARCA(config-if)#ip ospf authentication message-digest
CUNDINAMARCA(config-if)#ip ospf message-digest-key 1 md5 ciscol23
CUNDINAMARCA(config-if)#
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TUNJA#
00:30:20: %OSPF-5-ADJCHG: Process 1, Nbr 172.31.2.34 on Serial0/0/0 from
FULL to DOWN, Neighbor Down: Dead timer expired

00:30:20: %OSPF-5-ADJCHG: Process 1, Nbr 172.31.2.34 on Serial0/0/0 from
FULL to DOWN, Neighbor Down: Interface down or detached

TUNJA#
00:31:32: %OSPF-5-ADJCHG: Process 1, Nbr 172.31.2.38 on Serial0/0/1 from
FULL to DOWN, Neighbor Down: Dead timer expired

00:31:32: %OSPF-5-ADJCHG: Process 1, Nbr 172.31.2.38 on Serial0/0/1 from
FULL to DOWN, Neighbor Down: Interface down or detached

TUNJA#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#int s0/0/0

TUNJA(config-if)#ip ospf authentication message-digest
TUNJA(config-if)#ip ospf message-digest-key 1 md5 cisco123
TUNJA(config-if)#int sO/0/1

TUNJA(config-if)#ip ospf authentication message-digest
TUNJA(config-if)#ip ospf message-digest-key 1 md5 cisco123
TUNJA(config-if)#

00:31:40: %OSPF-5-ADJCHG: Process 1, Nbr 172.31.2.34 on Serial0/0/0 from
LOADING to FULL, Loading Done

TUNJA(config-if)#

00:31:42: %OSPF-5-ADJCHG: Process 1, Nbr 172.31.2.38 on Serial0/0/1 from
LOADING to FULL, Loading Done
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Command Prompt

E:-a_.ﬂ —r.t Tra.ﬂ,. ~ '
>ping 209.165

ging 209.165.

uest timed out.
ply from : 1¢
ly from

= round trip ti
= lms, Maximum = 2ms, Average
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5. Listas de control de acceso:

Los hosts de VLAN 20 en Cundinamarca no acceden a internet, solo a la red
interna de Tunja.

CUNDINAMARCA(config-if)#access-list 111 deny ip 172.31.1.64 0.0.0.63
209.165.220.0 0.0.0.255

CUNDINAMARCA(config)#access-list 111 permit ip any any
CUNDINAMARCA(config)#int f0/0.20

CUNDINAMARCA(config-subif)#ip access-group 111 in
CUNDINAMARCA(config-subif)#
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ply from 172

Ping statisti

=

Minimuam = ]

(100% loss),

Los hosts de VLAN 10 en Cundinamarca si acceden a internet y no a la red
interna de Tunja.

CUNDINAMARCA(config-subif)#access-list 112 permit ip 172.31.1.0 0.0.0.63
209.165.220.0 0.0.0.255

CUNDINAMARCA(config)#access-list 112 deny ip any any
CUNDINAMARCA(config)#int f0/0.30

CUNDINAMARCA(config-subif)#ip access-group 112 in
CUNDINAMARCA(config-subif)#
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Command Prompt

C:\>ping 172

Pinging 172.31.0.130 with 3:

tination host

.3 with 32 byte:

byt
byt
byt
byt

ms, Maximum = lms,

Los hosts de VLAN 30 en Tunja solo acceden a servidores web y ftp de internet.

TUNJA(config)#access-list 111 permit tcp 172.31.0.192 0.0.0.63 209.165.220.0
0.0.0.255 eq 80

TUNJA(config)#access-list 111 permit tcp 172.31.0.192 0.0.0.63 209.165.220.0
0.0.0.255eq 21

TUNJA(config)#access-list 111 permit tcp 172.31.0.192 0.0.0.63 209.165.220.0
0.0.0.255 eq 20

TUNJA(config)#int f0/0.30

TUNJA(config-subif)#ip access-group 111 in
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= = URL |http://209.165.220.3 Go Stop

Cisco Packet Tracer

Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide Open.

Quick Linkcs:
A small page
Copurights
Image page
Image

[ Top

Los hosts de VLAN 20 en Tunja solo acceden ala VLAN 20 de Cundinamarca
y VLAN 10 de Bucaramanga.

TUNJA(config-subif)#access-list 112 permit ip 172.31.0.128 0.0.0.63 172.31.1.64
0.0.0.63
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TUNJA(config)#access-list 112 permit ip 172.31.0.128 0.0.0.63 172.31.0.0 0.0.0.63

TUNJA(config)#int f0/0.20

TUNJA(config-subif)#ip access-group 112 in

Y

Physical Config Programming

Command Prompt

und trip tim
Minimum Ims, Maximum

ring 172.31.0.

ing 172 1.0.2

und trip tim
Minimuam Ims, Maximuam

Attributes

Physical Caonfig Desktop Programming
———

Command Prompt

Attributes

stinati
stinati
stinati

estinati

statistdi
Packets:

[ Tep

bytes

tinati
tination
tination
tinati

wwonoh

data:

achabl
1alo
unreachabkle.
1ab
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Los hosts de VLAN 30 de Bucaramanga acceden a internet y a cualquier
equipo de VLAN 10.

BUCARAMANGA(config)#access-list 111 permit ip 172.31.0.64 0.0.0.63
209.165.220.0 0.0.0.255
BUCARAMANGA(config)#int f0/0.30

BUCARAMANGA(config-subif)#ip access-group 111 in
BUCARAMANGA(config-subif)#

L3 = || B | &3
Physical  Config  Deskiop  Programming  Attributes

Command Prompt

C:\>ping 209.165.220.3
Pinging 209.165.220.3 with 32 bytes of data:

3: by

Reply from 209.16

Ping statistics for 209.
tets: Sent = 4,

Appr ate round trip tim
Minimum = Ims, Maximum = 4ms, Ave

Los hosts de VLAN 10 en Bucaramanga acceden a lared de Cundinamarca
(VLAN 20) y Tunja (VLAN 20), no internet.

BUCARAMANGA(config-subif)#access-list 112 permit ip 172.31.0.0 0.0.0.63
172.31.1.64 0.0.0.63

BUCARAMANGA(config)#access-list 112 permit ip 172.31.0.0 0.0.0.63
172.31.0.128 0.0.0.63

BUCARAMANGA(config)#int f0/0.10

BUCARAMANGA(config-subif)#ip access-group 112 in
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C:\>ping 31.0.130

Pinging 172.31.0.130 with
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Minimum = 1ms, Maximum =

Los hosts de una VLAN no pueden acceder a los de otra VLAN en una ciudad.

BUCARAMANGA(config-subif)#access-list 113 deny ip 172.31.2.0 0.0.0.7
172.31.0.0 0.0.0.63

BUCARAMANGA(config)#access-list 113 deny ip 172.31.0.64 0.0.0.63 172.31.0.0
0.0.0.63
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BUCARAMANGA(config)#access-list 113 permit ip any any
BUCARAMANGA(config)#int f0/0.10
BUCARAMANGA(config-subif)#ip access-group 113 out
BUCARAMANGA(config-subif)#

TUNJA(config)#access-list 113 deny ip 172.3.2.8 0.0.0.7 172.31.0.128 0.0.0.63
TUNJA(config)#access-list 113 deny ip 172.3.0.192 0.0.0.63 172.31.0.128 0.0.0.63
TUNJA(config)#access-list 113 permit ip any any

TUNJA(config)#int f0/0.20

TUNJA(config-subif)#ip access-group 113 out

TUNJA(config-subif)#

CUNDINAMARCA(config)#access-list 113 deny ip 172.31.2.8 0.0.0.7 172.31.1.64
0.0.0.63

CUNDINAMARCA(config)#access-list 113 deny ip 172.31.1.0 0.0.0.63 172.31.1.64
0.0.0.63

CUNDINAMARCA(config)#access-list 113 deny ip 172.31.2.24 0.0.0.7 172.31.1.64
0.0.0.63

CUNDINAMARCA(config)#access-list 113 permit ip any any
CUNDINAMARCA(config)#int f0/0.20

CUNDINAMARCA(config-subif)#ip access-group 113 out

¥

Physical Config Desktop Programming Attributes

Command Prompt

Ping statistics for 172

from 17 >

from 17 tination U =
from 17 tination hakle.
from 17 1.0.129: Destination hos: eachable.

(100% loss),
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Solo los hosts de las VLAN administrativas y de la VLAN de servidores tienen
accedo a los routers e internet.

BUCARAMANGA(config-subif)#access-list 3 permit 172.31.2.0 0.0.0.7
BUCARAMANGA(config)#access-list 3 permit 172.3.2.8 0.0.0.7
BUCARAMANGA(config)#access-list 3 permit 172.31.2.8 0.0.0.7
BUCARAMANGA(config)#line vty 0 15
BUCARAMANGA(config-line)#access-class 3 in
BUCARAMANGA(config-line)#

TUNJA(config-subif)#access-list 3 permit 172.31.2.0 0.0.0.7
TUNJA(config)#access-list 3 permit 172.3.2.8 0.0.0.7
TUNJA(config)#access-list 3 permit 172.31.2.8 0.0.0.7
TUNJA(config)#line vty 0 15
TUNJA(config-line)#access-class 3 in

CUNDINAMARCA(config-subif)#access-list 3 permit 172.31.2.0 0.0.0.7
CUNDINAMARCA(config)#access-list 3 permit 172.3.2.8 0.0.0.7
CUNDINAMARCA(config)#access-list 3 permit 172.31.2.8 0.0.0.7
CUNDINAMARCA(config)#line vty 0 15
CUNDINAMARCA(config-line)#access-class 3 in

L Attributes
e

0SS Command Line Interface

BUCARAMANGA>en
Passwoxd:
Fassword:
Pasasword:
% Bad secrets

BUCARAMANGA>en

Pammwoz a:

Fassword:

BUCARAMANGCAgmelnes 172 31 2 1

Trying 172 .831. 2.1 .. _.COpenCuidado Accesoc Resaoringido

Usesr Access Verification

Username: admi
Pasawoxrd:
% Logan anvalad

Username -
Ume = raamee ackms
Password:
BUCARAMANGA =
Passwoxrd:

Ctri+f6 to exit CLI focus

[ ] Top
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10S Command Line Interface
Press RETURN to get started!

Cuidadoe Accesoc Restringido
User Access Verification

Username: admi

Password:

CUNDINAMARCA>en

Password:

Password:

CUNDINAMARCASTtelner 172 _31_.2.95

Tzying 172.31.2.9 ...COpenCuidado Accesc Restringido

User Access Verification

Username: admi
Password:
% Login invalid

Usezname:
Usezname: admi
Password:
CUNDINAMARCA>

Ctri+F6 to ext CLI focus

] vop
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Conclusioén

A través de este diplomado hemos adquirido los conocimientos para administrary y
configurar las distintas redes con as que nos topemos en la vida laboral y cada uno
de los elemento de cada red, hemos sido formados con conocimientos parabrindar
soluciones y conectividad a cada escenario que se nos presente como
profesionales, pero en especial en este trabajo hemos entendido y comprendido las
necesidades del mundo de hoy y como podemos brindar soluciones practicas y
eficaces a través de los retos que nos brindaron y de manera como pudimos darle
solucién, pudimos ver desde una configuracibn simple de direcciones para
elementos en la red hasta encapsulamientos y encriptaciones de redes, pero no solo
nos llevamos la sabiduria en el area de redes con este diplomado sino siempre
tendremos la huella de los valores adquiridos dados por la universidad UNAD y cada

uno de sus tutores.
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