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RESUMEN

Acotar la informacion suministrada para la posterior ejecucibn en la realizacién de la
implementacion en los escenarios propuestos, no solo es la oportunidad de integrar los
conocimientos adquiridos en la formacion , sino a su vez la forma pedagdgica de promover la
participacion activa en la gesta de soluciones.

La dindmica de integrar cada uno de los pasos propuestos en la realizacién de una simulacion,
lleva a que como futuros lideres de proyectos, se coloque aprueba la experticia de acuerdo a las
necesidades.

La capacidad de resolucion para los problemas que presentan las redes es una necesidad latente
en el sector de la tecnologia, dada a la amplia demanda que en la actualidad se generaliza, pero
gue en muchas ocasiones se pormenoriza por falta de capacitacion y certificacion en la ejecucion
de los mismos.

Sea esta la oportunidad de consolidar la formacion adquirida, los conocimientos y dedicacion a
la resolucién de dichos problemas.
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ABSTRACT

To limit the information provided for the subsequent execution in the implementation of the
proposed scenarios, it is not only the opportunity to integrate the knowledge acquired in the
training, but also the pedagogical way to promote active participation in the development of
solutions.

The dynamics of integrating each one of the proposed steps in the realization of a simulation, leads
to the fact that as future project leaders, the expertise is approved according to the needs.

The ability to solve network problems is a latent need in the technology sector, given the wide
demand that is currently widespread, but that is often detailed due to lack of training and
certification in the execution of the same .

This is the opportunity to consolidate the acquired training, knowledge and dedication to problem
solving.
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INTRODUCCION

Planificar la realizacion de los escenarios sugeridos, consolida la conceptualizacion general de la
formacion académica del diplomado de profundizacion CISCO (disefio e implementacion de
soluciones integradas LAN / WAN) siendo esta una oportunidad enriquecedora para la postulaciéon
de ideales en la resolucion de casos problemas usualmente convencionales en el campo de las
redes.

La herramienta de simulacion packet tracer es ideal en la dinAmica propuesta ya que su interfaz
amigable en la ejecucién de comandos y propuestas disefiadas sujetas a las indicaciones, se
complementan de forma tal que la realizacion de los escenarios complejos sea ludica e
interactiva.

Sin embargo lo anteriormente mencionado no cobraria un fundamento esencial si se carece de
conocimientos elementales que van desde la topologia de las redes hasta las configuraciones
mas avanzadas de las mismas, sin dar paso a la duda esta formacion va concatenada eslabon
tras eslabon pues si desde su fase inicial no se dejan claras las diversas conjeturas que se
presenten, pues se caeria en una serie de errores que llevados a la practica en la industria
equivaldrian a perdidas sustanciales de tiempo y dinero.
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2. OBJETIVOS

OBJETIVO GENERAL

Caracterizar cada uno de los escenarios propuestos, sujetos a los lineamientos establecidos.

OBJETIVOS ESPECIFICOS

Describir el paso a paso de los escenarios realizados junto a su emulacion.
Disefiar una propuesta grafica apoyada del programa packet tracer.
Evidenciar la configuracion de los dispositivos en el programa packet tracer.
Verificar las conexiones de los casos sugeridos.

DESARROLLO DEL PROYECTO

Escenario 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota, Medellin y Cali en donde el
estudiante serd el administrador de la red, el cual debera configurar e interconectar entre si cada
uno de los dispositivos que forman parte del escenario, acorde con los lineamientos establecidos
para el direccionamiento IP, protocolos de enrutamiento y demds aspectos que forman parte de la
topologia de red.
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Diseno Propuesto Packet Tracer Escenario 1

Los requerimientos solicitados son los siguientes:
Parte 1: Para el direccionamiento IP debe definirse una direccién de acuerdo con el nimero de

hosts requeridos.

. . .. | Ultima direccion de
No | Subred e eliEstor host Broadcast
de host

1 192.168.1.0 192.168.1.1 192.168.1.30 192.168.1.31
2 192.168.1.32 192.168.1.33 192.168.1.62 192.168.1.63
3 192.168.1.64 192.168.1.65 192.168.1.94 192.168.1.95
4 192.168.1.96 192.168.1.97 192.168.1.126 192.168.1.127
5 192.168.1.128 | 192.168.1.129 192.168.1.158 192.168.1.159
6 192.168.1.160 | 192.168.1.161 192.168.1.190 192.168.1.191
7 192.168.1.192 | 192.168.1.193 192.168.1.122 192.168.1.123
8 192.168.1.224 | 192.168.1.225 192.168.1.254 192.168.1.255

Parte 2. Considerar la asignacién de los parametros basicos y la deteccion de vecinos
directamente conectados.

Parte 3: La red y subred establecidas deberan tener una interconexion total, todos los hosts
deberan ser visibles y poder comunicarse entre ellos sin restricciones.

Parte 4: Implementar la seguridad en la red, se debe restringir el acceso y comunicacién entre
hosts de acuerdo con los requerimientos del administrador de red.

Parte 5: Comprobacion total de los dispositivos y su funcionamiento en la red.

Parte 6: Configuracion final.
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ANALISIS DEL DESARROLLO DEL PROYECTO

Desarrollo

Como trabajo inicial se debe realizar lo siguiente.

Realizar las rutinas de diagnéstico y dejar los equipos listos para su configuracion (asignar
nombres de equipos, asignar claves de seguridad, etc.).

El acceso a los enrutadores R1, R2 y R3 solo debe permitirse desde PC-C, la estacion de
administracién. PC-C también se utiliza para realizar pruebas de conectividad a PC-A, un servidor
que proporciona servicios DNS, SMTP, FTP y HTTPS.

El procedimiento operativo estandar es aplicar ACL en los enrutadores de borde para mitigar las
amenazas comunes en funcion de la direccion IP de origen y / o de destino. En esta actividad, crea
ACL en los enrutadores de borde R1 y R3 para lograr este objetivo. A continuacion, verifica la

funcionalidad de ACL de los hosts internos y externos.
Los enrutadores se han pre configurado con lo siguiente:

Rutina de seguridad ingreso a la programacion de los router, clave de ingreso

enable secret ciscounad2019
service password-encryption
banner motd "solo acceso autorizado"

line console 0

password classunad2019

login
exit
line vty 0 15

password class

10
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Realizar la conexion fisica de los equipos con base en la topologia de red

y o
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Parte 1: verificar la conectividad de red béasica

Paso 1: desde la PC, verifique la conectividad con PC y R2.

amanag

1 SSHatmin 192

Line 1.B

ics.2

Pinging Packet tracer

11
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Paso 2: desde PC verifica la conectividad con PC y R2t.
Desde el simbolo del sistema, haga ping a PC-A (192.168.1.3)

3 with 32 bytes af gata

from

- - |

y from

nnon

from 102

"
ol ol
= -
n

rrom

atis

Fac t=:
Approximate r d trip times
Minimus = 2Zps, Maxinum

Desde el simbolo del sistema, establezca una sesibn SSH a la interfaz R2 LoO (192.168.2.1)
utilizando un nombre de usuario SSHadmin y contrasefa ciscosshpa55.
PC> ssh - SSHadmin 192.168.2.1

1 SSHadmin 192.163.2

nection to 192.108.2.1 closed by foreign ho

Physical | Config | Desktop | Custom Interface |
Web Browser % !
< > | URL |httpH192 168.13 || TEON— \ Stop | I
(4]
Packet Tracer 5.x
|
Welcome to Packet Tracer 5.x. the best thing since..... Packet Tracer 4.x.
Quick Links: I
A small page ‘
Copyrights |
Image page
Image |
|

Acceso seguro a los Routers

Utilice el comando access-list para crear una ACL IP numerada en R1, R2 y R3.
R1(config)# access-list 10 permit 192.168.3.3 0.0.0.0 R2(config)# access-list 10 permit 192.168.3.3
0.0.0.0 R3(config)# access-list 10 permit 192.168.3.3 0.0.0.0

12
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Ri>en
Fazsword:
Rl¥conf t

Enter configuration commands, one per line. End with CNTL/Z.
Rl(config)*access-list 16 permit 102.1068.3.3 0.8.€.8
®1(conrig)#|

Lo mismo en R2y R3

Paso 2: Aplicar ACL 10 al trafico de entrada en las lineas VTY.

Utilice el comando access-class para aplicar la lista de acceso al trafico entrante en las lineas VTY.
Con do show run verifico las lineas vty

line vty @ 4

password 7 BE22455DGA101303881BBD517F
login local

transport input =sh

Ingreso a la configuracion de las lineas vty

HlEEJnFJEE=11rE wiy @ 4
Rl(config-line}#

Aplico el comando para aplicar la lista de acceso

fil{config-line)#faccess-class 18 in
Rl{config-line}&

Hacemos lo mismo en R2 y R3
R1(config-line)# access-class 10 in R2(config-line)# access-class 10 in R3(config-line)# access-
class 10 in

Verificacion del acceso exclusivo desde la estacion de administracion PC

[Connection to 192.108
PC>=zsh -1 SSHadmin
nen

assword:

Establezca una sesiéon SSH a 192.168.2.1

Configurar la topologia de red, de acuerdo con las
Configuraciones basicas de los Routers

13
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Router MEDELLIN

Router>enable

Router#configure terminal Router(config)#no ip domain-lookup Router(config)#hostname
MEDELLIN MEDELLIN(config)#no ip domain-lookup MEDELLIN(config)#line console 0
MEDELLIN(config-line)#password cisco MEDELLIN(config-line)#login MEDELLIN(config-line)#line
vty 0 15 MEDELLIN(config-line)#password cisco MEDELLIN(config-line)#login MEDELLIN(config-
line)#exit MEDELLIN(config)#enable secret class

MEDELLIN(config)#service password-encryption

MEDELLIN(config)#banner motd $Prohibido el acceso a personas no autorizadas $
MEDELLIN(config)#interface Serial0/0/0

MEDELLIN(config-if)#ip address 192.168.1.99 255.255.255.224 MEDELLIN(config-if)# No
Shutdown

MEDELLIN(config-ify# MEDELLIN(config-if)y#exit MEDELLIN(config)#interface Serial0/1/0
MEDELLIN(config-if)#ip address 192.168.1.68 255.255.255.224 MEDELLIN(config-ifj# No
Shutdown

MEDELLIN(config-ify# MEDELLIN(config-if)#exit MEDELLIN(config)#interface FA0/0O
MEDELLIN(config-if)#ip address 192.168.1.33 255.255.255.224 MEDELLIN(config-ifj# No
Shutdown

MEDELLIN(config-if)#

Router BOGOTA

Router>enable Router#configure terminal

Router(config)#no ip domain-lookup Router(config)#hosthname BOGOTA BOGOTA(config)#no ip
domain-lookup BOGOTA(config)#line console 0 BOGOTA(config-line)#password cisco
BOGOTA(config-line)#login

BOGOTA(config-line)#line vty 0 15 BOGOTA(config-line)#password cisco BOGOTA(config-
line)#login BOGOTA(config-line)#exit BOGOTA(config)#enable secret class
BOGOTA(config)#service password-encryption

BOGOTA(config)#banner motd $Prohibido el acceso a personas no autorizadas $
BOGOTA(config)#interface Serial0/0/0

BOGOTA(config-if)#ip address 192.168.1.98 255.255.255.224 BOGOTA(config-if)# No Shutdown
BOGOTA(config-if)# BOGOTA(config-if)#exit

BOGOTA(config)#interface Serial0/1/0 BOGOTA(config-if)#clock rate 128000
BOGOTA(config-if)#ip address 192.168.1.130 255.255.255.224 BOGOTA(config-if)# No Shutdown
BOGOTA(config-ify# BOGOTA(config-if)y#exit BOGOTA(config)#interface FAO0/O
BOGOTA(config-if)#ip address 192.168.1.1 255.255.255.224 BOGOTA(config-if)y# No Shutdown
BOGOTA(config-if)#

Router CALI

Router>enable Router#configure terminal

14
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Router(config)#no ip domain-lookup Router(config)#hostname CALI CALI(config)#no ip domain-
lookup CALI(config)#line console 0 CALI(config-line)#password cisco CALI(config-line)#login

CALIl(config-line)#line vty 0 15 CALI(config-line)#password cisco CALI(config-line)#login
CALI(config-line)#exit CALI(config)#enable secret class

CALI(config)#service password-encryption

CALl(config)#banner motd $Prohibido el acceso a personas no autorizadas $
CALI(config)#interface Serial0/0/0

CALI(config-if)#ip address 192.168.1.131 255.255.255.224 CALI(config-ify# No Shutdown
CALI(config-if)# CALI(config-if)#exit

CALI(config)#interface Serial0/1/0 CALI(config-if)#clock rate 128000

CALI(config-if)#ip address 192.168.1.34 255.255.255.224

CALlI(config-if)# No Shutdown CALI(config-if)#

CALI(config-if)#exit CALI(config)#interface Fa0/0 CALI(config-if)#clock rate 128000
CALI(config-if)#ip address 192.168.1.65 255.255.255.224 CALI(config-if)# No Shutdown
CALI(config-if)#

Siguientes especificaciones.

Parte 1: Asignacion de direcciones IP:

Se debe dividir (subnetear) la red creando una segmentacién en ocho partes, para permitir
crecimiento futuro de la red corporativa.

Asignar una direccion IP a la red.

Parte 2: Configuracion Basica.

Completar la siguiente tabla con la configuracién basica de los routers, teniendo en cuenta las
subredes disefadas.

Después de cargada la configuracion en los dispositivos, verificar la tabla de enrutamiento en cada
uno de los routers para comprobar las redes y sus rutas.

15
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Tabla de Enrutamiento. Router 1

L 4
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%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

%LINK-3-UPDOWN: Interface Serial0/0/0, changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to down

Tabla de Enrutamiento. Router 2
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%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up

Tabla de Enrutamiento. Router 3
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%LINK-3-UPDOWN: Interface Serial0/0/1, changed state to down
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to down
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up
Verificar el balanceo de carga que presentan los routers.

b. Verificar el balanceo de carga que presentan los routers.
Obsérvese en los routers R1 y R2 cierta similitud.

¥m - o X
Phiyacs Contg ( ANty
——————
05 Command Line hterfnce
Y e o o o
encryption o
izporters, exporsers, dissributors and users are responsible for
cowpliance with U.F. and looal counsry laws. 3y using this producs
you
Agree o sooply with applicable lave and regulations, If you sare
unabie
2 comply with U. 5. and local laws, seturn this procduct immediassely
A sumsazy of U. 3. laws governing Ciece cryptographic products say be
found at
hetp: //wnvew _clisco, confwwl/expozt/czypto/tasl/stgeg . heml
If you zequize fureha: sssistuncs pleass contact us by sending emasl
1 3]
SXPOrusisce com.
Cisco CISCOISHL/ES (revistonm 1.0) with {S1SI0K/327€SK byues of
sapary.
Processor board ID FIX152400%5
3 Gigabis Ethernet interfaces
DAMM configurasion is €4 biss wide wich parisy disabled
355K bytes of non-~volatile Configuration memory
F40056F byses of ATA System CoppactFiash 0 |Read/¥rite)
-
Ciri+FE t0 eait CLI Socus Copy Pasle
SN

R1>enable
R1#show ip config

N

% Invalid input detected at ' marker.
R1#show ip route

18
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Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i -1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

® R - o

Physical Config CcLI Attributes
[=—criw ]

I0S Command Line Interface

R2>enable
R2gshow ip route
Codes: L - local, C - connected, S - static, R — RIP, M - mobile, B -
BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-l, L2 - IS-IS level-2, ia - IS-IS
inter area
¥ — candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

Rz

Ctrl+F6 to exit CLI focus ‘ Copy | | Paste

Universidad
Abjerta y a D
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R2>enable

R2#show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, 1A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i-1S-1S, L1 - 1S-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

R2#

Las tablas de los routers restantes deben permitir visualizar rutas redundantes para el caso de la
ruta por defecto.

hacemos con la consola de comandos asignando una ip al serial.

Routerrenable

RBouterfconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Bouter (config) #interfase serial 0/0/0

% Invalid input detected at "*' marker.

Bouter (config) #interface serial 0/0/0

Bouter (config-if) #ip address 15%2_.1€8.15.0 255_255_255.0
Bad mask /24 for address 152 _1€23_15.0

Bouter (config-if) #no shutdown

RBouter (config-if)#
2LINE-5-CHRMEED: Interface Seriallys0/0, changed state to up

Realizar un diagnostico de vecinos usando el comando cdp.

20
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¥ R1 = O x
Physical Config Attributes
I0S Command Line Interface
~
Press RETURN to get started.
Rl=enable
Rlgshow cdp neig
Rlg§show odp neighbors
Capability Codes: R — Router, T — Trans Bridge, B — Source Route
Bridge
S - Switch, H — Host, I — I&MP, r - Repeater, P -—
Phone
Dewvice ID Local Intrfce Holdtme Capability Platform Port
ID
R1g v

Realizar una prueba de conectividad en cada tramo de la ruta usando Ping.

Parte 3: Configuracion de Enrutamiento.

21



Asignar el protocolo de enrutamiento EIGRP a los routers considerando el direccionamiento
disefiado.

‘ Physical l Config | CLI '
l 105 Command Line Interface
- B e  E EREAtssaencen e -
Jncency

BRI (eonfig-router) L
Ras
ABYR-A-CONFIG_1: Configurmd from console by consols

Ragwe

Bullding configurasion. ..

[OK)

RE¥ah Ap ne

Ragsh ip top

H3teh ip ne

R3toh ip o

RApuh Ap wigep ne

A3¢tah 1p elgrp nelghbors
IP-KIGRP neighbore for process 1

H Addrans Interface Hold Uptime BRTT RTO Q Baq B
(mwe) (mw) Cnt Mum :
0 192.16€8.10.6 BeQ/0/0 13 00:01:04 40 1000 0 10
1 192 .160.10.9 He0/0/1 13 00:01:04 40 1000 0 10
Ragsh ip wigrp ¢
Raveh ip elgrp vo .
copy || Paste

Show ip eigrp topology: Este comando me indica la topologia que voy a tener en la red donde me
indica la letra P es el codigo de la topologia a la red que se esta dirigiendo tal como P
192.168.1.0/24 al primer AS y su FD es 28160 como se ve en la siguiente imagen:

10S Command Line Interface

BMah Ap wigey »
E300% AP slany

E30eh Lp sigey vepeisgy
I3RITRP Tagelagy Tabls fes AF )

’ Passivn, A Arive, © Bpdete, § « Owery, & bepiy
’ Beply states

i L svameersnn, O Le I0im
Cwnmecved, Tosrivharnent 2

19 .49, 1 swssssanee, TD se 10004

via Comsested, Berssidcue

223, 4w
Yie Bemmary e
A8 10 R, L seresssean
vie Dosmected, fasisliinn
$0.8.9/1
wie 192.3%
vee 193

S Ssaussssss, TD e J8RIN%e
e 383 SER L0 FANIMARIILAN
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Completar la siguiente tabla con la configuracién basica de los routers, teniendo en cuenta las
subredes disefadas.

R1 R2 R3

Nombre de Host MEDELLIN BOGOTA CALI
Direccién de Ip en interfaz Serial 0/0 | 192.168.1.99 | 192.168.1.98 | 192.168.1.131
Direccién de Ip en interfaz Serial 0/1 | 192.168.1.68 | 192.168.1.130 | 192.168.1.34
Direccién de Ip en interfaz FA 0/0 192.168.1.33 | 192.168.1.1 192.168.1.65

Protocolo de enrutamiento Eigrp Eigrp Eigrp
Sistema Auténomo 200 200 200
Afirmaciones de red 192.168.1.0 | 192.168.1.0 192.168.1.0

Verificar si existe vecindad con los routers configurados con EIGRP.
Realizar la comprobacién de las tablas de enrutamiento en cada uno de los routers para verificar
cada una de las rutas establecidas.

EZfshow ip route

ICodes: C - connected, 5 - static, I - IGRF, B - BIP, M - mokile, B - BEFE

b - EIZRP, EX - EIGEP external, & - O5PF, IR - OS5PF inter area

N1 - OS5PF HNS55A extermnal type 1, HZ2 - OS5PF NS5Z external type 2

El - GS5PF external type 1, EZ2 - O5PF external type 2, E — EGF

i - I5-I5, L1 - I5-I5 lewel-l1l, L2 - I5-I5 lewel-2, ia - I5-I5 inter
area

¥ — pandidate default, U - per-user static route, o — QDR

P - periocdic downloaded static route

lzateway of last resort is not set

152 _.1€2.1.0/27 is subnetted, 5 subnets
I 152.162.1.0 is directly connected, FastEthermnet(/0

=) 152 .162.1.32 [120/1] +wia 15%2.1€2.1.%%, 00:00:02, Serialds0/0
[120/1] wia 19%2.1€2.1.131, 00:00:17, Serialds1/0

[H] 152 . 1g2.1.c4 [30/217241e] wia 15%2.1e8.1.131, 03:17:51, Serialds 1l s0

I 1%2.1828.1.%& is directly connected, Serialld/ 070

Ic 152.168.1.128 is directly connected, Seriald/1/0

Bogota#show ip route
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Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP D - EIGRP, EX - EIGRP
external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 E1 - OSPF external type 1, E2
- OSPF external type 2, E - EGP

i - 1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/24 is variably subnetted, 8 subnets, 2 masks C 192.168.1.0/27 is directly connected,
GigabitEthernet0/0 L 192.168.1.1/32 is directly connected, GigabitEthernet0/0
D 192.168.1.32/27 [90/2172416] via 192.168.1.99, 00:59:15, Serial0/1/0

D 192.168.1.64/27 [90/2172416] via 192.168.1.131, 00:59:14, Serial0/1/1

C 192.168.1.96/27 is directly connected, Serial0/1/0 L 192.168.1.98/32 is directly connected,
Serial0/1/0 C 192.168.1.128/27 is directly connected, Serial0/1/1

L 192.168.1.130/32 is directly connected, Serial0/1/1

Medellin#show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP D - EIGRP, EX - EIGRP
external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 E1 - OSPF external type 1, E2
- OSPF external type 2, E - EGP

i -1S-1S, L1 - I1S-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/24 is variably subnetted, 7 subnets, 2 masks

D 192.168.1.0/27 [90/2172416] via 192.168.1.98, 00:57:09, Serial0/1/0

C 192.168.1.32/27 is directly connected, GigabitEthernet0/0 L 192.168.1.33/32 is directly
connected, GigabitEthernet0/0

D 192.168.1.64/27 [90/2684416] via 192.168.1.98, 00:57:08, Serial0/1/0

C 192.168.1.96/27 is directly connected, Serial0/1/0 L 192.168.1.99/32 is directly connected,
Serial0/1/0

D 192.168.1.128/27 [90/2681856] via 192.168.1.98, 00:57:09, Serial0/1/0

Cali#show ip route
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Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP D - EIGRP, EX - EIGRP
external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 E1 - OSPF external type 1, E2
- OSPF external type 2, E - EGP

i -1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR P - periodic downloaded static route
Gateway of last resort is not set

192.168.1.0/24 is variably subnetted, 7 subnets, 2 masks

D 192.168.1.0/27 [90/2172416] via 192.168.1.130, 01:00:17, Serial0/1/0 D 192.168.1.32/27
[90/2684416] via 192.168.1.130, 01:00:17, Serial0/1/0

C 192.168.1.64/27 is directly connected, GigabitEthernet0/0 L 192.168.1.65/32 is directly
connected, GigabitEthernet0/0

D 192.168.1.96/27 [90/2681856] via 192.168.1.130, 01:00:17, Serial0/1/0

C 192.168.1.128/27 is directly connected, Serial0/1/0

L 192.168.1.131/32 is directly connected, Serial0/1/0

Realizar un diagnéstico para comprobar que cada uno de los puntos de la red se puedan ver y
tengan conectividad entre si. Realizar esta prueba desde un host de la red LAN del router CALI,
primero a la red de MEDELLIN y luego al servidor.

MEDELLIN#show odp neighbors detail

Dewvice ID: Switch

Entry address{es) :

Platform: cisco Z53&0, Capakbilities: Switch

Imterface: FastEthernetd/,0, Port ID {({outgoing port) : FastEthernetd/, 1
Holdtime: 14

Versiomn =
Cisco I05 Software, C29¢0 Software (C29c0-LAWNBRARSE-M), Version

12 _Z(25)Fx, BRELEASE SOFIWARE (£fcl)
Copyright (o) 152€—2005 by Ciscoco Systems, Ino.
Comgpiled Wed 12—0ct—05 22:05 by pt__team

advertisement wersion: 2
Duplex: £ull

Dewice ID: BOEOTH
Entry addressi{es) :
IP address :: 132 _1&28_1_52
Platform: cisco Cl84]l, Capakbilities: Routerx
Imnterface: Serialds 0,0, Port ID (cutgoing port): Seriald s s000
Holdtime: 1€4

Versiom =

Cisco I05 Software, 1241 Software (C124]1 —EDWIPSERWVICESES—HM), Version
12 _4(15T1, BRELEASE SOFITWARE (£cZ)

Technical Support: http: /@ .o cilsco . com techsupport

Copyright (o) 193c—2007 by Ciscoco Systems, Ino.

Compiled Wed 12—Jul—07 04:-52 by pt__team
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Medellin>en

Medellin#show ip route 192.168.1.131 Routing entry for 192.168.1.128/27

Known via "eigrp 200", distance 90, metric 2681856, type internal Redistributing via eigrp 200

Last update from 192.168.1.98 on Serial0/1/0, 00:23:15 ago Routing Descriptor Blocks:

* 192.168.1.98, from 192.168.1.98, 00:23:15 ago, via Serial0/1/0 Route metric is 2681856, traffic
share count is 1

Total delay is 40000 microseconds, minimum bandwidth is 1544 Kbit Reliability 255/255, minimum
MTU 1500 bytes

Loading 1/255, Hops 1

Medellin#show ip route 192.168.1.1 Routing entry for 192.168.1.0/27

Known via "eigrp 200", distance 90, metric 2172416, type internal Redistributing via eigrp 200

Last update from 192.168.1.98 on Serial0/1/0, 00:25:32 ago Routing Descriptor Blocks:

* 192.168.1.98, from 192.168.1.98, 00:25:32 ago, via Serial0/1/0 Route metric is 2172416, traffic
share countis 1

Total delay is 20100 microseconds, minimum bandwidth is 1544 Kbit Reliability 255/255, minimum
MTU 1500 bytes

Loading 1/255, Hops 1

Cali>en

Cali#tshow ip route 192.168.1.33 Routing entry for 192.168.1.32/27

Known via "eigrp 200", distance 90, metric 2684416, type internal Redistributing via eigrp 200
Last update from 192.168.1.130 on Serial0/1/0, 00:26:43 ago Routing Descriptor Blocks:

*192.168.1.130, from 192.168.1.130, 00:26:43 ago, via Serial0/1/0 Route metric is 2684416, traffic
share countis 1

Total delay is 40100 microseconds, minimum bandwidth is 1544 Kbit Reliability 255/255, minimum
MTU 1500 bytes

Loading 1/255, Hops 2 Bogota>en

Bogota#show ip route 192.168.1.33 Routing entry for 192.168.1.32/27

Known via "eigrp 200", distance 90, metric 2172416, type internal Redistributing via eigrp 200

Last update from 192.168.1.99 on Serial0/1/0, 00:27:29 ago Routing Descriptor Blocks:

* 192.168.1.99, from 192.168.1.99, 00:27:29 ago, via Serial0/1/0 Route metric is 2172416, traffic
share countis 1

Total delay is 20100 microseconds, minimum bandwidth is 1544 Kbit Reliability 255/255, minimum
MTU 1500 bytes

Loading 1/255, Hops 1

Parte 4: Configuracion de las listas de Control de Acceso.
Medellin>en Medellin#config t
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Enter configuration commands, one per line. End with CNTL/Z.

Medellin(config)#line vty 0 Medellin(config-line)#pass cisco Medellin(config-line)#login
Medellin(config-line)#service password-encryption Medellin(config)#end

Bogota>en Bogota#config t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota(config)#line vty 0 Bogota(config-line)#pass cisco
Bogota(config-line)#service password-encryption Bogota(config)#wr

Cali>en Cali#config t

Enter configuration commands, one per line. End with CNTL/Z.
Cali(config)#line vty 0 Cali(config-line)#pass cisco
Cali(config-line)#service password-encryption Cali(config)#end.

Ingreso desde Router Cali a router Medellin y Bogotéa a través de Telnet

——=
Phys=sical Conng (='W Attribute s
108 Command Line Interface
- —yr

SLINM-B-~CHANGED: Invexface SerialO/1/0, ahanged sctate o up

SLINKEPROTO-S-UPDOWN: Line protocol on Intwcrfeace Swciaeld/1/0, changed
state Lo up

SDUAL~-R~NERCHANGE IP-RIGRP J00: Neighboeorx 193 .168 . 1.130 (Sexialo/s1,0)
im up: new adjiacency

[ Cali>an

Caligoontfig ©

Enter configuration commands, one per line End with CNTL/Z
Caliiconfigleline vey O

Cali(config-line)édépass cisco

Callilconfig-line)éservice passvord-encerypulion
Calitoontfig) gend

Calig

ASYS-LS~CONNIG _T: Configured from conscle by conscle

Calisvelnet 192 _ 165.1.33
Teying 1982 168.1. 33 open
Usmr Access Verification

Paspnword
Madellin>

Cl+F6 to exit CLI focus | copy || Paste
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Physical Config LI Attributes
I

105 Command Line Interface

Califconfig t©

Enter configuration commands, one per line. End with CHTL/SZ.
Calilconfig)fline wty 0O

Calilconfig-line) #pass cisco

Cali {config—line) #fservice password-encryption
Calilconfig) #end

Calig

SS¥S—-5—CONFIEZ I: Configured from conscle by conscle

Califtelnet 13Z_1&e8_.1.33
Trying 1932 _.1€8.1.33 . _ _Open
User Rhcocess Verification

Password:
Medellin>exit

[Connection to 13Z_.1€8.1_.33 closed by foreign hostl]

Calig
Califtelnet 13Z_1e5.1.1 —
Trying 132 _.1€8.1.1 .. _Open

m

User RAcoccess Werification

Password: —
Bngntaﬂ i

Cirl+F6 to exit CLI focus [ Copy ] [ FPaste ]

En este momento cualquier usuario de la red tiene acceso a todos sus dispositivos y
estaciones de trabajo. El jefe de redes le solicita implementar seguridad en la red. Para
esta labor se decide configurar listas de control de acceso (ACL) a los routers.

Las condiciones para crear las ACL son las siguientes:

Cada router debe estar habilitado para establecer conexiones Telnet con los demas
routers y tener acceso a cualquier dispositivo en la red.
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ommand Prompt

El equipo WS1 y el servidor se encuentran en la subred de administracion. Solo el
servidor de la subred de administracion debe tener acceso a cualquier otro dispositivo en
cualquier parte de la red.

Las estaciones de trabajo en las LAN de MEDELLIN y CALI no deben tener acceso a
ninguan

Dispositivo fuera de su subred, excepto para interconectar con el servidor.
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ommand Prompt

ser Access WV

Comprobacién de lared instalada.
Se debe probar que la configuracion de las listas de acceso fue exitosa.

Comprobar y Completar la siguiente tabla de condiciones de prueba para confirmar el
optimo funcionamiento de la red e.

29



Physical Config CLI Attributes
[AFS e ]

I0S Command Line Interface

[FYESS RZIURMT TO g=¢t St=rcedr

~
$LINK-5-CHANGED: Interface Seriall0/0/0, changed state to up
$LINK-5-CHANGED: Interface Seriall/1/0, changed state to up
$LINK-5-CHANGED: Interface Seriall/1/1l, changed state to up
S$LINEPROTO-5-UPDOWN: Line protocol on Interface Seriall/1/1, changed
state to up
$LINEPROTO-S5-UPDOWN: Line protocecl on Interface Seriall/1/0, changed
state to up
$LINEPROTO-5-UPDOWN: Line protocol on Interface Seriald/0/0, changed
state to up
Rl>enable
Rlgconfigure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Rl (confiqg)§
Rl (config) $§router rip
Rl (config-router) faccess-list 1 permit 152.1€3.0.0 v

Ctri+F6 to exit CLI focus ‘ Copy [ | Paste
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nd Prompt

BC>

BPC>

PC>

BPC>

BC>

BPC>

PC>

BPC>

BC>

BC>

PC>

PC>

BC>

BPC>

PC>

PC>ftp 192.168.2.3

Trying to connect...182.168.2.3
Connected to 192.168.2.3

220- Welcome to PT Ftp server
Username:cisco

331- Username ok, need password
Passwozrd:

230- Logged in

(passive meode On)

ftp>
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Escenario 2

Una empresa tiene la conexion a internet en una red Ethernet, lo cual deben adaptarlo
para facilitar que sus routers y las redes que incluyen puedan, por esa via, conectarse
a internet, pero empleando las direcciones de la red LAN original.

. o
——
= - L )
SWITCH SWITCH DE NTEET
TUsIA LABGRATORIO
| 17230240
VLANY « 172228128 m—
VLANO = 172 31.0.128 /2 || VLAl 30
VLANID- 172310 152 25 || SOWOSTS
wES
EXTERNO
VLANY = 172312029
VLANTO = 17231 2.0128
VLANIO = 172.38 0.64 126
VLAY = 17201 289
VLANZO = 17231164 28
VAN = 172.91.1.0 28
VUANES = 172 312 2029
172393019
FEWBdOrfL 2drrasamET @@ ”
e l/med o

AR

YR AR LI LA

Diseno Grafico Packet Tracer Escenario 2
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Los siguientes son los requerimientos necesarios:

Punto 1 Todos los routers deberan tener los siguientes:

Configuracion basica.

Autenticacion local con AAA.

Cifrado de contrasefias.

Un méaximo de internos para acceder al router.

Méaximo tiempo de acceso al detectar ataques.

Establezca un servidor TFTP y almacene todos los archivos necesarios de los routers.

Se realiza la configuracion basica para cada router dandole un nombre a los routers
con el comando hostname y sus respectivas contrasefas.

Moab §/med U@

N 2
BOAL urt [T
Tastltsarmetd 0 1L
furttvursatdfo Lt
Tastdtharsatdd 10 Uy
TastStherseatd/. 20 Op
Fastfinernetdft Do —

WAL paceeas
o0e 4T 2
B0 4110 42
0040 4778 42
004D 4770 42
0040 4770 42
Berielldfane o et >
Serialdfann Dosn g X (ze: t 23
Yiexl Do 1 ron s> Ceek > 000 tece. 1
Roetamme  FEARMNCA

ot

VAN — Pepeisal losetion. Ivimreity. Boee City. Corpesabe Offise Mais ¥irisy Closst
e
5

i VAN M

VM %

Configuracién inicial Router:
Bucaramanga

Router>enable Router#conf t

Enter  configuration commands, one per line. End with CNTL/Z
Router(config)#hostname BUCARAMANGA BUCARAMANGA(config)#enable
password cisco2019

BUCARAMANGA(config)#enable password cisco2019
BUCARAMANGA(config)#service password-encryption BUCARAMANGA(config)#login
block-for 150 attempts 3 within 20 BUCARAMANGA(config)#aaa new-model
BUCARAMANGA(config)#aaa authentication login R1 local enable
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BUCARAMANGA(config)#username NOMBREO secret R2
BUCARAMANGA(config)#line con 0

BUCARAMANGA(config-line)#login authentication RED1 BUCARAMANGA(config-
line)#logging synchronous BUCARAMANGA(config-line)#exe-timeout 11

N

% Invalid input detected at ' marker. BUCARAMANGA(config-line)#exec-timeout 11

BUCARAMANGA(config-line)#line vty 0 15 BUCARAMANGA(config-line)#login
authentication RED1 BUCARAMANGA(config-line)#logging synchronous
BUCARAMANGA(config-line)#exec-timeout 5 BUCARAMANGA(config-line)#exit
BUCARAMANGA(config)#interface s0/0/0

BUCARAMANGA(config-if)#ip address 172.31.2.33 255.255.255.252
BUCARAMANGA(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state  to down
BUCARAMANGA(config-if)#interface g0/1.1 BUCARAMANGA(config-
subif)#encapsulation dotlqg 1

BUCARAMANGA (config-subif)#ip address 172.31.2.1 255.255.255.248
BUCARAMANGA(config-subif)#interface g0/1.10 BUCARAMANGA(config-
subif)#encapsulation dotlq 10

BUCARAMANGA(config-subif)#ip address 172.31.0.1 255.255.255.192
BUCARAMANGA(config-subif)#interface g0/1.30 BUCARAMANGA(config-
subif)#encapsulation dotlqg 30

BUCARAMANGA(config-subif)#ip address 172.31.0.65 255.255.255.192
BUCARAMANGA(config-subif)#interface g0/1

BUCARAMANGA(config-if)#no shutdown

BUCARAMANGA(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1, changed
state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/1.1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1.1, changed
state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/1.10, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1.10, changed
state to up
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%LINK-5-CHANGED: Interface GigabitEthernet0/1.30, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1.30, changed
state to up

BUCARAMANGA(config-ifj#end BUCARAMANGA#
%SYS-5-CONFIG_I: Configured from console by console

Part sk

Fartitaeraecl ] <oat Wi 9035, 7456.600L | Senver
aritesatNE B 2ot set> 81 1986 6001
Dastithernett0. 2 B oot s> 931 75568001
Fardtcsntl0 N W Cact et 08D T566.6000
FarEarsnt(l % Gt > 908D THE6 €002
Seriald/t0 % ot > 50t )
Seriald/t/L » Gat pet> et pet>
Vool Jow ozt ety M oI
Esrtzame: TORA

Pipsacal locatics: Jstereity, Some (uty, Comporate Office. Ihis Wirisy Coset

Estructura Grafica
Tunja

Router>enable Router#conf t

Enter  configuration = commands, one per line. End with CNTL/Z
Router(config)#hostname TUNJA

TUNJA(config)#enable password SISTEMAS1 TUNJA(config)#service password-
encryption TUNJA(config)#login block-for 150 attempts 3 within 20 TUNJA(config)#aaa
new-model

TUNJA(config)#aaa authentication login GERENCIAL local enable
TUNJA(config)#username NOMBRE13 secret ADMIN2 TUNJA(config)#line con 0
TUNJA(config-line)#login  authentication GERENCIA1 TUNJA(config-line)#logging
synchronous TUNJA(config-line)#exec-timeout 11

TUNJA(config-line)#line vty 0 15
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TUNJA(config-line)#login  authentication GERENCIAL TUNJA(config-line)#logging
synchronous TUNJA(config-line)#exec-timeout 5

TUNJA(config-line)#exit TUNJA(config)#interface s0/0/0

TUNJA(config-if)#ip address 172.31.2.34 255.255.255.252

TUNJA(config-if)#clock rate 2000000 TUNJA(config-if)#no shutdown

TUNJA(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
TUNJA(config-if)#interface

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up
TUNJA(config-if)#interface s0/0/1

TUNJA(config-if)#ip address 172.31.2.37 255.255.255.252 TUNJA(config-if)#no
shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down TUNJA(config-
if)#interface g0/0

TUNJA(config-if)#ip address 209.17.220.1 255.255.255.0 TUNJA(config-if)#no
shutdown

TUNJA(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0, changed
state to up

TUNJA(config-if)#interface g0/1.1 TUNJA(config-subif)#encapsulation dotlq 20
TUNJA(config-subify#ip address 172.31.0.129 255.255.255.192 TUNJA(config-
subif)#interface g0/1.30

TUNJA(config-subif)#encapsulation dotlqg 30

TUNJA(config-subify#ip address 172.31.0.193 255.255.255.192 TUNJA(config-
subif)#interface g0/1

TUNJA(config-if)#no shutdown

TUNJA(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1, changed
state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/1.1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1.1, changed
state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/1.30, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1.30, changed
state to up

TUNJA(config-ifyj#end TUNJA#

%SYS-5-CONFIG_I: Configured from console by console TUNJA#
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Cundinamarca

Router>enable Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname CUNDINAMARCA CUNDINAMARCA(config)#enable
password CISCO321 CUNDINAMARCA(config)#service  password-encryption
CUNDINAMARCA(config)#login block-for 150 attempts 3 within 20
CUNDINAMARCA(config)#aaa new-model CUNDINAMARCA(config)#aaa
authentication login CISCO50 local enable CUNDINAMARCA(config)#username
EQUI60 secret ADD55 CUNDINAMARCA(config)#line con 0

CUNDINAMARCA(config-line)#login authentication CISCO5 CUNDINAMARCA(config-
line)#logging synchronous CUNDINAMARCA(config-line)#exec-timeout 11
CUNDINAMARCA(config-line)#line vty 0 15 CUNDINAMARCA(config-line)#login
authentication CISCO5 CUNDINAMARCA(config-line)#logging

synchronous CUNDINAMARCA(config-line)#exec-timeout 5 CUNDINAMARCA(config-
line)#exit CUNDINAMARCA(config)#interface s0/01

%lInvalid interface type and number CUNDINAMARCA(config)#interface s0/0/1
CUNDINAMARCA(config-if)#ip address 172.31.2.38 255.255.255.252
CUNDINAMARCA(config-if)#clock rate 1000000 CUNDINAMARCA(config-if)#no
shutdown

CUNDINAMARCA(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
CUNDINAMARCA(config-if)#interface s0/0/1

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up
CUNDINAMARCA(config-if)#interface  s0/0/1 CUNDINAMARCA(config-if)#interface
g0/1.1 CUNDINAMARCA(config-subif)#encapsulation dotlq 1
CUNDINAMARCA(config-subif)#ip address 172..31.2.9 255.255.255.248

N

% Invalid input detected at '» marker.

CUNDINAMARCA(config-subif)#ip address 172.31.2.9 255.255.255.248
CUNDINAMARCA(config-subif)#interface g0/1.20 CUNDINAMARCA(config-
subif)#encapsulation dotlq 20

CUNDINAMARCA(config-subif)#ip address 172.31.1.65 255.255.255.192
CUNDINAMARCA(config-subif)#interface g0/1.30 CUNDINAMARCA(config-
subif)#encapsulation dotlq 30

CUNDINAMARCA(config-subif)#ip address 172.31.1.1 255.255.255.192
CUNDINAMARCA(config-subif)#interface g0/1.88 CUNDINAMARCA(config-
subif)#encapsulation dotlq 88

CUNDINAMARCA(config-subif)#ip address 172.31.2.25 255.255.255.248
CUNDINAMARCA(config-subif)#interface g0/1

CUNDINAMARCA(config-if)#no shutdown
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CUNDINAMARCA(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1, changed
state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/1.1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1.1, changed
state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/1.20, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1.20, changed
state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/1.30, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1.30, changed
state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/1.88, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1.88, changed
state to up

CUNDINAMARCA(config-ifjtend CUNDINAMARCA#

%SYS-5-CONFIG_I: Configured from console by console CUNDINAMARCA#

Se configuran las VLAN para cada Switch:

Se configuran las VLAN para cada switch con su respectivo nimero de la VLAN que
se desea configurar con el comando config-vlan. También se le da un nombre a la
VLAN con el comando name, estos pasos se registraron en los siguientes:

Bucaramanga

Switch>enable Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z. Switch(config)#vlanl

N

% Invalid input detected at ' marker. Switch(config)#vlan 1

Switch(config-vlan)#name VLAN1

Default VLAN 1 may not have its nhame changed. Switch(config-vlan)#vlan 10
Switch(config-vlan)#name VLAN1O0 Switch(config-vlan)#vlan 30 Switch(config-
vlan)#name VLAN30 Switch(config-vlan)#exit Switch(config)#int VLAN1
Switch(config-if)#ip address 172.31.2.2 255.255.255.248 Switch(config-if)#no shutdown

Switch(config-if)#
%LINK-5-CHANGED: Interface Vlanl, changed state to up
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%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up
Switch(config-if)#int VLAN10 Switch(config-if)#

%LINK-5-CHANGED: Interface Vlan10, changed state to up

Switch(config-if)#ip address 172.31.0.66 255.255.255.192 Switch(config-if)#no
shutdown

Switch(config-if)#int f0/1

Switch(config-if)#switchport mode access Switch(config-if)#switchport access vian 10
Switch(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl10, changed state to up
Switch(config-if)#int f0/2

Switch(config-if)#switchport mode access Switch(config-if)#switchport access vlan 30
Switch(config-if)#end

Switch#

%SYS-5-CONFIG_I: Configured from console by console

Switch#copy run start

Destination filename [startup-config]?

Tunja

Switch>enable Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z. Switch(config)#vlan 1
Switch(config-vlan)#name VLAN1

Default VLAN 1 may not have its name changed. Switch(config-vlan)#vlan 20
Switch(config-vlan)#name  VLAN20 Switch(config-vlan)#vlan 30  Switch(config-
vlan)#name VLAN30 Switch(config-vlan)#exit Switch(config)#int VLAN1
Switch(config-if)#ip address 172.3.2.10 255.255.255.248 Switch(config-if)#no shutdown
Switch(config-if)#int VLAN20

Switch(config-if)#ip address 172.31.0.130 255.255.255.192 Switch(config-if)#no
shutdown

Switch(config-if)#int VLAN30

Switch(config-if)#ip address 172.31.0.194 255.255.255.192 Switch(config-if)#no
shutdown

Switch(config-if)#int f0/1

Switch(config-if)#switchport mode access

Switch(config-if)#switchport access vlan 20 Switch(config-if)#int f0/2
Switch(config-if)#switchport mode access Switch(config-if)#switchport access vlan 30
Switch(config-if)y#end

Switch#

%SYS-5-CONFIG_I: Configured from console by console

Switch#copy run start

Destination filename [startup-config]?
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Switch>enable Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z. Switch(config)#vlan 1
Switch(config-vlan)#name VLAN1

Default VLAN 1 may not have its nhame changed. Switch(config-vlan)#vlan 20
Switch(config-vlan)#name VLAN20 Switch(config-vlan)#vlan 30 Switch(config-
vlan)#name VLAN30 Switch(config-vlan)#vlan 88 Switch(config-vlan)#name VLANS88
Switch(config-vlan)#exit Switch(config)#int VLAN1

Switch(config-if)y#ip address 172.31.2.10 255.255.255.248 Switch(config-if)#no
shutdown

Switch(config-if)#

%LINK-5-CHANGED: Interface Vlanl, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up
Switch(config-if)#int VLAN20 Switch(config-if)#

%LINK-5-CHANGED: Interface VIan20, changed state to up

Switch(config-if)#ip address 172.31.1.66 255.255.255.192  Switch(config-if)#no
shutdown

Switch(config-if)#int VLAN30 Switch(config-if)#

%LINK-5-CHANGED: Interface VIan30, changed state to up

Switch(config-if)#ip address 172.31.1.2 255.255.255.192 Switch(config-if)#no shutdown
Switch(config-if)#int VLAN88 Switch(config-if)#

%LINK-5-CHANGED: Interface VIan88, changed state to up

Switch(config-if)y#ip address 172.31.2.26 255.255.255.248 Switch(config-if)#no
shutdown

Switch(config-if)#int fO/1

Switch(config-if)#switchport mode access Switch(config-if)#switchport access vlan 20
Switch(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan20, changed state to up
Switch(config-if)#int f0/2

Switch(config-if)#switchport mode access Switch(config-if)#switchport access vlan 30
Switch(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan30, changed state to up
Switch(config-if)y#end Switch#

%SYS-5-CONFIG_I: Configured from console by console

Switch#copy run start

Destination filename [startup-config]?
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Punto 2. El DHCP debera proporcionar solo direcciones a los hosts de
Bucaramanga y Cundinamarca

Se configuran los routers con el comando DHCP dandole la asignacion de direcciones
IP.

DHCP en cada router:
Tunja

TUNJA>enable Password:

Password:

TUNJA#conf t

Enter configuration commands, one per line. End with CNTL/Z. TUNJA(config)#ip dhcp
excluded-address 172.31.2.1 172.31.2.2

TUNJA(config)#ip dhcp excluded-address 172.31.0.1 172.31.0.2

TUNJA(config)#ip dhcp excluded-address 172.31.0.65 172.31.0.66

TUNJA(config)#ip dhcp excluded-address 172.31.2.9 172.31.2.10

TUNJA(config)#ip dhcp excluded-address 172.31.1.65 172.31.1.66

TUNJA(config)#ip dhcp excluded-address 172.31.1.1 172.31.1.2

TUNJA(config)#ip dhcp excluded-address 172.31.2.25 172.31.2.26 TUNJA(config)#ip
dhcp excluded-address

172.31.2.11 TUNJA(config)#ip dhcp pool BucaramangaVl
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TUNJA(dhcp-config)#network 172.31.2.0 255.255.255.248
TUNJA(dhcp-config)#default-router 172.31.2.1 TUNJA(dhcp-config)#ip dhcp pool
BucaramangaV10 TUNJA(dhcp-config)#network 172.31.0.0 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.0.1 TUNJA(dhcp-config)#ip dhcp pool
BucaramangaV30 TUNJA(dhcp-config)#network 172.31.0.64 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.0.65 TUNJA(dhcp-config)#ip dhcp pool
CundinamarcaV1l TUNJA(dhcp-config)#network 172.31.2.8 255.255.255.248
TUNJA(dhcp-config)#default-router 172.31.2.9 TUNJA(dhcp-config)#ip dhcp pool
CundinamarcaV20 TUNJA(dhcp-config)#network 172.31.1.64 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.1.65 TUNJA(dhcp-config)#ip dhcp pool
CundinamarcaV30 TUNJA(dhcp-config)#network 172.31.1.0 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.1.1 TUNJA(dhcp-config)#ip dhcp pool
CundinamarcaV88 TUNJA(dhcp-config)#network 172.31.2.24 255.255.255.248
TUNJA(dhcp-config)#default-router 172.31.2.25 TUNJA(dhcp-config)#end

TUNJA#

%SYS-5-CONFIG_I: Configured from console by console

TUNJA#copy run start

Destination filename [startup-config]?

Bucaramanga

BUCARAMANGA>enable Password:
Password:
BUCARAMANGA#conf t

Enter  configuration commands, one per line. End with CNTL/Z
BUCARAMANGA(config)#int g0/1.1

BUCARAMANGA(config-subif)#ip helper-address 172.31.2.34
BUCARAMANGA(config-subif)#int g0/1.10

BUCARAMANGA(config-subif)#ip helper-address 172.31.2.34
BUCARAMANGA(config-subif)#int g0/1.30 BUCARAMANGA(config-subif)#ip helper-
address 172.31.2.34

BUCARAMANGA(config-subif)y#end BUCARAMANGA#

2%SYS-5-CONFIG_I: Configured from console by console

BUCARAMANGA#copy run start Destination filename [startup-config]?

Cundinamarca
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CUNDINAMARCA>enable Password:

Password:

CUNDINAMARCA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA (config)#int g0/1.1

CUNDINAMARCA(config-subif)#ip helper-address 172.31.2.37
CUNDINAMARCA(config-subif)#int g0/1.20 CUNDINAMARCA(config-subif)#ip helper-
address 172.31.2.37 CUNDINAMARCA(config-subif)#int g0/1.30
CUNDINAMARCA(config-subif)#ip helper-address 172.31.2.37

CUNDINAMARCA(config-subif)#int g0/1.88 CUNDINAMARCA(config-subif)#ip helper-
address 172.31.2.37 CUNDINAMARCA(config-subif)#end

CUNDINAMARCA#

%SYS-5-CONFIG_I: Configured from console by console

CUNDINAMARCA#copy run start Destination filename [startup-config]?

Punto 3. ElI web server debera tener NAT estético y el resto de los equipos de la
topologia emplearan NAT de sobrecarga (PAT).

Se realiza la configuracion con el comando NAT estatico el cual se mapea una
direccién IP privada con una publica de forma estéatica, para esto se realiza con el
comando ip nat inside source static.

TUNJA>enable Password:

Password:

Password:

TUNJA#conf t

Enter configuration commands, one per line. End with CNTL/Z. TUNJA(config)#ip nat
inside source static 172.31.2.11 209.17.220

TUNJA(config)#ip access-list standart COLOMBIA

N

% Invalid input detected at "M marker. TUNJA(config)#ip access-list standard
COLOMBIA TUNJA(config-std-nacl)#permit 172.31.0.0 0.0.255.255 TUNJA(config-std-
nacl)#exit

TUNJA(config)#ip nat inside source list COLOMBIA interface g0/0 overload
TUNJA(config)#int g0/0

TUNJA(config-if)#ip nat outside TUNJA(config-if)#int s0/0/0 TUNJA(config-if)#ip nat
inside TUNJA(config-if)#int s0/0/1 TUNJA(config-if)#ip nat inside TUNJA(config-if)#int
g0/1.1 TUNJA(config-subif)#ip nat inside TUNJA(config-subif)#int  g0/1.20
TUNJA(config-subif)#

%LINK-5-CHANGED: Interface GigabitEthernet0/1.20, changed state to up
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%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1.20, changed
state to up

TUNJA(config-subif)#ip nat inside TUNJA(config-subif)#int g0/1.30 TUNJA(config-
subif)#ip nat inside TUNJA(config-subif)#end TUNJA#
%SYS-5-CONFIG_I: Configured from console by console

TUNJA#copy run start
Destination filename [startup-config]?

Configuracién de ruta estética predeterminada:

TUNJA#conf t

Enter configuration commands, one per line. End with CNTL/Z. TUNJA(config)#ip route
0.0.0.0 0.0.0.0 g0/0

%Default route without gateway, if not a point-to-point interface, may impact
performance

TUNJA(config)#router ospf 1

TUNJA(config-router)#default-information originate TUNJA(config-router)#end

TUNJA#

%SYS-5-CONFIG_I: Configured from console by console

TUNJA#copy run start

Destination filename [startup-config]? Building configuration...

[OK]

Punto 4. El enrutamiento deberd tener autenticacion.
A continuacion se realiza el enrutamiento a cada router.
Bucaramanga

BUCARAMANGA>enable Password:

Password:

BUCARAMANGA#conf t

Enter  configuration = commands, one per line. End with CNTL/Z
BUCARAMANGA(config)#router ospf 100

BUCARAMANGA(config-router)#router-id 1.1.1.1
BUCARAMANGA(config-router)#network 172.31.2.32 0.0.0.3 area 0
BUCARAMANGA(config-router)#network 172.31.2.0 0.0.0.7 area 0
BUCARAMANGA(config-router)#network 172.31.0.1 0.0.0.63 area 0
BUCARAMANGA(config-router)#network 172.31.0.64 0.0.0.63 area 0
BUCARAMANGA(config-router)#passive-interface  g0/1  BUCARAMANGA(config-
router)#area 0 authentication BUCARAMANGA(config-router)#exit
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BUCARAMANGA(config)#int s0/0/0

BUCARAMANGA(config-if)#ip ospf authentication-key osinterpf

%OSPF: Warning: The password/key will be truncated to 8 characters
BUCARAMANGA (config-ify#copy run start

N

% Invalid input detected at '~ marker.

BUCARAMANGA(config-ify#no ip ospf authentication-key osinterpf
BUCARAMANGA(config-if)#ip ospf authentication-key ACOSPF
BUCARAMANGA (config-ify#copy run start

N

% Invalid input detected at '~ marker. BUCARAMANGA(config-ify#end
BUCARAMANGA#

%SYS-5-CONFIG_I: Configured from console by console

BUCARAMANGA#copy run start Destination filename [startup-config]? Building
configuration...

[OK]

Tunja

TUNJA>enable Password: TUNJA#conf t

Enter configuration commands, one per line. End with CNTL/Z. TUNJA(config)#router
ospf 100

TUNJA(config-router)#router - id 2.2.2.2

N

% Invalid input detected at ' marker. TUNJA(config-router)#router-id 2.2.2.2
TUNJA(config-router)#network 172.31.2.32 0.0.0.3 area 0
TUNJA(config-router)#network 172.31.2.36 0.0.0.3 area 0
TUNJA(config-router)#network 209.17.220.0 0.0.0.255 area O
TUNJA(config-router)#network 172.3.2.8 0.0.0.7 area O

TUNJA(config-router)#network 172.31.0.128 0.0.0.63 area 0
TUNJA(config-router)#network  172.31.0.192 0.0.0.63 area 0 TUNJA(config-
router)#passive-interface go/1

TUNJA(config-router)#area 0 authentication TUNJA(config-router)#exit
TUNJA(config)#int s0/0/0

TUNJA(config-if)#ip ospf authentication-key ACOSPF TUNJA(config-if)#

06:53:23: %OSPF-5-ADJCHG: Process 100, Nbr 1.1.1.1 on Serial0/0/0

from LOADING to FULL, Loading Done

TUNJA(config-if)#int s0/0/1

TUNJA(config-if)#ip ospf authentication-key ACOSPF TUNJA(config-if)#copy run start
N

% Invalid input detected at '»* marker. TUNJA(config-if)#end

TUNJA#
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2%SYS-5-CONFIG_I: Configured from console by console

TUNJA#copy run start
Destination filename [startup-config]? Building configuration...
[OK]

CUNDINAMARCA

CUNDINAMARCA>enable Password:

CUNDINAMARCA¢#conf t

Enter configuration @ commands, one per line. End with CNTL/Z
CUNDINAMARCA(config)#router ospf 100

CUNDINAMARCA(config-router)#router-id 3.3.3.3
CUNDINAMARCA(config-router)#network 172.31.2.36 0.0.0.3 area 0
CUNDINAMARCA(config-router)#network 172.31.2.8 0.0.0.7 area 0
CUNDINAMARCA(config-router)#network 172.31.1.64 0.0.0.63 area O
CUNDINAMARCA(config-router)#network 172.31.1.0 0.0.0.63 area 0
CUNDINAMARCA(config-router)#network 172.31.2.24 0.0.0.7 area 0
CUNDINAMARCA(config-router)#passive-interface  g0/1  CUNDINAMARCA(config-
router)#area 0 authentication CUNDINAMARCA(config-router)#exit
CUNDINAMARCA(config)#int s0/0/0

CUNDINAMARCA(config-if)#ip ospf authentication-key ACOSPF
CUNDINAMARCA(config-if)#copy run start

N

% Invalid input detected at '~ marker. CUNDINAMARCA(config-if)#end
CUNDINAMARCA#

%SYS-5-CONFIG_I: Configured from console by console

CUNDINAMARCA#copy run start Destination filename [startup-config]? Building
configuration...

[OK]
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Establezca un servidor TFTP y almacene todos los archivos necesarios de los
routers.

Physical Config Services Deskiop Programming Aftributes
SERVICES TFTE
HTTP
DHCP Service ® 0On
DHCPw6E
TFTP File
DNS ‘asaB42 k8. bin
Fislas asa%23-ka.bin
AAA c1341-advipeerviceski-mz. 124-15.T1 bin
Er:ﬂ-::;_ c1841-ipbase-mz.123-14.T7 .bin
e c1841-ipbaseki-m=z.124-12 bin
10T c1900-universalk8-mz. SPA. 155-3.M4a.bin

WM Management
Radius EAP

c2500-advipserviceskS-mz.124-15.T1.bin
c2G00-i-mz. 122-28.bin

c2500-ipbaseki-mz. 124-3.bin
c2&00nm-advipserviceskS-mz.124-15.T1 bin
c2&00nm-advipserviceskS-mz.151-4. M4 bin
c2300nm-ipbase-mz. 123-14.T7 bin
c2800nm-ipbasekd-mz. 1 24-8 bin

Listas de control de acceso:
A continuacion se parametrizan los accesos
Para esto se realiza con el comando ip access-list extended.

Los hosts de VLAN 20 en Cundinamarca no acceden a internet, solo a la red interna
de Tunja.

Username: NOMBREG6 Password:

CUNDINAMARCA>enable Password:

CUNDINAMARCA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#ip access-list extended LANCV30 CUNDINAMARCA(config-
ext-nacl)#permit ip 172.31.1.0 0.0.0.63 172.31.2.16 0.0.0.7
CUNDINAMARCA(config-ext-nacl)#permit ip 172.31.1.0 0.0.0.63 172.31.0.128

0.0.0.63

CUNDINAMARCA(config-ext-nacl)#permit ip 172.31.1.0 0.0.0.63 172.31.0.192

0.0.0.63
CUNDINAMARCA(config-ext-nacl)#exit
CUNDINAMARCA(config-subif)#ip
CUNDINAMARCA(config-subif)#end

CUNDINAMARCA(config)#int g0/1.30
access-group LANCV30 in
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CUNDINAMARCA#
%SYS-5-CONFIG_I: Configured from console by console

Los hosts de VLAN 10 en Cundinamarca si acceden a internet y no a la red interna de
Tunja.

CUNDINAMARCA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#ip access-list extended LANCV20 CUNDINAMARCA(config-
ext-nacl)#deny ip 172.31.1.64 0.0.0.63 172.31.2.16 0.0.0.7
CUNDINAMARCA(config-ext-nacl)#deny ip 172.31.1.64 0.0.0.63 172.31.0.128

0.0.0.63

CUNDINAMARCA(config-ext-nacl)#deny ip 172.31.1.64 0.0.0.63 172.31.0.192

0.0.0.63

CUNDINAMARCA(config-ext-nacl)#permit ip any any UNDINAMARCA(config-ext-
nacl)#exit CUNDINAMARCA(config)#int g0/1.20 CUNDINAMARCA(config-subif)#ip
access-group LANCV20 in CUNDINAMARCA(config-subif)#end

CUNDINAMARCA#

2%SYS-5-CONFIG_I: Configured from console by console

Los hosts de VLAN 30 en Tunja solo acceden a servidores web y ftp de internet.

TUNJA>enable Password:

TUNJA#conf t

Enter configuration commands, one per line. End with CNTL/Z. TUNJA(config)#ip
access-list extended LANTV30

TUNJA(config-ext-nacl)#permit tcp 172.31.0.192 0.0.0.63 0.0.0.0 255.255.255.255 eq
ftp

TUNJA(config-ext-nacl)#permit tcp 172.31.0.192 0.0.0.63 0.0.0.0 255.255.255.255 eq
WWW

TUNJA(config-ext-nacl)#exit

TUNJA(config)#int g0/1.30

TUNJA(config-subif)#ip access-group LANTV30 in TUNJA(config-subif)#end
TUNJA#

%SYS-5-CONFIG_I: Configured from console by console

Los hosts de VLAN 20 en Tunja solo acceden a la VLAN 20 de Cundinamarca y VLAN
10 de Bucaramanga.
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TUNJA#conf t

Enter configuration commands, one per line. End with CNTL/Z. TUNJA(config)#ip access-
list extended LANTV20

TUNJA(config-ext-nacl)#permit tcp 172.31.0.128 0.0.0.63 172.31.1.0 0.0.0.63
TUNJA(config-ext-nacl)#permit  tcp 172.31.0.128 0.0.0.63 172.31.0.0 0.0.0.63
TUNJA(config-ext-nacl)#exit

TUNJA(config)#int g0/1.20

TUNJA(config-subif)#ip access-group LANTV20 in TUNJA(config-subif)#end

TUNJA#

%SYS-5-CONFIG_I: Configured from console by console

Los hosts de VLAN 30 de Bucaramanga acceden a internet y a cualquier equipo de VLAN
10.

BUCARAMANGA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#ip access-list extended LANBV30 BUCARAMANGA(config-ext-
nacl)#deny ip 172.31.0.64 0.0.0.63 172.31.2.0

0.0.0.7

BUCARAMANGA(config-ext-nacl)#deny ip 172.31.0.64 0.0.0.63 172.31.2.16

0.0.0.7

BUCARAMANGA(config-ext-nacl)#deny ip 172.31.0.64 0.0.0.63 172.31.0.128

0.0.0.63

BUCARAMANGA(config-ext-nacl)#deny ip 172.31.0.64 0.0.0.63 172.31.0.192

0.0.0.63

BUCARAMANGA(config-ext-nacl)#deny ip 172.31.0.64 0.0.0.63 172.31.2.8

0.0.0.7

BUCARAMANGA(config-ext-nacl)#deny ip 172.31.0.64 0.0.0.63 172.31.1.64

0.0.0.63

BUCARAMANGA(config-ext-nacl)#deny ip 172.31.0.64 0.0.0.63 172.31.1.0

0.0.0.63

BUCARAMANGA(config-ext-nacl)#deny ip 172.31.0.64 0.0.0.63 172.31.2.24

0.0.0.7

BUCARAMANGA(config-ext-nach#permit ip any any BUCARAMANGA(config-ext-
nacl)#exit BUCARAMANGA(config)#int g0/1.30 BUCARAMANGA(config-subif)#ip access-
group LANBV30

% Incomplete command.

BUCARAMANGA(config-subif)#ip access-group LABV30 in
BUCARAMANGA(config-subif)#end
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BUCARAMANGA#
%SYS-5-CONFIG_I: Configured from console by console

Los hosts de VLAN 10 en Bucaramanga acceden a la red de Cundinamarca (VLAN 20) y
Tunja (VLAN 20), no internet.
BUCARAMANGA#conf t

Enter  configuration =~ commands, one per line. End  with CNTL/Z.
BUCARAMANGA(config)#ip access-list extended LANBV10 BUCARAMANGA(config-ext-
nacl)#permit ip 172.31.0.0 0.0.0.63 172.31.1.0

0.0.0.63

BUCARAMANGA(config-ext-nacl)#permit ip 172.31.0.0 0.0.0.63 172.31.0.128

0.0.0.63

BUCARAMANGA(config-ext-nacl)#exit BUCARAMANGA(config)#int g0/1.10
BUCARAMANGA(config-subif)#ip access-group LANBV10 in BUCARAMANGA(config-
subif)#end

BUCARAMANGA#

%SYS-5-CONFIG_I: Configured from console by console

Los hosts de una VLAN no pueden acceder a los de otra VLAN en una ciudad.

CUNDINAMARCA>enable

Password:

CUNDINAMARCA¢#conf t

Enter  configuration =~ commands, one per line. End  with CNTL/Z.
CUNDINAMARCA(config)#ip access-list extended LANCV20 CUNDINAMARCA(config-
ext-nac#no permit ip any any CUNDINAMARCA(config-ext-nacl)#deny ip 172.31.1.64
0.0.0.63172.31.2.8

0.0.0.7

CUNDINAMARCA(config-ext-nacl)#deny ip 172.31.1.64 0.0.0.63 172.31.1.0

0.0.0.63

CUNDINAMARCA(config-ext-nacl)#deny ip 172.31.1.64 0.0.0.63 172.31.2.24

0.0.0.7

CUNDINAMARCA(config-ext-nacl)#permit ip any any CUNDINAMARCA(config-ext-
nacl)y#end CUNDINAMARCA#

%SYS-5-CONFIG_I: Configured from console by console

CUNDINAMARCA#show access-list Extended IP access list sl_def acl
0 deny tcp any any eq telnet 0 deny tcp any any eq www O deny tcp any any eq 22
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0 permit tcp any any eq 22 Extended IP access list LANCV30
10 permit ip 172.31.1.0 0.0.0.63 172.31.2.16 0.0.0.7

20 permit ip 172.31.1.0 0.0.0.63 172.31.0.128 0.0.0.63

30 permitip 172.31.1.0 0.0.0.63 172.31.0.192 0.0.0.63

Extended IP access list LANCV20

10 deny ip 172.31.1.64 0.0.0.63 172.31.2.16 0.0.0.7
20 denyip 172.31.1.64 0.0.0.63 172.31.0.128 0.0.0.63
30 deny ip 172.31.1.64 0.0.0.63 172.31.0.192 0.0.0.63
40 deny ip 172.31.1.64 0.0.0.63 172.31.2.8 0.0.0.7

50 deny ip 172.31.1.64 0.0.0.63 172.31.1.0 0.0.0.63
60 deny ip 172.31.1.64 0.0.0.63 172.31.2.24 0.0.0.7
70 permit ip any any

Solo los hosts de las VLAN administrativas y de la VLAN de servidores tienen
accedo alos routers e internet.

Username: NOMBREO Password:

BUCARAMANGA>enable Password:

BUCARAMANGA#conf t

Enter  configuration =~ commands, one per line. End  with CNTL/Z.
BUCARAMANGA(config)#ip access-list extended LANBV30 BUCARAMANGA(config-ext-
nacl)#no permit ip any any BUCARAMANGA(config-ext-nacl)#deny ip 172.31.0.64
0.0.0.63172.31.2.00.0.0.7

BUCARAMANGA(config-ext-nach#permit ip any any BUCARAMANGA(config-ext-
nacl)#end BUCARAMANGA#

%SYS-5-CONFIG_I: Configured from console by console

BUCARAMANGA#show access-list Extended IP

access list sl_def_acl

0 deny tcp any any eq telnet 0 deny tcp any any eq www O deny tcp any any eq 22
0 permit tcp any any eq 22 Extended IP access list LANBV30
10 deny ip 172.31.0.64 0.0.0.63 172.31.2.0 0.0.0.7

20 deny ip 172.31.0.64 0.0.0.63 172.31.2.16 0.0.0.7

30 deny ip 172.31.0.64 0.0.0.63 172.31.0.128 0.0.0.63

40 deny ip 172.31.0.64 0.0.0.63 172.31.0.192 0.0.0.63

50 deny ip 172.31.0.64 0.0.0.63 172.31.2.8 0.0.0.7

60 deny ip 172.31.0.64 0.0.0.63 172.31.1.64 0.0.0.63

70 deny ip 172.31.0.64 0.0.0.63 172.31.1.0 0.0.0.63

80 deny ip 172.31.0.64 0.0.0.63 172.31.2.24 0.0.0.7

90 permit ip any any
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Extended IP access list LANBV10
10 permit ip 172.31.0.0 0.0.0.63 172.31.1.0 0.0.0.63
20 permit ip 172.31.0.0 0.0.0.63 172.31.0.128 0.0.0.63 BUCARAMANGA#

Los hosts de VLAN 20 en Tunja solo acceden a la VLAN 20 de Cundinamarca y VLAN 10
de Bucaramanga.

TUNJA(config-subif)#access-list 152 permit ip 172.31.0.128 0.0.0.63 172.31.1.64

0.0.0.63

TUNJA(config)#access-list 152 permit ip 172.31.0.128 0.0.0.63 172.31.0.0 0.0.0.63
TUNJA(config)#int g0/0.20

TUNJA(config-subif)#ip access-group 152 in

TUNJA(config-subif)#

Physical Caonfig Desktop Programming Aftributes

Command Prompt

Pinging 172.31.1_.6% with 32 bytes of data:

Approximate d tri =
Minimim = lms, Maximm = 1lms,

C-\>ping 1

Pinging 1
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Command Prompt

Minimm = 1ms,
C:hw»ping 17:

Pinging 17 1.0.e% with 3Z bytes of
1y £rom stination unreachakle.
1y £rom !
1y
1y £rom 17 unreachakle.

Ping statisti
Packets: ! . 4, a, = 4 (100% loss),

C-\»ping 172.31.1.5

Pinging 17 1.1.5 with 3:

unreachable.

unreachable.

st = 4 (100% loss),

Los hosts de VLAN 30 de Bucaramanga acceden a internet y a cualquier equipo de
VLAN 10.

BUCARAMANGA(config)#access-list 151 permit ip 172.31.0.64 0.0.0.63
209.165.220.0 0.0.0.255

BUCARAMANGA(config)#int g0/0.30 BUCARAMANGA(config-subif)#ip access-group 151
in BUCARAMANGA(config-subif)#
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Command Prompt

-5 with 32 bytes of data:

Approximate round trip times in milli-seconds:
Minimim = Zms, Maximum = llms, Average = oms

C:\>ping 172.31.0.131

Pinging 1

-0.131 with 3Z bytes of data:

Beply from
ply from
ply from 17

Ping statisticas for
et3: Sent

Lost = 0 (0% loss)

)estination host unreachable.
stination host unreachable.
stination host unreachable.

Reply from 5: Destination host unreachable.

Lost = 4 (100% loss),

Los hosts de VLAN 10 en Bucaramanga acceden a la red de Cundinamarca (VLAN 20) y

Tunja (VLAN 20), no internet.

BUCARAMANGA(config-subif)#access-list 152  permit ip
172.31.1.64 0.0.0.63

BUCARAMANGA (config)#
BUCARAMANGA(config)#access-list 152  permit ip

172.31.0.128 0.0.0.63

172.31.0.0 0.0.0.63

172.31.0.0 0.0.0.63

BUCARAMANGA(config)#int g0/0.10 BUCARAMANGA(config-subif)#ip access-group 152

in BUCARAMANGA(config-subif)#
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Ping statist
= =]

Zpproximate round trip times
Minimim = 3ms, Maximnam

Zpproximate round trip timw
Mimnimnam

Phy=ical Config ktop Programming Attriputes

1

round trip time

Ims, Mamximim =

el
L

eply y ; : Iti -io unreachakble

Beply

Ping statistics
Packets:

chable
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Los hosts de una VLAN no pueden acceder a los de otra VLAN en una ciudad.

BUCARAMANGA(config-subif)#access-list 153  deny ip 172.31.2.0 0.0.0.7
172.31.0.0 0.0.0.63

BUCARAMANGA(config)#access-list 153 deny ip 172.31.0.64 0.0.0.63 172.31.0.0
0.0.0.63

BUCARAMANGA(config)#access-list 153 permit ip any any BUCARAMANGA(config)#int
g0/0.10 BUCARAMANGA(config-subif)#ip access-group 153 out BUCARAMANGA(config-
subif)#

TUNJA#conf t

Enter configuration commands, one per line. End with CNTL/Z. TUNJA(config)#access-list
153 deny ip 172.3.2.8 0.0.0.7 172.31.0.128 0.0.0.63

TUNJA(config)#access-list 153 deny ip 172.3.0.192 0.0.0.63 172.31.0.128 0.0.0.63
TUNJA(config)#access-list 153 permit ip any any

TUNJA(config)#int g0/0.20

TUNJA(config-subif)#ip access-group 153 out TUNJA(config-subif)#

CUNDINAMARCA(config)#access-list 153 deny ip 172.31.2.8 0.0.0.7 172.31.1.64

0.0.0.63

CUNDINAMARCA(config)#access-list 153 deny ip 172.31.1.0 0.0.0.63 172.31.1.64
0.0.0.63

CUNDINAMARCA(config)#access-list 153 deny ip 172.31.2.24 0.0.0.7 172.31.1.64
0.0.0.63

CUNDINAMARCA(config)#access-list 153 permit ip any any CUNDINAMARCA(config)#int
g0/0.20 CUNDINAMARCA(config-subif)#ip access-group 153 out
CUNDINAMARCA(config-subif)#
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Physical Config

mmand Prompt

time TTL=1Z2%
time=11lms TTL=1Z&
time=lms TTIL=1Z2&
time=lms TTIL=1Z2&

Programming Attributes

Ping statistics for 172,
B s: Sent i d
Approximate

stination host
stination host unreachable
0.1: Destination host unreachable
Destination host

Phy=ical Config

Command Prompt

Programming Attributes

Czywsping 172

stination unreachable
stination > unreachable
egstination y3t unreachable
stination a3t unreachable

1.1.

estination
stination

egstination

stination
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Command Prompt

Minimm = 1lms,

with

Attributes

32 bytes of data:

¥ from
¥ from
¥ from
r from

estination host
tination host

tination host unre ble.
S: Destination host unreachable._

Bing statistics for Z03
nt = 4,

Ping statisties for 1
Packets: Sent = 4,

=4

4

(100% loas),

{100% loss),

Solo los hosts de las VLAN administrativas y de la VLAN de servidores tienen accedo a

los routers e internet.

BUCARAMANGA(config)#access-list 9 permit 172.31.2.0 0.0.0.7
BUCARAMANGA(config)#access-list 9 permit 172.3.2.8 0.0.0.7
BUCARAMANGA(config)#access-list 9 permit 172.31.2.8 0.0.0.7

BUCARAMANGA(config)#line vty 0 4
BUCARAMANGA(config-line)#access-class 9 in

Enter configuration commands, one per line. End with CNTL/Z. TUNJA(config)#access-list

9 permit 172.31.2.0 0.0.0.7

TUNJA(config)#access-list 9 permit 172.3.2.8 0.0.0.7
TUNJA(config)#access-list 9 permit 172.31.2.8 0.0.0.7

TUNJA(config)#line vty 0 4

TUNJA(config-line)#access-class 9 in TUNJA(config-line)#
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CUNDINAMARCA(config-subif)#access-list 9 permit 172.31.2.0 0.0.0.7
CUNDINAMARCA(config)#access-list 9 permit 172.3.2.8 0.0.0.7
CUNDINAMARCA(config)#access-list 9 permit 172.31.2.8 0.0.0.7
CUNDINAMARCA(config)#line vty 0 4
CUNDINAMARCA(config-line)#access-class 9 in CUNDINAMARCA(config-line)#

Physical Config CLI Attributes
I

105 Command Line Interface

User Zccess Verification

Username: admin

Password:

CUNDINAMARCR>an

Password:

Dassword:

CUNDINAMRARCREtelnet 172.31.2.5
Trying 172_.31.2.3 .. _Cpen

ACCESO NO AUTCORIZADO !

User Zccess Verifiecation

Username: admin
Password:
CUNDINAMRRCRA>en
Password:
CUNMDINAMARCRfexit

[Connection to 17Z2.31.2.% closed by foreign host]
CUNDINEMRRCRE

Ctri+F§ to exit CLI focus

] ®op
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Physical Config CLI Adtributes
.|

105 Command Line Interface

User Access Verification

Username: admin

Password:

CUNDINAMBRRCE>en

Dassword:

CUMDIMAMRRCREtelnet 172.31.2.%
Trying 172.31.2.% ...COpen

ACCESO NO RUTORIZADD

User Access Verification

Username: adminUsername:
Password:
CUNDINAMBRRCA>exit

[Connection to 172.31.2.9% closed by foreign host]
CUNDINAMARRCRE h

Ciri+F8 to exit CLI focus Copy Paste

VLSM: utilizar la direccién 172.31.0.0 /18 para el direccionamiento.

BUCARAMANGA(config-if)y#router ospf 1

BUCARAMANGA(config-router)#network 172.31.0.0 0.0.0.63 area 0
BUCARAMANGA(config-router)#network 172.31.0.64 0.0.0.63 area 0
BUCARAMANGA(config-router)#network 172.31.2.0 0.0.0.7 area 0
BUCARAMANGA(config-router)#network 172.31.2.32 0.0.0.3 area
BUCARAMANGA(config-router)#end

BUCARAMANGA#

%SYS-5-CONFIG_I: Configured from console by console

CUNDINAMARCA(config-router)#network 172.31.1.0 0.0.0.63 area 0
CUNDINAMARCA(config-router)#network 172.31.1.64 0.0.0.63 area O
CUNDINAMARCA(config-router)#network 172.31.2.8 0.0.0.7 area 0
CUNDINAMARCA(config-router)#network 172.31.2.24 0.0.0.7 area O
CUNDINAMARCA(config-router)#network 172.31.2.36 0.0.0.3 area
CUNDINAMARCA(config-router)#
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00:25:02: %OSPF-5-ADJCHG: Process 1, Nbr 209.165.220.1 on Serial0/0/0 from
LOADING to FULL, Loading Done

CUNDINAMARCA(config-router)#end TUNJA(config-if)#router ospf 1
TUNJA(config-router)#network 172.3.2.8 0.0.0.7 area 0

TUNJA(config-router)#network 172.31.0.128 0.0.0.63 area 0
TUNJA(config-router)#network 172.31.0.192 0.0.0.63 area 0
TUNJA(config-router)#network 172.31.2.32 0.0.0.3 area 0 TUNJA(config-router)#
00:19:40: %OSPF-5-ADJCHG: Process 1, Nbr 172.31.2.34 on Serial0/0/0 from
LOADING to FULL, Loading Done

TUNJA(config-router)#network 172.31.2.36 0.0.0.3 area 0 TUNJA(config-router)#end
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CONCLUSIONES

La realizacién de los anteriores escenarios ejemplificados en el programa packet
tracer fueron la oportunidad de colocar a prueba los valores académicos adquiridos
en la formacion del diplomado, el analisis sobre el criterio de la formulacién de un
plano y la resolucion de codigos basicos en el programa permiten evidenciar la
complejidad de la realizacion de los mismos.

Realizar diferentes planteamientos previos ante los escenarios sugeridos es una
oportunidad de situaciones que en el contexto laboral se palpan a diario, adquirir un
vocabulario nuevo ligado al ambito de las redes y que va de la mano con el area de
ingenieria de sistemas es sin duda la resolucion final de los saberes optados en la
formacion.
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