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Resumen

En este trabajo se hara la entrega de dos escenarios propuestos para el desarrollo de la fase
final del diplomado en cisco, donde el primer escenario se debe desarrollar una red para una
empresa que tiene varias sucursales, donde mas adelante mostraremos el desarrollo
completo de dicha red. Por otro lado, también se desarrolla una red con conexion a internet
para una empresa donde se establecen unas reglas.



Abstract

This work will deliver two scenarios proposed for the development of the final phase of the
diploma in Cisco, where the first scenario should develop a network for a company that has
several branches, where later we will show the complete development of said network.

On the other hand, a network with internet connection is also developed for a company where
rules are established.



Introduccidén

La “Prueba de habilidades practicas”, es el paso final en las actividades del Diplomado de
Profundizacién CCNA, lo que identifica el alcance de competencia y habilidades obtenidas
por el estudiante en el desarrollo del diplomado de profundizacion.

Dicho trabajo se realiza con el fin de demostrar y aplicar los conocimientos adquiridos al
cursar el diplomado de CISCO, en el cual encontramos temas como la configuracion en
switches y routers, entre otros temas de gran importancia para afianzar nuestros
conocimientos en networking



1. OBJETIVOS

1.1. Objetivo General:

Demostrar la capacidad de desarrollo de redes con diferentes especificaciones dadas por
alguna empresa

1.2. Objetivos Especificos:

- Uso de la herramienta Cisco Packet Tracer.

- Elegir los dispositivos necesarios y adecuados para la topologia de la red.

- Configurar el servidor DHCP.

- Configurar el direccionamiento IP acorde con la topologia de red para cada
dispositivo.

- Configurar las VLANSs, puertos troncales y de acceso, parametros de seguridad.

- Configurar seguridad de switches acorde con la topologia de red.

- Comprobar la conectividad de los dispositivos de la red.

- Desarrollar el escenario 1 una red para una empresa que posee diferentes
sucursales.

- Administrar una red, donde se configura todos los dispositivos propuestos en los
escenarios

- Desarrollar el escenario 2 una red para una empresa con conexion a internet via
Ethernet.



2. ESCENARIO 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota, Medellin y Cali en
donde el estudiante sera el administrador de la red, el cual deberéa configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario, acorde
con los lineamientos establecidos para el direccionamiento IP, protocolos de enrutamiento
y demas aspectos que forman parte de la topologia de red.
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2.1. Parte 1: Asignacion de Direcciones IP Configuracion Basica

Configuracion de los routers con el comando ip route

BOGOTA

Router>ENABLE

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname

BOGOTA(config)#interface fastethernet 0/0

BOGOTA(config-if)#ip address 192.168.1.1 255.255.255.224
BOGOTA(config-if)y#no shutdown

BOGOTA(config-if)#exit

BOGOTA(config)#interface serial 0/0

BOGOTA(config-if)#ip address 192.168.1.98 255.255.255.224
BOGOTA(config-if)#no shutdown

BOGOTA(config-if)#exit

BOGOTA(config)#interface serial0/1

BOGOTA(config-if)#ip address 192.168.1.130 255.255.255.224
BOGOTA(config-if)y#no shutdown

%LINK-5-CHANGED: Interface Serial0/1, changed state to down
BOGOTA(config-if)#exit

BOGOTA(config)#end

BOGOTA#enable

BOGOTA#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#ip route 192.168.1.64 255.255.255.224 192.168.1.131
BOGOTA(config)#ip route 192.168.1.32 255.255.255.224 192.168.1.99
BOGOTA(config)#exit

BOGOTA#copy running-config startup-config Destination filename [startup-config]?
Building configuration...

MEDELLIN

Router>enable

Router#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname

MEDELLIN(config)#interface fastethernet 0/0
MEDELLIN(config-if)#ip address 192.168.1.33 255.255.255.224
MEDELLIN(config-if)#no shutdown

MEDELLIN(config-if)#exit MEDELLIN(config)#interface s0/0
MEDELLIN(config-if)#ip address 192.168.1.99 255.255.255.224
MEDELLIN(config-if)y#no shutdown

MEDELLIN(config-if)#

%LINK-5-CHANGED: Interface Serial0/0, changed state to up
MEDELLIN(config-if)#exit



MEDELLIN(config)#end

MEDELLIN#enable

MEDELLIN#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#ip route 192.168.1.0 255.255.255.224 192.168.1.97
MEDELLIN(config)#ip route 192.168.1.64 255.255.255.224 192.168.1.97
MEDELLIN(config)#exit

MEDELLIN#%SYS-5-CONFIG_I: Configured from console by console
MEDELLIN#copy running-config startup-config Destination filename [startup-config]?
Building configuration... [OK]

MEDELLIN#

CALI

Router>enable

Router#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname

CALI(config)#interface fastethernet0/0

CALI(config-if)#ip address 192.168.1.65 255.255.255.224

CALI(config-ify#no shutdown

CALI(config-if)y#%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to
up

CALI(config-if)#exit

CALI(config)#interface s0/0

CALI(config-if)y#ip address 192.168.1.131 255.255.255.224

CALI(config-if}#no shutdown

CALlI(config-if)#

%LINK-5-CHANGED: Interface Serial0/0, changed state to up
CALI(config-if)#exit

CALI(config)#end

CALl#enable CALIl#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
CALI(config)#ip route 192.168.1.0 255.255.255.224 192.168.1.129
CALI(config)#ip route 192.168.1.32 255.255.255.224 192.168.1.129
CALlI(config)#exit

CALI#copy running-config startup-config Destination filename [startup-config]?
Building configuration... [OK]

CALI#

Asignacion de direcciones IP Subneteo.

a. Se debe dividir (subnetear) la red creando una segmentacién en ocho partes, para
permitir crecimiento futuro de la red corporativa.

Tomo la red como se sugiere y la divido en 8 partes y cada parte en la red/27 con la
mascara de subred perteneciente a /27, que es 255.255.255.224:
10



192.168.1.0/27

192.168.1.32/27

192.168.1.64/27

192.168.1.96/27

192.168.1.128/27

192.168.1.160/27

192.168.1.192/27

192.168.1.224/27

b. Asignar una direccion IP a la red.

La direccion que se le da a la red es la siguiente: 192.168.1.0/24
Asignacion de contrasefias en routers

BOGOTA>enable

BOGOTA#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#enable secret cisco

BOGOTA(config)#line consol O
BOGOTA(config-line)#password luis
BOGOTA(config-line)#login

BOGOTA(config-line)#exit

MEDELLIN>enable

MEDELLIN#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#enable secret cisco
MEDELLIN(config)#line consol 0
MEDELLIN(config-line)#password luis
MEDELLIN(config-line)#login

MEDELLIN(config-line)#exit

CALI>enable

CALI#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
CALI(config)# enable secret cisco

CALI(config)#line consol 0

CALI(config-line)#password luis

CALI(config-line)#login

CALI(config-line)#exit

11



CONFIGURANDO LOS ROUTERS PARA EL LINEVTY 04

BOGOTA>enable Password:

BOGOTA#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#line vty 0 4

BOGOTA(config-line)#password cisco2
BOGOTA(config-line)#login

BOGOTA(config-line)#loggin synchronous
BOGOTA(config-line)#exit

MEDELLIN>enable Password:

MEDELLIN#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#line vty 0 4
MEDELLIN(config-line)#password cisco2
MEDELLIN(config-line)#login

MEDELLIN(config-line)#loggin synchronous
MEDELLIN(config-line)#exit

CALI>enable Password:

CALI#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
CALI(config)#line vty 0 4

CALI(config-line)#password cisco2

CALI(config-line)#login

CALI(config-line)#loggin synchrounous
CALI(config-line)#loggin synchronous

CALI(config-line)#exit

2.2. Parte 2: Configuracion Bésica.

a. Después de cargada la configuracion en los dispositivos, verificar la tabla de
enrutamiento en cada uno de los routers para comprobar las redes y sus rutas.

BOGOTA>enable Password:

BOGOTA#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP D - EIGRP, EX -
EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type2 E1 - OSPF external
type 1, E2 - OSPF external type 2, E - EGP

i - 1S-IS, L1 - IS-IS level-1, L2 - I1S-IS level-2, ia - IS-IS inter area

- candidate default, U - per-user static route, o - ODR P - periodic downloaded static route
Gateway of last resort is not set 192.168.1.0/27 is subnetted, 5 subnets

C 192.168.1.0 is directly connected, FastEthernet0/0

D 192.168.1.32 [90/2172416] via 192.168.1.99, 05:26:26, Serial0/0

D 192.168.1.64 [90/2172416] via 192.168.1.131, 05:26:23, Serial0/1
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C 192.168.1.96 is directly connected, Serial0/0 C 192.168.1.128 is directly connected,
Serial0/1

MEDELLIN>enable Password:

MEDELLIN#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP D - EIGRP, EX -
EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type2 E1 - OSPF external
type 1, E2 - OSPF external type 2, E - EGP

i - 1S-IS, L1 - IS-IS level-1, L2 - I1S-IS level-2, ia - IS-IS inter area

- candidate default, U - per-user static route, o - ODR P - periodic downloaded static route
Gateway of last resort is not set

192.168.1.0/27 is subnetted, 5 subnets

D 192.168.1.0 [90/2172416] via 192.168.1.98, 05:31:25, Serial0/0

C 192.168.1.32 is directly connected, FastEthernet0/0

D 192.168.1.64 [90/2684416] via 192.168.1.98, 05:31:22, Serial0/0
C 192.168.1.96 is directly connected, Serial0/0

D 192.168.1.128 [90/2681856] via 192.168.1.98, 05:31:25, Serial0/0

CALI>enable Password:

CALl#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP D - EIGRP, EX -
EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type2 E1 - OSPF external
type 1, E2 - OSPF external type 2, E - EGP

i - 1S-IS, L1 - IS-IS level-1, L2 - I1S-IS level-2, ia - IS-IS inter area

- candidate default, U - per-user static route, o - ODR P - periodic downloaded static route
Gateway of last resort is not set 192.168.1.0/27 is subnetted, 5 subnets

D 192.168.1.0 [90/2172416] via 192.168.1.130, 05:32:24, Serial0/0

D 192.168.1.32 [90/2684416] via 192.168.1.130, 05:32:24, Serial0/0

C 192.168.1.64 is directly connected, FastEthernet0/0

D 192.168.1.96 [90/2681856] via 192.168.1.130, 05:32:24, Serial0/0

C 192.168.1.128 is directly connected, Serial0/0

b. Verificar el balanceo de carga que presentan los routers.

MEDELLIN

MEDELLIN>enable Password:
MEDELLIN#show ip eigrp topology

13



IP-EIGRP Topology Table for AS 1/1D(192.168.1.99)
Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply, r - Reply status

P 192.168.1.0/27, 1 successors, FD is 2172416 via 192.168.1.98 (2172416/28160),
Serial0/0

P 192.168.1.32/27, 1 successors, FD is 28160 via Connected, FastEthernet0/0

P 192.168.1.64/27, 1 successors, FD is 2684416 via 192.168.1.98 (2684416/2172416),
Serial0/0

P 192.168.1.96/27, 1 successors, FD is 2169856 via Connected, Serial0/0

P 192.168.1.128/27, 1 successors, FD is 2681856 via 192.168.1.98 (2681856/2169856),
Serial0/0

BOGOTA

BOGOTA>enable Password:

BOGOTA#show ip eigrp topology

IP-EIGRP Topology Table for AS 1/1D(192.168.1.130)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply, r - Reply status

P 192.168.1.0/27, 1 successors, FD is 28160 via Connected, FastEthernet0/0

P 192.168.1.32/27, 1 successors, FD is 2172416 via 192.168.1.99 (2172416/28160),
Serial0/0

P 192.168.1.64/27, 1 successors, FD is 2172416 via 192.168.1.131 (2172416/28160),
Serial0/1

P 192.168.1.96/27, 1 successors, FD is 2169856 via Connected, Serial0/0

P 192.168.1.128/27, 1 successors, FD is 2169856 via Connected, Serial0/1

CALI

CALI>enable Password:

CALl#show ip eigrp topology

IP-EIGRP Topology Table for AS 1/1D(192.168.1.131)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply, r - Reply status

P 192.168.1.0/27, 1 successors, FD is 2172416 via 192.168.1.130 (2172416/28160),
Serial0/0

P 192.168.1.32/27, 1 successors, FD is 2684416 via 192.168.1.130 (2684416/2172416),
Serial0/0

P 192.168.1.64/27, 1 successors, FD is 28160 via Connected, FastEthernet0/0

P 192.168.1.96/27, 1 successors, FD is 2681856 via 192.168.1.130 (2681856/2169856),
Serial0/0

P 192.168.1.128/27, 1 successors, FD is 2169856 via Connected, Serial0/0

14



c. Realizar un diagndéstico de vecinos usando el comando cdp.

"=

Bt

¥ poGoTA

Phy=ical Config CLI Attributes

105 Command Line Interface

User RAcoccess Werification

Password:

BOCOTA>enakble

Password:

Capability Codes: R Router,
Bridge

T

=1 Switch, H Host, I
FPhone
Dewice ID
Io

Switch
0,1

CALI

0,0
MEDELLIN
0,0

BOEOTLE

Local Intrfcoce Holdtme

Fas 0/0 127

as1 1=7

Serc

Ser O,0 127

Trans Bridge,

IGHE,

Capability

B

Source Route

r — Repeater, P -

Platform Port

Sel Fas

]

C2e00 Ser

C2z&0 Ser

CALl

Phy=ical Config CLI Attriputes

105 Command Line Interface

[Connection to 13%Z_1€2_.1_323 closed by
CRLI#

CALI#telnet 152 _1€s.1_.Z

Trying 192 .13 _1_.2
% Connection refused by remote host
CALIg#ping 152 _1&8.1.32

Type escape sSeguence to abort.
Sending 5, 100-kbyte ICHMF Echos to 152 _1€2.1.Z,

foreign host]

timeout is 2 seconds:

Success rate is 100 percent (5/5), round-—-trip minsavg/max = 1/4/17 ms
CALI#show odp neighbors
Capakbility Codes: R — Router, T — Trans Bridge, B — Source Routbe
Bridge

5 — Switch, H — Host, I — IEMP, r© — Repesater, B —
Fhone
Dewice ID Local Intrfce Holdtme Capakbility Platform Port
ID
Switch Fas 0O0/,0 123 = 23s0 Fas
O, 1
BOEOTR Sexr 050 1325 =3 CZze00 Ser
oS 1
ChRLIf et
Cirl+FS to exit CLI focus Copy Paste

1 1ep
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B MEDELLIM — O pod

Phy=ical Config CL Adttributes
I

I0S Command Line Interface

SLINEPROTO—S—UPDOWN: Line protocol on Interface Seriallds0, changed -~
state to up

SDUAL-S-HNBRCHANGCE: IP-EIGRPF 1l: Neighbor 132.1&2.1.532 (Serialdy/s0) is
up: new adjacency

User Rcococess Verification

Password:
MEDELLIMN:

Password:

HMEDELLINE show ocdp neighbors

enakle

Capability Codes: R — BRouter, T — Trans Bridge, B - Source Route
Bridge
5 - Switch, H — Host, I - IGMP, r — Repeater, P -—

Fhone

3 Dewvice ID Local Intrfce Holdtme Capability Platform Port
ID
Switch Fas 0/0 135 =1 25&0 Fas
as1

3 BOOTR Sexr 050 143 =3 CZ2&00 Ser
as0
MEDELLINE it
Ctri+F& to exit CLI focus Copy Paste

O e

d. Realizar una prueba de conectividad en cada tramo de la ruta usando Ping.
ping de Cali a Bogota.

P pca — m} %

Physical Config Programming Attributes

(Command Prompt

round trip time
Minimum = lms, Maximum = 10

Ping statis

Packets

[ tp
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¥ pc3 — O g

Physical Config Programming Aftributes

O op
Medellin a Cali

¥ pCi - O x

Phyzical Config

Command Prompt

Programming Aftributes.

Minimum = 10ms,

[ mp
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Medellin a Bogota

¥ pc2 — O x

Physical Config

Command Prompt

Programming Aftributes.

Bogota a Cali

L e - O X

Physical Config

Pinging

Programming Aftributes
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Bogota a Medellin

time=2Ims
Reply from 195 =5 . whe 2 time=1lms
Reply from == e 2 time=lms

Reply from 192 _1&2 35 - byte time=lms

2.3. Parte 3: Configuracion de Enrutamiento.

Asignar el protocolo de enrutamiento EIGRP a los routers considerando el
direccionamiento disefiado.

BOGOTA>enable

BOGOTA#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#router eigrp 200

BOGOTA(config-router)#no auto-summary
BOGOTA(config-router)#network 192.168.1.96
BOGOTA(config-router)#network 192.168.1.0
BOGOTA(config-router)#network 192.168.1.128
BOGOTA(config-router)#end

MEDELLIN>ENABLE

MEDELLIN#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#router eigrp 200
MEDELLIN(config-router)#no auto-summary
MEDELLIN(config-router)#network 192.168.1.32
Router(config-router)#

%DUAL-5-NBRCHANGE: IP-EIGRP 1: Neighbor 192.168.1.98 (Serial0/0) is up: new
adjacency

MDELLIN(config-router)#network 192.168.1.32
MEDELLIN(config-router)#network 192.168.1.96
MEDELLIN(config-router)#end

CALl>enable

CALlI#config terminal

Enter configuration commands, one per line. End with CNTL/Z.

CALI(config)#router eigrp 200

CALI(config-router)#no auto-summary

CALI(config-router)#network 192.168.1.128
Router(config-router)#%DUAL-5-NBRCHANGE: IP-EIGRP 1: Neighbor 192.168.1.130
(Serial0/0) is up:

19



new adjacency

CALI(config-router)#network 192.168.1.128

CALI(config-router)#network 192.168.1.64

CALlI(config-router)#end

CALI#

a. Verificar si existe vecindad con los routers configurados con EIGRP.

MEDELLIN>enable Password:

MEDELLIN#show ip eigrp neighbors IP-EIGRP neighbors for process 200
H Address Interface Hold Uptime SRTT RTO Q Seq

(sec) (ms) Cnt Num

0 192.168.1.98 Se0/0 13 00:08:19 40 1000 0 8

CALI>enable Password:

CALI#show ip eigrp neighbors

IP-EIGRP neighbors for process 200

H Address Interface Hold Uptime SRTT RTO Q Seq (sec) (ms) Cnt Num
0 192.168.1.98 Se0/0 13 00:08:19 40 1000 0 8

BOGOTA>enable Password:

BOGOTA#show ip eigrp neighbors IP-EIGRP neighbors for process 200
H Address Interface Hold Uptime SRTT RTO Q Seq (sec) (ms) Cnt Num
0 192.168.1.131 Se0/1 13 00:06:44 40 1000 0 7

192.168.1.99  e0/0 10 00:06:43 40 10000 7

b. Realizar la comprobacion de las tablas de enrutamiento en cada uno de los
routers para verificar cada una de las rutas establecidas.

MEDELLIN>enable Password:

MEDELLIN>show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP D - EIGRP, EX -

EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type2 E1 - OSPF external

type 1, E2 - OSPF external type 2, E - EGP

i-1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - 1S-IS inter area

- candidate default, U - per-user static route, o - ODR P - periodic downloaded static route

20



Gateway of last resort is not set

192.168.1.0/27 is subnetted, 5 subnets

D 192.168.1.0 [90/2172416] via 192.168.1.98, 00:11:32, Serial0/0

C 192.168.1.32 is directly connected, FastEthernet0/0

D 192.168.1.64 [90/2684416] via 192.168.1.98, 00:11:32, Serial0/0
C 192.168.1.96 is directly connected, Serial0/0

D 192.168.1.128 [90/2681856] via 192.168.1.98, 00:11:32, Serial0/0

BOGOTA>enable

BOGOTA#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP D - EIGRP, EX -
EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type2 E1 - OSPF external
type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

- candidate default, U - per-user static route, o - ODR P - periodic downloaded static route
Gateway of last resort is not set 192.168.1.0/27 is subnetted, 5 subnets

C 192.168.1.0 is directly connected, FastEthernet0/0

D 192.168.1.32 [90/2172416] via 192.168.1.99, 00:13:26, Serial0/0

D 192.168.1.64 [90/2172416] via 192.168.1.131, 00:13:28, Serial0/1

C 192.168.1.96 is directly connected, Serial0/0 C 192.168.1.128 is directly connected,
Serial0/1

CALI>enable Password:

CALl#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP D - EIGRP, EX -
EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 E1 - OSPF external
type 1, E2 - OSPF external type 2, E—EGP i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2,
ia - IS-IS inter area

- candidate default, U - per-user static route, o - ODR P - periodic downloaded static route
Gateway of last resort is not set

192.168.1.0/27 is subnetted, 5 subnets

D 192.168.1.0 [90/2172416] via 192.168.1.130, 00:14:20, Serial0/0
D 192.168.1.32 [90/2684416] via 192.168.1.130, 00:14:18, Serial0/0
C 192.168.1.64 is directly connected, FastEthernet0/0

D 192.168.1.96 [90/2681856] via 192.168.1.130, 00:14:18, Serial0/0
C 192.168.1.128 is directly connected, Serial0/0

c. Realizar un diagndstico para comprobar que cada uno de los puntos de lared se puedan
ver y tengan conectividad entre si. Realizar esta prueba desde un host de la red LAN
del router CALI, primero a la red de MEDELLIN y luego al servidor.
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Physical Config Desktop Programming Attributes
]

Command Prompt

with 32
34

1w - yLe time=1l1ms
21 v k _ =X=1 . - yhe time=]12Zms

Ping statistics
Packets: Sent

Approximate round trip times in milli-—:
Minimuam = llms, Maximmm = 13ms, &w

C:\>ping 192.1€5.1.3

time=1lms TTL—=
time=10ms TTL~=12¢
time=10ms TTL~=12¢

[ G T O R (5]

H K = =
W W

Lost = 0 (0% loss),
bpproximate round trip times in milli-seconds:

T

2.4. Parte 4: Configuracion de las listas de Control de Acceso.
Configuracion de las acl

Esto es para permitir solo acceso hacia el servidor

MEDELLIN>enable

Password:

MEDELLIN#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#ip access-list extended ServerPT
MEDELLIN(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.3 0.0.0.0
MEDELLIN(config-ext-nacl)#exit

MEDELLIN(config)#interface fa0/0
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MEDELLIN(config-if)#ip access-group ServerPT in
MEDELLIN(config-if)#end

CALI>enable Password:

CALI#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
CALI(config)#ip access-list extended ServerPT

CALI(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.3 0.0.0.0
CALI(config-ext-nacl)#exit

CALI(config)#int fa0/0

CALI(config-if)#ip access-group ServerPT in

CALI(config-if)#end

BOGOTA>enable Password:

BOGOTA#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#ip access-list extended ServerPT
BOGOTA(config-ext-nacl)#permit ip 192.168.1.3 0.0.0.0 0.0.0.0 255.255.255.255
BOGOTA(config-ext-nacl)#exit

BOGOTA(config)#interface fa0/0

BOGOTA(config-if)#ip access-group ServerPT in

BOGOTA(config-if)y#end

MEDELLIN>enable Password:

MEDELLIN#config terminal

Enter configuration commands, one per line. End with CNTL/Z.

MEDELLIN(config)#ip access-list extended ServerPT
MEDELLIN(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.33 0.0.0.0
MEDELLIN(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.98 0.0.0.0
MEDELLIN(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.131 0.0.0.0
MEDELLIN(config-ext-nacl)#end

BOGOTA

BOGOTA#config terminal

Enter configuration commands, one per line. End with CNTL/Z. BOGOTA(config)#ip
access-list extended ServerPT

BOGOTA(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.99 0.0.0.0
BOGOTA(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.1 0.0.0.0
BOGOTA(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.131 0.0.0.0
BOGOTA(config-ext-nacl)#end

CALI>enable Password:

Password:

CALI#config terminal

Enter configuration commands, one per line. End with CNTL/Z.

CALI(config)#ip access-list extended ServerPT

CALI(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.99 0.0.0.0

CALI(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.1 0.0.0.0
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CALI(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.65 0.0.0.0
CALI(config-ext-nacl)#end Cada router debe estar habilitado para establecer conexiones

Telnet con los demas routers y tener acceso a cualquier dispositivo en la red.
¥ pocoTa — O bt

Physical C.onfig cL Attributes
I

105 Command Line Interface

Password: ~
Password:

BOEOTAenable

Password:

BOZOTRgtelnet 132 .1€2.1.€5
Trying 152 _1€2_.1_€5 .. _Open

User Accocess Verification

Password:
Password:
Password:

[Connection to 152 _1€2_1_.€5 closed by foreign host]
BOZOTAfping 152 . 1€8.1.34

Type escape seguence to abortoc.
Sending 5, 100-byte ICHMP Echos to 152 _.1€2.1_.34, timeout is 2 seconds:
reet

Success rate is 20 percent (4/55), round-trip minJavg/max = 1/37/1l4&
ms
BOCOTRE bl
Ciri+F& to exit CLI focus Copy Paste
¥ poGoTA — O b4
Phwsical Config CL Attributes
N

105 Command Line Interface

FPassword: ~
Password:

BOFOTA>enable

Password:

BOZOTAftelnet 152 _1€2.1_€5
Trying 132 _1€2_1_.€5 ... 0Open

User heocess Verification

Password:
Password:
Password:

[Connection to 152 _1€8_.1_.€5 closed by foreign host]
BOGOTREping 152 _1€2 .1 .34

Type escape seguence to abortc.
Sending 5, 100-byte ICHMPF Echos to 152 _1€8.1_.34, timeout is 2 seconds:
St

Success rate is 80 percent (4/5), round-trip minsavgs/max = 1/37/714&

ms

BOGOTRE w
Ctri+F& to exit CLI focus Copy Paste
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1

Physical Config CLI Attributes

1 —

i 105 Command Line Interface
[Comnection to I13Z_lco.l.to closed Dy roreligrn Rosc]
BOZOTRE
BOZOTREtelnet 192.1€5.1.€5
Trying 132 _1€2.1.€5 ...0pen
User Reocess Verification
Password:

Password:

Password:

[Connection to 192 _.1€8.1.65 closed by foreign hostl
BOCOTREtelnet 192 .1€2.1 .23

1 Trying 192 _1€2.1.33 ... Open
User Rcocess Verification
Password:

Password:

| Password:

[Connection to 152 _.1€2.1.33 closed by foreign hostl

1 BOZOTRE

Ctrl+F§& to exit CLI focus Copy Paste
[ e
B call O

Phy=ical Cenfig CLI Attributes
I

105 Command Line Interface

% Connection timed out; remote host not responding
CRLI#

CRLIgtelnet 152 _1&62.1.35

Trying 1%2_1€2.1.5%5% _ . . Open

User Access Verification

Password:
Password:
Password:

[Connection to 1%Z2_1€2.1.5%% closed by foreign host]
CALTI#telnet 152 _1&€3_.1_33
Trying 1l52.1€23.1.33 ..

User Access Verification

Password:
Password:
Password:

[Connection to l1l3%2.1€2.1.22 closed by foreign host]
CRLI#
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a. El equipo WS1y el servidor se encuentran en la subred de administracion. Solo
el servidor de la subred de administracién debe tener acceso a cualquier otro
dispositivo en cualquier parte de lared.

MEDELLIN>enable Password:

MEDELLIN#config terminal

Enter configuration commands, one per line. End with CNTL/Z.

MEDELLIN(config)#ip access-list extended ServerPT
MEDELLIN(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.33 0.0.0.0
MEDELLIN(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.98 0.0.0.0
MEDELLIN(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.131 0.0.0.0
MEDELLIN(config-ext-nacl)#end

BOGOTA#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#ip access-list extended ServerPT
BOGOTA(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.99 0.0.0.0
BOGOTA(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.1 0.0.0.0

BOGOTA(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.131 0.0.0.0
BOGOTA(config-ext-nacl)#end

CALI>enable Password:

Password:

CALl#config terminal

Enter configuration commands, one per line. End with CNTL/Z. CALI(config)#ip access-list
extended ServerPT

CALI(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.99 0.0.0.0
CALI(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.1 0.0.0.0
CALI(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.65 0.0.0.0
CALlI(config-ext-nacl)#end

b. Las estaciones de trabajo en las LAN de MEDELLIN y CALI no deben tener acceso
a ningun dispositivo fuera de su subred, excepto para interconectar con el
servidor.

MEDELLIN>enable Password:

MEDELLIN#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#ip access-list extended ServerPT
MEDELLIN(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.3 0.0.0.0
MEDELLIN(config-ext-nacl)#exit MEDELLIN(config)#int fO/0
MEDELLIN(config-if)#ip access-group ServerPT in MEDELLIN(config-if)#end

CALI>enable Password:

CALlI#config t

Enter configuration commands, one per line. End with CNTL/Z.

CALI(config)#ip access-list extended ServerPT

CALI(config-ext-nacl)#permit ip 0.0.0.0 255.255.255.255 192.168.1.3 0.0.0.0
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CALI(config-ext-nacl)#exit

CALI(config)#int f0/0

CALI(config-if)#ip access-group ServerPT in
CALlI(config-ify#end

2.5. Parte 5: Comprobacion de lared instalada.

a. Se debe probar que la configuracién de las listas de acceso fue exitosa.

MEDELLIN#

MEDELLIN#show Access-list Extended IP access list ServerPT 10 permit ip any host
192.168.1.3

20 permit ip any host 192.168.1.33

30 permit ip any host 192.168.1.98

40 permit ip any host 192.168.1.131

BOGOTA>enable Password: BOGOTA#show access-list
Extended IP access list ServerPT 10 permit ip host 192.168.1.3 any
20 permit ip any host 192.168.1.99

30 permit ip any host 192.168.1.1

40 permit ip any host 192.168.1.131

CALI>enable Password:

CALI#show access-list

Extended IP access list ServerPT 10 permit ip any host 192.168.1.3
20 permit ip any host 192.168.1.99

30 permit ip any host 192.168.1.1

40 permit ip any host 192.168.1.65
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a. Comprobar y Completar la siguiente tabla de condiciones de prueba para
confirmar el 6ptimo funcionamiento de lared.

Router MEDELLIN LAN del Router CALI ok

ORIGEN DESTINO RESULTADO
=S 0=1F | Router MEDELLIN Router CALI ok
WS_ 1 Router BOGOTA ok
Servidor Router CALI ok
Servidor Router MEDELLIN ok
=00 LAN  del Router Router CALI falla
MEDELLIN
LAN del Router CALI Router CALI ok
LAN del Router Router MEDELLIN ok
MEDELLIN
LAN del Router CALI Router MEDELLIN  falla
PING LAN del Router CALI WS_1 falla
. LAN del Router WS_1 falla
MEDELLIN
LAN del Router LAN del Router CALI falla
MEDELLIN
PING LAN del Router CALI Servidor ok
LAN del Router Servidor ok
MEDELLIN
Servidor LAN del Router ok
MEDELLIN
Servidor LAN del Router CALI ok
Router CALI LAN del Router ok
MEDELLIN
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3. ESCENARIO 2

Una empresa tiene la conexion a internet en una red Ethernet, lo cual deben adaptarlo
para facilitar que sus routers y las redes que incluyen puedan, por esa via, conectarse a
internet, pero empleando las direcciones de la red LAN original.

208.17.220.0 /24

i—i— 172.31.2.32 130

BUCARAMANGA

SWITCH DE INTERNET
LABORATORIO

" .

L 1723123530
SWITCH VLANZD [ iant - 1723280 e
BUCARANMANGA [ 40 HOSTS | wiaN20 = 172.31.0.12 126 || VLAN 30
WEB

40HOSTS

EXTERNO

CUNDINAMARCA

SWITCH
CUNDINAMARCA

—

VLAN 20
60 HOSTS

] ]
VLANT0 VLAN u
55 HOSTS 55 HOSTS .

VLANT =172.31.2.0/29
VLAN10 = 1723100126 VLAN 10
VLAN30 = 172.31.064 126 B0HOSTS

VLANT = 172.31.28 /29

WVLAN2D = 172.31.1.64 26
VLAN3D =172.31.1.0/26
WVLANGE = 172.31.2.24/29

172.31.0.019

INTERNET
BUCARAMANGA

2950-24
S_TUNJA

Server-PT
WEB EXTERNO

Semwver-PT
WEB INTERNO

Desarrollo
Los siguientes son los requerimientos necesarios:
1. Todos los routers deberan tener los siguiente:

e Configuracion béasica.
e Autenticacion local con AAA.
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B BUCARAMANGA — O

Physical ~ Config ~ CLI  Attributes

|05 Command Line Interface

User Access WVerification
Password:

Bucaramanga>
Bucaramanga>en
Password:
Password:
Password:

% Bad secrets

Bucaramanga>en

Password:

Bucaramangafconf t©

Enter configuration commands, one per line. End with CHNTL/Z.
Bucaramanga (config) #Line console O

Bucaramanga (config-line) fusername admi secret classlZz
Bucaramanga (config) #aa new-model

Bucaramanga (config) ¥aaa new-model

Bucaramanga (config) #aaa authentication login LOGIN local
Bucaramanga (config) #line console 0

Bucaramanga (config-line) #login authentication LOGIN
Bucaramanga (config-line) #line vty O 15

Bucaramanga (config-line) #login authentication LOGIN
Bucaramanga (config-line)#

Ctrl+F6 to exit CLI focus Copy Paste

B TUNJA - O

Physical Config  CLI  Aftributes

|05 Command Line Interface

Serial0/0/0 from LOADING to FULL, Loading Done

Q0:00:10: %0S5PF-5-ADJCHG: Process 1, Hber 172.31.2.3% on
Serial0/0 /1 from LOADING to FULL, Loading Done

Cuidado Acceso Restringido
User Access Verification

Password:
Password:
Password:

Tunja>en

Password:

Tunja#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Tunja (config) #username admi secret classlZz

Tunja (config) #aaa new-model

Tunja (config)#aaa authentication login LOGIN local
Tunja (config) #line console 0

Tunja (config-line) #login authentication LOGIN
Tunja ({config-line) #line vty O 15

Tunja (config-line) #login authentication LOGIN
Tunja (config-line)#
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[ CUNDINAMARCA —

Physical  Config CLI Attributes

105 Command Line Interface

00:00:10: 3C0SPF-5-ADJCHG: Process 1, HNbr 209.165.220.1 on
S5eriald/0/0 from LOADING to FULL, Loading Done

Cuidado Acceso Restringido
User Access Verification
Password:

Cundinamarca>en

Password:

Password:

Password:

Cundinamarcafconf t

Enter configuration commands, one per linme. End with CHTL/Z.
Cundinamarca (config) #username admi secret classl2
Cundinamarca (config) #aaa new-model

Cundinamarca (config) #aaa authentication login LOGIN local
Cundinamarca (config) #line console 0

Cundinamarca (config-line) #login authentication LOGIN
Cundinamarca (config-line)#line vty 0 15

Cundinamarca (config-line) #login authentication LOGIN
Cundinamarca (config-line) #
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Switch Cundinamarca
¥ S5 BUCARAMANGA - O

Physical Config CLI  Attributes

|05 Command Line Interface

Switch>enable

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config) #hostname 5 Bucaramanga
S_Bucaramangatcnnfig]#vlan 1
S_Bucaramanga[cnnfig—vlan]#vlan 10
S_Bucaramanga[cnnfig—vlan]#vlan 30

ncaramanga (config-vlan) $#int £0/20

ncaramanga (config-if) #switchport mode access
ncaramanga (config-if) #switchport access wlan 10
ncaramanga (config-if) #int f0/24

ncaramanga (config-if) #switchport mode access
ncaramanga (config-if) #switchport access wlan 30
ncaramanga (config-if) #int f0/1

ncaramanga (config-if) #switchport mode trunk

mmmmmmmm

5_
5_
5_
5_
5_
5_
5_
5_

S_Bucaramangatcnnfig—if]#
(LINEPROTO-S5-UPDOWN: Line protocol on Interface FastEthernetl/1,
changed state to down

(LINEPROTO-S5-UPDOWN: Line protocol on Interface FastEthernetl/1,
changed state to up

S_Bucaramangatcnnfig—if]#int wvlan 1
S_Bucaramanga[cnnfig—if]#ip address 172.31.2.3 255.255.255.24
S_Bucaramanga[cnnfig—if]#nn shutdown

[53]

S_Bucaramangatcnnfig—if]#
SLINE-5-CHANGED: Interface Wlanl, changed state to up

SLINEPROTO-5-UPDOWH: Line protocol on Interface Vlanl, changed
state to up

S_Bucaramanga[cnnfig—if]#ip default-gateway 172.31.2.1
S_Bucaramangatcnnfig]#

Ctrl+F6 to exit CLI focus Copy Paste

[ ] Top

Switch>enable

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S_Bucaramanga
S_Bucaramanga(config)#vlan 1
S_Bucaramanga(config-vlan)#vlan 10

S _Bucaramanga(config-vlan)#vlan 30
S_Bucaramanga(config-vlan)#int f0/20
S_Bucaramanga(config-if)#switchport mode access
S_Bucaramanga(config-if)#switchport access vian 10
S_Bucaramanga(config-if)#int f0/24
S_Bucaramanga(config-if)#switchport mode access
S_Bucaramanga(config-if)#switchport access vian 30
S_Bucaramanga(config-if)#int fO/1
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S_Bucaramanga(config-if)#switchport mode trunk

S_Bucaramanga(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed state to
down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed state to up
S_Bucaramanga(config-if)#int vlan 1

S_Bucaramanga(config-if)#ip address 172.31.2.3 255.255.255.248
S_Bucaramanga(config-if)#no shutdown

S_Bucaramanga(config-if)#
%LINK-5-CHANGED: Interface Vlanl, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up

S_Bucaramanga(config-if)#ip default-gateway 172.31.2.1
S_Bucaramanga(config)#
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Switch Tunja

¥ s TUNJA — O

Physical  Config  CLI  Attributes
I

1058 Command Line Interface

e g pu g i Tore o an

Switch>EN

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#vlan 1

Switch (config-vlan) #vlan 20

Switch (config-vlan) #vlan 30
Switch(config-vlan)#int £0/20

Switch (config-if) #switchport mode access
Switch (config-if) #switchport access vlan 20
Switch(config-if)#int £0/24

Switch (config-if) #switchport mode access
Switch (config-if) #switchport access vlan 30
Switch(config-if)#int £0/1

Switch (config-if) #switchport mode trunk

Switch(config-if)#
$LINEPROTO-5-UPDOWH: Line protocol on Interface FastEthernet0/1,
changed state to down

$LINEPROTO-5-UPDOWH: Line protocol on Interface FastEthernet0/1,
changed state to up

Switch(config-if)#int wvlan 1
Switch (config-if) #ip address 172.3.2.11 255,255.255.24
Switch (config-if)#no shutdown

o

Switch(config-if)#
:LINE-S5-CHANGED: Interface Vlanl, changed state to up

:(LINEPRCTO-5-UPDOWH: Line protocol on Interface Vlanl, changed
state to up

Switch (config-if) #ip default-gateway 172.3.2.9
5witch[config]ﬂ

Ctrl+F6 to exit CLI focus Copy Paste

[ ]Top

Switch>EN

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#vlan 1
Switch(config-vlan)#vlan 20
Switch(config-vlan)#vlan 30
Switch(config-vlan)#int f0/20
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 20
Switch(config-if)#int f0/24
Switch(config-ify#switchport mode access
Switch(config-if)#switchport access vlan 30
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Switch(config-if)#int f0/1
Switch(config-if)#switchport mode trunk

Switch(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/1, changed state to
down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0O/1, changed state to up

Switch(config-if)#int vlan 1
Switch(config-if)#ip address 172.3.2.11 255.255.255.248
Switch(config-if)#no shutdown

Switch(config-if)#
%LINK-5-CHANGED: Interface Vlanl, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up

Switch(config-if)#ip default-gateway 172.3.2.9
Switch(config)#

e Cifrado de contrasefias.

e Un maximo de internos para acceder al router.

e Maximo tiempo de acceso al detectar ataques.

e Establezca un servidor TFTP y almacene todos los archivos necesarios de los routers.

¥ BUCARAMANGA - O X

Physical Config CLI  Attributes

|05 Command Line Interface

Username: admi

Password:

Bucaramanga>en

Password:

Password:

Password:

Bucaramanga¥conf t

Enter configuration commands, one per line. End with CHNTL/Z.
Bucaramanga (config) #service password-encryption

Bucaramanga (config) #service password-encryption

Bucaramanga (config) #Line console O

Bucaramanga (config-line)#login block-for 5 attempts 4 within &0
Bucaramanga (config) #login block-for 5 attempts 4 within &0
BJCaIamanga[config]ﬂ v
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L VI — O

Physical  Config  CLI  Attributes
I

|05 Command Line Interface

Press RETUEN to get started!
Cuidado Acceso Restringido
User Access Verification

Username: admi

Password:

Tunja> en

Password:

Tunja¥conf t

Enter configuration commands, one per line. End with CNTL/Z.
Tunja (config) #service password-encryption

Tunja (config) #Line console 0

Tunja (config-line)#login block-for 5 attempts 4 within 60
Tunja (config)#login block-for 5 attempts 4 within &0
Tunja (config) #

Ctrl+F6 to exit CLI focus Copy Paste

® CUNDINAMARCA - O

Physical  Config  CLI  Attributes
I

|05 Command Line Interface

Username: admi

Password:

Cundinamarca>en

Password:

Cundinamarcafen

Cundinamarca$conf t

Enter configuration commands, one per line. End with CNTL/Z.
Cundinamarca (config) #service password-encryption
Cundinamarca (config) #login block-for 5 attempts 4 within &0
Cundinamarca (config) #login block-for 5 attempts 4 within &0
Cundinamarca (config) #

Ctrl+F6 to exit CLI focus Copy Paste
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Servido

(P WEB EXT

Physical Config

r TFTP

SERVICES
HTTP
DHCP

DHCPV6

Senices Desktop  Programming  Attributes
I

TFTP

Senice @ On

() of

TFTP

DNS
SYSLOG
ADS
NTP
EMAIL
FTP
IoT
VM Management
Radius EAP

File
asab42-k8.bin
asaf%23-k8.bin
c1841-advipseniceskd-mz.124-15.T1 bin
c1841-ipbase-mz.123-14.T7 bin
c18471-ipbasekd-mz.124-12 bin
©1900-universalk9-mz.SPA_155-3.M4a.bin
c2600-advipseniceskd-mz.124-15.T1 bin
©2600--mz.122-28 bin
c2600-ipbasekd-mz.124-8.bin
c2800nm-advipsenviceskd-mz.124-15.T1 bin
c2800nm-advipsenviceskd-mz.151-4.M4_bin
c2800nm-ipbase-mz.123-14.T7 bin
©2800nm-ipbasek9-mz.124-8 bin
©2900-universalk9-mz.SPA_155-3.M4a.bin
©2950-i6g412-mz.121-22.EA4 bin
©2950-16q412-mz.121-22.EAB. bin
c2960-lanbase-mz.122-25.FX bin

206N lankha A9 AL CEEA hin

W
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Router Bucaramanga

% BUCARAMANGA - O

Physical Config CLI Attributes

105 Command Line Interface

Router>EN

Router#Hostname Bucaramanga

Routerfconf t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #Hostname Bucaramanga

Bucaramanga (config) #no ip domain-lookup

Bucaramanga (config) #banner motd #Cuidado Acceso Restringido#
Bucaramanga (config) #enable secret classl23

Bucaramanga (config) #line console 0

Bucaramanga (config-1line) #password ciscol23

Bucaramanga (config-line) #login

Bucaramanga (config-1line) #logging synchronous

Bucaramanga (config-line) #line vty 0 15

Bucaramanga (config-1line) #password ciscol23

Bucaramanga (config-line) #login

Bucaramanga (config-1line) #logging synchronous

Bucaramanga (config-line) #int £0/0.1

Bucaramanga (config-subif) #encapsulation dotlg 1

Bucaramanga (config-subif) #ip address 172.31.2.1 255.255.255.248
Bucaramanga (config-subif) #int £0/0.10

Bucaramanga (config-subif) #encapsulation dotlg 10

Bucaramanga (config-subif) #ip address 172.31.0.1 255.255.255.192
Bucaramanga (config-subif) #int £0/0.30

Bucaramanga (config-subif) #encapsulation dotlg 30

Bucaramanga (config-subif) #ip address 172.31.0.65 255.255.255,192
Bucaramanga (config-subif) #int £0/0

Bucaramanga (config-if) #no shutdown

Bucaramanga (config-if) #

Bucaramanga (config-if) #int =s0/0/0

Bucaramanga (config-if) #ip address 172.31.2.34 255.255.255.252
Bucaramanga (config-if) #no shutdown

:(LINE-5-CHRNGED: Interface Seriald/0/0, changed state to down
Bucaramanga (config-if) #router ospf 1
Bucaramanga (config-router) #network 172.31.
Bucaramanga (config-router) #network 172.31.
Bucaramanga (config-router) #network 172.31.
Bucaramanga (config-router) #network 172.31.
Bucaramanga (config-router) ¥end
Bucaramanga#

£5Y¥Y5-5-CONFIG I: Configured from console by console

.0 0.0.0.63 area 0
.64 0.0.0.63 area 0
.0 0.0.0.7 area 0

.32 0.0.0.3 area 0

[ T S e T

Bucaramanga#

Router>EN

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#Hostname Bucaramanga
Bucaramanga(config)#no ip domain-lookup

Bucaramanga(config)#banner motd #Cuidado Acceso Restringido#

Bucaramanga(config)#enable secret class123
Bucaramanga(config)#line console 0
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Bucaramanga(config-line)#password ciscol123
Bucaramanga(config-line)#login

Bucaramanga(config-line)#logging synchronous
Bucaramanga(config-line)#line vty 0 15
Bucaramanga(config-line)#password cisco123
Bucaramanga(config-line)#login

Bucaramanga(config-line)#logging synchronous
Bucaramanga(config-line)#int f0/0.1
Bucaramanga(config-subif)#encapsulation dotlqg 1
Bucaramanga(config-subif)#ip address 172.31.2.1 255.255.255.248
Bucaramanga(config-subif)#int f0/0.10
Bucaramanga(config-subif)#encapsulation dotlq 10
Bucaramanga(config-subif)#ip address 172.31.0.1 255.255.255.192
Bucaramanga(config-subif)#int f0/0.30
Bucaramanga(config-subif)#encapsulation dotlq 30
Bucaramanga(config-subif)#ip address 172.31.0.65 255.255.255.192
Bucaramanga(config-subif)#int f0/0

Bucaramanga(config-if)#no shutdown

Bucaramanga(config-if)#
%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to up
%LINK-5-CHANGED: Interface FastEthernet0/0.1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.1, changed state to
up

%LINK-5-CHANGED: Interface FastEthernet0/0.10, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.10, changed state to
up

%LINK-5-CHANGED: Interface FastEthernet0/0.30, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.30, changed state to
up

Bucaramanga(config-if)#int s0/0/0
Bucaramanga(config-if)#ip address 172.31.2.34 255.255.255.252
Bucaramanga(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
Bucaramanga(config-if)#router ospf 1
Bucaramanga(config-router)#network 172.31.0.0 0.0.0.63 area 0
Bucaramanga(config-router)#network 172.31.0.64 0.0.0.63 area O
Bucaramanga(config-router)#network 172.31.2.0 0.0.0.7 area 0
Bucaramanga(config-router)#network 172.31.2.32 0.0.0.3 area 0
Bucaramanga(config-router)#end

39



Bucaramanga#
%SYS-5-CONFIG_I: Configured from console by console

Bucaramanga#

Router Tunja

P TUNIA - O
Physical Config CLI  Attributes
I
|05 Command Line Interface
Bouter>en
Routerfconf t
Enter configuration commands, one per line. End with CHNTL/Z.

Router (config) #hostname Tunja

TUNJAunja (config) #no ip domain-lookup
TUNJAunja (config) #banner motd #Cuidado Acceso Restringido#
TUNJAunja (config) #enable secret classl23
TUNJAunja (config) #line console O

TUNJAunja (config-line) #password ciscol23
TUNJAunja (config-line)#login

TUNJAunja (config-line) #logging synchronous
TUNJAunja (config-line) #line vty 0 15
TUNJAunja (config-line) #password ciscol23
TUNJAunja (config-line)#login

TUNJAunja (config-line) #logging synchronous
TUNJAunja (config-line)#int £0/0.1

TUNJAunja (config-subif) #encapsulation dotlg 1

TUNJAunja (config-subif) #int £0/0.20
TUNJAunja (config-subif) #encapsulation dotlg 20
TUNJAunja (config-subif) #ip address 172.31.0.12
TUNJAunja (config-subif) #int £0/0.30
TUNJAunja (config-subif) #encapsulation dotlg 30

TUNJAunja (config-subif) #int £0/0
TUNJAunja (config-if) #no shutdown
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TUNJAunja (config-subif) #ip address 172.3.2.9 255.255,.255,248

8 Z55.255.255.

TUNJAunja (config-subif) #ip address 172.31.0.193 255.255.255.

192
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TUNJAunja (config-if) #int s0/0/0
TUNJAunja (config-if) #ip address 172.31.2.33 255.255.255.252
TUNJAunja (config-if) #no shutdown

TUNJRunja (config-if) #
$LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

TUNJAunja (config-if) #int s0/0/1
$LINEPROTO-5-UPDOWH: Line protocol on Interface Serial(/0/0,
changed state to up

TUNJAunja (config-if) #int s0/0/1
TUNJAunja (config-if) #ip address 172.31.2.37 255.255.255.252
TUNJAunja (config-if) #no shutdown

$LINK-5-CHANGED: Interface Serial0/0/1l, changed state to down
TUNJRunja (config-if) #int £0/1

TUNJAunja (config-if) #ip address 209.165.220.1 255.255.255.0
TUNJAunja (config-if) #no shutdown

TUNJRunja (config-if) #
$LINKE-S5-CHANGED: Interface FastEthernet0/1l, changed state to up

$LINEPROTO-5-UPDOWH: Line protocol on Interface FastEthernet0/1,
changed state to up

TUNJAunja (config-if) #router ospf 1

TUNJAunja (config-router) #network 172.3.2.8 0.0.0.7 area 0
TUNJAunja (config-router) #network 172.31.0.128 0.0.0.63 area 0
TUNJAunja (config-router) #network 172.31.0.192 0.0.0.63 area 0
TUNJAunja (config-router) #network 172.31.2.32 0.0.0.3 area 0
TUNJAunja (config-router) #network 172.31.2.36 0.0.0.3 area 0

TUNJAunja (config-router) #
00:05:52: %05PF-5-ADJCHG: Process 1, Hbr 172.31.2.34 on
Serial0,/0/0 from LOADING to FULL, Loading Done

TUNJAunja (config-router) #end
TUNJAunja#
$5Y5-5-CONFIG_I: Configured from consocle by console

TUNJAunja#

Ctrl+F6 to exit CLI focus Copy Paste

Router>en
Router#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname TUNJA
TUNJA(config)#no ip domain-lookup
TUNJA(config)#banner motd #Cuidado Acceso Restringido#
TUNJA(config)#enable secret class123
TUNJA(config)#line console 0
TUNJA(config-line)#password cisco123
TUNJA(config-line)#login
TUNJA(config-line)#logging synchronous
TUNJA(config-line)#line vty 0 15
TUNJA(config-line)#password cisco123
TUNJA(config-line)#login
TUNJA(config-line)#logging synchronous
TUNJA(config-line)#int f0/0.1
TUNJA(config-subif)#encapsulation dotlq 1
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TUNJA(config-subif)#ip address 172.3.2.9 255.255.255.248
TUNJA(config-subif)#int f0/0.20
TUNJA(config-subif)#encapsulation dotlqg 20
TUNJA(config-subif)#ip address 172.31.0.129 255.255.255.192
TUNJA(config-subif)#int f0/0.30
TUNJA(config-subif)#encapsulation dotlq 30
TUNJA(config-subif)#ip address 172.31.0.193 255.255.255.192
TUNJA(config-subif)#int f0/0

TUNJA(config-if)y#no shutdown

TUNJA(config-if)#
%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to up
%LINK-5-CHANGED: Interface FastEthernet0/0.1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.1, changed state to
up

%LINK-5-CHANGED: Interface FastEthernet0/0.20, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.20, changed state to
up

%LINK-5-CHANGED: Interface FastEthernet0/0.30, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.30, changed state to
up

TUNJA(config-if)#int s0/0/0
TUNJA(config-if)#ip address 172.31.2.33 255.255.255.252
TUNJA(config-if)y#no shutdown

TUNJA(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

TUNJA(config-if)#int s0/0/1
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

TUNJA(config-if)#int s0/0/1
TUNJA(config-if)#ip address 172.31.2.37 255.255.255.252
TUNJA(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
TUNJA(config-if)#int fO/1

TUNJA(config-if)#ip address 209.165.220.1 255.255.255.0
TUNJA(config-if)#no shutdown

TUNJA(config-if)#
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%LINK-5-CHANGED: Interface FastEthernetO/1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed state to up

TUNJA(config-if)#router ospf 1

TUNJA(config-router)#network 172.3.2.8 0.0.0.7 area 0

TUNJA(config-router)#network 172.31.0.128 0.0.0.63 area 0

TUNJA(config-router)#network 172.31.0.192 0.0.0.63 area 0

TUNJA(config-router)#network 172.31.2.32 0.0.0.3 area 0

TUNJA(config-router)#network 172.31.2.36 0.0.0.3 area O

TUNJA(config-router)#

00:05:52: %OSPF-5-ADJCHG: Process 1, Nbr 172.31.2.34 on Serial0/0/0 from LOADING to
FULL, Loading Done

TUNJA(config-router)#end
TUNJA#
%SYS-5-CONFIG_I: Configured from console by console

TUNJA#

TUNJA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#hostname Tunja

Tunja(config)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up
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Router Cundinamarca

¥ CUNDINAMARCA

Physical Config Attributes

CLI
I

|05 Command Line Interface

Router>EN

Routerfconf t

Enter configuration commands, one per line.
Router {config) #hostname Cundinamarca
Cundinamarca (config) #no ip domain-lookup
Cundinamarca (config) #banner motd #Cuidado Acceso Restringido#
Cundinamarca (config) #enakble secret classl123

End with CHTL/Z.

Cundinamarca (config) #line console 0O

Cundinamarca (config-line)#login

Cundinamarca (config-line)#login

Cundinamarca (config-line)#int f0,/0.1

Cundinamarca (config-subif) #int £0,/0
Cundinamarca (config-if) #no shutdown

Cundinamarca (config-if) #

Cundinamarca (config-router) fend
00:04:32:
S5erialod/0/0 from LOADING to FULL,

Cundinamarca (config-router) fend
Cundinamarca#

Cundinamarca#

Cundinamarca (config-subif)#int £0/0.88
Cundinamarca (config-subif) #encapsulation dotlag §
Cundinamarca (config-subif) #ip address 172.31.2.

o990

Cundinamarca (config-line) #password ciscolZ

$05PF-5-ADJCHG: Process 1, Nbr 209.
Loading Done

Cundinamarca (config-line)#logging svnchronous
Cundinamarca (config-line)#line vty 0 15
Cundinamarca (config-line) #password ciscolZ

Cundinamarca (config-line)#logging svnchronous

Cundinamarca (config-subif) #encapsulation dotlg 1

Cundinamarca (config-subif) #ip address 172.31.2.9 255.255.255.248

Cundinamarca (config-subif) #int £0/0.20

Cundinamarca (config-subif) #encapsulation dotlg 20

Cundinamarca (config-subif) #ip address 172.31.1.65 255.255.255.1%82
Cundinamarca (config-subif) #int £0,/0.30

Cundinamarca (config-subif) #encapsulation dotlg 30

Cundinamarca (config-subif) #ip address 172.31.1.1 255.255.255.152

[N I
[ =]
58]
i
i
58]
i
i
58]
i
i
58]
[
[==]

Cundinamarca (config-router) fnetwork 172.31.1.0 0.0.0.63 area 0
Cundinamarca (config-router) fnetwork 172.31.1.64 0.0.0.63 area 0
Cundinamarca (config-router) fnetwork 172.31.2.8 0.0.0.7 area 0

Cundinamarca (config-router) fnetwork 172.31.2.24 0.0.0.7 area 0
Cundinamarca (config-router) fnetwork 172.31.2.36 0.0.0.3 area 0

165.220.1 on

£5Y5-5-CONFIG I: Configured from console by console

Router>EN
Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#hostname Cundinamarca

Cundinamarca(config)#no ip domain-lookup

Cundinamarca(config)#banner motd #Cuidado Acceso Restringido#

Cundinamarca(config)#enable secret class123

44




Cundinamarca(config)#line console O
Cundinamarca(config-line)#password ciscol2
Cundinamarca(config-line)#login

Cundinamarca(config-line)#logging synchronous
Cundinamarca(config-line)#line vty 0 15
Cundinamarca(config-line)#password ciscol2
Cundinamarca(config-line)#login

Cundinamarca(config-line)#logging synchronous
Cundinamarca(config-line)#int f0/0.1
Cundinamarca(config-subif)#encapsulation dotlqg 1
Cundinamarca(config-subif)#ip address 172.31.2.9 255.255.255.248
Cundinamarca(config-subif)#int f0/0.20
Cundinamarca(config-subif)#encapsulation dotlq 20
Cundinamarca(config-subif)#ip address 172.31.1.65 255.255.255.192
Cundinamarca(config-subif)#int f0/0.30
Cundinamarca(config-subif)y#encapsulation dotlg 30
Cundinamarca(config-subif)#ip address 172.31.1.1 255.255.255.192
Cundinamarca(config-subif)#int f0/0.88
Cundinamarca(config-subif)#encapsulation dotlq 88
Cundinamarca(config-subif)#ip address 172.31.2.25 255.255.255.248
Cundinamarca(config-subif)#int f0/0

Cundinamarca(config-if)#no shutdown

Cundinamarca(config-if)#
%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to up
%LINK-5-CHANGED: Interface FastEthernet0/0.1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.1, changed state to
up

%LINK-5-CHANGED: Interface FastEthernet0/0.20, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.20, changed state to
up

%LINK-5-CHANGED: Interface FastEthernet0/0.30, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.30, changed state to
up

%LINK-5-CHANGED: Interface FastEthernet0/0.88, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.88, changed state to
up

Cundinamarca(config-if)#int s0/0/0
Cundinamarca(config-if)#ip address 172.31.2.38 255.255.255.252
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Cundinamarca(config-if)#no shutdown

Cundinamarca(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

Cundinamarca(config-if)#router ospf 1
Cundinamarca(config-router)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

Cundinamarca(config-router)#network 172.31.1.0 0.0.0.63 area 0
Cundinamarca(config-router)#network 172.31.1.64 0.0.0.63 area 0
Cundinamarca(config-router)#network 172.31.2.8 0.0.0.7 area O
Cundinamarca(config-router)#network 172.31.2.24 0.0.0.7 area 0
Cundinamarca(config-router)#network 172.31.2.36 0.0.0.3 area 0
Cundinamarca(config-router)#end

00:04:32: %OSPF-5-ADJCHG: Process 1, Nbr 209.165.220.1 on Serial0/0/0 from LOADING
to FULL, Loading Done

Cundinamarca(config-router)#end
Cundinamarca#
%SYS-5-CONFIG_I: Configured from console by console

Cundinamarca#
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2. EI DHCP deberad proporcionar solo direcciones

Cundinamarca

L VI —

Physical  Config  CLI  Attributes
I

|05 Command Line Interface

a los hosts de Bucaramanga y

$3YS-5-CONFIG I: Configured from conscle by console

Tunja#¥conf t

Enter configuration commands,
Tunja (config) #ip dhcp excluded-address
Tunja (config) #ip dhcp excluded-address
Tunja (config) #ip dhcp excluded-address
Tunja (config) #ip dhcp excluded-address
Tunja (config) #ip dhcp pool V10B

Tunja (dhcp-config) #network 172.31.0.0 255.255.255.152
Tunja (dhcp-config) #default-router 172.31.0.1

Tunja (dhcp-config) #dns-server 172.31.2.2
Tunja (dhcp-config) #ip dhcp pool V30B
Tunja (dhcp-config) #network 172.31.0.64 255.255,255,192
Tunja (dhcp-config) #default-router 172.31.0.65

Tunja (dhcp-config) #dns-sexrver 172.31.2.28

Tunja (dhcp-config) #ip dhcp pool V20C

Tunja (dhcp-config) #network 172.31.1.64 255.255.255.,
Tunja (dhcp-config) #default-router 172.31.1.65

Tunja (dhcp-config) #dns-sexrver 172.31.2.28

Tunja (dhcp-config) #ip dhcp pool V30C

Tunja (dhcp-config) #network 172.31.1.0 255.255.255.152
Tunja (dhcp-config) #default-router 172.31.1.1

Tunja (dhcp-config) #dns-server 172.31.2.2

one per line.
172.31.0.1
172.31.0.65
172.31.1.65
172.31.1.1

[ ST S

[&5]
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[&5]

End with CNTL/Z.

Tunja (dhcp-config) § v
% BUCARAMANGA - O X

Physical Config CLI Attributes

I
|I0S Command Line Interface
~

Username: admi

Password:

Bucaramanga>en

Password:

Password:

Bucaramanga#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Bucaramanga (config) #int £0/0.10

Bucaramanga (config-subif) #ip helper-address 172.31.2.33

Bucaramanga (config-subif) #int £0/0.30

Bucaramanga (config-subif) #ip helper-address 172.31.2.33

Bucaramanga (config-subif) #end

Bucaramanga#

$5Y5-5-CONFIG_I: Configured from consocle by console

Bucaramanga# b
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Username: admi

Password:

Cundinamarca>en

Password:

Password:

Cundinamarcafconf t

Enter configuration commands, one per line. End with CNTL/Z.
Cundinamarca (config)#int £0/0.20

Cundinamarca (config-subif) #ip helper-address 172.31.2.37
Cundinamarca (config-subif) #int £0/0.30

Cundinamarca (config-subif) #ip helper-address 172.31.2.37
Cundinamarca (config-subif) #end

Cundinamarca#

$5Y5-5-CONFIG_I: Configured from consocle by console

Cundinamarca#

Ctrl+F6 to exit CLI focus Copy Paste

[ ]Top
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3. Elweb server debera tener NAT estético y el resto de los equipos de la topologia emplearan
NAT de sobrecarga (PAT).

¥ CUNDINAMARCA - O X
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Cundinamarca (config-subif) #ip helper-address 172.31.2.37 ~
Cundinamarca (config-subif) #fend

Cundinamarca#

£5Y¥Y5-5-CONFIG I: Configured from console by console

Cundinamarca¥show ip route
Codes: C - connected, 5 - static, I - IGEP, R - RIP, M - mobile,
B - BGP

D - EIGRP, EX - EIGRP extermal, O - 0OS5PF, IA - OS5PF inter

area
N1 - OS5PF N55A external type 1, N2 - O5PF N55A external
type 2
El - OSPF external type 1, E2 - O5PF external type 2, E -
EGP

i - I5-I5, L1 - I5-I5 level-1, L2 - IS-I5 lewvel-2, ia -
I5-I5 inter area

# - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

172.3.0.0/2% is subnetted, 1 subnets

o 172.3.2.8 [110/65] wia 172.31.2.37, 03:53:06, Seriald/ /0, 0
172.31.0.0/16 is wariably subnetted, 11 subnets, 3 masks

o 172.31.0.0/26 [110/129] wia 172.31.2.37, 03:52:56,

Seriald/oO/f0

o 172.31.0.64/26¢ [11l0,/129] wia 172.31.2.37, 03:52:56,

Seriald/oO/f0

o 172.31.0.128/26 [110/65] wia 172.31.2.37, 03:53:06,

Seriald/oO/f0

o 172.31.0.1%2/26 [110/65] wia 172.31.2.37, 03:53:06,

Seriald/oO/f0

C 172.31.1.0/26 is directly connected, FastEthernetd/0.30

C 172.31.1.64/26 is directly connected, FastEthernet(/0.20

o 172.31.2.0/2% [l110/129] wia 172.31.2.37, 03:52:56,

Seriald/oO/f0

C 172.31.2.8/2% is directly connected, FastEthernet0/0.1

C 172.31.2.24/2%9 is directly connected, FastEthernet(/0.388

o 172.31.2.32/30 [1l10/128] wia 172.31.2.37, 03:53:06,

Seriald/oO/f0

C 172.31.2.36/30 is directly connected, Seriald/ /0, 0

49



® TUNJA - O

Physical  Config  CLI  Attributes
I

1058 Command Line Interface

Cuidado Acceso Restringido
User Access Verification

Username: admi

Password:

Tunja>en

Password:

Tunja#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Tunja(config) #ip dhcp pool Lan R

Tunja (dhcp-config) #p nat inside source static 172.31.2.28
209.165.220.4

% Ambiguous command: "p nat inside source static 172.31.
209.165.220.4"

Tunja (config) #access-1list 1 permit 172.0.0.0 0.255.255.255
Tunja(config) #ip nat inside source list 1 interface £0/1 overload
Tunja (config) #int £0/1

Tunja (config-if) #ip nat outside

Tunja (config-if) #int £0/0.1

Tunja (config-subif) #ip nat inside

Tunja (config-subif) #int £0/0.20

Tunja (config-subif) #ip nat inside

Tunja (config-subif) #int £0/0.30

Tunja (config-subif) #ip nat inside

Tunja(config-sukif) #int s0/0/0

Tunja (config-if)#ip nat inside

Tunja (config-if) #int s0/0/1

Tunja (config-if)#ip nat inside

Tunja(config-if) #exit

Tunja (config) #ip route 0.0.0.0 0.0.0.0 209.165.220.3
Tunja(config) #router ospf 1

Tunialconfio-router) #default-information oriacinate

[ 28]
[ 28]
o
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Tunja#show ip route
Codes: C - connected, 5 - static, I - IGEP, R - RIP, M - mokile,
B - BGP

D - EIGRP, EX - EIGRP extermal, ¢ - 0OSPF, IR - OSPF intex

area
N1l - OSPF HNS5A extermal type 1, N2 - OS5PF NS55A external
type 2
El - OSPF extermal type 1, EZ2 - O5PF external type 2, E -
EGF

i - I5-I5, L1 - I5-I5 level-1, L2 - IS-I5 lewvel-2, ia -
I5-I5 inter area

# — candidate default, U - per-user static route, o - CDR

P - periodic downloaded static route

Gateway of last resort is 209.1€5.220.3 to network 0.0.0.0

172.3.0.0/29 is subnetted, 1 subnets

cC 172.3.2.8 is directly connected, FastEthernet(0/0.1
172.31.0.0/16 is wvariably subnetted, 11 subnets, 3 masks

o] 172.31.0.0/26 [ll0/65] wvia 172.31.2.34, 03:59:41,

Seriald/Sof0

o] 172.31.0.64/26 [l1l10/65] wvia 172.31.2.34, 03:59:41,

Seriald/Sof0

C 172.31.0.128/26 is directly connected, FastEthernet0/0.20

C 172.31.0.192/26 is directly connected, FastEthernet0/0.30

o] 172.31.1.0/26 [l1l0/65] wvia 172.31.2.38, 03:59:41,

Seriald/So/1

o] 172.31.1.64/26 [110/65] wvia 172.31.2.38, 03:59:41,

Seriald/So/1

o] 172.31.2.0/29 [l1l0/65] wvia 172.31.2.34, 03:59:41,

Seriald/Sof0

o] 172.31.2.8/29 [l1l0/65] wvia 172.31.2.38, 03:59:41,

Seriald/So/1

o] 172.31.2.24/2% [l110/65] wvia 172.31.2.38, 03:59:41,

Seriald/So/1

——More—- W
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Cundinamarca (config)#int s0/0/0

Cundinamarca (config-if) #ip ospf authentication message-digest
Cundinamarca (config-if) #ip ospf message-digest-key 1 mdS ciscol23
Candinamarca[config—if]ﬂ v

o1



El enrutamiento debera tener autenticacion.

e
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Username: admi

Password:

Bucaramanga>en

Password:

Bucaramanga#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bucaramanga (config) #int s0/0/0

Bucaramanga (config-if) #ip ospf authentication message-digest
Bucaramanga (config-if) #ip ospf message-digest-key 1 md5 ciscolZ3
Bucaramanga (config-if) #

L VT - O
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Cuidado Acceso Restringido
User Access Verification

Username: admi

Password:

Tunja>en

Password:

Tunja¥conf t

Enter configuration commands, one per line. End with CNTL/Z.
Tunja (config) #int =0/0/0

Tunja (config-if) $#ip ospf authentication message-digest
Tunja (config-if) $#ip ospf message-digest-key 1 md5 ciscolZ3
Tunja (config-if) #

04:30:45: %05PF-5-ADJCHG: Process 1, Nbr 172.31.2.34 on
Seriald/0/0 from LOADING to FULL, Loading Done

Tunja (config-if) $#int =s0/0/1
Tunja (config-if) $#ip ospf authentication message-digest

Tunda fcomfia—iFi2in nanf messare-dimest-kev 1 mdS ci=scnl23
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5. Listas de control de acceso:

Los hosts de VLAN 20 en Cundinamarca no acceden a internet, solo a la red interna
de Tunja.
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Cundinamarcafconf t

Enter configuration commands, one per line. End with CNTL/Z.
Cundinamarca (config) #access-1list 111 deny ip 172.31.1.64 0.0.0.63
209.165.220.0 0.0.0.255

Cundinamarca (config) #access-1list 111 permit ip any any

Cundinamarca (config)#int £0/0.20

Cundinamarca [config-subif) #ip access-group 111 in
Candinamarca[config—sabif]ﬂ b

Los hosts de VLAN 10 en Cundinamarca si acceden a internet y no a la red interna de
Tunja.

| B CUNDINAMARCA - O X
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Cundinamarca (config-if)#int £0/0.20

Cundinamarca (config-subif) #access-1list 112 permit ip 172.31.1.0
0.0.0.63 209.165.220.0 0.0.0.255

Cundinamarca (config) #access-1list 112 deny ip any any

Cundinamarca (config)#int £0/0.30

Cundinamarca [config-subif) #ip access-group 112 in
Candinamarca[config—sabif]ﬂ b

Los hosts de VLAN 30 en Tunja solo acceden a servidores web y ftp de internet.
¥ TUNJA - O X
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Tunja(config) #access-1list 111 permit tcp 172.31.0.1%2 0.0.0.63
209.165.220.0 0.0.0.255 =g B8O

Tunja(config) #access-1list 111 permit tcp 172.31.0.1%92 0.0.0.63
209.165.220.0 0.0.0.255 eqg 21

Tunja (config) #access-list 111 permit tcp 172.31.0.1%2 0.0.0.63
209.165.220.0 0.0.0.255 eq 2

Tunja(config)#int £0/0.30

Tunja(config-subif) $#ip access-group 111 in

Tunja (config-subif) § b4

Los hosts de VLAN 20 en Tunja solo acceden a la VLAN 20 de Cundinamarca y VLAN
10 de Bucaramanga.
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Tunja(config) #access-1list 112 permitc ip 172.31.0.128 0.0.0.63
172.31.0.0 0.0.0.63

Tunja(config) #int £0/0.20

Tunja(config-subif) #ip access-group 112 in
Tunja(config-subif) fexit

Los hosts de VLAN 30 de Bucaramanga acceden a internet y a cualquier equipo de
VLAN 10.
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Bucaramanga (config-if) fexit

Bucaramanga (config) #access-1list 111 permit ip 172.31.0.64

0.0.0.63 209.165.220.0 0.0.0.255

Bucaramanga (config) #int £0/0.30

Bucaramanga (config-subif)#ip access-group 111 in

Bucaramanga (config-subif) # v

Los hosts de VLAN 10 en Bucaramanga acceden a la red de Cundinamarca (VLAN 20)
y Tunja (VLAN 20), no internet.
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Bucaramanga (config-subif)#ip access-group 111 in

Bucaramanga (config-subif) #access-list 112 permit ip 172.31.0.0
0.0.0.63 172.31.1.64 0.0.0.63

Bucaramanga (config) #access-1list 112 permit ip 172.31.0.0 0.0.0.63
Bucaramanga (config) #access-1list 112 permit ip 172.31.0.0 0.0.0.63
172.31.0.128 0.0.0.63

Bucaramanga (config) #int £0/0.10

Bucaramanga (config-subif)#ip access-group 112 in
BJCaIamanga[config—sabif]ﬂ v

Ctrl+F6 to exit CLI focus Copy Paste
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Los hosts de una VLAN no pueden acceder a los de otra VLAN en una ciudad.
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Bucaramanga (config) #access-1ist 113 deny ip 172.31.0.64 0.0.0.63
172.31.0.0 0.0.0.63

Bucaramanga (config) #access-1list 113 permit ip any any

Bucaramanga (config) $#int £0/0.10

Bucaramanga (config-subif) #ip access-group 113 out

Bucaramanga (config-subif) # hd
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Tunja(config) $#access-1list 113 deny ip 172.3.2.8 0.0.0.7

172.31.0.128 0.0.0.63

Tunja(config) $#access-1list 113 deny ip 172.3.0.1%2 0.0.0.63
172.31.0.128 0.0.0.63

Tunja(config) #access-1list 113 permit ip any any

Tunja(config) #int £0/0.20

Tunja(config-subif) #ip access-group 113 out

Tunija (config-subif) # b

% CUNDINAMARCA - O X
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Cundinamarca (config) #access-1list 113 deny ip 172.31.2.8 0.0.0.7
172.31.1.64 0.0.0.63

Cundinamarca (config) #access-1list 113 deny ip 172.31.1.0 0.0.0.63
172.31.1.64 0.0.0.63

Cundinamarca (config) #access-1list 113 deny ip 172.31.2.24 0.0.0.7
172.31.1.64 0.0.0.63

Cundinamarca (config) #access-1list 113 permit ip any any

Cundinamarca (config)#int £0/0.20

Cundinamarca (config-subif) #ip access-group 113 out
Candinamarca[config—sabif]ﬂ b
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Solo los hosts de las VLAN administrativas y de la VLAN de servidores tienen accedo
a los routers e internet.
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Bucaramanga (config-subif) #access-1list 3 permit 172.31.2.0 0.0.0.7
Bucaramanga (config) #access-1ist 3 permit 172.3.2.8 0.0.0.7
Bucaramanga (config) #access-1ist 3 permit 172.31.2.8 0.0.0.7
Bucaramanga (config) #line vty 0 15

Bucaramanga (config-1line) #access-class 3 in

Bucaramanga (config-line) # hd

L VI — O X
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Tunja (config-subif) #access-1list 3 permit 172.31.2.0 0.0.0.7

Tunja (config) #access-1list 3 permit 172.3.2.8 0.0.0.7

Tunja (config) #access-1list 3 permit 172.31.2.8 0.0.0.7

Tunja (config) #line vty 0 15

Tunja (config-line)#access-class 3 in

Tanja[config—line]ﬂ v
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Cundinamarca (config) #access-list 3 permit 172.3.2.8 0.0.0.7
Cundinamarca [(config) #access-list 3 permit 172.31.2.8 0.0.0.7
Cundinamarca (config)#line vty 0 15

Cundinamarca (config-line) #access-class 3 in

Cundinamarca (config-line) # b

Ctrl+F6 to exit CLI focus Copy Paste
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Conclusion

Las NAT consiste en transportar los paquetes de informacion a través del router
sin importar la clase, se consideran el tnico mecanismo utilizado para
intercomunicar redes.

Los usuarios al usar DHCP, este agiliza y ensefia toda la informacion que necesita
para funcionar incluso direccion IP, el servidor de inicio y la informacion de
configuracion de red. Ya que las solicitudes DHCP pueden enviar por subredes,
se podria contrarrestar el uso de servidores de inicio en la red cuando se utiliza

el inicio de red DHCP.
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