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INTRODUCCION

Las redes y la tecnologia se han transformado en un elemento muy importante en el
desarrollo administrativo y tecnologico de cualquier organizacion, por tal motivo,

cualquier red debe ser cien por ciento seguro, viable, estable y eficiente.

Como futuros ingenieros y profesionales debemos establecer prioridades en las redes
de cualquier institucidn, es por ello que el proceso de aprendizaje se acrecienta las
razones por las cuales debemos desplegar redes que cumplan con todos estos requisitos

previamente establecidos.

Cuando disefiamos una red de datos es necesario extraer el maximo rendimiento de sus
capacidades, la red debe estar dispuesta para efectuar enlaces a través de otras redes,
con ayuda de protocolos que nos permiten generar estas conexiones. Es asi que a
continuacion encontraremos el desarrollo de las actividades plasmadas en la prueba de
habilidades practicas, que nos permite poner en conocimiento y ejecucion lo aprendido

durante el desarrollo del curso.
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OBJETIVOS

OBJETIVO PRINCIPAL

Simular el disefio e implementacion de dos escenarios planteados como trabajo de grado

y habilidades practicas en el curso de cisco (disefio e implementaciéon de soluciones
integradas LAN / WAN)

OBJETIVOS SECUNDARIOS

Realizar y configurar la red planteada en el caso de estudio de habilidades
practicas.

Aplicar lo aprendido en los cursos de CCNALly CCNAZ2,y establecer lo
comprendido en la prueba de habilidades practicas

Comprobar y configurar el funcionamiento de los escenarios planteados
Desarrollar la practica utilizando el simulador Packet Tracer de Cisco para hacer
el montaje de la red con cada una de sus especificaciones

Afianzar los conocimientos adquiridos para la configuracion de dispositivos como
switches, router, y PCs.

Configurar el protocolo de enrutamiento Yy realizar el montaje de prueba en el

simulador Packet Tracer
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DESCRIPCION DEL ESCENARIO PROPUESTO PARA LA PRUEBA DE
HABILIDADES

Escenario 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin, en
donde el estudiante sera el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de

enrutamiento y demas aspectos que forman parte de la topologia de red.

Topologia de red

W20/ 20 172204/0

Como trabajo inicial se debe realizar lo siguiente.

e Realizar las rutinas de diagnéstico y dejar los equipos listos para su configuracion
(asignar nombres de equipos, asignar claves de seguridad, etc).
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e Realizar la conexién fisica de los equipos con base en la topologia de red

Router>ENABLE

Router#CONF T

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname MEDELLIN1
MEDELLIN1(config)#no ip domain-lookup
MEDELLIN1(config)#service password-encryption
MEDELLIN1(config)#enable secret class
MEDELLIN1(config)#line console O
MEDELLIN1(config-line)#password cisco
MEDELLIN1(config-line)#login
MEDELLIN1(config-line)#LINE VTY 0 15
MEDELLIN1(config-line)#password cisco
MEDELLIN1(config-line)#login

Router>ena

Routergconf t

Enter configuration commands, one per line. End with CHIL/Z.
Router (config) thostname MEDELLINL

MEDELLINL {config) fno ip domain-loockup
MEDELLINL (config) #service password-encryption
MEDELLINL (config) #enakle secret class
HMEDELLIN] (config)#line consocle O

MEDELLINL (config-line) #password cisco
MEDELLINL {config-line) #login

HMEDELLIN] (config-line)#line vty O 15
MEDELLINL (config-line) #pass

MEDELLINL (config-line) #password Cisco
MEDELLINL (config-line) #login

MEDELLINI (config-line) §|
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Router>ena

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostnam MEDELLIN2
MEDELLINZ2(config)#no ip domain-lookup
MEDELLINZ2(config)#service password-encryption
MEDELLINZ2(config)#enable secret class
MEDELLINZ2(config)#line console O
MEDELLINZ2(config-line)#password cisco
MEDELLINZ2(config-line)#LOGIN
MEDELLIN2(config-line)#LINE VTY 0 15
MEDELLINZ2(config-line)#password cisco
MEDELLINZ2(config-line)#LOGIN

Routerrena

Bouterfconft t

Enter configuration commands, one per line. End with CHNTL/Z.
Router (config) ghostnam MEDELLINZ

HMELDELLINZ (config) fno ip domain-loockup
MEDELLINZ (config) §service password-encryption
MELDELLINZ (config) §enakle secret class
MELDELLINZ (config)f$line console O

MELDELLINZ (config-line) §password cisco
HMEDELLINZ (config-line) §LOGIN

HMEDELLINZ (config-line) §LINE VIY O 15
MELDELLINZ (config-line) §password cisco
HMEDELLINZ (config-line) §LOGIN

MEDELLINZ (config-line) &

Router>ena

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#host MEDELLIN3

MEDELLIN3(config)#no ip domain-lookup
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MEDELLIN3(config)#service password-encryption
MEDELLIN3(config)#enable secret class
MEDELLIN3(config)#line console 0
MEDELLIN3(config-line)#password cisco
MEDELLIN3(config-line)#login
MEDELLIN3(config-line)#password cisco
MEDELLIN3(config-line)#LINE VTY 0 15
MEDELLIN3(config-line)#password cisco
MEDELLIN3(config-line)#login

REouterrena

Routerfconft t

Enter configuration commands, one per line. End with CHTL/Z.
RBouter (config) $host MEDELLIN3

MEDELLIN3 {config) fno ip domain-loockup
MEDELLIN3 {config) §service password-encryption
HMEDELLINZ {config)

MEDELLIN3 (config) #enable secret class
MEDELLIN3 {config) #line console 0O

MEDELLIN3 {config-line) fpassword cisco
MEDELLINZ {config-line) #login

MEDELLIN3 (config-line) §password cisco
MEDELLIN3 {config-line) fpassword cisco
HMEDELLIN3 (config-line) #LINE VIY 0 15
MEDELLINZ {config-line) fpassword cisco
MEDELLIN3 (config-line) #login

MEDELLIN3 (config-line)#

Router>ena

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#host ISP

ISP(config)#no ip domain-lookup
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ISP(config)#service password-encryption

ISP(config)#enable secret class

ISP(config)#line console 0O

ISP (config-line)#password cisco

ISP(config-line)#login
ISP(config-line)#LINE VTY 0 15

ISP(config-line)#password cisco

ISP(config-line)#login

Is5Pp
ISP

ISP
Is5Pp

Router=ena
Boutertconf t
Enter configuration commands, one per line. End with CHNIL/Z.
BRouter (config) #host ISF

{config) #no ip domain-lookup
{config) #service password-encryption
ISE|
{config) #line comnscole 0
(config-line) #

ISE|
ISE|
ISE|
ISE|
ISE|

config) §enable secret class

config-line) §password cisco
config-line) §login
config-line) §LINE VIY 0O 15
config-line) §password cisco
config-line) §login

Router>ena

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#host BOGOTAL
BOGOTAIL(config)#no ip domain-lookup
BOGOTAL(config)#service password-encryption

Mind Wide Open”
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BOGOTA1(config)#enable secret class
BOGOTA1L(config)#line console 0
BOGOTA1L(config-line)#password cisco
BOGOTA1L(config-line)#login
BOGOTA1(config-line)#LINE VTY 0 15
BOGOTA1(config-line)#password cisco
BOGOTA1L(config-line)#login

Routerr>ena

Routergfconf t

Enter configuration commands, one per line. End with CHIL/SZ
Router (config) f#host BOROTAL

BOZOTAL (config) éno ip domain-loockup

BOZOTAL (config) §service password-encryption
BOZOTAL (config) #enakble secret class

BOZOTAL (config) f#line console 0O

BOGOTRL (config-line) §password cisco

BOGOTRAL (config-line) #login

BOFOTRA]L (config-line) §LINE WITY 0 15

BOEFOTRAL (config-line) #password cisco

BOEOTAL (config-line) #login

Router>ena

Router#conf ter

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#host BOGOTA2
BOGOTA2(config)#no ip domain-lookup
BOGOTA2(config)#service password-encryption
BOGOTAZ2(config)#enable secret class
BOGOTA2(config)#line console 0
BOGOTAZ2(config-line)#password cisco
BOGOTAZ2(config-line)#login
BOGOTA2(config-line)#LINE VTY 0 15
BOGOTAZ2(config-line)#password cisco
BOGOTAZ2(config-line)#login
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Houterrena

Routerfcont ter

Enter configuration commands, one per line. End with CHTIL/Z.
Router (config) ghost BOEOTAZ

BOEOTAZ (config) #fno ip domain-loockup

BOZOTAZ (config) §service password-encryption
BOEOTRAR (config) §enakble secret class

BOFOTRE2 (config) #line console O

BOEOTRAZ (config-line) gpassword cisco

BOEOTREZ (config-line) #login

BOGOTAZ (config-line) #LINE VIY O 15

BOEOTAZ (config-line) #password cisco

BOGOTAZ (config-line) #login

Router>ena

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostn BOGOTA3
BOGOTA3(config)#no ip domain-lookup
BOGOTA3(config)#service password-encryption
BOGOTA3(config)#enable secret class
BOGOTA3(config)#line console 0
BOGOTA3(config-line)#password cisco
BOGOTA3(config-line)#login
BOGOTA3(config-line)#LINE VTY 0 15
BOGOTA3(config-line)#password cisco
BOGOTA3(config-line)#login
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Routerrena

BEouterfconft t

Enter configuration commands, one per line. End with CHIL/SZ
Router (config) ghostn BOEOTAS

BOZOTAZ (configl #no ip domain-loockup

BOZOTAS (config) #service password-encryption
BORZOTAS (config) fenakle secret class

BOZOTAS (config) f#line consocle O

BOZOTAS (config-line) gpassword cisco

BOCZOTAZ (config-line) #login

BOGZOTAZ (config-line) #LINE VIY O 15

BORZOTAS (config-line) #password cisco

BOROTAS (config-line) #login

Realizar la conexidn fisica de los equipos con base en la topologia de red

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.

Parte 1: Configuracién del enrutamiento

W Cisco Packet Tracer - C:\Users\PRINCIPAL\Cisco Packet Tracer 7.2\saves\magda ultimo.pkt
Fie Edt Options View Tools Extensions Help

EiERdO0rd @6 ¢7 QaQoE B=E ?

D@ X /s rmed B

A Logical @l e

i s0com - S |
P i — =,
- I > =
=, o
PCPT 2411 172296020 & 17229.3.080 B0GPTAZ
= vekine ey
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a. Configurar el enrutamiento en la red usando el protocolo RIP versién 2,

declare la red principal, desactive la sumarizacién automatica.
Router ISP

ISP>ena

Password:

ISP#conf t

Enter configuration commands, one per line. End with CNTL/Z.
ISP (config)#int s0/0/0

ISP (config-if)#ip address 209.17.220.1 255.255.255.252
ISP(config-if)#clock rate 4000000

ISP(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
ISP (config-if)#int s0/0/1

ISP (config-if)#ip address 209.17.220.5 255.255.255.252
ISP(config-if)#clock rate 4000000

This command applies only to DCE interfaces

ISP (config-if)#no shut

Password:

I15P=ena

Password:

Password:

ISPEcont t©

Enter configuration commands, one per line. End with CHTL/Z.
ISPiconfig) #int s0/0/0

ISP lconfig-if) #ip address 205.17.220.1 255.255.255.252

ISP (config-if) fclock rate 4000000

ISP (config-if) #no shut

ELINE-5—-CHAWNEZED: Interface Seriald/ /070, changed state to down
ISP (config-if)#int s0/0/1

ISP {config—if) #ip address 2Z05.17.220.5 Z55.255.255.252

ISP (config-if) fclock rate 4000000

This command applies only to DCE interfaces

ISP (config-if) #no shut

ELINE-5-CHAMNZED: Interface Seriald/ /071, changed state to down
ISP (config-if)#
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ROUTER_MEDELLIN1

MEDELLIN1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#int s0/0/0

MEDELLIN1(config-if)#ip address 209.17.220.2 255.255.255.252
MEDELLIN1(config-if)#no shut

MEDELLIN1(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
MEDELLIN1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up
MEDELLIN1(config-if)#int s0/0/1

MEDELLIN1(config-if)#ip address 172.29.6.1 255.255.255.252
MEDELLIN1(config-if)#clock rate 4000000

This command applies only to DCE interfaces
MEDELLIN1(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
MEDELLIN1(config-if)#

MEDELLIN1(config-if)#int s0/1/0

MEDELLIN1(config-if)#ip address 172.29.6.9 255.255.255.252
MEDELLIN1(config-if)#clock rate 4000000
MEDELLIN1(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
MEDELLIN1(config-if)#int sO/1/1

MEDELLIN1(config-if)#ip address 172.29.6.13 255.255.255.252
MEDELLIN1(config-if)#clock rate 4000000
MEDELLIN1(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
MEDELLIN1(config-if)#
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MEDELLIN]=ena
Password:
MEDELLIMN1gfint s0/0/0

% Imwvalid input detected at """ marker.

MEDELLINl1fconf t

Enter configuration commands, one per line. End with CHTL/SZ.
MEDELLIN] {config) #int s0/0/0

MEDELLIMN] {(config-if) #ip address 205_17_220_.2 255_255_255_252
HMEDELLIN] (config-if) #no shut

HMEDELLIN] (config—if) #
SELINE-5—CHLMNEZED: Interface Seriald/ 0,0, changed state to up

MEDELLINL {config-if) &
SELINEFROTO-5-UPDDWH : Line protococl on Interface Seriald//0,/0, change
state to up

MEDELLIM] {(config-if) #int s0,0/1

MEDELLIN] (config-if) §ip address 172.23_.&6.1 255.
MEDELLINI {config—if) gclock rate 4000000

This command applies only to DCE interfaces
HMEDELLIN] (config-if) #no shut

i8]

5

4]

55.255.

&

ELINE-5—CHANEZED: Interface Seriallds0/1, changed state to down
MEDELLINl {config-if) &

MEDELLIM] {(config-if) #int s0/1/50

MEDELLIN] (config-—if) §ip address 172.23.&€.5% 255.
MEDELLINI {config—if) gclock rate 4000000
MEDELLINI {config—if) fno shut

i8]

5

4]

55.255.

&

ELINE-5—CHANEZED: Interface Seriallds1/s0, changed state to down
MEDELLIMN] {(config-if) #int s0/1/1

MEDELLIN]L {config-if) #ip address 172.25%.6€.13 255.255.
HMEDELLIN] (config-if) #clock rate 4000000

MEDELLINMNI {config-if) gno shut

1

=1

[a

55.

[

SLINE-5—CHLMNZED: Interface Seriald/ 1/1, changed state to down
MEDELLIMN] {(config-if) &

MEDELLINZ2

MEDELLIN2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLINZ2(config)#int s0/0/0

MEDELLINZ2(config-if)#ip address 172.29.6.2 255.255.255.252
MEDELLINZ2(config-if)#clock rate 4000000
MEDELLINZ2(config-if)#no shut

MEDELLIN2(config-if)#
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%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
MEDELLINZ2(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up
MEDELLINZ2(config-if)#int sO/0/1

MEDELLINZ2(config-if)#ip address 172.29.6.5 255.255.255.252
MEDELLINZ2(config-if)#clock rate 4000000

This command applies only to DCE interfaces
MEDELLINZ2(config-if)y#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
MEDELLINZ2(config-if)#

MEDELLINZ2(config-if)#int g0/0

MEDELLINZ2(config-if)#ip address 172.29.4.1 255.255.255.128
MEDELLINZ2(config-if)#no shut

MEDELLINZ2(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

Password:

MEDELLINZ »ena

Password:

MEDELLINZ#conf t©

Enter configuration commands, one per line. End with CHNTL/Z.
MEDELLINZ (config) #int s0/0/0

MEDELLINZ {config-if) #ip address 172.25.6.2 255.255.255.252
MEDELLINZ (config-if) #clock rate 4000000

MEDELLINZ {config-if) #no shut

MEDELLINZ {config-if) #
2LINE-5-CHRNGED: Interface Seriall/0/0, changed state to up

MEDELLINZ (config-if)§
SLINEPROTO-5-UPDOWN: Line protocol on Interface Seriall/0/0, changed
state to up

MEDELLINZ (config-if) #int s0/0/1

MEDELLINZ {config-if) #ip address 172.25.6.5 255.255.255.252
MEDELLINZ (config-if) #clock rate 4000000

This command applies only to DCE interfaces

MEDELLINZ (config-if) §no shut

2LINE-5-CHRNGED: Interface Seriall/0/1, changed state to down
MEDELLINZ {config-if) #

MEDELLINZ (config-if) #int g0/0

MEDELLINZ {config-if) #ip address 172.25.4.1 255.255.255.128
MEDELLINZ (config-if) §no shut

MEDELLINZ (config-if)§
SLINE-5-CHRNGED: Interface GigabitEthernet(/0, changed state to up
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MEDELLIN3

MEDELLIN3#conf t

Enter configuration commands, one per line. End with CNTL/Z.

MEDELLIN3(config)#int s0/0/0

MEDELLIN3(config-if)#ip address 172.29.6.10 255.255.255.252
MEDELLIN3(config-if)#clock rate 4000000

This command applies only to DCE interfaces

MEDELLIN3(config-if)y#no shut

MEDELLIN3(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

MEDELLIN3(config-if)#int sO/0/1

MEDELLIN3(config-if)#ip address 172.29.6.14 255.255.255.252
MEDELLIN3(config-if)#clock rate 4000000

This command applies only to DCE interfaces
MEDELLIN3(config-if)y#no shut

MEDELLIN3(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
MEDELLIN3(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up
MEDELLIN3(config-if)#int s0/1/0

MEDELLIN3(config-if)#ip address 172.29.6.6 255.255.255.252
MEDELLIN3(config-if)#clock rate 4000000
MEDELLIN3(config-if)#no shut

MEDELLIN3(config-if)#

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to up
MEDELLIN3(config-if)#
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%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/0, changed state to up

MEDELLIN3(config-if)#int g0/0

MEDELLIN3(config-if)#ip address 172.29.4.129 255.255.255.128

MEDELLIN3(config-if)#no shut
MEDELLIN3(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

MEDELLIMN2Z>ena
Password:
MEDELLINZgfconf «©

MEDELLIMN2 {config) #int s0,0,/0

MEDELLINZE (config—if)#ip address 172 _25_£€ .10 2Z55.255.255_252
MEDELLINS {config—if) #clock rate 4000000

This command applies only to DCE interfaces

MEDELLIMN2 (config—if) f#no shut

MEDELLINZ (config—if) #
FLIMNE-S—CHARMEED: Interface Serialds 0,0, changed state to up

FLIMNMEPROTO-S5—TEPFDOW: Line protocol on Inmterface Serialds s, 0,0,
state to up

MEDELLIMN2 (config—if)ifint s00,1

MEDELLINZE (config—if)l#ip address 172 _25_£.14 255 _.255.255.25
MEDELLINS {config—if) #clock rate 4000000

This command applies only to DCE interfaces

MEDELLIMN2 (config—if) f#no shut

I

MEDELLINZ (config—if) #
FLIMNE-S—CHARMEED: Interface Serialds 0,1, changed state to up

MEDELLINZ (config—if) #
FLIMNEPROTO-S5—TEPFDMOWN: Line protocol on Inmterface Serialds , 0,1,
state to up

MEDELLINS (config—if)#imt s0,1,0

MEDELLINZE (config—if)l#ip address 172 _25_&€.&€ 2Z55_2Z55_2Z55_252
MEDELLINS {config—if) #clock rate 4000000

MEDELLINZ {config—if) #nno shut

MEDELLINZ (config—if) #
FLIMNE-S—CHARMEED: Interface Serialds,1y 0, changed state to up

MEDELLINZ (config—if) #
FLIMNEPROTO-S5—TPFDMOW: Line protocol on Inmterface Serialds,1s 0,
state to up

MEDELLINS (config—if)#imnt gl 0
MEDELLINZE (config—if)l#ip address 172 _25_4_.125 Z55_2Z55_2Z55.125
MEDELLINZ {config—if) #nno shut

MEDELLINZ (config—if) #
FLINE-S—CHARMEED: Interface GigakbitEthernetds;0, changed state

Enter configuration commands, omne per line._ End with CHTILSZE

changed

changed

changed

to up

BOGOTAL1l

BOGOTAl1>ena
Password:
BOGOTAl#conf t

Enter configuration commands, one per line. End with CNTL/Z.
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BOGOTA1L(config)#int sO/0/0

BOGOTA1L(config-if)#ip address 209.17.220.6 255.255.255.252
BOGOTA1(config-if)#clock rate 4000000

BOGOTA1L(config-if)#no shut

BOGOTA1(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
BOGOTAI1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up
BOGOTA1L(config-if)#int sO/0/1

BOGOTAL(config-if)#ip address 172.29.3.9 255.255.255.252
BOGOTA1(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
BOGOTA1(config-if)#int sO/1/0

BOGOTAL(config-if)#ip address 172.29.3.1 255.255.255.252
BOGOTA1(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
BOGOTA1L(config-if)#int sO/1/1

BOGOTAL(config-if)#ip address 172.29.3.5 255.255.255.252
BOGOTA1(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
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BOGOTRL (config)#int sO/0,0

BOGOTRL (config-if) $ip address 20%.17 .220.& 255.255.255.252
BOGOTR]L (config—-if) fclock rate 4000000

BOGOTR]L (config-if) $no shut

BOGOTRL (config-if)

SLINE-5—-CHRNEED: Interface Serialds0/0, changed state to up
BOGOTRL (config-if)

SLINEFROTO-5-UPDOWHN : Line protocol on Interface Serialld 070, change
state to up

BOGOTRL (config—if) §int s0,/0/1

BOGOTRL (config-if) #ip address 172.2%.3.% 2Z55.255_255._252
BOGOTR]L (config—-if) fclock rate 4000000

This command applies only to DCE interfaces

BOGOTR]L (config-if) $no shut

SLINE-5—CHRNEED: Interface Serialds0/1, changed state to down
BOGOTRL (config—if) §int s0,170

BOGOTRL (config-if) $#ip address 172.2%.3.1 2Z55.255_255._.252
BOGOTRL (config-if)

BOGOTR]L (config—-if) fclock rate 4000000

This command applies only to DCE interfaces

BOGOTR]L (config-if) $no shut

SLINE-5—CHRNEED: Interface Serialds1/0, changed state to down
BOGOTRL (config—if) §int s0,171

BOGOTRL (config-if) $#ip address 172.2%_.3.5 2Z55.255_255._252
BOGOTR]L (config—-if) fclock rate 4000000

This command applies only to DCE interfaces

BOE0OTREL (config—-if) #no shut

BOGOTA2

BOGOTA2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA2(config)#int g0/0

BOGOTA2(config-if)#ip address 172.29.1.1 255.255.255.0
BOGOTA2(config-if)#no shut

BOGOTA2(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
BOGOTA2(config-if)#int s0/0/0

BOGOTA2(config-if)#ip address 172.29.3.10 255.255.255.252
BOGOTA2(config-if)#no shut

BOGOTAZ2(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
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%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up
BOGOTA2(config-if)#int s0/0/1

BOGOTA2(config-if)#ip address 172.29.3.13 255.255.255.252

BOGOTA2(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
BOGOTA2(config-if)#int s0/0/0

BOGOTA2(config-if)#clock rate 4000000

BOGOTA2(config-if)#no shut

BOZOTRZ >ena

Password:

BOGOTRZgdcont t©

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTRAZ (config) #int gls0

BOGOTRAZ (config-if) #ip address 172.25.1.1 255.255.355.

BOGOTAZ (config-if) #no shut

BOGZOTRZ (config-if) ¢
2LINE-5-CHAWNEED: Interface GigabitEthernet(0/0, changed state to up

BOZOTRZ (config-if) #int s0/0/0

BOGOTRAZ (config-if) #ip address 172.25%.3.10 255.255.255.252
BOGOTRZ (config-if) #no shut

BOGOTRZ (config-if) §
SLINE-5-CHRMZED: Interface S5erialds0/0, changed state to up

$LINEPROTCO-5-UFDOWHN: Line protocol on Interface Seriall/0/0, changed
state to up

BOGOTAZ (config-if) gint s0/0/1

BOGOTAZ (config-if) gip address 172.25_.3.13 255_255_255.252
BOGOTAZ (config—if) #clock rate 4000000

This command applies only to DCE interfaces

BOGOTAZ (config-if) #no shut

£ LINE-5-CHRNGEED: Interface Serialld/0/1, changed state to down
BOGOTAZ (config-if) gint s0/0/0

BOFOTRZ (config—if) #clock rate 4000000

BOGOTAZ (config-if) fno shut

BOGOTAZ (config-if) §

BOGOTAS3

BOGOTAS3#conf t
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Enter configuration commands, one per line. End with CNTL/Z.

BOGOTA3(config)#int s0/0/0

BOGOTA3(config-if)#ip address 172.29.3.2 255.255.255.252
BOGOTA3(config-if)#clock rate 4000000

BOGOTA3(config-if)#no shut

BOGOTA3(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

BOGOTA3(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up
BOGOTA3(config-if)#int sO/0/1

BOGOTA3(config-if)#ip address 172.29.3.6 255.255.255.252
BOGOTA3(config-if)#clock rate 4000000

BOGOTA3(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up
BOGOTA3(config-if)#int sO/1/0

BOGOTA3(config-if)#ip address 172.29.3.14 255.255.255.252
BOGOTA3(config-if)#clock rate 4000000

BOGOTA3(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/0, changed state to up
BOGOTA3(config-if)#int g0/0

BOGOTA3(config-if)#ip add 172.29.0.1 255.255.255.0

BOGOTA3(config-if)#no shut

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
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BOZOTAS#conE ©
Enter configuration commands, one per line. End with CHTLSZ.

BOSOTAS (o £ig) #int sS0,0.,0

BOSOTARAS ( g—if)lgip address 172 259 3 2 255 255 255 252
BOGOTAZS (config—iflg#clock rate 4000000

BOCOTAS (config—if) #no shut

BOEOTAS (config—if1 8

SLINE-S—CHARNEED: Interface Serialds 0,0, changed state to up

BOGCOTAZS (config—if)l #
SLINEPROTO—S-—UDPDOWHN : Line protoccocl on Interface Seriald/ 0,0, changed
state to up

BOCOTAS (comnfig—if)g#int sO,0,1
BOGCOTRAS (config—ifli#ip address 172 .Z29.3.€ Z55.255.255.2Z52

BOCOTAS (config—if)f#clock rate 4000000

BOCOTAS (config—if) #no shut

BOEOTAS (config—if1 8

SLIMNME-S—CHAMNGCED: Interface Serialds 0,1, changed state T©To up

BOCOTAS (config—if) #

SLINEFROTO-S—UPDOWN: Line protocol omn Interface Serialds0/1, changed

state to up

BOGCOTRAZS (config—ifigint sO0-1.0

BOCOTAS (config—if)#ip address 172 .25 _32_.14 2Z55.255.2Z55.252
BOCOTAS (config—if)f#clock rate 4000000
BOSOTAS (config—if) #no shut

BOGCOTAZS (config—if)l #

FLIMNME-S—CHAMNGCED: Interface Seriald,1.,0, changed state to up
BOEOTAS (config—if1 8
SLINEPROTO-S—UPDOWN: Line protocol on Interface Serialdys1lys0, changed

state To up

BOCOTAZ (config—if)ifint gl 0

BOSOTAS (comnfig—31i£) #1722 .29 _ 0.1 255 _25S5.255

% Imvalid imnput detected at "' marker.

BOCOTAS (config—ififip add 172 .25 _0.1 255 .2Z55_.255.0
BOCOTAS (config—if) #no shuﬂ

CONFIGURACION RIP

MEDELLIN1

MEDELLIN1>ena

Password:

MEDELLIN1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#router rip
MEDELLIN1(config-router)#version 2
MEDELLIN1(config-router)#no auto-summary
MEDELLIN1(config-router)#do show ip route connected
C 172.29.6.0/30 is directly connected, Serial0/0/1

C 172.29.6.8/30 is directly connected, Serial0/1/0

C 172.29.6.12/30 is directly connected, Serial0/1/1

C 209.17.220.0/30 is directly connected, Serial0/0/0
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MEDELLIN1(config-router)#network 172.29.6.0
MEDELLIN1(config-router)#network 172.29.6.8
MEDELLIN1(config-router)#network 172.29.6.12
MEDELLIN1(config-router)#passive-interface s0/0/0

User Access Verification
Password:

HMEDELLINl>ena

Password:

MEDELLINlgcont t

Enter configuration commands, one per line. End with CHTL/Z.
MEDELLIN] {config) #router rip

HMEDELLIN] (config-router) §version 2

MEDELLIN] (config-router) fno auto-summary

HMEDELLIN] (config-router) #do show ip route connected

c 172.259.€.0/30 is directly connected, Seriald/0/1
c 172.29.€.8/30 is directly connected, Seriald/s1/ 0
c 172.25.€.12/30 is directly connected, Serizlds1/71
c 20%_.17.220.0/30 4is directly connected, Seriald/a/s0
MEDELLINI (config-router) #network 172.25.€.0
MEDELLIN] {config-router) #network 172.25.€6.8
HMEDELLIN] (config-router) §network 172_25%_&6.12

HMEDELLINI {config-router) §passive-interface s0/0/0
MEDELLIN] (config-router) #

MEDELLINZ2

MEDELLIN2>ena
Password:
MEDELLIN2#conf t
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Enter configuration commands, one per line. End with CNTL/Z.
MEDELLINZ2(config)#router rip
MEDELLINZ2(config-router)#version 2
MEDELLINZ2(config-router)#no auto-summary
MEDELLINZ2(config-router)#do show ip route connected
C 172.29.4.0/25 is directly connected, GigabitEthernet0/0
C 172.29.6.0/30 is directly connected, Serial0/0/0

C 172.29.6.4/30 is directly connected, Serial0/0/1
MEDELLINZ2(config-router)#network 172.29.4.0
MEDELLINZ2(config-router)#network 172.29.6.0
MEDELLINZ2(config-router)#network 172.29.6.4
MEDELLINZ2(config-router)#passive-interface g0/0

SLINEFROTO-5-UFDOWN: Line protocol on Interface GigabkitEthernet
changed state to up

User Access Verification

Password:
Password:

MEDELLINZ=ena
Password:
MEDELLINZfconf t©
Enter configuration commands, one per line. End with CHTL/SZ.
MEDELLINZ (config) §router rip
MEDELLINZ (config-router) §version 2
MEDELLINZ (config-router) #no auto—summary
MEDELLINZ (config-router) §do show ip route connected
C 172.25.4.0/25 is directly connected, FigabitEthernetld/0
C 172.29.6.0/30 is directly connected, Seriald/ 070
C 172.29.6.4/30 is directly connected, Seriald/ 071

MEDELLINZ (config-router) fnetwork 172.25_.4.0
MEDELLINZ (config-router) fnetwork 172.25.6.0
MEDELLINZ (config-router) gnetwork 172.25 _c.4
MEDELLINZ (config-router) gpassive—interface gl/0
MEDELLINZ (config-router) §
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MEDELLIN3

MEDELLIN3>ena

Password:

MEDELLIN3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN3(config)#router rip
MEDELLIN3(config-router)#version 2
MEDELLIN3(config-router)#no auto-summary
MEDELLIN3(config-router)#do show ip route connected

C 172.29.4.128/25 is directly connected, GigabitEthernet0/0
C 172.29.6.4/30 is directly connected, Serial0/1/0

C 172.29.6.8/30 is directly connected, Serial0/0/0

C 172.29.6.12/30 is directly connected, Serial0/0/1
MEDELLIN3(config-router)#network 172.29.4.128
MEDELLIN3(config-router)#network 172.29.6.4
MEDELLIN3(config-router)#network 172.29.6.8
MEDELLIN3(config-router)#network 172.29.6.12
MEDELLIN3(config-router)#passive-interface g0/0
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SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetd/0,
changed state to up

User Reocess Verification
Password:

HMEDELLINZ*ena
Password:
MEDELLIN3gconf t
Enter configuration commands, one per line. End with CHTL/SZ.
MEDELLINZ {(config) #router rip
MEDELLINZ {config-router) §version 2
MEDELLINZ {config-router) fno auto-—summary
MEDELLIN3 {config-router) fdo show ip route connected
C 172.259_.4_128/25 is directly connected, GigabitEthernetd/0
C 172.25%.€.4/30 is directly connected, Seriall/1/0
- 172.25%.€.8/30 is directly connected, Seriall/0/0
c 172.25%.€.12/30 is directly connected, Seriall/s0/1

o i

MEDELLIN3 {config-router) fnetwork 172_.259_.4_ 128
MEDELLIN3 {config-router) fnetwork 172_29_&_.4
MEDELLINZ (config-router) #network 172.25.&.8
MEDELLINZ (config-router) network 172_25.&.12

MEDELLIN3 {config-router) fpassive—-interface gl/0
MEDELLIN3 {config-router) #

BOGOTA1

BOGOTAl1>ena

Password:

BOGOTA1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA1L(config)#router rip
BOGOTAIL(config-router)#version 2
BOGOTA1(config-router)#no auto-summary
BOGOTA1L(config-router)#do show ip route connected
C 172.29.3.0/30 is directly connected, Serial0/1/0

C 172.29.3.4/30 is directly connected, Serial0/1/1

C 172.29.3.8/30 is directly connected, Serial0/0/1

C 209.17.220.4/30 is directly connected, Serial0/0/0



llI'l'I'l
CIsco. Cisco Networking Academy Mind Wide Oper’
I

BOGOTA1L(config-router)#network 172.29.3.0
BOGOTA1L(config-router)#network 172.29.3.4
BOGOTA1(config-router)#network 172.29.3.8
BOGOTA1(config-router)#passive-interface s0/0/0

T = ™

SLINEFROTO-5-UFDOWN : Line protocol on Interface Seriald/1l/l, changed
state to up

User RAccess Verification

Password:
Password:

BOGOTRL >ena
Password:
BOGOTAlfcont t
Enter configuration commands, one per line. End with CHTIL/Z.
BOGOTRL (config) §router rip
BOFOTRAL (config-router) fversion 2
BOGOTRAL (config-router) #no auto-surmary
BOGOTRL (config-router) #do show ip route connected
c 172.25%.3.0/30 is directly connected, Serialds1/0
C 172.25.3.4/30 is directly connected, Seriald/1,1
c 172_.25%_.3.8/30 1is directly connected, Serialds0/1
C 205_.17.220.4/30 is directly connected, Seriald/ 0,0

BOFOTR]L (config-router) fnetwork 172_.29.3.0
BOGOTAL (config-router) #network 172.25.3.4
BOGOTRL (config-router) dnetwork 172.25%.3.8
BOFOTRL (config-router) fpassive—-interface s0/0/0
BOGOTAL (config-router) §

BOGOTA2

BOGOTA2>ena

Password:

BOGOTA2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA2(config)#router rip
BOGOTA2(config-router)#version 2
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BOGOTAZ2(config-router)#no auto-summary
BOGOTAZ2(config-router)#do show ip route connected

C 172.29.1.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.8/30 is directly connected, Serial0/0/0

C 172.29.3.12/30 is directly connected, Serial0/0/1
BOGOTAZ2(config-router)#network 172.29.1.0
BOGOTAZ2(config-router)#network 172.29.3.8
BOGOTAZ2(config-router)#network 172.29.3.12
BOGOTAZ2(config-router)#passive-interface g0/0
BOGOTAZ2(config-router)#

$LINEFROTO-5-UFDOWN : Line protocol on Interface Seriald/ 0/1, changed
state to up

SLINEPROTO-5-TUPFDOWN : Line protocol on Interface GFigabitEthernetOs0,
changed state to up

User Access WVerification
Password:

BOEOTAZena

Password:

BO0TRZgcont ¢

Enter configuration commands, one per line. End with CHTL/Z .
BOE0OTAZ (config) #router rip

BOEOTAZ (config-router) gversion 2

BOEOTAZ (config-router) fno auto-surmary

BOZOTRZ (config-router) §do show ip route connected

c 172.25%.1.0/24 is directly connected, GigabkitEthernetd/0
c 172.25_3.8/30 is directly connected, Seriald/0/70

- 172.25%_3.12/30 is directly connected, Serialds0/1

3 a3

BOEOTAZ (config-router) gnetwork 172 _25_.1.0
BOE0OTAZ (config-router) gnetwork 172.25.3.8
BOE0OTAZ (config-router) gnetwork 172.25_.3_12

BOEOTAZ (config-router) #passive-interface gl/0
T T T T e E e e =y = = &
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BOGOTAS3

BOGOTA3>ena

Password:

BOGOTA3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA3(config)#router rip
BOGOTA3(config-router)#version 2
BOGOTA3(config-router)#no auto-summary
BOGOTA3(config-router)#do show ip route connected

C 172.29.0.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.0/30 is directly connected, Serial0/0/0

C 172.29.3.4/30 is directly connected, Serial0/0/1

C 172.29.3.12/30 is directly connected, Serial0/1/0
BOGOTA3(config-router)#network 172.29.0.0
BOGOTA3(config-router)#network 172.29.3.0
BOGOTA3(config-router)#network 172.29.3.4
BOGOTA3(config-router)#passive-interface g0/0
BOGOTA3(config-router)#
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User Access Verification
Password:

BOGOTAZ »ena

Password:

BOGOTAIgcont t©

Enter configuration commands, one per line. End with CHNTL/Z.
BOZOTAS (config) grouter rip

BOGOTAS (config-router) fversion 2

BOE0TAS (config-router) fno auto-summary

BOE0TAS (config-router) gdo show ip route connected

C 172.25%.0.0/24 is directly connected, GFigakitEthernetl/s0
c 172.25%.3.0/30 is directly connected, Seriald 070

c 172.25_32.4/30 is directly connected, Seriald 071

C 172_.25.3.12/30 is directly connected, S5eriald/s 1l 0

BOGOTAS (config-router) fnetwork 172.25%.0.0
BOGOTAS (config-router) gnetwork 172 .25 .3.0
BOE0TAS (config-router) gnetwork 172 _.25.3.4
BOEOTAS (config-router) gpassive—-interface gl/0
BOGOTAS (config-router) §

b. Los routers Bogotal y Medellin deberan anadir a su configuracion de
enrutamiento una ruta por defecto hacia el ISP y, a su vez, redistribuirla

dentro de las publicaciones de RIP.

MEDELLIN1

MEDELLIN1>ena

Password:

MEDELLIN1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.1
MEDELLIN1(config)#router rip
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MEDELLIN1(config-router)#default-information originate
MEDELLIN1(config-router)#

MEDELLINl=ena

Password:

HMEDELLINlfconf t

Enter configuration commands, one per line. End with CHTL/Z.
MEDELLIN] (config) #ip route 0.0.0.0 0.0.0.0 Z05_.17_220.1
MEDELLIN] (config) §router rip

MEDELLIN] (config-router) #default-information originate
WETMTTT TETT § mmam &5 mr— i e &

BOGOTA1

BOGOTA1>ena

Password:

BOGOTA1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTAZL(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.5
BOGOTAL(config)#route rip
BOGOTA1(config-router)#default-information origina
BOGOTA1(config-router)#

BOZOTRL=ena

Dassword:

BOEOTRlgcont ©

Enter configuration commands, one per line. End with CHIL/Z.
BO=0TA] (config) dip route 0. 0. 0.0 0_0.0.0 20%_.17_220.5

BOGE0OTAL (config) froute rip

BOEOTAL (config-router) fdefault-information origina
BOZOTAL (config-router) §

BOGOTRLE

%5Y5-5-CONFIG _I: Configured from comnscle by console
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c. Elrouter ISP debera tener una ruta estatica dirigida hacia cada red interna
de Bogota y Medellin para el caso se sumarizan las subredes de cada uno a

122.
ISP

ISP#conf t

Enter configuration commands, one per line. End with CNTL/Z.
ISP (config)#ip route 172.29.4.0 255.255.252.0 209.17.220.2
ISP (config)#ip route 172.29.0.0 255.255.252.0 209.17.220.6

ISP#cont t

Enter configuration commands, one per line. End with CHTL/Z.
ISP (config) §#ip route 172.29.4.0 255.255.252.0 20%5.17.220.2
ISP (config) #ip route 172.25.0.0 Z55_.255.252.0 205.17.220.¢

ISPiconfig) g

Parte 2: Tabla de Enrutamiento.

a. Verificar la tabla de enrutamiento en cada uno de los routers para comprobar las redes

y Sus rutas.

SHOW IP ROUTER

MEDELLIN1
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MEDELLINl#show ip route
Codes: L - local, € - connected, 5 - static, B - RIP, M - mokile, B -
BEP
0 - EIGRF, EX - EIGRP external, © - OSPF, IA - OSPF inter area
N1l - OS5PF MS55R external type 1, N2 - OS5PF NS55R external type 2
El1 - OSPF external type 1, EZ - O5PF external type 2, E - EGF
i - I5-I5, Ll - I5-I5 level-l, L2 - I5-IS level-2Z, ia — IS-IS
inter area
* — randidate default, U - per—-user static route, o - CODR
P - periodic downloaded static route

Gateway of last resort is 203.17.220.1 to network 0.0.0.0

172.25.0.0/1€ is wariably subnetted, % subnets, 3 masks

R 172.29.4.0/25 [120/1] wia 172.29.€.2, 00:00:15, Seriald/0/1
=3 172.29.4.128/25 [120/1] wvia 172.25%.6.14, 00:00:0%9,
Serialds1/1
[120/1] wia 172.25.€.10, 00:00:0%5,
Serialos1/0
c 172.25.€.0/30 is directly connected, Seriall/0/1
L 172.25.€.1/32 is directly comnected, Serial0l/0/1
=3 172.25.€.4/30 [120/1] wia 172.2%.€.2, 00:00:15, Serial0s0/1
[120/1] wia l72.25.€.14, 00:00:08, Seriall/l/1
[120/1] wwia 172.25%.€.10, 00:00:0%, Seriald/sLls 0
c 172.25.€.8/30 is directly connected, Serialld/1/0
L 172.25.€.59/32 is directly connected, Seriald/Ll/s0
[nd 172.25.€.12/30 is directly connected, Seriald/ 1/l
L 172.25.€.13/32 is directly connected, Seriald/l/l

205.17.220.0/24 is wariably subnetted, 2 subnets, 2 masks
205 .17.220.0/30 is directly connected, Serialdso/0
205.17.220.2/32 is directly connected, Seriall/ 070

g% 0.0.0.0/0 [1/70] wia 205.17.220.1

[l

MEDELLIN1§

BOGOTA1

BOGOTRlgshow ip route
Codes: L - local, © - connected, 5 - static, B - RIP, M - mobkile, B -
BEP
0 - EIGRP, E¥ - EIGRP external, © - 05PF, IZ - OS5PF inter area
N1l - OSPF M55SR external type 1, M2 - O5SPF N35R external type 2
El - OSPF external type 1, EZ2 - OSPF external type 2Z, E - EGF
i - I5-I5, L1 - I5-I5 lewel-l, L2 - I5-IS5 level-2, ia - I5-IS
inter area
¥ — candidate default, U - per—-user static route, o — QDR
P - periodic downloaded static route

Gateway of last resort is 205.17.220.5 to network 0.0.0.0

172.25%.0.0/1¢ is wvariably subnetted, % subnets, 3 masks
172.29.0.0/24 [1l20/1] wvia 172.25.2.€, 00:00:01, Seriald/l/s1
[120/1] +wia 172.25.3.2, 00:00:01, Serial0/s1/0
172.2%.1.0/24 [120/1] wia 172.25.3.10, 00:00:04, Seriald/os1
172.2%9.2.0/30 is directly connected, Seriallds1l/0
172.2%.3.1/32 is directly connected, Serial0s1/0
172.25.3.4/30 is directly connected, Serialds1/1
172.29.2.5/32 is directly connected, Serialls1/1
172.25%.3.8/30 is directly connected, Serial0s/0/1
172.25.3.9/32 is directly connected, Serial0/so/1
172.29.3.12/30 [120/1] wia 172.2%.3.10, 00:00:04, Serial0sod/1
[120/1] wvia 172.25%.3.€, 00:00:01, Seriald/Ll/1
[120/1] wia 172.2%.3.2, 00:00:01, Serialds1/0
208.17_220.0/24 is variably subnetted, 2 subnets, 2 masks
C 209.17.220.4/30 is directly connected, Seriald/0/0
L 209.17.220.€/32 is directly connected, Seriald/0/0
g 0.0.0.0/0 [1F0] wia 205.17.220.5

k=]

LS B e B B s S |
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b. Verificar el balanceo de carga que presentan los routers.

BOGOTA3

El - O5PF external type 1, EZ - OSPF external type Z, E - EGP

i - I5-I5, L1 - I5-I5 lewel-1l, L2 - I5-I5 lewel-2, ia - IS-IS
inter area

¥ — pandidate default, U - per-user static route, o — CDR

P - periodic downloaded static route

Fateway of last resort is 172.25.3.1 to network 0.0.0.0

0.0/1¢ is wariably subnetted, 10 subnets, 3 masks

.0/24 is directly connected, GigabitEthernet0/0

.1/32 is directly connected, FigabitEthernetO/0

.0/24 [1l20/11 wia 172.29.2.12, 00:00:13, Seriald/sLl/ 0

0430 is directly connected, Seriald/o/0

-2/32 is directly connected, Seriald/0/0

.4/30 is directly connected, Seriald/0/1

.&/22 is directly connected, Seriald/0/1

.8/30 [120/11 wia 172.29.3.5, 00:00:23, Serialdso/s1
[120/1] wia 172.29.3_.1, 00:00:23, Serialo/0/0
[120/1] wia 172.25.3.13, 00:00:13, Seriald/s1/0
172.29.2.12/7320 is directly connected, Serial0/1/0
172.25%_3.14/32 is directly connected, Serialdf1s0

L3 0.0.0.0/0 [120/1] wia 172.29%_3_.1, 00:00:23, Serial0d/0/ 0

[120/1] wia 172.25_.3.5, 00:00:23, Seriald/s0/1

L= B i IS R i ]

Ll ]

BOGOTAZ#

MEDELLIN3

MEDELLIN3§show ip rout
Codes: L - local, € - connected, 5 - static, R - RIF, M - mobile, B -
BGP
D - EIZRF, EX - EIGRP external, O - OSPF, IXR - OSFF inter area
N1 — OSPF HS5A external type 1, M2 — OS5PF NS55& external type 2
El - O5PF external type 1, EZ - OS5PF external type Z, E - EGP
i - Is5-Is, L1 - I5-IS lewel-l, L2 - IS-IS lewel-2, ia - IS-IS
inter area
¥ - candidate default, U - per—user static route, o - QDR
P - periocdic downloaded static route

Fateway of last resort is 172.2%.€.% to network 0.0.0.0

172.29.0.0/1€ is wariably subnetted, 10 subnets, 3 masks

[120/1]1 wia 172.29.€.5, 00:00:08, Seriald/Ll/s0

F25 is directly connected, GigabitEthernetl/0

-4.125/32 is directly connected, GigakitEthernetd/0

.6.0/30 [120/1] wia 172.29.6.13, 00:00:2€, Serial0/0/1
[120/1] wia 172.29.6.%, 00:00:2€, Serial0/0/0
[120/1] wia 172_25.6€.5, 00:00:0%, Seriald/1ls0

-4/30 is directly connected, Serial0s1/0

.&6/32 is directly connected, Serial0/1/0

.8/30 is directly connected, Serialls0/0

10432 is directly connected, Seriald/s0/0

12730 is directly connected, Seriald/0/1

wmeax

c. Obsérvese en los routers Bogota1 y Medellin1 cierta similitud por su ubicacién, por

tener dos enlaces de conexion hacia otro router y por la ruta por defecto que manejan.
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d. Los routers Medellin2 y Bogota2 también presentan redes conectadas directamente y
recibidas mediante RIP.

e. Las tablas de los routers restantes deben permitir visualizar rutas redundantes para el
caso de la ruta por defecto.

f.El router ISP solo debe indicar sus rutas estaticas adicionales a las directamente

conectadas.

DICHOS PUNTOS SE PUEDEN VALIDAR EN LA TABLA DEL ROUTER ISP

ISP

Password:

ISPrena

Password:

ISPg§show ip route

Codes: L - loecal, © - connected, 5§ - static, B - RIP, H - mokile, B -

BEE
D - EIGRP, EX - EIGRP external, © - OS5PF, IA - OS5FF inter area
N1 - OSPF NS55A external type 1, N2 - O5PF NSS5R external type 2
El - OSPF external type 1, EZ - O5PF external type 2, E - EGP
i - Is-Is5, Ll - IS-IS5 lewvel-l, L2 - IS-IS level-2, ia - IE-IS
inter area
¥ - pandidate default, U - per—-user static route, o — ODR

P - periodic downloaded static route

Fateway of last resort is not set

172.259.0.0/22 is submnetted, 2 subnets
72.25.0.0/22 [1/0] wia 205.17.220.¢
2%_4_0/22 [1/0] wia 20%_17.220.2

J220.0/24 is wariably subnetted, 4 subnets, 2 masks
[ 0 is directly connected, Serialdys0/ 0

2 is directly connected, Seriald/0/0

0 is directly connected, Seriald/0/1

.17.220.5/32 is directly connected, SerialdsO/s1

Parte 3: Deshabilitar la propagacion del protocolo RIP.

a. Para no propagar las publicaciones por interfaces que no lo requieran se debe
deshabilitar la propagacion del protocolo RIP, en la siguiente tabla se indican las

interfaces de cada router que no necesitan desactivacion.
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ROUTER INTERFAZ
Bogotal SERIALO/0/1; SERIALO0/1/0;
SERIALO/1/1
Bogota?2 SERIALO/0/0; SERIALO/0/1
Bogota3 SERIALO/0/0; SERIALO/0/1;
SERIALO/1/0
Medellin1 SERIALO/0/0; SERIALO/0/1;
SERIALO/1/1
Medellin2 SERIALO/0/0; SERIALO/0/1
Medellin3 SERIALO/0/0; SERIALO/0/1;
SERIALO/1/0
ISP No lo requiere

CONFIGURACION RIP

MEDELLIN1

MEDELLIN1>ena

Password:

MEDELLIN1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#router rip
MEDELLIN1(config-router)#version 2
MEDELLIN1(config-router)#no auto-summary
MEDELLIN1(config-router)#do show ip route connected
C 172.29.6.0/30 is directly connected, Serial0/0/1

C 172.29.6.8/30 is directly connected, Serial0/1/0

C 172.29.6.12/30 is directly connected, Serial0/1/1
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C 209.17.220.0/30 is directly connected, Serial0/0/0
MEDELLIN1(config-router)#network 172.29.6.0
MEDELLIN1(config-router)#network 172.29.6.8
MEDELLIN1(config-router)#network 172.29.6.12
MEDELLIN1(config-router)#passive-interface s0/0/0

User Access Verification
Password:

HMEDELLINl>ena

Password:

MEDELLINlgcont t

Enter configuration commands, one per line. End with CHTL/Z.
MEDELLIN] {config) #router rip

HMEDELLIN] (config-router) §version 2

MEDELLIN] (config-router) fno auto-summary

HMEDELLIN] (config-router) #do show ip route connected

c 172.259.€.0/30 is directly connected, Seriald/0/1
c 172.29.€.8/30 is directly connected, Seriald/s1/ 0
c 172.25.€.12/30 is directly connected, Serizlds1/71
c 20%_.17.220.0/30 4is directly connected, Seriald/a/s0

MEDELLINI (config-router) #network 172.25.€.0
MEDELLIN] {config-router) #network 172.25.€6.8
HMEDELLIN] (config-router) §network 172_25%_&6.12
HMEDELLINI {config-router) §passive-interface s0/0/0
MEDELLIN] (config-router) #

-
c

-
c

MEDELLINZ2

MEDELLIN2>ena

Password:

MEDELLIN2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLINZ2(config)#router rip
MEDELLINZ2(config-router)#version 2
MEDELLIN2(config-router)#no auto-summary
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MEDELLINZ2(config-router)#do show ip route connected
C 172.29.4.0/25 is directly connected, GigabitEthernet0/0
C 172.29.6.0/30 is directly connected, Serial0/0/0

C 172.29.6.4/30 is directly connected, Serial0/0/1
MEDELLINZ2(config-router)#network 172.29.4.0
MEDELLINZ2(config-router)#network 172.29.6.0
MEDELLINZ2(config-router)#network 172.29.6.4
MEDELLINZ2(config-router)#passive-interface g0/0

Password:
Password:

MEDELLINZ
Password:
MEDELLINZ

MEDELLINZ
MEDELLINZ
MEDELLINZ
MEDELLINZ2
- 172
C 172
C 172

MEDELLINZ
MEDELLINZ
MEDELLINZ
MEDELLINZ2
MEDELLINZ

Enter configuration commands,

.25.4.0/725
.29 .6
.25 _e_.4/30

User Access Verification

>ena
goconf t

{config) #router rip
{config-router) gversion 2

{config-router) fno auto-surmary

one per line.

SLINEFROTO-5-UFDDWN: Line protocol on Interface GFigabitEthernetl
changed state to up

End with CHIL/Z.

{config-router) §do show ip route connected

-0/30

{config-router) gnetwork 172 _25.
{config-router) gnetwork 172 _25_
{config-router) gnetwork 172 .29

is directly connected,
is directly connected,
is directly connected,

4.
.0
-4

-

h=

o

GigakitEthernetls0
SerialdsOs0
Serialld/ 0/ 1

1]

{config-router) gpassive—-interface gl/f0

{config-router) g
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MEDELLIN3

MEDELLIN3>ena

Password:

MEDELLIN3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN3(config)#router rip
MEDELLIN3(config-router)#version 2
MEDELLIN3(config-router)#no auto-summary
MEDELLIN3(config-router)#do show ip route connected

C 172.29.4.128/25 is directly connected, GigabitEthernet0/0
C 172.29.6.4/30 is directly connected, Serial0/1/0

C 172.29.6.8/30 is directly connected, Serial0/0/0

C 172.29.6.12/30 is directly connected, Serial0/0/1
MEDELLIN3(config-router)#network 172.29.4.128
MEDELLIN3(config-router)#network 172.29.6.4
MEDELLIN3(config-router)#network 172.29.6.8
MEDELLIN3(config-router)#network 172.29.6.12
MEDELLIN3(config-router)#passive-interface g0/0
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SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetd/0,
changed state to up

User Reocess Verification
Password:

HMEDELLINZ*ena
Password:
MEDELLIN3gconf t
Enter configuration commands, one per line. End with CHTL/SZ.
MEDELLINZ {(config) #router rip
MEDELLINZ {config-router) §version 2
MEDELLINZ {config-router) fno auto-—summary
MEDELLIN3 {config-router) fdo show ip route connected
C 172.259_.4_128/25 is directly connected, GigabitEthernetd/0
C 172.25%.€.4/30 is directly connected, Seriall/1/0
- 172.25%.€.8/30 is directly connected, Seriall/0/0
c 172.25%.€.12/30 is directly connected, Seriall/s0/1

o i

MEDELLIN3 {config-router) fnetwork 172_.259_.4_ 128
MEDELLIN3 {config-router) fnetwork 172_29_&_.4
MEDELLINZ (config-router) #network 172.25.&.8
MEDELLINZ (config-router) network 172_25.&.12

MEDELLIN3 {config-router) fpassive—-interface gl/0
MEDELLIN3 {config-router) #

BOGOTA1

BOGOTAl1>ena

Password:

BOGOTA1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA1L(config)#router rip
BOGOTAIL(config-router)#version 2
BOGOTA1(config-router)#no auto-summary
BOGOTA1L(config-router)#do show ip route connected
C 172.29.3.0/30 is directly connected, Serial0/1/0

C 172.29.3.4/30 is directly connected, Serial0/1/1

C 172.29.3.8/30 is directly connected, Serial0/0/1

C 209.17.220.4/30 is directly connected, Serial0/0/0
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BOGOTA1(config-router)#network 172.29.3.0
BOGOTA1L(config-router)#network 172.29.3.4
BOGOTA1(config-router)#network 172.29.3.8
BOGOTA1(config-router)#passive-interface s0/0/0

T = ™

SLINEFROTO-5-UFDOWN : Line protocol on Interface Seriald/1l/l, changed
state to up

User RAccess Verification

Password:
Password:

BOGOTRL >ena
Password:
BOGOTAlfcont t
Enter configuration commands, one per line. End with CHTIL/Z.
BOGOTRL (config) §router rip
BOFOTRAL (config-router) fversion 2
BOGOTRAL (config-router) #no auto-surmary
BOGOTRL (config-router) #do show ip route connected
c 172.25%.3.0/30 is directly connected, Serialds1/0
C 172.25.3.4/30 is directly connected, Seriald/1,1
c 172_.25%_.3.8/30 1is directly connected, Serialds0/1
C 205_.17.220.4/30 is directly connected, Seriald/ 0,0

BOFOTR]L (config-router) fnetwork 172_.29.3.0
BOGOTAL (config-router) #network 172.25.3.4
BOGOTRL (config-router) dnetwork 172.25%.3.8
BOFOTRL (config-router) fpassive—-interface s0/0/0
BOGOTAL (config-router) §

BOGOTA2

BOGOTAZ2>ena

Password:

BOGOTA2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTAZ2(config)#router rip
BOGOTAZ2(config-router)#version 2
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BOGOTAZ2(config-router)#no auto-summary
BOGOTAZ2(config-router)#do show ip route connected

C 172.29.1.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.8/30 is directly connected, Serial0/0/0

C 172.29.3.12/30 is directly connected, Serial0/0/1
BOGOTAZ2(config-router)#network 172.29.1.0
BOGOTAZ2(config-router)#network 172.29.3.8
BOGOTAZ2(config-router)#network 172.29.3.12
BOGOTAZ2(config-router)#passive-interface g0/0
BOGOTAZ2(config-router)#

$LINEFROTO-5-UFDOWN : Line protocol on Interface Seriald/ 0/1, changed
state to up

SLINEPROTO-5-TUPFDOWN : Line protocol on Interface GFigabitEthernetOs0,
changed state to up

User Access WVerification
Password:

BOEOTAZena

Password:

BO0TRZgcont ¢

Enter configuration commands, one per line. End with CHTL/Z .
BOE0OTAZ (config) #router rip

BOEOTAZ (config-router) gversion 2

BOEOTAZ (config-router) fno auto-surmary

BOZOTRZ (config-router) §do show ip route connected

c 172.25%.1.0/24 is directly connected, GigabkitEthernetd/0
c 172.25_3.8/30 is directly connected, Seriald/0/70

- 172.25%_3.12/30 is directly connected, Serialds0/1

3 a3

BOEOTAZ (config-router) gnetwork 172 _25_.1.0
BOE0OTAZ (config-router) gnetwork 172.25.3.8
BOE0OTAZ (config-router) gnetwork 172.25_.3_12

BOEOTAZ (config-router) #passive-interface gl/0
T T T T e E e e =y = = &
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BOGOTAS3

BOGOTA3>ena

Password:

BOGOTA3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA3(config)#router rip
BOGOTA3(config-router)#version 2
BOGOTA3(config-router)#no auto-summary
BOGOTA3(config-router)#do show ip route connected

C 172.29.0.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.0/30 is directly connected, Serial0/0/0

C 172.29.3.4/30 is directly connected, Serial0/0/1

C 172.29.3.12/30 is directly connected, Serial0/1/0
BOGOTA3(config-router)#network 172.29.0.0
BOGOTA3(config-router)#network 172.29.3.0
BOGOTA3(config-router)#network 172.29.3.4
BOGOTA3(config-router)#passive-interface g0/0
BOGOTA3(config-router)#

User Rccess Verification
Password:

BOEOTRAI>ena

Password:

BOGOTA3fconf t

Enter configuration commands, one per line. End with CHNTIL/Z.
BOZOTAZ (config) #router rip

BOEOTAZ (config-router) fversion 2

BOGOTAS (config-router) #no auto-summary

BOZOTRZ (config-router) $#do show ip route connected

c 172.25%.0.0/24 1is directly connected, GigabitEthernetd/d
c 172.29.3.0/30 is directly connected, Seriald/0/0

c 172.25%.3.4/30 is directly connected, Seriald/d/1

c 172.29.3.12/30 is directly connected, Serialld/l/0

BOZOTRZ (config-router) fnetwork 172.25.0.0
BOGOTAS (config-router) fnetwork 172.25.3.0
BOZOTRZ (config-router) fnetwork 172.25.32.4
BOGOTAS (config-router) fpassive—interface gl/s0
EQGOTAS (config-router) $
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Parte 4: Verificaciéon del protocolo RIP.

a. Verificar y documentar las opciones de enrutamiento configuradas en los routers,
como el passive interface para la conexion hacia el ISP, la version de RIP y las

interfaces que participan de la publicacion entre otros datos.
SHOW IP PROTOCOL

MEDELLIN1

HMEDELLIN]*ena

Password:

HMEDELLINl#show ip protocol

Routing Protocol is "rip"

Sending updates every 30 seconds, next due in 1 seconds
Inwvalid after 1280 seconds, hold down 180, flushed after 240
Cutgoing update £ilter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip

Default wersion control: send wersiom 2, receive 2

Interface Send Recwv Triggered RIF Eey-chain
Serialoso/1 2 2
Seriald/s1ls0 2 2
Serial0/sl/1 2 2

butomatic network summarization is not in effect
MHaximim path: 4
Routing for Networks:
1l72.259.0.0
Passive Interface(s):
Serial0osos0
BEouting Information Sources:

Fateway Distance Last Update

172.29.6.2 120 00:00:12

172.25.¢€.14 120 00:00:21

172.25.6.10 120 00:00:21
Distance: (default is 120)

MEDELLIN2
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HMEDELLINZ=ena

Dassword:

HMEDELLINZ&#show ip protocol

Bouting Protocol is "rip"”

Sending updates every 30 seconds, next due in 12 seconds
Inwalid after 120 seconds, hold down 1280, £lushed after 240
Outgoing update £ilter list for all interfaces is not set
Incoming update f£ilter list for all interfaces is not set
Bedistributing: rip

Default version control: send wersion 2, receive 2

Interface Send BRecv Triggered BIP Eevy-chain
Seriald,s0/ 0 2 2
Seriald,s0 /1 2 2

Zutomatic network summarization is not in effect
Maximum path: 4
Routing for Networks:
172.25.0.0
Dassive Interface(s):
GFigakitEthernetl,/0
Routing Information Sources:
Fateway Distance Last Update
172.259.6€.1 120 00:00:2¢
172 .29 _€_¢€ 120 00-00:-18
Distance: ﬁdefault is 12a)

MEDELLIN3

MEDELLIN3>=ena

FPassword:

HMEDELLINZg#show ip protoc

Routing Protocol is "rip™

Sending updates ewvery 20 seconds, next due in 27 seconds
Invalid after 180 seconds, hold down 120, flushed after 240
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Bedistributing: rip

Default wersion control: send wversion 2, receive 2

Interface Send BRecwv Triggered RIF Eey-chain
Seriald/ 0 0 2 2
Seriald/sasl 2 2
Seriald/sLls0 2 2

Lutomatic network summarization is not in effect
Maximum path: 4
Routing for Wetworks:
172.25%.0.0
Passive Interface(s):
GigabkitEthernet0/0
Routing Information Sources:

GFateway Distance Last Update
172.259.6.9 120 00:z00:08
172.25%.€.13 1z0 00:00:08

172.259.6.5 120 00:z00:23
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BOGOTA1

BOGOTARL>ena

Password:

BOGOTRAlfshow ip protocol

Routing Protocol is "rip"

Sending updates ewvery 30 seconds, next due in 13 seconds
Inwalid after 180 seconds, hold down 120, £flushed after 240
Cutgoing update f£ilter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip

Default wersion control: send wersion 2, receive 2

Interface Send BRecv Triggered RIF Eey-chain
Serial0yso/1 2 2
Serialdys1/0 2 2
Serialosls1 2 2

RZutomatic network summarization is not in effect
Maximum path: 4
Routing for Networks:
172.25.0.0
Passiwve Interface(s):
Seriald/O 0
Routing Information Sources:
Fateway Distance Last Update
172.25.3.¢ 120 00:00:14
172.25.3.2 120 00:00:14
172.25.3.10 120 Qd:00:18
Distance: {(default is 120)
roroTa

BOGOTA2

BOGOTRZ=ena

Password:

BOGOTAZ#show ip protoco

Routing Protococl is “"rip"

Sending updates ewvery 30 seconds, next due in 10 seconds
Inwvalid after 180 seconds, hold down 1280, flushed after 240
Cutgoing update £ilter list for all interfaces is not set
Incoming update £ilter list for all interfaces is not set
Redistributing: rip

Default wersion control: send wersion 2, receiwve 2

Interface Send Recwv Triggered RIP Eey-chain
Seriald/0/0 2 2
Serialdsas1 2 2

Zutomatic network summarization is not in effect
Maximim path: 4
Routing for Hetworks:
17z.25.0.0
Passiwve Interface(s):
FigakitEthernet0/0
Routing Information Sources:
Cateway Distance Last TUpdate
172.259.3.5 124 00-00:-14
17Z2_25.3_14 12d 00-00:-14
Distance: (default is 120)

B e



llllllllu
CIsco. Cisco Networking Academy Mind Wide Oper’

e
BOGOTA3

BOGOTRI=ena
Password:
BOGOTAZgshow ip proto
Routing Protocol is "rip"”
Sending updates ewvery 30 seconds, next due in 0 seconds
Inwvalid after 180 seconds, hold down 1280, £lushed after 240
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip
Default wersion control: send wversion Z, receiwve 2
Interface end Recw Triggered RIF Eey-chain
Serialosays0
Serialdsos1
Serialds1lys0
butomatic network summarization is not in effect
Haximum path: 4
Routing for Hetworks:
172.25%.0.0
Passive Interface(s):
FigabitEthernet0/0
Routing Information Sources:
Fateway Distance Last Update
172.25.3.1 1za 00:00:01
172.25%.3.5 1za 00:00:01
172.25.3.13 1za 00:00:03
3i5tanc9f {default is 120)

[ I ]

[

b. Verificar y documentar la base de datos de RIP de cada router, donde se

informa de manera detallada de todas las rutas hacia cada red.

MEDELLIN1

Router(config-router)#do show ip route connected
C 172.29.6.0/30 is directly connected, Serial0/0/1

C 172.29.6.8/30 is directly connected, Serial0/1/0

C 172.29.6.12/30 is directly connected, Serial0/1/1
C 209.17.220.0/30 is directly connected, Serial0/0/0

BOGOTA1
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Router(config-router)#do show ip route connected
C 172.29.3.0/30 is directly connected, Serial0/1/0
C 172.29.3.4/30 is directly connected, Serial0/1/1
C 172.29.3.8/30 is directly connected, Serial0/0/1
C 209.17.220.4/30 is directly connected, Serial0/0/0

PARTE 5: CONFIGURAR ENCAPSULAMIENTO Y AUTENTICACION PPP.

a. Segun la topologia se requiere que el enlace Medellin1 con ISP sea configurado con
autenticacion PAT.

b. El enlace Bogota1 con ISP se debe configurar con autenticacién CHAT.
PUNTOSAYB
ISP

ISP>ena

Password:

ISP#conf t

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#username MEDELLIN password cisco

ISP (config)#int s0/0/0

ISP(config-ify#encapsulation ppp

ISP(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to
down

ISP(config-ify#ppp authentication pap
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ISP(config-ify#ppp pap sent-username ISP password cisco

ISP (config-if)#exit

ISP(config)#username BOGOTA password cisco

ISP (config)#int s0/0/1

ISP(config-ify#encapsulation ppp

ISP (config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to

down

ISPrena

Password:

ISP#conf t

Enter configuration commands, one per line. End with CHMTL/Z.

ISP (config) fusername MEDELLIN password cisco

I5P{config)#int s0/0/0

ISP (config-if) fencapsulation ppp

ISP{config-if) &

SLINEPROTO-S5-UPDOWN : Line protocol on Interface Serialdys0/0, changed
state to down

ISP ({config-if) §ppp authentication pap

ISP ({config-if) §ppp pap sent-username ISP password cisco

ISP ({config—if) §exit

ISP (config) fusername BOE0TA password cisco

I5P({config)#int s0/0/1

ISP{config—if) fencapsulation ppp

ISP{config-if)#

SLINEPROTO-5-UPDOWN : Line protocol on Interface Seriald/s0/1, changed
state to down

MEDELLIN1

MEDELLIN1>ena

Password:

MEDELLIN1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#username ISP password cisco
MEDELLIN1(config)#int s0/0/0

MEDELLIN1(config-ify#encapsulation ppp

MEDELLIN1(config-if)y#ppp authentication pap

MEDELLIN1(config-if)#ppp pap sent-username MEDELLIN password cisco
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MEDELLIN1(config-if)#end

User Access Verification
Password:

HMEDELLINl>ena

Password:

HEDELLINlgconf t

Enter configuration commands, one per line. End with CHTL/Z.
HMEDELLIN] {config) fusername ISP password cisco

HEDELLINIL (config) #int s0/0/0

HEDELLIN] {config—if) fencapsulation ppp

HMEDELLIN] {config-if) #ppp authentication pap

HEDELLIN] (config—if) fppp pap sent—username MEDELLIN password cisco
HEDELLIN] (config—if) §end

HMEDELLIN1g

%5¥5-5-CONFIZ=_I: Configured from conscle by conscle

BOGOTA1

BOGOTA1>ena

Password:

BOGOTA1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA1(config)#username ISP password cisco

BOGOTAL(config)#int s0/0/0

BOGOTAL(config-if)#encapsulation ppp

BOGOTAI1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up
BOGOTAIL(config-if)y#ppp authentication chap

BOGOTAL(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to

down
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BOGOTRLl=ena

Password:

BOGOTRAlfconf t

Enter configuration commands, one per line. End with CHTIL/Z.
BOGOTR]L (config) fusername ISP password cisco

BOGOTR]L (config)#int s0/0/50

BOEOTAL (config—if) §encapsulation ppp

BOGOTR]L (config-if) ¢

5LINEPROTO-5-UPDOWN: Line protocol on Interface Seriall0/0/0, changed
state to up

BOGOTR]L (config-if) #ppp authentication chap

BOGOTR]L (config-if) ¢

5LINEFROTO-5-UFDOWN : Line protocol on Interface Seriall/0/0, changed
state to down

PARTE 6: CONFIGURACION DE PAT.

a. En la topologia, si se activa NAT en cada equipo de salida (Bogota1 y Medellin1), los
routers internos de una ciudad no podran llegar hasta los routers internos en el otro

extremo, solo existira comunicacion hasta los routers Bogota1, ISP y Medellin1.

b. Después de verificar lo indicado en el paso anterior proceda a configurar el NAT en el
router Medellin1. Compruebe que la traduccion de direcciones indique las interfaces de
entrada y de salida. Al realizar una prueba de ping, la direccién debe ser traducida
automaticamente a la direccidon de la interfaz serial 0/1/0 del router Medellin1, como

diferente puerto.

c. Proceda a configurar el NAT en el router Bogota1. Compruebe que la traduccién de
direcciones indique las interfaces de entrada y de salida. Al realizar una prueba de ping,
la direccion debe ser traducida automaticamente a la direccion de la interfaz serial 0/1/0

del router Bogota1, cémo diferente puerto.
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Se resuelven todos los puntos (a, b, ¢, de la parte 6) de una sola vez.
MEDELLIN1

MEDELLIN1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#ip nat inside source list 1 interface s0/0/0 overload
MEDELLIN1(config)#access-list 1 permit 172.29.4.0 0.0.3.255
MEDELLIN1(config)#INT S0/0/0

MEDELLIN1(config-if)#ip nat outside
MEDELLIN1(config-ify#INT S0/0/1

MEDELLIN1(config-if)#ip nat inside
MEDELLIN1(config-if)#INT S0/1/1

MEDELLIN1(config-if)#ip nat inside
MEDELLIN1(config-if)#INT S0/1/0

MEDELLIN1(config-if)#ip nat inside

HMEDELLINlfconf t©

Enter configuration commands, one per line. End with CHTL/Z.
HMEDELLIN] (config) #ip nat inside source list 1 interface sO/0/
overload

HMEDELLIN] (config) #access—1list 1 permit 172.25.4.0 0.0.3_255
HMEDELLIN] (config) #INT S0/0/0

MEDELLIN] (config-if) #ip nat ocutside

HMEDELLIN] (config-if) #INT S0/0/1

MEDELLIN] (config-if) #ip nat inside

MEDELLIN] (config-if) #INT S0/1/1

MEDELLIN] (config-if) #ip nat inside

HMEDELLIN] (config-i£f) #INT S50/1/0

HMEDELLIN] (config-if) #ip nat inside

BOGOTA1

BOGOTAL#CONF T
Enter configuration commands, one per line. End with CNTL/Z.
BOGOTAL(config)#ip nat inside source list 1 interface s0/0/0 overload
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BOGOTA1(config)#access-list 1 permit 172.29.0.0 0.0.3.255
BOGOTA1L(config)#int s0/0/0

BOGOTAL(config-if)#ip nat outside

BOGOTA1(config-if)#int sO/1/0

BOGOTA1(config-if)#ip nat inside

BOGOTA1(config-if)#int sO/1/1

BOGOTAL(config-if)#ip nat inside

BOGOTRLE

BOGOTR14CONE T

Enter configuration commands, one per line. End with CHNTL/SZ.
BOGOTRL (config) #ip nat inside source list 1 interface s0/0/0 owverload
BOGOTAL {config) faccess—-1ist 1 permit 172_.25%.0.0 0.0.3_255
BOGOTAL (config) §int s0/0/0

BOGOTAL (config—if) #ip nat outside

BOGOTAL {config-if) #int s0/51/0

BOGOTA] {config—if) #ip nat inside

BOGOTAL (config-if) #int s0/1/1

BOGOTRAL (config—if) #ip nat inside

BOEOTR]L (config-if) &

BOGOTRLE

%5¥5-5-CONFIG I: Configured from console by conscle

PARTE 7: CONFIGURACION DEL SERVICIO DHCP.

a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser el
servidor DHCP para ambas redes Lan.

b. Elrouter Medellin3 debera habilitar el paso de los mensajes broadcast hacia la IP
del router Medellin2.

c. Configurar la red Bogota2 y Bogota3 donde el router Medellin2 debe ser el
servidor DHCP para ambas redes Lan.

d. Configure el router Bogota1 para que habilite el paso de los mensajes Broadcast

hacia la IP del router BogotaZ2.

Se configuran todos los puntos de la parte 7.



llI'l'Ill
CIsco. Cisco Networking Academy Mind Wide Oper’
I

MEDELLINZ2

MEDELLIN2>ena

Password:

MEDELLIN2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLINZ2(config)#ip dhcp excluded-address 172.29.4.1 172.29.4.5
MEDELLINZ2(config)#ip dhcp excluded-address 172.29.4.129 172.29.4.133
MEDELLINZ2(config)#ip dhcp pool MEDELLIN2
MEDELLINZ2(dhcp-config)#network 172.29.4.0 255.255.255.128
MEDELLINZ2(dhcp-config)#default-router 172.29.4.1
MEDELLINZ2(dhcp-config)#dns-server 8.8.8.8
MEDELLINZ2(dhcp-config)#exit

MEDELLINZ2(config)#ip dhcp pool MEDELLIN3
MEDELLIN2(dhcp-config)#network 172.29.4.128 255.255.255.128
MEDELLINZ2(dhcp-config)#default-router 172.29.4.129
MEDELLINZ2(dhcp-config)#dns-server 8.8.8.8
MEDELLINZ2(dhcp-config)#exit

MEDELLINZ>=ena

Password:

MEDELLINZfconf t«

Enter configuration commands, one per line. End with CHTIL/SZ.
HMEDELLTHNZ (config) #ip dhep excluded-—address 172_25_ 4.1 172_25_4._.5
HEDELLTHNZ (config) #ip dhep excluded-—address 172 _25_4_125% 172 _25_.4_133
HMEDELLINZ {config) #ip dhcp pool HEDELLINZ

MEDELLINZ {dhep—config) #network 172 _25_4_ 0 255_255_.255.128

HMEDELLTHNZ (dhcp—config) fdefault—router 172 _25_4_1

HEDELLTHNZ (dhcp—config) fdns—server 8.83_.8_.8

HEDELLINZ {(dhcp—config) fexxit

MEDELLINZ {config) #ip dhep pool MEDELLINZ

MEDELLINZ (dhep—config) #network 172 _25_4_123 255 _255_255.1282
HEDELLTHNZ (dhcp—config) fdefault—router 172 _2Z25_4_125
HEDELLITNZ {(dhcp—config) fdns—server 2.2.23.3

MEDELLINZ (dhocp—config) #exitc

MEDELLINZ {config) #

MEDELLIN3
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MEDELLIN3>ena

Password:

MEDELLIN3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN3(config)#int g0/0

MEDELLIN3(config-if)#ip helper-address 172.29.6.5
MEDELLIN3(config-if)#

MEDELLIN3Z*ena
Password:
MEDELLIN3gconf t

Enter configuration commands, one per line. End with CHTL/SZ.
HEDELLINZ (config) #int g0/0
MEDELLINZ (config-if) #ip helper—-address 172.25%.€.5

MEDELLINZ (config—if)

BOGOTA3

BOGOTA3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA3(config)#ip dhcp excluded-address 172.29.1.1 172.29.1.5
BOGOTA3(config)#ip dhcp excluded-address 172.29.0.1 172.29.0.5
BOGOTA3(config)#ip dhcp pool BOGOTA2
BOGOTA3(dhcp-config)i#NETWORK 172.29.1.0 255.255.255.0
BOGOTA3(dhcp-config)#DEFAULT-ROUTER 172.29.1.1
BOGOTA3(dhcp-config)#dns-server 8.8.8.8
BOGOTA3(dhcp-config)#ip dhcp pool BOGOTA3
BOGOTA3(dhcp-config)#NETWORK 172.29.0.0 255.255.255.0
BOGOTA3(dhcp-config)#DEFAULT-ROUTER 172.29.0.1
BOGOTA3(dhcp-config)#dns-server 8.8.8.8
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User Access Verification
Password:

BOGOTAZ=ena

Password:

BOGOTAZfcont ¢

Enter configuration commands, one per line. E
BOEOTAZ (config) #ip dhep excluded-address 172.2
BOEOTAZ (config) #ip dhep excluded-address 172.2
BOGOTAZ (config) #ip dhep pool BOGOTRZ

BOGOTRS (dhep—config) §HETWORE 172.25.1.0 255.255.255.0
BOGOTRS (dhcp—config) §DEFAULT-ROUTER 172.25.1.1
BOEOTAS (dhep—config) #dns—-server 2.82.8.8

BOGOTRS (dhep—config) f#ip dhep pool BOEOTRI

BOGOTRS (dhcep—config) §HETWORE 172.25.0.0 255.255.255.0
BOGOTRS (dhcp—config) §DEFAULT-ROUTER 172.25.0.1
BOEOTAS (dhep—config) #dns—-server 2.82.8.8

BOGOTAZ (dhew—confio)

nd with CHIL/Z.
1 172.25.1.5
L1 172.25.0.5

BOGOTAS3

BOGOTA3(config)#int g0/0
BOGOTA3(config-if)#ip helper-address 172.29.3.13

BOGOTAS (config) #

BOGOTAS (config) §int gl/s0

BOGOTAS (config-if) #ip helper-address 172_25_3_.13
BOGOTAS (config-if) ¢
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Escenario 2

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Miami, Bogota y Buenos Aires, en donde el estudiante sera el administrador
de la red, el cual debera configurar e interconectar entre si cada uno de los dispositivos
gue forman parte del escenario, acorde con los lineamientos establecidos para el

direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman parte de

la topologia de red.

VLAN Direccionamiento Nombre
Internet 30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo
200 192.168.200.0/24 Mantenimiento

172.31.21.0/30

Lo4 192.168.4.0/24
LoS 192.168.5.0/24
Lo6 192.168.6.0/24

Buenos Aires

192.168.99.3

192.168.99.2

Configurar el direccionamiento IP acorde con la topologia de red para cada uno de los

dispositivos que forman parte del escenario

Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:
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OSPFv2 area 0

Configuration Item or Task Specification
Router ID R1 1111
Router ID R2 5555
Router ID R3 8.8.8.8

Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para enlaces seriales

en 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500
MONTAJE
® Cisco Packet Tracer - C:\Users\ASUS\ 2 Edgar Arias.pkt -9
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e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de
cada interface

e Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing

Networks, and passive interfaces configuradas en cada router.

Desarrollo escenario 2
e Para configurar direccionamientos IP de R1

Router>enable

Router>conf t

Router(config)#no ip domain-lookup
Router(config)#hostname R1
R1(config)#enable secret class
R1(config)#line con 0

R1(config-line)#pass cisco
R1(config-line)#login

R1(config-line)#line vty 0 4
R1(config-line)#pass cisco
R1(config-line)#login

R1(config-line)#exit

R1(config)#service password-encryption
R1(config)#banner motd $Acceso prohibido$
R1(config)#int sO/0/0
R1(config-if)#description Connection to R2
R1(config-if)#ip add 172.31.21.1 255.255.255.252
R1(config-if)#clock rate 128000
R1(config-if)#no shutdown
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R1(config)#ip route 0.0.0.0 0.0.0.0 s0/0/0

e Para configurar direccionamientos IP de R2

Router>enable

Router>conf t

Router(config)#no ip domain-lookup
Router(config)#host R2

R2(config)#enable secret class
R2(config)#line con 0

R2(config-line)#pass cisco
R2(config-line)#login

R2(config-line)#line vty 0 4
R2(config-line)#pass cisco
R2(config-line)#login

R2(config-line)#exit

R2(config)#service password-encryption
R2(config)#banner motd $acceso prohibido$
R2(config)#int s0/0/0

R2(config-if)#descrip Connection to R1
R2(config-if)#ip add 172.16.12.2 255.255.255.252
R2(config-if)#no shut

R2(config-if)#int sO/0/1

R2(config-if)#descrip Connection to R3
R2(config-if)#ip add 172.16.23.1 255.255.255.252
R2(config-if)#clock rate 128000
R2(config-if)#no shut
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R2(config-if)#int g0/1

R2(config-if)#ip add 10.10.10.1 255.255.255.0
R2(config-if)#no shut

R2(config-if)#description Connection to Web Server

e Para configurar direccionamientos IP de R3

Router>enable

Router>conf t

Router(config)#no ip domain-lookup
Router(config)#host R3

R3(config)#enable secret class
R3(config)#line con 0

R3(config-line)#pass cisco
R3(config-line)#login

R3(config-line)#line vty 0 4
R3(config-line)#pass cisco
R3(config-line)#login

R3(config-line)#exit

R3(config)#service password-encryption
R3(config)#banner motd $Acceso denegado$
R3(config)#int s0/0/1
R3(config-if)#description Connection to R2
R3(config-if)#ip add 172.16.23.2 255.255.255.252
R3(config-if)#no shut

R3(config-if)#int lo4

R3(config-if)#ip add 192.168.4.1 255.255.255.0
R3(config-if)#no shut

R3(config-if)#int o5
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R3(config-if)#ip add 192.168.5.1 255.255.255.0
R3(config-if)#no shut

R3(config-if)#int lo6

R3(config-if)#ip add 192.168.6.1 255.255.255.0
R3(config-if)#exit

R3(config)#ip route 0.0.0.0 0.0.0.0 s0/0/1

e Para configurar direccionamientos IP de S1

Switch>enable

Switch#conf t

Switch(config)#no ip domain-lookup
Switch(config)#host S1
S1(config)#enable secret class
S1(config)#line con 0
S1(config-line)#pass cisco
S1(config-line)#login
S1(config-line)#line vty 0 4
S1(config-line)#pass cisco
S1(config-line)#login
S1(config-line)#service pass
S1(config)#service password-encryption

S1(config)#banner motd $Acceso Denegado$
e Paraconfigurar direccionamientos IP de S2
Switch>enable

Switch#conf t
Switch(config)#no ip domain-lookup
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Switch(config)#host S2
S2(config)#enable secret class
S2(config)#line con 0
S2(config-line)#pass cisco
S2(config-line)#login
S2(config-line)#line vty 0 4
S2(config-line)#pass cisco
S2(config-line)#login
S2(config-line)#service pass
S2(config)#service password-encryption

S2(config)#banner motd $Acceso Denegado$

MIAMI
reaoE EsE

® iAM - o %

Physical ~ Config _ CLI  Attributes E
—

105 Command Line Interface

D Enter configuration commands, one per line. End with GNTL/Z. ~
_— Router (config) #host MIAMI

MIZMI (config)
MIAMI (config)
MIAMI (config)#servic password-encryption
MIAMI(config)
MIZMI (config)

Serverl

@
MIEMI (config-if}$ip add 172 31 21.2 255 255 255.252
MIAMI (config-if]$no shus

MIAMI (config-if)#
SLINK-5-CHANGED: Interface Seriald/0/1, changed state ©o up

%LINZPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed
state to up

MIRMI (config-if]#int s0/0/0
MIAMI (config-if]#ip add 172 31 231 255 255 255.252
MIAMI(config-if}#no sh

SLINK-5-CHANGED: Intverface Seriald/0/0, changed stase to down

MIAMI (config-if)#int =0/0/0 v
D Ctri+F6 to exit CLI focus Copy Paste
g F
B PC-PT
PC-PT PCS
[ 7p
|
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$LINE-S-CHAENGED: Interface Serial0/0/0, changed state to down
MIZMI(config-if]#int s0/0/0

MIAMT (config-if) 8clock rase 123000

MIAMI (config-if) gexit

MIAMI(config)#int g0/0

MIZMI(config-if) #descri coneccion a Intermet

MIAMT (config-if) #ip add 209.165.300.225 255_255.255.248

MIAMI (config-if) gno shut

— ——— MIAMI(config-if)8
3LINK-5-CHANGED: Interface CigabitEthernetd/0, changed state to up

1941
MiAMI $LINEPRCTC-S-UFDOWN: Line 1 on I Gigab: tos0,
changed state to up

Serverl

MIAMI (config-if)gexit
— - MIAMI{config)#int girsl

3 i MIAMI(config-if)#ip add 10.10.10.1 255.285.285.0
MIZMI (config-if) #no shuc

1 1941
BUENOS ARES
BOGOTA MIZMI (config-if) 8
$LINK-5-CHAENGED: Interface GigabitEthernetdsl, changed state to up

3LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1,
changed state to up

MIAMT (config-if) #desc coneccion a Server web
MIAMI (config-if) gexit

MIAMI(config) #routezr ospf 1

MIAMI (config-router)fpass

MIAMT (config-router)#passive-interface g0/l
MIAMI (config-router)gau

MIAMI(config-router)#auto-cost ref

Ctri+F6 to exit CLI focus Copy Paste.

PC-FT PCS
[ wep

BOGOTA — a e

BOGOTA
e e

E 1 E Physical  Config  CLI  Aftributes
—

105 Command Line Interface

BOGOTR (config-line) ¢pass cisco A
BOGOTR (config-line) flogin

BOGOTA (config-line) fexit

BOGOTR (config) #servic pass

BOGOTA (config) servic password-encryption

BOGOTA (config) fhanner motd 3acCeso no autorizados

BOGOTR (config) #int s0/0/0

BOCOTA (config-if) #descrip coneceion a MIAMT

POPT BOGOTA (config-if) $ip add 172.31.21.1 255.255.255.252

BOGOTR (config-if) fcloc 123000

U

% Invalid input detected at '~' marker

BOCOTA (config-if) gcloe rat 123000
BOGOTA (config-if) #no shut

=
—t——
3 SLINK-S-CHANGED: Interface Sertald/o/0, changed stase to down
1941 BOGOTA (config-if) fexit
Am BOCOTA (config) #int go/l.30
BOGOTR (config-subif) $descrip Administracien
BOGOTR (config-subif) fencaps do
BOGOTA (config-subif) fencaps dotlQ 30
i‘_—,’; BOGOTA (config-subif) #ip add 192.168.30.1 255.255.255.252
1941

Server-PT
Server!

BOCOTA (config-subif) #int g0/1.40
BOGOTA (config-subif) $descrip Mercades
1§41 BUENOS AIRES ‘BOGOTR (config-subif) fencap do
BOGRTA BOCOTA (config-subif) fencap dotlQ 40
BOGOTR (config-subif) $ip add 192.168.40.1 255.255.255.0
BOGOTA (config-subif) #int g0/1.30
BOGOTA (config-subif) fencaps dotlQ 30
BOGOTR (config-subif) #ip add 152.168.30.1 255.255.255.0
BOCOTA (config-subif) fexit
BOGOTA (config) ¢int go/l.200
BOGOTA (config-subif) fdescrip Mantenimiento
BOGOTA (config-subif) fencap do
BOGOTA (config-subif) $encap dotl@ 200
BOGOTA (config-subif) $ip add 152.168_200.1 255.255.255.0
BOGOTA (config-subif) fexit

Cirl=Fé to exit CLI focus. Copy Paste

PCFT PCs.

[ wr
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1941
Server-PT MIAMI
Serverl

% Invalid input detected at '~' markexr.

— =

€ ; 1941 BUSNOSATRES (config) #banner motd $acceso no ausorizades
1941 BUENOS ARES BUENOSALRES (config) fint =0/0/1 .

BOGOTA BUENOSAIRES (config-if) censccicn a B =

W BUENOS AIRES — [m] by

Physical  Config _ CLI  Aftributes
—

10S Command Line Interface

Routez>ena 2
Routergoont ter

Enter configuration commands, one per line.
Router (config) #no ip domain-lookup

Router {config) ghost BUENGSATRES

BUENOSAIRES (config) fenable se cisco
BUENOSATRES (config)#line con 0

BUENOSAIRES (config-line) fpass cisco
BUENOSATRES (config-line) $login

BUENOSATRES (config-line) fexit

BUENOSAIRES (config) #line vy 0 4

BUENOSATAES (config-line) dpass cisco
BUENOSAIRES (config-line) #login

BUENOSATRES (config-line) fexit

EUENOSAIRES (config) #servi pass

BUENOSATAES (config) #servi password-encryption
BUENOSAIRES (config) #banser motd facceso no autorizados

End with CNTL/Z.

% Invalid input detected at '~' markexr.

BUENOSATRES (config) §baner motd $acceso no autorizado§

BUENOSATRES (config-if) #ip add 172.31.23.2 255.255.255 252
BUENOSAIRES (config-if]#no shut

BUENOSAIRES (config-if)#
$LINK-5-CHANGED: Interface Serial0/0/1, changed state To up

BUENOSAIRES (config-if)#
SLINEPROTG-5-UPDOWN: Line protocol on Interface Seriald/0/1, changed
state to up

BUENOSAIRES (config-if]#int lod

BUENOSAIRES (config-if)g
$LINK-5-CHANGED: Interface Loopback4, changed state o up

3LINEDROTO-5-UBDOWN: Line protocol on Interface Loopback4, changed
state to up

BU'ENOSBIEBE(:‘DDflE fJSlE add 152 1§&8 255_25! 55.0
Ctri+F6 to exit CLI focus. Copy Paste
[ 1o

SERVER WEB
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PGPT
L
I
Server-PT nﬁn}\
Server Web
.
. S
&y ¢
1§
s0d0TA BUENOS ARES

=,
PC-PT PCS

W Server Web - u} X
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IP Configuration

() oHCP

P Address.

@ static

[10:10.10.00

Subnet Mask [285.255.285.0

Defaul Gateway [10.10.100

DHS Server [o000

IPv& Configuration

O oHer O Auto Config @® static

Pvs Address |

Link Local Address [Feso:202-16FF FE3sH1501

IPv6 Gateway [

Pv6 DS Server [

802.1X

[] use 802 1X Security

Authentication D5 -
Usemame

Password

Omp

Realtime,
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PC INTERNET ) )
Q0B E=E ?
B INTERNET PC - o X
P Configuration
et Interface FastElhemetd -
INTERAET PC P Configuration
O oHep @ Static
PAddress [209.165.200.230 |
=
i——.———-‘-‘ v Subnet Mask [2s5.255.2550 |
cerversT 1941 Defautt Gateway [200.185 20022 |
Serer ifed DNS Server [0000 |

Py Configuration

/W«M

.H;"i i‘-’r-i O oHer () Auto Config ® Static
e 1941 PrsAddress [ [ |
soder BUENOS ARES
Link Local Adress [Feso:2¢0:8FF Fes0:6080 |
PvE Gateway |
Y8 DHS Server [ |
021X
2581 fm 20602417 [ use 802 1% Security
Authentication D5
Usemame
D D Password
=
= % |ow
PC-A

Configurar el direccionamiento IP acorde con la topologia de red para cada uno de los

dispositivos que forman parte del escenario

Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

e OSPFv2 area0

Configuration Item or Task Specification
Router ID R1 1111
Router ID R2 5555
Router ID R3 8.8.8.8
Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para enlaces seriales

en 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500
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e Enrutamiento OSPFv2 en R1,
R1>enable
R1#conf t
R1(config)#router ospf 1
R1(config-router)#router-id 1.1.1.1
R1(config-router)#network 172.31.21.0 0.0.0.3 area O
R1(config-router)#network 192.168.30.0 0.0.0.255 area 0
R1(config-router)#network 192.168.40.0 0.0.0.255 area 0
R1(config-router)#network 192.168.200.0 0.0.0.255 area 0

Enrutamiento OSPFv2 en R1, debe ser 1.1.1.1., de acuerdo a la tabla generada
R1(config-router)#passive-interface g0/1.30

R1(config-router)# passive-interface g0/1.40

R1(config-router)# passive-interface g0/1.200

Para los seriales en 256kb/s y métrica de s0/0 a 9500,
R1(config)#int sO/0/0

R1(config-if)#bandwidth 256

R1(config-if)#ip ospf cost 7500

Para el routers conectados por OSPFVv2, se ejecuta el comando “show ip ospf neighbor”
en R2.

Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento, Inter-VLAN
Routing y Seguridad en los Switches acorde a la topologia de red establecida.
S1>enable

Password:

Sl1#conft

Enter configuration commands, one per line. End with CNTL/Z.
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S1(config)#vlan 30

S1(config-vlan)#name administracion
S1(config-vlan)#banner motd $acceso restringido$
S1(config)#vlan 40

S1(config-vlan)#name mercadeo
S1(config-vlan)#vlan 200

S1(config-vlan)#name mantenimiento
S1(config-vlan)#exit

S1(config)#

Implement DHCP and NAT for IPv4

R1#conft

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
R1(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30

BOGOTA e ® cocor - o
Q@ a O E = E Physical  Config _ CLI  Aftributes

10S Command Line Interface

e CigabitEthernetd/1l, changed state to up

U

SLINK-5-CHANGED: Interface GigabitEthernet0/1.30, changed state to up

3\

SLINK-5-CHANGED: Interface GigabitEthernet0/1.40, changed state to up

SLINK-5-CHANGED: Interface GigabitEthernet0/1.200, changed state to up
'_ pl—
1941

Server-FT
WIAKI
Server /
p

&

e 1941
sodoTA BUENOS ARES
20sgf24TT 205fz4TT
g I3 Interface Serial0/0/0, changed state to up
&LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to
D 4
D D CirkFB to exit CLI focus Copy Paste
) F A
=i PC-PT
PC-PT

PCS e
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MIAMI

Correspondencia  Revisar  Vista

- | A VN . ¥-—. 5 B S S
Ll 2 AaBbCcDc| Ad
® \in — O
- - T Normal | TS|
- Physical  Config _ CLI  Aftributes
E 1
B | 10S Command Line Interface
fiani (conzagd
3 0SPF: Refes ~
Flead
FOUSAES: acceso no autorizado
MIAMI (contigy
MIAMI (confige
MINMI(contig) | User Access Verification
MIAMI (contig]
MIT contio] | password:
MIRMI (configs
MIRMI (contigy
1941 MIAMI (configy MIAMI>ena
SS":‘:',“" AN SLINE-5-CHANG Password:
e B MIAMIgconf ter
JLNEFROTO-S1 | =nter configuration commands, one per line. End with CNIL/Z.
p MIAMI (config)#router ospf 1
r'».’ 15 MIAMI (config-router)grou
1941 MIAMI (config-router)#router-id 8.3.3.8
Al BUENOS ARES MIAMI (config-router)#networ 172.31.21.0 0.0.0.3 area 0
MIAMI (config-router)$
$0SPF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on Seriald/0/1 from
LOADING to FULL, Loading Done
SIS MIAMI (config-router)gnet 172.31.23.0 0.0.0.3 area 0
MIAMI (config-router)$
01:17:40: SOSPF-S-ADJCHG: Process 1, Nbr 5§.5.5.5 on Serial0/0/0 from
LOADING to FULL, Loading Done
Press RETURN MIAMI (config-router)#net 10.10.10.0 0.0.0.255 area 0
MIAMI (config-router) #pass g0/l
CfsoextcLf | MIAMI (config-router)fau
MIAMI (config-router) auto-cost re
MIRMI (config dth 1000
ImES MIAMI (config-router)gexit
MIAMI (config) gexit
MIAMIS
< 4SYS-5-CONFIG_I: Configured from console by console
EESIE eS|z A7 £
| CikF6 o exit CU focus Copy. Paste
Coppe
_ O e
BUENOS AIRES | "™
=
e ano E=E
— [m} s
Physical  Config  CLI  Aftributes
—
105 Command Line Interface:
FIENT (contig-Touter] st rer "
MIRMI (config-router) §auto-cost reference-bandwidth 1000
& % OSPF: Reference bandwidth is changed.
PQPT Please ensure reference bandwidth is consistent across all
routers.

MIZMI (config-router)#int s0/0/0
MIZMI (config-if) $band 256

MIBMI (config-if) #ip ospf cost 9500
MIZMI (config-if) g#int s0/0/1

MIZMI (config-if) $band 256

— MIBMI (config-if) #ip ospf cost 9500
MIZMI (config-if)#no shut
1941 MIZMI (config-if)#
S;x;? MLAMI SLINK-S-CHANGED: Interface Serial0/0/0, changed state to up

state to up

MIEMI cond is now available

Press RETURN to get started.

$LINEPROTO-5-UPDOWN: Line protocol on Interface Seriald/0/0, changed

1441 1941
BUTTA BUENOS AIRES
Ctrl+F6 to exit CLI focus Copy

O wop

Paste
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BUENOSAIRES (config-if)#ne shu
BUEZNOSAIRES (config-if)#int 1of

BUENOSAIRES (config-if)s
DI

BUENOSATRES (config-if)#ip add 192 1€8. 4.1 255 255.255.0

changed state to up

ALI] WN: Line p on
state to up

BUENOSATRES (config-if)éno shus
BUENOSATEES (config-if)gint lo€

BUENOSAIRES (config-if)#

BUENOSAIRES (config-if)#ip add 152.165.5.1 285.285.255.0

SLINK-5-CHANGED: Interface Loopbacké, changed state o up

changed

SLI) WN: Line p: on
state to up

BUENOSAIRES (config-if)no shut
BUENOSAIRES (config-if) fexit
BUENOSAIRES (config) #router ospf 1
1941 BUENOSAIRES (config-rouser) $rou
BUENOS AIRES BUENOSAIRES (config-router) frouter-id 5.5.5.5

% Invalid input detected at '~' marker.

BUENOSAIRES (config-router) ¢gpass
BUENOSAIRES (config-router) fpass

BUENOSAIRES (config-router) fpassive-interface
BUENOSAIRES (config-router) épassive-interface
BUENOSAIRES (config-rouser) $passive-interface

BUENOSATEES (config-if)#ip add 192 1€8.6 1 286 255.255.0

BUENOSAIRES (config-router) faet 172.31.23.0 0.

BUEZNOSAIRES (config-router) fnetw 172.31.23.0 0.0.0.% area 0
BUENOSAIRES (config-router) net 132 .165.4.0 0.

changed

0.0.2 areal

0.3.285 area 0

lod
lo8
lo€

BUENOSAIRES (config-router) fauto

BUENOSAIRES (config-zoutex) fauto-cost ze

% Incomplete command.

BUENOSAIRES (config-rouser) $auto-cost re
t

BUENOSATRES (config &
% OSDF: Reference bandwidth is changed.
Please ensure reference bandwidch is consistent across all

1000

LaeaoE B S

Physical ~ Config _ CLI  Affributes
—

f— .
= Ctri+F€ to exit CLI focus Copy Paste
1E&Ea L

abaje 3.pkt ® BUENOS AIRES - o x

105 Command Line Interface

BUENOSAIRES [config-router) zou -
BUENOSATRES {config-rouser) #rouser-id 5.5.5.5
BUENOSATRES (config-router) dnew 172.31.23.0 0.0.0.3 areald
% Invalid input detected at '~ marker.
BUENOSAIRES (config-router) $netw 172.31.23.0 0.0.0.3 azea 0
BUENOSAIRES (config-router)gnet 192.168.4.0 0.0.3.255 arsa 0
a PT" BUENOSAIRES (config-router) §pass
BUENOSAIRES {config-router) fpass
BUENOSATRES (config-router) gpassive-interface lod
BUZNOSATRES (config-router) #passive-interface loS
BUENOSAIRES {config-router) §passive-interface log
BUENOSAIRES [config-router) gauto
BUENOSATRES {config-router) fauta-cost re
= % Incomplete command.
===~ BUENOSAIRES (config-router) fauto-cost re
. BUENOSATRES {config re dsh 1000
ServerFT vty % OSDF: Reference bandwidth is changed.
Servert Please ensure reference bandwidth is consistent aczoss all
routers.
BUENOSATRES (config-router) dexit
BUENOSAIRES (config) #int s0/0/1
= BUENOSAIRES (config-if)$hand 256
| ; BUENOSATRES (config-if)#ip ospf cost 5500
1der 1941 BUENOSAIRES (config-if)#
BUENOS ARRES
BOGRTA
BUENOSATRES conl is now available
Press RETURN to get started.
v

Ciri+F8 to exit CLI focus

Copy Paste
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105 Command Line Interface:

acceso no autorizads
User Access Verification

Password:
Dassword:
Password:

MIAMI>ena
Password:
Password:
Password
MIAMIgshow ip ospf mei

Neighbor ID Pri
Interface

5.5.5.8 0
Seriald/0/0
1111 0
Seriald/o/l

MIZMIg

State Dead Time Address

FULL/ - 00:00:34  172.31.23.2

FULL/ - 00:00:36  172.31.21.1

CHri+F6 to ext CLI focus Copy. Paste

O

Visualizar lista
resumida de
interfaces por
OSPF en
donde se
ilustre el costo
de cada

interface

INTERMET PC
i_ 7
1841
Server-PT MIAM
Server Web

—_
2 o
? 1941
BUENOS AIRES

PCPT FCC
PCA

® A - [m]
Physical Config CLI Attributes.
—
105 Command Line Interface
MIIMI#show ip ospf inte
Serial0/0/1 is up, line protocel is up
Internet address is 172.31.21.2/30, Rrea 0
Process ID 1, Router ID 8.%.8.8, Network Type DOINT-TO-DPOINT, Cost: 5500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O
No designated router on this network
Mo backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit §
Hello due in 00:00:00
Index 1/1, flood gueue length 0
MHext 0xz0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last £locd scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 1.1.1.1
Suppress hello for 0 neighbor(s)
Serial0/0/0 is up, line protocol is up
Internet address is 172.31.23.1/30, Rrea 0
Process ID 1, Router ID 2.3.8.3, Network Type POINT-TO-POINT, Cost: 3500
Transmit Delay is 1 sec, State POINT-TO-BGINT, Eriority O
No designated router on this network
Mo backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit §
Hello dus in 00:00:04
Index 2/2, flood queue length 0
Mext 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 5.5.5.5
Suppress hello for 0 neighbor(s)
GigabitEthernetd/1 is up, line protocol is up
Internet address is 10.10.10.1/24, Area 0
Process ID 1, Router ID $.%.8.3, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 5.3.8.8, Interface address 10.10.10.1
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Wo Hellos (Passive interface)
Index 3/3, flood queue length 0
Hext 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Heighbor Count is 0, Adjacent neighbor count is 0
Suppress hello for 0 neighbor(s)
MIAMI$
Ciri+F6 to exit CLI focus Copy Past:
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105 Command Line Interface
Last flood scan length is 1, maximum is 1 2
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, Adjacent neighbor count is 0
Suppress hello for 0 neighbor(s)
MIAMIS
MIAMIS
MIAMIgshow ip proto
Routing Protocol is "ospf 1"
Cutgoing update f£ilter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 8.8.3.8
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Mazimm path: 4
Routing for Networks:
172.81.21.0 0.0.0.3 area 0
172.81.23.0 0.0.0.3 area 0
10.10.10.0 0.0.0.255 area 0
Passive Interface(s):
GigabitEthernet0/1
Routing Information Sources:
Gateway Distance Last Update
1111 110 00:18:31
5.5.5.5 110
2.8.8.3 110
Distance: (default is 110}
MIAMIS v

Ctrl+F& to exit CLI focus

O wp
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Tncoming update filter 11st for =11 interfaces 15 mot set
Router ID .8.8.8

Mawimum path: 4
Routing for Networks:
172.31.21.0 0.0.0.3 azea 0
172.31.23.0 0.0.0.3 area 0
10.10.10.0 0.0.0.255 area 0
Passive Interface(s):

GigabitEthernet(/1

Routing Informstion Sources:
Gateway Distance Last Update
1.1.1.1 110 00:1€:31
§.5.5.5 110 00:01:01
8.8.8.8 110 00:00:44

Distance: (default is 110)

MIEMIgshow ip rout ospf
152.1€8.4.0/32 is subnested, 1 subness

192.1€8.5.0/32 is subnetted, 1 subnets

192.1€8.€.0/32 is subnetted, 1 subnets

Wumber of areas in this router is 1. 1 normal 0 stub 0 nssa

0 152.1€8.4.1 [110/5500] wvia 172.31.23.2, 01:32:37, Serial0/0/0

0 152.1€8.5.1 [110/5500] via 172.31.23.2, 01:32:37, Serial0/0/0

7, Seriald/0/1
, Serialofo/l

0 152.1€g.€.1 [110/5500] wvia 172.31.23.2, 01:32:37, Seriald/0/0
o 152.1€8.30.0 [110/95101 via 172.31.21.1, 0l:18:

0 192.1€28.40.0 [110/9510] wvia 172.31.21.1, 0O1:1 7

o 192.1€8.200.0 [110/5510]1 via 172.31.21.1, 01:17:57, Serial0/0/1
MIRMTE

Cirl+F6 to exit CLI focus

Owe
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Switch>ena ~

Enter configuration commands, one pex line. End with CNTL/Z.
Suitchiconfig) $host S1
51(config)#enab secre cisco

S1{config)g#line con O
raPT Sliconfig-line)gemic

Sliconfig)#line vey o &

Slicenfig-line)#pass cisco

Sliconfig-line)#login

S1(config-line)#exic

Sl{zonfig)gserv pas

P Sliconfig) #serv password-encryption

————— Sliconfig) #bannez movd facceso no ausorizaded
S1tconfig) #vlan 30

1941 Sliconfig-vlan)#name administracion

Server-AT MLam Slicenfig-vlan) #vlandd

Servert

% Tnvelid impus devected as ‘- mazker.
- -z Sliconfig-vwilan)svian 40
= ) S1iconfic—vian) fname meccades

1oe1 S1toonigmyian fuian 206

. .

BUENOL ARES S1(coneig—wian) sname mantenimiento

BodpTa el
S1tooneigmiers

SLINE S CHANESD: Interface Vian200, changed stave wo up

Sliconfig-if)#ip add 152.16€5.200.2 255.255.255.0
Slicenfig-if) #no shut

Sliconfig-if) genic

Sliconfig)sip d

Sl{config) #ip defaule-gaseway 152 168 200 1
Sliconfig)#int £0/3

S1(config-if)#sw

SI{scnfig-if)gswitshpore mode Trumk

Sliconfig-if)g
SLINEDROTO-S-UPDOWN: Line protocol on Interface FastEthernet0f3, changed state ©o

down
PC-PT FCs SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed state to
CIri+F6 to exit CLI focus Copy Faste

|
|
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*
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TTEsHTTgTYEET
Sliconfig)#serv password-encryption
Sliconfig) #banner motd acceso no autorizadod
S1(config)#vlan 30

Sliconfig-vlan) #name administracion
Sliconfig-vlan) #vland0

g % Invalid input devected at '~' marker.

PGPT 51{config-vlan)gvlan 40

S1(config-vlan) gname mercadeo

Sliconfig-vlan)#vlan 200

S1{eonfig-vlan) gnams mantenimiento

S1(config-vlan)$int vlan 200

Sliconfig-if) g

SLINK-5-CHANGED: Interface V1an200, changsd state to up

Sliconfig-if)#ip add 152.1€2.200.2 25§.255.255.0
1941 S1{config-if)#no shut

MIAMI S1(config-if) genit

Sliconfig)#ip de

Sliconfig)#ip default-gateway 192.168.200.1
S1{config)#int £0/3

S1(config-if)gsw

Sliconfig-if)#switchport mode trunk

Server-PT
Server1

BUENOS AIRES S1(config-if)s
SLINEPROTO-5-UFDOWN: Line protocol on Interface FastEthernet0/3, changed state to
down

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed state to
up

$LINEPROTO-5-UPDOWN: Line protocol on Interxface V1an200, changed state switchport
mode trunkswitchport trunk netive vlan 1

% Invalid input detected at '~' marker.
S1(config-if)#switchpors trunk native vlan 1

S1(confiswitchporswitchport mode trunkswitchswitchport trunk native vlan
lswitchport trunk native vlan 1

S1(config-if)$

2961241‘[
h

PC-PT

Cirl+F6 to exit CLI focus Copy. Paste
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Press RETURN to get started.

acceso no autorizado

User Access Verification

Slgint £0/24

% Invalid input detected at '~' markezr.
Slgconf termi

Enter configuration commands, one per line. End with CNTL/Z.
S1iconfig)#int £0/24

S1{config-if)#switchport mode trunk

S1{config-if)#switchport trunk native vlan 1

S1{config-if) fexit

S1(config) #in £0/1

S1{config-if)#switchport mode access

S1(config-if) #switchport access vlan 30

Sliconfig-if)#

S1 cond is now available

Switch 3

rabajo 3.pkt

aaoE BFBE

Server-FT MUAMI
Serverl

PC-PT
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BUENOS ARES

2960424TT

Physical  Config _ CLI Aftributes
—

10 Command Line Interface

Switch>en

Switch#con te

% Ambiguous command: “con te™
Switch#conf ter

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain-lockup

Switch (config)#enabl secre cisco

Switch(config)#line cons 0

Switch(config-line)gpass cisco

Switch(config-line)¢login

Switch(config-line) gexit

Switch(configl#line vty 0 4

Switch(config-line) gpass cisco

Switch{config-line) §login

Switch(config-line) gexit

Switch(config) #pass

Switch(config)#servi pas

Switch(config)#servi password-encryption
Switch({config)#§banner motd acceso no autorizado$
Switch(config)#vlan 30

Switch({config-vlan) §name administracion

Switch(config-vlan) gvlan 40

Switch(config-vlan) $name mercadeo

Switch(config-vlan) $vlan 200

Switch(config-vlan) gname mantenimiento

Switch(config-wlan) gexit

Switch(config)#int vlan 200

Switch({config-if)#

%LINK-5-CHANGED: Interface V1an200, changed state to up

1 on L £;

3LINEPROTO-5-UPDOWN: Line Vlan200,

state to up

Switch(config-if)#ip add 132.1€8.200.3 255.255.255.0
Switch({config-if)#no shut

Switch(config-if) fexit

Switch(config)#ip de

Switch(config) #ip default-gateway 152.1€9.200.1
Switch(config)#int vlan 40

Switch(config-if)#

3LINK-5-CHANGED: Interface Vland40, changed state to up

Ctrl+F6 to exit CLI focus Copy

Paste
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Switch (config-if)#no shut
Switch (config-if) fexit
Switch(config) #ip de

Switch (config) #int vlan 40
Switch (config-if)g
ALINE-5-CHRNGED:

o
3

Interface Vlan4d,

Switch(config) #ip default-gateway 1$2.1€8.200.1

changed state to up

d state

3LINEPROTO-5-UPDOWN: Line P
to up

Switch(config-if) #no shut
Switch (config-if) gexitc

Switch(config)#int £0/3
Switch (config-if) #switchpore
Switch (config-if) #switchport
Switch(config-if) fexit
Switch (config) #int £0/1
Switch (config-if) #switchpors
Switch (config-if) #switechpors
Switch (config-if) gexit
Switch(config)#

S

1941
BUENOS AIRES

e
Switch con( is now available
2segfz4tT sgegfzatT
q
_
—_

Press RETURN to get starced.

1 om I

Switch (config-if) 8ip add 1%2.1€8.40.3 255.255.255.0

Switch(config) #ip default-gateway 152.168.40.1

mode trunk
trunk native vlan 1

mode access
access wlan 40

Vlandd, ch

PC-PT
PC-FT PCS Ctrl+F6 to exit CLI focus

Paste

rabajo 3.pkt
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Switchren

Switchicon te

% Ambiguous command: "con te"
Switchfconf ter

Switch(config) no ip domain-lockup
Switch{config) fenabl secre cisco

Enter configuration commands, one per line.

End with CNTL/Z.
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Swicchrena
Switchgeons termi

Enter configuravion commands, one per line. End with CNTL/Z.
Switch(config) #host 51

S1(config) #enab secre ciseco

Si(config)sline con 0

Sl{config-line)#pass cisce

S1(config-linme)slogin

51(config-line)#exis

Si(=onfigigline wey 0 4

S1(config-line)spass cisco

Sl{config-line)#login

S1(config-linme)sexic

Sliconfig)#serv pas

Sl{config) #sezv password-encryption

S1(config) fbanner motd sacceso no autorizades
S1{config)#vlan 30

S1(=onfig-wlan)#name adminiscrasion

S1(config-vlan)$vlando

% Invalid input detected at '~ marker.

Sl{config—vlan)#vlan 40
Sl(config-vlan) $name mercadec

51{config-wlan)#vlan 200

Sl{csnfig-vlan)$name mantenmimisnto

Sl(config-wlan)$int wlan 200

Sl{config-ifl$

SLINK-S-CHENGED: Interface V1an200, changed state To up

S1{config-if)#ip add 152 1£2.200.2 255.255.255.0
S1(config-if)$no shut

51(config-if}#exit

Sl(=onfig) gip de

Sl(config)#ip default-gateway 152.163.200.1
Sl{config) #int £0/3

S1(config-if)ssu

S1(config-if)#switchpors mode trunk

Sl(config-if)s
SLINEPROTO:
doun

W : Line on T F 3, changed ssase o

SLINE. WN: Line on I F: 3, changed state to

Mind Wide Open”

Ciri+FS to exit CLI focus. Copy. Paste
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TTEoRTIgTFEETY B!
S1{config)#serv password-encryption
Sl{config)#banner motd facceso no autorizadof
Sl{config)#vlan 30

51({config-vlan]$name adminissracion
S1{config-vlan]#vlandd

% Invalid input detected at '~' marker.

Sl{config-vlan]#vlan 40
51{config-vlan)]$name mercadec

S1(config-vlan)#vlan 200

Sl{config-vlan)#name mantenimiento

S1(config-vlan]¢int vlan 200

Sl(config-if)%

SLINK-S-CHANGED: Interface V1an200, changed state to up

S1{config-if)#ip add 152.1€8.200.2 255 255.255.0
Sl{config-if)#no shut

S1(config-if)gexit

S1(config)#ip de

Sl{config)#ip default-gateway 152.1€2.200.1
Sl{config)#int £0/3

S1{config-if)#sw

S1(config-if)#switchport mode trunk

S1{config-if)$
$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed state to
down

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed state to
up

$LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan200, changed state switchpors
mode trunkswitchport trunk netive vlam 1

% Invalid input detected at '~' marker.

Sl{config-if)#switchport trunk native vlan 1
51{confiswitchporswitchpors mode trunkswitchswitchport trunk native wlan
lswitchport trunk native wlan 1

Sl{config-if)#

Ctri+F6 to exit CLI focus Copy Paste
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Press RETUBN to get started.

acceso mo autorizade
User Rccess Verification

Password:
Password:

Slgint f0/24

% Invalid input detected at '~' marker.
Slgconf termi

Enter configuration commands, one per line.
Sliconfig)#int £0/24
Sliconfig-if)#switchport mode trunk
Sliconfig-if) gswitchport trunk native vlan 1
S1{config-if) fexit

Sliconfig) #in £0/1

S1{config-if)#switchport mode access
Sliconfig-if) #switchport access vlan 30
Sliconfig-if)g

End with CNTL/Z.

S1 cond is now available

Ciri+F6 to exit CLI focus

Switch 3
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Switch>en -
Switchgcon te
® Ambiguous command: "con te™

Switchfconf ter
Enter configuration cormands, one per line.
Switch(config)#no ip domain-lookup

Switch (config) #enabl secre cisco
Switch(config)#line cons O
Switch(config-line) ¢pass cisco
Switch(config-line) $login
Switch(config-line) fexit
Switch(configl#line vey 0 ¢
Switch(config-line] #pass cisco
Switch({config-line) #login
Switch(config-line) gexit

Switch (config) #pass

Switch(config)#servi pas
Switch(config)#servi password-encryption
Switch (config)#banner motd $acceso no autorizadod
Switch(config)#vlan 30

Switch({config-vlan) §name administracion
Switch(config-vlan) #vlan 40

Switch(config-vlan) fname mercadeo

Switch(config-vlan) #vlan 200

Switch(config-vlan] $name mantenimiento
Switch(config-vlan) exit

Switch(config)#int vlan 200

Switch({config-if)#

SLINK-5-CHANGED: Interface V1an200, changed state to up

End with CNTL/Z.

3LINEPROTO-S-UFDOWN: Line p:
state to up

1 on I Vlanzod,

Switch(config-if)#ip add 192.168.200.3 255.255.255.0
Switch({config-if)#no shut

Switch(config-if) fexic

Switch(config)#ip de

Switch(config)#ip default—gateway 152.1€8.200.1

Switch(config)#int wlan 40

Switch(config-if)$

SLINK-5-CHANGED: Interface Vland0, changed state to up v

Ctri+F6 to exit CLI focus
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Switch (config-if)#no shut ~
Switch (config-if) fexit

Switch(config) #ip de

Switch(config) #ip default-gateway 1$2.1€8.200.1

Switch(config)#int vlan 40

g Switch (config-if)g

; 3LINE-5-CHANGED: Interface Vlan4O, changed state to up

P PT
3LINEPROTO-5-UPDOWN: Line P 1on I Vlan40, ch d state
to up

Switch(config-if)#ip add 1%2.1€25.40.3 2855.255.255.0
Switch(config-if) #no shut

Switch (config-if) gexitc
—~ Switch(config) #ip default-gateway 132 168 401
e
2l ——-h—y Switch(config)#int £0/3
1941 Switch(config-if) #switchport mode trunk
Server-PT MIAML Switchlconfig-if) #switchport trunk native wvlan 1
Server?! Switch(config—-if)fexit

Switch(config) gint £0/1
Switch(config-if) #switchport mode access
Switch(config-if) gswitchport access wlan 40
— N -'E; Switeh (config-if) gexit

- Jos1 Switch(config)#
BDfTA BUENOS AIRES

=
Switch conl is now available
zesfz41T oescf241T
Press RETURN to get started.
7 v
A0 PC-PT
PC-FT PCE Cirl+F6 to exit CLI focus Copy Paste

Implementar DHCP and NAT for IPv4
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TerETT T
P
User Access Verification

Passwora:
BOGOTA>ena
Password:

dee 20GOTAgcons serm
Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA (config) #zout ip ospf 1
% Invalid input decected at '~ marker.
BOGOTA (config) #zout ospf 1

= BOGOTA (config-routex] #au

i ———— BOGOTA (config-router] fauto—cost re
BOGOTA (config i € 1000
Server-FT 1941 % OSDF: Reference bandwidth is changed.
Ml Please ensure reference bandwidth is consistent across all routers.

Server1
BOGOTA (config-router) gexit

BOGOTA [config) #ip dhep ex
p S % Incomplete command.
.'ﬁi BOGOTA (config) #ip dhep exc

BOGOTA (config) #ip dhep excluded-address 192 168.30.1 152.168.30.30
e 1941 BOGOTA (config) #ip dhep excluded-address 152.188.40.1 152.1£8.40.30

BUENOS ARES BOCOTA config) #ip dhep pool administracien

BOGOTA (dhep-config) #dns
BOGOTA (dhep-config) #dns—server 10.10.10.11
BOGOTA (dhep-config) $defa
BOGOTA (dhop-config) #default-router 192.1€8.30.1
BOGOTA (dhep-config) #net 152.1658.30.0 255.255.255.0
BOGOTA (dhep-config) #ip dhcp pool mercades
BOGOTA (dhep-config) $dns
BOGOTA (dhep-config) #dns-sexver 10.10.10.11
BOGOTA (dhep-config) #de
BOGOTA (dhep-config) $defauls-router 192.168.40.1
BOGOTA (dhcp-config) net 152.168.40.0 255.255.255.0
BOGOTA (dhep-config) & ~

Cirl+F8 to exit CLI focus Copy Paste
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acceso no autorizado

» Verification

Password:

MIRMI>ena
Fasswozd:
MIAMIg=of te

% Invalid input detected at '~" marker.

HIAMISconf tes
Enter configuration commands, one per line. Ind wirh CNTL/Z.
MIAMI (config) user web

MIAMI {config) Suser webu

MIAMI (config) fuser webuser privilege 1§ secret ciscol234s

MIAMI (config) #int g0/0
MIAMT (config-1f)3ip nat outs
MIAMI {config—if)8int gO0/1
MIAMI (config-if) #ip nat insid
MIAMI (config-if)$

MIAMI (config) #ip nat inside sour stat 10.10.10.10 209.1€5.200.22

CtriF8 to exit CLI focus | copy

O w®e

i Pn;lei

Programming  Atrioutes

1P Configuration
@® oHee

P Address.

Subnet Wask
Detsut Gateway
DNS Server

P46 Configuration
O oHer

PvE Address.

Lnk Local Address.
P Galeway

6 DNS Server

B0z 1

() Aubo Config @ Static

FEB0: 200 CFF FE28. 42

[ use 802.1X Securiy

Austhentication
Username

Password

Uwe
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P Configurati I

Interface FastEthernet0 -
IP Configuration

ll:l|

[ B (® DHCP Q static
P Address
Subnet Mask 2559552550
Default Gateway 192,168
oA
== DNS Server 10404011
1941
Server-PT At 1PV Configuration
Server Vieb
() DHCP O Aute Config @ Static
p - Pv6 Address [ ]
= &
& Link Local Address. [Feso-201 97FF FEaz E0E7 ]
der 1941 | ‘
BUENOS Al |  IPvE Gateway
BO@RTA
Pv6 DNS Server [ |
202.1X

[1 use 802.1 Security

Authentication MD5 v
Username
Password
O wp
PC-FT PC-C
PC-A

Configurar R1 Como servidor DHCP para las VLANs 30y 40.
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L L L
~

User Access Verification I
Password:
BOCOTAZena
Password:

oot BOGOTA#conf term
Enter configuration commands, one per line. End with CNTL/Z.
BOEOTA (config) #rout ip ospf 1
% Invalid input detectsd at '~' marker.
BOGOTA {config) #rout ospf 1

== BOGOTA {config-router) fau

—k——a™ BOGOTA (config-router) auto-cost re
BOGOTA {=onfi ) dth 1000
Server-PT 1941 % OSPF: Reference bandwidth is changed.
Miaml :
Serverl Please ensure reference bandwidth is consistent across all routers.

BOGOTA (config-router) fexit

BOGOTA (config) #ip dhep ex

pt % Incomplete command.

i f.i BOBOTA (config) #ip dhop exc
BOBOTA (config) #ip dhcp excluded-address 152.168.30.1 192.168.30.30
1941 BOGOTA (config) #ip dhep excluded-address 152 168 40.1 192.168.40.30

sodoTa BUENOS AIRES BOGOTA (config) #ip dhop pool administracion

BOGOTA (dhep-config) #dns

BOGOTA (dhep-config) 2dns—server 10.10.10.11

BOGOTA (dhcp-config) #defa

BOGOTA (dhcp-config) #default-router 192.1€8.30.1

BOGOTA (dhep-config) gnet 192.1€8.30.0 255.255.255.0

BOGOTA (dhcp-config) #ip dhep pool mercadeo

BOGOTA (dhcp-config) #dns

BOGOTA (dhep-config) 2dns—server 10.10.10.11

BOGOTA (dhep-config) #de

BOGOTA (dhcp-config) #default-router 192.1€2.40.1

BOGOTA (dhcp-config) #net 192.1€6.40.0 255.255.255.0

BOGOTA (dhep-config) &

Ciri+F6 to exit CLI focus. Copy. Paste

-
PC-PT e —
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configuraciones estaticas.

BOGOTR (config) #ip dhep ex
/ B—.f % Incomplete command.
l.'«f BOGCTR (config) #ip dhep exc
BOGOTR (config) #ip dhop excluded-address 152.1€3.30.1 132.1€8.30.30
e 1841 BOGCTA (config) #ip dhep excluded-address 192.168.40.1 192.1€8.40.30
BodoTa BUENOS AIRES BOGOTA (config) #ip dhep pool administracion

EOGOTR (dhep-config) $dns

EBOGCTR (dhep-config) fdns-server 10.10.10.11

BOGCTR (dhep-config) fdefa

BOGOTA (dhep-config) #default-router 192.1€2.30.1
BOGOTR (dhep-config) net 192.168.30.0 255.255.255.0
BOGOTA (dhep-config) #ip dhep pool mercadeo

BOGOTA (dhep-config) #dns

BOGCTA (dhep-config) $dns-server 10.10.10.11

BOGOTR [dhep-config) ide

BOGOTA (dhcp-config) #default-router 192.1€5.40.1
BOGOTR (dhcp-config)gnet 152.1€8.40.0 255.255.255.0

BOGOTR (dhep-config) L
Ctrl+F6 to exit CLI focus Copy Paste
e pc_pf
PC-FT PCS e

Configurar NAT en R2 para permitir que los host puedan salir a internet

sajo 3.pkt

QoE BB

B sl — (] x
Physical Config CLI Aftributes
—

105 Command Line Interface

U

3

—_—————
acceso no autorizado
1941

Server-PT
Serverl Hlaml User Access Verification
Password:
— ".f MIRMI>ena
& | oo
9 1 941 MIMMIgcof te
BUENOS AIRES -
BO TA v

% Invalid input detected at marker.
MIAMT#conf ter

Enter configuration commands, one per line. End with CNTL/Z.

MIAMI (config)fusexr web

MIAMI (config)fuser webu

MIAMI (config)fuser webuser privilege 15 secret ciscol234§

MIAMT (config) #ip nat inside sour stat 10.10.10.10 20%.165.200_ 229

MIEMI (config) #int go/0

MIEMT (config-if) #ip nat outs

MIAMT (config-if)#int g0/l

MIAMT (config-if) #ip nat insid

MIAMI (config-if)s ~

Ctri+F6 to exit CLI focus Copy Faste

r___7
PC-PT PCS

[ Top
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Configurar al menos dos listas de acceso de tipo estandar a su criterio en para

restringir o permitir trafico desde R1 o R3 hacia R2.

trabajo 3.pkt

@QeaoE B8

[R|
B MAMI — ] >
PGPT Physical Config CLI_ Attributes.
HTERNET PC ——
105 Command Line Interface
~
Password:
Password:
c=ra
—k—=———= MIAMI>ena
Password:
Server-PT o MIEMIgcons term
Server Web Enter configuration commands, one per line. End with CNTL/Z.
MIRMI (config) gace
MIBMI (config) 8access-list 1 permi 152.168.30.0 0.0.0.255
- MIAMI (config)faccess-list 1 permi 192.168.40.0 0.0.0.25%
= &9 MIBMI (config)#access-list 1 permi 152.168.4.0 0.0.0.255
v ; MIAMI (config)gaccess—list 1 permi 192.1€5.4.0 0.0.3.355
1da1 941 MIAMI (config) #ip nat pool INTERNET 209%.165.200.225 200.165.200.228
sodora BUENDS AIRES netmask 255_255.2s5.248
%Pool INTERNET mask 255.255.255.248 too small; should be at least
0.0.0.0
%Start and end addresses on different subnets
MIRMI (config) gace
MIRMI (config) #access-list sta
MIRMI(config)gaccess-list st
MIRMI (config) #access-list standard ADMIN12Z
% Invalid input detected at '~' marker.
MIRMI (config)#i access-1list standard ADMINL23
% Ambiguous command: i access-list standard ADMINIZ3™
MIRMI (config) #ip access-list standard ADMINIZ3
MIBMI (config-std-nacl)fpermit host 172.31.21.1
MIRMI (config-std-nacl)gexit
MIRMI (config) gace
MIRMI (config) #access-list 101 permit tcp any hos 209.1€8.200.225 eq
MIRMI (config) # v

Configurar al menos dos listas de acceso de tipo extendido o nombradas a su

criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

trabajo 3.pkt

QeaoE BB

B piamMI — [m] >
PQPT Physical Config CLI Attributes.
INTERBET PC —
I0S Command Line Interface
~
Password:
Password:
o~
—ﬂ_—'—-l—. = MIAMI>ena
Password:
Server-eT 194 statacons cerm
Server Web Enter configuration commands, one per line. End with CNTL/Z.
MIAMT (config) #acc
MIAMT (config) #access—1list 1 permi 152 .1€3.30.0 0.0.0.255
MIZMI {config) gaccess—list 1 permi 192.168.40.0 0.0.0.255
MIBMI {config) #access—list 1 permi 192.1E8.4.0 0.0.0.255
MIERMI{config)f#access-list 1 permi 152.1€2.4.0 0.0.3.255
MIAMT (config) #ip nat pocl INTERNET 20%_165.200.225 200.1€5_200._228
netmask 255.255.255.248
3Pool INTERNET mask 255.255.255.248 too small; should be at least
0.0.0.0
&Start and end addresses on different subnets
MIRMI (config) face
MIAMI (config) faccess—list sta
MIAMT (config) #access—-list st
MIAMT (config) #access—-1list standard ADMIN1ZZ
% Invalid input detected at '~' marker.
MIAMT (config)#i access-list standard ADMIN1Z23
% Ambiguous s v list s ADMIN123"
MIBMI {config) #ip access-list standard ADMIN123
MIERMI{config-std-nacl)#permit host 172.31.21.1
MIAMT (config-std-nacl) #exic
MIRMI (config) face
MIBMI {config) #access—list 10l permit tcp any hos 205.1E2.200.225 eg
e
MIAMT {config) # -
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Verificar procesos de comunicacion y redireccionamiento de trafico en los

routers mediante el uso de Ping y Traceroute.

PCINTERNET | "~

QaeaoE B=E

i - O %
Physical ~ Config  Deskiop  Programming  Attributes.
—
pdpT < = | URL | httpi209.165.200 229 Go Stop
INTERNET FC .
Cisco Packet Tracer
Welcome to Cisco Packet Tracer Opening doots to new opportunities. Mind Wide
p en.
—h—— = Or
1941 ick Links:
Server-FT At Qui
Server Web A small page
Copyrights
_ p - Image page
& & Image
1941
EDTTA BUENOS ARRES
E__
PC-PT Pe-C O

PC-A

PING ROUTER |
reenE B

Physicsl  Confg  CLI  Atributes
—
g 105 Command Line Interface
g
[ e ~
INTERRET PC
=
+-- L
-y acceso no autorizade
1941
Server-FT MIAMI User Recess Verification
Server igb
Password:
P 2050TAzens
[ i Password:
p BOGOTAtping 192.1€8.30.31
1§ BUENOS ARES
BOGOTA Type escape seguence to abort.
Sending 5, l00-byte ICMP Echos to 152.168.30.31, timeout is 2
seconds:
i
Success rate is 100 percent (5/5), round-crip min/avg/max = 0/0/1 ms
BOGOTAtping 192.1€8.40.31
Type escape sequence to abort.
Sending 5, l00-byte ICMP Echos to 152.168.40.31, timeout is 2
seconds:
i
Success rate is 50 percent (4/5), round-trip min/avg/max = 0/0/3 ms
BOGOTA% v
2
==, PC-PT CirisF6 to ext CL focus Copy Paste
PC-PT PCC
PC-A

—" -
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TRACEROUTE
QaoE B =

B (

Ll
Bl

E] Physical  Config Attributes
—
7
& Gl 10S Command Line Interface
INTERAET PC.
BOGOTLA>ena ~
Password:
BOGOTAgping 1 1€8.30.31
| Type escape sequence to abort.
P e Sending §, 100-byte ICMP Echos to 152.168.30.31, timeout is Z
=1 ‘ seconds:
’1911\ [EREN}
Server-PT MIAMI Success rate is 100 percent (5/5), round-trip min/awvg/max = 0/0/1 ms
Server Web
BOGOTAfping 192.168.40.31
y —~r Type escape sequence to abort.
- ‘ Sending §, l00-byte ICMP Echos to 192.1€8.40.31, timeout is 2
seconds -
et 1941 i
BOGOTA BUENOS ARES Success rase is 80 percent (4/5), round-trip min/avg/max = 0/0/3 ms
| BOGOTAftracerouter 192.1¢8.30.31
I % Invalid input detected at marker.
BOGOTAgtraceroute 152 .168.30.31
Type escape sequence to aborst.
2s60f241T 2osf24TT Tracing the rouse s 152.1€6.30.31
h 3
1 192.1¢2.30.31 1 msec 0 msec 1 msec
| l BOGOTAgtraceroute 152.168.40.31
Type escape sequence to abort.
I I Tracing the route to 152.1€8.40.31
U ﬁ: 1 1%2_1€5.40.31 1 msec 0 msec 1 msec
Ss
E PCPT BOCOTAZ )
PC-PT PC-C
PC-A CIrl+F6 to exit CLI focus Copy Faste

O e I

PING PC

QaoE g = ?
)
a
4
per
INTERKETPC
4
,J,\ Physical  Config Programming  Aftributes
-y
ot { 1041) (command Prompt .
AN
Server Veb
\
Foe COES
&y Uy
i 1941
BOéI:ﬁA BUENOS ARES
I P 3 4, R v 0 (0
el ApD: n milli nds :
206247 2962617 m = 2ms, Average = Oms
( 3
.
Vi
PCPT
PCET, pCC
PC-A
v
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CONCLUSIONES

El desarrollo de los escenarios planteados o propuestos, nos ha permitido adquirir
conocimientos y destrezas de vital importancia, los cuales seran utiles cuando se
requiera realizar el analisis, disefio e implementacion de cualquier red, ya sea en
fisico o en un software especializado.

En el disefio e instalacién de una red siempre es necesario conocer con precision
la reglamentacion existente (Protocolos), con la cual se pueda centrarse en las
normas establecidas por las organizaciones reglamentarias a nivel nacional e
internacional asi como tomar elementos de practicas propias y previas en las
ejecuciones para tomar la mejor decision.

Fue muy enriquecedora la experiencia, pero un poco extensa porque ya que
muchos de nosotros trabajamos en campos que no se permite conexion a internet,
asi que el esfuerzo que se hace demasiado esfuerzo para cumplir con lo
estipulado y las responsabilidades, asi que es recomendable, que las actividades
disminuyan un poco para que nos den la oportunidad de realizar todas las

actividades a conciencia.
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