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Resumen

En la actualidad los sistemas de informacion son una herramienta muy poderosa
puesto que generan efectividad y mayor productividad a las organizaciones y en
general a la sociedad tanto en la vida diaria y aun mas en el sector académico

financiero y en en todos los escenarios de la vida.

El presente trabajo centra su contenido en el desarrollo de dos escenarios en el
contexto de redes de comunicaciones bajo la supervicion de la UNIVERSIDAD
NACIONAL ABIERTA Y A DISTANCIA (UNAD), en colaboracion con CISCO
Networking Academy, el cual brinda dar un pespectiva de la conectividad de
informacion entre diferentes ciudades las cuales comparten y administran informacion

tanto local como global.



Abstract

At present, information systems are a very powerful tool since they generate
effectiveness and greater productivity for organizations and society in general both in

daily life and even more in the financial academic sector and in all life scenarios. .

The present work focuses its content on the development of two scenarios in the
context of communications networks under the supervision of the UNIVERSIDAD
NACIONAL ABIERTA YA DISTANCIA (UNAD), in collaboration with CISCO Networking
Academy, which provides a perspective of the connectivity of information between

different cities which share and manage both local and global information.



Introduccion

La importancia de la tecnologia y los medios de comunicacion en el mundo actual
es cada vez mayor, razén por la cual las diferentes empresas e instituciones
deben cada dia hacer uso de diferentes medios que le permitan estar

intercomunicados de manera &gil, segura y eficaz.

En este caso, para el desarrollo de este trabajo final del curso, se nos presenta
una empresa con sedes en diferentes ciudades y haciendo uso de los diferentes
conocimientos adquiridos durante el curso se realiza la configuracion de la red, de
manera que permita la interconexion de los diferentes dispositivos tecnol6gicos
pertenecientes a cada una de las sucursales, configuracion de red que fue
realizada de acuerdo a los requerimientos y parametros solicitados y establecidos

para la implementacion de esta.

Con el desarrollo de este trabajo final se evidencia la aprehension de diferentes
conceptos y conocimientos adquiridos durante el curso, lo cual permite, por medio
de la préctica, identificar posibles fortalezas o debilidades en los diferentes temas
desarrollados y aplicados y que seran de gran utilidad dentro de las diferentes

labores profesionales del estudiante.
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OBJETIVOS
GENERAL

Realizar la configuracion de la red propuesta en el caso teniendo en cuenta las
especificaciones y parametros establecidos para esta, aplicando los conocimientos
adquiridos en el Diplomado De Profundizacion CISCO, para dar solucion al

problema que se nos plantea.
OBJETIVOS ESPECIFICOS

v/ Realizar la conexion y respectiva configuraciéon de Routers y Switches en

una red, mediante la aplicacion de comandos del IOS de Cisco.

v’ |dentificar los conceptos principales y protocolos de enrutamiento,

reconociendo las diversas caracteristicas de cada topologia.

v Adquirir y aplicar los conocimientos principales del programa Packet tracert y
Smart Lab en la configuracion de redes de comunicaciones, implementando

comandos de la plataforma CISCO.

v' Comprobar la adecuada configuracion de cada dispositivo en la red mediante

instrucciones ping y tracert.

v Implementar en el disefio de la red de acuerdo a los lineamientos del

problema presentado.

v Realizar el reconocimiento de Vla, la respectiva configuracion,

direccionamiento de red y mascara de direccionamiento.
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Descripcion de escenarios propuestos para la prueba de habilidades

Escenario 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota, Medellin y
Cali en donde el estudiante sera el administrador de la red, el cual debera
configurar e interconectar entre si cada uno de los dispositivos que forman parte
del escenario, acorde con los lineamientos establecidos para el direccionamiento
IP, protocolos de enrutamiento y demas aspectos que forman parte de la topologia
de red.

Topologia de red

Los requerimientos solicitados son los siguientes:

Parte 1: Para el direccionamiento IP debe definirse una direcciéon de acuerdo con

el namero de hosts requeridos.

Parte 2: Considerar la asignacion de los parametros basicos y la deteccién

de vecinos directamente conectados.

Parte 3: La red y subred establecidas deberan tener una interconexion total, todos

los hosts deberan ser visibles y poder comunicarse entre ellos sin restricciones.



Parte 4: Implementar la seguridad en la red, se debe restringir el acceso y
comunicacion entre hosts de acuerdo con los requerimientos del administrador de
red.

Parte 5: Comprobacion total de los dispositivos y su funcionamiento en la red.

Parte 6: Configuracion final.

| Servidor 1

»

192468484127
fotl

2 ¢ ‘ I !
=

MEDELLIN CALI 3
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Se debe dividir (subnetear) lared creando una segmentacion en ocho partes, para

permitir creciemiento futuro de la red corporativa.

Netmask: Host Host Network: Broadcast:
Address: Mascara de minimo maximo
red
1 (192.168.1.1 255.255.255.224=27 [192.168.1. 1 192.168.1. 30 |192.168.1.0/27 192.168.1. 31

2 1192.168.1. 33 |255.255.255.224=27 | 192.168.1.33 192.168.1. 62 | 192.168.1.32/27 192.168.1.63

3 |1 192.168.1.65 |[255.255.255.224=27 |192.168.1. 65 192.168.1. 94 | 192.168.1.64/27 192.168.1. 95

4 (192.168.1. 96 |255.255.255.224=27 |192.168.1. 97 192.168.1.126 | 192.168.1.96/27 192.168.1. 127

5 ]1192.168.1. 128 | 255.255.255.224=27 |192.168.1. 129 |192.168.1. 158| 192.168.1.128/27 192.168.1. 159

6 | 192.168.1.60 |255.255.255.224=27 |192.168.1. 161 |192.168.1.190| 192.168.1.160/27 192.168.1. 191

7 1192.168.1. 192 | 255.255.255.224=27 (192.168.1.193 |192.168.1.222|192.168.1.192/27 192.168.1. 223

8 | 192.168.1.2.24 | 255.255.255.224=27 |192.168.1. 225 |192.168.1. 254 | 192.168.1.224/27 192.168.1. 255

11
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1.1 Asignar una direccion IP a lared.

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup
Router(config)#hostname BOGOTA
BOGOTA(config)#enable secret cisco

BOGOTA(config)#line console 0
BOGOTA(config-line)#password cisco
BOGOTA(config-line)#login

BOGOTA(config-line)#exit

BOGOTA(config)#line vty 0 4
BOGOTA(config-line)#password cisco
BOGOTA(config-line)#login

BOGOTA(config-line)#exit

BOGOTA(config)#service password-encryption
BOGOTA(config)#banner motd #Acceso denegado#
BOGOTA(config)#banner motd #NO ESTAS AUTORIZADO#

BOGOTA(config)#exit

BOGOTA#

%SYS-5-CONFIG_I: Configured from console by console
Exit

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup
Router(config)#hostname MEDELLIN
MEDELLIN(config)#enable secret cisco
MEDELLIN(config)#line console 0
MEDELLIN(config-line)#password cisco
MEDELLIN(config-line)#login
MEDELLIN(config-line)#exit
MEDELLIN(config)#line vty 0 4
MEDELLIN(config-line)#password cisco
MEDELLIN(config-line)#login
MEDELLIN(config-line)#exit

12



MEDELLIN(config)#service password-encryption
MEDELLIN(config)#banner motd #PERSNAL AUTORIZADO UNAD#
MEDELLIN(config)#exit

MEDELLIN#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

SWICH

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname Swil

Swl(config)#enable secret cisco

Swl(config)#line console O

Swl(config-line)#password cisco

Swl(config-line)#login

Swl(config-line)#exit

Swl(config)#line vty 0 4

Swl(config-line)#password cisco

Swl(config-line)#login

Swl(config-line)#service password-encryption
Swil(config)#banner motd #PERSONAL AUTORIZADO#
Swl(config)#exit

Swl#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

Swil#

Switch>enable
Switch#conf t

13



Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname Sw2

Sw2(config)#enable secret cisco

Sw2(config)#line console O

Sw2(config-line)#password cisco

Sw2(config-line)#login

Sw2(config-line)#exit

Sw2(config)#line vty 0 4

Sw2(config-line)#password cisco

Sw2(config-line)#login

Swz2(config-line)#service password-encryption
Sw2(config)#banner motd #SOLO PERSONAL AUTORIZADO#
Sw2(config)#exit

Sw2#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

Switch>ena

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname Sw3
Swa3(config)#enable secret cisco
Sw3(config)#line console 0
Sw3(config-line)#password cisco
Sw3(config-line)#login
Swa3(config-line)#exit
Sw3(config)#line vty 0 4
Sw3(config-line)#password cisco

14



Sw3(config-line)#login

Sw3(config-line)#service password-encryption
Sw3(config)#banner motd #PERSONAL AUTORIZADO#
Sw3#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

Sw3#

Configuracion Interfaz y Seriales

BOGOTA#enable

BOGOTA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#interface g0/0

BOGOTA(config-if)#ip address 192.168.1.1 255.255.255.224
BOGOTA(config-if)y#no sh

BOGOTA(config-if)#exit

BOGOTA(config)#interface s0/1/0

BOGOTA(config-if)#ip address 192.168.1.98 255.255.255.224
BOGOTA(config-if)y#no sh

BOGOTA(config-if)#exit

BOGOTA(config)#interface s0/1/1

BOGOTA(config-if)#ip address 192.168.1.130 255.255.255.224
BOGOTA(config-if)y#no sh

BOGOTA(config-if)#exit

BOGOTA(config)#ip route 192.168.1.64 255.255.255.224 192.168.1.131
BOGOTA(config)#ip route 192.168.1.32 255.255.255.224 192.168.1.99
BOGOTA(config)#exit

MEDELLIN#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#interface g0/0

MEDELLIN(config-if)#ip address 192.168.1.33 255.255.255.224
MEDELLIN(config-if)y#no sh

MEDELLIN(config-if)#exit

15



MEDELLIN(config)#interface s0/1/0

MEDELLIN(config-if)#ip address 192.168.1.99 255.255.255.224
MEDELLIN(config-if)y#no sh

MEDELLIN(config-if)#exit

MEDELLIN(config)#ip route 192.168.1.0 255.255.255.224 192.168.1.97
MEDELLIN(config)#ip route 192.168.1.64 255.255.255.224 192.168.1.97
MEDELLIN(config)#exit

MEDELLIN#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

MEDELLIN#

CALI>enable

Password:

CALI#conf t

Enter configuration commands, one per line. End with CNTL/Z.
CALI(config)#interface g0/0

CALI(config-if)#ip address 192.168.1.65 255.255.255.224
CALI(config-ify#no sh

CALI(config-if)#interface s0/1/0

CALI(config-if)#ip address 192.168.1.131 255.255.255.224
CALI(config-ify#no sh

CALI(config-if)#exit

CALI(config)#ip route 192.168.1.0 255.255.255.224 192.168.1.129
CALI(config)#ip route 192.168.1.32 255.255.255.224 192.168.1.129
CALI(config)#exit

CALIl#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

CALI#

16



1.2 CONFIGURACION BASICA.

Completar la siguiente tabla con la configuracion béasica de los routers,

teniendo en cuenta las subredes disefiadas.

b. R1 R2 R3
Nombre de Host MEDELLIN BOGOTA CALI

Direccién de Ip en interfaz 192.168.1.99 192.168.1.98 192.168.1.131
Serial 0/1/0

Direccion de Ip en interfaz 192.168.1.130
Serial 0/1/1

Direccion de Ip en interfaz 192.168.1.33 192.168.1.1 192.168.1.65

GigabitEthernet 0/0

Protocolo de enrutamiento Eigrp Eigrp Eigrp
Sistema Autbnomo 200 200 200
Afirmaciones de red 192.168.1.0 192.168.1.0 192.168.1.0

17



e
CIsco. Cisco Networking Academy’ Mind Wide Open’
|

1.2.1 Verificar la tabla de enrutamiento. En cada uno de los routers para

comprobar las redes y sus rutas.
B PEDELLIM — | 2

Physical Config CLI Attributes

I0s Command Line Interface

TESSWoO DT
-
MEDELLIN-enable
Password -
Fassword:
HEDELLINgshow ip Doute
Codes: L — local, C — comnected, S — static, B — RIP, M — mobile, B — BCD
D — EICRP, EX — EICRP extermnal, © — OSPF, IR — OSPF inter area
M1l — OSPF MNS5A external type 1, MZ — OSPF MNS5A external type Z
El — OSPF external type 1, EZ — OSPF external type Z, E — EGD
i — IsS-—-Is, L1 — IS-—IS5 lewel—1, LZ — IS—IS lewel-—-2, ida — IS—IS imter area
* — candidate default, U — per—-user static route, o — ODR
P — periodic downloaded static route
Cateway of last resort is mnot set
192 12 .1 _ 0,24 is wariably subnetted, €& subnets, 2 masks
= 152 1S5 .1 ._0727 [1L/0] wia 153Z_.1&€S.1._.57
= 152 . 1€2 .1 _22,/27 is directly comnected, GCigakitEthernetOd/ 0
L 152 _1€2 1 33,32 is directly comnnected, GigabitEthernetds 0
= 192 13 .1 .64/, 27 [L/0] wwia 132 _ 1€ .1.37
= 152 . 1€5 .1 ._.93€,/,27 4is directly connected, Serialds1/,0
L 152 . 1€2 .1 ._.595,/22 is directly connected, Serialds 1,0
MEDELLINEg| o
Ctrl+F5 to exit CLI focus Copy Paste
[ Tep

2. . %
02 2020

Figura 1. Imagen router Medellin

B pOoGOTA — | >

Fhysical Config CLT Attributes

I0s Command Line Interface

-

TUser Acocess Werification
Passworod -
BOOTA~enable
Passworod -
BOCOTAgshow ip route
Codes: L — local, © — connectced, S5 — static, B — RIP, M — mobile, B — BCE

D — EIRFP, EH — EIGRP external, o — DSPFE,. IfA — ©OSPF imter arcea

HNl1 — OSDPF NSSA external type 1, MN2Z — OSDPF MSSA external type 2

1= — OSPF external tyvpe 1, EZ2 — OSPF external type 2, E — =GP

i — Is-IsS, L1 — IS—IS lewel-—1, LZ — IS—IS lewel-—-2, ia — IS—IS imter arcea

* — candidate default, U — per—user static route, o — ODR

P — pericdic downloaded static Doute
Cateway of last resort is nOT Set

192 1l€«2 .1 .0,/24 is wariakly subnetted, 2 subnets, Z masks

= 152 1628 .1 . 0,27 is directly commected, FigakbitEcthernetOs0
- 152 1€2.1.1,322 is directly commnected, CigakbitEthernetO 0
E=1 192 _1&€2 _ 1 32,27 CL1L,0] wria 192 _1&2 _1 _99
= 152 165 .1 . 6€4,27 [1L/,0] wia 152 _1€5.1.131
= 152 _1€2 .1 _9€,/27 4is directly comnected, Sexrialdos1L 0
I 15 _,1eEs .1 _ 98 /,32 is directly connected, SerialasL1l 0 e
Cirl +FS& to exit CLT focus Copy FPaste

Figura 2. Imagen router Bogota

18
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Physical Config CLI Attributes
I0S Command Line Interface
BRG]
-
ChLI=enable
Password:
Password:
CARLIf#show ip route
Codes: L — local, €T — comnnected, 5§ — static, R — RIP, M — mokbile, B — BEP
D — EIZRF, EX — EIZRP external, © — OSPF, I&Z — OSPF inter area
M1l — ©OSPF MNSS5Sh external type 1, HMZ — OSPF HNSSh external type 2
El — OS5SPF external type 1, 2 — OS5SPF external type 2, E — EEZP
i — IsS—-Is5, L1 — I5-IS level—-1l, LZ — IS—IS level—2, ia — I5—IS5 imter area
* — pandidate default, T — per—-user static route, o — ODR
P — pericdic downloaded static route
Fateway of last resort is not set
192 .12 .1 .0,24 is wariably subnetted, € subnets, Z masks
5 152 1€5.1_0/s27 [1/0]1 wia 1532 _1€5_.1_.125
=1 1z _ 121 . [L/,0] =<wia 152 _1€2.1_.125
L= l1az_ 12 _1_€4, is directly connected, GigabitEthernetd/s;0
L 19z _1€2_1_€5/ is directly connected, GigabitEthernetd/ 0
L= 192 18 _ 1. 123,27 is directly connected, Serialds1l/ 0
L 152 . 1€2_.1.131 32 is directly comnnected, Seriald 1,0
carTE -
Cirl4+F6 to exit CLI focous Copy Paste

[ Tep

Figura 3. Imagen router Cali

19



1.2.2 Verificacion balanceo de cargas
El balance de carga se designa mediante el comando ip route, y es dado para los

routers que tienen dos seriales conectados

¥ BOGOTA — O

Physical Config CLI Attributes

105 Command Line Interface

BOCEOTL=enakle
Password:
BOGOT2gshow ip route
Codes: L — local, © - connected, 5 - static, B - RIF, M - mobile, B - BGEP
D - EIGRF, EX - EIGRP external, O - O5PF, I& - O5PF inter area
N1l - OSPF MS5R external type 1, N2 - OSPF NSS5R external type 2
El - OS5PF external type 1, E2Z - O5PF external type 2, E - EGP
i - I5-I5, L1 - I5-I5 lewvel-1, L2 - I5-I5 lewel-2, ia - I5-I5 inter area
¥ — pandidate default, U - per-user static route, o — CDR
P - periodic downloaded static route

Fateway of last resort is not set

1592 . 1€23.1.0/24 is wariakly subnetted, 28 subnets, 2 masks
192.1€8.1.0/27 is directly connected, GigakitEthernetl/0
192.1€8.1.1/32 is directly connected, GigabkitEthernetl/0
152 .168.1.32/27 [1l70] wvia 152.168.1.35%
132.1€58.1 [lL/0]1 wia 15%2.1€58.1.131

led_1._ is directly comnnected, Seriald/1l/0

1
1
1

is directly connected, Serial0/1/0
- is di tly connected, Seriall/1/1
.130/32 is directly connected, Seriald/1l/s1

e 0w

BOGOTRE

Ctrl+F6 to exit CLI focus Copy Paste

11:30 a. m.

2470272020 G

Figura 4. Imagen router Bogota

20
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1.2.3 Diagndéstico de vecinos

Usando el comando cdp y show cdp neighbors

MEDELLINgshow cdp neighbors
Capability Codes: B — Bouter, T — Trans Bridge, B - Source BRoute Bridge
5 - Bwitch, H - Host, I - IGMP, r - Repeater, P — Phone

Device ID Local Intrfce Holdtme Capability Platform Port ID
BOZOTA Ser 05170 151 B Cl500 Ser 0/1,/0
=i 2ig 0/s0 151 5 29£0 Fas 0/1
HETETLING

01:35 p. m. l_\_|
|

24/02/2020

Figura 5. Red MEDELLIN muestra dos vecinos; router bogota y el Switchl

BOGOTAx»enable
Password:
BOFOTAfshow cdp neighbors
Capability Codes: B - Bouter, T — Trans Bridge, B - Source BRoute Bridge
5 - Bwitch, H - Host, I - IGMP, r - BRepeater, P — Phone

Device ID Local Intrfce Holdtme Capability Platform Bort ID

Sw2 Gig 070 135 s 23&0 Fas 0/3

CETT Ser 0/1/1 135 =1 C1500 Ser 0/1/0

HEDELLIN Ser 07170 135 17} C1900 Ser 07170
]

BOGOTA#

01:32 p. m.
- = p G

2470272020

Figura 6. Red de bogota tiene tres vecinos; router Medellin, Router Cali y el Switch2
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CALI=enable
Password:
CRALTIf§show cdp neighbors
Capability Codes: B — Bouter, T - Trans Bridge, B - Source HRoute Bridge
5 - Bwitch, H - Host, I - IGMP, r — Repeater, P — Phone

Device ID Local Intrfce Holdtme Capability Platform Port ID
Sw3 Gig 0/0 121 5 Z9e0 Fas 071
BOZOTRE Ser 05170 121 =) C1500 Ser 0/1/1

Ctrl+F6 to exit CLI focus

01:29 p. m.

24/02/2020 G

Figura 7. Lared cali tiene dos vecinos router Bogota y el Switch3
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Realizar una prueba de conectividad en cada tramo de la ruta usando Ping.

Physical Config Desktop Programming Attributes

Command Prompt

lequest timed out
from 1
Beply from 152 _168_1._
Beply from 152.1
Ping statistics for
:5: Sent =
e round trip
Minimum = llms, Maximuam

ping 152.165.1.34

Pinging 1%2 _1&! -34 with 32 bytes of data:

1
1.
1.

1

ping 1!
Pinging 1%2.168.1.3 with 32 bytes

time=1lms TIL—=
time=1lms TIL~=12
time=léms TTIL—
time=1lms TTIL—

0402 p. .

NI G 00

<M

Figura 8. Ping mostrando conectividad entre las redes.
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1.3. CONFIGURACION DE ENRUTAMIENTO.
1.3.1 Asignar el protocolo de enrutamiento EIGRP a los routers considerando
el direccionamiento disefiado.

MEDELLIN>enable

Password:

MEDELLIN#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#router eigrp 10
MEDELLIN(config-router)#network 192.168.1.96 0.0.0.31
MEDELLIN(config-router)#network 192.168.1.32 0.0.0.31
MEDELLIN(config-router)#network 192.168.1.128 0.0.0.31
MEDELLIN(config-router)#exit

MEDELLIN(config)#

BOGOTA>enable

Password:

BOGOTA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#router eigrp 10
BOGOTA(config-router)#network 192.168.1.0 0.0.0.31
BOGOTA(config-router)#network 192.168.1.96 0.0.0.31
BOGOTA(config-router)#network 192.168.1.128 0.0.0.31
BOGOTA(config-router)#no auto-summary
BOGOTA(config-router)#exit

BOGOTA(config)#

CALI>enable

Password:

CALl#conf t

Enter configuration commands, one per line. End with CNTL/Z.
CALI(config)#router eigrp 10

CALI(config-router)#network 192.168.1.128 0.0.0.31
CALI(config-router)#no auto-summary
CALI(config-router)#exit
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1.3.2 Verificarificacion de vecinos con EIGRP.

Verificacion de vencindad EIGRP en los routers con los comandos show ip eigrp
neighbors y show ip eigrp topology

MEDELLINgshow ip eigrp neighbors
IP-EIGRP neighbors for process 10

H Lddress Interface Hold Uptime SRETT BRTO Q Seqg

isec) {ms) Cnt HNum
a 152 . 1e3.1.58 Sedys1,s0 13 Ol:-41:54 40 loo0a a 7
MEDELLINg]

07:45 p. m.
24/02/2020

3 ﬁE %E}

Figura 9. router Medellin tiene de vecinos al router de Bogota

BOGOTR>

BOZOTR>enakble

Password:

Password:

BOCOTAfshow ip eigrp neighbors
IP-EIZRF neighbors for process 10

H Bddress Interface Hold Uptime SRTT RTO Q Seqg
(sec) (ms) Cnt HMum

a 192 .168.1.59%9 Sed/1ls0 13 02:03:21 40 1000 0 7

1 1%2.168.1.131 Seld/1/s1 12 01:5€:34 40 1000 0 =]

BOCOTRE

Cirl+F6 to exit CLT focus Copy Fash

08:06 p. m.

24/02/2020
Figura 10. Router bogota TIENE de vecinos El router de medellin y cali
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CALI=enakle

Password:

CALI#show ip eigrp neighbors

IP-EIGRP neighbors for process 10

H Rddress Interface Hold Uptime SBTIT BRTO Q Seg
isec) {ms) Cnt HNum

a 152 .1€8.1.130 Sel/1l/0 1z 01:58:17 40 10ada 0 g

CALI#

08:08 p. m.

24/02/2020 =

Figura 11. Router CALI tiene de vesino a router de bogota

1.3.3 VERIFICACION DE RUTAS ESTABLECIDAS

Comando show ip route

B EDELLIM — O *

Physical Config CLI Attributes

105 Command Line Interface

MEDELLIN>enakble -~
Password:
MEDELLINgshow ip route
Codes: L — local, C — connected, 5 - static, B - RIP, M - mokile, B — BGEP
I — EIGRF, EX — EIZRP external, © —- OS5PF, IZ - OS5PF inter area
N1l - OSPF MNSS5R external type 1, M2 — O5PF NS55A external type 2
El - OSPF external type 1, EZ2 - O5PF external type 2, E — EGP
i - I5-I5, L1 — I5-I5 lewel-1l, LZ — IS5-IS5 lewvel-2, ia - IS5-IS inter
area
¥ — pandidate default, T - per—-user static route, o — ODR
P - periodic downloaded static route
Fateway of last resort is not set
152.1€8.1.0/24 is wariakly subnetted, 7 subnets, 2 masks
=] 152 1€2.1.0/527 [1L/0] wia 152 .1€2.1.57
c 152 . 1€8_.1_32/27 is directly connected, GigabitEthernet0/0
L 182 . 1€8.1_.33/32 is directly connected, GigabkitEthernet0/0
=] 152 .1€28.1.6€4/27 [1/0] wia 152.1€2.1.37
C 1892 . 1€28_.1.9&€/27 is directly connected, Seriald/s1/s0
L 182 _.1€28.1.99/32 is directly connected, Seriald/s1l/s0
o ls2.1le2.1.128/,27 [90/2€28185¢€] wia 192.1l€2.1.92, 02:14:03, Serialld/s1ls0
MEDELLINg| w
Ctrl+F6 to exit CLI focus Copy Paste

"1 Top

; i}

08:17 p. m.
2402/ 2020 %

Figura 12. Imagen router Medellin

26



¥ pocoTta — O >

Physical Config CLI Attributes

I0S Command Line Interface

oL =) s =Y =3
Password: -~
BOZ0TRA&Eshow ip route
Codes: L — local, © — connected, 5 — static, B — RIF, M — mokbile, B — BEF
D — EIZRP, EX - EIGRP external, O — OSPF, Ik - OSPF inter area
N1l - QOSPF NS55A extermnal type 1, M2 - OSPF NS5Sh external type 2
El1 — OS5PF external type 1, EZ — QO5PF external type 2, E — EGP
i — I5-I5, L1 — I5-I5 lewvel-l, LZ — I5-I5 lewel—-2, ia — I5-IS inter
area
¥ — candidate default, U - per-user static route, o — ODR
P — pericdic downloaded static route
Fateway of last resort is not set
152 .1€2.1.0,/24 is wariably subnetted, 2 subnets, Z masks
c 192 . 1€2.1_ 0,27 is directly connected, GigabitEthermnetd/s0
L 192 .1€2.1.1/22 is directly connected, GigakbitEthernetd/0
5 192 .1€28.1.32/727 [1/0] wia 192 _.1&8.1.5%
5 1532 . 1€8.1.€4527 [1/0]1 wia 152 _1€5.1.131
c 1 -les .1 _9&S is directly comnected, Serizld/s1ls0
L 1 JleEs 1 898,32 is directly comnected, Serizld/s1lys0
c 192 .1le2.1._122/2 is directly connected, Serialds1l/s1
L 192 . 1€2.1_130,/32 is directly connected, Serialds 1,1
BOGCOTZR#| w

Cirl+F6 to exit CLI focus Copy FPaste

08:19 p. m.

24/02,/2020
Figura 13. Imagen router Bogota

B ocall — a >

Physical Config CLI Attributes

I0S Command Line Interface

FassWoIdo
~

CALI=enable
Password:
CALI#show ip route
Codes: L - local, C - connected, 5 - static, R - RIP, M - mokile, B - BGF

oL — EIGRF, EX - EIGRF external, ¢ - O5PF, Ik - QSPF inter area

N1l - OS5PF NSSR extermnal type 1, N2 - QOSPF NMS5A external type 2

El - OS5PF external type 1, EZ - O5PF external type 2, E - EGP

i - Is5-I5, L1 - I5-I5 lewel-l, LZ - IS5-I5 level-2, ia - I5-I5 inter area

¥ — pandidate default, U - per—-user static route, o — CDR

P — periocdic downloaded static route
Fateway of last resort is not set

152 .1€8.1.0/24 is wariakly subnetted, 7 subnets, 2 masks
5 192 . 1e28.1.0/27 [1/0] wia 152 _1e8.1.12%
5 192 .1€8.1.32/27 [1/0] ~wia 1%2.1€8_.1.125
cC 152 .12 .1.€4/27 is directly connected, GigabitEthernetd/s0d
L 1521628 .1.€5/32 is directly connected, GigabitEthernetd/s0
D 152 .18 .1 .9&/27 [90/2681856] wia 192 .1€2.1.130, 02:11:1e, Seriald/s1l/s0
cC 152_.1€8.1.128/27 is directly comnected, Seriald/Ll/s0
L 152_.1€8.1.131/32 is directly comnected, Seriald/LlL/s0
cALTE w
Ctrl+F6 to exit CLI focus Copy Paste

08:21 p. m.

24,/02/2020

Figura 14. Imagen router Cali
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1.3.4 DIAGNOSTICO DE REDES LAN
Realizar un diagnostico para comprobar que cada uno de los puntos de lared se
pueda ver y tengan conectividad entre si. Realizar esta prueba desde un host de
lared LAN del router CALI, primero alared de MEDELLIN y luego al servidor.

¥ pca

Physical Config Desktop Programming Attributes

Command Prompt

C:\>ping 1592 _16£3.1.35

Pinging 13 35 with 32 byte

fro
from - by

imum = 4ms, Maximum = 15ms, Aver

Figura 15. Ping de cali a la lan de Medellin

¥ pca

Physical Config Desktop Programming Attributes

Command Prompt

time=12Zms
time=11lms
time=14ms

3,

ound trip times in milli
l4ms,

Figura 16. Ping de cali al servidor
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1.4. CONFIGURACION DE LAS LISTAS DE CONTROL DE ACCESO.

En este momento cualquier usuario de la red tiene acceso a todos sus dispositivos
y estaciones de trabajo. El jefe de redes le solicita implementar seguridad en la
red. Para esta labor se decide configurar listas de control de acceso (ACL) a los

routers. Las condiciones para crear las ACL son las siguientes:

1.4.1 CONEXIONES TELNET
Cada router debe estar habilitado para establecer conexiones Telnet con los

demas routers y tener acceso a cualquier dispositivo en la red.

MEDELLIN#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#line vty 0 4
MEDELLIN(config-line)#password cisco
MEDELLIN(config-line)#login

MEDELLIN(config-line)#exit

BOGOTA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#line vty 0 4

BOGOTA(config-line)#password cisco
BOGOTA(config-line)#login

BOGOTA(config-line)#exit

BOGOTA(config)#

CALl#conf t

Enter configuration commands, one per line. End with CNTL/Z.
CALI(config)#line vty 0 15

CALI(config-line)#password cisco

CALI(config-line)#login

CALI(config-line)#exit

CALI(config)#
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Conexion Telnet Medellin-Bogota

¥ MEDELLIN — O >

Physical Config CLI Attributes

105 Command Line Interface

]
PERSHAL AUTCRIZADD UNAD
User Rccess Verification
Password:
Password:
MEDELLIN=enakle
Password:
MEDELLINftelnet 15%2_1&8.1_130
Trying 15%2_.1€2.1.130 ___ OpenNQ ESTAS AUTORIZADD
User RAccess Verification
Password:
BOGOTRA > b

0609 p. .
ZT/02/2020 %

Figura 17. Conexion Telnet Medellin-Bogota
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105 Command Line Interface

M

SLINEFROTO-5-UFDOWN: Line protocol on Interface

GigabitEthernetl/0, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Inmterface Seriallys1/0,

changed state to up

SODUTAL-S5-NBRCHRNEE: IP-EIGRF 10: Weighbor 192 1€2.1.130

{S5eriald/1l/0) is up: new adjacency

SOLO FERSOMNAL AUTCRIZADD

User Access Verification

Password:

CALI=enable

Password:

CALIgtelnet 15%2.1€8.1.130

Trying 132 .1€2.1.130 .. CpenNQ ESTAS AUTCORIZADD

User Access Verification

Password:

BEOSOTA| v

Ctrl+F6 to exit CLI focus Copy Paste

06:13 p. m. %

27/02/2020

Figura 18. Conexion Telnet entre routers Cali-Bogota
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105 Command Line Interface

Type escape seguence to abort. A
Sending 5, 100-byte ICHMP Echos to 15%2.1€2.1.131, timeout is 2
seconds :

Success rate is 100 percent (5/5), round-trip min/avg/max =
1/4/13 ms

BOZOTAf#telnet 1%2_168.1.5%5
Trying 1%2.1€8.1.5% .. _ OpenPERSNAL AUTORIZADD UNAD
User Access Verification

Password:
MEDELLIN>exit

[Connection to 1%2_.168.1.5%5% closed by foreign host]
BOGOTRftelnet 1352.1l6383.1.131
Trying 15%2.1€2.1.131 ... CpenSOLO PERSCHAL AUTCRIZADD

User Access Verification

Password:
CALI: v

153 p. m.
24/02/2020

~ 3 b

Figura 19. Conexion Telnet entre routers Bogota- Medellin y Cali

1.4.2 LIMITACIONES DE ACCESO

o El equipo WS1 y el servidor se encuentran en la subred de
administracion. Solo el servidor de la subred de administracion debe
tener acceso a cualquier otro dispositivo en cualquier parte de la

red.
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BOGOTA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#access-list 1 permit 192.168.1.6 0.0.0.224
BOGOTA(config)#access-list 1 deny any

BOGOTA(config)#int se0/1/0

BOGOTA(config-if)#ip access-group 1 out
BOGOTA(config-if)#exit

BOGOTA(config)#int se0/1/1

BOGOTA(config-if)#ip access-group 1 out
BOGOTA(config-if)#exit

o Las estaciones de trabajo en las LAN de MEDELLIN y CALI no deben tener
acceso a ningun dispositivo fuera de su subred, excepto para interconectar

con el servidor

MEDELLIN(config)#access-list 111 permit ip 192.168.1.32 0.0.0.31 host 192.168.1.6
MEDELLIN(config)#int g0/0

MEDELLIN(config-if)#ip access-group 111 in

MEDELLIN(config-if)#exit

MEDELLIN(config)#

CALI#conf t

CALI(config)#access-list 111 permit ip 192.168.1.64 0.0.0.31 host 192.168.1.6
CALI(config)#int g0/0

CALI(config-if)#ip access-group 111 in

CALI(config-if)#exit

CALI(config)#
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1.4.3 Comprobacion de la red instalada.

v Se debe probar que la configuracion de las listas de acceso fue exitosa.
v/ Comprobar y Completar la siguiente tabla de condiciones de prueba para confirmar

el 6ptimo funcionamiento de la red e.

ORIGEN DESTINO RESULTADO
Router MEDELLIN Router CALI FALLIDO
T WS_1 Router BOGOTA EXITOSO
Servidor Router CALI FALLIDO
Servidor Router MEDELLIN FALLIDO
LAN del Router MEDELLIN Router CALI FALLIDO
e NET LAN del Router CALI Router CALI FALLIDO
LAN del Router MEDELLIN Router MEDELLIN FALLIDO
LAN del Router CALI Router MEDELLIN FALLIDO
LAN del Router CALI WS 1 EXITOSO
LAN del Router MEDELLIN WS 1 EXITOSO
LAN del Router MEDELLIN LAN del Router CALI EXITOSO
LAN del Router CALI Servidor EXITOSO
LAN del Router MEDELLIN Servidor EXITOSO
Servidor LAN del Router MEDELLIN EXITOSO
Servidor LAN del Router CALI EXITOSO
Router CALI LAN del Router MEDELLIN FALLIDO
Router MEDELLIN LAN del Router CALI FALLIDO
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1.4.4. TOPOLOGIA

B Cisco Packet Tracer - CiiUsersiLuzhDesktop’\RepositoriotEscenariol.pht

i

file Edit Optons View  Tools Extensions Help

Back | [Root] |New Eiuster| |M|:we Object” Set Tiled Background | |

E=n rverd
Fal/2

e
=Sl se0f1/1 Fa0,/2
® se0/1/0 Wﬂjm
T ;_. Gigd/o Fao/1

FC™
Fal

Fal/2

' Fal/1 sigo/o
Fao/3 * MEDELLIM

128 p. m.

20,/02,2020

35



ol I (N l I
CIsco. Cisco Networking Academy’ Mind Wide Open’

ESCENARIO 2

Una empresa tiene la conexion a internet en una red Ethernet, lo cual deben adaptarlo
para facilitar que sus routers y las redes que incluyen puedan, por esa via, conectarse
a internet, pero empleando las direcciones de la red LAN original.

208.17.220.0 /24

11231232060

BUCARAMANGA

SWITCH DE NTERIET
LABORATORD

17231236050

Fa

VLAN 30
VLAN3O= 172.31.0.192 26 | 40HOSTS

O O A EXTERNO
VLAN1D VLAN D CUNDINAMARCA

53 HOSTS 55 HOSTS

VLAN 10
B0HOSTS
VLANT = 1723128 /28
WLANZD =172.31.1.64 /26

VLAN3D = 172.31.1.0/26
VLANGS = 172.01.2.2429

VLANT =17231.2.0 /2%
VLAN0=172.31.0.0/26
VLAN30 =172.31.0.64 /26

SWITCH
CUNDINARARCA

172310018
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Desarrollo

Los siguientes son los requerimientos necesarios:

1.

Todos los routers deberan tener los siguiente:

Configuracion basica.

Autenticacion local con AAA.

Cifrado de contrasefias.

Un maximo de internos para acceder al router.
Maximo tiempo de acceso al detectar ataques.

Establezca un servidor TFTP y almacene todos los archivos necesarios de los

routers.

. EI DHCP debera proporcionar solo direcciones a los hosts de Bucaramanga y

Cundinamarca

El web server deberd tener NAT estatico y el resto de los equipos de la

topologia emplearan NAT de sobrecarga (PAT).

4. El enrutamiento debera tener autenticacion.

5. Listas de control de acceso:

Los hosts de VLAN 20 en Cundinamarca no acceden a internet, solo a la red

interna de Tunja.
Los hosts de VLAN 10 en Cundinamarca si acceden a internet y no a la red
interna de Tunja.

Los hosts de VLAN 30 en Tunja solo acceden a servidores web y ftp de
internet.

Los hosts de VLAN 20 en Tunja solo acceden a la VLAN 20 de Cundinamarca y
VLAN 10 de Bucaramanga.

Los hosts de VLAN 30 de Bucaramanga acceden a internet y a cualquier
equipo de VLAN 10.

Los hosts de VLAN 10 en Bucaramanga acceden a la red de Cundinamarca
(VLAN 20) y Tunja (VLAN 20), no internet.
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e Los hosts de una VLAN no pueden acceder a los de otra VLAN en una ciudad.
e Solo los hosts de las VLAN administrativas y de la VLAN de servidores tienen
accedo a los routers e internet.

6. VLSM: utilizar la direccién 172.31.0.0 /18 para el direccionamiento.

Aspectos a tener en cuenta

Habilitar VLAN en cada switch y permitir su enrutamiento.

Enrutamiento OSPF con autenticacion en cada router.

Servicio DHCP en el router Tunja, mediante el helper address, para los routers

Bucaramanga y Cundinamarca.

Configuracion de NAT estético y de sobrecarga.

Establecer una lista de control de acceso de acuerdo con los criterios

senalados.

Habilitar las opciones en puerto consola y terminal virtual
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2.1. CONFIGURACION BASICA ROUTER BUCARAMANGA

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BUCARAMANGA
BUCARAMANGA(config)#no ip domain-lookup
BUCARAMANGA(config)#enable secret cisco
BUCARAMANGA(config)#login
BUCARAMANGA(config)#line console 0
BUCARAMANGA(config-line)#password cisco
BUCARAMANGA(config-line)#login
BUCARAMANGA(config-line)#line vty 0 4
BUCARAMANGA(config-line)#password cisco
BUCARAMANGA(config-line)#login
BUCARAMANGA(config-line)#exit
BUCARAMANGA(config)#service password-encryption
BUCARAMANGA(config)#banner motd #SOLO PERSONAL AUTORIZADO#
BUCARAMANGA(config)#exit

BUCARAMANGA#

BUCARAMANGA#copy running-config startup-config
Destination filename [startup-config]?

Building configuration...

[OK]

BUCARAMANGA#

2.1.1 INTERFACES Y SERIALES

BUCARAMANGA(config)#int serial 0/1/0
BUCARAMANGA(config-if)#ip add 172.31.2.34 255.255.255.252
BUCARAMANGA(config-if)#no shutdown
BUCARAMANGA(config-if)#exit

BUCARAMANGA(config)#int g0/0.1
BUCARAMANGA(config-subif)#encapsulation dotlq 1
BUCARAMANGA(config-subif)#ip add 172.31.2.1 255.255.255.248
BUCARAMANGA(config-subif)#int g0/0.10
BUCARAMANGA(config-subif)#encapsulation dotlq 10
BUCARAMANGA(config-subif)#ip add 172.31.0.1 255.255.255.192
BUCARAMANGA(config-subif)#int g0/0.30
BUCARAMANGA(config-subif)#encapsulation dotlq 30
BUCARAMANGA(config-subif)#ip add 172.31.0.65 255.255.255.192
BUCARAMANGA(config-subif)#int g0/0
BUCARAMANGA(config-if)#no shutdown

39



LEVANTADO INTERFAZ Y ASIGNADO IP

BUCARAMANGA(config-if)#int serial 0/1/0
BUCARAMANGA(config-if)#ip address 172.31.2.34 255.255.255.252
BUCARAMANGA(config-if)y#no shutdown

2.1.2 CONFIGURACION DEL PROTOCOLO OSPF

BUCARAMANGA(config-if)#router ospf 1
BUCARAMANGA(config-router)#network 172.31.0.0 0.0.0.63 area 0
BUCARAMANGA(config-router)#network 172.31.0.64 0.0.0.63 area 0
BUCARAMANGA(config-router)#network 172.31.2.0 0.0.0.7 area 0
BUCARAMANGA(config-router)#network 172.31.2.32 0.0.0.3 area 0
BUCARAMANGA(config-router)#end

2.1.3 AUTENTICACION LOCAL CON AAA.

BUCARAMANGA(config)#username admin secret 12345
BUCARAMANGA(config)#aaa new-model
BUCARAMANGA(config)#aaa authentication login AAA-LOGIN local
BUCARAMANGA(config)#line console 0
BUCARAMANGA(config-line)#login authentication AAA-LOGIN
BUCARAMANGA(config-line)#line vty 0 4
BUCARAMANGA(config-line)#login authentication AAA-LOGIN

2.1.4 Un maximo de internos para acceder al router Y Maximo tiempo de acceso al

detectar ataques

BUCARAMANGA(config)#login block-for 10 attempts 3 within 60
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Physical Config CLI Attributes
I0S Command Line Interface
TESSnoCa: -
BUCARRMRANCREshow run
Building configuration...
Current configuration : 1&45 bytes
!
version 15.1
no service timestamps log datetime msec
no service timestamps debug datetime msec
service password-encryption
!
hostname BUCARBMANGAE
!
!
!
enable secret 5 F13mERrfhxS5rVtT7rENoS4wgbEFHTml
!
!
!
!
!
aaa new-model
!
aaa authentication login 223-TOEIN local
——Hore—-- W
Cirl+F6 to exit CLI focus Copy Paste

03:11 p. m.
18/02/2020 G

AR

Figura 20.Verificacion autenticacion AAA router Bucaramanga

2.2 CONFIGURACION BASICA ROUTER TUNJA

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname TUNJA
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TUNJA(config)#enable secret cisco
TUNJA(config)#no ip domain-lookup
TUNJA(config)#line console 0
TUNJA(config-line)#password cisco
TUNJA(config-line)#login
TUNJA(config-line)#exit
TUNJA(config)#line vty 0 4
TUNJA(config-line)#password cisco
TUNJA(config-line)#login
TUNJA(config-line)#exit
TUNJA(config)#banner motd #TUNJA ACCESO A PERSONAL AUTORIZADO#
TUNJA(config)#exit

TUNJA#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

TUNJA#

2.2.1 CONFIGURACION INTERFACES Y SERIALES DEL ROUTER TUNJA
TUNJA(config)#int s0/1/0

TUNJA(config-if)#ip add 172.31.2.33 255.255.255.252

TUNJA(config-if)#no shu

TUNJA(config-if)#exit

TUNJA(config)#int s0/1/1

TUNJA(config-if)#ip address 172.31.2.37 255.255.255.252
TUNJA(config-if)#no sh

TUNJA(config-if)y#exit
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TUNJA(config)#int g0/0.1

TUNJA(config-subif)#encapsulation dotlq 1
TUNJA(config-subif)#ip address 172.3.2.9 255.255.255.248
TUNJA(config-subif)#int g0/0.20
TUNJA(config-subif)#encapsulation dotlq 20
TUNJA(config-subif)#ip address 172.31.0.129 255.255.255.192
TUNJA(config-subif)#int g0/0.30
TUNJA(config-subif)#encapsulation dotlq 30
TUNJA(config-subif)#ip address 172.31.0.193 255.255.255.192
TUNJA(config-subif)#int g0/0

TUNJA(config-if)#no sh

TUNJA(config-if)#exit

o Levantando interfaz

TUNJA(config)#int g0/1
TUNJA(config-if)#ip address 209.165.220.1 255.255.255.0
TUNJA(config-if)#no sh
TUNJA (config-if)#exit

2.2.2. PROTOCOLO OSPF

(BASES DE DATOS ENTRE ROUTER PARA SOLUCION LAS TRANSFERENCIAS
EN CASO DE QUE ALGUNO FALLE).

TUNJA(config-if)#router ospf 1

TUNJA(config-router)#network 172.3.2.8 0.0.0.7 area O
TUNJA(config-router)#network 172.31.0.128 0.0.0.63 area O
TUNJA(config-router)#network 172.31.0.192 0.0.0.63 area O
TUNJA(config-router)#network 172.31.2.32 0.0.0.3 area O
TUNJA(config-router)#network 172.31.2.36 0.0.0.3 area O

TUNJA(config-router)#end
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2.2.3 AUTENTICACION LOCAL AAA Y VERIFICACION

TUNJA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#username admin secret 12345
TUNJA(config)#aaa new-model

TUNJA(config)#aaa authentication login AAA-LOGIN local
TUNJA(config)#line console 0

TUNJA(config-line)#login authentication AAA-LOGIN
TUNJA(config-line)#line vty 0 4

TUNJA(config-line)#login authentication AAA-LOGIN
TUNJA(config-line)#exit

¥ Tunja

Physical Config CLI Attributes

105 Command Line Interface

ES5Y¥S—-5—CONFIG I: Configured from conscle by console

TUNJAEshow run
Building configuration. ..

Current configuration : 1&27 bytes

!

wersion 15.1

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

!

hostname TUNJL

!

1

1

enakble secret 5 F15fmERrFhxSrVit7rBENoS4dwgbXEXTmo
!

1
1
1
1
aaa new-model
I

11:32 a. m.
~ 3w o

19/02/2020 %

Figura 21. Verificacion autenticacion AAA router TUNJA
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2.2.4 MAXIMO DE INTENTOS Y TIEMPO PARA ACCEDER Y DETECTAR
ATAQUES.

TUNJA(config)#login block-for 10 attempts 4 within 60

2.3 CONFIGURACION ROUTER CUNDINAMARCA

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname CUNDINAMARCA
CUNDINAMARCA(config)#enable secret cisco
CUNDINAMARCA(config)#service password-encryption
CUNDINAMARCA(config)#no ip domain-lookup
CUNDINAMARCA(config)#line console 0
CUNDINAMARCA(config-line)#password cisco
CUNDINAMARCA(config-line)#login
CUNDINAMARCA(config-line)#line vty 0 4
CUNDINAMARCA(config-line)#password cisco
CUNDINAMARCA(config-line)#login
CUNDINAMARCA(config-line)#exit
CUNDINAMARCA(config)#banner motd #CUNDINAMARCA, PROHIBIDO PERSONA
NO AUTORIZADO#

CUNDINAMARCA(config)#exit

CUNDINAMARCA#

CUNDINAMARCAt#copy running-config startup-config
Destination filename [startup-config]?

Building configuration...

[OK]

45



2.3.1 INTERFACCES Y SERIALES CUNDINAMARCA

CUNDINAMARCA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#int g0/0.1
CUNDINAMARCA(config-subif)#encapsulation dotlq 1
CUNDINAMARCA(config-subif)#ip address 172.31.2.9 255.255.255.248
CUNDINAMARCA(config-subif)#int g0/0.20
CUNDINAMARCA(config-subif)#encapsulation dotlq 20
CUNDINAMARCA(config-subif)#ip address 172.31.1.65 255.255.255.192
CUNDINAMARCA(config-subif)#int g0/0.30
CUNDINAMARCA(config-subif)#encapsulation dotlq 30
CUNDINAMARCA(config-subif)#ip address 172.31.1.1 255.255.255.192
CUNDINAMARCA(config-subif)#int g0/0.88
CUNDINAMARCA(config-subif)#encapsulation dotlq 88
CUNDINAMARCA(config-subif)#ip address 172.31.2.25 255.255.255.248
CUNDINAMARCA(config-subif)#int g0/0

CUNDINAMARCA(config-if)#no sh

e Levantando interface de cundinamarca hacia tunja
CUNDINAMARCA(config-if)#int s0/1/0
CUNDINAMARCA(config-if)#ip address 172.31.2.38 255.255.255.252
CUNDINAMARCA(config-if)#no sh

2.3.2 ENRUTAMIENTO OSPF DE CUNDINAMARCA

CUNDINAMARCA(config)#router ospf 1
CUNDINAMARCA(config-router)#network 172.31.1.0 0.0.0.63 area 0
CUNDINAMARCA(config-router)#network 172.31.1.64 0.0.0.63 area 0
CUNDINAMARCA(config-router)#network 172.31.2.8 0.0.0.7 area 0
CUNDINAMARCA(config-router)#network 172.31.2.24 0.0.0.7 area 0
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CUNDINAMARCA(config-router)#network 172.31.2.36 0.0.0.3 area 0
CUNDINAMARCA(config-router)#
CUNDINAMARCA(config-router)#end

CUNDINAMARCA#

2.3.3 AUTENTICACON LOCAL AAA CUNDINAMARCA'Y VERIFICACION

CUNDINAMARCA(config)#username admin secret 12345
CUNDINAMARCA(config)#aaa new-model
CUNDINAMARCA(config)#aaa authentication login AAA-LOGIN local
CUNDINAMARCA(config)#line console 0
CUNDINAMARCA(config-line)#login authentication AAA-LOGIN
CUNDINAMARCA(config-line)#line vty 0 4
CUNDINAMARCA(config-line)#login authentication AAA-LOGIN
CUNDINAMARCA(config-line)#exit
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CUNDINAMARCEgshow run
Building configuration...

Current configuration : 1724 bytes

!

wersion 15.1

no service timestamps log datetime msec
no service timestamps debug datetime msec
service password-encryption

I

hostname CUONDINAMRRCR

1

I

!

enable secret 5 F1imERrfhxSrVtT7rPNoS4wgbHEETmo
!

aaa new-model

!

aaa authentication login RARR-TOETH local
-—More--

Cirl+F6 to exit CLI focus Copy Faste

& . MM,
) 1211 p.m %

19/02/2020

Figura 22. Verificacion autenticaciéon AAA router Cundinamarca

2.3.4 CONFIGURACION MAXIMO DE INTENTO Y TIEMPO PARA ACCEDER Y
DETECTAR ATAQUES
CUNDINAMARCA(config)#login block-for 10 attempts 4 within 60
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2.4 CONFIGURACION DE SWITCH Y VLANS

Configuraciones del switch Bucaramanga

Switch>enable

Switch#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SWbucaramanga
SWhbucaramanga(config)#enable password cisco
SWhbucaramanga(config)#line console O
SWhbucaramanga(config-line)#exec-timeout 6 0
SWhbucaramanga(config-line)#logging synchronous
SWhbucaramanga(config-line)#password cisco
SWhbucaramanga(config-line)#login
SWhbucaramanga(config-line)#line vty 0 15
SWhbucaramanga(config-line)#exec-timeout 6 0
SWhbucaramanga(config-line)#logging synchronous
SWbucaramanga(config-line)#password cisco
SWhbucaramanga(config-line)#login
SWhbucaramanga(config-line)#exit

SWhbucaramanga(config)#

+ CONFIGURACION DE VLANS SWITCH
SWhbucaramanga>ena
Password:
SWhbucaramanga#conf t
Enter configuration commands, one per line. End with CNTL/Z.
SWhbucaramanga(config)#vlan 1
SWhbucaramanga(config-vlan)#vlan 10

SWhbucaramanga(config-vlan)#vlan 30
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SWhbucaramanga(config-vlan)#int fO/1
SWhbucaramanga(config-if)#switchport mode access
SWhbucaramanga(config-if)#switchport access vian 10
SWhbucaramanga(config-if)#int f0/2
SWhbucaramanga(config-if)#switchport mode access
SWhbucaramanga(config-if)#switchport access vilan 30
SWhbucaramanga(config-if)#int g0/1
SWhbucaramanga(config-if)#switchport mode trunk
SWhbucaramanga(config-if)#int vlan 1
SWhbucaramanga(config-if)#ip address 172.31.2.3 255.255.255.248
SWhbucaramanga(config-if}#no shutdown

SWhbucaramanga(config-if)#ip default-gateway 172.31.2.1
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SWbucaramangafshow wlan

1 default
Falys5, Fal/sfe€

Fal/s%, Fal/1l0

Fals13, FaO/14

Fal/s17, Fal/fl2

Fadys21, Fals22

Figls2

1a VLANOODL10

30 VLANOOI30

1002 f£ddi-default

1003 token-ring-default
1004 fddinet—-default
1005 trnet-default
VLAN Type SAID Parent
Transl Trans2

100001 1500 -

100010 1500 -

1000320 1500 -

1002 £ddi 1500 -
a a
——Hcre——l

101002

Status Ports

actiwve Fal/s3, Fal/4,

Fadl/7, Fal/g,

Fals1l, Falslz,

Fals15, Fal/lE,

Fals1%, Fals20,

Fa0ys23, Fal/24,
actiwve
actiwve
actiwve

Fadys1

Falys2
actiwve
actiwve
active

RinglNo BridgeMNo BrdgMode

Ctrl+F6 to exit CLI focus

I Top

Copy Paste

01:28 a. m.

20/02/2020

Figura 23. Switch y Vlans Bucaramanga
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+ Configuraciones del switch Tunja

Switch>enable

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SWTunja
SWTunja(config)#enable password cisco
SWTunja(config)#line console 0
SWTunja(config-line)#exec-timeout 6 0
SWTunja(config-line)#logging synchronous
SWTunja(config-line)#password cisco
SWTunja(config-line)#login
SWTunja(config-line)#line vty 0 15
SWTunja(config-line)#exec-timeout 6 0
SWTunja(config-line)#logging synchronous
SWTunja(config-line)#password cisco
SWTunja(config-line)#login
SWTunja(config-line)#exit
SWTunja(config)#exit

SWTunja#

SWTunja#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

+ VLANS SWITCH TUNJA
SWTunja>enable

Password:
SWTunja#conf t
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Enter configuration commands, one per line. End with CNTL/Z.
SWTunja(config)#vlan 1

SWTunja(config-vlan)#vlan 20

SWTunja(config-vlan)#vlan 30

SWTunja(config-vlan)#int fO/1
SWTunja(config-if)#switchport mode access
SWTunja(config-if)#switchport access vlan 20
SWTunja(config-if)#int f0/2

SWTunja(config-if)#switchport mode access
SWTunja(config-if)#switchport access vlan 30
SWTunja(config-if)#int g0/1

SWTunja(config-if)#switchport mode trunk
SWTunja(config-if)#int vian 1

SWTunja(config-if)#ip address 172.3.2.11 255.255.255.248
SWTunja(config-if)y#no shutdown

SWTunja(config-if)#ip default-gateway 172.3.2.9
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FaOs17, Fal/Lls =
FaO/1%, Fad/20,

FaOs21, FaOs22
Fa0/ 23, Fad/24,

EZigld/s 2

20 VLANOOZO active Fald/,1

30 VLANOO3D active Fald,<2

1002 f£ddi-default actiwe

1003 token-ring—default actiwe

1004 fddinet—defaultc actiwe

1005 trmet—default actiwe

VLAN Type SAID MTTT Parent RingNo BridgelNoc Stp BrdgMode

Transl Trans2

1 enet 100401 15400 - - - - -

u] a

20 enet 100020 1500 — - - - -

u] u]

30 enet 100030 1500 — - - - -

u] u]

1002 £d4di 101002 lso00 - - - - -

a a

——Hcre——l il

Ctrl+F6 to exit CLI focus Copy Paste

137 a. m.

20/02/ 2020

Figura 24. Switch y Vlans Tunja

+ Configuraciones switch Cundinamarca

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SWcundinamarca
SWcundinamarca(config)#enable password cisco
SWcundinamarca(config)#line console O
SWcundinamarca(config-line)#exec-timeout 6 O
SWcundinamarca(config-line)#logging synchronous
SWcundinamarca(config-line)#password cisco
SWecundinamarca(config-line)#login
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SWcundinamarca(config-line)#line vty 0 15
SWcundinamarca(config-line)#exec-timeout 6 0
SWcundinamarca(config-line)#logging synchronous
SWecundinamarca(config-line)#password cisco
SWcundinamarca(config-line)#login
SWcundinamarca(config-line)#exit
SWecundinamarca(config)#exit

SWcundinamarca#

SWcundinamarca#copy running-config startup-config
Destination filename [startup-config]?

Building configuration...

[OK]

+ Vlans switch
Password:
SWcundinamarca#conf t
Enter configuration commands, one per line. End with CNTL/Z.
SWecundinamarca(config)#vlan 20
SWecundinamarca(config-vlan)#vlan 30
SWcundinamarca(config-vlan)#vlan 88
SWcundinamarca(config-vlan)#exit
SWecundinamarca(config)#int f0/1
SWecundinamarca(config-if)#switchport mode access
SWcundinamarca(config-if)#switchport access vlan 20
SWcundinamarca(config-if)#int fa0/2
SWcundinamarca(config-if)#switchport mode access
SWcundinamarca(config-if)#switchport access vian 30
SWcundinamarca(config-if)#int fa0/3
SWcundinamarca(config-if)#switchport mode access

SWcundinamarca(config-if)#switchport access vian 88
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SWcundinamarca(config-if)#int g0/1
SWcundinamarca(config-if)#switchport mode trunk
SWcundinamarca(config-if)#int vlan 1

SWcundinamarca(config-if)#ip address 172.31.2.11 255.255.255.248

SWcundinamarca(config-if)#no sh
¥ SwCundinamarca — O >
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FaO,/1%, Fal/15 A
Fads1l&, Falsl7,

Fa0/18, Falsls
Fa0/20, Fad/s21,

Fad/22, Fal/s23
Fal/24, Gigls2
20 VLAMNOOQZ0O active Fad/s1
30 WLAMNOO30 actiwve Fad/2
aa VLAMNOO2E active Fad/3
1002 fddi-default active
1003 token-ring-default actiwe
1004 fddinet-default active
1005 trnet—-default active
VLAN Type SAID MTT Parent EBRinglo BridgeMo Stp BrdghMode

Transl Trans2

1 enet 100001 1500 - - - - -

a a

zZ0 enet 100020 1500 - - - - -

a a

20 enet 100030 1500 - - - - -

a a

——More—— | b

Ctrl+F6 to exit CLI focus Copy Paste

11:58 a. m.
200272020 %

Figura 25. Switch y Vlans Cundinamarca
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2.5 SERVIDOR TFTP.

Web interno y almacenamiento de archivos de routers.

? Server]

Physical Config Services Desktop Programming Attributes

[IF Configuration

IP Configuration

() DHcP (®) Static

IP Address [172.31.2.27
Subnet Mask | 255.255.0.0
Default Gateway [172.31.2.9
DINS Server [0.0.0.0

IPv6 Configuration

() DHcP () Auto Config (®) Static
IPvi Address |
Link Local Address | FES0::202: 17FF:FE3D:88DC

IPvb Gateway |

IPv6 DINS Server |

Figura 26. Asignando Ip al server

4+ CONFIGURACION SERVER. COPIANDO ARCHIVOS

CUNDINAMARCA#ping 172.31.2.27

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.31.2.27, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 0/1/4 ms
CUNDINAMARCA#copy running-config tftp

Address or name of remote host [|? 172.31.2.27

Destination filename [CUNDINAMARCA-confg]?

Writing running-config...!!
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[OK - 1962 bytes]

TUNJA#copy running-config tftp
Address or name of remote host [|? 172.31.2.27

Destination filename [TUNJA-confg]?

Writing running-config...!!
[OK - 1865 bytes]

¥ serverl — O >
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SERVICES a—
HTTP
DHCP Service ® oOn ) Off

DHCPvE
TFTP File
DNS BUCARAMANGA-confg
SYSLOG CUNDINAMARCA-confg
AAA TUMIA-confg
NTP
EMAIL
FTP
IoT
WM Management

Femove File

0331 a. m.
21002/2020 %

i i

Figura 26. Verificacion archivos Copiados de las redes.
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2.6 Proporcionando solo direcciones alos hosts de Bucaramanga y

Cundinamarca

SOLO PERSONAL AUTORIZADO

User Access Verification

Username: admin

Password:

BUCARAMANGA>enable

Password:

BUCARAMANGA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#interface g0/0.10
BUCARAMANGA(config-subif)#ip helper-address 172.31.2.33
BUCARAMANGA(config-subif)#int g0/0.30
BUCARAMANGA(config-subif)#ip helper-address 172.31.2.33
BUCARAMANGA(config-subif)#exit
BUCARAMANGA(config)#

CUNDINAMARCA, PROHIBIDO PERSONA NO AUTORIZADO
User Access Verification

Username: admin

Password:

CUNDINAMARCA>enable

Password:

CUNDINAMARCA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#int g0/0.20
CUNDINAMARCA(config-subif)#ip helper-address 172.31.2.37
CUNDINAMARCA(config-subif)#int g0/0.30
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CUNDINAMARCA(config-subif)#ip helper-address 172.31.2.37
CUNDINAMARCA(config-subif)#exit
CUNDINAMARCA(config)#

TUNJA ACCESO A PERSONAL AUTORIZADO

User Access Verification

Username: admin

Password:

TUNJA>enable

Password:

TUNJA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#ip dhcp excluded-address 172.31.0.1 172.31.0.4
TUNJA(config)#ip dhcp excluded-address 172.31.0.65 172.31.0.68
TUNJA(config)#ip dhcp excluded-address 172.31.1.65 172.31.1.68
TUNJA(config)#ip dhcp excluded-address 172.31.1.1 172.31.1.4
TUNJA(config)#ip dhcp pool vlan10B
TUNJA(dhcp-config)#network 172.31.0.0 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.0.1
TUNJA(dhcp-config)#dns-server 172.31.2.27
TUNJA(dhcp-config)#ip dhcp pool vlan30B
TUNJA(dhcp-config)#network 172.31.0.64 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.0.65
TUNJA(dhcp-config)#dns-server 172.31.2.27

TUNJA(config)#ip dhcp pool vlan20C
TUNJA(dhcp-config)#network 172.31.1.64 255.255.255.192
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TUNJA(dhcp-config)#default-router 172.31.1.65
TUNJA(dhcp-config)#dns-server 172.31.2.27
TUNJA(dhcp-config)#ip dhcp pool vian30C
TUNJA(dhcp-config)#network 172.31.1.0 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.1.1
TUNJA(dhcp-config)#dns-server 172.31.2.27
TUNJA(dhcp-config)#exit

TUNJA(config)#

2.7 SERVIDOR CON NAT Y PAT

Web server con NAT estatico y equipos con NAT de sobrecarga (PAT).
TUNJA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#ip nat inside source static 172.31.2.27 209.165.220.10
TUNJA(config)#ip access-list standard NAT-ACL
TUNJA(config-std-nacl)#permit 172.31.0.0 0.0.255.255
TUNJA(config-std-nacl)#ip nat inside source list NAT-ACL interface g0/1 overload
TUNJA(config)#int g0/1

TUNJA(config-if)#ip nat outside

TUNJA(config-if)#int g0/0.1

TUNJA(config-subif)#ip nat inside

TUNJA(config-subif)#int g0/0.20

TUNJA(config-subif)#ip nat inside

TUNJA(config-subif)#int g0/0.30

TUNJA(config-subif)#ip nat inside

TUNJA(config-subif)#int s0/1/0

TUNJA(config-if)#ip nat inside

TUNJA(config-if)#int s0/1/1

TUNJA(config-if)#ip nat inside

TUNJA(config-if)#exit
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TUNJA(config)#ip route 0.0.0.0 0.0.0.0 209.165.220.5
TUNJA(config)#router ospf 1
TUNJA(config-router)#default-information originate
TUNJA(config-router)#exit

TUNJA#wr

Building configuration...

[OK]

¥ Tunja - O X
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[TUNOET "
TUNJRgshow ip route
Codes: L - local, C - connected, 5 - static, R - RIP, M - mobkile
B - BGP

D - EIGRP, EX - EIGRP extermal, O - OSPF, IR - OSPF inter
area

N1 - CSPF N5S5R external type 1, N2 - OSPF NS5R external
type 2

El - OSPF external type 1, EX - OSPF external type 2, E -
EGP

i - IS-I5, Ll - IS-IS lewvel-l, L2 - IS-IS level-2, ia -
IS-IS inter area

* - rcandidate default, U - per-user static route, o - CDR

P - periodic downloaded static route
Gateway of last resort is 209.1€5.220.5 to network 0.0.0.

0.0/1€ is wariably subnetted, 2 subnets, 2 masks
c 3.2.8/29 is directly connected, GigabitEthernetd/0.1
L 172.2.2.9/32 is directly connected, GigabitEthermet0/0.1
172.231.0.0/1¢ is wariably subnetted, 15 subnets, 4 masks

o 172.231.0.0/2€ [110/€5] wia 172.31.2.34, 03:20:51,
Seriald/1/0
] 172.31.0.€4/2€ [110/€5] wia 172.31.2.34, 03:20:51,
Serial0/1/0
c 172.231.0.128/2€ is directly connected
GigabitEthernet0/0.20
L 172.31.0.1259/32 is directly connected
GigabitEthernet0/0.20
c 172.31.0.192/2€ is directly connected,
GigabitEthernet0/0.30
L 172.231.0.1593/32 is directly connected
GigabitEthernet0/0.30
o 172.231.1.0/2€ [110/€5] wia 172.31.2.38, 03:20:51,
Seriald/1/1
] 172.31.1.€4/2€ [110/€5] wia 172.31.2.38, 03:20:51, v
Ctrl+F6 to exit CLI focus Copy Paste

11:22 a. m.
21/02/2020

D

Figura 27.Configuracion NAT router Tunja.
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Physical Config CLI Attributes

10S Command Line Interface

Password:
BUCARRMRENGEEshow ip route
Codes: L — local, ©C - connected, 5 - static, R - RIP, M - mobile,
B - BGP

D - EIGRP, EX - EIGRP external, © - OSPF, IR - OSPF inter
area

N1l - OSPF M55SR extermnal type 1, N2 - OSPF NSS5R external
type 2

El — OSPF external type 1, EZ - OSPF external type 2, E —
EGE

i - I5-I5, L1 - I5-I5 lewvel-l, LZ - I5-IS lewvel-Z, ia -
IS-IS inter area

* — rcandidate default, U - per-user static route, o — CDR

P - periodic downloaded static route

Fateway of last resort is 172.21.2.33 to network 0.0.0.0

172.2.0.0/2% is subnetted, 1 subnets
o 172.2.2.8/29 [110/€5] wvia 172.31.2.33, 00:04:47,
Seriall/1ls0

172.21.0.0/1€ is wvariably subnetted, 15 subnets, 4 masks
c 172.31.0.0/2¢€ is directly connected,
FigabitEthernetd,s0.10
L 172.21.0.1/32 is directly connected,
GigakitEthernet0/0.10
c 172.31.0.64/2% is directly connected,
GigabitEthernet0,/0.20
L 172.21.0
GigabitEthernetd,s0.30
o 172.31.0.12
Seriall/1l/0
o 172.31.0.15%2/26 [110/65] wia 172.31.2.33, 00:04:47,
Serial0ys1/0 W
o 172.21.1.0/2¢€ [110/129] wia 172.231.2.33, 00:04:47,
Seriall/1l/0
o 172.31.1.€4/2€ [110/1259] wia 172.31.2.33, 00:04:47,
Seriall/1l/0
c 172.31.2.0/29 is directly connected, GigabitEthernmet0/0.1
--Hore—— w

2 is directly connected,

2& [l10/€5] wia 172.31.2.33, 00:04:47,

.

1201 p. m.
T oD A = |

21/02/2020

Figura 28.Configuracion NAT router Bucaramanga
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105 Command Line Interface

User Rccess Verification ~
Username: admin
Password:
CUNDINAMARCR=enable
Password:
CUNDINAMRRCA#show ip route
Codes: L - local, C - connected, 5§ - static, R - RIE, M - mobile, B - BGP
D - EIGRP, EX - EIGRP extermal, © - OSPF, IA - OSPF inter area
N1l - OSPF NSS5R external type 1, N2 - OSPF NSSX external type 2
El - OSPF external type 1, E2 - OSDF external type 2, E - ECP
i - Is-Is, L1 - IS-1IS level-l, L2 - IS-IS level-2, ia - IS-IS inter
area
* — candidate default, U - per-user static route, o - ODR
P - pericdic downloaded static route
Gateway of last resort is 172.31.2.37 to network 0.0.0.0
172.3.0.0/2% is subnetted, 1l subnets
o 2.3.2.8/25% [1l10/€5] wia 172.31.2.37, 00:1€:13, Seriall/Ll/0
1.0.0/1€ is variably subnetted, 1€ subnets, 4 masks
o 172.21.0.0/2€ [110/129] wia 172.31.2.37, 00:1€:13, Seriald/l/0
o] [110/129] wia 172.31.2.37, 00:1€:13, Seriald/1/0
o [110/€5]1 wia 172.31.2.37, 00:1€:13, Seriald/1/0
o [110/€5] wia 172.31.2.37, 00:1€:13, Seriald/1/0
c is directly comnnected, CigabitEthernet(/0.30
L = directly connected, GigabitEthernet0/0.20
c 2€ is directly connected, GigabitEthernetd/0.Z0
L _€5/32 is directly connected, GigabitEthernet0/0.20
o 2.0 [110/12%] wia 172.21.2.37, 00:16:13, Seriald/1l/0
c . is directly connected, GigabitEthernst0/0.1
L -9/32 is directly connected, GigabitEthernet0/0.1
c /2% is directly connected, GigabitEthernet(/0.33
L > is directly comnected, GigabitZthernet0/0.88
o -2 0 [110/128] wia 172.31.2.37, 00:1€:12, Serial0/Ll/0
c .2.2€/30 is directly connected, Serial(/1/0
L 172.31.2.38/32 is directly connected, Seriald/1/0
0*EZ 0.0.0.0/0 [110/11 wia 172.31.2.37, 00:1€:13, Seriald/1/0 w

12:16 p. m.
21/02/2020

Figura 29. Configuracion NAT router Cundinamarca

2.8 El enrutamiento debera tener autenticacion.

BUCARAMANGA#config t

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#int s0/1/0

BUCARAMANGA(config-if)#ip ospf authentication message-digest
BUCARAMANGA(config-if)#ip ospf message-digest-key 1 md5 ospfospf
BUCARAMANGA(config-if)#exit

BUCARAMANGA(config)#end

BUCARAMANGA#

TUNJA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#interface s0/1/0
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TUNJA(config-if)#ip ospf authentication message-digest

TUNJA(config-if)#ip ospf message-digest-key 1 md5 ospfospf
TUNJA(config-if)#

09:20:54: %OSPF-5-ADJCHG: Process 1, Nbr 172.31.2.34 on Serial0/1/0 from
LOADING to FULL, Loading Done

TUNJA(config-if)#interface s0/1/1

TUNJA(config-if)#ip ospf authentication message-digest
TUNJA(config-if)#ip ospf message-digest-key 1 md5 ospfospf
TUNJA(config-if)#end

CUNDINAMARCA(config)#interface s0/1/0
CUNDINAMARCA(config-if)#ip ospf authentication message-digest
CUNDINAMARCA(config-if)#ip ospf message-digest-key 1 md5 ospfospf
CUNDINAMARCA(config-if)#end

2.9 Listas de control de acceso

+ Los hosts de VLAN 20 en Cundinamarca no acceden a internet, solo a la red

interna de Tunja.

Username: admin

Password:

CUNDINAMARCA>enable

Password:

CUNDINAMARCA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#access-list 152 deny ip 172.31.1.64 0.0.0.63 209.165.220.0
0.0.0.255

CUNDINAMARCA(config)#access-list 152 permit udp any any eq bootps
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CUNDINAMARCA(config)#access-list 152 permit ip any any
CUNDINAMARCA(config)#int g0/0.20
CUNDINAMARCA(config-subif)#ip access-group 152 in
CUNDINAMARCA(config-subif)#end

Los hosts de VLAN 30 en Cundinamarca si acceden a internet y no a la red interna de
Tunja.

CUNDINAMARCA#conf t

CUNDINAMARCA(config)#access-list 153 permit tcp 172.31.1.0 0.0.0.63 host
209.165.220.5 eq 80

CUNDINAMARCA(config)#access-list 153 deny ip any any
CUNDINAMARCA(config)#int g0/0.30

CUNDINAMARCA(config-subif)#ip access-group 153 in
CUNDINAMARCA(config-subif)#exit

CUNDINAMARCA(config)#

Los hosts de VLAN 30 en Tunja solo acceden a servidores web y ftp de internet.
TUNJA>enable

Password:

TUNJA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#access-list 152 permit tcp 172.31.0.192 0.0.0.63 209.165.220.5
0.0.0.255eq 80
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TUNJA(config)#access-list 152 permit tcp 172.31.0.192 0.0.0.63 209.165.220.5
0.0.0.255 eq 21

TUNJA(config)#int g0/0.30

TUNJA(config-subif)#ip access-group 152 in

TUNJA(config-subif)#exit

TUNJA(config)#

+ Los hosts de VLAN 20 en Tunja solo acceden a la VLAN 20 de Cundinamarca y
VLAN 10 de Bucaramanga

TUNJA#conf t
Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#access-list 153 permit ip 172.31.0.128 0.0.0.63 172.31.1.64 0.0.0.63
TUNJA(config)#access-list 153 permit ip 172.31.0.128 0.0.0.63 172.31.0.0 0.0.0.63
TUNJA(config)#int g0/0.20
TUNJA(config-subif)#ip access-group 153 in
TUNJA(config-subif)#exit

+ Los hosts de VLAN 30 de Bucaramanga acceden a internet y a cualquier equipo
de VLAN 10.

BUCARAMANGA(config)#access-list 152 permit tcp 172.31.0.64 0.0.0.63 host
209.165.220.5 eq 80

BUCARAMANGA(config)#int g0/0.30

BUCARAMANGA(config-subif)#ip access-group 152 in
BUCARAMANGA(config-subif)#exit

BUCARAMANGA(config)#access-list 153 permit ip 172.31.0.64 0.0.0.63 172.31.0.0
0.0.0.63

BUCARAMANGA(config)#access-list 153 deny ip any any
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BUCARAMANGA(config)#int g0/0.30
BUCARAMANGA(config-subif)#ip access-group 153 in
BUCARAMANGA(config-subif)#end
BUCARAMANGA#

+ Los hosts de VLAN 10 en Bucaramanga acceden a la red de Cundinamarca
(VLAN 20) y Tunja (VLAN 20), no internet

BUCARAMANGA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#access-list 152 permit ip 172.31.0.0 0.0.0.63 172.31.1.64
0.0.0.63

BUCARAMANGA(config)#access-list 152 permit ip 172.31.0.0 0.0.0.63 172.31.0.128
0.0.0.63

BUCARAMANGA(config)#int g0/0.10

BUCARAMANGA(config-subif)#ip access-group 152 in
BUCARAMANGA(config-subif)#end

+ Los hosts de una VLAN no pueden acceder a los de otra VLAN en una ciudad.

BUCARAMANGA(config)#access-list 153 deny ip 172.31.2.0 0.0.0.7 172.31.0.0
0.0.0.63

BUCARAMANGA(config)#access-list 153 deny ip 172.31.0.64 0.0.0.63 172.31.0.0
0.0.0.63
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BUCARAMANGA(config)#access-list 153 permit ip any any
BUCARAMANGA(config)#int g0/0.10
BUCARAMANGA(config-subif)#ip access-group 153 out
BUCARAMANGA(config-subif)#end

TUNJA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#access-list 153 deny ip 172.3.2.8 0.0.0.7 172.31.0.128 0.0.0.63
TUNJA(config)#access-list 153 deny ip 172.3.0.192 0.0.0.63 172.31.0.128 0.0.0.63
TUNJA(config)#access-list 153 permit ip any any

TUNJA(config)#int g0/0.20

TUNJA(config-subif)#ip access-group 153 out

TUNJA(config-subif)#end

CUNDINAMARCA#config t

Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA(config)#access-list 153 deny ip 172.31.2.8 0.0.0.7 172.31.1.64
0.0.0.63

CUNDINAMARCA(config)#access-list 153 deny ip 172.31.1.0 0.0.0.63 172.31.1.64
0.0.0.63

CUNDINAMARCA(config)#access-list 153 deny ip 172.31.2.24 0.0.0.7 172.31.1.64
0.0.0.63

CUNDINAMARCA(config)#access-list 153 permit ip any any
CUNDINAMARCA(config)#int g0/0.20

CUNDINAMARCA(config-subif)#ip access-group 153 out
CUNDINAMARCA(config-subif)#end

+ Solo los hosts de las VLAN administrativas y de la VLAN de servidores tienen

accedo a los routers e internet.
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BUCARAMANGA#config t

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#access-list 9 permit 172.31.2.0 0.0.0.7
BUCARAMANGA(config)#access-list 9 permit 172.3.2.8 0.0.0.7
BUCARAMANGA(config)#access-list 9 permit 172.31.2.8 0.0.0.7
BUCARAMANGA(config)#line vty 0 4
BUCARAMANGA(config-line)#access-class 9 in
BUCARAMANGA(config-line)#end

BUCARAMANGA#

TUNJA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#access-list 9 permit 172.31.2.0 0.0.0.7
TUNJA(config)#access-list 9 permit 172.3.2.8 0.0.0.7
TUNJA(config)#access-list 9 permit 172.31.2.8 0.0.0.7
TUNJA(config)#line vty 0 4

TUNJA(config-line)#access-class 9 in

TUNJA(config-line)#end

TUNJA#

CUNDINAMARCA(config)#access-list 9 permit 172.31.2.0 0.0.0.7
CUNDINAMARCA(config)#access-list 9 permit 172.3.2.8 0.0.0.7
CUNDINAMARCA(config)#access-list 9 permit 172.31.2.8 0.0.0.7
CUNDINAMARCA(config)#line vty 0 4
CUNDINAMARCA(config-line)#access-class 9 in
CUNDINAMARCA(config-line)#end
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CONCLUSIONES

Durante el desarrollo de esta ultima actividad practica se ha logrado poner en practica
diferentes conceptos y procedimientos que han sido parte de la temética desarrollada

durante el curso.

Dentro de esta préactica se han llevado a cabo temas de vital importancia en la
configuracion de una red como lo son el direccionamiento IP, la creacién de subredes,
las conexiones fisicas de los diferentes equipos que hacen parte de la red, la
configuracion de routers y demas temas necesarios para el correcto funcionamiento de

la red.

En este se observdé un adecuado aprendizaje de los diferentes comandos que se
aprendieron en el transcurso del diplomado y se obtuvieron conceptos mucho mas
claros para el disefio de una red, utilizando estos durante las practicas en Packet

Tracert.
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