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INTRODUCCION

En el transcurso del diplomado de profundizacion CISCO CNNA, se fueron
adquiriendo conocimientos y destrezas relacionadas a las caracteristicas y aspectos
de Networking, que se van a llevar a efectuar y realizar en el desarrollo de esta
actividad, donde la prueba es el desarrollo de los escenarios se busca realizar la
configuracion de cada uno de los dispositivos de red donde estaran conectados
entre si, mediante lo estipulado para el direccionamiento IP, protocolos de
enrutamiento y demdas caracteristicas requeridas para el desarrollo de los
escenarios propuesto en esta actividad



OBJETIVOS

OBJETIVO GENERAL
e Aplicar los conocimientos adquiridos en el diplomado CNNA de Cisco
OBJETIVO ESPECIFICOS

e Realizar la configuracion bésica de los dispositivos como Routers, Switch,
Servidores

e Implementar la configuracion OPSFv2 y Protocolo dinamico de Routing
e Verificar la conectividad de los dispositivos que estan en la topologia

e Conocer los dispositivos que son necesarios para realizar la topologia de red
de los escenarios



DESARROLLO DE LAS ACTIVIDADES

Escenario 1

Una empresa posee sucursales distribuidas en las ciudades de Bogotéd y Medellin,
en donde el estudiante sera el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

Topologia de red

ISP
FETPAY

MEDELLIN '?}m

03172200/ 209 172204/%

Este escenario plantea el uso de RIP como protocolo de enrutamiento,
considerando que se tendran rutas por defecto redistribuidas; asimismo, habilitar el
encapsulamiento PPP y su autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red LAN
y a los routers 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.

Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.



Solucion:

Como trabajo inicial se debe realizar lo siguiente.

Realizar las rutinas de diagnostico y dejar los equipos listos para su configuracion
(asignar nombres de equipos, asignar claves de seguridad, etc).

Realizar la conexion fisica de los equipos con base en la topologia de red

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.

ISP ) _ )

Bouter (config) ghostname ISP

ISP{config) #hanner motd & Advertencia... Solo usuarios autprizadosg
ISP {config)#no ip domain-lookup

ISP {config) #ip domain-name www.unad.edu.co
ISP{config) #line console O

ISP ({config-line) fpassword cisco

ISP {config-line) #login

ISP {config-line)#logging synchronous

ISP {config-line) fexit

ISP{config)#line vty 0 15

ISP {config-line) #password cisco

ISP {config-line) #login
ISP{config-line) fexit

ISP (config) fenakle secret class

ISP {config) #service password-encryption

Medellin

Bouter (config) fhostname MEDELLIN1

HMEDELLIN] {config) #banner motd # Advertencia. .. Solo usuarios
autprizadosg

MEDELLIN] {config) #no ip domain-loockup

HMEDELLIN] (config) #ip domain-name www.unad.edu.co
HMEDELLIN] (configl #line console 0O

MEDELLIN] {config-line) fpassword cisco

HMEDELLIN] {config-line) #login

HEDELLIN] (config-line) #logging synchronous
MEDELLIN] {config-line) fexit

HMEDELLIN] {config) #line wty 0 15

HMEDELLIN] (config-line) gpassword cisco

MEDELLIN] {config-line) f#login

MEDELLIN] {config-line) fexit

HMEDELLIN] (config) #enakle secret class

MEDELLINI {config) #service password-encryption



Bouter {config) ghostname MEDELLINZ

HMEDELLINZ (config) ébanner motd £ Advertencia... Solo usuarios
autprizadosg

MEDELLINZ (config) fno ip domain-loockup

HMEDELLINZ (config) #ip domain-name www_unad.edu.co
MEDELLINZ (config) §line conscole O

MEDELLINZ (config-line) §password cisco

HMEDELLINZ (config-line) #login

HMEDELLINZ (config-line) #logging synchronous
MEDELLINZ (config-line) gexit

HMEDELLINZ (config) #line wty 0 15

HMEDELLINZ (config-line) #password cisco

MEDELLINZ (config-line) #login

HEDELLINZ (config-line) gexit

HMEDELLINZ (config) #enakle secret class

MEDELLINZ (config) §service password-encryption

RBouter (config) thostname MEDELLINZ

HMEDELLINZ (config) §banner motd £ Advertencia... Solo usuarios
autprizadosg

MEDELLINZ (config) #no ip domain-lookup

MEDELLINZ (config) #ip domain-name www.unad.edu.co
HMEDELLIN3 (config) §line console O

MEDELLINZ (config-line) gpassword cisco

HMEDELLINZ (config-line) #login

MEDELLINZ (config-line) #logging synchronous
MEDELLINZ (config-line) fexit

MEDELLINZ (config) #line wty 0O 15

MEDELLINZ (config-line) fpassword cisco

MEDELLINZ (config-line) #login

HMEDELLINI (config-line) fexit

MEDELLINZ (config) #enabkle secret class

MEDELLINZ (config) §service password-encryption



Bogota

Router (config) #hostname BOFOTAL

BOGOTAL (config) fbanner motd § Advertencia... Solo usuarios
autprizadosg

BOCOTAL (config) #no ip domain=lookup

BOGOTAL (config) #ip domain-name www_unad_edu.co

BOGOTAL (config) $line conscle 0

BOGOTAL (config-line) fpassword cisco
BOGOTRL (config=1line) #login

BOGO0TAL (config-line) §logging synchronous
BOGOTAL (config-line) #exit

BOGOTAL (config)gline wey O 15

BOGOTRL (config=line) #password cisco
BOGOTAL (config-line) §login

BOCOTAL (config-line) fexit

BOCOTAL (config) genable secret class

BOZOTLL (config) §service password-encryption
Router (config) fhostname BOEOTAZ

BOEOTRE? (config) gbanner motd § Rdwvertencia. .. Solo usuarios
autprizadost

BOZOTRAZ (config) #no ip domain-lookup

BOEOTRE? (config) §ip domainm—name www.unad. edu.co
BOZOTAZ (configidline conscole O

BOEOTAZ (config-line) §password cisco

BOEOTRE? (config-line) §login

BOGOTRAZ (config-line) #logging synchronous
BOEOTREZ (config-line) fexit

BOGOTRAZ (config)gline vty 0 15

BOGOTRAZ (config-line) fpassword cisco

BOEOTRAZ (config-line) $login

BOEOTRAZ (config-line) fexit

BOGOTRAZ (config) genable secret class

BOZOTAZ (config) dservice password-encryption



RBouter (config) fhostname BOSOTAZ

BOE0OTAZ (config) fbanner motd # Advertencia... Solo usuarios
autprizadosg

BOE0OTAZ (config) éno ip domain-lookup

BOE0OTAZ (config) #ip domain-name wWwwWww.unad.edu.co
BOZOTASZ (config) #line conscle O

BOZOTAS (config-line) fpassword cisco

BOGOTASR (config-line) $login

BOEOTAS (config-line) §logging synchronous
BOEOTAS (config-line) fexit

BOGOTAS (config) §line vty O 15

BOE0OTAS (config-line ) fpassword cisco

BOEOTAS (config-line) $login

BOEOTAS (config-line) fexit

BOE0TAZ (config) #enakle secret class

BOEOTASZ (config) #service password-encryption

CONFIGURACION DEL ENRUTAMIENTO

Router ISP

ISP ({config) gint s0/0/0

ISP ({config-if) §ip address 205_17.220.1 255_.255.255_.252
ISP ({config-if)gclock rate 4000000

ISP ({config-if) #no shut

SLINE-5-CHANZED: Interface Seriall/0/0, changed state to down
ISP (config-if) #int s0/0/1

ISP (config-if) §ip address 205.17.220.5 255.255.255.252

ISP (config-if)gclock rate 4000000

ISP (config-if)#no shut

$LINE-5-CHANGED: Interface Seriald/0/1, changed state to down



Router Bogotal

BOE0OTRL (config) #int s0/0/0
BOFOTRL (config-if) #ip address
BOFOTRAL (config-if) #fno shut

BOFOTRL (config-if) $int s0/0/1
BOFOTRL (config-if) #ip address
BOFOTR2] (config-if) #clock rate
BOE0OTRAL (config-if) #no shut

4000000

SLINE-S5-CHRNZED: Interface Serialls 071,
BOFOTAL (config-if) #int s0/1/0

BOEOTRAL
BOCOTAL (config—if) #clock rate 4000000
BOCOTAL (config—-1if) #noc shut
SLINE-5-CHAZNGED: Interface Serialld/ 1l/s0,
BOGOTAL (config—if) $int s0/1/1

BOSOTAL (config—-if) #ip address 172_.25_3.

BOZOTRAL (config—if) #clock rate 4000000
BOFOTRAL (config-if) fno shut

S§LINE-5-CHAMZED: Interface Seriallds 1/ /1,
BOFOTR] {config-if) $exit

BOFOTRL (config) &
SLINE-5-CHRMNEED: Interface Serizl0/ 070,

BOZOTRL (config) g

SLINEPROTO-S5-UPDOWH : Line protocol on Interface Seriald/a,/0,

state to up

10
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lconfig-if) #ip address 172.25.3.
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Router Bogota2

BOF0TAZ (config) #int s0/0/0
BOZOTAZ (config-if) #ip address 172.29.3.10 255.255.255.252
BOE0OTAZ (config-if) #no shut

BOZOTAZ (config-if) #int s0/0/1

BOGOTAZ (config-if) #ip address 172.25%.3.13 255.255_255.252
BOROTAZ (config-if) #clock rate 4000000

BOFOTAZ (config-if) $no shut

2LINE-5-CHARWNEED: Interface Serialld/s0/1, changed state to down
BOZOTAZ (config—if) #int gl0/0

BOEOTAZ (config-if) #ip address 172.25%.1.1 255.255.255.0
BOZOTAZ (config-if) éno shut

BOEOTAZ (config-if) fexit
BOE0OTRE (config) #
%LINE-5-CHAWNGED: Interface Serialld/s0/0, changed state to up

5LINE-S5-CHAWNEZED: Interface GigabitEthernetid/0, changed state to up

( LINEPROTO-5-UPDOWH : Line protocol on Interface GigabitEthernetO/sO,
changed state to up

11



Router Bogota3

BOEOTRES {
BOEOTRES {

BOEOTRES

BOEOTRES
BOEOTRES
BOEOTRES

BOEOTRES
BOEOTRES
BOEOTRES

BOEOTRES {
BOEOTRES {
BOEOTRES {

BOEOTRES {

BOEOTRES
5LINE-S

5LINE-S

5LINE-S

5LINE-S

SLINEPROTO-S-UPDOWH =

—CHAWNEZED: Interface

—CHAWNEZED: Interface

—CHAWNEZED: Interface

—CHAWNEZED: Interface

config)#int s0,/0/0
config-if) #ip address
{config-if) #no shut

{config-if)#int s0/0/1
{config-if) #ip address
{config-if) #no shut

{config-if)#int s0/1/0
{config-if) #ip address
{config-if) #no shut

config-if) #int gl 0
config-if) #ip address
{config-if) #no shut

config-if) gexit
{config)#

changed state to up

BOEOTRES

SLINEPROTO-S-UPDOWH =

{config)#

state to up

BOEOTRES

SLINEPROTO-S-UPDOWH =

{config)#

state to up

BOEOTRES

SLINEPROTO-S-UPDOWH =

{config)#

z.25.3.

[1}]
(RS
[43]
[1}]
(RS
[43]
[1}]
L&
L]
L]
I
L]
I

Seriald/0/0, changed state to up

Seriald/0/1, changed state to up

Seriald/1ls0, changed state to up

zigabkitEthernet0/0, changed state to up

Line protocol on Interface GigabitEthermetd/0,

Line protocol on Interface Serizld/ 1/ 0, changed

Line protocol on Interface Serizld/ 0/0, changed

Line protocol on Interface Serizld/ 01, changed

12



Router Medellinl

MEDELLINMN] {config)gint s0/0/50

MEDELLIN] {config-
MEDELLIN] {config-

MEDELLIN] {config-
MEDELLIN] {config-
HMEDELLINL {config-
MEDELLINL {config-

%LINE-S5-CHRNGED:

MEDELLIN] {config-
MEDELLIN] {config-
MEDELLIN] {config-
MEDELLIN] {config-

$LINE-S5-CHAWNEED:
MEDELLINI {
MEDELLINI {
MEDELLINI {
MEDELLINI {

%LINE-S5-CHRNGED:

MEDELLIN] {config-

config-
config-
config-
config-

1

if)#ip address 2Z05.1

if) fno shut

[

ifigint s0/0/1
if)#ip address
if) #clock rate
if) #noc shut

172_25_
4000000

Interface Seriall/ 0,1,
if)gint s0OS150

if)#ip address 172.25.
if) fclock rate 4000000
if) #noc shut

Interface Seriall/1/0,
if)#int sO0/1/71

ifi#ip address 172.29.
if) #clock rate 4000000
if) $no shut

Interface Seriall/ 1/ 1,
if)gexitc

HEDELLIN] (config)

$LINE-S5-CHRNEED:

Interface Seriall/ 070,

HMEDELLIN1 {config) #
S$LINEPROTO-5-UPDOWN : Line protocol on Interface Serialld/ o/ 0,

state to up

13
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Router Medellin2

MEDELLINZ (config) $int s0/0/0

MEDELLINZ (config—if) #ip address 172.25.6.2 255.255.255.252
MEDELLINZ (config-if) #no shut

MEDELLINZ {config-if) #int s0/0/1

MEDELLINZ (config-if) $ip address 172.25%.&6.5 255.255.255.252

MEDELLINZ {config-if) #clock rate 4000000
MEDELLINZ (config-if) #no shut

SLINE-S5-CHANZED: Interface Serialld/0/ 1, changed state to down
MEDELLIN2Z (config-if) §int gd/0

MEDELLINZ (config-if) §ip address 172.2%.4.1 255_.255_.255.128
MEDELLINZ (config-if) #no shut

MEDELLINZ (config-if) gexit
MEDELLINZ {config) #
SLINE-S5-CHANZED: Imterface Seriall/0/0, changed state to up

SLINE-S5-CHANGED: Interface GigabkitEthernet(/0, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabkitEthernet(0/0,
changed state to up

14



Router Medellin3

HMEDELLINZ (config) #int s0/0/0
MEDELLINZ (config-if) #ip address 172.2
HEDELLINS (config-if) #no shut

T3]
=3}
=
]
[
i
[1}]
ta
i
i
]
[1}]
i
]
(4} ]
(]

MEDELLINZ (config-if) #int s0/0/1

MEDELLINZ (config-if) #ip address 172_.25_&.14 255_255_255_3252
HEDELLINS (config-if) #no shut

MEDELLINZ (config—if) #int s0/S1/0

MEDELLINZ (config-if) #ip address 172_25_&.& 255_255_.255_252

HEDELLINZ (config-if) #no shut

HMEDELLINI (config-if) #int gd/s 0

HMEDELLINI {config-if) §ip address 172.25.4.125 255.255.255.128
HMEDELLINZ (config-if) #no shut

MEDELLINI (config-if) gexit

MEDELLINZ (config) &

S$LINE-5-CHANGED: Interface Seriald/0/0, changed state to up
S$LINE-5-CHANGED: Interface Seriald/0/1, changed state to up
($LINE-5-CHANGED: Interface Seriald/s1l/0, changed state to up

2 LINE-5-CHARNEED: Interface FigabitEthernetd,/0, changed state to up

($LINEFROTO-5-UPDOWH : Line protocol on Interface FigabitEthernetd/ O,
changed state to up

MEDELLINZ (config) #
($LINEPROTO-5-UPDOWH : Line protocol on Inmterface Serialdy o/ 1, changed
state to up

HEDELLIN3 (config) §

SLINEPROTO-S5-UPDOWH : Line protocol on Interface Serialdsd0,/0, changed
state to up

15



e Configurar el enrutamiento en la red usando el protocolo RIP version 2,
declare la red principal, desactive la sumarizacion automatica.

RIP Medellin

HEDELLIN] {config) #router rip
MEDELLIN] (config-router) §version 2
HMEDELLIN] {config-router) fno auto-summary

HEDELLIN] {config-router) gnetwork 172.25_c.0
HEDELLIN] {config-router) gnetwork 172 .25 _¢c.8
HMEDELLIHN] {config—router) gnetwork 172.25.c.12

HEDELLIN] {config-router) fpassive—-interface s0/5050

RIP Bogota

BOZOTAL (config) #router rip

BOEOTA] (config-router) fversion 2

BOEOTRAL (config-—router) fno auto—-summary

BOEOTRA]L (config-router) fnetwork 172.25.3.0
BOEOTA] (config-—router) fnetwork 172_25 .3 .4
BOEOTR]L (config-—router) fnetwork 172.25_.3.8
BOEZOTA]L (config-—router) fpassive-interface s0,/0/50

e Los routers Bogotal y Medellin deberan afadir a su configuracion de
enrutamiento una ruta por defecto hacia el ISP y, a su vez, redistribuirla
dentro de las publicaciones de RIP.

Medellin

MEDELLIM] {config)#ip route 0.0.0.0 0. 0. 0.0 Z0%_17.220.1
MEDELLIN] {config) §router rip
MEDELLIN] {config-router) fdefault-information ocriginate

Bogota
BOGOTRAL (config) $ip route 0.0.0.0 0.0.0.0 209.17.220.5

BOZ0TAL (config) #router rip
BOZOTA] (config-router) fdefault-information origimate

16



El router ISP deber& tener una ruta estética dirigida hacia cada red interna de
Bogot4 y Medellin para el caso se sumarizan las subredes de cada uno a /22.

Sumarizacion de las subredes de Medellin
172 | 29 00 (0|20 |[O(0/0 |[0O|0|0 [O]|0O0 |172.29.4.0/25
172 | 29 00 |0[{120 |1(1/0 |[0|0|0 |[0O|00 |172.29.4.128/25
172 | 29 00 (0|11 |0(00 |[O|/0[0 (1|00 |172.29.6.4/30
172 | 29 00 (0|11 |0(00 |[O/0OJ2 [O|0O0 |172.29.6.8/30
172 | 29 00 (0|11 |0O(0/0 |[O|0O1 [1|00 |172.29.6.12/30
172 | 29 00 (0|11 |0(00 |[O|/0|0 [O|0O0 |172.29.6.0/30

Sumarizacion de las subredes de Bogota
172 | 29 00 (0|00 |O|/00 |[O|0|0 [O]|00 |172.29.0.0/24
172 | 29 00 |[0[/00 |[1/0/0 |[O/0|0 |[0|00 |172.29.1.0/24
172 | 29 00 |[0/01 |[1/0/0 |[O|OJ1 [1]|0|0 |172.29.3.12/30
172 | 29 00 |0[/0j1 |1/0/0 |[O|0OJ1 |[0|0|0 |172.29.3.8/30
172 | 29 00 |0[/0Oj1 |[1/0/0 |[O/0|0 [1|0|0 |172.29.3.0/30
172 | 29 00 |0[/0j1 |[1/0/0 |[O/0|0 [1|0|0 |172.29.3.4/30

17



ISP (config)fip route 1
ISP (config) #ip route 1

.
o [

TABLA DE ENRUTAMIENTO.

Verificar la tabla de enrutamiento en cada uno de los routers para comprobar las
redes y sus rutas.

Router Medellinl

Fateway of last resort is 20%_.17_.220.1 to network O0.0_.0_.0

172.25_0.0/1¢ is wariably subnetted, © subnets, 2 masks
C 172 .29 _.¢.0/30 is directly connected, Serial(s 0,1
L 172 .29 _.6.1/32 is directly connected, SerialdsS0/1
C 172 .29 _.6_.8/30 is directly connected, SerialdsS1/0
L 172 .29 _.6.59/32 is directly connected, SerialdsS1/0
C 172 .29 _6_.12/30 is directly connected, Serialidys1l/s1
L 172 .29 _.6_.13/32 is directly connected, Serialid/s1l/s1
205_.17_220.0/24 is wariakly subnetted, 2 subnets, 2 masks
C 205_17.220.0/30 is directly connected, Seriald/S0,/0
L 205_17_.220.2/32 is directly connected, Serizal0/S 0,0
s o.0.0.0/0 [1/0] wia 205.17.220.1

Router Medellin2

Fateway of last resort is not set

172 .25.0.0/16 is wariakly subnetted, € subnets, 3 masks
= 172.259.4_0/25 is directly connected, FigabitEthernetd/0
L 172.25_.4_.1/32 is directly connected, GigabitEthernetl/0
- 172.25%_.€.0/30 is directly connected, Seriald/ 0/ 0
L 172.259_€_.2/32 is directly connected, Serizll/ 070
e 172.259.6.4/30 is directly connected, Seriald/s0/ 1
L 172.259_¢€.5/32 is directly connected, Serizll/ ;071
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Router Medellin3
Fzateway of last resort is not set

172 _.25_.0.0f1g is wariakly subnetted, & subnets, 3 masks

C 172 .25.4.128/25 is directly connected, GigabitEthernetl/0
L 172.25.4_.125%/322 is directly connected, GigabitEthernetl/0
C 172 .25 .6.4/30 is directly connected, Serialld/s1ls0
L 172 .25%_.€.¢/32 is directly connected, Serialld/1l/0
C 172.25%.6.2/730 is directly connected, Seriald/ 0,70
L 172 .25 .6.10,/32 is directly connected, Serialds O0/0
C 172 _.25%_.€.12/30 is directly connected, Seriald/ d/1
L 172 .25 . 6.14/32 is directly connected, Serialdsof1

Router Bogotal

zateway of last resort is 205%_.17_.220.5 to network 0.0.0.0

172.25%_.0.0/1¢c is wariably subnetted, © subnets, 2 masks

C 172.29.3.0/30 is directly connected, Seriald/1ls0
L 172.29_.3.1/32 is directly connected, Seriald/1l/0
C 172.259_.32_.4/30 is directly connected, Seriald/1l/1
L 172.259.3.5/32 is directly connected, Seriald/l/1
C 172.29_.3_.8/30 is directly connected, Seriald/a,1
L 172.29.3.5%/32 is directly connected, Seriald/o,1
205%_17.220.0/24 is wariakly subnetted, 2 subnets, 2 masks
C 205 _17_.220.4/30 is directly connected, Seriald/ 070
L 20517 _220.6/32 is directly connected, Seriald/sos0

5 0.0.0.0/0 [1/0] wia 205.17_.220.5

Router Bogota2

Fateway of last rescocrt is not set

172 .25.0.0/1g is wariakly subnetted, & subnets, 3 masks
172.25.1.0/24 is directly connected, GigabitEthernetl/s0
172.25.1.1/32 is directly connected, GigabitEthernetd/0

2.259.3.8/30 is directly comnnected, Seriald/0/0

172 .25 _.32.10/32 is directly connected, Seriald/ a/0

172.25.3.12/30 is directly connected, Seriald/so/s1

172.25_.32.13/32 is directly connected, Serialld/ 071

| s T o N e B A
'—l
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Router Bogota3

Fateway of last resort is not set

172 .25 _.0.0/1¢ is wariably subnetted, 2 subnets, 3 masks

C 172.259.0.0,/24 is directly connected, GigabitEthermetd/s0
L 172 .25 . 0.1/32 is directly connected, GigabitEthermnet(0/0
C 172 .25%.2.0/30 is directly connected, Serialld/ 0,70

L 172 .25 _.3_.2/32 is directly connected, Seriald/ 0,0

C 172 .259.32.4/30 is directly connected, Serialld/ 071

L 172 .25 _.3.6/32 is directly connected, Seriald 0,1

C 172 .259.3.12/30 is directly connected, Serialld/S1l/0

L 172 .25 _.3.14/32 is directly connected, Seriald/s1/0

e Verificar el balance de carga que presentan los routers.

Router Medellinl

R 172.25_6.47/30 [l20/1] wia 172.25.6.2, 00:00:01, Seriald/0/1
[120/1] wia 172.25%.€£.14, 00:00:08, Seriald/1l/1
[120/1] wia 172.25.€.10, 00:00:08, Seriald/1l/0

Router Medellin2

=} 172 .29 _€_8/30 [120/1] wia 172_.25_&_.1, 00:00:05, Seriald/0/0
[120/1] wia 172.25.&.&, 00:00:15, Seriald/o/l

=} 172.2%_&§_12730 [120/1] wia 17

7

1 S.e.1, 00:00: Da SerialdsO0/0
[12051] wia 1 S.e.c, 00:00:15, Seri=alds0/1
B* O.0.0.050 [120/1] wia 172_.25_&6.1, 00:00:05, Seriald/sas0

Router Medellin3

R* 0.0.0.0/0 [120/1] wia 172.25_€.13, 00:00:07, Serial0/0/1
[120/1] wia 172.25_.€.%, 00:00:07, Seriall/0/0
Router Bogotal
=3 172.25.0.0/24 [120/1] wia 172.29.3.€, 00:00:22, Serialls1l/1
[120/1] wia 172.2%.3.2, 00:00:22, Seriald/1/0
R 172.29.1.0/24 [120/1] wia 172.25.3.10, 00:00:09, Seriald/s0/1
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Router Bogota2

B o0.0.0.0s0 [120/1] wia 172_.25%.3.5%, 00:00:03, Serial0s 070

Router Bogota3

=) 172.25%.3.8/30 [120/1] wia 172.25%.3.5, 00:00:23, Serialidsofl
[120/1] wia 172.25_.3.1, 00:00:23, Serialdsos0
=) 172.25.3.12,/30 [1l20/2] wia 172.25%.3.5, 00:00:23, Serialidso/s1
[120/2] wia 172.25.3.1, 00:00:23, Serialidsos0
B 0.0.0.0,0 [120/1] wia 172.259%.3.5, 00:00:23, Serialidso/s1
[120/1] wia 172.25_.3.1, 00:00:23, Serialldso/0

Obsérvese en los routers Bogotal y Medellinl cierta similitud por su ubicacion, por
tener dos enlaces de conexion hacia otro router y por la ruta por defecto que
manejan.

Los routers Medellin2 y Bogota2 también presentan redes conectadas directamente
y recibidas mediante RIP.

Las tablas de los routers restantes deben permitir visualizar rutas redundantes para
el caso de la ruta por defecto.

El router ISP solo debe indicar sus rutas estaticas adicionales a las directamente
conectadas.

172.259.0.0/22 is subnetted, 2 subnets
172.259.0.0,/22 [1/70] wia 209_.17.220.
172.29.4 0,22 [1/70] wia 2059_.17.220.
205 17 .220.0,24 is wariabkly subnetted, 4 subnets, Z masks
205_17_.220_0,30 is directly connected, Serizld/s 0,0
205 _17_.220_.1,32 is directly connected, Serizld/ 0,0
2058 _17_.220.4/30 is directly connected, Serizalld/0/1
2058 _17_.220.5/32 is directly connected, Serizalld/ 0/1

[45]

[ i

[45]

| e O Y e
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DESHABILITAR LA PROPAGACION DEL PROTOCOLO RIP.

Para no propagar las publicaciones por interfaces que no lo requieran se debe
deshabilitar la propagacion del protocolo RIP, en la siguiente tabla se indican las
interfaces de cada Router que no necesitan desactivacion.

ROUTER INTERFAZ

Bogotal SERIALO/0/1; SERIALO/1/0;
SERIALO/1/1

Bogota2 SERIALO/0/0; SERIALO/0/1

Bogota3 SERIALO/0/0; SERIALO/0/1;
SERIALO/1/0

Medellinl SERIALO/0/0; SERIALO/0/1;
SERIALO/1/1

Medellin2 SERIALO/0/0; SERIALO/0/1

Medellin3 SERIALO0/0/0; SERIALO/0/1;
SERIALO/1/0

ISP No lo requiere

VERIFICACION DEL PROTOCOLO RIP.

Verificar y documentar las opciones de enrutamiento configuradas en los routers,
como el passive interface para la conexion hacia el ISP, la version de RIP y las
interfaces que participan de la publicacion entre otros datos.

Verificar y documentar la base de datos de RIP de cada Router, donde se informa
de manera detallada de todas las rutas hacia cada red.

Router Medellinl

HMEDELLINl1#sh ip rip database

172 .25 .4 0725 auto—-summary
172.25.4 0725
[1] #dia 172.25%.€.2, 00:00:05%, Seriald/s O0/1
172 .25 .4 128725 auto—sSummary
172.25.4.123/725
[1] wdia 172.25%_.&€.14, 00:00:01, Seriald/S1lsS1 [1] wia
172.2%.¢.10, Q20:00:01, Seriald/ 170
172 _25_&_0/530 auto—SuUmMmary
172 .25 .&.0/5320 directly connected, Serialld, 0,1
172 .25 . ¢c.4/30 auto—-summary
172 .25 . €.4/730
[1] wdia 172.25%.€.2, 00:00:0%, Seriald/,0/1 [1] wia 172_25_c.14,
O0:z00:01, Serialdsl/s1 [1] +wia 172.2%.¢€.10, Q20:00:01, Serialds1/s0
172 .25 _&_.8/730 auto—SuUmMmary
172 .25 .&.8/30 directly connected, SerialldsS 1[0
172 .29 . ¢.12/730 auto—sSummary
172 .25 _&_.12/30 directly connected, Serialld 1,1
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Router Bogotal

BOEOTR1Esh ip rip datakbase
O.0.0.0,0a is possikly down
O.0.0.0s0 is possikly down
172.25_0.0/24 auto—sSurmary
172.25.0.0/24
[1] wia 172.2%.3.%5, 00:00:11, Serial0/1/1 [1] wia 172.2%.3.2,
00:00:11, Seriald/s1/0
172.25.1.0/24 auto-summary
172.25.1.0/24
[1] wia 172.2%.3.10, 00:00:00, Serialdys0/1

172 .29_.3_.0/730 auto-SuUmmary

172.25.3.0/30 directly connected, Serialds1/0
172.25_3.4/30 auto—surmary

172.25.3.4/30 directly connected, Serialds1ls1
172.25_3_&8/30 auto—sSurmary

172.25%.3.8/30 directly connected, Serialdsos1
172.25.3.12730 aUuto-SUNmary

T2.259.3.12/730

[1] wia 172.2%.3.10, 00:00:00, Serialds0/1

CONFIGURAR ENCAPSULAMIENTO Y AUTENTICACION PPP.

e Segun la topologia se requiere que el enlace Medellinl con ISP sea
configurado con autenticacion PAP.

HEDELLIN] (config) fusername ISP password cisco

MEDELLIN] {config) #int s0/0/0

MEDELLIN] (config-if) #encapsulation ppp

MEDELLIN] (config-if) #ppp authentication pap

MEDELLIN] (config-if) §ppp pap sent—username MHedellinl password cisco
MEDELLIN] {config-if) fexit

SLINEPROTO-5-UPDOWN : Line protocol on Interface Serialld/ 0/0, changed
state to up
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e El enlace Bogotal con ISP se debe configurar con autenticacion CHAP.

BOZOTRAL (config) fusername ISP password cisco

BOEOTR] (config) #int =s0/0/0

BOROTRA]L (config-if) fencapsulation ppp

BOEOTR] (config-if) #ppp authentication chap

BOEOTRAL (config—1if) fexit

BOEOTR] (config)#

S LINEFROTO-5-UPDOWN : Line protocol on Interface Serizlos 070, changed
state to up

CONFIGURACION DE PAT.

En la topologia, si se activa NAT en cada equipo de salida (Bogotal y Medellinl),
los routers internos de una ciudad no podran llegar hasta los routers internos en el
otro extremo, soOlo existira comunicacion hasta los routers Bogotal, ISP y Medellinl.
Bogotal

Después de verificar lo indicado en el paso anterior proceda a configurar el NAT en
el Router Medellinl. Compruebe que la traduccion de direcciones indique las
interfaces de entrada y de salida. Al realizar una prueba de ping, la direccion debe
ser traducida automaticamente a la direccion de la interfaz serial 0/1/0 del Router
Medellinl, cémo diferente puerto.

Router Medellinl

HMEDELLIN] {(config) #ip nat inside source list 1 interface s0,/0/0
overload

HMEDELLIN] {config) faccess-1list 1 permit 172.25%_.4.0 0.0_.3_255
MEDELLIN]1 {config) #int s0,/0,0

HMEDELLIN] (config-if)#ip nat outside

MEDELLIMN] {(config—-if) #int s0,/0/1

HMEDELLIN] (config-if)#ip nat inside

MEDELLIN] (config-if) #int s051/0

HMEDELLIN] (config-if)#ip nat inside

MEDELLIN] {(config-if) #int s0,/1/1

MEDELLINI (config-if) #ip nat inside

Proceda a configurar el NAT en el Router Bogotal. Compruebe que la traduccion
de direcciones indique las interfaces de entrada y de salida. Al realizar una prueba
de ping, la direccion debe ser traducida automaticamente a la direccién de la interfaz
serial 0/1/0 del Router Bogotal, como diferente puerto.
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Router Bogotal

BOEOTR] (config) #ip nat inside source list 1 interface s0/0/0 owerload
BOEOTR] (config) #access—1ist 1 permit 172_25%. 0.0 0_.0_.3_255

BOEOTR] (config) #int s0/0/0

BOEOTA] (config-if) #ip nat outside

BOEOTR] (config-if) #int s0/0/1

BOEOTA] (config-if) #ip nat inside

BOFOTL]L (config-if) #int s0/1/0

BOEOTA] (config-if) #ip nat inside

BOEOTAL (config-if) #int s0/1/1

EDGDIAl{ccnfig—if)#;p nat inside

Prueba De Pin

Command Prompt
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CONFIGURACION DEL SERVICIO DHCP.

e Configurar la red Medellin2 y Medellin3 donde el Router Medellin 2 debe ser
el servidor DHCP para ambas redes LAN.

MEDELLINZ (config) #ip dhcecp excluded-address 172.25.4.1 172.25_.4_.11
MEDELLINZ (config) #ip dhep excluded-address 172.25%_.4_.125% 172 _25_4_135

MEDELLINZ (config) #ip dhep pool Medl2

MEDELLINZ (dhep-config) gnetwork 172 .25,
MEDELLINZ (dhep-config) gdefault-router
MEDELLINZ (dhep-config) gdns—-server 1.1.

MEDELLINZ (dhep-config) gexit

MEDELLINZ (config) #ip dhcp pool Medl3
MEDELLINZ (dhcep-config) gnetwork 172 _25.
HMEDELLINZ (dhep-config) gdefault-router

MEDELLINZ (dhep-config) gdns-server 1.1.1.1

e El Router Medellin3 debera habilitar el paso de los mensajes broadcast hacia
la IP del Router Medellin2.

MEDELLINZ (config) #int g0/s0

MEDELLINZ (config-if)fip helper—-address 172 .25.c.5

PC-50HOST
IP Configuration

i®) DHCP

IP Address

Subnet Mask

Default Gateway

DMS Server

) Static

17225412
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PC-40HOST

IP Configuration

(@) DHCP () Static

IP Address 172.20.4 140
Subnet Mask 255 265 255 128
Default Gateway 172254125
DMNS Server 1.1.1.1

e Configurar la red Bogota2 y Bogota3 donde el Router Bogota2 debe ser el
servidor DHCP para ambas redes LAN.

BOZOTAZ (config) #ip dhep excluded-address 172_.25%.0.1 172.25.0.11
BOFOTAZ (config) #ip dhep excluded-address 172.25.1.1 172.25.1.11
BO=0TAZ (config) #ip dhep poocl Bogtl

BOZ0OTAZ (dhep—config) gnetwork 172.25%.0.0 255_255_255.0
BOZOTRAZ (dhep—config) #default-router 172 _.25_0.1
BOZOTAZ (dhep-config) #édns—-server 1.1.1.1

BOZOTAZ (dhep—config) dexit

BOEFOTAZ (config) #ip dhep pool Bogt3

BOZOTAZ (dhep-config) fnetwork 172.25%.1.0 Z55.255.255.0

BOZOTRAZ (dhep—config) #default-router 172 _.25_.1.1
BOZOTAZ (dheop—config) fdns—server 1.1.1.1

e Configure el Router Bogota3 para que habilite el paso de los mensajes
Broadcast hacia la IP del Router Bogota2.

BOZOTAS (config) #int gl/0
BOGOTAZ (config-if) #ip helper-address 172.25%.3.13
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PC-200HOST
IP Configuration

(®) DHCP () Static

IP Address 17229112
Subnet Mazsk 255 255 255,
Default Gateway 1722811
DMNS Server 1.1.1.1

PC-150HOST

IP Configuration

i®) DHCP ) Static

IP Address 172.29.0.12
Subnet Mask 255255255
Default Gatewray 172.20.0.1
DMNS Server 1.1.1.1
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/ soHosT \ \
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40HOST 4 \ . ?-‘-—__‘_g y.
172294128025 4 o A,
% 4 \ PCPT /
< J Bogota2 i
< / . 17229.1.024
- o N
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Escenario 2

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Miami, Bogot4 y Buenos Aires, en donde el estudiante sera el administrador de la
red, el cual debera configurar e interconectar entre si cada uno de los dispositivos
gue forman parte del escenario, acorde con los lineamientos establecidos para el
direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman
parte de la topologia de red.

VLAN Direccionamiento Nombre
te -
B\

30 192.168.30.0/24 Administracién

40 192.168.40.0/24 Mercadeo
200 192.168.200.0/24 imi

209.165.200.230 209.165.200.224/29
Fo/0 4

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

Fo/0 Buenos Aires

Forzs | 802:1Q

192.168.99.3

CONFIGURAR EL DIRECCIONAMIENTO IP ACORDE CON LA TOPOLOGIA DE
RED PARA CADA UNO DE LOS DISPOSITIVOS QUE FORMAN PARTE DEL
ESCENARIO

Bl {config)#int gl/s0

Bl (config-if) fip address 172_.31_.21.0 255_255.0.0
Bl {config-if)

Bl {config-if) #noc shutdown

B3 ({config) §int gl/s0
B3 {config-if) $ip address 172_31_23_.0 Z55_255.0.0
B3 ({config-if) #no shutdown
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Tabla de Asignaciones de Direcciones Ip y Mascara de Subred

Admoan. Direccién IP Mascara de Puerta de
Subred Enlace
Predeterminado
ISP 209.165.200.230 255.255.255.2

48

R1 to R2 S0/0/0

172.31.21.1 255.255.255.2
52

R2 to R1 S0/0/1 172.31.21.2 255.255.255.2
52

R2to R3S0/0/0 | 172.31.23.2 255.255.255.2

52

R2 to Interet | 209.165.200.224 | 255.255.255.2
ServerG0/0 48
R2 Lo0 Web| 10.10.10.10 255.255.255.2
Server 55
R3to R2S0/0/1 | 172.31.23.1 255.255.255.2
52
R3 Lo4 192.168.4.1 255.255.255.0 | 172.31.23.1
R3 Lo5 192.168.5.1 255.255.255.0 | 172.31.23.1
R3 Lo6 192.168.6.1 255.255.255.0 | 172.31.23.1
S1Vlan 30, Vlan | 192.168.99.2 255.255.255.0 | 172.31.21.1
40 Vlan
200
S3Vlan 30, Vlan | 192.168.99.3 255.255.255.0 | 172.31.21.1
40 Vlan
200
R1 G0/0.30 192.168.30.1 255.255.255.0
R1 G0/0.40 192.168.40.1 255.255.255.0
R1 G0/0.200 192.168.200.1 255.255.255.0
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CONFIGURAR EL PROTOCOLO DE ENRUTAM
SIGUIENTES CRITERIOS:

Bl (config-if)gint s30/0/70
Bl {config-if) #no shutdown

IENTO OSPFV2 BAJO LOS

SLINE-5-CHARNEED: Interface Serisl0/0/0, changed state to down

el

Bl (config-if) gip address 1.1.1.1 255_255
Bl (config-if) §clock rate 1ZE000

Bl (config-if) $no shutdown

Bl (config-if) #no shut

OSPFv2 area 0

~rE AT
- dd L EJE

Configuracion item o Tarea Especificacion
Router ID R1 1.1.1.1
Router ID R2 5555
Router ID R3 8.8.8.8
Configurar todas las interfaces LAN como
pasivas
Establecer el ancho de banda para enlaces
seriales en 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500
Bliconfig)#int s00,0
Rl {config-if)#ip address 1.1.1.1 255.255_255.252

Bliconfig—if) #clock rate 25000
Bliconfig—if) #noc shut
B2 {config)fint s0,0/1
B2 (config-if)$ip address 172_.31_21_2
B2 {config-if) #no shut

B2 (config-if)d#

SLINE-5-CHAMGZED: Interface Serial(0/ 0
B2 {config)fint s0,0,0
BZ{config-if) #ip address 172.31.23.1
B2 {config-if) #clock rate 250000
B2 {config-if) #no shut
B3 {config)fint s0,/0/1

o

L) 5 )

ACLC 9L
Sdd L Sdd L Sdd o Sda

F1l, changed state to up

B3 {config-if)#ip address 172.31.23.2 255.255.255_252

B3 ({config-if) #no shut
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OSPF

Rl {config)f#router ocapf 1
Rl (config—router) gnetwork 17231 _Z21.0 0_.0_0_Z255 area 0O

BZ {config) frouter ospf 1
COSEF process 1 cannot stert. There must be 2t lezst one "up" IP interface

BZ (config-router) fnetwork 172.31_22.0 0.0.0.255 area 0

B3 (config) frouter oapf 1
B2 (config-router) fnetwork 172.31.22.0 0.0.0.255 area 0O

Loopback

B2 {configlfinterface 1ol
BZ (config-if) fip address 10.10.10.10 255_255_2

o
o
R
i
o

B2 {config) ginterface lod
B2 {config-if)fip address

o
L]

(i y]
(i}
(i3]
(i y]
(i}
(i3]
(i3]
(i}

192 .1e8. z Z .2 Z
B2 {config-if)fip address 152 .1eB8.5.0 Z55.Z255_255.255
B2 {config-if)fip address 152 .1eB8.e.0 Z55.Z255_255.255
IP en los switches
Sl {config)#int vlan 320
Sli{config-if) §ip address 1832 .1e8.5953_.2 Z55_.Z255_.255.0

Sl {config-if) fexit
Sl {config)#ip default—gateway 192 1c8.1.1

S3({config) #int wlan 40

53 (config-if) §ip address 1832 _1c8.893%_3 Z55_Z55_255.0
53 ({config-if) #exit

53 (config) #ip default-gateway 132.168.1.3
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LAN pasivas

Bl {config) #router ospf 10
Bl {config-router) fpassive-interface default

BZ (config) frouter ospf 10
BZ (config-router) fpassive-interface default

B3 {config) frouter ospi 10
B2 {config-router) fpassive-interface default

VERIFICAR INFORMACION DE OSPF
Visualizar tablas de enrutamiento y Router conectados por OSPFv2

Router R1

1.0.0.0/2 is wariably submetted, 2 subnets, 2 masks

C 1.1.1.0/30 is directly connected, Serizl0s0/0
L 1.1.1.1/32 is directly connected, Seriald/0/0
172.31.0.0/1% is wariakly subnetted, 2 subnets, I masks
C 172.31.0.0/1¢ is directly connected, GigabkitEthernet0/0
L 172.31.21.0/32 is directly connected, GigabitEtherneti/0
Router R2
12.0.0.0/32 is subnetted, 1 subnets
C 13.10.10.130/32 is directly connected, Loopkack(
172.31.0.0/1¢ is wariakly subnetted, 4 subnets, 2 masks
C 172.31.21.0/30 is directcly connected, Seriald/s0/1
L 172.31.21 2732 is directly connected, Serialld/0/1
C 172.31_.232.0/30 is directly connected, Seriald/ 0/ 0
L 172.31.23.1/32 is directly connected, Serialld/s0/0
209 1e5.200.0/24 is wariabkly subnetted, 2 subnets, 2 masks
s 205 _165.200_.224/2% is directly connected, GFigabitEthernetd/0
L 205%_1€5.200_.225/32 is directly connected, GFigakitEthernetO/0
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Router R3

172.31.0.0/1€ is wariably subnetted, 2 subnets, 2 masks
172.31.23.0,/30 is directly connected, Serialld/ 071
172.31.232.2/232 is directly connected, Serialld/ 071

132 . 1le2.6.0,/32 is subnetted, 1 subnets
92_ 12 _.€_0,/32 is directly connected, Loopbackd

Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo
de cada interface “show ip ospf interface brief” no esta disponible en
Packet Tracer

Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada Router.

Router R1

Routing Frotocol is "ospf 10™
Cutgoing update £ilter list for all interfaces is not set
Incoming update £ilter list for all interfaces is not set
Bouter ID 1%2 _1s2_1.1
Humlber of areas in this router is 0. 0 normal O stuk 0 nssa
Maximm path: 4
Bouting for HNetworks:
FPassiwve Interface(s):
Wlanl
FigabitEthernet0/,0
FigabitEthernetlO/,1
Serizlo/s a,0
Seriald/saf 1l
Bouting Information Sources:
Fateway Distance Last Update
Distance: {(default is 110)

Bouting Protocol is "ospf 1™
Cutgoing update f£filter list for all interfaces is not set
Incoming update f£filter list for all interfaces is not set
FRouter ID 152 _152_30_.0
Humber of areas in this router is 1. 1 normal 0 stulk 0 nssa
Maximm path: 4
Bouting for Networks:
172.21.21_.0 0_0.0_255 area 0
1.1.1.0 9_.0.0_255 area 0
Bouting Information Sources:

Fateway Distance Last Update
ls2_.152.20._.0 11ad 0o:00:55
Distance: (default is 110}
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Router R2

Bouting Protocol is "ospf 10™
Cutgoing update £ilter list for all interfaces is not set
Incoming update £ilter list for all interfaces is not set
Router ID 10.10.10.10
Humber of areas in this router is 0. 0 normal 0 stubk 0 nssa
Maximum path: 4
Bouting for Hetworks:
Passive Interface(s):

Vlanl
GFigabitEthernet0,0
FigabitEtherneti/1
Serial0/0/0
Serial0/0/1
Bouting Information Sources:
Fateway Distance Last Update

Distance: (default is 110}

Bouting Protocol is "ospf 1™
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Bouter ID 209.1€5.200.225
Humber of areas in this router is 1. 1 normal 0 stuk 0 nssa
Maximum path: 4
RBouting for Hetworks:
172.31.22.0 0.0.0_.255 area 0
Bouting Information Sources:
Fateway Distance Last Update
Distance: ({(default is 110)
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Router R3

Bouting Protocol is "ospf 1"
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Bouter ID 1592 _1€8.1.3
Humber of areas in this router is 1. 1 normal 0 stuk 0 nssa
Maximum path: 4
Bouting for Hetworks:
172.31.23.0 0.0.0.255 area 0
Bouting Information Sources:

Fateway Distance Last Update
152 .1€2.1.3 110 00:03:01
Distance: (default is 110)

CONFIGURAR VLANS, PUERTOS TRONCALES, PUERTOS DE ACCESO,
ENCAPSULAMIENTO, INTER-VLAN ROUTING Y SEGURIDAD EN LOS
SWITCHES ACORDE A LA TOPOLOGIA DE RED ESTABLECIDA.

VLAN

Sliconfig)fvlan 30
Sliconfig-wvlan)§
S LINE-S5-CHANGED: Interface Vlan30, changed state to up

S3{config) gvlan 40
S3lconfig-wvlan) g
SLINE-5-CHAMNEED: Interface Vlan40, changed state to up

Troncales

S5l {config)finterface £0/1
Sl {config—if) fswitchport mode dynamic desirable

Sl {config)#int £0/3
Sl{config—if) fawitchport mode dynamic desirakle
S3({config)fint £0/53
S3({config-if) fswitchport mode dynamic desirabl
S3 (config)#int £0/1
53 (config-if) gswitchport mode dynamic desirakl
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Slishow interfaces trunk

Bort Mode Encapsulation Status Natiwve wvlan
Fal/s3 desirable n-80Z.1g trunking 1
Bort Vlans allowed on trunk
Fal/s3 1-1005
Bort Vlans allowed and active in mansgement domain
Fal/3 1,30
Bort Vlans in spanning tree forwarding state and not
pruned
Fal/3 1,30
S3gshow interfaces trunk
Portc Mode Encapsulation Status Hatiwve wlan
F=0s3 dezirakle n—-80Z.1g trunking 1
Port Vlans =llowed on trunk
Falys3 1-1005
Bort Vlans z2llowed and active in management domain
Fa0/3 1,40
Bort Vlans in spanning tree forwarding state and not
pruned
Fa0/3 1,40
Enlaces

Sl {config) #interface £0/1

Sl {config-if) #switchport access wlan 30
Sl {config-if) #interface £0/3

8l {config-if) #switchport access wlan 30

S3{config-if) fawitchport access wlan 40

S3{config-if) ¢interface £0/1
S3{config-if) fawitchport access wlan 40
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Inter-VLAN

Bl{config)finterface gl/s1.1

Bl {config-subkif) g

Bl {config-subkif) gencapsulation dotld 1

Bl {config-subkif) g

Bl {config-sukif)fip address 132 .168.1.1 255_.255.255.0

BZ {configlginterface glsl 1
BZ {config-subif) fencapsulation dotld 1
RZ (config-subif) §ip address 182 _.1683.1.2 Z55_Z55_.255.0

Bilconfig)finterface glsfl. 2

B2 {config-subif) fencapsulation dotld 1

B3 ({config-subif) §ip address 15%Z.188.1.3

% Tncomplete command.

R3 (config-subif) §ip address 13Z.168.1.3 Z55_Z55_2Z55.0

Seguridad

81 {config) #ip domain-name CCHA-lab . com
Sl{config) fusername admin privilege 15 secret sshadmin
8]l {config)#line wcy 0 15
51l {config-line) ftransport input 3sh
81 {config-line) #login local
S5l {config-line) fexit
51 {config)
51 {config) fcrypto key generate r3aa
The name for the keys will ke: 51 _CCHA-lz=b.com
Choose the size of the key modulus in the range of 360 to 2048
for your
Feneral Purpose Eeys. Choosing a key modulus greater than 512
may take
a few minutes.

How many kbits in the modulus [512]: 1024

% Fenerating 1024 kit BSZ& keys, keys will ke non-exportable. . .
[CE]
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83 (config)#ip domain-name CCHA-Lab.com
S3{config) fusername admin privilege 15 secret sshadmin
53 (config)#line vty 0O 15
853 (config-line) ftransport input ssh
853 (config-line) flogin local
53 (config-line) fexit
S3{config) &
53 (config) fcrypto key generate rsa
The name for the keys will ke: 53 _CCHA-Lak.com
Choose the size of the key modulus in the range of 3680 to Z048
for your
Feneral Purpose Feys. Choosing a key modulus greater thanm 512
m=y take
a few minutes.

How many bits in the modulus [512]: 1024
% GCenerating 1024 kit BRS4& keys, keys will be non-exportakble. ..

[CE]

Deshabilitar DNS lookup

53 {config) fno ip domain-lockup

Asignar direcciones IP a los Switches acorde a los lineamientos.

Sl {config)fint wlan 30

51 (config-if) §ip address 152.168.95_.2 Z55_255_.Z55.0
81 {config-if) fexit

Sl {config)fip default—gateway 152 168_.1.1

53 {config) #int wvlan 40

S3ilconfig-if) #ip address 192.168.93.3 Z55_.255_255.0
53 (config-if) gexit

53 (config) #ip default—gateway 183Z2_1&88.1_32
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DESACTIVAR TODAS LAS INTERFACES QUE NO SEAN UTILIZADAS EN EL
ESQUEMA DE RED.

Slren
Slgconf t©
Enter configuration commands, one per line. End with CNTL/Z._

51 (config) ginterface range fasEthernet 0/2

% Invalid input detected at "'~' marker.

51l {config) finterface range £0/Z
51 (config-if-range) #shutdown

2 LINE-5-CHANGED: Interface FastEthernet(/Z, changed state to administratiwvely down

5l {config-if-range) #interface range £0,/4-Z3

51 (config-if-range) §shutdown

$LINE-5-CHANGED: Interface FastEthernet(/4, changed state to administratiwvely down

2LINE-5-CHANGED: Interface FastEthernet(/5, changed state to administratively down

(LINE-5-CHANGED: Interface FastEthernet(/&, changed state to administratiwvely down

SLINE-5-CHENGED: Interface FastEthernetl/7, changed state to administratively down

$LINE-5-CHANGED: Interface FastEthernet(/8, changed state to administratiwvely down

2LINE-5-CHANGED: Interface FastEthernet(/%3, changed state to administratiwvely down

(LINE-5-CHANGED: Interface FastEthernet0/10, changed state to administratiwvely down
SLINE-5-CHRENCED: Interface FastEthernetl/1ll, changed state to administratively down
2LINE-5-CHANGED: Interface FastEthernet0/1Z, changed state to administratiwvely down
2LINE-5-CHANGED: Interface FastEthernet(0/13, changed state to administratiwvely down
SLINE-5-CHRENGED: Interface FastEthernetl/1l4, changed state to administratiwvely down
SLINE-5-CHRENGED: Interface FastEthernetl/15, changed state to administratively down
2LINE-5-CHANGED: Interface FastEthernet0/1&, changed state to administratiwvely down
2LINE-5-CHANGED: Interface FastEthernet(0/17, changed state to administratiwvely down
2LINE-5-CHANGED: Interface FastEthernetl/18, changed state to administratively down

2LINE-5-CHRNGED: Interface FastEthernetl/1%, changed state to administratively down

£ LINE-5-CHANGED: Interface FastEthernet(/Z0, changed state to administratively down

SLINE-5-CHANGED: Interface FastEthernetl/Z1, changed state to administratively down

$LINE-5-CHANGED: Interface FastEthernetl/22, changed state to administratiwvely down

$LINE-5-CHANGED: Interface FastEthernetl/Z3, changed state to administratively down
Sl{cnnfig—if—range)ﬂ
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53 (config) ginterface range £0/2
533 (config-if-range) #shutdown

SLINE-5-CHANGED: Interface FastEthernet(/2,

53 ({config-if-range) finterface range £0/4-24
533 (config-if-range) #shutdown

% LINKE-5-CHRNGED:

% LINKE-5-CHRNGED:

% LINKE-5-CHRNGED:

%LINE-5-CHANGED:

%LINE-5-CHANGED:

%LINE-5-CHANGED:

%LINE-5-CHANGED:

%LINE-5-CHANGED:

%LINE-5-CHANGED:

&LINE-5-CHRNGED:

&LINE-5-CHRNGED:

&LINE-5-CHRNGED:

&LINE-5-CHRNGED:

&LINE-5-CHRNGED:

&LINE-5-CHRNGED:

$LINE-5-CHANGED:

$LINE-5-CHANGED:

$LINE-5-CHANGED:

$LINE-5-CHANGED:

$LINE-5-CHANGED:

$LINE-5-CHANGED:

Interface
Interface
Interface
Interface
Interface
Interface
Interface
Interface
Interface
Interface
Interface
Interface
Interface
Interface
Interface
Interface
Interface
Interface
Interface
Interface

Interface

changed state to administratiwvely down
FastEthernet0/4, changed state to administratiwvely down
FastEthernet0/5, changed state to administratiwvely down
FastEthernet0/&, changed state to administratiwvely down
FastEthernetl/7, changed state to administratively down
FastEthernetl/8, changed state to administratively down
FastEthernet(/3, changed state to administratively down
FastEthernet0/10, changed state to administratiwvely down
FastEthernet(/11, changed state to administratiwvely down
FastEthernet(/12, changed state to administratiwvely down
FastEthernet(/13, changed state to administratively down
FastEthernet(/14, changed state to administratively down
FastEthernet(/15, changed state to administratively down
FastEthernet(/1e, changed state to administratively down
FastEthernet0/17, changed state to administratively down
FastEthernet(/18, changed state to administratiwvely down
FastEthernetd,/1%, changed state to administratiwvely down
FastEthernetd,/20, changed state to administratiwvely down
FastEthernetd,/21, changed state to administratiwvely down
FastEthernetd,/2Z, changed state to administratively down
FastEthernetd,/23, changed state to administratively down
FastEthernetd,/24, changed state to administratively down
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DHCP Y NAT PARA IPV4

EIGRP

Bl {config) frouter eigrp 1

Bl {config-router) fnetwork 172_.31_21.0 O
Bl {config-router) fnetwork 1.1.1.1 0.0_0
Bl {config-router) fnoc auto—sumary

-

[
o]
(i3]
(i3]

-0
L2

iy ]

5

% Invalid input detected at """ marker.

Bl {config-router) fnoc auto—summary
Bl {config-router) fnetwork 172_31_.21.59 0.0.0_.3
Bl {config-router) fnoc auto—summary

BZ{config)frouter eigrp 1

BZ {config-router) fnetwork 172_.31_.21.5% 0.0.0_3

BZ (config-router) §

BZ {config-router) fredistribute static

BZ (config-router) fexit

BZ (configi#ip route 0.0.0.0 0.0.0.0 2053.1&e5.200.

B3 (config)$#ip route 172.31.0.0 255.255.252.0 205.1e5.200.
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PARA ASIGNAR AUTOMATICAMENTE LA INFORMACION DE DIRECCION EN
LA RED, CONFIGURE EL R2 COMO SERVIDOR DE DHCPV4 Y EL R1 COMO

AGENTE DE RETRANSMISION DHCP

BZ (config) frouter eigrp 1

BZ (config-router) fnetwork 172_31_.21 .9 0.0.0_3

BZ (config-router) §
RZ (config-router) fredistribute static
BZ (config-router) fexit

RZ (config) fip route 0.0.0.0 0.0.0.0 2Z09.

RZ{config) g
BZ (config) gexit
RZg

1a5.

3]
L]
L]
2]
3]
[i}]

£5¥5-5-CONFIG I: Configured from conscle by conscle

BZfconf t

Enter configuration commsnds, one per line. End with CHIL/Z.
BZ lconfig) fip dhcp excluded-address 172.31.21.0 15Z.1e3.0.5
BZ lconfig) f#ip dhcp excluded-address 132 .1e8.1.1 15Z.1e3.1.5
BZ (config) #ip dhcp pool R1EL

BZ ({dhep—configl fnetwork 152 _ 1628.1.0 Z55_Z55_255.0

BZ (dhep—config) fdefault-reouter 1592 168.1.1

% Imvalid input detected at '~' marker.

RZ (dhep—config) fdefault-router 192 _.1&88.1.1

RZ (dhep—config) fdns—server 209.1e5.200.225

RZ (dhep—config) fdomain—neme ccona-lak. com

BRI (config)fip dhep pool R1GO

BZ (dhep-—config) fnetwork 182 1628.0.0 255_2Z55_Z55

BZ (dhecp-configl fgdefault-router 152 _1c28.0.1

BZ (dhep-—config) fdns—server Z09_1&5_2Z00_225
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Configurar R1 como servidor DHCP para las VLANs 30y 40.

Adicionamos las VLANs 30 y 40 en el Router 1

Bl (config) #ip dhecp pool DHCE-RAB
Bl (dhep-—configl §7
default-router Default routers

dns—server Set name sServer

exXit Exit from DHCP pool configuration mode
network Hetwork number and mask

no Hegate a command or set its defaults
option Baw DHCP opticons

Bl {dhep—config) fnetwork 192 168_0.0 255_255_255.0
Bl {dhep—config) f§default

& Tneomplete command.

Bl {dhep—config) fdefault-router 172 _31_Z1.0

Bl {dhep—config) fdns—server 8. 8.8.8

Bl (dhep—config) fexit

Bl {config) #do wr

Building configuration. ..

[CE]
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RESERVAR LAS PRIMERAS 30 DIRECCIONES IP DE LAS VLAN 30 Y 40
PARA CONFIGURACIONES ESTATICAS.

Configurar DHCP pool para VLAN | Name: ADMINISTRACION

30 DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Configurar DHCP pool para VLAN | Name: MERCADEO

40 DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Bl {config)fip dhep pool administracion

Rl (dhep—config) fnetwork 192 .158.30.0 Z55.255_.255.0
Bl {dhep—config) #dns—-server 10.10.10_.11

Bl {dhep—config) fdomain—-name cona—unad.com

% Invalid input detected at """ marker.

Bl {dhep—config) #default-router 172.231.21.0
Bl {dhep—config) fdomain—-name cona—unad.com

Bliconfig) #ip dhcp pool mercadeo
Bl {dhcp—config) #dns—-server 10.10.10.11
Bl {dhcp—config) #defaul-router 172.31.21.0

F

% Imvalid input detected at "' marker.

Bl {dhcp—config) #defaul-router 152.1e28.1.1

F

% Imvalid input detected at "' marker.

Bl {dhcp—config) fdefault-router 172.231.21.0
Bl {dhcp—config) #domain-name ccona-unad.com

% Tmwalid input detected a2t "' marker.
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CONFIGURAR NAT EN R2 PARA PERMITIR QUE LOS HOSTS PUEDAN SALIR
A INTERNET

BZ {config) #interface glys0

BZ {config-if)§ip nat inside

BZ (config-if)ginterface 3070
%¥Invelid interface type and number
BZ {config) finterface 307051

BZ {config-if)#ip nat outside
BZ{config-if)interface 30,/0/0
BZ{config-if)#ip nat outside

Prueba de Ping °IpConfig®

Command Prompt X

ret Tracer PC Command Line 1.0

C:y=ipconfig

FastEthernetl Connection: (default port)

vE hddress : 30::260:3EFF:FE4C-E051
figuration IP RAddress : 54 145
et Mask. ... ... ... ...o....C

¥F

e Configurar al menos dos listas de acceso de tipo estandar a su criterio en
para restringir o permitir trafico desde R1 o R3 hacia R2.

Bl {config) faccess—list 1 deny 172_.31_.21.0 0.0.0_.255
Bl {config) faccess-list 1 permit any

Bl {config) f#int gls0

Rl {config-if) §ip access—group 1 out

BZ (config) faccess-list 1 deny 1532 1eB8.1.2 O.0_.0_255
BZ (config) faccess—-list 1 permit any

BZ {config) §int gl0s1.1

BZ {config—subif) $ip access—group 1 out
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B3 {config) faccess—list 1 deny 172.31_23.0 0_0_0_.Z55
B2 {config) gacoess—list 1 permit any

B2 {config)gint gls0

R3 (config-if) #ip access—-group 1 out

Verificacion de los procesos de comunicacion y re direccionamiento del trafico de
los router mediante la comprobacion del uso de Traceroute y Ping.

Prueba Traceroute

C:\>tracert google.com
Unable to resolve target system name google.com.
C:\>tracert 209.165.200.230

Tracing route to 209.165.200.230 over a maximum of 30 hops:

192.168.40.1
152.1¢8.40.1
Request timed
1852.168.40.1
Request timed
152.168.40.1
Request timed
152.168.40.1
Request timed
192.168.40.1

1
P
3
4
5
e

Control-C
=
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Prueba de Ping

C:\>ping 192.168.30.2
Pinging 1592.168.30.2 with 32 bytes of data:

Request timed out.

Reply from 152.168.30.2: bytes=32Z time<lms TTL=127
Reply from 152_.168.30.2: bytes=32 time<lms TTL=127
Reply from 152 _.168.30.2: bytes=32 time<lms TTL=127

Ping statistics for 152_.168.30.2:
Packets: Sent = 4, Received = 3, Lost = 1 (25%
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = 0Oms

C:\ﬂ
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DISENO DE LA EXTRUCTURA DE LA RED

=

PC-FT
WLAN 30

1941
R1

1941
R3

Z050§24TT

PC-PT
WLAN 40

49



CONCLUSIONES

Se pone en préactica las habilidades y destrezas adquiridas en el desarrollo del
diplomado de Cisco CNNA en el consolidado de la practica finales en el desarrollo
de cada escenario que con caso de estudio, de habilidades préacticas en evidenciar
la temética asimilada en los conceptos y configuraciones de los escenarios
apoyandonos en el material de estudio suministrado o proporcionado por la
plataforma de Cisco desarrollando satisfactoriamente las topologias propuesta
demostrando de esta forma el aprendizaje y el conocimiento adquirido en la
realizacion del diplomado dando solucidon a los escenarios propuestos en esta
actividad
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