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3. GLOSARIO

DIRECCION IP: Protocolo de Internet, conformado de cierta cantidad de nimeros
la cual permiten identificar una estacion de trabajo o red.

ENRUTAMIENTO: Se utiliza para determinar una ruta y avanzar su informacion en
ella a partir de una red fuente o de esa misma.

RED: Conexion de dos o0 mas computadores y dispositivos conectados con el fin
de compartir el software, hardware y los recursos de informacion.

LAN: Red de Area Local, consiste en dos 0 mas nodos en un area local, su
propésito es compartir informacion y recursos locales.

SERVIDOR: computadora en la red que proporciona soporte en forma de
informacion que solicitan los clientes de la red.

ISP: Proveedor de Servicio de Internet, vende a sus usuarios la conexion a
internet.

NAT: Traduccion de Direcciones de Red, hace que las redes de ordenadores
utilicen un rango de direcciones IPs privadas y se conectan usando Unica direccion
IP publica.

ROUTER: Permite interconectar computadoras, establece rutas que se destinan a
cada paquete dentro de una red informética.

PROTOCOLOS RIP: Protocolo de Informacion de Enrutamiento, intercambian y
actualiza las tablas de rutas.

PROTOCOLOS DE RED: Conjuntos de normas standard, la cual especifica el
método para enviar y recibir dato entre varios ordenadores.

HOST: Sistema informativo en una red, normalmente implica a un computador.
Seguridad:

INTERFAZ DE RED: Conjuntos de operaciones que se encargan de envio y
recepcion de paquetes.

TELNET: TELecommunication NETwork, encargada de conectar un equipo remoto
a través de la red.

PING: Packet Internet Groper, prueba la conectividad entre dos dispositivos 0
nodos a través de una red.



4. RESUMEN

La presente prueba o trabajo consiste en evaluar las actividades estudiadas
durante el Diplomado de Profundizacion CCNA, con el fin de colocar a pruebas
nuestra aprehension a través de dos diferentes escenarios la cual se le debe dar
una solucion a su enigma con diferentes formas de Networking.

Los escenarios para solucionar como administrador de red consisten en realizar
diferentes configuraciones para que se puedan interconectar entre si cada uno de
los dispositivos como se muestra en cada uno de los escenarios propuestos y la
topologia de red. Dicha configuracion se debe cumplir y proseguir de inequivocas
exigencias solicitadas como son: configuracién de los routers, asignaciones de IP,
configuracion de los protocolos de enrutamientos, seguridad de las redes, y
comprobacion de la red.

Los escenarios se solucionaron basandose en los conocimientos obtenidos con la
metodologia del estudio en el Diplomado de Profundizacién CCNA lo cual se logro
cumplir cada unas de las peticiones requeridas durante la configuracién de cada
unos de los dispositivos que formaron parte de la red.

Palabras claves: ROUTERS, ENRUTAMIENTOS, SEGURIDAD, RED,
TOPOLOGIA, PROTOCOLOS, IP.



5. ABSTRACT

This test or work consists of evaluating the activities studied during the CCNA
Deepening Diploma, in order to test our apprehension through two different
scenarios, which must give a solution to your puzzle with different forms of
Networking.

The scenarios to be solved as a network administrator consist of making different
configurations so that each of the devices can be interconnected as shown in each
of the proposed scenarios and the network topology. Said configuration must be
fulfilled and the unequivocal requirements requested must be followed, such as:
configuration of routers, IP assignments, configuration of routing protocols, network
security, and network verification.

The scenarios were solved based on the knowledge obtained with the study
methodology in the CCNA Deepening Diploma, which was able to meet each of the
requests required during the configuration of each of the devices that were part of
the network.

Key words: ROUTERS, ROUTINGS, SECURITY, NETWORK, TOPOLOGY,
PROTOCOLS, IP.



6. INTRODUCCION

Es importante destacar que las redes se han ido evolucionando cada dia de una
manera muy rapida con el fin de brindar solucién al mundo en general. En cuanto
se refiere a las formas de comunicacion de las distintas conexiones mejorando de
forma eficaz los tiempos de comunicacion.

Actualmente las comunicaciones se rigen por medio de las redes, estas deben
seguir unos protocolos y una buena configuracién, la cual determina la veracidad y
seguridad de dicha red.

Por lo tanto se puede decir que el objetivo de la elaboracion de este trabajo es
para dar solucion a dos escenarios aplicando los conocimientos obtenidos
durante la realizacién del Diplomado de Profundizacion CCNA con el fin de validar
los conocimientos durante el proceso de aprendizaje virtual.
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7. ESCENARIO 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin,
en donde el estudiante sera el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos
de enrutamiento y demas aspectos que forman parte de la topologia de red.

Topologia de red

6.0 /30
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llustracion 1. Escenario 1

Este escenario plantea el uso de RIP como protocolo de enrutamiento,
considerando que se tendran rutas por defecto redistribuidas; asimismo, habilitar
el encapsulamiento PPP y su autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red
LAN y a los routers 3 de cada ciudad.
Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.
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Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.
Desarrollo Escenariol

Como trabajo inicial se debe realizar lo siguiente.

* Realizar las rutinas de diagnéstico y dejar los equipos listos para su

configuracion (asignar nombres de equipos, asignar claves de seguridad, etc.).
* Realizar la conexion fisica de los equipos con base en la topologia de red
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llustracion 2. Escenario 1

Asignar clave ISP

ISP>enable

ISP#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#no ip domain-lookup

ISP(config)#service password-encryption

ISP(config)#banner motd #SOLO PERSONAL AUTORIZADO#
ISP(config)#enable secret class

ISP(config)#line console 0

ISP (config-line)#password cisco

ISP(config-line)#login

ISP(config-line)#logging synchronous

ISP(config-line)#line vty 0 15

ISP(config-line)#password cisco

ISP(config-line)#login

ISP(config-line)#logging synchronous

Configurando router ISP

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
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Router(config)#hostname ISP

ISP (config)#exit

ISP#

%SYS-5-CONFIG_I: Configured from console by console
ISP#wr

Building configuration...

[OK]

ISP#

Asignar clave MEDELLIN1

MEDELLIN1>enable

MEDELLIN1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#no ip domain-lookup
MEDELLIN1(config)#service password-encryption
MEDELLIN1(config)#banner motd #SOLO PERSONAL AUTORIZADO#
MEDELLIN1(config)#enable secret class
MEDELLIN1(config)#line console O
MEDELLIN1(config-line)#password cisco
MEDELLIN1(config-line)#login
MEDELLIN1(config-line)#logging synchronous
MEDELLIN1(config-line)#line vty 0 15
MEDELLIN1(config-line)#password cisco
MEDELLIN1(config-line)#login
MEDELLIN1(config-line)#logging synchronous

Configurando router MEDELLIN1

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname MEDELLIN1
MEDELLIN1(config)#exit

MEDELLIN1#

%SYS-5-CONFIG_I: Configured from console by console
MEDELLIN1#wr

Building configuration...

[OK]

Asignar clave MEDELLIN2

MEDELLIN2>enable

MEDELLIN2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLINZ2(config)#no ip domain-lookup

MEDELLINZ2(config)#service password-encryption
MEDELLINZ2(config)#banner motd #SOLO PERSONAL AUTORIZADO#
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MEDELLINZ2(config)#enable secret class
MEDELLINZ2(config)#line console O
MEDELLINZ2(config-line)#password ciscp
MEDELLINZ2(config-line)#password cisco
MEDELLINZ2(config-line)#login
MEDELLINZ2(config-line)#logging synchronous
MEDELLINZ2(config-line)#line vty 0 15
MEDELLINZ2(config-line)#password cisco
MEDELLINZ2(config-line)#login
MEDELLINZ2(config-line)#logging synchronous
MEDELLINZ2(config-line)#

Configurando router MEDELLIN2

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname MEDELLIN2
MEDELLINZ2(config)#exit

MEDELLIN2#

%SYS-5-CONFIG_I: Configured from console by console
MEDELLIN2#wr

Building configuration...

[OK]

Asignar clave MEDELLIN3

MEDELLIN3>enable

MEDELLIN3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN3(config)#no ip domain-lookup
MEDELLIN3(config)#service password-encryption
MEDELLIN3(config)#banner motd #SOLO PERSONAL AUTORIZADO#
MEDELLIN3(config)#enable secret class
MEDELLIN3(config)#line console O
MEDELLIN3(config-line)#password cisco
MEDELLIN3(config-line)#login
MEDELLIN3(config-line)#logging synchronous
MEDELLIN3(config-line)#line vty 0 15
MEDELLIN3(config-line)#password cisco
MEDELLIN3(config-line)#login
MEDELLIN3(config-line)#logging synchronous
MEDELLIN3(config-line)#

Configurando router MEDELLIN3
Router>enable
Router#configure terminal

14



Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname MEDELLIN3
MEDELLIN3(config)#exit

MEDELLIN3#

%SYS-5-CONFIG_I: Configured from console by console
MEDELLIN3#wr

Building configuration...

[OK]

Asignar clave BOGOTAL

BOGOTA1>enable

BOGOTA1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA1L(config)#no ip domain-lookup
BOGOTAIL(config)#service password-encryption
BOGOTA1(config)#banner motd #SOLO PERSONAL AUTORIZADO#
BOGOTAI1(config)#enable secret class
BOGOTA1(config)#line console 0
BOGOTA1(config-line)#password cisco
BOGOTA1(config-line)#login

BOGOTA1(config-line)#logging synchronous
BOGOTAIL(config-line)#line vty 0 15
BOGOTAI1(config-line)#password cisco
BOGOTA1L(config-line)#login

BOGOTA1(config-line)#logging synchronous
BOGOTA1(config-line)#

Configurando router BOGOTAL

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOGOTA1

BOGOTA1(config)#exit

BOGOTA1#

%SYS-5-CONFIG_I: Configured from console by console
BOGOTA1#wr

Building configuration...

[OK]

Asignar clave BOGOTA2

BOGOTA2>enable

BOGOTA2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA2(config)#no ip domain-lookup
BOGOTAZ2(config)#service password-encryption
BOGOTA2(config)#banner motd #SOLO PERSONAL AUTORIZADO#

15



BOGOTAZ2(config)#enable secret class
BOGOTA2(config)#line console 0
BOGOTAZ2(config-line)#password cisco
BOGOTAZ2(config-line)#login
BOGOTAZ2(config-line)#logging synchronous
BOGOTAZ2(config-line)#line vty 0 15
BOGOTAZ2(config-line)#password cisco
BOGOTAZ2(config-line)#login
BOGOTAZ2(config-line)#logging synchronous
BOGOTA2(config-line)#

Configurando router BOGOTAZ2

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOGOTA2
BOGOTAZ2(config)#exit

BOGOTA2#

%SYS-5-CONFIG_I: Configured from console by console
BOGOTA2#wr

Building configuration...

[OK]

Asignar BOGOTA3

BOGOTA3>enable

BOGOTA3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA3(config)#no ip domain-lookup
BOGOTA3(config)#service password-encryption
BOGOTA3(config)#banner motd #SOLO PERSONAL AUTORIZADO#
BOGOTA3(config)#enable secret class
BOGOTA3(config)#line console 0
BOGOTA3(config-line)#password cisco
BOGOTA3(config-line)#login

BOGOTA3(config-line)#logging synchronous
BOGOTA3(config-line)#line vty 0 15
BOGOTA3(config-line)#password cisco
BOGOTA3(config-line)#login

BOGOTA3(config-line)#logging synchronous
BOGOTA3(config-line)#

Configurando router BOGOTA3

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

16



Router(config)#hostname BOGOTA3

BOGOTA3(config)#exit

BOGOTA3#

%SYS-5-CONFIG_I: Configured from console by console
BOGOTA3#wr

Building configuration...

[OK]

Configurando Interfaz ISP

ISP#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ISP (config-if)#interface serial0/0/0

ISP (config-if)#ip address 209.17.220.1 255.255.255.252
ISP(config-if)#clock rate 128000

ISP (config-if)y#no shutdown

ISP (config-if)#

ISP#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#interface serial0/1/1

ISP (config-if)#ip address 209.17.220.5 255.255.255.252
ISP(config-if)#clock rate 128000

ISP (config-if)j#no shutdown

ISP (config-if)#

Configurando Interfaz MEDELLIN1

MEDELLIN1>enable

MEDELLIN1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#interface serial0/1/0
MEDELLIN1(config-if)#ip address 209.17.220.2 255.255.255.252
MEDELLIN1(config-if)#clock rate 128000
MEDELLIN1(config-ify#no shutdown

MEDELLIN1(config-if)#

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to up
MEDELLIN1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/0, changed state
to up

MEDELLIN1#

%SYS-5-CONFIG_I: Configured from console by console

MEDELLIN1>enable

MEDELLIN1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#interface serial0/1/1
MEDELLIN1(config-if)#ip address 172.29.6.13 255.255.255.252

17



MEDELLIN1(config-if)#clock rate 128000
MEDELLIN1(config-if)y#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
MEDELLIN1(config-if)#

MEDELLIN1#

%SYS-5-CONFIG_I: Configured from console by console

MEDELLIN1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#interface serial 0/0/1
MEDELLIN1(config-if)#ip address 172.29.6.1 255.255.255.252
MEDELLIN1(config-if)#clock rate 128000
MEDELLIN1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
MEDELLIN1(config-if)#

MEDELLIN1>enable

MEDELLIN1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#interface serial0/0/0
MEDELLIN1(config-if)#ip address 172.29.6.3 255.255.255.252
Bad mask /30 for address 172.29.6.3
MEDELLIN1(config-if)#clock rate 128000
MEDELLIN1(config-ify#no shutdown

MEDELLIN1(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
MEDELLIN1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

MEDELLIN1(config-if)#

MEDELLIN1#MEDELLIN1>enable

MEDELLIN1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#interface serial0/0/0
MEDELLIN1(config-if)#ip address 172.29.6.3 255.255.255.252
MEDELLIN1(config-if)#clock rate 128000
MEDELLIN1(config-ify#no shutdown

MEDELLIN1(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
MEDELLIN1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

MEDELLIN1(config-if)#

18



Configurando Interfaz Medellin2

MEDELLIN2>enable

MEDELLIN2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLINZ2(config)#interface serial0/1/1
MEDELLINZ2(config-if)#ip address 172.29.6.12 255.255.255.252
Bad mask /30 for address 172.29.6.12
MEDELLINZ2(config-if)y#no shutdown

MEDELLINZ2(config-if)#

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/1, changed state
to up

MEDELLINZ2(config-if)#

MEDELLINZ2(config)#interface serial0/0/0

MEDELLINZ2(config-if)#ip address 172.29.6.9 255.255.255.252
MEDELLINZ2(config-if)#no shutdown

MEDELLINZ2(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

MEDELLINZ2(config-if)#

%SYS-5-CONFIG_I: Configured from console by console

MEDELLIN2#

MEDELLIN2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLINZ2(config)#interface serial0/0/1
MEDELLINZ2(config-if)#ip address 172.29.6.5 255.255.255.252
MEDELLINZ2(config-if)#clock rate 128000
MEDELLINZ2(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
MEDELLINZ2(config-if)#exit

MEDELLINZ2(config)#interface fastEthernet0/0

MEDELLINZ2(config-if)#ip address 172.29.4.1 255.255.255.252
MEDELLINZ2(config-ify#no shutdown

MEDELLINZ2(config-if)#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

MEDELLINZ2(config-if)#
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Configurando interfaz MEDELLIN3

MEDELLIN3>enable

MEDELLIN3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN3(config)#interface serial0/0/0
MEDELLIN3(config-if)#ip address 172.29.6.7 255.255.255.252
Bad mask /30 for address 172.29.6.7
MEDELLIN3(config-if)y#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
MEDELLIN3(config-if)#

MEDELLIN3(config-if)#exit

MEDELLIN3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN3(config)#interface fa

MEDELLIN3(config)#interface fastEthernet0/0
MEDELLIN3(config-if)#ip address 172.29.4.2 255.255.255.252
MEDELLIN3(config-ify#no shutdown

MEDELLIN3(config-if)#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

MEDELLIN3(config-if)#

MEDELLIN3(config)#interface serial0/0/1

MEDELLIN3(config-if)#ip address 172.29.6.6 255.255.255.252
MEDELLIN3(config-ify#no shutdown

MEDELLIN3(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to up

MEDELLIN3(config-if)#

Configurando interfaz BOGOTAL

BOGOTA1>enable

BOGOTA1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

BOGOTAIL(config)#interface serial0/1/1

BOGOTA1L(config-if)#ip address 209.17.220.6 255.255.255.252
BOGOTAI1(config-if)#no shut down

BOGOTAIL(config-if)#

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to up
BOGOTAIL(config-if)#

BOGOTA1#configure terminal
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BOGOTAIL(config)#interface serial0/0/0
BOGOTAI1(config-if)#ip address 179.29.3.1 255.255.255.252
BOGOTAI1(config-if)#clock rate 128000
BOGOTA1(config-if)y#no shutdown

BOGOTA1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTAIL(config)#interface serial0/0/1

BOGOTA1(config-if)#ip address 172.29.3.5 255.255.255.252
BOGOTAI1(config-if)#clock rate 128000

BOGOTA1(config-if)#no shut down

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
BOGOTAIL(config-if)#

BOGOTAI1(config)#interface serial0/1/0

BOGOTAI1(config-if)#ip address 172.29.3.9 255.255.255.252
BOGOTA1(config-if)#clock rate 128000

BOGOTAIL(config-if)y#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
BOGOTAIL(config-if)#

Configurando BOGOTA2

BOGOTA2>enable

BOGOTA2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA2(config)#interface serial0/1/0

BOGOTA2(config-if)#ip address 172.29.3.9 255.255.255.252
BOGOTAZ2(config-if)#no shutdown

BOGOTA2(config-if)#

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to up
BOGOTA2(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/0, changed state
to up

BOGOTAZ2(config)#interface serial0/0/1

BOGOTAZ2(config-if)#ip address 172.29.3.13 255.255.255.252
BOGOTAZ2(config-if)#clock rate 128000

BOGOTAZ2(config-if)y#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
BOGOTAZ2(config-if)#

BOGOTAZ2(config)#interface fastEthernet0/1
BOGOTA2(config-if)#ip address 172.29.1.1 255.255.255.252
BOGOTAZ2(config-if)y#no shutdown

BOGOTAZ2(config-if)#
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%LINK-5-CHANGED: Interface FastEthernet0/1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed
state to up

Configurando interfaz BOGOTAS

BOGOTA3>enable

BOGOTA3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA3(config)#interface serial0/0/0

BOGOTA3(config-if)#ip address 172.29.3.10 255.255.255.252
BOGOTA3(config-if)y#no shutdown

BOGOTA3(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
BOGOTA3(config-if)#

BOGOTA3>enable

BOGOTA3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA3(config)#interface serial0/0/0

BOGOTA3(config-if)#ip address 172.29.3.10 255.255.255.252
BOGOTA3(config-if)#no shutdown

BOGOTA3(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
BOGOTA3(config-if)#

BOGOTA3(config)#interface serial0/0/1

BOGOTA3(config-if)#ip address 172.29.3.15 255.255.255.252

Bad mask /30 for address 172.29.3.15

BOGOTA3(config-if)#no shutdown

BOGOTA3(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
BOGOTA3(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to up

BOGOTA3(config)#interface fastEthernet0/0

BOGOTA3(config-if)#ip address 172.29.0.1 255.255.255.252
BOGOTA3(config-if)y#no shutdown

BOGOTAS3(config-if)#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

BOGOTA3(config-if)#

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.
22



Parte 1: Configuracion del enrutamiento
a. Configurar el enrutamiento en la red usando el protocolo RIP version 2, declare
la red principal, desactive la sumarizacién automatica.

Configurando enrutamiento en la red ISP usando protocolo RIP version 2
ISP#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#router rip

ISP(config-router)#version 2

ISP(config-router)#network 209.17.220.0

ISP(config-router)#network 209.17.220.4

ISP(config-router)#no auto-summary

ISP(config-router)#exit

Configurando enrutamiento en la red MEDELLIN1 usando protocolo RIP version 2
MEDELLIN1>enable

MEDELLIN1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#router rip
MEDELLIN1(config-router)#version 2
MEDELLIN1(config-router)#network 172.29.6.0
MEDELLIN1(config-router)#network 172.29.6.8
MEDELLIN1(config-router)#network 172.29.6.12
MEDELLIN1(config-router)#network 209.17.220.0
MEDELLIN1(config-router)#no auto-summary
MEDELLIN1(config-router)#passive-interface serial0/0/0
MEDELLIN1(config-router)#exit

Configurando enrutamiento en la red MEDELLINZ2 usando protocolo RIP version 2
MEDELLIN2>enable

MEDELLIN2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLINZ2(config)#router rip
MEDELLINZ2(config-router)#version 2
MEDELLINZ2(config-router)#network 172.29.6.4
MEDELLINZ2(config-router)#network 172.29.6.8
MEDELLINZ2(config-router)#network 172.29.6.12
MEDELLINZ2(config-router)#network 172.29.4.128
MEDELLINZ2(config-router)#no auto-summary
MEDELLINZ2(config-router)#passive-interface fastEthernet0/0
MEDELLINZ2(config-router)#exit

Configurando enrutamiento en la red MEDELLIN3 usando protocolo RIP version 2
MEDELLIN3>enable
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MEDELLIN3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN3(config)#router rip
MEDELLIN3(config-router)#version 2
MEDELLIN3(config-router)#network 172.29.6.4
MEDELLIN3(config-router)#network 172.29.6.0
MEDELLIN3(config-router)#network 172.29.4.0
MEDELLIN3(config-router)#no auto-summary
MEDELLIN3(config-router)#passive-interface fastEthernet0/0
MEDELLIN3(config-router)#exit

Configurando enrutamiento en la red BOGOTA1 usando protocolo RIP version 2
BOGOTA1>enable

BOGOTA1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA1(config)#router rip
BOGOTAI1(config-router)#version 2
BOGOTAI1(config-router)#network 172.29.3.0
BOGOTA1(config-router)#network 172.29.3.4
BOGOTAI1(config-router)#network 172.29.3.8
BOGOTAI1(config-router)#network 209.17.220.4
BOGOTAI1(config-router)#no auto-summary
BOGOTA1(config-router)#passive-interface serial0/0/0
BOGOTAI1(config-router)#exit

Configurando enrutamiento en la red BOGOTAZ2 usando protocolo RIP version 2
BOGOTA2>enable

BOGOTA2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTAZ2(config)#router rip
BOGOTA2(config-router)#version 2
BOGOTAZ2(config-router)#network 172.29.3.8
BOGOTAZ2(config-router)#network 172.29.3.12
BOGOTAZ2(config-router)#network 172.29.1.0
BOGOTAZ2(config-router)#no auto-summary
BOGOTA2(config-router)#passive-interface fastEthernet0/1
BOGOTAZ2(config-router)#exit

Configurando enrutamiento en la red BOGOTA3 usando protocolo RIP version 2
BOGOTA3>enable

BOGOTA3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA3(config)#router rip

BOGOTAS3(config-router)#version 2

BOGOTA3(config-router)#network 172.29.3.0
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BOGOTA3(config-router)#network 172.29.3.4
BOGOTA3(config-router)#network 172.29.3.12
BOGOTA3(config-router)#network 172.29.0.0
BOGOTA3(config-router)#no auto-summary
BOGOTAZ3(config-router)#passive-interface fastEthernet0/0
BOGOTA3(config-router)#exit

b. Los routers Bogotal y Medellin deberan afadir a su configuracion de
enrutamiento una ruta por defecto hacia el ISP y, a su vez, redistribuirla dentro de
las publicaciones de RIP.

Configurando router MEDELLIN1

MEDELLIN1>enable

MEDELLIN1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.6
MEDELLIN1(config)#route rip

MEDELLIN1(config-router)#de
MEDELLIN1(config-router)#default-information originate

Configurando router BOGOTAL

BOGOTA1>enable

BOGOTA1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTAZL(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.2
BOGOTA1(config)#route rip

BOGOTA1(config-router)#de
BOGOTA1(config-router)#default-information originate

c. El router ISP debera tener una ruta estatica dirigida hacia cada red interna de
Bogota y Medellin para el caso se sumarizan las subredes de cada uno a /22.
Configurando ISP ruta estatica

ISP>enable

ISP#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

ISP(config)#ip route 172.29.4.0 255.255.252.0 209.17.220.6

ISP(config)#ip route 172.29.0.0 255.255.252.0 209.17.220.2

ISP(config)#

Configurando ruta estatica MEDELLIN1

MEDELLIN1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.1
MEDELLIN1(config)#exit

Configurando ruta estatica BOGOTAL

BOGOTA1>enable
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BOGOTA1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTAI1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.5
BOGOTAIL(config)#exit

Parte 2: Tabla de Enrutamiento.

a. Verificar la tabla de enrutamiento en cada uno de los routers para comprobar las
redes y sus rutas.

Verificando enrutamiento del router MEDELLIN1

HMEDELLINl1#show ip route
Codes: C - connected, 5 - static, I - IGRF, R - RIF, M - mobkile, B -
BEE
D - EIZRF, EX - EIGRF extermnal, © - O5PF, IR - OS5PFF inter area
N1 - OS5PF NS55R external type 1, N2 - O5PF NS55A external type 2
E1l - OS5PF external type 1, E2 - O5PF external type 2, E - EGP
i - I5-I5, L1 - I5-IS5 lewel-l, L2 - I5-IS5 lewvel-2, ia - I5-IS
inter area
¥ — candidate default, U - per-user static route, o — CODR
b - pericdic downloaded static route

Fateway of last resort is 205.17.220.1 to network 0.0.0.0

172.25%.0.0/30 is subnetted, 4 subnets

1l72.25.3.4 [120/2] wia 205.17.220.1, 00:00:03, Seriald/Llys0

1l72.25.3.8 [120/2] wia 205.17.220.1, 00:00:03, Seriald/Llys0

172.25%_.€.0 is directly connected, Seriald/0/1

172.259.€.12 is directly connected, Seriall/ 1/l
20%.17.220.0/30 is subnetted, 2 subnets

20%_.17.220.0 is directly connected, Serial0/1/0

209.17.220_4 [120/1] wia 20%.17_.220.1, 00:00:03, Serialdys1/0
g 0.0.0.0/0 [1/0]1 wia 205.17_.220.1

[1/01 wia 20%.17_.220.%

Oa0gnoo

a0

llustracion 3. Enrutamiento MEDELLIN1

Verificando enrutamiento del router MEDELLIN2
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MEDELLINZ=enakle
MEDELLIMNZ2#show ip route
Codes: C - connected, 5 - static, I - IGRP, R - RIF, H - mokile, B -
BEE
[ - EIZRP, E¥ - EIGRF external, O - O5FF, IR - OS5PF inter area
N1 - OS5PF MS55LX external type 1, N2 - OSPF M55SR external type 2
El - O5PF external type 1, E2 - QOS5PF external type 2, E - EGP
i - I5-I5, L1 — IS-IS lewel-1l, LZ - IS5-IS5 level-2, ia — IS-IS
inter area
¥ — rcandidate default, U - per-user static route, o — QDR
P - periodic downloaded static route

Fateway of last resort is not set

172.25.0.0/30 is subnetted, 2 subnets

29.4.0 is directly connected, FastEthernetl/0
.29 .€.4 is directly connected, Seriald/s0/1

llustracion 4. Enrutamiento MEDELLIN2

Verificando enrutamiento del router MEDELLIN3
MEDELLIN3§show ip route
Codes: C - connected, 5 - static, I - IGRP, B - RIP, M - mokile, B -
BGE
Ir — EIGRP, EX - EIZRP external, & - O5PF, IZ - OS5PF inter area
W1l - OSPF NS5R external type 1, M2 - OS5PF NSS5A external type 2
El - OBPF external type 1, E2 - O5PF external type 2, E — EGP
i - Is-I5, L1 - I5-I5 lewvel-1l, L2 - I5-I5 lewvel-2, ia - IS5-IS
inter area
¥ — pandidate default, U - per-user static route, o — QDR
B - pericdic downloaded static route

Fateway of last resort is not set

172.25.0.0/30 is subnetted, 3 subnets

c 4.0 is directly connected, FastEthernetl,0

c .6.4 is directly connected, Serialld/0/1

B .6.8 is possibly down, routing wia 172.2%.8.5,
Serialosos1

llustracion 5. Enrutamiento MEDELLIN3

Verificando enrutamiento del router BOGOTAL
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Bi=F
o - EIGRP, EX - EIGRP external, O - O5PF, IZ - OS5PF inter area
N1 - OS5PF MS5A external type 1, N2 - OSPF MNS55R external type 2
El - OS5PF external type 1, EXZ — O5PF external type 2, E — EGP
i - I5-I5, L1 - I5-IS5 lewel-1l, LZ - I5-I5 lewel-2, ia - IS5-IS
inter area
¥ - pandidate default, U - per-user static route, o - QDR
b - periocdic downloaded static route

Fateway of last resort is 20%.17.220.2 to network 0.0.0.0

172.259.0.0/30 is subnetted, 4 subnets
c 172.25%.3.4 is directly connected, Serialld/ 071
c 29.3.8 is directly connected, Serialld/s1ls0
=3 172.25%.6.0 [120/2] wia 205%.17.220.5, 00:00:25, Serial0 /1,1
= 172.259.€.12 is possikly down, routing wia 205.17.220.5,
Seriald/1l/1

175%.259.0.0/30 is subnetted, 1 subnets

c 175%.259.3.0 is directly connected, Seriald/0/0
2059.17.220.0/30 is subnetted, I subnets

=) 205.17.220.0 [120/1] wia 20%.17.220.5, 00:00:25, Seriall/1/1

c 2059_.17.220.4 is directly connected, Serialld/l/1

g% 0.0.0.0/0 [1/50] wia 205.17.220.2
[1/0] wia 20%.17.220.%5

llustracion 6. Enrutamiento BOGOTA1

Verificando enrutamiento del router BOGOTA2

BOZOTRZ#show ip route
Codes: C - connected, 5 - static, I - IGRP, B - RIPF, M - mokile, B -
BEE
h — EIGRP, EX¥ — EIGRP external, ¢ — O5PF, IA — OS5PF inter area
N1 - OSPF MNS5R external type 1, N2 - OS5PF M55SR external type 2
E1l - O5PF external type 1, E2 - O5PF external type Z, E - EGF
i - I5-I5, L1 - I5-IS5 lewel-1l, LZ — I5-I5 lewvel-2, ia - I5-IS
inter area
¥ — pcandidate default, U - per—user static route, o — QDR
P - pericdic downloaded static route

Fateway of last resort is not set

172.25%.0.0/30 is subnetted, 2 subnets

29.1.0 is directly connected, FastEthernetls1l
29.2.8 is directly connected, Seriald/s1l/s0
.25%.3.12 is directly connected, Serial0, 0,1

llustracion 7. Enrutamiento BOGOTAZ2

Verificando enrutamiento del router BOGOTA3
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BOZOTA3gshow ip route
Codes: C - connected, 5 - static, I - IGRF, R - RIPF, M - mobile, B -
BCEE
Ih — EIGRP, EX - EIGRP external, O - O5PF, IZ - QSPF inter area
W1l - OS5PF NSS5Z external type 1, N2 - OS5PF NSS5L external type 2
El - OSPF external type 1, E2 - O5PF external type 2, E — EGP
i - I5-I5, L1 — I5-IS lewel-1l, L2 - I5-IS5 lewel-2, ia - IS-IS
inter area
¥ — pandidate default, U - per—user static route, o — QDR
P - periodic downloaded static route

Fateway of last resocrt is not set

172.29.0.0/30 is subnetted, 3 subnets

c 172.29.0.0 is directly connected, FastEthernetls0
c 172.29.3.8 is directly connected, Serialds0s0
c 172.25.3.12 is directly connected, Serial0/1l/0

llustracion 8. Enrutamiento BOGOTA3

b. Verificar el balanceo de carga que presentan los routers.

c. Obsérvese en los routers Bogotal y Medellinl cierta similitud por su ubicacion,
por tener dos enlaces de conexidn hacia otro router y por la ruta por defecto que
manejan.

d. Los routers Medellin2 y Bogota2 también presentan redes conectadas
directamente y recibidas mediante RIP.

e. Las tablas de los routers restantes deben permitir visualizar rutas redundantes
para el caso de la ruta por defecto.

f. El router ISP solo debe indicar sus rutas estéticas adicionales a las directamente
conectadas.

.pe -
Verificando rutas estaticas del router ISP
El - OSPF external type 1, EZ2 - O5PF extermnal type 2, E - EGP
i - I5-Is, Ll - IS-IS lewel-l, L2 - IS5-IS5 level-2, ia - I5-IS
inter area
* — rcandidate default, U - per-user static route, o — ODR
P - periodic downloaded static route

Gateway of last resort is 205.17.220.2 to metwork 0.0.0.0

172.25.0.0/1¢€ is wariably subnetted, € subnets, 2 masks
-0/22 [1/0] wia 209.17.220.
[1/0] wia 20%_.17_220_
=) 172.29.2.4/30 [120/1] wia 205.17.
E 2.29.3.8/730 [120/1] wia 2059_.17.
5 172.25.4.0/22 [1/0] wia 205.17.
[1/0] wia 20%9.17.

, 00:00:02, Seriallds Ll 1l
, 00:00:02, Serial0/1l/1

2} 172.23.6.0/30 [120/1] wia 205.17. 2, 00:00:05, Seriald/s0/0
= 172.29.6.12/30 [120/1] wia 209.17.220.2, 00:00:05,
Seriald/0/0

209.17.220.0/30 is subnetted, 2 subnets
c 205.17_.220.0 is directly connected, Serialds0/0
c 209.17.220.4 is directly connected, Seriald/1/1
B 0.0.0.0/0 [120/1] wia 205%_17_.220.2, 00:00:05, Serialds0/0

[120/1] wvia 205.17.220.€, 00:00:02, Seriall/s/1l/1

llustracion 9. Ruta Estatica
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Parte 3: Deshabilitar la propagacion del protocolo RIP.

a. Para no propagar las publicaciones por interfaces que no lo requieran se debe
deshabilitar la propagacion del protocolo RIP, en la siguiente tabla se indican las
interfaces de cada router que no necesitan desactivacion.

ROUTER INTERFAZ

Bogotal SERIALO/0/1; SERIALO/1/0;
SERIALO/1/1

Bogota2 SERIALO/0/0; SERIALO/0/1

Bogota3 SERIALO/0/0; SERIALO/0/1;
SERIALO/1/0

Medellinl SERIALO/0/0; SERIALO/0/1;
SERIALO/1/1

Medellin2 SERIALO/0/0; SERIALO/0/1

Medellin3 SERIALO/0/0; SERIALO/0/1;
SERIALO/1/0

ISP No lo requiere

Tabla 1. Interfaces Protocolo RIP

Nota: La configuracion se realiz6 con anterioridad al configurar el RIP
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Parte 4: Verificacion del protocolo RIP.

a. Verificar y documentar las opciones de enrutamiento configuradas en los
routers, como el passive interface para la conexion hacia el ISP, la version de RIP
y las interfaces que participan de la publicacion entre otros datos.

Verificando protocolo RIP en router MEDELLIN1
MEDELLINlf#show ip proto
MEDELLINl1f#show ip protocols
Bouting Protocol is "rip"
Sending updates ewvery 30 seconds, next due in 12 seconds
Invalid after 180 seconds, hold down 1820, flushed after 240
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip
Default wersion control: send wersion 2, receiwve 2
Interface Send BRecw Triggered RIP Eey-chain
Seriald/ os1
Serialds1s0
Serialds1/s1
utomatic metwork summarization is not in effect
Maximum path: 4
Routing for Metworks:
172.25%.0.0
20%.17.220.0
Passive Interface(s):

[
[ G S

Seriald SO0 /0
Bouting Information Sources:
Fateway Distance Last Update
209.17.220.1 120 Q0:00:24
Distance: {(default is 120)

llustracién 10. Protocolo RIP MEDELLIN1

Verificando protocolo RIP en router MEDELLIN2
MEDELLINZ§show ip pro
MEDELLINZ$show ip protocols
Bouting Protocol is "rip"™
Sending updates every 30 seconds, next due in 25 seconds
Invalid after 120 seconds, hold down 180, £flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update £filter list for all interfaces is not set
Redistributing: rip
Default wersion control: send wersion 2, receive 2

Interface Send Recw Triggered RIF Eey-chain
Seriald 0O/1 2 2
Seriald/0a /0 2 2

Automatic network summarization is not in effect
Maximm path: 4
Routing for Wetworks:

172.25.0.0
Passive Interface(s):

FastEthernet0,0
REouting Information Sources:

Fateway Distance Last Update
Distance: jdefault is 120)

llustracién 11. Protocolo RIP MEDELLIN2
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Verificando protocolo RIP en router MEDELLIN3
MEDELLINZ#show ip pro
MEDELLIN3gshow ip protocols
Routing Protocol is "rip™

-

Sending updates ewery 30 seconds, next due in 7 seconds
Imwvalid after 180 seconds, hold down 180, flushed after
Cutgoing update filter list for all interfaces is not set
Incoming update filter lish for all interfaces is not set

Redistributing: rip
Default wersion control: send wversion 2, receiwve 2

Interface Send BRecwv Triggered RIP Eey-chain

Seriald/Os1 2 2
Automatic network summarization is not in effect
Haximum path: 4
Routing for Hetworks:
172.25.0.0
Passive Interface(s):
FastEthernetd/, 0
Routing Information Sources:

Fateway Distance Last Update
172_.25%_€.5 1za 00:-00:-24
Distance: (default is 120)

[lustracion 12. Protocolo RIP MEDELLIN3

Verificando protocolo RIP en router BOGOTAL
BOZO0TAl#gshow ip pro
BOZOTAl#show ip protocols
Bouting Protocol is "rip"™

Sending updates every 30 seconds, next due in 21 seconds
Invalid after 180 seconds, hold down 120, flushed after
Cutgoing update filter list for all interfaces is not set
Incoming update f£ilter list for all interfaces is not set

Bedistributing: rip
Default wersion control: send wversion 2, receiwve 2
Interface
Serialds1ls1
Serialdys0/1
Seriald/s1ls0
Zutomatic network summarization is not in effect
Maximam path: 4
Routing for MNetworks:
172.25._.0.0
205_.17.220.0
Passive Interface(s):

[45]
im
=]
L

[
[

Serial0/ 070
Bouting Information Sources:
Fateway Distance Last Update
205.17.220.5 120 00:-00:20
Distance: (default is 120}

llustracion 13. Protocolo RIP BOGOTAL
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Verificando protocolo RIP en router BOGOTA2

BOZOTAZ2fshow ip pro

BOZOTAZ#show ip protocols

Routing Protococl is "rip™

Sending updates every 30 seconds, next due in 5 seconds
Invalid after 120 seconds, hold down 120, flushed after 240
Cutgoing update £ilter list £for all interfaces is not set
Incoming update £ilter list £for all interfaces is not set
Redistributing: rip

Default wersion control: send wversiom 2, receive 2

Interface Send BRecv Triggered BRIP Eey-chain
Seriald/ 071 2 2
Seriald/s1/0 2 2

Zutomatic network summarization is not in effect
MHaxipum path: 4
Bouting for WNetworks:

172.25.0.0
Passive Interface(s):

FastEthernetl/1
Bouting Information Sources:

Fateway Distance Last Update
Distance: (default is 120)

llustracion 14. Protocolo RIP BOGOTAZ2

Verificando protocolo RIP en router BOGOTAS3
BOZOTAZgshow ip pro
BOZOTAZEshow ip protocols
Bouting Protocol is "rip"
Sending updates every 30 seconds, next due in 0 seconds
Invalid after 180 seconds, hold down 120, flushed after 240
Cutgoing update £ilter list for all interfaces is not set
Incoming update £ilter list for all interfaces is not set
Bedistributing: rip
Default wversion control: send wersiom 2, receiwve 2

Interface Send BRecw Triggered RIF Eey-chain
Seriald/s1/0 2 2
Serizldysa/0 2 2

Zutomatic network summarization is not in effect
Haximam path: 4
Routing for MNetworks:

172.25.0.0
Passiwve Interface(s):

FastEthernetl/s0
Bouting Information Sources:

Fateway Distance Last Update
Distance: (default is 120)

llustracion 15. Protocolo RIP BOGOTA3
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b. Verificar y documentar la base de datos de RIP de cada router, donde se
informa de manera detallada de todas las rutas hacia cada red.

Verificando rutas de RIP router MEDELLIN1
MEDELLIMN] {config-router) §do show ip route connected
C 172.25%.€.0/30 is directly connected, Seriall0sS0/1
e 172 .25 . €.12/730 is directly connected, Seriald/ 1/ 1

llustracion 16. Rutas RIP MEDELLIN1
Verificando rutas de RIP router MEDELLIN2

MEDELLINZ (config-router) #do show ip route connected
c 172 .2%.4.0/30 1is directly connected, FastEthermetl/0
c 172 .2%.€.4/30 1is directly connected, Seriald/s0/1
c 172 .2%.6.8/30 1is directly connected, Seriald/0/0
I

lustracion 17. Rutas RIP MEDELLIN2
Verificando rutas de RIP router MEDELLIN3

HMEDELLINZ {(config-router) f§do show ip route connected
c 172.25.4.0/30 1is directly connected, FastEthernetl/0
c 172.25%.6.4/30 1is directly connected, Serialld/sO0f1

llustracion 18. Rutas RIP MEDELLIN3
Verificando rutas de RIP router BOGOTA1

BOZOTAL (config-router) #do show ip route connected

s 172.29_.32.4/30 is directly connected, Seriald/s0f1
172.29_3.8/30 is directly connected, Seriald/sls0
175.259_.3.0/30 is directly connected, Seriald/as0
208 172204530 is directly connected, Serizald/sls1
208 17_.220.5/32 is directly connected, Serizaldf1l/s1

llustracion 19. Rutas RIP BOGOTAL

IYETHTHRE

Verificando rutas de RIP router BOGOTA2
BOE0TRAZ (config-router) §do show ip route connected
c 172.25.1.0/30 1is directly connected, FastEthernetds1
- 172 _29_3_8/,30 is directly connected, Seriald/s1l/s0
e 172_.25.3.12/30 is directly connected, Seriald/ 0,1

llustracion 20. Rutas RIP BOGOTA2
Verificando rutas de RIP router BOGOTA3

BOZOTAS (config-router) §do show ip route connected

c 172.25%.0.0/30 1is directly connected, FastEthernetl/0
- 172 _29_3_8/530 is directly connected, Seriald/ 0,0

c 172 .25 _3_.12/30 is directly comnected, Seriald/ 1/ 0

llustracion 21. Rutas RIP BOGOTAS3
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Parte 5: Configurar encapsulamiento y autenticacion PPP.

a. Segun la topologia se requiere que el enlace Medellinl con ISP sea configurado
con autenticacion PAT.

ISP con autenticacion PAT

ISP>enable

ISP#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#username MEDELLIN1 password cisco

ISP (config)#interface serial0/0/0

ISP(config-if)y#encapsulation PPP

ISP (config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to down

ISP (config-if)#ppp authentication pap

ISP (config-if)#ppp pap sent-username ISP password cisco

MEDELLIN1

MEDELLIN1>enable

MEDELLIN1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#username ISP password cisco
MEDELLIN1(config)#interface serial0/1/0

MEDELLIN1(config-if)j#enca

MEDELLIN1(config-ify#encapsulation PPP

MEDELLIN1(config-if)#ppp authentication pap

MEDELLIN1(config-if)#ppp pap sent-username MEDELLIN1 password cisco

Verificacion por PAP de MEDELLIN1 a ISP
HMELELLINl>=ping 205%.17_.220.1
Iype escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 205_.17.220.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/1/3 ms

llustracion 22. PAD MEDELLIN1
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b. El enlace Bogotal con ISP se debe configurar con autenticacion CHAT.
ISP con autenticacion CHAT

ISP>enable

ISP#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#username BOGOTAL password cisco

ISP (config)#interface serial0/1/1

ISP (config-ify#encapsulation ppp

ISP(config-if)#ppp authentication chap

BOGOTA1l

BOGOTA1>enable

BOGOTA1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA1(config)#username ISP password cisco
BOGOTAI1(config)#interface serial0/1/1
BOGOTA1L(config-if)#encapsulation ppp

BOGOTA1L(config-if)#

%LINEPROTO-5-UPDOWN: Line 36rotocolo n Interface Serial0/1/1, changed state
to down

BOGOTA1(config-if)#ppp au

BOGOTA1(config-if)#ppp authentication chap

Verificacion por CHAT de BOGOTA1L a ISP

BOFOTAl>ping 205_.17_.220.5

Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos to 20%_.17_.220.5, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/1/5 ms

llustracion 23. CHAT BOGOTA1

Parte 6: Configuracion de PAT.

a. En la topologia, si se activa NAT en cada equipo de salida (Bogotal y
Medellinl), los routers internos de una ciudad no podran llegar hasta los routers
internos en el otro extremo, so6lo existira comunicacion hasta los routers Bogotal,
ISP y Medellinl.

MEDELLINl#ping 205_17_220.5

Type escape seguence to abort.
Sending 5, 100-kbyte ICHMP Echos to 209%.17_.220.5, timeout is 2 seconds:

Success rate is 0 percent (0/5)

llustracion 24. Ping Fallido
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b. Después de verificar lo indicado en el paso anterior proceda a configurar el NAT
en el router Medellinl. Compruebe que la traduccion de direcciones indique las
interfaces de entrada y de salida. Al realizar una prueba de ping, la direccion debe
ser traducida automaticamente a la direccion de la interfaz serial 0/1/0 del router
Medellinl, cémo diferente puerto.

Configurando MEDELLIN1

MEDELLIN1>enable

MEDELLIN1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#ip access-list standard MEDELLIN1
MEDELLIN1(config-std-nacl)#permit 172.29.4.0 0.0.0.255
MEDELLIN1(config-std-nacl)#exit

MEDELLIN1(config)#ip nat inside source list 1 interface serial0/1/0
MEDELLIN1(config)#access-list 1 permit 172.29.4.0 0.0.3.255
MEDELLIN1(config)#interface serial0/1/0
MEDELLIN1(config-if)#ip nat outside
MEDELLIN1(config-if)#interface serial0/1/1
MEDELLIN1(config-if)#ip nat inside
MEDELLIN1(config-if)#interface serial0/0/1
MEDELLIN1(config-if)#ip nat inside
MEDELLIN1(config-if)#interface serial0/0/0
MEDELLIN1(config-if)#ip nat inside

MEDELLIN1(config-if)#

c. Proceda a configurar el NAT en el router Bogotal. Compruebe que la traduccion
de direcciones indique las interfaces de entrada y de salida. Al realizar una prueba
de ping, la direccién debe ser traducida automéaticamente a la direccion de la
interfaz serial 0/1/0 del router Bogotal, como diferente puerto.

Configurando BOGOTA1

BOGOTA1>enable

BOGOTA1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTAI1(config)#ip access-list standard BOGOTAL
BOGOTAI1(config-std-nacl)#permit 172.29.0.0 0.0.0.255
BOGOTAIL(config-std-nacl)#exit

BOGOTAL(config)#ip nat inside source list 1 interface serial0/1/1 overload
BOGOTAIL(config)#access-list 1 permit 172.29.0.0 0.0.3.255
BOGOTAI1(config)#interface serial0/1/1
BOGOTAIL(config-if)#ip nat outside
BOGOTAIL(config-if)#interface serial0/0/0
BOGOTA1(config-if)#ip nat inside
BOGOTAIL(config-if)#interface serial0/0/1
BOGOTA1(config-if)#ip nat inside
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BOGOTA1(config-if)#interface serial0/1/0
BOGOTA1(config-if)#ip nat inside
BOGOTAIL(config-if)#

Parte 7: Configuracion del servicio DHCP.

a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser el
servidor DHCP para ambas redes LAN.

MEDELLIN2>enable

MEDELLIN2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLINZ2(config)#ip dhcp excluded-address 172.29.4.1 172.29.4.3
MEDELLINZ2(config)#ip dhcp excluded-address 172.29.4.129 172.29.4.132
MEDELLINZ2(config)#ip dhcp pool MEDELLIN2
MEDELLINZ2(dhcp-config)#network 172.29.4.0 255.255.255.128
MEDELLINZ2(dhcp-config)#default-router 172.29.4.1
MEDELLINZ2(dhcp-config)#dns-server 8.8.8.8
MEDELLINZ2(dhcp-config)#exit

MEDELLIN2(config)#ip dhcp pool MEDELLIN3
MEDELLINZ2(dhcp-config)#network 172.29.4.128 255.255.255.128
MEDELLINZ2(dhcp-config)#default-router 172.29.4.129
MEDELLINZ2(dhcp-config)#dns-server 8.8.8.8
MEDELLINZ2(dhcp-config)#exit

MEDELLINZ2(config)#

b. El router Medellin3 debera habilitar el paso de los mensajes broadcast hacia la
IP del router Medellin2.

MEDELLIN3>enable

MEDELLIN3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN3(config)#interface fa

MEDELLIN3(config)#interface fastEthernet0/0

MEDELLIN3(config-if)#ip helper-address 172.29.6.5

MEDELLIN3(config-if)#

c. Configurar la red Bogota2 y Bogota3 donde el router Medellin2 debe ser el
servidor DHCP para ambas redes LAN.

BOGOTA2>enable

BOGOTA2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA2(config)#ip dhcp excluded-address 172.29.1.2 172.29.1.5
BOGOTAZ2(config)#ip dhcp excluded-address 172.29.0.2 172.29.0.5
BOGOTA2(config)#ip dhcp pool BOGOTA2
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BOGOTA2(dhcp-config)#network 172.29.1.0 255.255.255.0
BOGOTA2(dhcp-config)#default-router 172.29.1.2
BOGOTA2(dhcp-config)#dns-server 8.8.8.8
BOGOTA2(dhcp-config)#network 172.29.0.0 255.255.255.0
BOGOTA2(dhcp-config)#ip dhcp pool BOGOTA3
BOGOTA2(dhcp-config)#default-router 172.29.0.2
BOGOTA2(dhcp-config)#dns-server 8.8.8.8
BOGOTA2(dhcp-config)#

d. Configure el router Bogotal para que habilite el paso de los mensajes
Broadcast hacia la IP del router Bogota2.

BOGOTA3>enable

BOGOTA3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA3(config)#interface fastEthernet0/0

BOGOTA3(config-if)#ip helper-address 172.29.3.13
BOGOTA3(config-if)#
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8. ESCENARIO 2

Escenario: Una empresa posee sucursales distribuidas en las ciudades de Bogota,
Medellin y Cali en donde el estudiante sera el administrador de la red, el cual
debera configurar e interconectar entre si cada uno de los dispositivos que forman
parte del escenario, acorde con los lineamientos establecidos para el
direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman
parte de la topologia de red.

Topologia de red

Los requerimientos solicitados son los siguientes:

Parte 1: Para el direccionamiento IP debe definirse una direccion de acuerdo con
el nimero de hosts requeridos.

Parte 2: Considerar la asignhacion de los parametros basicos y la detecciéon de
vecinos directamente conectados.

Parte 3: La red y subred establecidas deberan tener una interconexion total, todos
los hosts deberan ser visibles y poder comunicarse entre ellos sin restricciones.
Parte 4: Implementar la seguridad en la red, se debe restringir el acceso y
comunicacién entre hosts de acuerdo con los requerimientos del administrador de
red.

Parte 5: Comprobacion total de los dispositivos y su funcionamiento en la red.
Parte 6: Configuracion final.
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llustracion 26. Escenario 2
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Desarrollo Escenario 2

Como trabajo inicial se debe realizar lo siguiente.

* Realizar las rutinas de diagnostico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad, etc.).
* Realizar la conexion fisica de los equipos con base en la topologia de red
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llustracion 27. Escenario 2

Configurando BOGOTA

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOGOTA
BOGOTA(config)#enable password cisco
BOGOTA(config)#line console 0
BOGOTA(config-line)#password cisco
BOGOTA(config-line)#login
BOGOTA(config-line)#logging synchronous
BOGOTA(config-line)#line vty 0 15
BOGOTA(config-line)#password cisco
BOGOTA(config-line)#login
BOGOTA(config-line)#logging synchronous
BOGOTA(config-line)#banner motd #SOLO PERSONAL AUTORIZADO#
BOGOTA(config)#service password-encryption
BOGOTA(config)#exit

BOGOTA#

%SYS-5-CONFIG_I: Configured from console by console
BOGOTA#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

41



Configurando MEDELLIN

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup
Router(config)#hostname MEDELLIN
MEDELLIN(config)#service password-encryption
MEDELLIN(config)#banner motd #SOLO PERSONAL AUTORIZADO#
MEDELLIN(config)#enable secret class
MEDELLIN(config)#line console 0
MEDELLIN(config-line)#password cisco
MEDELLIN(config-line)#login
MEDELLIN(config-line)#logging synchronous
MEDELLIN(config-line)#line vty 0 15
MEDELLIN(config-line)#password cisco
MEDELLIN(config-line)#logging synchronous
MEDELLIN(config-line)#exit

MEDELLIN(config)#exit

MEDELLIN#

%SYS-5-CONFIG_I: Configured from console by console
MEDELLIN#copy running-config startup-config
Destination filename [startup-config]?

Building configuration...

[OK]

Configurando CALI

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname CALI

CALI(config)#no ip domain-lookup

CALlI(config)#enable secret class

CALI(config)#line console 0

CALI(config-line)#password cisco

CALI(config-line)#login

CALI(config-line)#logging synchronous

CALI(config-line)#line vty 0 15

CALI(config-line)#password cisco

CALI(config-line)#login

CALI(config-line)#logging synchronous
CALI(config-line)#banner motd #SOLO PERSONAL AUTORIZADO#
CALI(config)#service password-encryption

CALI(config)#exit

CALI#

%SYS-5-CONFIG_I: Configured from console by console
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CALI#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...
Configurar la topologia de red, de acuerdo con las siguientes especificaciones
Parte 1: Asignacion de direcciones IP

d. Se debe dividir (subnetear) la red creando una segmentacion en ocho partes,
para permitir crecimiento futuro de la red corporativa.

Direccion: 192.168.1.32 11000000.10101000.00000001.001 00000

Mascara: 255.255.255.224 =2711111111.11111111.11111111.111 00000

0.0.0.31 00000000.00000000.00000000.000 11111

Red: 192.168.1.32/27 11000000.10101000.00000001.001 00000

Host Minimo: [192.168.1.33 11000000.10101000.00000001.001 00001

Host Maximo:|192.168.1.62 11000000.10101000.00000001.001 11110

Broadcast: [192.168.1.63 11000000.10101000.00000001.001 11111
Hosts/Net: 30

Tabla 2. Subnetear red

Direccién: (192.168.1.64 11000000.10101000.00000001.010 00000

Mascara: [255.255.255.224 =2711111111.11111111.11111111.111 00000

0.0.0.31 00000000.00000000.00000000.000 11111

Red: 192.168.1.64/27 11000000.10101000.00000001.010 00000

Host Minimo:({192.168.1.65 11000000.10101000.00000001.010 00001

Host Maximo:(192.168.1.94 11000000.10101000.00000001.010 11110
Broadcast: [192.168.1.95 11000000.10101000.00000001.010 11111
Hosts/Net: [30

Tabla 3. Subnetear red
Direccién: |192.168.1.0 11000000.10101000.00000001.000 00000
Mascara: [255.255.255.224 =27(11111111.11111111.11111111.111 00000
0.0.0.31 00000000.00000000.00000000.000 11111
Red 192.168.1.0/27 11000000.10101000.00000001.000 00000

Host Minimo(192.168.1.1 11000000.10101000.00000001.000 00001

Host Maximo|192.168.1.30 11000000.10101000.00000001.000 11110
Broadcast: (192.168.1.31 11000000.10101000.00000001.000 11111
Hosts/Net: |30

Tabla 4. Subnetear red

43



e. Asignar una direccion IP a la red.

Configurando red BOGOTA

BOGOTA>enable

Password:

BOGOTA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#interface serial0/0/0

BOGOTA(config-if)#ip address 192.168.1.97 255.255.255.224
BOGOTA(config-if)#no shut

BOGOTA(config-if)y#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
BOGOTA(config-if)#interface serial0/1/0

BOGOTA(config-if)#ip address 192.168.1.130 255.255.255.224
BOGOTA(config-if)#no shut

BOGOTA(config-if)y#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
BOGOTA(config-if)#interface fa

BOGOTA(config-if)#interface fat

BOGOTA(config-if)#interface fa0/0

BOGOTA(config-if)#ip address 192.168.1.1 255.255.255.224
BOGOTA(config-if)y#no shutdown

BOGOTA(config-if)#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

Configurando red MEDELLIN

MEDELLIN>enable

Password:

MEDELLIN#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#interface serial0/0/0
MEDELLIN(config-if)#ip address 192.168.1.99 255.255.255.224
MEDELLIN(config-ify#no shutdown

MEDELLIN(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
MEDELLIN(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

MEDELLIN(config-if)#interface fa0/0

MEDELLIN(config-if)#ip address 192.168.1.33 255.255.255.224
MEDELLIN(config-if)#no shut

MEDELLIN(config-ify#no shutdown

MEDELLIN(config-if)#
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%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

Configurando red CALI

CALI>enable

Password:

Password:

CALlI#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
CALI(config)#interface serial0/0/0

CALI(config-if)#ip address 192.168.1.131 255.255.255.224
CALI(config-ify#no shutdown

CALI(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
CALI(config-if)#interface fa0/0

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

CALI(config-if)#interface fa0/0

CALI(config-if)#ip address 192.168.1.65 255.255.255.224
CALI(config-if)#no shutdown

CALI(config-if)#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

Direccion IP Mascara
PCO 192.168.1.39 255.255.255.224
PC1 192.168.1.40 255.255.255.224
PC2 192.168.1.67 255.255.255.224
PC3 192.168.1.68 255.255.255.224
WS1 192.168.1.4 255.255.255.224
SERVIDOR 192.168.1.3 255.255.255.224

Tabla 5. Direcciones IP
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Parte 2: Configuracion Basica.
g. Completar la siguiente tabla con la configuracion bésica de los routers, teniendo
en cuenta las subredes disefiadas

MEDELLIN BOGOTA CALI
192.168.199 192.168.1.98 192.168.1.131

192.168.1.130

192.168.1.33 192.163.11 192.168.1.65
Eigrp Eigrp Eigrp

200 200
192.168.1.0 192.168.1.0 192.1681.0

ha
s

Cisco Networking Academy
Tabla 6. Configuracion routers

h. Después de cargada la configuracion en los dispositivos, verificar la tabla de
enrutamiento en cada uno de los routers para comprobar las redes y sus rutas

Se verifica tabla de enrutamiento del router BOGOTA
BOGOTA#show ip route
Codes: C - connected, 5 - static, I - IGRF, B — RIP, H - mobkile, B -
BER
D — EIGZRFP, EX - EIGRFP external, © — O5PF, I& - OS5PF inter area
N1l - 0O5PF N55L external type 1, N2 — O5PF NS55R external type 2
El1 - OS5PF external type 1, E2 - O5PF external type 2, E — EGP
i - I5-I5, L1 - I5-IS5 lewel-l, L2 - I5-IS5 lewvel-2, ia - IS-IS
inter area
* — pandidate default, U - per-user static route, o — QDR
P - periodic downloaded static route

Zateway of last resort is not set

152 _1€8.1.0/27 is subnetted, 5 subnets

c 152 .168.1.0 is directly connected, FastEthernetl/s0

D 192 .1€2.1.32 [50/205145£0] wia 1592.1€2.1.5%5%, 00:04:04,
Serialdys0/ 0

D 132 .1€3.1.€4 [30,/205145€0] wia 152.163.1.131, 00:04:04,
Serialdys1l/s0

C 152.1€8.1.5%¢€ is directly connected, Seriall/0/0

c 152 _.1€2.1.128 is directly connected, Serialld/ 1l 0

[lustraciéon 28. Tabla Enrutamiento BOGOTA
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CAaLIgshow i

Codes: C -
EGE
:’j_
N1 -
El -
i_

inter area
®

P_

Fateway of

132 .16
D 132
Seriald/ 0 0
D 192 .
Seriald/s0s0
c 132 .
D 152 .
SerialdsOs 0
C 152

Se verifica tabla de enrutamiento del router CALI

P route

connected, 5 - static, I - IGRP, R — RIF, M - mokile, B -
EIGRPF, EX - EIGRP extermnal, O - O5PF, IZ - OS5PF inter area
DSPF NS5R external type 1, N2 - OSPF MN55R external type 2

Sy -

O5PF external type 1,
I5-I5, L1 - I5-I5 lewel-1,

O5PF external type 2, EGE
Lz - I5-I5 lewel-2, ia - I5-IS

.t

candidate default, U - per—user static route, o - CDR

pericdic downloaded static route

last resort is not set

g.1.0/s27
.le2 1.0

5 subnets
wia 152.1€8.1.130,

is subnetted,

[90,205145&0] 00:-02:41,

[90/2102€5€0] wia 152 . 1€2.1.130, 00:02:41

is directly connected, FastEthermetd/0

[50/,21024000] wia 15%2.1€2.1.130, 00:02:41

Jle3.1.
llustraciéon 29. Tabla Enrutamiento CALI

128 is directly connected, Seriald/o/0

Se verifica tabla de enrutamiento del router MEDELLIN

MEDELLIN#show ip route

Codes: C -
BEP
:)_
Nl -
E1l -
i_

inter area
®

P_

Fateway of

152 .1€
D 152
SerialdsOs 0
C 152 .
D 192 .
Seriald/ 0 0
cC 192 .
D 152 .
Serialds0/ 0

connected, 5 - static, I - IGRP, R — RIF, M - mobkile, B -
EIGRP, EX - EIGRP external, O - O5PF, IR - OS5PF inter area
O5PF NS55R external type 1, W2 - OSPF H55RA external type 2
0O5PF extermnal type 1, EZ — O5PF external type 2, E - EGP
I5-I5, L1 - I5-IS5 lewel-l1, LZ - I5-IS5 lewel-2Z, ia - IS5-IS
candidate default, U - per—user static route, o — QDR
pericdic downloaded static route
last resort is not set
28.1.0/27 is subnetted, 5 subnets
Jleg. 1.0 [B0,205145€0] wia 15Z.1€8.1.57, 00:01:08,
168.1.32 is directly connected, FastEthernetl/0
leg.1.€4 [90,2102€5€0] wia 152.1€28.1.5%7, 00:01:08,
168.1.%¢ is directly connected, Serial0y/0,/0
l€8.1.128 [90,21024000] wia 15%2.1€5.1.97, 00:01:08,

llustracién 30. Tabla Enrutamiento MEDELLIN
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i. Verificar el balanceo de carga que presentan los routers.

Se verifica el balanceo de carga para el router BOGOTA
BOGFOTAfsh ip route 15%2.1c28.1.0

Routing entry for 1%2_.1¢8.1.0/27, 5 known subnets
bttached (3 connections)
Redistributing wia eigrp 1, eigrp 1, eigrp 1, eigrp 1, eigrp 1

c 152 .1€2.1.0 is directly connected, FastEthernet0/0

D 15%2.1€8.1.32 [90,/205145€0] wia 15%2_.1€3.1.5%, 00:27:21,
Seriald 00

D l52.1e8.1.64 [90,205145€0] wvia 19%2.1e2.1.131, 00:27:22,
Serialdsls0

c 152 .12 .1 _.59¢€ is directly connected, Serialld/ 0,0

c 152 .1e28.1.128 is directly connected, Serizal0/s1l/0

BOFOTAgsh ip route 152 _1€8_.1_5¢
Bouting entry for 1%2.162.1.5%c/27
Enown wia "connected"™, distance 0, metric 0 (connected, wvia
interface)

Bedistributing wia eigrp 1

Routing Descriptor Blocks:

Y directly connected, wia Seriald/s0/0

Route metric is 0, traffic share count is 1

llustracién 31. Balanceo BOGOTA

Se verifica el balanceo de carga para el router MEDELLIN
HMEDELLIN#sh ip route 152 .1e3.1.32
Bouting entry for 152 _1€8.1_ 32727
Fnown via "connected", distance 0, metric 0 (connected, wia
interface)
Bedistributing wia eigrp 1
Bouting Descriptor Blocks:
Y directly connected, wia FastEthernetl/0
Boute metric is 0, traffic share count is 1
HMEDELLINgsh ip route 152 _1€3_1_.9¢
Bouting entry for 15%2_.1c8.1_5&/27
Enown wia "connected", distance 0, metric 0 {(connected, wia
interface)
Bedistributing wia eigrp 1
Routing Descriptor Blocks:
* directly connected, wia Seriald/ 070
RBoute metric is 0, traffic share count is 1

llustracién 32. Balanceo MEDELLIN
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Se verifica el balanceo de carga para el router CALI
CiLI#sh ip route 152 _1€3.1.c4
Routing entry for 132.1c8.1._c4/27
Fnown wia "connected"™, distance 0, metric 0 (connected, wvia

interface)

Bedistributing wia eigrp 1
Routing Descriptor Blocks:
Y directly connected, wvia FastEthernet0/0

Boute metric is 0, traffic share count is 1

CALI#sh ip route 152 .1e2.1.12%
Bouting entry for 152 _1c8_.1_128727
Fnown wia "connected"™, distance 0, metric 0 (connected, wia
interface)

Bedistributing wia eigrp 1

Houting Descriptor Blocks:

* directly connected, wia Seriald/ 070

Boute metric is 0, traffic share count is 1

llustracion 33. Balanceo CALI

j- Realizar un diagnostico de vecinos cuando el comando cdp.

Diagnostico cdp CALI

CALIfsh cdp nei
Capability Codes: B — Router, T — Trans Bridge, B - Source Route
Bridge

5 - Switch, H - Host, I - IGMP, r - Repeater, P -
Lhone
Desvice ID Local Intrfce Holdtme Capability Platform Port
Io
BOZOTR Ser 07070 lc4d B Cl241 Ser
as1rs0
Switch Fas 0O/0 lca 5 24850 Fas
0/

llustracion 34. cdp CALI
Diagnostico cdp BOGOTA

BOGOTRA#sh cdp nei
Capakility Codes: B - Router, T - Trans Bridge, B - Source Route
Bridge

5 - Switch, H - Host, I - IEMP, r - Repeater, P -
Phone
Dewvice ID Local Intrfce Holdtme Capakility Platform Bort
I
Switch Fas 0/0 157 5 2950 Fas
as3
HMHEDELLIN Ser 0/0/0 135 =] Cla4l Ser
asax0
CALT Ser O/1/0 140 =] Cls4l Ser
as0/0

llustracion 35. cdp BOGOTA
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Diagnostico cdp MEDELLIN

MEDELLINgsh cdp nei
Capakility Codes: B - Router, T — Trans Bridge, B - Source Route
Bridge

5 - Bwitch, H - Host, I - IGMPF, r - Repeater, P -
Fhone
Dewvice ID Local Intrfce Holdtme Capability Platform Port
ID
BOEOTR Ser 05070 172 =) Cla4l Ser
asa7a
Switch Fas 070 175 5 2550 Fas
os1 |

llustracion 36. cdp MEDELLIN

k. Realizar una prueba de conectividad en cada tramo de la ruta usando Ping.
Ping del PC0O a PC1

ing 13: 8.1.40

€3.1.40 with 32 bytes o

trip time

imum = Oms, Maximum = 15%ms,

llustracién 37. Ping conectado

mmand Line
1.4

2.1.4 with 32

llustracion 38. Ping conectado
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Parte 3: Configuracion de Enrutamiento.

b. Asignar el protocolo de enrutamiento EIGRP a los routers considerando el
direccionamiento disefiado.

BOGOTA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#router eigrp 1
BOGOTA(config-router)#network 192.168.1.0 0.0.0.31
BOGOTA(config-router)#network 192.168.1.96 0.0.0.31
BOGOTA(config-router)#network 192.168.1.128 0.0.0.31
BOGOTA(config-router)#

MEDELLIN#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#router eigrp 1

MEDELLIN(config-router)#network 192.168.1.32 0.0.0.31
MEDELLIN(config-router)#network 192.168.1.96 0.0.0.31
MEDELLIN(config-router)#

%DUAL-5-NBRCHANGE: IP-EIGRP 1: Neighbor 192.168.1.97 (Serial0/0/0) is up:
new adjacency

MEDELLIN(config-router)#passive-interface fa0/0

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to down

MEDELLIN(config-router)#passive-interface fa0/0

MEDELLIN(config-router)#no auto-summary

MEDELLIN(config-router)#

%DUAL-5-NBRCHANGE: IP-EIGRP 1: Neighbor 192.168.1.97 (Serial0/0/0)
resync: summary configured

CALlI(config)#router eigrp 1

CALI(config-router)#network 192.168.1.64 0.0.0.31
CALI(config-router)#network 192.168.1.128 0.0.0.31

CALlI(config-router)#

%DUAL-5-NBRCHANGE: IP-EIGRP 1: Neighbor 192.168.1.130 (Serial0/0/0) is up:
new adjacency

CALI(config-router)#passive-interface fa0/0

CALI(config-router)#no auto-summary

CALI(config-router)#

%DUAL-5-NBRCHANGE: IP-EIGRP 1: Neighbor 192.168.1.130 (Serial0/0/0)
resync: summary configured
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c. Verificar si existe vecindad con los routers configurados con EIGRP.

Se verifica vecindad en router BOGOTA
BOGOTAgshow cdp neighbors
Capabkility Codes: B - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater, P - FPhone

Dewvice ID Local Intrfce Holdtme Capability Blatform Bort ID
Switch Fas 0/0 147 5 23950 Fas 0/3
MECELLIN Ser 0/0/0 153 B Cle4l Ser 07070
CALI Ser 0/L/0 147 B Cle4l Ser 07070

llustracién 39. Vecindad BOGOTA

Se verifica vecindad en router CALI
CALI#show cdp neighbors
Capakility Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
5 - Switch, H - Host, I - IGMP, r - Hepeater, P - Phone

Dewvice ID Local Intrfce Holdtme Capability Flatform Fort ID
Switch Fas 0/0 1Z€ 5 2950 Fas 0/1
BOEOTR Ser 0/0/0 134 =) Cla4l Ser 07170

llustracion 40. Vecindad CALI

Se verifica vecindad en router MEDELLIN

HEDELLINgshow cdp neighbors
Capability Codes: B — BRouter, T — Trans Bridge, B - Source HRoute Bridge
5 - Switch, H - Host, I - IGZMP, r - Repeater, F - Fhone

Device ID Local Intrfce Holdtme Capability Flatform Fort ID
Switch Fas d/0 1le8 5 2550 Fas 071
BOGOTR Ser Q70,0 17& =) Clz4l Ser 07040

llustracion 41. Vecindad MEDELLIN
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d. Realizar la comprobacion de las tablas de enrutamiento en cada uno de los
routers para verificar cada una de las rutas establecidas.

Se verifica ruta establecida e router BOGOTA
BOGOTAfshow ip route
Codes: C - comnected, 5 - static, I - IGRP, BE — RIP, M - mobkile, B -
BEE
D - EIGRP, EX - EIGRP external, & - O5PF, IR - OS5PF inter area
N1 - OS5PF NS55L extermal type 1, N2 - O5PF NS5R external type 2
El - O5PF external type 1, E2 - O5PF external type 2, E — EGP
i - I5-I5, L1 - I5-I5 lewel-1l, LZ - I5-IS5 lewel-Z, ia - IS5-IS
inter area
¥ - pandidate default, U - per-user static route, o — CDR
P - periodic downloaded static route

Fateway of last resort is not set

152 .168.1_.0/27 is subnetted, 5 subnets

c 152 _.1€2.1.0 is directly connected, FastEthernetl/0

D 1532 . 1e8.1.32 [90/7205145€0] wia 1%2.1€8.1.%%, 00:2%5:37,
Seriald/sO 0

D 192 .1€8.1.64 [90/20514560] wia 1%2.1€8_.1.131, 00:25:35,
Seriald/s1l/s0

c 152 _.1€28.1.%¢ is directly connected, Seriald/0/0

c 152 .168.1.128 is directly connected, Seriald/1/0

llustracion 42. Rutas BOGOTA

Se verifica ruta establecida e router MEDELLIN

HMEDELLINgshow ip route

Codes: C - connected, 5 - static, I - IERF, B - RIF, M - mobile, B - BEP
o - EIGRP, EH - EIGRP external, O - O5PF, IZ - OS5PF inter area
N1 - OSPF MNSS5A external type 1, N2 - OS5PF NS5A external type 2
El - O5PF external type 1, E2 - O5PF external type 2, E - EGP
i - I5-I5, L1 - I5-IS5 lewel-1, L2 - I5-I5 lewel-2, ia - I5-I5 inter area
¥ - rcandidate default, U - per-user static route, o — ODR
P - periodic downloaded static route

Zateway of last resort is not set

152.1e8.1.0/27 is subnetted, 5 subnets
1%2.1€8.1.0 [30/205145€0] wia 192.1€8.1.5%7, 00:30:53, Serialdsos0
152.1c8.1.32 is directly connected, FastEthernet(/0
1%2_1€8.1.€4 [90/2102€5€0] wia 15%2.1€3.1.%7, 00:30:57, Serialdsa 0
152 _.1€8.1.5%€ is directly connected, Seriald/0/0
132 .1€23.1.128 [90,/21024000] +wia 1%2.1€2.1.%7, 00:30:57, Serialdso/ 0

llustracion 43. Rutas MEDELLIN

=R = B
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Se verifica ruta establecida e router CALI
CALI#show ip route
Codes: T - connected, 5 - static, I - IGRF, B - RIF, M - mokile, B -
BEE
D - EIZRP, EX - EIZRP external, & - O5PF, IR - OS5PF inter area
N1 - OS5PF NS55A external type 1, W2 - O5PF MN55R external type 2
El - O5PF external type 1, EZ - O5PF external type Z, E - EGP
i - I5-I5, L1 - I5-IS5 lewel-1l, LZ - I5-I5 lewvel-2, ia - IS5-IS
inter area
¥ — rcandidate default, U - per-user static route, o - QDR
P - periodic downloaded static route

Fateway of last resort is not set

152 .1€8.1.0/27 is subnetted, 5 subnets

[}] 1%2_1s8.1.0 [50,/20514560] wia 19%2.1€8.1.130, 00:33:23,
Serialosays0

[}] 152 _1e8.1.32 [50/21026560] wia 15%2_.1€8.1.130, 00:33:23,
Serialosays0

c 152 .1e8.1.64 is directly connected, FastEthernet0/0

[}] 1%2.1€8.1.%¢ [50,/21024000] wia 15%2.1€8.1.130, 00:33:23,
Serialosays0

c 152.1€8.1.128 is directly connected, Serial0/ 0,0

llustraciéon 44. Ruta CALI

e. Realizar un diagndstico para comprobar que cada uno de los puntos de la red
se puedan ver y tengan conectividad entre si. Realizar esta prueba desde un host
de la red LAN del router CALI, primero a la red de MEDELLIN y luego al servidor.
Se realiza ping del PC2 al router MEDELLIN

et Tracer PC Command Lime 1.0
ping 192 168 .

from

w ua

from
time=10ms TTIL=
time=2Zms TIL—=253

from

HHHH
B [ D3 [

[Na N}

from

Ping statistics for 152

Packets: Sent = 4,
Approximate round trip times in milli-s
Minimaim = 2ms, Maximum = llms,

llustracion 45. Ping conectado
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Se verifica desde el PC2 al Browser
B pc2

Physical Config Desktop Programming

=

e
Yenny Rodriguez /

< = URL | hitp:/182.168.1.3

Wide Open.

Cisco Packet Tracer

Go

Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind

Stop

[ op

llustracion 46. Browser

Parte 4: Configuracion de las listas de Control de Acceso.

En este momento cualquier usuario de la red tiene acceso a todos sus dispositivos
y estaciones de trabajo. El jefe de redes le solicita implementar seguridad en la
red. Para esta labor se decide configurar listas de control de acceso (ACL) a los

routers.

Las condiciones para crear las ACL son las siguientes:

c. Cada router debe estar habilitado para establecer conexiones Telnet con los

demas routers y tener acceso a cualquier dispositivo en la red.

Empezamos con el router BOGOTA
SOLO PERSONAL AUTORIZADO
User Access Verification
Password:

BOGOTA>enable

Password:

BOGOTAt#telnet 192.168.1.33
Trying 192.168.1.33 ...Open
SOLO PERSONAL AUTORIZADO
User Access Verification
Password:

MEDELLIN>enable

Password:
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Password:
MEDELLIN#exit
[Connection to 192.168.1.33 closed by foreign host]

BOGOTA#telnet 192.168.1.65

Trying 192.168.1.65 ...Open

SOLO PERSONAL AUTORIZADO

User Access Verification

Password:

CALI>enable

Password:

Password:

CALI# exit

[Connection to 192.168.1.65 closed by foreign host]

Seguimos configurando el router CALI
SOLO PERSONAL AUTORIZADO
User Access Verification

Password:

CALI>enable

Password:

CALl#telnet 192.168.1.33

Trying 192.168.1.33 ...Open

SOLO PERSONAL AUTORIZADO

User Access Verification

Password:

MEDELLIN>enable

Password:

MEDELLIN#exit

[Connection to 192.168.1.33 closed by foreign host]
CALl#telnet 192.168.1.1

Trying 192.168.1.1 ...Open

SOLO PERSONAL AUTORIZADO

User Access Verification

Password:

BOGOTA>enable

Password:

BOGOTA#exit

[Connection to 192.168.1.1 closed by foreign host]

Se configura por ultimo el router MEDELLIN
SOLO PERSONAL AUTORIZADO
User Access Verification
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Password:

MEDELLIN>enable

Password:

MEDELLIN#telnet 192.168.1.65
Trying 192.168.1.65 ...Open

SOLO PERSONAL AUTORIZADO

User Access Verification

Password:

CALI>enable

Password:

CALl#exit

[Connection to 192.168.1.65 closed by foreign host]
MEDELLIN#telnet 192.168.1.1

Trying 192.168.1.1 ...Open

SOLO PERSONAL AUTORIZADO
User Access Verification
Password:

BOGOTA>enable

Password:

BOGOTA#exit

[Connection to 192.168.1.1 closed by foreign host]

d. El equipo WS1 vy el servidor se encuentran en la subred de administracion. Solo
el servidor de la subred de administracién debe tener acceso a cualquier otro
dispositivo en cualquier parte de la red.

Configurando la subred perteneciente al router BOGOTA
SOLO PERSONAL AUTORIZADO

User Access Verification

Password:

BOGOTA>enable

Password:

BOGOTA# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#access-list 1 permit 192.168.1.3
BOGOTA(config)#access-list 1 deny 192.168.1.4
BOGOTA(config)#exit

BOGOTA#

%SYS-5-CONFIG_I: Configured from console by console
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BOGOTA#show access-list
Standard IP access list 1
10 permit host 192.168.1.3
20 deny host 192.168.1.4

BOGOTA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#interface fa

BOGOTA(config)#interface fastEthernet0/0
BOGOTA(config-if)#ip access-group 1 in

e. Las estaciones de trabajo en las LAN de MEDELLIN y CALI no deben tener
acceso a ningun dispositivo fuera de su subred, excepto para interconectar con el
servidor.

LAN perteneciente a CALI

SOLO PERSONAL AUTORIZADO

User Access Verification

Password:

CALI>enable

Password:

CALl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
CALI(config)#access-list 105 permit ip host 192.168.1.67 192.168.1.3 0.0.0.31
CALlI(config)#access-list 105 permit ip host 192.168.1.68 192.168.1.3 0.0.0.31
CALI(config)#interface fa

CALlI(config)#interface fastEthernet0/0

CALI(config-if)#ip access-group 105 in

LAN perteneciente a MEDELLIN

SOLO PERSONAL AUTORIZADO

User Access Verification

Password:

MEDELLIN>enable

Password:

MEDELLIN#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN(config)#access-list 104 permit ip host 192.168.1.39 192.168.1.3
0.0.0.31

MEDELLIN(config)#access-list 104 permit ip host 192.168.1.40 192.168.1.3
0.0.0.31

MEDELLIN(config)#interface fa

MEDELLIN(config)#interface fastEthernet0/0

MEDELLIN(config-if)#ip access-group 104 in
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Parte 5: Comprobacion de la red instalada.

c. Se debe probar que la configuracion de las listas de acceso fue exitosa.
d. Comprobar y Completar la siguiente tabla de condiciones de prueba para

confirmar el 6ptimo funcionamiento de la red e.

Router MEDELLIN Router CALI
WS 1 Router BOGOTA
U=EhIEY Servidor Router CALI
Servidor Router MEDELLIN
LAN del Router MEDELLIN Router CALI
LAN del Router CALI Router CALI
USUSE | AN del Router MEDELLIN ~ Router MEDELLIN
LAN del Router CALI Router MEDELLIN
LAN del Router CALI WS 1
LAN del Router MEDELLIN WS 1
LAN del Router MEDELLIN LAN del Router CALI
LAN del Router CALI Servidor
LAN del Router MEDELLIN Servidor
Servidor LAN del Router
MEDELLIN
Servidor LAN del Router CALI
Router CALI LAN del Router
MEDELLIN
Router MEDELLIN LAN del Router CALI

Tabla 7. Prueba de la red
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ORIGEN DESTINO RESULTADO

Conectado
No conectado
Conectado
Conectado
No conectado
No conectado
No conectado
No conectado
No conectado
No conectado
No conectado
Conectado
Conectado
Conectado

Conectado
No conectado

No conectado



9. CONCLUSIONES

Las redes cumplen una funcién importante que facilitan la comunicacion, la cual
permiten conectarse de manera global gracias a los distintos procedimientos que
se utilizan para su configuracion haciendo que la comunicacion llegue a su destino
y tiempo conveniente.

Posteriormente en diferentes escenarios planteados en el presente trabajo
permitieron la configuracion de las redes de las ciudades, con la finalidad de lograr
una comunicacion entre ellas siguiendo los requerimientos establecidos de la red.

De lo anterior puedo entender que al realizar la configuracién de enrutamiento se

pudo constatar que las interfaces estaban correctamente para que se hubiera
comunicaciéon de una red con la otra.
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