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INTRODUCCION

Hoy en dia las telecomunicaciones son una herramienta primaria para la
competitividad global, que implica el desarrollo de competencias necesarias en la
creacion redes eficaces y escalables; asi como instalar, configurar, supervisar, y
solucionar problemas en los equipos pertenecientes a la infraestructura de dichas
redes. Para dar soluciones confiables, seguras y eficientes se requiere del
desarrollo de competencias adecuadas; por lo cual es necesario que los
profesionales profundicen en el campo de las Redes y Telecomunicaciones, de tal
manera que con la realizacién del diplomado de profundizacién CISCO se esta en
capacidad de responder a la demanda de personal especializado en el area

de las Tecnologias de la Informacion.

Con la solucién de los dos escenarios planteados se busca identificar el grado
alcanzado en el desarrollo de competencias y habilidades fundamentales en la
comprension y resolucion de situaciones relacionadas con el Networking, cuyos

conocimientos fueron obtenidos a lo largo del desarrollo del diplomado.

Cada escenario se soluciona con el fin de adquirir las competencias necesarias
para el desenvolvimiento en el campo laboral, en la implementaciéon de redes

empresariales



OBJETIVOS

GENERAL

Brindar soluciones a dos diferentes escenarios propuestos como trabajo final del
diplomado de profundizacibn CCNA, aplicando los conocimientos adquiridos sobre
la configuracion y disefio de una red, y otros aspectos relacionados con

Networking.

ESPECIFICOS

» Documentar a solucion de los escenarios planteados, detallando la

configuracion de cada uno de los dispositivos involucrados en cada uno

» Describir paso a paso cada uno de los procesos realizados en la
configuracion, desarrollo y verificacion de conectividad, usando comandos

como ping, traceroute, show iproute, entre otros.



ESCENARIO 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin,
en donde el estudiante sera el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos

de enrutamiento y demas aspectos que forman parte de la topologia de red.

Topologia de Red:
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Este escenario plantea el uso de RIP como protocolo de enrutamiento,
considerando que se tendran rutas por defecto redistribuidas; asi mismo, habilitar

el encapsulamiento PPP y su autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red
LAN y a los routers 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.

Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.



Desarrollo
Como trabajo inicial se debe realizar lo siguiente.

* Realizar las rutinas de diagnostico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad,

etc).
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Router MEDELLIN

Bouterfconfig

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CHTL/Z.
Bouter (config) no ip domain-lookup

Bouter (config) §service password-encryption

Bouter (config) fenable secret class

Bouter (config) §banner motd % Accesoc Bestringido %

Bouter (config) §line consocle 0

Bouter (config-line) fpassword cisco

Bouter (config-line) flogin

Bouter (config-line) #line wty 0 15

Bouter (config-line) fpassword cisco

Bouter (config-line) flogin~Z

BEouter§

%5¥5-5-CONFIZ I: Configured from conscle by consocle




Router MEDELLIN1

Boutergconfig

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CHTL/Z.
Bouter (config) #no ip domain-lookup

Bouter (config) #service password-encryption

Router (config) #enable secret class

Bouter (config) #banner motd % Acceso Bestringido %

Bouter (config) #line conscle 0

Bouter (config-line) fpassword cisco

Router (config-line) #login

Bouter (config-line) fline wty 0 15

Bouter (config-line) fpassword cisco

Bouter (config-line) flogin

Router (config-line) §~Z

Routerg

£5Y5-5-CONFIG _I: Configured from console by console

Router MEDELLIN 2

Router»enable

Boutergcopy running-config startup-config
Destination filename [startup-config]?

Building configuration. ..

[OE]

Boutergconfig

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CHTL/Z.
Bouter (config) #no ip domain-lookup

Bouter (config) #service password-encryption

Bouter {config) #enabkle secret class

Bouter {config) #banner motd % RAcceso Bestringido %
Bouter (config) #line console 0

Bouter (config-line) fpassword cisco

Bouter (config-line) §login

Bouter {config-line) #line wty O 15

Bouter (config-line) fpassword cisco

Bouter (config-line) §login

Bouter (config-line) fhostname MEDELLINZ

MEDELLINZ (config) §"Z

MEDELLINZ§

?SYS—&—CDNFIE_I: Configured from console by console




Router BOGOTA

Boutergconfig

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CHTL/Z.
Bouter (config) #no ip domain-lookup

Bouter (config) §service password-encryption

Bouter (config) #enable secret class

Bouter (config) #banner motd % Acceso Bestringido %

Bouter (config)#line consocle 0

Bouter (config-line) fpassword cisco

Bouter (config-line) flogin

Bouter (config-line) §line wty 0 15

Bouter (config-line) fpassword cisco

Bouter (config-line) §login

Bouter (config-line) fhostname BOEOTR

BOGOTA (config) §-Z

BOGOTRE

£5YS5-5-CONFIG I: Configured from conscle by console

Router BOGOTA1

Routerr»enable

Routerfcopy running-config startup-config
Destination filename [startup—config]?

Building configuration. ..

[OK]

Bouterfconfig

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CHTL/SZ.
RBouter (config) #no ip domain-lookup

RBouter (config) §service password-encryption

Bouter (config) #enabkle secret class

Bouter (config) §banner motd % Acceso Bestringido %
RBouter (config) #line console 0

RBouter (config-line) fpassword cisco

Bouter (config-line) #login

Bouter (config-line) fline wty O 15

RBouter (config-line) fpassword cisco

RBouter (config-line) #login

Router (config-line) fhostname BOEOTAL

BOGOTR]L (config) -2

BOGOTRLE

%5¥5-5-CONFI& I: Configured from conscle by console




Router BOGOTA?2

Fouterrenzble

Routerfcopy running-config startup-config
Destination filename [startup-config]?

Building configuration...

[CK]

Bouterfconfig

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per lime. End with CNTIL/Z.
Router {(config) éno ip domain-lookup

Router (config) §service password-encryption

Router (config) #enable secret class

Router {config) #banner motd % Acceso Restringido $
Router (config) #line console 0O

Bouter {config-line) fpassword cisco

Bouter (config-line) #login

Router {config-line)f#line wty 0 15

Router {config-line) fpassword cisco

Bouter {config-line)#login

Bouter {config-line)fhostname BOEOTRZ

BOGOTAZ (config) §~Z

BOGOTRZE

ﬁSYS—S—CDNFIG_I: Configured from conscle by console

* Realizar la conexidn fisica de los equipos con base en la topologia de red

ISP

Eouter»enable

Bouterfcopy running-config startup-config
Destination filename [startup-config]?
Building configuration. ..

[COE]
Boutergconfig terminal
Enter configuration commands, one per line. End with CHTL/Z.

Bouter (config) #int 30/50/0

Router (config-if)§ip add 209.17.Z220.1 Z55.255.255.25:2
Bouter (config-if) fclock rate 4000000

Bouter (config-if) fno shutdown

5LINE-5-CHANGED: Interface Serialdy/s0/0, changed state to down
Router (config-if) fexit

BRouter (config) #interface Serial0/0/0

Router (config-if)&#int =30,/0/1

Router (config-if)§ip add 205.17.Z220.5 Z55.255.255.252

Router (config-if) #clock rate 4000000

Router (config-if) #no shutdown

(LINE-5-CHANGED: Interface Serizl0/s0/1, changed state to down
Router (config-if) fexit
Router (config) £




MEDELLIN-IPS

Pagsword:

Pagsword:

MEDELLIN>enable

Pagsword:

MEDELLINEcopy running-config startup-config

Destination filename [startup-configl?

Building configuration. ..

[CK]

MEDELLINfconfig terminal

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN (config) §int s0/0/0

MEDELLIN (config-if)f#ip add 205.17.220.Z Z55.Z55.255.252
MEDELLIN (config-if) fclock rate4000000

% Invalid input detected at """ marker.

MEDELLIN (config-if) #clock rate 4000000
This command spplies conly to DCE interfaces
MEDELLIN (config-if) #no shutdown

MEDELLIM (config-if) £
SLINE-5-CHANGED: Interface Serizl0/0/0, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface Serizll/0/0, changed state to up

MEDELLIN (config-if)fexit
MEDELLIN {config) #

MEDELLIN-MEDELLIN1

MEDELLIN (config) #int s0/0/1

MEDELLIM {config-if) §ip add 172 _Z%_&.1 255_Z55_Z55_252
MEDELLIN (config—-if) #clock rate 4000000

MEDELLIN (config-if) #noc shutdown

$LINE-5-CH2RNEED: Interface Seriald/0/1, changed state to
MEDELLIN (config-if) gexit
MEDELLIN (config) g

down

11



MEDELLIN

MEDELLIN (config-if) fexit

MEDELLIN (config) $#int 30/0/1

MEDELLINM (config-if) $ip add 172.2%.&.1 2Z55.Z25
MEDELLIN (config-if) fclock rate 4000000
MEDELLIN (config-if) #noc shutdown

-255.2582

o

2LINE-5-CHANGED: Interface Seriazll/0/1, changed state to
MEDELLIN (config-if) fexit

MEDELLIN (config) #int s0/1/0

MEDELLIN (config-if)#ip add 172.25.6.5 255.255.255.252
MEDELLIN (config-if) fclock rate 4000000

This command applies only to DCE interfaces

MEDELLIN (config-if) #noc shutdown

:2LINE-5-CHANGED: Interface Seriall/ /1,0, changed state to
MEDELLIN (config-if) fexit

MEDELLIN (config) #int s0/1/1

MEDELLIN (config-if) §ip add 172.25.e.13 255.
Bad mask OxFFFFFFlY for address 17Z2.25.&.13
MEDELLIN (config-if) fclock rate 4000000

This command applies only to DCE interfaces
MEDELLIN (config-if) fno shutdown

2LINE-5-CHANGED: Interface S5eriald/ 1,1, changed state to
MEDELLIN (config-if) fexit
MEDELLIN (config) g

down

down

down

MEDELLIN1

Password:

MEDELLINl>enable

Password:

MEDELLINlf#copy running-config startup-config
Destination filenams [startup—config]?
Building configuration. ..

[CE]

MEDELLINlf#config

MEDELLINI (config) $int 30,070

MEDELLIN] (config-if) #clock rate 4000000
This command applies only to DCE interfaces
MEDELLIN] (config-if) #no shutdown

MEDELLIN] (config-if)

MEDELLIN] (config-if) #exit
MEDELLIN] {config) §

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CHTL/SZ.

MEDELLIN] (config-if) §ip add 172_.25_.6.2 Z55.255_255_252

SLINE-5-CHRNEED: Interface Serialds/0/0, changed state to up

SLINEFROTO-5-UPDOWN: Line protocol on Interface S5erislld/0/0, changed state to

up

12



MEDELLINI (config) §int s0/0/1

MEDELLINL (config-if)#ip add 172.23.6.5 255.255.255.25:2
MEDELLIN] {config-if) #clock rate 4000000

This command applies only to DCE interfaces

MEDELLIN] {config-if) #no shutdown

ELINE-5-CHARNEED: Interface Serizal0/0/1, changed state to down
MEDELLIN] {config-if) exit

MEDELLINI (config) #int £0/0

MEDELLIN]l (config-if)#ip add 172.253.4.1 255.255.255.128
MEDELLIN] {config-if) #no shutdown

MEDELLIN] (config-if) &
SLINE-5-CHAMNEED: Interface FastEthernet0/0, changed state to up

(LINEPROTO-5-UEDOWN: Line protocol on Imterface FastEthernetl/0,
ug

MEDELLIN] (config-if) #exit

MEDELLINZ2

MEDELLINZ (config) #int s0/0/0
MEDELLINZ (config-if) #ip add 172_23.&6.10 2Z55_255.
MEDELLINZ {config-if) #no shutdown

]
({3}
o
P2
o
]

MEDELLINZ (config-if) ¢
(LINE-5-CHANEED: Interface S5eri=ll/0/0, changed state to up

MEDELLINZ (config-if) §EXIT

changed state to

SLINEPROTO-5-UFDOWN: Line protocol on Imterface Serialldy/s0/0, changed state to up

MEDELLINZ {config)#int s0/0/1
MEDELLINZ {config-if) #ip add 172.23_.6.14 Z255_255.
MEDELLINZ {config-if) #no shutdown

2]
n
o
P2
o
%]

MEDELLINZ (config-if) &
SLINE-5-CHANGED: Interface S5eriselld/0/1, changed state to up

MEDELLINZ (config-if) §EXIT
MEDELLINZ (config) &

SLINEPROTO-5-UFDOWN: Line protocol on Inmterface Seriaelly 071, changed state to up
I

MEDELLINZ (config) $#int 30,170

MEDELLINZ (config-if)gip add 17Z.2%.3_.14 255 _2Z55_255_Z25Z
MEDELLINZ (config-if) #no shutdown

MEDELLINZ (config-if) £§EXIT

MEDELLINZ (config) #int £0/0

MEDELLINZ (config-if)gip add 172.2%.4_.12% 255_Z55_255_1Z8
MEDELLINZ (config-if) &

MEDELLINZ £

%5¥5-5-CONFI& I: Configured from conscle by consocle
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BOGOTA

BOCOTAgconfig terminal

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA (config) $#int s0/0/0

BOGOTA (config-if) fip add Z05.17.220.6 255.255.255.252

BOGOTA (config-if) #no shutdown

BOGOTA (config-if) #

SLINE-5-CHANGED: Interface Serial0/0/0, changed state to up
exit

BOGOTR (config) &

SLINEPROTO-5-UPDOWN: Line protocol on Interface Serisld/0/0, changed state to up

BOGOTA (config) $#int s0/0/1

BOGOTA (config-if) fip add 172.23.3.9 Z55.255.2Z55.
BOGOTA (config-if) #clock rate 4000000

BOGOTA (config-if) #no shutdown

L2
[0}
L3

SLINE-5-CHANGED: Interface Serizl0/ 0/1, changed state to down
BOGOTA (config-if) fexit
BOCOTA (config) g

BOGOTA (config) #int s0/1/0

BOGOTR (config-if) #ip add 172.25.3.1 Z55.25
BOEOTA (config-if) gclock rate 4000000
BOGOTA (config—if) fno shutdown

.255.252

il

SLINE-5-CHBEMNEED: Interface Seriszl0/1/0, changed state to down

BOGOTR (config-if) §EXIT

BOGOTA (config) #int 30/1/1

BOGOTA (config-if) #ip add 172.25.3.5 2Z55_255_ 255 252
BOCOTRA (config-if) gclock rate 4000000

BOGOTR (config-if) fno shutdown

SLINE-5-CHRNGED: Interface Serizl0/1/1, changed state to down

BOGOTA (config-if) #EXIT
BOGOTA (config) §

BOGOTA1

BOEOTAlEconfig terminal

Enter configuration commands, one per line. End with CHTIL/Z.

BOGOTRL (configl #int 305050
BOEOTRL (config-if) #ip add 172.2%.3.10 255.255_255.252
BOGOTAL (config—if) #no shutdown

BOEOTRL (config-if) &
2LINE-5-CHANGED: Interface S5erizl0 0/0, changed state to up

BOGOTRL (config-if)#
SLINEPRCTO-5-UPDOWN: Line protocol on Interface Seriald/s0/0,

BOGOTAL (config-if) #int 30,071

BOGOTAL (config-if) #ip add 172.9.3.13 Z55.255.255.252
BOGOTAL (config-if) fclock rate 4000000

This command applies only to DCE interfaces

BOGOTAL (config-if) #no shutdown

BOGOTA]L (config-if) §
2LINE-5-CHARNGED: Interface S5erislidys0/1, changed state to up

2LINEPRCTO-5-UFDOWN: Line protocol on Inmterface Serial 071,

changed state to

changed state to

up

up
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BOGOTRL (config-if) #int £0/0
BOGOTAL (config-if)ip add 172.25.1.1 255.255.255.0
BOGOTR] (config-if) #no shutdown

BOGOTAL (config-if) §
SLINE-5-CHANEED: Interface FastEthernetl/0, changed state to up

SLINEFROTC-5-UFDOWN: Line protocol on Interface FastEthernet0/0, changed state to
up

BOZOTRL (config-if) #ip add 172.25.3.15 Z55.255.255.252
Bad mask /30 for address 172.25%.3.15
BOEOTAL (config-if) #no shutdown

BOGOTA2

BOGOTAZfconfig terminal

Enter configuration commands, one per line. End with CNIL/Z.
BOGOTRZ (config) #int 30/0/50

BOGOTAZ (config-if) §ip add 172.29.3.2 Z55.Z55.255.252

BOEOTAZ (config-if) #no shutdown

BOGOTAZ (config-if) §
$LINE-5-CHANGED: Interface Serizl0/0/0, changed state to up

BOGOTAZ (config-i£)
SLINEEROTO-5-UPDOWN: Line protocol on Interface Seris=l0/0/0, changed state to up

BOGOTAZ (config-if) §int 307071
BOGOTAZ (config—if) §ip add 172.2%.3.6 255.255.255_ 252
BOGOTAZ (config-if) #no shutdown

%LINE-5—CHANGED: Interface Seri=l0d/0/1, changed state to down
BOEOTAZ (config-1if) §int £0/0

BOGOTAZ (config-if) §ip add 172.29.0.1 255_Z55_255.0

BOGOTAZ (config-if) #éno shutdown

BOGOTAZ (config-i£)
%LINE-5—CHANGED: Interface FastEthernet0/0, changed state to up

SLINEEROTO-S5-UPDOWN: Line protocol on Interface FastEthernetl/0, changed state to
up
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Configurar la topologia de red, de acuerdo con las siguientes especificaciones.



Parte 1. Configuracion del enrutamiento.

a. Configurar el enrutamiento en la red usando el protocolo RIP versién 2, declare

la red principal, desactive la sumarizacion automética.

MEDELLIN

MEDELLINgconfig ter

Enter configuration commands, one per line.

MEDELLIN {config) #router rip
MEDELLIN {config-router) #version 2

MEDELLIN{config-router) fno auto—summary
MEDELLIN {config-router) $do show ip route connected
cC 172_29.6.0/30 is directly connected,
c 172_.29.6.8/30 is directly connected,

cC 205.17_.220.0/30 is directly connected,
&.0
Z9.8.8

8.1z

MEDELLIN {config-router) #network 1
MEDELLIN {config-router) fnetwork 1
MEDELLIN {config-router) #network 1

e
L.
TE.

TE.

25,

23,

End with CHNTL/Z.

Seri=lds0/1
Serizld/S1/0

MEDELLIN {config-router) §passive—-interface 3l,/0/0

MEDELLIN1

MEDELLINl1gconfig ter

Enter configuration commands, one per line.

MEDELLIN] {config) #router rip
MEDELLIN] {config-router) #version

2

MEDELLIN] {config-router) #no auto—Summary
MEDELLIN] {config-router) #do show ip route connected

C 17Z.
C 17Z2.
c 172.

15}

ST LS I
45}

Y&}

MEDELLIN] {config-router) fnetwork 172Z.
MEDELLIN] {config-router) fnetwork 172.
MEDELLIN] {config-router) fnetwork 172.

-8.0/30 i3 directly connected,
-8.4/30 i3 directly connected,
23.4.0
Z23.8.0
Z3.6.4

End with CHNTL/Z.

-4_0/25 i3 directly connected, FastEthernet0/0

Serialds0/0
Seriald/s0/1

MEDELLIN] {config-router) #passive—interface £0/0
1

MEDELLINZ2

MEDELLINZgconfig ter

Enter configuration commands, one per line.

MEDELLINZ {config) #router rip
MEDELLINZ {config-router) fversion

-
<

MEDELLINZ {config-router) #no auto—Summary
MEDELLINZ {config-router) #do show ip route connected

C
C
C
cC -8.12/30 is directly
MEDELLINZ {config-router) fnetwork
MEDELLINZ {config-router) fnetwork
MEDELLINZ {config-router) fnetwork
MELDELLINZ {config-router) #network

=
-1

']
L]

15}

Lo

o

BRI R RO

[ER NSNS
[

R |

-3.12/230 is directly connected,
-4_0/25 i3 directly connected, FastEthernetl/0
-8_.8/30 i3 directly connected,

connected,
3.4.1Z28

172.

1
1

1 -1 -

1 Ra R

172 .

[ o I S

o o
[}

.e.4
.B.B

[

[

End with CHTL/Z.

Serial0ys1ls0

Seri=lds0/ 0

Serizld/ 071

MEﬁELLINEicnnfig—rcuterﬁ#Passive—interface £0/0

Seri=l0/0/0
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BOGOTA

BOEOTAfconfig ter

Enter configuration commands, one per line. End with CHTIL/Z.
BOEOTA (config) #router rip

BOEOTA (config-router) fversion 2

BOEOTA (config-router) fno auto-summary

BOEOTA (config-router) #do show ip route connected

cC 172_29_.3.0/30 is directly connected, Serisld/ 1,0
C 172_29_.32_4/30 is directly connected, Seriald/1/1
c 172_.29_3_8/30 is directly connected, Seri=l0/0/1
c 209_17_220_.4y30 is directly connected, Serizl0/0/0

BOROTA (config-router) fnetwork 172 _25_3.0
BOEOTA (config-router) fnetwork 172_25_.3_4
BOEOTA (config-router) fnetwork 172_29_3_8
BOEOTA (config-router) fpassive-interface s0/0,/0~Z

BOGOTA1

BOEOTAl§config ter
Enter configuration commands, one per line. End with CHIL/Z.
BOGZOTR]L (configl g
BOEOTAL (config) frouter rip
BOEOTAL (config-router) fversion 2
BOGOTAL (config-router) #no auto-sSummary
BOEOTAL (config-router) #do show ip route connected
cC 172_.9_.3.12/30 is directly connected, S5eri=ld/ 071
c 172.29.1.0/24 is directly connected, FastEthernet0/0
cC 172.25%.3.8/30 is directly connected, Serizl0,/0/0
BOEOTAL (config-router) fnetwork 172_.9.3_1Z2
BOEOTAL (config-router) fnetwork 17Z2_2%.1.0
BOEOTAL (config-router) fnetwork 17Z2_.2%_.3.8
BOGOTAL (config-router) #passive-interface £0,/0

BOGOTA2

BOFOTAZ§config ter

Enter configuration commands, one per line. End with CHTL/Z.

BOEOTAZ (config) frouter rip

BOEOTAZ (config-router) fversion 2

BOFOTAZ (config-router) §

BOROTAZ (config-router) fno auto—summary

BOEOTAZ (config-router) f#do show ip route connected

c 172.29.0.0/24 i3 directly connected, FastEthernetld/0
c 172.29.3.0/30 i3 directly connected, Serisl0y/0/0
BOROTAZ (config-router) fnetwork 17Z_23.0.0

BOGOTAZ (config-router) fnetwork 172.25%.3.0

BOEOTAZ (config-router) fnetwork 17Z2_.29_.3_4

BOROTAZ (config-router) fnetwork 17Z_.29_3_12

BOFOTAZ (config-router) fpassive-—interface £0/0

17



VERIFICACION BOGOTA

BOCOTAEshow ip route
Codes: © - connected, 5 - static, I - IGRE, B - RIP, M - mockile, B - BEP
D - EIGRF, E¥ - EIGRP externsl, & - O5FF, IR - OS5PF inter area
N1l - O5PF MN552 external type 1, NZ - OS5PF NS5R external type Z
El - O5PBF externzal type 1, EZ - O5PF externzl type 2, E — EGP
i - I5-I5, L1 - I5S-I5 lewvel-l1l, LZ - I5-I5 level-2, ia - I5-IS5 inter area
* - pandidate default, U - per-user static route, o — CDR
P - periodic downloaded static route

Fateway of last resocrt is not set

172.2%.0.0/30 is subnetted, 3 subnets

c 172.2%_.3.0 is directly connected, Seri=l0/150

c 172.28.3.4 is directly connected, Serizl0/1/1

c 172.28.3.8 is directly connected, Seri=l0/0/1
205.17.220.0/30 is subnetted, 1 subnets

c Z20%.17_.220.4 is directly connected, Serizl0/ 0,0

VERFICACION MEDELLIN

MEDELLIN§show ip route
Codes: T - connected, 5 - statie, I - IGRP, B - RIF, M - mokile, B - BEP
o - EIGRF, EX - EIGRPF externzal, & - O5PF, IZ& - O5PF inter ares
W1 - OS5PF MS5A externzl type 1, N2 - OS5PF MNS52 externzal type 2
E1l - OS5PF externzsl type 1, EZ - O5FF externzal type 2, E - EGP
i - I5-I5, L1 - I5-I5 lewvel-1l, LZ - I5-I5 lewvel-2Z, iz - I5-I5 inter aresa
* — candidate default, U - per—-user static route, o - CDR
P - periodic downloaded static route

Fateway of last resocrt is not set

172.259.0.0/1€ i3 wariakly subnetted, & subnets, 2 masks
=) 172_.2%.3_.1Z/730 [120/1] wie 172.Z5%.%.10, 00:00:24, Seri=lds1,0
2] 172.2%.4.0/25 [120/1] wia 172.29.6.2, 00:00:21, Seri=l0/ 0/1
[1Z20/1] wia 17Z.29.€.10, 00:00:24, Serial0y 1,0
c 172.29.6.0/30 is directly connected, Serizsld/ 071
=) 172_.2%.6.4/30 [120/1] wia 172_.2%.€.Z, 00:00:Z1, Serislos 0/1
c 172.29.6.8/30 is directly connected, SerizsldsS1/0
=] 172_.2%.6_.12/730 [120/1] wie 172.Z5%.%.10, 00:00:24, Seri=l0s1,0
209.17.220.0/30 is subnetted, 1 subnets
c 205_.17_220.0 is directly connected, Seri=zl0/0/0

b. Los routers Bogotal y Medellin deberan afiadir a su configuracion de
enrutamiento una ruta por defecto hacia el ISP y, a su vez, redistribuirla dentro
de las publicaciones de RIP.

MEDELLIN

MEDELLIN§config term

Enter configuration commands, one per line. End with CHTL/Z.
MEDELLIN (config)$ip route 0.0.0.0 0.0.0.0 203 17.220.1
MEDELLIN ({config) frouter rip

MEDELLIN (config-router) gdefault-information originate
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VERIFICANDO EN MEDELLIN1

MEDELLIN1gshow ip route
Codes: C - connected, 5 - static, I - IGRE, BE — BIPF, M - mokile, B - BEP
D - EIGRP, EX - EIGRP externzl, O - O5BF, IA - O5PF inter aresa
N1l - OQ5PF N55L external type 1, MZ — O5PF M55R external type 2
El - O5PF external type 1, EZ - OSPFF external type Z, E - EEP
i - I5-I5, L1 - I5-I5 lewvel-l, LZ - I5-I5 level-2Z, ia - I5-I5 inter area
* — pandidate default, U - per-user static route, o — QDR
P - periodic downloaded static route

Gateway of last resort is 172.29_.6.1 to network 0.0.0.0

172.25.0.0/1e is wariably subnetted, & subnets, 2 masks
=] 172.25%.3.12/30 [120/2] wia 172.25_.6.1, 00:00:1¢, Seri=l0/ 070
C 172.29.4_0/25 is directly connected, FastEthermet0/0
C 172.29.6€.0/30 is directly connected, S5eri=ld/ 0,0
c 172.29.68.4/30 is directly connected, Seri=ld/ 0,1
=] 172.2%.€.8/30 [120/1] wis 172.25_.6.1, 00:00:1¢, Seri=l0 0,0
=} 172.29.8.12/30 [120/2] wia 172.25%_.6.1, 00:00:1%, Seri=l0/0/0
B> 0.0.0.0/0 [120/1] wies 17Z2.25.%.1, 00:00:18, Serialds0/0

BOGOTA

BOGOTAfconfig term

Enter configuration commands, one per line. End with CHTL/Z.
BOE0TR (config)fip route 0.0.0.0 0.0.0.0 205_17_220.5

BOEOTA (config) #router rip
BDGDIA{ccnfig—rnuter)#Fefault—infnrmatinn originate

VERIFICANDO EN BOGOTAZ2

BOROTAZ§show ip route
Codes: C - connected, 5 - static, I - IGRE, BE - RIPF, M - mokile, B - BGP
I - EIGRP, EX - EIGRP externzal, & - 0O5BF, IA - O5PF inter area
N1l - O5BF N554 externzal type 1, MZ - O5PF MS55R external type 2
E1l - O5PF external type 1, EZ - O5PF external type 2, E — EGP
i - I5-I5, L1 - I5-I5 lewel-l, LZ - I5-I5 level-2, ia - I5-I5 inter aresa
* — pandidate default, U - per-user static route, o — QDR
P - periodic downloaded static route

Cateway of last resort is not set

172_.29.0.0/16 is wariably subnetted, Z subneta, Z masks
C 172.29.0.0/24 is directly connected, FastEthermetO/0
C 172.29.32.0/30 is directly connected, Seriald/ 070

c. Elrouter ISP debera tener una ruta estética dirigida hacia cada red interna de
Bogota y Medellin para el caso se sumarizan las subredes de cada uno a /22.

I5P§config term

Enter configuration commands, one per line. End with CHIL/Z.
ISP(config) #ip route 172_.Z2%.4.0 255 Z.0 Z05_.17_2Z20.Z2
2.0 Z05_17_2Z0.

ISP (config) $#ip route 172.23.0.0 Z55.

ki K3
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Parte 2: Tabla de Enrutamiento.
a. Verificar la tabla de enrutamiento en cada uno de los routers para
comprobar las redes y sus rutas.

TABLA MEDELLIN

MEDELLIN§show ip route

Codes: C - connected, 5 - static, I - IGRP, R - RIF, M - mobkile, B - BGF
DD - EIGRP, EX - EIGRP externzal, O - 0O5BF, IA - OS5PF inter area
N1l - {Q5BF NS55L external type 1, MZ - O5PF MNS55R external type 2
E1l - OQ5PF external type 1, EZ - O5PF external type 2, E — EGP
i - I5-I5, L1 - I5-I5 level-1l, LZ - I5-I5 level-2, ia - I5-I5 inter area
* — pcandidate default, U - per—-user static route, o — ODR
P - periodic downloaded static route
Cateway of last resort is Z09.17_.Z20.1 to network 0.0.0.0
172.29.0.0/16 is wariably subnetted, & subnets, 2 masks
R 172.29.3.12/30 [120/1]1 wia 172.25%.&.10, 00:00:08, Seri=l0ys1/s0
=) 172.29.4.0/25 [120/1] wi=s 17Z.29.%.2, 00:00:21, Serisl0s 071
[120/1] wia 172.25_.&.10, 00:00:08, Seriald/sS1/0
c 172.29_.8.0/30 is directly connected, S5eriald/0/1
R 172.2%9.6.4/30 [120/1] wia 172.29.6.2, 00:00:21, Serial0s0/1
C 172_.29_.6.8/30 is directly connected, Seriald/1/0
=) 172.2%.6.12/30 [1Z0/1]1 wia 17Z2.2%.&.10, 00:00:08, Seri=l0ys1/0
209_.17_220.0/30 is subnetted, 1 subnets
cC 209_17_220.0 is directly connected, Seriald/0/0
g% 0.0.0.0/0 [1/0] wia 203.17.220.1

TABLA MEDELLIN1

MEDELLINl1fshow ip route

Codes: C - connected, 5 - static, I - IGRPE, B — BRIP, M - mobkile, B - BEP
D - EIGRP, EX - EIGRP external, O - O5PF, IA - O5PF inter aresa
N1 - OS5PF N55R enternal type 1, WZ2 - O5PF N55R external type Z
E1l - O5PBF externzal type 1, EZ - OS5EF external type 2, E — EGP
i - I5-I5, L1 - I5-I5 lewel-l, LZ - I5-I5 level-2, ia - I5-I5 inter aresa
* — pandidate default, U - per-user static route, o — QDR
P - periodic downloaded static route
Fateway of last resort is 172.23_.6.1 to network 0.0.0.0
172.25.0.0/1¢6 is wariabkly subnetted, & subnets, Z masks
=} 172.29.3.12/30 [120/2] wia 172.25%_.6.1, 00:00:22, Seri=l0/0/0
C 17Z2.29.4_0/25 is directly connected, FastEthermnet0/0
c 172.29.e€.0/30 is directly connected, Seri=ld/ 0,0
cC 172.2%.8.4/30 is directly connected, Seri=l0/0/1
=} 172.29.8.8/30 [120/1] wwis 172.25%_.6.1, 00:00:22, Seri=zl0/0/0
=) 172.2%.e.12/30 [120/2] wia 172.25_.6.1, 00:00:22, Seri=l0/0/0
B> 0.0.0.0/0 [120/1] wie 17Z2.25.%.1, 00:00:22, Serialds0/0
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TABLA MEDELLINZ2

MEDELLINZ#show ip route
Codes: C - econnected, 5 - statie, I - IGRP, R - RIE, M - mokile, B - BEE
o0 — EIGRE, EX - EIGREP external, & - OSPF, IZ - OS5PF inter area
N1l - OS5PF MS55R externzal type 1, MZ - OSPF NSS5A external type 2
El - OS5PF externzl type 1, EZ - O5PF external type 2, E - EGF
i - I5-I5, L1 - IS-I5 lewel-l, LZ - I5-IS5 lewvel-Z, ia - IS-I5 inter area
* — candidate default, U - per—user static route, o - QDR
P - periodic downloaded static route

GFateway of last resort is 172.2%.&.9% to network 0.0.0.0

172.29.0.0/1e is wariasbly subnetted, & subnets, Z masks
c 172.29.3.12/30 is directly connected, Seriald/1/0
c 172.259.4.0/25 is directly connected, FastEthernet0/0
= 172.2%.6.0/30 [120/1] wia 172.25.&.9%, 00:00:15, Seri=l0s0/0
= 172.29.6.4/30 [120/2] wia 172.25.&.95, 00:00:15, Seri=l0s0/0
C 172_.23.8€_8/30 is directly connected, Serial0/0/0
C 172 _29.6_.12/30 is directly connected, Serisl0/ 071
B D.O.G:ﬂfﬂ [120/1]1 wie 172.Z5%.&.%, 00:00:15, Seri=l0s0/0

TABLA BOGOTA

BOGOTAEshow ip route
Codes: C - connected, 5 - static, I - IERF, B - RIF, M - mobkile, B - BEE
oD — EIGRP, EX - EIEZRP externzl, O - O5PF, I& — OS5PF inter area
N1 - OS5PF MS5Z external type 1, NZ - OSPF NS5SAR external type 2
El - OSPF external type 1, EZ - OS5PF external type 2, E - EGF
i - I5-I5, L1 - IS5-IS5 lewel-1l, LZ - IS-IS lewel-Z2, ia - I5-IS5 inter aresa
* - candidate default, U - per-user static route, o — QLR
P - peripdic downloaded static route

Fateway of last rescrt is 205%.17.220.5 to nmetwork 0.0.0.0

172.253.0.0/30 is subnetted, 32 subnets
C 172.259.3.0 is directly connected, Serizal0/1,/0
C 172.29.3.4 i3 directly connected, Seri=l0ys1/1
C 172.29.3.8 i3 directly connected, Seri=l0/0/1
205.17.220.0/30 is subnetted, 1 subnets
c 209.17.220.4 is directly connected, Seri=l0/0/0
= 0.0.0.0/0 [1/0]1 wia 205.17.220.5

TABLA BOGOTA1

BOEOTAlfshow ip route
Codes: T - connected, 5 - static, I - IGRP, B - BIP, M - mokile, B — BEP
r — EIZRP, EX - EIGREPE externsl, O - O5PF, IZ - OSPF inter ares
N1 - QSPF MSS5A externzal type 1, N2 - OS5PF NSSAR external type 2
El - OS5PF externzal type 1, EZ2 - O5PF external type 2, E - EEP
i - I5-I5, L1 - I5-I5 lewvel-1l, LZ — I5-I5 lewel-2, iz - I5-I5 inter area
* — pandidate default, U - per—-user static route, o - ODR
P - periodic downloaded static route

Fateway of last resocrt is not set

172.5.0.0/30 is subnetted, 1 subnets
c 172.9.3.12 is directly connected, S5erizl0/0/1
172.253.0.0/1€ is wariakly subnetted, 2 subnets, 2 masks
c 172.253.1.0/24 is directly connected, FastEthernet0/0
c 172.29.3.8/30 is directly connected, Serizl0/s070



TABLA BOGOTA2

BOFOTAZ#show ip route

Codes: C - connected, 5 - static, I - IGRPE, B — RIPF, M - mokile, B - BEP
DD - EIGRP, EX - EIGRP external, O - OQ5PF, IA - O5PF inter aresa
N1 - OSPF N55R external type 1, WZ - O5PF N55R external type Z

E1l - OQ5FBF externzal type 1, EZ - O5PF external type 2, E — EGP

i - I5-I5, L1 - I5-I5 level-1l, LZ - I5-I5 level-2, ia - I5-I5 inter area
* — pandidate default, U - per—-user static route, o — CDR

P - periodic downloaded static route

Fateway of last resort is not set

172.2%.0.0/1e is wariably subnetted, Z subnets, Z masks
cC 172.29.0.0/24 is directly connected, FastEthermet0/0
cC 172_.29_.3.0/30 is directly connected, S5eriald/ 0 /0

b. Verificar el balanceo de carga que presentan los routers.

Se realiza entre los routers con dos conexiones, en nuestro caso entre MEDELLIN
y MEDELLIN2, y BOGOTA y BOGOTA2

c. Obsérvese en los routers Bogota y Medellin cierta similitud por su
ubicacioén, por tener dos enlaces de conexidn hacia otro router y por la ruta

por defecto que manejan.

Seld
el
l} @ Se0/1/0
2010/ Ny, © Se0/1/1
(T 500 ] m— Hwevrv
h-dBSEDMﬂ]I —
Se nffmse?frﬂm ISP’ !{5 5e0/0/1
sedf1yiN BOGOTA

g

d. Los routers Medellin2 y Bogota2 también presentan redes conectadas
directamente y recibidas mediante RIP.
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e. Las tablas de los routers restantes deben permitir visualizar rutas

redundantes para el caso de la ruta por defecto.
BOGOTA
R 172.29.0.0/24 [120/1] via 172.29.3.6, 00:00:06, Serial0/1/1
[120/1] via 172.29.3.2, 00:00:06, Serial0/1/0
BOGOTA 2
R 172.9.3.12 [120/2] via 172.29.3.5, 00:00:25, Serial0/0/1
[120/2] via 172.29.3.1, 00:00:25, Serial0/0/0
R 172.29.1.0/24 [120/2] via 172.29.3.5, 00:00:25, Serial0/0/1

[120/2] via 172.29.3.1, 00:00:25, Serial0/0/0 R 172.29.3.8/30 [120/1] via
172.29.3.5, 00:00:25, Serial0/0/1

[120/1] via 172.29.3.1, 00:00:25, Serial0/0/0 R* 0.0.0.0/0 [120/1] via 172.29.3.5,

00:00:25, Serial0/0/1

[120/1] via 172.29.3.1, 00:00:25, Serial0/0/0
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f. El router ISP solo debe indicar sus rutas estaticas adicionales a las

directamente conectadas.

F15p

Physical | Config | CLI

=nEn |

GLOBAL

Settings

Algorithm Settings

ROUTING

Static

RIP

SWITCHING

VLAN Database

INTERFACE

Static Routes
Network
Mask

Next Hop

Add

FastEthernet0/0

FastEthernet0/1

Serial0/0/0

Serial0/0/1

Serial0/1/0

Network Address
172.29.4.0/22 via 209.17.220.2

172.29.0.0/22 via 209.17.220.6

Serial0/1/1

J
J
J
J
J
J
J
J
J
J
J
J
J
J
J

Egquivalent 105 Commands

Remove

SLINEPROTO-5-UPDOWN: Line protocol on Interface 5

ine. End with CNTL/Z.

erial0/0/1, changed state to up

a. Para no propagar las publicaciones por interfaces que no lo requieran se

Parte 3: Deshabilitar la propagacion del protocolo RIP.

debe deshabilitar la propagacion del protocolo RIP, en la siguiente tabla se

indican las interfaces de cada router que no necesitan desactivacion.

ROUTER INTERFAZ

Bogota SERIAL0/0/1; SERIALO/1/0;
SERIALO/1/1

Bogotal SERIAL0/0/0; SERIALO/0/1

Bogota2 SERIALO/0/0; SERIALO/0/1;
SERIAL0O/1/0

Medellin SERIALO/0/0; SERIALO/0/1;
SERIALO/1/1

Medellin1 SERIALO/0/0; SERIALO/0/1

Medellin2 SERIAL0/0/0; SERIAL0/0/1;
SERIALO/1/0

ISP No lo requiere
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Durante la configuracién de RIP se realizo esta desactivacion.

Parte 4. Verificacion del protocolo RIP.

a. Verificar y documentar las opciones de enrutamiento configuradas en los
routers, como el passive interface para la conexién hacia el ISP, la versién

de RIP y las interfaces que participan de la publicacion entre otros datos.

MEDELLIN

MEDELLINg§show ip protocols

Routing Protocol is "rip"

Sending updates ewvery 30 seconds, next due in 22 seconds
Inwalid after 180 seconds, hold down 180, flushed after Z40
Cutgoing update f£ilter list for all interfaces is not set
Incoming update f£ilter list for all interfaces is not set
Redistributing: rip

Default wversion control: send wersion 2, receive 2

Interface Send BRecv Triggered RIPF Eey-chain
Serialdys1/0 z z
Serialdys0s1 z 2

Butomatic network summarization is not in effect
Maximim path: 4
Bouting for Metworks:
172.25.0.0
Pasgive Interface(s):
Serizl0/ 070
Bouting Information Sources:
Fateway Distance Last Update
172.25%.&.10 120 00:00:14
172.25.86.2 120 00:z00:00
Distance: (default is 1Z0)

MEDELLIN1

MEDELLINlg#show ip protocols

Routing Protocol is "rip"

Sending updates ewvery 30 seconds, next due in 10 seconds
Invalid after 180 seconds, hold down 180, £flushed after Z40
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip

Defasult version control: send wersion Z, receiwve Z

"

Interface Send PRecv Triggered RIP Eey-chain
Seri=losSos0 Z Z
Seri=losos1 Z Z

Zutomatic network summarization is not in effect
Maximim path: 4
Bouting for Hetworks:
172.25.0.0
Passive Interface(s):
FastEthernetl/0
Bouting Information Sources:

Fateway Distance Last Update
172.253.8.1 1z0 00:00:Z23
Distance: (default is 120)
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MEDELLINZ2

MEDELLINZ§show ip protoccols

BEouting Protocol is "rip™

Sending updates every 30 seconds, next due in 10 seconds
Inwvalid after 180 seconds, hold down 180, flushed after 240
Cutgoing update filter list for 21l interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip

Defzult wersion control: send wversion Z, receive 2

Interface Send BRecwv Triggered BRIP Eey-chain
Serial0/s0/0 2 Z
Serizl0/s0/1 z z
Serialdys1s0 Z Z
AZutomatic network summarization is not in eifect

Maximum path: 4

Bouting for Networks:
172.25.0.0

Passive Interface(s):
FastEthernetl/0

Bouting Information Sources:

Gateway Distance Last Updzate
172.25%.&8.5 1z0 00:00:15
Distance: {(default is 120}

BOGOTA

BOCOTAEshow ip protocols

Routing Protocol is "rip"

Sending updates every 30 seconds, next due in 1 seconds
Inwvalid after 180 seconds, heold down 180, flushed after 240
Cutgoing update

filter list for all interfaces is not set
Incoming update filter list for =211 interfaces is not set
Redistributing: rip

Default wersion control: send wersion 2, receiwe 2Z

Interface Send BRecv Triggered RIF Eey-chain
Serialds1l/0 z Z
Serialds1l/1 z Z
Serialld/ 0/1 Z z
Zutomatic network summarization is not in effect

Maximim path: 4
Bouting for Hetworks:
172 _29.0.0
Passive Interface(s):
Bouting Information Sources:
Fateway Distance Last Update
Distance: (default is 120)

BOGOTA1

BOEOTRlEshow ip protocols

BEouting Protocol is "rip"™

Sending updates every 30 seconds, next due in Z1 seconds
Invalid after 180 seconds, hold down 180, flushed after Z40
Cutgoing updete filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip

Default wersion control: send wersiom 2, receiwve 2

Interface Send Recwv Triggered RIF Eey-chain
Seriall/s0/0 Z Z
Serisl0/0/1 Z z

Zutomatic network summarization is not in effect
Meximum path: 4
RBouting for Networks:

172.3.0.0

172.25.0.0
Passive Interface(s):

FastEthernetld,/0
Bouting Information Sources:

Fateway Distance Last Update
Distance: (default is 120)
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BOGOTA2

BOEOTAZE#show ip protocols

Bouting Protocol is "rip"

Sending updates ewvery 30 seconds, next due in 4 seconds
Invalid after 180 seconds, hold down 180, flushed after Z40
Cutgoing update lter list for =211 interfaces is not set
Incoming update lter list for =211 interfaces is not set
Redistributing: rip

Default wersion control: send wversion Z, receiwe 2Z

Interface Send Recv Triggered RIF Eey-chain
Seriald/ 0/0 Z z
Seriald/ 0/F 1 Z z

Automatic network summarization is not in eff

Maximm path: 4

Routing for Metworks:
172.2%.0.0

Pagzive Interface(s):

FastEthernetd/0
Bouting Information Sources:

Eateway Distance Last Update
Distaucel: {default is 120)

b. Verificar y documentar la base de datos de RIP de cada router, donde se

informa de manera detallada de todas las rutas hacia cada red.

 veDeUn Em
Physical | Config | CLI
| GLOBAL | RIP Routing (v2)
Settings Net I
‘Algorithm Settings stwort
Add
Static Network Address
— 1722000
SWITCHING
VLAN Database
INTERFACE
FastEthernet0/1
Remove
guwa\ent 105 Commands
Last Update o
00:00:14
00:00:00
Distance:
MEDELLING
ensigure terminal
iguravien commends, cne per line. End with CNIL/Z.
)#zouter rip [
£ig-router) & 52
&7 MEDELLINL
Physical | Config | CLI
GLOBAL - "
— RIP Routing (v2)
Settings.
Network
ROUTING Add

Network Address

1722900

INTERFACE
FastEthernet0/0

Serial0/1/0

Serial0/1/1 Remove

105 Commands

Routing Information Sources e
Gateway Distance Last Update
29 6.1 120 00:00:23
Distance: (default is 130}
MEDELLIN1g¢
MEDELLINl§configure terminal
Snter configuration commands, one per line. End with CNTL/Z.

MEDELLINI (config) #router rip
MEDELLINI (config-router) § =




&9 MEDELLINZ
Physical | Config | CLI

GLOBAL =
Settings.

Algorithm Settings Network

ROUTING

RIP Routing (v2)

Static Network Address
RIP
SWITCHING
VLAN Database
INTERFACE
FastEthernetd/0

1722900

Serial0/0/0
Serial0/0/1
Serial0/1/0

Serial0/1/1

Equivalent I0S Commands.

Remove

Routing Informatvien Sources:

(defaulc is 120)

MEDELLINZ{configure terminal

MEDELLINZ (config) §router rip
MEDELLINZ (config-router)$

Enter configuration commands, one per lime.

Gateway Distance Last Update
172.29.6.9 120 00:00:15

End with CNTL/Z_

& BOGOTA

Physical | Config | CLI

GLOBAL "

Settings

Algorithm Settings Network

ROUTING

RIP Routing (v2)

[ Add

Stati
RIP
SWITCHING
VLAN Database
INTERFACE

Network Address

1722900

FastEthernetd/0
FastEthernet0/1

Serial0/0/0
Serial0/0/1
Serial0/1/0

Serialo/1/1

Equivalent 105 Commands

Remove

Passive Interface(s):
Routing Information Sources:

Distance: (default iz 120)

BOGOTAfconfigure terminal

Enter configuration commands, one per line.
BOGOT2 (config) §router rip

BOGOTA (config-router)§

Gateway Distance Last Update

End with CNTL/Z_

&7 BOGOTAL

Physical | Config | CLI

GLOBAL g

Settings

Algorithm Settings Netwerk

ROUTING

RIP Routing (v2)

Static Metwork Address
RIP
SWITCHING
WLAN Database 172.29.00
INTERFACE
FastEthernet0/0

172900

FastEthernetd/1
[ Serialojo/o |
[ Serialojo/z |
[ Serialoi/o |

Serial0/1/1

gquivalent 105 Comman:

Remove

FastEthernes0/0
Routing Information Sources:

Distance: (default is 120)

BOGOTALE

BOGOTAl#configure terminal

Enter configuration commznds, one per line.
BOGOTAL (config) #router rip

BOGOTAL (config-router)$

Gateway Distance Last Update

Znd with CHNTL/Z. —
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# socoTAz2 EeEs

Physical | Config | CLI

GLOBAL =
Settings

RIP Routing (v2)

Network

Algorithm Settings
ROUTING [ Add
Static Network Address
RIP
SWITCHING
VLAN Database
INTERFACE
FastEthernet0/0
FastEthernet0/1
Serialo/o/0
Serial0/0/1
Serialo/1/0

Serial0/1/1 Remove

172.2900

Equivalent 105 Commands
FastEthernet0/0
Routing Information Sources:
Cateway Distance Last Update
Distance: (default is 120)
BOGOTRZE
BOGOTRZ#configure terminal
Enter configuration commands, cne per line. End with CNTL/Z.
BOGOTAZ (config) §router rip
BOGOTAZ (config-router) $ S

Parte 5. Configurar encapsulamiento y autenticaciéon PPP.

a. Segun la topologia se requiere que el enlace Medellinl con ISP sea

configurado con autenticacién PAP.

ISP autenticacion PAP

ISPrenzable

ISPicopy running-config startup—-config
Destination filename [startup-config]?
Building configuration. ..

[CE]
ISPiconfig term
Enter configuration commands, one per line. End with CHNTL/Z.

ISP (config) fusername MEDELLIN

ISP (config) fusername MEDELLIN password M1

ISP (config) #int 30/70/0

ISP (config-if) #encapsulation ppp

ISP (config-if) &

SLINEPROTO-5-UEDOWN: Line protocol on Imterface Seriald/0/0, changed state to down

ISP (config-if) §ppp authentication pap
ISP (config-if) #ppp pap sSent—username ISP password P5I
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MEDELLIN autenticacion PAP

MEDELLINfconfig term

Enter configuration commands, one per line. End with CHTIL/Z.

MEDELLIN (config) fusername ISP password PS5SI

MELELLIN (config) §int s0,/0/0

MEDELLIN (config—if) fencapsulation ppp

MEDELLIN (config—if) fppp authentication pap

MEDELLIN (config—if) #ppp pap sent—username MEDELLIN password M1

MELELLIN (config-if)

(LINEPROTO-5-UEDOWN: Line protocol on Inmterface Serizel0/0/0, changed state to up

MEDELLIN (config-if) §~2
HMELELLINE
%5¥5-5-CONFIZ I: Configured from conscle by consocle

MECELLINEping 205_.17_220.1

Type escape sSequence to abort.
Sending 5, 100-kbyte ICMP Echos to 209_.17_220.1

timeout is 2 seconds:

"

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/&6/2

b. El enlace Bogotal con ISP se debe configurar con autenticacion CHAP.

ISP autenticacion CHAP

I5Pfconfig term

Enter configuration commands, one per line. End with CHTL/Z.

ISP (config) fusername BOEOTA password Bl

ISP (config)&int =30/70/1

ISP (config-if) #encapsulation ppp

ISP {config-if)#

S LINEPROTO-5-UFDOWN: Line protocol on Interface Seriaelds0/1, changed state to down

ISP (config-if) #ppp authentication chap

BOGOTA autenticaciéon CHAP

BOEOTAfconfig term

Enter configuration commands, one per line. End with CHTL/Z.
BOFOTA (config) #fusername ISP password PSI

BOF0TA (config) #int s0/0/0

BOGOTA (config-if)

BOFEOTA (config-if) fencapsulation ppp

BOFOTA (config-if) #ppp authentication chap

BOGOTA (config-if) §~Z

BOEOTRE

£5Y5-5-CONFIG _I: Configured from console by console

BOFOTREping 205.17_220.5

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 20%.17.220.5, timeocut is 2 seconds:

Success rate iz 0 percent (0/5)

30



Parte 6: Configuracion de PAT.

a. En la topologia, si se activa NAT en cada equipo de salida (Bogota y Medellin),
los routers internos de una ciudad no podran llegar hasta los routers internos en el

otro extremo, solo existira comunicacion hasta los routers Bogotal, ISP y Medellin.

b. Después de verificar lo indicado en el paso anterior proceda a configurar el NAT
en el router Medellin. Compruebe que la traduccién de direcciones indique las
interfaces de entrada y de salida. Al realizar una prueba de ping, la direccion debe
ser traducida automaticamente a la direccion de la interfaz serial 0/1/0 del router

Medellinl, cémo diferente puerto.

c. Proceda a configurar el NAT en el router Bogotal. Compruebe que la traduccion
de direcciones indique las interfaces de entrada y de salida. Al realizar una prueba
de ping, la direccién debe ser traducida autométicamente a la direccién de la

interfaz serial 0/1/0 del router Bogotal, como diferente puerto.

Configurando MEDELLIN

MEDELLIN§config term

Enter configuration commands, one per line. End with CHIL/Z.
MEDELLIN (config) #ip nat inside source list 1 interface s0/0/0 overload
MEDELLIN (config) faccess-list 1 permit 172.25%.4.0 0.0.3.Z55
MEDELLIN (config) #int 30,070

MEDELLIN (config-if) #ip nat outside

MEDELLIN (config-if) #int =0,/0/1

MEDELLIN (config-if) #ip nat inside

MEDELLIN (config-if) §int =0/1s0

MEDELLIN (config-if) #ip nat inside

MEDELLIN (config-if) #int s0/1/1

MEDELLIN (config-if) #ip nat inside

MEDELLIN (config-if)§

Configurando BOGOTA

BOEOTAfconfig term

Enter configuration commands, one per line. End with CHTIL/Z.

BOROTA (config) #ip nat inside source list 1 interface 307070 overload
BOGOTA (config) $access-1ist 1 permit 17Z2.23.0.0 0.0.3.255

BOEOTA (config) #int s0/0/0

BOROTA (config-if) #ip nat outside

BOEOTA (config-if) #int 30,170

BOGOTA (config-if) ip nat inside

BOGOTA (config-if) #int 307171

BDEDIA{::nfig—if)#}p nat inside
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Parte 7: Configuracion del servicio DHCP.
a. Configurar la red Medellinl y Medellin2 donde el router Medellinl debe ser

el servidor DHCP para ambas redes Lan.

MEDELLINl1fconfig term

Enter configuration commands,
MEDELLINI {

MEDELLINI1
MEDELLIN1
MEDELLINI1
MEDELLIN1
MEDELLINI1
MEDELLIN1
MEDELLINI1

MEDELLINI1

MEDELLINI1

{config) #ip dhep excluded-address 172.25.4.125% 17Z.2
{config) $ip dhep pool MEDELLINI
{dhep—config) #network 172_.253.4.0
{dhep—config) #default—-router 172.
{dhep—config) #dns—-server 4.4.4.4
{dhep—config) fexit

{config) #ip dhcp pool MEDELLINZ
MEDELLINI {
{dhep-config) #default-router 172.
MEDELLINI {

one per line. End with CHNTL/Z.

config) #ip dhep excluded-address 172.25%.4.1 172_25.4.
3.

-

W=

-133

dhep—config) fnetwork 172.29.4.12

ka3 m
]

dhep—config) fdns—-server 4.4_4_4

{dhep—config) fexit

b. El router Medellin2 debera habilitar el paso de los mensajes broadcast

hacia la IP del router Medellinl.

MEDELLINZ (config) #int £0/0
MEDELLINZ (config-if) #ip helper—-address 172 _Z3_&_.5
MEDELLINZ (config-if) &

c. Configurar la red Bogotal y Bogot42 donde el router Medellinl debe ser el

servidor DHCP para ambas redes Lan.

BOEOTAlEconfig term

Enter configuration commands, one per line. End with CHIL/Z.

BOGOTAL (config) #ip dhep excluded-address 172.29.1.1 172.25.1.5
BOEOTAL (config) #ip dhep excluded-address 172_.29.0.1 172_.29.0.5
BOEOTRL (config) §#ip dhep pool BTRZ

BOEOTRL (dhep-confiig) gnetwork 172.23.1.0 255.255.255.0

BOGOTAL (dhep-config) #default-router 172.23.1.1

BOEOTA] (dhep-config) #dns—server 4_4_.4_4

BOEOTR] (dhep—config) #ip dhep pool BTAS

BOEOTRL (dhep-confiig) gnetwork 172.23.0.0 255.255.255.0

BOGOTAL (dhep-config) #default-router 17Z2.23.0.1

BOEOTA] (dhep-config) #dns—server 4_4_.4_4

d. Configure el router Bogota para que habilite el paso de los mensajes

Broadcast hacia la IP del router Bogotal.

BOFOTAZ fconfig term

Enter configuration commands,
BOZOTAZ (config) #int £0/0
BOEOTAZ (config-if) #ip helper—-address 172_259_.3_.13

one per line. End with CHIL/Z.
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ESCENARIO 2

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las

ciudades de Miami, Bogotd y Buenos Aires, en donde el estudiante sera el

administrador de la red, el cual debera configurar e interconectar entre si cada uno

de los dispositivos que forman parte del escenario, acorde con los lineamientos

establecidos para el direccionamiento IP, protocolos de enrutamiento y demas

aspectos que forman parte de la topologia de red.

VLAN Direccionamiento

Nombre

lnternet 30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo
209.165.200.230 200 192.168.200.0/24 Mantenimiento

172.31.21.0/30

Lod 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

FO/0 Buenos Aires

192.168.99.3
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Parte 1: Configurar el direccionamiento IP acorde con la topologia de red para

cada uno de los dispositivos que forman parte del escenario.

Disefio de la topologia en packet tracer

_:Fal E"“"'-.. Fal
e == Falf1 -
Internet-PC FEUIUI. e !Jr-Q—' -

Senmf?lseﬂfﬂfﬂ Serverl

L oo Se0/0f1
-, 7

. H.'; ~—
oy

BOROTA

Fa0/o BUENOS AIRES

Fal/f24
FaUISI

Swikcho
Fa0/1

Fal

PC-A

Configuracion IP

A Internet-PC e S
Physical Desktop Custom Interface

IP Configuration
IP Configuration

) DHCP @ Static
IP Address 209.165.200.220
Subnet Mask 255.255,255.248

Default Gateway 209.165.200.225

DNS Server 0.0.0.0|

m

IPvE Configuration
() DHCP () Auto Config @ Static
IPv6 Address

Link Local Address FEZ0::207:ECFF:FE32:E2C9

IPvE Gateway I

34



-
& Web_Server

lﬁy:s;al_ ~|~C<—)nﬁ_g_ ] Services j} Desktop I_E:E;tom Interface ‘ :

| Interface {FastEthernetO
IP Configuration
" ‘7] VDHCP @ Static
€ 1P Address 10.10.10.10
Subnet Mask 255.255,255.0
I 4Default Gateway 10.10.10.1
I DNS Server 0.0.0.0

Parte 2: Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes

criterios:

OSPFv2 area 0

Configuration Item or Task Specification
Router ID R1 1.1.1.1
Router ID R2
5.5.5.5
Router ID R3
8.8.8.8
Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales
en 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500

Verificar informacién de OSPF
e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el

costo de cada interface
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e Visualizar el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada router.

Configurando R1

Blfconfig term

Enter configuration commands, one per line. End with CHTL/Z.
Bl {config) #no ip domain-lookup Bouter

Bl {config) #enabkle secret class Rl

Rl (config) #line con

% Incomplete command.

Bl {config) #line con 0O

Bl {config-line) fpass cisco

Rl {config-line)l flogin

Rl {config-line)#line vty 0 15

Bl (config-line) fpass cisco

Rl {config-line) #login

Rl (config-line) fexit

Rl (config) §service password-encryption

Bl (config) §banner motd glcceso solo a personal autorizadof
Bl {config) #int 30,/0/0

Rl (config-if)#ip address 17Z.31.21.1 Z55.Z55_255_Z52Z

Bl {config-if)#clock rate 1282000

Bl {config-if) #no shutdown

SLINE-5-CHARNEED: Interface Serizal0/0/0, changed state to down
D1 (config-if) #

Configurando R2

BZfconfig term

Enter configuration commands, one per line. End with CHTL/Z.
RZ (config) #enable secret class

BZ (config) #no ip domain-loockup

BZ (config) #ine con 0

% Invalid input detected at """ marker.

BZ (config) #line con 0O

RZ {config-line) §pass cisco

RZ (config-line)flogin

BZ (config-line)fline wty O 15

BZ (config-line) fpass cisco
RZ{config-line)flogin

RZ (config-line) fexit

RZ (config) §service password- encryption

% Invalid input detected at "' marker.

BZ (config) §service password-encryption

BZ (config) $banner motd glcceso solo a personal autorizadof
BZ (config) #int 30,/0/0

RZ (config-if)#ip address 17Z.31.23.1 Z55.Z55_.255_Z5Z

BZ (config-if) #clock rate 1282000

This command applies only to DCE interfaces

BZ (config-if) #no shutdown

5LINE-5-CHANGEED: Interface S5eri=ld/0/0, changed state to down



Configurando R3

B3fconfig term

Enter configuration commands, one per line. End with CHTL/Z.

B3 ({config) #no ip domain-lookup
B3 ({config) #enabkle secret class
B3 {config) #line con 0O

B3 ({config-line) fpass cisco

B3 {config-line) #login

B3 {config-line)§line wty O 15
B3 {config-line) fpass cisco

B3 ({config-line) #login

B3 ({config-line) fexit

B3 ({config) §banner motd glcceso solo a persocnal autorizadof

B3 {config) §service password-encryption

B3 ({config) #int 30,/0/1

R3(config-if)fip address 172 .31_.23.2 Z55_.255.255.252

B3 {config-if) #no shutdown

BI{config-if)$

SLINE-5-CHANGED: Interface S5erisld/0/1, changed state to up

Verificar informacion de OSPF

RZgshow ip eospf neig

Neighbor ID Pri State Dead Time Address Interface
g8.8.8.8 0 FULL;/ - 00:00:39 172.31.23.2 Seriald/0/0
e 55 B S € 0 FULL/ - 00:00:38 172.31.21.1 Seriall/0/1
Rzg

Seriald/0/1 is up, line protocel is up
Internet address i= 172.31.21.2/30, Area 0

Process ID L, Router ID 5.5.5.5, Necwork Type POINT-TO-PCINI, Cosc: €152
Transmit Delay 1S 1 sec, S5tate POINI-TO-POINT, PFrioricy O

¥o dazignated router on this network

Neo backup designataed routar on this network

Timer intervals configured, Hello 10, Dead 40,
Hello due in 00:00:93

Index 171, flood queue length 0

Wext OXO(0)/0x0(0)

Last floed acan length iz 1, mazxiwmam is 1

Weit 40, Retransmit &

last flocd scan time is 0 msac, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighboxr count i= 1

Adjacent with neighboz 1.1.1.1
Suppress hello for @ neighber (s
Seri1alds0/0 1s up, line protocel i3 up
Internet addrass 18 172.31.23 1/30, Area 0

DProcasa ID L, Routexr ID 5.6.6.5, Natwork Typa DOINT-TO-DCINT, Coat: SE00
Transmit Delay is 1 sec, State POINT-TO-POINT, Pzioxitcy O

Yo designated router on this network
No backup designated roucer con this networX

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit S

Helle due in 00:00:03
Index 2/2, flood gqueue langth 0
Next O0x0(0)/0x0(0)
Last flocd scan length is 1, maxizum i= 1

Lasc flcoed scan vime L3 O meec, maximum is 0 msec
Neighbor Count i1s 1 , AdJacent neighbor count is 1

Adjacent with neighbor 2.2.8.8
Supprass hello foxr 0 neighbeoxis
Az:l
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|

router ospf 1
router-id 5.5.5.5
log—-adjacency-changes
passive-interface FastEthernet0/0
auto-cost reference-bandwidth 3500
network 172.31.21.0 0.0.0.3 arxea 0O
network 172.31.23.0 0.0.0.3 area O
network 10.10.10.0 0.0.0.255 area 0O

1

m

ip classless

Parte 3: Configurar VLANSs, Puertos troncales, puertos de acceso,
encapsulamiento, Inter-VLAN Routing y Seguridad en los Switches acorde a la

topologia de red establecida.

VLANS S1

Switch>enable

Switch#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain-lookup
Switch(config)#hostname S1

S1(config)#enable secret class

S1(config)#line con 0

S1(config-line)#password cisco

S1(config-line)#login

S1(config-line)#exit

S1(config)#service password-encryption
S1(config)#banner motd $ Solo Personal Autorizado $
S1(config)#

S1(config)#vlan 30

S1(config-vlan)#name Administracion
S1(config-vlan)#vlan 40
S1(config-vlan)#name Mercadeo
S1(config-vlan)#vlan 200
S1(config-vlan)#name Mantenimiento
S1(config-vlan)#

S1(config-vlan)#exit

S1(config)#int fO/3

S1(config-if)#switchport mode trunk

S1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed
state to up
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S1(config-ify#switchport trunk native vlan 1 S1(config-if)#

S1#

Sl#enable

S1#conf ter

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#int f0/24

S1(config-if)#switchport mode trunk

S1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/24, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/24, changed state to up
S1(config-ify#switchport trunk native vlan 1

S1(config-if)y#no shutdown

S1(config-if)# S1#

S1(config-if)#switchport trunk native vlan 1

S1(config-if)#int range fa0/1-2, fa0/4-24, g0/1-2
S1(config-if-range)#switch mode access

S1(config-if-range)#

S1(config)#int fO/1

S1(config-if)#switchport mode access

S1(config-if)#switchport access vlan 30

S1(config-if)#tint range fa0/2, fa0/4-24, g0/1-2
S1(config-if-range)#tshutdown

VLANS S3

S3(config)#vlan 30

S3(config-vlan)#name Administracion

S3(config-vlan)#vlan 40

S3(config-vlan)#name Mercadeo

S3(config-vlan)#vlan 200

S3(config-vlan)#name Mantenimiento

S3(config-vlan)#

S3(config)#int vian 200

S3(config-if)#

%LINK-5-CHANGED: Interface VIan200, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan200, changed state to up
S3(config-if)#ip add 192.168.99.3 255.255.255.0
S3(config-if)#

S3(config-if)#exit

S3(config)#ip default-gateway 192.168.99.1

S3(config)#

S3(config)#int f0/3

S3(config-if)#switchport mode trunk

S3(config-ify#switchport trunk native vlan 1 S3(config-if)#
S3(config-if)#int range fa0/1-2, fa0/4-24, g0/1-2
S3(config-if-range)#switchport mode access S3(config-if-range)#
S3(config)#int fO/1

S3(config-if)#switchport mode access
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S3(config-if)#switchport access vlan 40

S3(config-if)#int range fa0/2, fa0/4-24, g0/1-2

S3(config-if-range)#tshutdown

Parte 4: En el Switch 3 deshabilitar DNS lookup

Parte 5. Asignar direcciones IP a los Switches, acorde a los lineamientos.

Parte 6. Desactivar todas las interfaces, que no sean utilizadas en el esquema

de red.

Parte 7. Implement DHCP and NAT for IPv4

Parte 8: Configurar R1 como servidor DHCP, para las VLANs 30 y 40.

Parte 9: Reservar las primeras 30 direcciones IP, de las VLAN 30 y 40 para

configuraciones estéticas.

Configurar DHCP pool para VLAN
30

Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com

Establecer default gateway.

Configurar DHCP pool para
VLAN 40

Name: MERCADEO
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com

Establecer default gateway.
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Reservar VLAN 30 y VLAN 40 las primeras 30 direcciones
Bogota#conf ter

Enter configuration commands, one per line. End with CNTL/Z.
Bogota(config#ip dhcp exc

Bogota(config#ip dhcp excluded-address 192.168.30.1 192.168.30.30
Bogota(configip dhcp ex

Bogota(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30
Bogota(config#

DHCP pool VLAN 30

Bogota(config#ip dhcp pool ADMINISTRACION
Bogota(dhcp-config#dns-server 10.10.10.11
Bogota(dhcp-config#default-router 192.168.30.1
Bogota(dhcp-config#network 192.168.30.0 255.255.255.0

DHCP pool VLAN 40

Bogota(dhcp-config#ip dhcp pool MERCADEO
Bogota(dhcp-config#dns-server 10.10.10.11
Bogota(dhcp-config#default-router 192.168.40.1
Bogota(dhcp-config#network 192.168.40.0 255.255.255.0

Parte 10: Configurar NAT en R2, para permitir que los host puedan salir a

internet
NAT en R2

R2(config)#user webuser privilege 15 secret cisco12345
R2(config)#ip nat inside source static 10.10.10.10 209.165.200.229
R2(config)#int f0/0

R2(config-if)#ip nat outside

R2(config-if)#int fO/1

R2(config-if)#ip nat inside

R2(config-if)#

R2(config-ify#access-list 1 permit 192.168.30.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.30.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.40.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.4.0 0.0.3.255

R2(config)#ip nat pool INTERNET 209.165.200.225 209.165.200.229 netmask 255.255.255.248

Parte 11: Configurar al menos dos listas de acceso de tipo estandar, a su
criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.
R2(config)#access-list 1 permit 192.168.30.0 0.0.0.255

R2(config)#access-list 1 permit 192.168.40.0 0.0.0.255

R2(config)#ip nat pool INTERNET 209.165.200.225
209.165.200.228 netmask 255.255.255.248
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R2(config)#ip nat inside source list 1 pool INTERNET
R2(config)#exit

R2#

%SYS-5-CONFIG_I: Configured from console by console
R2(config)#ip access-list standard ADMIN_S
R2(config-std-nacl)#permit host 172.31.21.1
R2(configstdnacl)

R2#exit

R2(config)#line vty 0 4

R2(configline)#access-class ADMIN_S in
R2(config-line)#

Parte 12: Configurar al menos dos listas de acceso de tipo extendido, o

nombradas a su criterio en para restringir o permitir trafico desde R1 o R3 hacia
R2.

B 2(config)access-list 101 permit tcp any host 209.165.200.229 eq
F2(config¥access-list 101 permit icmp anv anv echo-reply
R2({config)#int £0,/0

E2(config-if#ip access-group 101 in

F2(config-if #int s0/0/0

R2(config-if ¥ip access-group 101 out

E2(config-if #int s0/0/1

F2(config-if ¥ip access-group 101 out

R2(config-if &int £0/1

E2(config-if#ip access-group 101 out

E2(config-if)

Parte 13: Verificar procesos de comunicacién y redireccionamiento de trafico

en los routers mediante el uso de Ping y Traceroute.

Ping y Tracer desde PC-A hasta Web Server
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FrcA [E=H =R 3

Physical Config Desktop Custom Interfa;e

—rrl | el ee——l L e =

Packet Tracer Command Line 1.0
PC>ping 10.10.10.10

Pinging 10.10. 4 with 32 bytes of data:

Reply from 10.10.10.10: time=2ms TTL=

Reply < < - 2 time=lms TTL=254
Reply 3 3 o z time=1lms TTL=254
Reply from 10.10. - : time=1lms TTL=254

m

Ping statistics for -10.10.10:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1lms, Maximum = 2ms, Average = lms

PC>tracert 10.10.10.10
Tracing route to 10.10.10.10 over a maximum of 30 hops:

192.168.30.1

1 ms 1 ms 0
2 0 10.10.10.10

ms
0 ms ms ms

Trace complete.

PC>

Ping y Tracer desde PC-A hasta Internet-PC

& pC-A
Physical | Config | Desktop | Custom Interface

Command Prompt

PC>
PC>ping 2

Pinging 20S. % with 32 bytes of data:

from 205.165.200.230: bytes=32 time=2ms TTL=126&
from 209.16 00.230: bytes=32 time=2ms TTL=126
from 205.165.200.230: bytes=32 time=lms TTL=12¢&
from 209.165.200.230: bytes=32 time=1lms TTL=126

Ping statistics for 209.165.200.230:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 2ms, Average = 1lms

PC>tracert 205.165.200.230

Tracing route to 209.165.200.230 over a maximum of 30 hops:

0 ms 192.168.30.1
0 ms 172.31.21.2
0 ms 2059.165.200.230

Trace complete.

m

Ping y Tracert desde PC-C hasta Web Server
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Fpc-c

Physical | Config | Desktop | custom Interface

Packet Tracer PC Command Line 1.0
PC>ping 10.10.10.10

Pinging 10.10.10.10 with 32 bytes of data:

Reply from 10.10.10.10: byte
Reply from 10.10.10.10: bytes=
Reply from 10.10.10.10: byte
Reply from 10.10.10.10: bytes:

]
(SR SIS

Ping statistics for 10.10.10.10:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 2Zms, Average = 1lms

PC>tracert 10.10.10.10
Tracing route to 10.10.10.10 over a maximum of 30 hops:

0 ms 192.168.40.1
1 ms 10.10.10.10

1 ms

ms
0 ms ms

Trace complete.

BPC>

Ping y Tracert desde PC-A hasta Internet-PC

FpC-C ol o=

Physical | Config | Desktop | Custom Interface

e |l o L —

Comm

BC>ping 209.165.200.230
Pinging 209.165.200.230 with 32 bytes of data:

Reply from 209.16S. : bytes=32 time=lms TTL=126
from 209.165. time ms TTL=12¢
from 209.165. e time=lms TTL=126€
from 209.165.2 H time=lms TTL=126

Ping statistics for 209.165. 0:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 1ms, Average = 1lms

PC>tracert 209.165.200.230

Tracing route to 209.165.200.230 over a maximum of 30 hops:

0 ms 0 ms 192.168.40.1
0 ms 1ms 172.31.21.2
203

1 ms 0 ms -165.200.230




CONCLUSIONES

Con base en los conocimientos adquiridos a lo largo del curso, correspondientes a
la configuracion de seguridad del puerto de los Switch, protocolos de
Enrutamiento, Implementacion de soluciones soportadas en enrutamiento,
configuracion y activacion del enlace troncal de sistemas de red soportados en
VLANSs, y administraciéon, seguridad y escalabilidad en redes conmutadas, se
tomas estos principios y se aplican en el entono de diferentes escenarios,
observando las limitaciones posibles a través de las simulaciones realizadas en el
software de Packet Tracer. Por medio del diplomado de profundizacion se
adquirieron conocimientos mas concretos y enfaticos sobre el Routing and
Switching en la tecnologia de redes CISCO. Con el desarrollo de las soluciones de
los diferentes escenarios se comprender como se puede implementar y configurar
una red que este soportada por VLANS, al realizar estas pruebas se comprende
que la seguridad del puerto en el Switch permite restringir el trafico de entrada de
un puerto al limitar las direcciones MAC que pueden enviar trafico al puerto.
También que las VLAN son utiles en la administracion de grupos logicos, lo que
permite que los miembros de un grupo se muevan, cambien 0 agreguen
facilmente. Se realiza la descripcion detallada del paso a paso de cada una de las
etapas realizadas durante su desarrollo, el registro de los procesos de verificacion
de conectividad mediante el uso de los comandos requeridos para cada caso,

empleando la herramienta de simulacion Packet Tracer
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