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GLOSARIO

OSPF: Open Shortest Path First (OSPF) es un protocolo de direccionamiento de
tipo enlace-estado, desarrollado para las redes IP y basado en el algoritmo de
primera via mas corta (SPF). OSPF es un protocolo de pasarela interior (IGP).

LACP: LACP forma parte de una especificacion IEEE (802.3ad) que permite
agrupar varios puertos fisicos para formar un tnico canal I6gico. LACP permite que
un switch negocie un grupo automéatico mediante el envio de paquetes LACP al
peer.

SLAAC: Es un método en el cual un dispositivo puede obtener una direccion IPv6
de unidifusion global sin los servicios de un servidor de DHCPv6. ICMPv6 se
encuentra en el centro de SLAAC. ICMPv6 es similar a ICMPv4, pero incluye
funcionalidad adicional y es un protocolo mucho mas soélido.

HSRP: Proporciona una alta disponibilidad de red, ya que proporciona redundancia
de routing de primer salto para los hosts IPv4 en las redes configuradas con una
direccion IPv4 de gateway predeterminado. HSRP se utiliza en un grupo de routers
para seleccionar un dispositivo activo y un dispositivo de reserva.

VTP: (Vlan Trunking Protocol), es un protocolo propietario de Cisco que propaga la
definicion de vlans entre los switchs que estén configurados en un mismo dominio.
Se establece un switch con el rol de server y éste propaga las vlans que tenga
configuradas a todos los switches que funcionen en el rol de cliente.



RESUMEN

El primer escenario propone, la configuracion de una red en la cual se realiza un
enrutamiento, con el objetivo de comunicar un extremo con el otro, que los
protocolos implementados sean operativos dentro de la red de la compaiiia, por
medio de dispositivos CISCO especializados en la conmutacién y enrutamiento de
paquetes.

El segundo escenario comprende la parte de autenticacion, listas de control de
acceso (ACL), HSRP versién 2 para brindar redundancia a los hosts, configuracién

de mecanismos de seguridad para las redes y sus dispositivos.

El diplomado de profundizacion cisco ccnp, el cual consta de 6 partes las cuales se
dividen en dos escenarios y se realizan en dos entregas.

Palabra clave: Router, Cisco, hosts, Algoritmo, vlans.
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ABSTRACT

The first scenario proposed, the configuration of a network in which a routing is
carried out, with the aim of communicating one end with the other, that the
implemented protocols are operative within the company's network, through CISCO
devices specialized in packet switching and routing.

The second scenario includes the authentication part, access control lists (ACLS),
HSRP version 2 to provide redundancy to hosts, configuration of security

mechanisms for networks and their devices.

The diploma de deepening cisco ccnp, which consists of 6 parts which are divided
into two scenarios and are carried out in two deliveries.

Keyword: Router, Cisco, hosts, Algorithm, vlans.
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INTRODUCCION

Es importante que el futuro ingeniero en Telecomunicaciones entienda estas redes
y aprenda a configurar los diferentes protocolos que permiten dicha interconexion;
para ello se realiza el siguiente trabajo, donde se plantea un escenario el cual consta
de 3 router, 3 switches y 4 PCs simulando las redes a las que se va a ver expuesto
en un futuro el ingeniero.

El primer escenario que se propuso fue, la configuracién de una red en la cual se
realiza un enrutamiento, con el objetivo de comunicar un extremo con el otro, que
los protocolos implementados sean operativos dentro de la red de la compafiia, por
medio de dispositivos CISCO especializados en la conmutacion y enrutamiento de
paquetes.

Inicialmente se configura el direccionamiento IP en todos los dispositivos tanto IPv4
e IPv6, luego utilizando 2 switches multicapa como si fueran los CORE de la red
encargados de la conmutacion cada uno enfatizado en VLAN diferente, enlaces
redundantes adicional 1 switch de capa 2 utilizado como el acceso a los clientes, en
general en la capa 2 se debe trabajar el RSTP Rapid Spanning Tree Protocol y
enlaces LACP, a nivel de capa 3 se soluciona la convergencia de la red totalmente,
donde se configura el OSPFv2 para IPV4 y OSPF para IPv6 de la LAN; el
enrutamiento BGP para IPv4 y MP-BGP para IPv6 para conectar el sistema
auténomo de las dos redes planteadas, esta primera parte asegura la interconexion
de los equipos de la LAN, permitiendo que los equipos den respuesta sin ninguna
novedad.

El segundo escenario comprende la parte de autenticacion, listas de control de
acceso (ACL), HSRP version 2 para brindar redundancia a los hosts, configuracion
de mecanismos de seguridad para las redes y sus dispositivos.

12



PARTE 1: CONSTRUIR LA RED Y CONFIGURAR LOS PARAMETROS
BASICOS DE LOS DISPOSITIVOS Y EL DIRECCIONAMIENTO DE LAS
INTERFACES

Paso 1: Cablear lared como se muestra en la topologia.
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Figura 1. Montaje del escenario propuesto
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Figura 2. Simulacion de escenario

Tabla 1. Table de direccionamiento

Devi IPv6 Link-
ce Interface | IPv4 Address IPv6 Address Local
EO0/0 209.165.200.2 | 2001:db8:200::1/ | fe80::1:1
R1 25/27 64
E1/0 2001:db8:100:10 | fe80::1:2
10.78.10.1/24 | 10::1/64
E1l/1 2001:db8:100:10 | fe80::1:3
10. 78.13.1/24 | 13::1/64
EO0/0 209.165.200.2 | 2001:db8:200::2/ | fe80::2:1
R2 26/27 64
Loopback 2001:db8:2222::1 | fe80::2:3
0 2.2.2.2/32 /128
E1/0 2001:db8:100:10 | fe80::3:2
R3 10. 78.11.1/24 | 11::1/64
E1/1 2001:db8:100:10 | fe80::3:3
10. 78.13.3/24 | 13::3/64
E1/1 2001:db8:100:10 | fe80::d1:1
D1 10. 78.10.2/24 | 10::2/64
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Devi IPv6 Link-
ce Interface | IPv4 Address IPv6 Address Local
VLAN 2001:db8:100:10 | fe80::d1:2
100 10.78.100.1/24 | 0::1/64
VLAN 2001:db8:100:10 | fe80::d1:3
101 10.78.101.1/24 | 1::1/64
VLAN 2001:db8:100:10 | fe80::d1:4
102 10.78.102.1/24 | 2::1/64
E1l/1 2001:db8:100:10 | fe80::d2:1
D2 10.78.11.2/24 11::2/64
VLAN 2001:db8:100:10 | fe80::d2:2
100 10.78.100.2/24 | 0::2/64
VLAN 2001:db8:100:10 | fe80::d2:3
101 10.78.101.2/24 | 1::2/64
VLAN 2001:db8:100:10 | fe80::d2:4
102 10.78.102.2/24 | 2::2/64
VLAN 2001:db8:100:10 | fe80::al:1
Al 100 10.78.100.3/23 | 0::3/64
2001:db8:100:10 | EUI-64
PC1 | NIC 10.78.100.5/24 | 0::5/64
PC2 | NIC DHCP SLAAC EUI-64
PC3 | NIC DHCP SLAAC EUI-64
2001:db8:100:10 | EUI-64
PC4 | NIC 10.78.100.6/24 | 0::6/64

Paso 2: Configurar los parametros basicos para cada dispositivo

Se configura los parametros basicos de los dispositivos como los hombres, textos
de para cada equipo, especificamente las IP de cada interfaz tanto en IPV4 como
en IPV6 de cada uno de los router, en el caso de los switches la creacion de las
VLAN con sus nombres, las direcciones IP, y se crea un pool DHCP con sus
respectivas exclusiones.
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Router 1:

R1#conf term ---- Ingreso a modo configuracion global

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#hostname R1 ---- Se nombra el router
R1(config)#ipv6 unicast-routing ---- Habilita el routing en IPV6
R1(config)#no ip domain lookup ---- Desactiva la traduccién de nombres a dirreccion
R1(config)#banner motd # R1, ENCOR Skills Assessment# ---- Mensaje cuando se
conecta a consola

R1(config)#line con 0 ---- Configuracion de la linea de consola
R1(config-line)# exec-timeout 0 O

R1(config-line)# logging synchronous

R1(config-line)# exit

R1(config)#interface ethernetl1/0 ---- Configuracion de la interfaz
R1(config-if)# ip address 209.165.200.225 255.255.255.224
R1(config-if)# ipv6 address fe80::1:1 link-local

R1(config-if)# ipv6 address 2001:db8:200::1/64

R1(config-if)# no shutdown

R1(config-if)# exit

R1(config)#interface ethernetl/2

R1(config-if)# ip address 10.78.10.1 255.255.255.0
R1(config-if)# ipv6 address fe80::1:2 link-local

R1(config-if)# ipv6 address 2001:db8:100:1010::1/64
R1(config-if)# no shutdown

R1(config-if)# exit

R1(config)#interface ethernetl/1

R1(config-if)# ip address 10.78.13.1 255.255.255.0
R1(config-if)# ipv6 address fe80::1:3 link-local

R1(config-if)# ipv6 address 2001:db8:100:1013::1/64
R1(config-if)# no shutdown

R1(config-if)# exit

16
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Figura 3. Configuracion del router 1

Router 2:

R2#conf term

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#hostname R2

R2(config)#ipv6 unicast-routing

R2(config)#no ip domain lookup

R2(config)#banner motd # R2, ENCOR Skills Assessment#
R2(config)#line con 0

R2(config-line)# exec-timeout 0 0

R2(config-line)# logging synchronous

R2(config-line)# exit

R2(config)#interface ethernet1/0

R2(config-if)# ip address 209.165.200.226 255.255.255.224

17



R2(config-if)# ipv6 address fe80::2:1 link-local
R2(config-if)# ipv6 address 2001:db8:200::2/64
R2(config-if)# no shutdown

R2(config-if)# exit

R2(config)#interface Loopback 0O

R2(config-if)# ip address 2.2.2.2 255.255.255.255
R2(config-if)# ipv6 address fe80::2:3 link-local
R2(config-if)# ipv6 address 2001:db8:2222::1/128
R2(config-if)# no shutdown

R2(config-if)# exit

Figura 4. Configuracion del roter 2
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Router 3:

R3#conf term

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#hostname R3

R3(config)#ipv6 unicast-routing

R3(config)#no ip domain lookup

R3(config)#banner motd # R3, ENCOR Skills Assessment#
R3(config)#line con 0

R3(config-line)# exec-timeout 0 O

R3(config-line)# logging synchronous
R3(config-line)# exit

R3(config)#interface ethernetl/0

R3(config-if)# ip address 10.78.11.1 255.255.255.0
R3(config-if)# ipv6 address fe80::3:2 link-local
R3(config-if)# ipv6 address 2001:db8:100:1011::1/64
R3(config-if)# no shutdown

R3(config-if)# exit

R3(config)#interface ethernetl/1

R3(config-if)# ip address 10.78.13.3 255.255.255.0
R3(config-if)# ipv6 address fe80::3:3 link-local
R3(config-if)# ipv6 address 2001:db8:100:1010::2/64
R3(config-if)# no shutdown

R3(config-if)# exit

19



on Inter

on Interface Ethernetl/

Figura 5. Configuracion del router 3

Switch D1;

D1(config-if)#hosthame D1

D1(config)#ip routing

D1(config)#ipv6 unicast-routing

D1(config)#no ip domain lookup

D1(config)#banner motd # D1, ENCOR Skills Assessment#
D1(config)#line con 0

D1(config-line)# exec-timeout 0 0

D1(config-line)# logging synchronous

D1(config-line)# exit

D1(config)#vlan 100

20



D1(config-vlan)# name Management --- Se nombra la VLAN
D1(config-vlan)# exit

D1(config)#vlan 101

D1(config-vlan)# name UserGroupA
D1(config-vlan)# exit

D1(config)#vlan 102

D1(config-vlan)# name UserGroupB
D1(config-vlan)# exit

D1(config)#vlan 999

D1(config-vlan)# name NATIVE

D1(config-vlan)# exit

D1(config)#interface el/1

D1(config-if)# no switchport

D1(config-if)# ip address 10.78.10.2 255.255.255.0
D1(config-if)# ipv6 address fe80::d1:1 link-local
D1(config-if)# ipv6 address 2001:db8:100:1010::2/64
%Ethernetl/1: Informational: 2001:DB8:100:1010::2/64 is in use on Ethernetl1/2
D1(config-if)# no shutdown

% 10.78.10.0 overlaps with Ethernet1/2

Ethernetl/1: incorrect IP address assignment
D1(config-if)# exit

D1(config)#interface vian 100

D1(config-if)# ip address 10.78.100.1 255.255.255.0
D1(config-if)# ipv6 address fe80::d1:2 link-local
D1(config-if)# ipv6 address 2001:db8:100:100::1/64
D1(config-if)# no shutdown

D1(config-if)# exit

D1(config)#interface vian 101

D1(config-if)# ip address 10.78.101.1 255.255.255.0
D1(config-if)# ipv6 address fe80::d1:3 link-local
D1(config-if)# ipv6 address 2001:db8:100:101::1/64
D1(config-if)# no shutdown

D1(config-if)# exit

D1(config)#interface vian 102

D1(config-if)# ip address 10.78.102.1 255.255.255.0
D1(config-if)# ipv6 address fe80::d1:4 link-local
D1(config-if)# ipv6 address 2001:db8:100:102::1/64
D1(config-if)# no shutdown

D1(config-if)# exit

21



D1(config)#ip dhcp excluded-address 10.78.101.1 10.78.101.109
D1(config)#ip dhcp excluded-address 10.78.101.141 10.78.101.254
D1(config)#ip dhcp excluded-address 10.78.102.1 10.78.102.109
D1(config)#ip dhcp excluded-address 10.78.102.141 10.78.102.254
D1(config)#ip dhcp pool VLAN-101

D1(dhcp-config)# network 10.78.101.0 255.255.255.0
D1(dhcp-config)# default-router 10.78.101.254

D1(dhcp-config)# exit

D1(config)#ip dhcp pool VLAN-102

D1(dhcp-config)# network 10.78.102.0 255.255.255.0
D1(dhcp-config)# default-router 10.78.102.254

D1(dhcp-config)# exit

D1(config)#interface range e0/0-3,e1/0,e1/3,e2/0-3,e3/0-3
D1(config-if-range)# shutdown

D1(config-if-range)# exit

22
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Switch D2:

D2(config-if)#hosthname D2
D2(config)#ip routing
D2(config)#ipv6 unicast-routing
D2(config)#no ip domain lookup
D2(config)#banner motd # D2, ENCOR Skills Assessment#
D2(config)#line con 0
D2(config-line)# exec-timeout 0 0
D2(config-line)# logging synchronous
D2(config-line)# exit

D2(config)#vlan 100
D2(config-vlan)# name Management
D2(config-vlan)# exit

23



D2(config)#vlan 101

D2(config-vlan)# name UserGroupA
D2(config-vlan)# exit

D2(config)#vlan 102

D2(config-vlan)# name UserGroupB
D2(config-vlan)# exit

D2(config)#vlan 999

D2(config-vlan)# name NATIVE

D2(config-vlan)# exit

D2(config)#interface el/1

D2(config-if)# no switchport

D2(config-if)# ip address 10.78.11.2 255.255.255.0
D2(config-if)# ipv6 address fe80::d1:1 link-local
D2(config-if)# ipv6 address 2001:db8:100:1011::2/64
%Ethernetl/1: Informational: 2001:DB8:100:1011::2/64 is in use on shutdown
Ethernet1/0

D2(config-if)# no shutdown

%Ethernetl/1: Informational: 2001:DB8:100:1011::/64 is in use on shutdown
Ethernet1/0

%Ethernetl/1: Informational: 2001:DB8:100:1011::2/64 is in use on shutdown
Ethernet1/0

D2(config-if)# exit

D2(config)#interface vian 100

D2(config-if)# ip address 10.78.100.2 255.255.255.0
D2(config-if)# ipv6 address fe80::d2:2 link-local
D2(config-if)# ipv6 address 2001:db8:100:100::2/64
D2(config-if)# no shutdown

D2(config-if)# exit

D2(config)#interface vian 101

D2(config-if)# ip address 10.78.101.2 255.255.255.0
D2(config-if)# ipv6 address fe80::d2:3 link-local
D2(config-if)# ipv6 address 2001:db8:100:101::2/64
D2(config-if)# no shutdown

D2(config-if)# exit

D2(config)#interface vian 102

D2(config-if)# ip address 10.78.102.2 255.255.255.0
D2(config-if)# ipv6 address fe80::d2:4 link-local
D2(config-if)# ipv6 address 2001:db8:100:102::2/64
D2(config-if)# no shutdown
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D2(config-if)# exit

D2(config)#ip dhcp excluded-address 10.78.101.1 10.78.101.209
D2(config)#ip dhcp excluded-address 10.78.101.241 10.78.101.254
D2(config)#ip dhcp excluded-address 10.78.102.1 10.78.102.209
D2(config)#ip dhcp excluded-address 10.78.102.241 10.78.102.254
D2(config)#ip dhcp pool VLAN-101

D2(dhcp-config)# network 10.78.101.0 255.255.255.0
D2(dhcp-config)# default-router 10.78.101.254

D2(dhcp-config)# exit

D2(config)#ip dhcp pool VLAN-102

D2(dhcp-config)# network 10.78.102.0 255.255.255.0
D2(dhcp-config)# default-router 10.78.102.254

D2(dhcp-config)# exit

D2(config)#interface range e0/0-3,e1/0,e1/3,e2/0-3,e3/0-3
D2(config-if-range)# shutdown

D2(config-if-range)# exit
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name

Figura 7. Configuracion del Switch D2

Switch Al:

Al(config)#hostname Al
Al(config)#no ip domain lookup
Al(config)#banner motd # A1, ENCOR Skills Assessment#
Al(config)#line con O
Al(config-line)# exec-timeout 0 0
Al(config-line)# logging synchronous
Al(config-line)# exit

Al(config)#vlan 100
Al(config-vlan)# name Management
Al(config-vlan)# exit
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Al(config)#vlan 101

Al(config-vlan)# name UserGroupA
Al(config-vlan)# exit

Al(config)#vlan 102

Al(config-vlan)# name UserGroupB
Al(config-vlan)# exit

Al(config)#vlan 999

Al(config-vlan)# name NATIVE

Al(config-vlan)# exit

Al(config)#interface vlan 100

Al(config-if)# ip address 10.78.100.3 255.255.255.0
Al(config-if)# ipv6 address fe80::al:1 link-local
Al(config-if)# ipv6 address 2001:db8:100:100::3/64
Al(config-if)# no shutdown

Al(config-if)# exit

Al(config)#interface range el/1-3,e2/0-3,e3/0-3
Al(config-if-range)# shutdown

Al(config-if-range)# exit
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Figura 8. Configuracion de Switch Al

Guarde la configuracién en ejecucion en startup-config en todos los dispositivos.
D1#copy running-config startup-config

Configure el direccionamiento de host de PC 1y PC 4 como se muestra en la tabla
de direccionamiento. Asigne una direccion de puerta de enlace predeterminada de
10.78.100.254, que sera la direccion IP virtual de HSRP utilizada en la Parte 4.

Se asigna la siguiente IP
PC1: Ip 10.78.100.5/24 10.78.100.254

28



Figura 9. Asignacion de ip al PC1

PC4:ip 10.78.100.6/24 10.78.100.254

Figura 10. Asignacion de ip al PC2

PC2 DHCP

Figura 11. Asignacion de ip en DHCP en PC2
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PC3 DHCP

PARTE 2: CONFIGURAR LA CAPA 2 DE LA RED Y EL SOPORTE DE HOST

Figura 12. Asignacion de ip en DHCP en PC2

Tabla 2. Configuracion de las capas 2

Task# Task Specification Points

On all switches, configure | Enable 802.1Q trunk
IEEE 802.1Q trunk links between:

2.1 | interfaces on e D1 and D2 6
mterconnectlng switch e D1 and Al
links

e D2 and Al

On all switches, change Use VLAN 999 as the

2.2 | the native VLAN on trunk | native VLAN. 6
links.
On all switches, enable Use Rapid Spanning

2.3 | the Rapid Spanning-Tree | Tree. 3
Protocol.
On D1 and D2, configure | Configure D1 and D2 as
the appropriate RSTP root | root for the appropriate
bridges based on the VLANSs with mutually
information in the topology | supporting priorities in

2.4 diagram. case of switch failure. 2
D1 and D2 must provide
backup in case of root
bridge failure.
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Task# Task Specification Points
On all switches, create Use the following channel
LACP EtherChannels as numbers:
shown in the topology e D1to D2 — Port
diagram.
25 channel 12 3
e D1to Al — Port
channel 1
e D2 to A1 — Port
channel 2
On all switches, configure | Configure access ports
host access ports with appropriate VLAN
connecting to PC1, PC2, | settings as shown in the
26 | PC3, and PC4. topology diagram. 4
Host ports should
transition immediately to
forwarding state.
Verify IPv4 DHCP PC2 and PC3 are DHCP
27 services. clients and should be 1

receiving valid IPv4
addresses.
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Task#

Task

Specification

Points

2.8

Verify local LAN
connectivity.

PC1 should successfully
ping:

e D1:10.XY.100.1

e D2: 10.XY.100.2

e PC4: 10.XY.100.6

PC2 should successfully
ping:

e D1:10.XY.102.1

e D2:10.XY.102.2

PC3 should successfully
ping:

e D1:10.XY.101.1

e D2:10.XY.101.2

PC4 should successfully
ping:

e D1:10.XY.100.1

e D2: 10.XY.100.2

e PC1: 10.XY.100.5
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Paso 2.1: Configurar las interfaces troncales
Switch D1:
interface range e0/1-3,e1/0 --- configura un grupo de interfaces

switchport trunk encapsulation dotlq ---- establece la encapsulacién en el estandar
|IEEE 802.1Q

switchport mode trunk ---- configura la interfaz truncal
interface range e2/1-2
switchport trunk encapsulation dotlq

switchport mode trunk

Switch D2:

interface range ethernetl1/0/1-4
switchport mode trunk
interface range ethernetl1/0/5-6

switchport mode trunk

Switch Al:

Interface range ethernet0/1-2
switchport mode trunk
interface range ethernet0/3-4

switchport mode trunk
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Paso 2.2: Configurar la VLAN 99 como nativa
Switch D1:

interface range ethernetl1/0/1-4

switchport mode trunk

switchport trunk native vlan 999

interface range ethernetl1/0/5-6

switchport mode trunk

switchport trunk native vlan 999

Switch D2

interface range ethernetl1/0/1-4
switchport mode trunk
switchport trunk native vlan 999
interface range ethernetl1/0/5-6
switchport mode trunk

switchport trunk native vilan 999

Switch Al

interfacerange ethernet0/1-2
switchport mode trunk
switchport trunk native vlan 999
interface range ethernet0/3-4
switchport mode trunk

switchport trunk native vilan 999
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and not pruned

gd on Trunk

nt domain

e and not pruned

d on trunk

and active in management domain

ate and not pruned

Figura 15. Verificacion de los enlaces troncales Switch Al
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Paso 2.3: Habilitar protocolo Rapid Spanning-Tree (RSTP)
Switch D1:

Switch D1: spanning-tree mode rapid-pvst

Switch D2: spanning-tree mode rapid-pvst

Switch Al: spanning-tree mode rapid-pvst

Paso 2.4: Configurar los puentes raiz (root bridges)
Switch D1:
spanning-tree vlian 100,102 root primary

spanning-tree vlan 101 root secondary

Switch D2:
spanning-tree vlan 101 root primary

spanning-tree vlan 100,102 root secondary

Figura 15. Verificacion de spanning-tree
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Paso 2.5: crear los LACP

Switch D1:

I D1(config)#interface range e0/1-3,e1/0
D1(config-if-range)# switchport trunk encapsulation dotlq
D1(config-if-range)# switchport mode trunk
D1(config-if-range)# switchport trunk native vlan 999
D1(config-if-range)# channel-group 12 mode active
D1(config-if-range)# no shutdown
D1(config-if-range)# exit

D1(config)#interface range e2/1-2
D1(config-if-range)# switchport trunk encapsulation dotlq
D1(config-if-range)# switchport mode trunk
D1(config-if-range)# switchport trunk native vlan 999
D1(config-if-range)# channel-group 1 mode active
D1(config-if-range)# no shutdown
D1(config-if-range)# exit

D1(config)#spanning-tree mode rapid-pvst
D1(config)#spanning-tree vlan 100,102 root primary
D1(config)#spanning-tree vlan 101 root secondary
D1(config)#interface e2/3

D1(config-if)# switchport mode access
D1(config-if)# switchport access vlan 100
D1(config-if)# spanning-tree portfast

D1(config-if)# no shutdown

D1(config-if)# exit

D1(config)#end
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switch D2

D2(config)#interface range e0/1-3,e1/0
D2(config-if-range)# switchport trunk encapsulation dotlq
D2(config-if-range)# switchport mode trunk
D2(config-if-range)# switchport trunk native vlan 999
D2(config-if-range)# channel-group 12 mode active
D2(config-if-range)# no shutdown

D2(config-if-range)# exit

D2(config)#interface range e2/1-2

D2(config-if-range)# switchport trunk encapsulation dotlq
D2(config-if-range)# switchport mode trunk
D2(config-if-range)# switchport trunk native vlan 999
D2(config-if-range)# channel-group 2 mode active
D2(config-if-range)# no shutdown

D2(config-if-range)# exit

D2(config)#spanning-tree mode rapid-pvst
D2(config)#spanning-tree vlan 101 root primary
D2(config)#spanning-tree vlian 100,102 root secondary
D2(config)#interface e2/3

D2(config-if)# switchport mode access

D2(config-if)# switchport access vlan 102
D2(config-if)# spanning-tree portfast

D2(config-if)# no shutdown

D2(config-if)# exit

D2(config)#end

switch Al
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Al(config)#interface range e0/1-2
Al(config-if-range)#switchport trunk encapsulation dotlq
Al(config-if-range)#switchport mode trunk
Al(config-if-range)#switchport trunk native vlan 999
Al(config-if-range)#channel-group 1 mode active
Al(config-if-range)#no shutdown
Al(config-if-range)#exit

Al(config)#interface range e0/3,e1/0
Al(config-if-range)#switchport trunk encapsulation dotlq
Al(config-if-range)#switchport mode trunk
Al(config-if-range)#switchport trunk native vlan 999
Al(config-if-range)#channel-group 2 mode active
Al(config-if-range)#no shutdown
Al(config-if-range)#exit

Al(config)#interface e2/3

Al(config-if)#switchport mode access
Al(config-if)#switchport access vlan 101
Al(config-if)#spanning-tree portfast
Al(config-if)#no shutdown

Al(config-if)#exit

Al(config)#interface e3/0

Al(config-if)#switchport mode access
Al(config-if)#switchport access vlan 100
Al(config-if)#spanning-tree portfast
Al(config-if)#no shutdown

Al(config-if)#exit

Al(config)#end
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Paso 2.6: Configurar los puertos de acceso a los PC
Switch D1

interface e2/3

switchport mode access

switchport access vlan 100

spanning-tree portfast

no shutdown

Switch D2

interface e2/3

switchport mode access
switchport access vlan 102
spanning-tree portfast

no shutdown

exit

Switch Al

interface e2/3

switchport mode access
switchport access vlan 101
spanning-tree portfast

no shutdown

exit
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Paso 2.7: Verificar los PC en DHCP:

Figura 17. Verificacion servicios DHCP en PC2

Figura 18. Verificacion servicios DHCP en PC3
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Paso 2.8: Verificacién de la conectividad de la LAN local

Figura 19. Verificacion conectividad LAN en PC1

Figura 20. Verificacion conectividad LAN en PC4
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Figura 22. Verificacion conectividad LAN en PC3
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PARTE 3: CONFIGURAR LOS PROTOCOLOS DE ENRUTAMIENTO

En esta parte, debe configurar los protocolos de enrutamiento IPv4 e IPv6. Al final
de esta parte, la red deberia estar completamente convergente. Los pings de IPv4
e IPv6 a la interfaz Loopback 0 desde D1y D2 deberian ser exitosos.

Nota: Los pings desde los hosts no tendran éxito porque sus puertas de enlace
predeterminadas apuntan a la direccion HSRP que se habilitara en la Parte 4.

Tabla 3. Configurar protocolos de enrutamiento 1

Task# Task Specification Points
9“ the Use OSPF Process ID 4 and
NCc:mpiTBE_ assign the following router-IDs:

etwork” (i.e., ]
R1, R3, D1, * 2%; 8'83;
and D2), . DL 0.0.4 131

. [ ] "

configure D2: 0'0'4'132
single-area ¢ De UUA.
OSPFv2in On R1, R3, D1, and D2,
area 0.

advertise all directly connected
networks / VLANSs in Area 0.

e On R1, do not advertise the

3.1 R1 — R2 network.

e On R1, propagate a default
route. Note that the default
route will be provided by
BGP.

Disable OSPFv2
advertisements on:

e D1: All interfaces except
E1/2

e D2: All interfaces except
E1/0
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Task# Task Specification Points

On the Use OSPF Process ID 6 and

Compar’?y' assign the following router-1Ds:

git"éogk[)(i'e" e R1:0.0.6.1

anél D2’) ’ e R3:0.0.6.3

Configuré ® Dl 006131

classic single- ¢ D2:0.0.6.132

area OSPFV3 | on R1, R3, D1, and D2,

in area 0. advertise all directly connected
networks / VLANS in Area 0.

3. e On R1, do not advertise the 3

R1 — R2 network.

e On R1, propagate a default
route. Note that the default
route will be provided by
BGP.

Disable OSPFv3
advertisements on:

e D1: All interfaces except
E1/2

e D2: All interfaces except
E1/0
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Task#

Task

Specification

Points

3.3

On R2 in the
“ISP Network”,
configure MP-
BGP.

Configure two default static

routes via interface Loopback 0O:

e An IPv4 default static route.
e An IPv6 default static route.

Configure R2 in BGP ASN 500
and use the router-id 2.2.2.2.

Configure and enable an IPv4
and IPv6 neighbor relationship
with R1 in ASN 300.

In IPv4 address family,
advertise:
e The Loopback 0 IPv4
network (/32).

e The default route (0.0.0.0/0).

In IPv6 address family,
advertise:
e The Loopback 0 IPv4
network (/128).
e The default route (::/0).
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Task#

Task

Specification

Points

3.4

On R1 in the
“ISP Network”,
configure MP-
BGP.

Configure two static summary
routes to interface Null O:

e A summary IPv4 route for
10.XY.0.0/8.

e A summary IPv6 route for
2001:db8:100::/48.

Configure R1 in BGP ASN 300
and use the router-id 1.1.1.1.

Configure an IPv4 and IPv6
neighbor relationship with R2 in
ASN 500.

In IPv4 address family:

¢ Disable the IPv6 neighbor
relationship.

e Enable the IPv4 neighbor
relationship.

e Advertise the 10.XY.0.0/8
network.

In IPv6 address family:

¢ Disable the IPv4 neighbor
relationship.

e Enable the IPv6 neighbor
relationship.

e Advertise the
2001:db8:100::/48 network.

Paso 3.1: Configuracién OSPFv2

Router 1
router ospf 4

router-id 0.04.1

network 10.78.10.0 0.0.0.255 area 0
network 10.78.13.0 0.0.0.255 area 0
default-information originate
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Router 3

router ospf 4

router-id 0.0.4.3

network 10.78.11.0 0.0.0.255 area 0
network 10.78.13.0 0.0.0.255 area O

Switch D1

router ospf 4

router-id 0.0.4.131

network 10.78.100.0 0.0.0.255 area 0
network 10.78.101.0 0.0.0.255 area 0
network 10.78.102.0 0.0.0.255 area 0
network 10.78.10.0 0.0.0.255 area 0
passive-interface default

no passive-interface e1/0/11

Switch D2

router ospf 4

router-id 0.0.4.132

network 10.78.100.0 0.0.0.255 area O
network 10.78.101.0 0.0.0.255 area O
network 10.78.102.0 0.0.0.255 area O
network 10.78.11.0 0.0.0.255 area O
passive-interface default

no passive-interface e1/0/11

Paso 3.2: Configuracion de OSPFv3

Router 1

ipv6 router ospf 6

router-id 0.0.6.1
default-information originate
exitinterface e0/0/1

ipv6 ospf 6 area 0

exit

interface s0/1/0

ipv6 ospf 6 area 0

exit

48



Router 2

ipv6 router ospf 6
router-id 0.0.6.3
exit

interface e0/0/1
ipv6 ospf 6 area 0
exit

interface s0/1/0
ipv6 ospf 6 area 0
exit

end

Switch D1
passive-interface default
no passive-interface e1/0/11

interface e1/0/11
ipv6 ospf 6 area 0
exit

interface vlan 100
ipv6 ospf 6 area 0
exit

interface vlan 101
ipv6 ospf 6 area 0
exit

interface vlan 102
ipv6 ospf 6 area 0
exit

Switch D2
passive-interface default
no passive-interface e1/0/11

interface e1/0/11
ipv6 ospf 6 area 0
exit

interface vlan 100
ipv6 ospf 6 vlan O
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exit
interface vlan 100
ipv6 ospf 6 area 0
exit
interface vlan 101
ipv6 ospf 6 area 0
exit
interface vlan 102
ipv6 ospf 6 area 0
exit
end

Paso 3.3: Configuracion MP-BGP en lared ISP R2

Router 2

ip router 0.0.0.0 0.0.0.0 loopback 0

ipv6 router::/o loopback 0

router bgp 500

bgp router-id 2.2.2.2

neighbor 209.165.200.225 remote-as 300
neighbor 2001:db8:200::1 remote-as 300
address-family ipv4

neighbor 209.165.200.225 activate

no neighbor 2001:db8:200::1 activate
network 2.2.2.2 mask 255.255.255.255
network 0.0.0.0

exit-address-family

address-family ipv6

no neighbor 209.165.200.225 activate
neighbor 2001:db8:200::1 activate
network 2001:db8:2222::/128

network ::/0

exit-address-family

Paso 3.4: Configuraciéon MP-BGP en lared ISP R1
Router 1

ip router 10.78.0.0 255.0.0.0 null0
ipv6 router 2001.db8:100::/48 nullO
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router bgp 300

bgp router-id 1.1.1.1

neighbor 209.165.200.226 remote-as 500
neighbor 2001:db8:200::2 remote-as 500
address-family ipv4 unicast

neighbor 209.165.200.226 activate

no neighbor 2001:db8:200::2 activate
network 10.78.0.0 mask 255.0.0.0
exit-address-family

address-family ipv6 unicast

no neighbor 209.165.200.226 activate
neighbor 2001:db8:200::2 activate
network 2001:db8:100::/48
exit-address-family
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Figura 23. Verificacion de la table IPV4 en Switch D1y D2
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Paso 3.5: Verificacion del MP-BGP con Ping

-
arnwinds

larwinds ¥

Figura 24. Ping D1 y D2 hacia Loopback 0
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Router 1

R1(config-router)#router ospf 4
R1(config-router)#router-id 0.0.4.1
R1(config-router)#network 10.78.10.0 0.0.0.255 area 0
R1(config-router)#network 10.78.13.0 0.0.0.255 area 0
R1(config-router)#default-information originate
R1(config-router)#exit

R1(config)#ipv6 router ospf 6
R1(config-rtr)#router-id 0.0.6.1
R1(config-rtr)#default-information originate
R1(config-rtr)#exit

R1(config)#interface e1/0

R1(config-if)#ipv6 ospf 6 area 0
R1(config-if)#exit

R1(config)#interface el/1

R1(config-if)#ipv6 ospf 6 area 0
R1(config-if)#exit

R1(config)#ip route 10.78.0.0 255.0.0.0 nullO
%Inconsistent address and mask
R1(config)#ipv6 route 2001:db8:100::/48 null0
R1(config)#

R1(config)#router bgp 300
R1(config-router)#bgp router-id 1.1.1.1

R1(config-router)#neighbor 209.165.200.226 remote-as 500
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R1(config-router)#neighbor 2001:db8:200::2 remote-as 500
R1(config-router)#address-family ipv4 unicast
R1(config-router-af)#neighbor 209.165.200.226 activate
R1(config-router-af)#no neighbor 2001:db8:200::2 activate
R1(config-router-af)#network 10.78.0.0 mask 255.0.0.0

% BGP: Incorrect network or mask/prefix-length configured
R1(config-router-af)#exit-address-family
R1(config-router)#address-family ipv6 unicast
R1(config-router-af)#no neighbor 209.165.200.226 activate
R1(config-router-af)#neighbor 2001:db8:200::2 activate
R1(config-router-af)#network 2001:db8:100::/48

R1(config-router-af)#exit-address-family

4-DUPLEX_MISMATCH: duplex mismatch discovered on Ethernetl/@ (not half duplex), with D1 Ethernetl/1 (half duplex).

hernetl/@ (not half duplex), with D1 Ethernetl/1 (half duplex).

Figura 25. verificacion de vecinos router 1

Router 2
R2(config-router)#ip route 0.0.0.0 0.0.0.0 loopback 0

%Default route without gateway, if not a point-to-point interface, may impact
performance

R2(config)#ipv6 route ::/0 loopback 0O

R2(config)#router bgp 500
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R2(config-router)#bgp router-id 2.2.2.2
R2(config-router)#neighbor 209.165.200.225 remote-as 300
R2(config-router)#neighbor 2001:db8:200::1 remote-as 300
R2(config-router)#address-family ipv4
R2(config-router-af)#neighbor 209.165.200.225 activate
R2(config-router-af)#no neighbor 2001:db8:200::1 activate
R2(config-router-af)#network 2.2.2.2 mask 255.255.255.255
R2(config-router-af)#network 0.0.0.0
R2(config-router-af)#exit-address-family
R2(config-router)#address-family ipv6
R2(config-router-af)#no neighbor 209.165.200.225 activate
R2(config-router-af)#neighbor 2001:db8:200::1 activate
R2(config-router-af)#network 2001:db8:2222::/128
R2(config-router-af)#network ::/0

R2(config-router-af)#exit-address-family

Router 3

R3(config)#router ospf 4

R3(config-router)#router-id 0.0.4.3
R3(config-router)#network 10.78.11.0 0.0.0.255 area 0
R3(config-router)#network 10.78.13.0 0.0.0.255 area 0
R3(config-router)#exit

R3(config)#ipv6 router ospf 6

R3(config-rtr)#router-id 0.0.6.3
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R3(config-rtr)#exit
R3(config)#interface e1/0
R3(config-if)#ipv6 ospf 6 area O
R3(config-if)#exit
R3(config)#interface el/1
R3(config-if)#ipv6 ospf 6 area O
R3(config-if)#exit

R3(config)#end

Figura 26. verificacion de vecinos router 3

Switch D1

D1#conft

Enter configuration commands, one per line. End with CNTL/Z.
D1(config)#router ospf 4

D1(config-router)#router-id 0.0.4.131
D1(config-router)#network 10.78.100.0 0.0.0.255 area 0
D1(config-router)#network 10.78.101.0 0.0.0.255 area 0
D1(config-router)#network 10.78.102.0 0.0.0.255 area 0
D1(config-router)#network 10.78.10.0 0.0.0.255 area 0
D1(config-router)#passive-interface default

D1(config-router)#no passive-interface el/1
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D1(config-router)#exit

D1(config)#ipv6 router ospf 6
D1(config-rtr)#router-id 0.0.6.131
D1(config-rtr)#passive-interface default
D1(config-rtr)#no passive-interface el/1
D1(config-rtr)#exit

D1(config)#interface el/1
D1(config-if)#ipv6 ospf 6 area O
D1(config-if)#exit

D1(config)#interface vlan 100
D1(config-if)#ipv6 ospf 6 area O
D1(config-if)#exit

D1(config)#interface vian 101
D1(config-if)#ipv6 ospf 6 area 0
D1(config-if)#exit

D1(config)#interface vian 102
D1(config-if)#ipv6 ospf 6 area 0
D1(config-if)#exit

D1(config)#end

Figura 27. verificacion de vecinos switch D1
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Switch D2

D2(config)#router ospf 4

D2(config-router)#router-id 0.0.4.132
D2(config-router)#network 10.78.100.0 0.0.0.255 area 0
D2(config-router)#network 10.78.101.0 0.0.0.255 area 0
D2(config-router)#network 10.78.102.0 0.0.0.255 area 0
D2(config-router)#network 10.78.11.0 0.0.0.255 area 0
D2(config-router)#passive-interface default
D2(config-router)#no passive-interface el/1
D2(config-router)#exit

D2(config)#ipv6 router ospf 6

D2(config-rtr)#router-id 0.0.6.132
D2(config-rtr)#passive-interface default
D2(config-rtr)#no passive-interface el/1
D2(config-rtr)#exit

D2(config)#interface el/1

D2(config-if)#ipv6 ospf 6 area 0

D2(config-if)#exit

D2(config)#interface vian 100

D2(config-if)#ipv6 ospf 6 area 0

D2(config-if)#exit

D2(config)#interface vian 101

D2(config-if)#ipv6 ospf 6 area 0

D2(config-if)#exit
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D2(config)#interface vlan 102
D2(config-if)#ipv6 ospf 6 area 0
D2(config-if)#exit

D2(config)#end

D2#show ip ospf neighbor

Figura 28. verificacion de vecinos switch D2
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PARTE 4: CONFIGURAR LA REDUNDANCIA DEL PRIMER SALTO (FIRST HOP
REDUNDANCY)

En esta parte, configurara HSRP version 2 para proporcionar redundancia de primer
salto para hosts en la "red de la empresa”.

Sus tareas de configuracion son las siguientes:

Tabla 4. Configurar protocolos de enrutamiento 2

Task# Task Specification Points

On D1, create IP | Create two IP SLAs.

SLAs that test e Use SLA number 4 for IPv4.

the reachability
of R1 interface e Use SLA number 6 for IPv6.

GO0/0/1. The IP SLAs will test availability of
R1 E1/2 interface every 5 seconds.

Schedule the SLA for immediate
implementation with no end time.

Create an IP SLA object for IP SLA
4.1 4 and one for IP SLA 6. 2

e Use track number 4 for IP SLA
4.

e Use track number 6 for IP SLA
6.

The tracked objects should notify
D1 if the IP SLA state changes
from down to up after 10 seconds,
or from up to down after 15
seconds.
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Task# Task Specification Points

On D2, create IP | Create two IP SLAs.

SLAs that te_s_t e Use SLA number 4 for IPv4.

the reachability e Use SLA number 6 for IPv6

of R3 interface s€ umber o for IFve.

GO0/0/1. The IP SLAs will test availability of
R3 E1/0 interface every 5 seconds.
Schedule the SLA for immediate
implementation with no end time.
Create an IP SLA object for IP SLA

4.2 4 and one for IP SLA 6. 2

e Use track number 4 for IP SLA
4,

e Use track number 6 for IP SLA
6.

The tracked objects should notify
D1 if the IP SLA state changes
from down to up after 10 seconds,
or from up to down after 15
seconds.
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4.3

On D1, configure
HSRPv2.

D1 is the primary router for VLANs
100 and 102; therefore, their
priority will also be changed to
150.

Configure HSRP version 2.

Configure IPv4 HSRP group 104
for VLAN 100:
e Assign the virtual IP address
10.XY.100.254.
e Set the group priority to 150.
e Enable preemption.
e Track object 4 and decrement
by 60.

Configure IPv4 HSRP group 114
for VLAN 101:

e Assign the virtual IP address
10.XY.101.254.

e Enable preemption.

e Track object 4 to decrement by
60.

Configure IPv4 HSRP group 124
for VLAN 102:

e Assign the virtual IP address
10.XY.102.254.

e Set the group priority to 150.

e Enable preemption.

e Track object 4 to decrement by
60.

Configure IPv6 HSRP group 106
for VLAN 100:

e Assign the virtual IP address
using ipv6 autoconfig.

e Set the group priority to 150.

e Enable preemption.

e Track object 6 and decrement
by 60.

Configure IPv6 HSRP group 116
for VLAN 101:
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Task#

Task

Specification

Points

e Assign the virtual IP address
using ipv6 autoconfig.

e Enable preemption.

e Track object 6 and decrement
by 60.

Configure IPv6 HSRP group 126
for VLAN 102:

e Assign the virtual IP address
using ipv6 autoconfig.

e Set the group priority to 150.

e Enable preemption.

e Track object 6 and decrement
by 60.
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On D2, configure
HSRPv2.

D2 is the primary router for VLAN
101, therefore, the priority will also
be changed to 150.

Configure HSRP version 2.

Configure IPv4 HSRP group 104
for VLAN 100:

e Assign the virtual IP address
10.XY.100.254.

e Enable preemption.

e Track object 4 and decrement
by 60.

Configure IPv4 HSRP group 114
for VLAN 101:

e Assign the virtual IP address
10.XY.101.254.

e Set the group priority to 150.

e Enable preemption.

e Track object 4 to decrement by
60.

Configure IPv4 HSRP group 124
for VLAN 102:

e Assign the virtual IP address
10.XY.102.254.

e Enable preemption.

e Track object 4 to decrement by
60.

Configure IPv6 HSRP group 106
for VLAN 100:

e Assign the virtual IP address
using ipv6 autoconfig.

e Enable preemption.

e Track object 6 and decrement
by 60.

Configure IPv6 HSRP group 116
for VLAN 101:

e Assign the virtual IP address
using ipv6 autoconfig.
e Set the group priority to 150.
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Task# Task Specification Points

e Enable preemption.
e Track object 6 and decrement
by 60.

Configure IPv6 HSRP group 126
for VLAN 102:

e Assign the virtual IP address
using ipv6 autoconfig.

e Enable preemption.

e Track object 6 and decrement
by 60.

Paso 4.1: En D1, cree IP SLAs que prueben la accesibilidad de la interfaz R1
G1/0

switch D1

ip sla 4 - Crea el SLA

icmp-echo 10.78.10.1 - define el destino y la fuente
frequency 5 - define cada cuanto segundo

exit

ip sla 6 - Crea el SLA

icmp-echo 2001:db8:100:1010::1

frequency 5

exit

ip sla schedule 4 life forever start-time now

ip sla schedule 6 life forever start-time now

track 4 ip sla 4 - crea el objeto para saber si down o up
delay down 10 up 15 - se dan los retardos solicitados
exit

track 6 ip sla 6

delay down 10 up 15

exit

Paso 4.2: En D2, cree IP SLAs que prueben la accesibilidad de la interfaz R3
G1/0

switch D2
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ip sla 4

icmp-echo 10.78.11.1

frequency

exit

ip sla 6

icmp-echo 2001:db8:100::1011::1
frequency

exit

ip sla schedule 4 life forever start-time now
ip sla schedule 6 life forever start-time now
track 4 ip sla 4

delay down 10 up 15

exit

track 6 ip sla 6

delay down 10 up 15

exit

CH: duplex mismatch di

time now

(H: duplex mismatch red on Ethernetl/]

Figura 29. Verificacion de los SLAS
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Paso 4.3: En D1 configure HSRPv2

Switch D1:

interface vlan 100

standby version 2 - active la version 2 para ipv6
standby 104 ip 10.78.100.254 - crea el grupo con la ip virtual
standby 104 priority 150 - se cambia la prioridad defecto de 100
standby 104 preempt - sera el equipo principal
standby 104 track 4 decrement 60 - /rastrea el objeto 4
standby 106 ipv6 auticonfig

standby 106 priority 150

standby 106 preempt

standby 106 track 6 decrement 60

exit

interface vlan 101

standby version 2

standby 114 ip 10.78.101.254

standby 114 preempt

standby 114 track 4 decrement 60

standby 116 ipv6 auticonfig

standby 116 preempt

standby 116 track 6 decrement 60

exit

interface vlan 102

standby version 2

standby 124 ip 10.78.102.254

standby 124 priority 150

standby 124 preempt

standby 124 track 4 decrement 60

standby 126 ipv6 auticonfig

standby 126 priority 150

standby 126 preempt

standby 126 track 6 decrement 60

exit

end
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Paso 4.4: En D2 configure HSRPv2

Switch D2:

interface vlian 100

standby version 2

standby 104 ip 10.78.100.254
standby 104 preempt

standby 104 track 4 decrement 60
standby 106 ipv6 autoconfig
standby 106 preempt

standby 106 track 6 decrement 60
exit

interface vlan 101

standby version 2

standby 114 ip 10.78.101.254
standby 114 priority 150

standby 114 preempt

standby 114 track 4 decrement 60
standby 116 ipv6 autoconfig
standby 116 priority 150

standby 116 preempt

standby 116 track 6 decrement 60
exit

interface vian 102

standby version 2

standby 124 ip 10.78.102.254
standby 124 preempt

standby 124 track 4 decrement 60
standby 126 ipv6 autoconfig
standby 126 preempt

standby 126 track 6 decrement 60
exit

end
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Figura 30. Verificacion del standby
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Figura 32. Verificacion interfaces y vlan switch D1
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Figura 34. Verificacion interfaces y vlan switch D2
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CONCLUSIONES

Los diseflos hardware y software para telecomunicaciones como CISCO, los
estudiantes y profesionales logran desarrollara destrezas que en entornos de
pruebas son dificiles de adquirir, es una gran herramienta, pues se practica y se
aprende bajo sus parametros, parametros que son actualizados constantemente,
aplicados en las en las telecomunicaciones y por ende en la vida profesional.

Las técnicas y protocolos como Redundancia de enlaces, Spanning tree y LACP
para sacar el mejor provecho a la conexion en capa 2; donde el primero permite dar
tolerancia a las fallas y proteccidn contra la inoperatividad, el segundo asegura que
solo exista una ruta l6gica y evita bucles en estas redundancias, finalmente el LACP
combina las redundancias fisicas en un solo enlace l6gico de alta velocidad.

la importancia de las redundancias a nivel de capa 3 también se utilizan para evitar
gue los dispositivos locales queden fuera de red por algun fallo en el Gateway,
utilizando SLAs para monitorear continuamente las interfaces del Gateway y el
protocolo HSRP para tener un router activo con la interfaz virtual.
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