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GLOSARIO

DHCP: Servidor de Red que permite la asignacion de manera automatica los
direccionamientos IP que tendran uno o varios dispositivos dentro de una red y
asignando junto con la respectiva puerta de enlace.

VLAN: Del acronico Virtual Local Area Network, es un método para crear redes
l6gicas independientes que de manera fisica se conectan mediante la misma interfaz
0 puerto, permitiendo sectorizar la informacion proveniente de diferentes areas
dentro de una red y permitiendo minimizar la cantidad de puertos usados en un
dispositivo.

HSRP: Del acrénico Hot Standby Router Protocol, es un protocolo creado por CISCO
con el fin de aumentar la disponibilidad de la red al entregar diferentes prioridades a
los router de una red, se verifica la disponibilidad de estos elementos de la topologia
y cambiar sus prioridades en cado caso de la perdida de gestidn de ciertos equipos.

BGP: Del acronico Border Gateway Protocol, es un protocolo donde cada
organizacion tendra un numero diferente asignado de sistema autbnomo o AS,
permitiendo entregar diferente informacién entre grupos de enrutadores para
estabilizar la comunicacion entre los mismos. Este protocolo, puede ser bajo redes
externas o EBGP o IBGP en caso de las redes internas.



RESUMEN

Dentro del marco del diplomado de Cisco CCNP, es necesario demostrar las
habilidades adquiridas a lo largo de todo el curso, aplicando los diferentes protocolos
de redes segun lo solicite la topologia entregada, por tal motivo, se presenta un paso
a paso del escenario propuesto junto con la configuracion de cada equipo, que va
desde una configuracion basica de sus interfaces o nombres de los equipos, pasando
con la configuracion tanto de IPv4 como de IPv6.

Adicional, todo este proceso lleva un orden segun las solicitudes de la prueba de
habilidades con registro dentro de cada equipo configurado.

Palabras Clave: CISCO, CCNP, Conmutacion, Enrutamiento, Redes, Electrénica.



ABSTRACT

Within the framework of the Cisco CCNP diploma course, it is necessary to
demonstrate the skills acquired throughout the course, applying the different network
protocols as requested by the delivered topology, for this reason, a step by step of
the proposed scenario is presented together with the configuration of each device,
which ranges from a basic configuration of its interfaces or device nhames, passing
through the configuration of both IPv4 and IPv6.

Additionally, this entire process is ordered according to the requests for the skills test
with registration within each configured team.

Keywords: CISCO, CCNP, Routing, Swicthing, Networking, Electronics.



INTRODUCCION

En la actualidad y con el auge de la tecnologia en practicamente todos los campos
de la vida cotidiana, adquirir un conocimiento a profundidad de las redes de internet
se hace una tarea practicamente obligada para futuros profesionales en el area de
la Ingenieria electrénica y las diferencias entre cada protocolo a implementar en
ciertas topologias.

Y estos protocolos, como el protocolo de comunicacion dinamica DHCP, Spanning
Tree Protocol STP, OSPF, RIP V1 o0 V2 entre otros, entregan particularidades que
mejoran la disponibilidad de una red o la minimizacién de consumo de energia con
el envi6 de paquetes de una manera mas estratégica.
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ESCENARIO 1

Topologia

DESARROLLO DEL PROYECTO

Figura 1. Topologia planteada.
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Fuente: Autor.

Tabla de direccionamientos

Tabla 1. Tabla de direccionamientos.

Devic
Interface

IPv4 Address

IPv6 Address

IPv6
Link-
Local

R1 E1/0

209.165.200.225/2
r

2001:db8:200::1/64

fe80::1:1

E1/2

10.02.10.1/24

2001:db8:100:1010::1/6
4

fe80::1:2

E1/1

10. 02.13.1/24

2001:db8:100:1013::1/6
4

fe80::1:3

R2 E1/0

209.165.200.226/2
-

2001:db8:200::2/64

fe80::2:1
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Devic

IPv6e

o Interface IPv4 Address IPv6e Address Link-
Local

'6°°pba°k 2.2.2.2/32 2001:db8:2222::1/128 | fe80::2:3

R3 E1/0 10.02.11.1/24 ZOOlzdb&lOO:lOll”l’G fe80::3:2

E11 10.02.13.3/24 2001:db8:10011013”3/6 f080::3:3

D1 E1/2 10.02.10.2/24 ZOOl:dbS:lOO:lOlO::Z/G f1e80::d1:

VLAN 100 | 10.02.100.1/24 2001:db8:100:100::1/64 f2e80“d1:

VLAN 101 | 10.02.101.1/24 2001:db8:100:101::1/64 geSO::dl:

VLAN 102 | 10.02.102.1/24 2001:db8:100:102::1/64 2‘380“0'1:

D2 E1/0 10.02.11.2/24 ZOOl:dbS:lOO:lOll::Z/G f1e80::d2:

VLAN 100 | 10.02.100.2/24 2001:db8:100:100::2/64 fZeSO”dZ:

VLAN 101 | 10.02.101.2/24 2001:db8:100:101::2/64 ;eso;:dz;

VLAN 102 | 10.02.102.2/24 2001:db8:100:102::2/64 f4e80::d2:

Al VLAN 100 | 10.02.100.3/23 2001:db8:100:100::3/64 fle8°“al:
PC1 | NIC 10.02.100.5/24 2001:db8:100:100::5/64 | EUI-64
PC2 | NIC DHCP SLAAC EUI-64
PC3 | NIC DHCP SLAAC EUI-64
PC4 | NIC 10.02.100.6/24 2001:db8:100:100::6/64 | EUI-64

Fuente: Autor.
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Part 1: Build the Network and Configure Basic Device Settings and Interface
Addressing

In Part 1, you will set up the network topology and configure basic settings and
interface addressing.

Figura 2. Configuracion Switch.

® Node properties

D1 configuration

General settings Network Usage

Adapters

Ethernet adapters: |4

Serial adapters: 0

Fuente: Autor.
Figura 3. Configuracion Router.
€

R1 configuration

General Memaories and disks Slots Advanced Environment Usage
Adapters

slot 0: | C7200-10-FE bt
slot 1: | PA-4E =

slot 2; =

Fuente: Autor.

Step 1: Cable the network as shown in the topology.
Attach the devices as shown in the topology diagram, and cable as necessary.

Figura 4. Implementacién de la topologia propuesta.
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Fuente: Autor.

Step 2: Configure basic settings for each device.

a. Console into each device, enter global configuration mode, and apply the basic
settings. The startup configurations for each device are provided below.

Router R1

hostname R1 //se cambia el nombre del router
ipv6 unicast-routing /lconfig ipv6 en R1

no ip domain lookup //Sin IP de dominio

banner motd # R1, ENCOR Skills Assessment# //mensaje de bienvenida R1
line con 0 /[configuracién de consola
exec-timeout 0 O

logging synchronous /[configuracioén de ingreso sincrono
exit

interface el1/0 /lingreso a la interfaz ethernet 1/0

ip address 209.165.200.225 255.255.255.224 /IDireccion IPv4 en E1/0
ipv6 address fe80::1:1 link-local /[Direccion local IPv6
ipv6 address 2001:db8:200::1/64 /ldierccion IPv6

no shutdown /[Encender interfaz

exit //salida de la interfaz E1/0
interface el/2 /lingreso interfaz ethernet 1/2

ip address 10.02.10.1 255.255.255.0 /[Config IPv4 en E1/2

ipv6 address fe80::1:2 link-local /NP local IPv6

ipv6 address 2001:db8:100:1010::1/64 /lIP en IPv6

no shutdown /[Encender interfaz

exit
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interface el/1 /lingreso interfaz Ethernet 1/1

ip address 10.02.13.1 255.255.255.0 /I/IP asignada para la interfaz IPv4
ipv6 address fe80::1:3 link-local /NP local IPv6

ipv6 address 2001:db8:100:1013::1/64 I/IPv6 asignada a interfaz

no shutdown /lencender interfaz

exit /[salida de la interfaz

Router R2

hostname R2 //se cambia el nombre del router

ipv6 unicast-routing /[config ipv6 en R2

no ip domain lookup
banner motd # R2, ENCOR Skills Assessment# //mensaje de bienvenida R1

line con O //IConfiguracién consola

exec-timeout 0 0

logging synchronous /lingreso sincronico

exit

interface e1/0 /lingreso a la interfaz ethernet 1/0

ip address 209.165.200.226 255.255.255.224 /lIPv4 asignada a interfaz
ipv6 address fe80::2:1 link-local I/1Pv6 local aisgnada

ipv6 address 2001:db8:200::2/64 /I1IPv6 asignada a interfaz
no shutdown /[Encender interfaz

exit

interface Loopback O /lingreso interfaz loopback

ip address 2.2.2.2 255.255.255.255 /lIPv4 loopback asignada
ipv6 address fe80::2:3 link-local //IPv6 local asignada

ipv6 address 2001:db8:2222::1/128 I/1Pv6 loopback solicitada
no shutdown /lencendiendo interfaz loopback
exit //salida interfaz

Router R3

hostname R3 /INombre del equipo

ipv6 unicast-routing /[Habilitacion de IPv6 en R3

no ip domain lookup /Ideshabilitacion busqueda de dominio
banner motd # R3, ENCOR Skills Assessment# //mensaje bienvenida
line con 0 /lingreso a config de consola
exec-timeout 0 O /IConfiguracion desconexion de consola
logging synchronous /IConfiguracion de ingreso sincronico

exit

interface el1/0 /lingreso interfaz Ethernet 1/0

ip address 10.02.11.1 255.255.255.0 //config IPv4 en E1/0

ipv6 address fe80::3:2 link-local //IPv6 local en R3

ipv6 address 2001:db8:100:1011::1/64 //IPv6 configurada en la interfaz
no shutdown /lencendiendo interfaz

15



exit

interface el/1
ip address 10.02.13.3 255.255.255.0
ipv6 address fe80::3:3 link-local

ipv6 address 2001:db8:100:1010::2/64
no shutdown
exit

Switch D1

hostname D1

ip routing

ipv6 unicast-routing
no ip domain lookup

/lingreso a interfaz ethernet 1/1

/lIPv4 asignada a E1/1
//IPv6 local asignada
/lIPv6 asignada a interfaz

/lencendiendo interfaz

//Config del nombre en el switch D1
//habilitacion de IPv4

//habilitacion de IPv6

/[Busqueda por dominio desactivada

banner motd # D1, ENCOR Skills Assessment# //config mensaje bienvenida

line con O
exec-timeout 0 0
logging synchronous
exit
vlan 100
name Management
exit
vlan 101
name UserGroupA
exit
vlan 102
name UserGroupB
exit
vlan 999
name NATIVE
exit
interface el/2
no switchport
ip address 10.02.10.2 255.255.255.0
ipv6 address fe80::d1:1 link-local
ipv6 address 2001:db8:100:1010::2/64
no shutdown
exit
interface vlan 100
ip address 10.02.100.1 255.255.255.0
ipv6 address fe80::d1:2 link-local
ipv6 address 2001:db8:100:100::1/64
no shutdown
exit
interface vlan 101

16

/[config de consola
/[config desconexion de consola
//Config ingreso sincrono

/lingreso VLAN100
/[config nombre de VLAN100

/[config VLAN101
/[config nombre de VLAN101

/lconfig VLAN 102
/INombre asignado a VLAN102

/lingreso a vlan nativa 999
/lcambio del nombre

/lingreso interfaz ethernet 1/2
/lencender interfaz

/lIPv4 asignada

//IPv6 local asignada
/lIPv6 de interfaz asignada
/lencender interfaz

/lingreso VLAN100
//config IP en VLAN100
/[config IPv6 local
//config IPv6 VLAN100
/lencendida

/lingreso VLAN101



ip address 10.02.101.1 255.255.255.0 /[config IP en VLAN101
ipv6 address fe80::d1:3 link-local /lconfig IPv6 local

ipv6 address 2001:db8:100:101::1/64 /[config IPv6 VLAN101
no shutdown

exit /lencender interfaz

interface vlan 102 /lingreso VLAN102

ip address 10.02.102.1 255.255.255.0 /[config IP en VLAN102
ipv6 address fe80::d1:4 link-local /lconfig IPv6 local

ipv6 address 2001:db8:100:102::1/64 /[config IPv6 VLAN102
no shutdown /lencender interfaz

exit

ip dhcp excluded-address 10.02.101.1 10.02.101.109

ip dhcp excluded-address 10.02.101.141 10.02.101.254
ip dhcp excluded-address 10.02.102.1 10.02.102.109

ip dhcp excluded-address 10.02.102.141 10.02.102.254
ip dhcp pool VLAN-101

network 10.02.101.0 255.255.255.0

default-router 10.02.101.254

exit

/len las 7 linas anteriores se configura el servicio DHCP en los rangos mostrados
de las IP 10.02

ip dhcp pool VLAN-102

network 10.02.102.0 255.255.255.0

default-router 10.02.102.254

exit

interface range e0/0-3,e1/0-1,e1/3,e2/0-3,e3/0-3

shutdown //se apagan todas las interfaces no usadas
exit

Switch D2

hostname D2 /IConfig del nombre en el switch D2
ip routing //habilitacion de IPv4

ipv6 unicast-routing /Ihabilitacion de IPv6

no ip domain lookup /[Busqueda por dominio desactivada
banner motd # D2, ENCOR Skills Assessment# //config mensaje bienvenida
line con 0 /[config de consola
exec-timeout 0 O /[config desconexion de consola
logging synchronous //Config ingreso sincrono

exit

vlan 100 /lingreso VLAN100

name Management /Ilconfig nombre de VLAN100

exit

vlan 101 /lconfig VLAN101

name UserGroupA //lconfig nombre de VLAN101

17



exit

vlan 102

name UserGroupB
exit

vlan 999

name NATIVE
exit

interface e1/0

no switchport

ip address 10.02.11.2 255.255.255.0
ipv6 address fe80::d1:1 link-local

ipv6 address 2001:db8:100:1011::2/64
no shutdown

exit

interface vian 100

ip address 10.02.100.2 255.255.255.0
ipv6 address fe80::d2:2 link-local

ipv6 address 2001:db8:100:100::2/64
no shutdown

exit

interface vian 101

ip address 10.02.101.2 255.255.255.0
ipv6 address fe80::d2:3 link-local

ipv6 address 2001:db8:100:101::2/64
no shutdown

exit

interface vlan 102

ip address 10.02.102.2 255.255.255.0
ipv6 address fe80::d2:4 link-local

ipv6 address 2001:db8:100:102::2/64
no shutdown

exit

/[config VLAN 102
/INombre asignado a VLAN102

/lingreso a vlan nativa 999
/[cambio del nombre

/lingreso interfaz ethernet 1/0
/lencender interfaz

//IPv4 asignada
/[IPv6 local asignada

//IPv6 de interfaz asignada

/lencender interfaz

/lingreso VLAN100
//config IP en VLAN100
/[config IPv6 local
//config IPv6 VLAN100
/lIinterfaz encendida

/lingreso VLAN101
/[config IP en VLAN101
/[config IPv6 local
//config IPv6 VLAN101
/lencender interfaz

/lingreso VLAN102
/[config IP en VLAN102
//config IPv6 local
/[config IPv6 VLAN102
/lencender interfaz

ip dhcp excluded-address 10.02.101.1 10.02.101.209
ip dhcp excluded-address 10.02.101.241 10.02.101.254
ip dhcp excluded-address 10.02.102.1 10.02.102.209
ip dhcp excluded-address 10.02.102.241 10.02.102.254

ip dhcp pool VLAN-101
network 10.02.101.0 255.255.255.0
default-router 02.0.101.254

exit /llen las 7 lineas anteriores se configura el servicio DHCP en los rangos

mostrados de las IP 10.02
ip dhcp pool VLAN-102
network 10.02.102.0 255.255.255.0
default-router 10.02.102.254
exit
18



interface range e0/0-3,e1/1-3,e2/0-3,e3/0-3

shutdown /Ise apagan todas las interfaces no usadas
exit

Switch Al

hostname Al //[Config del nombre en el switch A1
no ip domain lookup /[Busqueda por dominio desactivada
banner motd # A1, ENCOR Skills Assessment# //config mensaje bienvenida
line con O /[config de consola
exec-timeout 0 0 /[config desconexion de consola
logging synchronous /IConfig ingreso sincrono

exit

vlan 100 /lingreso VLAN100

name Management /[config nombre de VLAN100

exit

vlan 101 /[config VLAN101

name UserGroupA /[config nombre de VLAN101

exit

vlan 102 /[config VLAN 102

name UserGroupB /INombre asignado a VLAN102

exit

vlan 999 /lingreso a vlan nativa 999

name NATIVE /lcambio del nombre

exit

interface vlan 100 /lingreso VLAN100

ip address 10.02.100.3 255.255.255.0 /lconfig IP en VLAN100
ipv6 address fe80::al:1 link-local /[config IPv6 local

ipv6 address 2001:db8:100:100::3/64 /lconfig IPv6 VLAN100
no shutdown /lactivacion VLAN100
exit

interface range e€0/0,e0/3,e1/0,e2/1-3,e3/0-3

shutdown /Ise apagan todas las interfaces no usadas
exit

. Save the running configuration to startup-config on all devices.
Copy running-config startup-config
Figura 5. Guardando configuracion sobre Al.
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Fuente: Autor.

c. Configure PC 1 and PC 4 host addressing as shown in the addressing table.
Assign a default gateway address of 10.02.100.254 which will be the HSRP
virtual IP address used in Part 4.

ip 10.02.100.5 255.255.255.0 10.02.100.25
ip 2001:db8:100:100::5/64

20



Figura 6. Configuracion IPv4 e IPv6 sobre PC1.

solarwinds Solar-PuTTY 2019 SolarWinds Worldwide,
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Fuente: Autor.
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Figura 7. Configuracion IPv4 e IPv6 sobre PC1.

gD|ar\N|ndx5?r"' Solar-PuTTY ol 019 SolarWinds Worldwide, LLC. All rights reserve
1242 p. m.
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(7 12/10/2022 %

Fuente: Autor.

Part 2: Configure the Layer 2 Network and Host Support

In this part of the Skills Assessment, you will complete the Layer 2 network
configuration and set up basic host support. At the end of this part, all the switches
should be able to communicate. PC2 and PC3 should receive addressing from
DHCP and SLAAC.

Your configuration tasks are as follows:
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Tabla 2, Tareas de configuracion.

Task# Task Specification Points
On all switches, configure IEEE | Enable 802.1Q trunk links
802.1Q trunk interfaces on | between:

2.1 interconnecting switch links e D1andD2 6

e DlandAl
e D2andAl
29 On all switches, change the | Use VLAN 999 as the native 6
' native VLAN on trunk links. VLAN.
On all switches, enable the | Use Rapid Spanning Tree.

2.3 . ) 3
Rapid Spanning-Tree Protocol.

On D1 and D2, configure the | Configure D1 and D2 as root
appropriate RSTP root bridges | for the appropriate VLANSs
based on the information in the | with mutually supporting

2.4 topology diagram. priorities in case of switch 2
D1 and D2 must provide backup failure.
in case of root bridge failure.

On all switches, create LACP | Use the following channel
EtherChannels as shown in the | numbers:
topology diagram. e D1 to D2 - Port
25 channel 12 3
e D1 to Al - Port
channel 1
e D2 to Al - Port
channel 2
On all switches, configure host | Configure access ports with
access ports connecting to PC1, | appropriate  VLAN settings
PC2, PC3, and PC4. as shown in the topology
26 diagram. 4

Host ports should transition
immediately to forwarding
State.
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Task# Task Specification Points

Verify IPv4 DHCP services. PC2 and PC3 are DHCP
27 clients and should be 1
' receiving valid IPv4

addresses.

PC1 should successfully
ping:

e D1:10.02.100.1

e D2:10.02.100.2

e PC4:10.02.100.6

PC2 should successfully
ping:
e D1:10.02.102.1

. . e D2:10.02.102.2
2.8 Verify local LAN connectivity. 1

PC3 should successfully
ping:

e DI1:10.02.101.1

e D2:10.02.101.2

PC4 should successfully
ping:

e D1:10.02.100.1

e D2:10.02.100.2

e PC1:10.02.100.5

Fuente: Autor.

Task 2.1 On all switches, configure IEEE 802.1Q trunk interfaces on
interconnecting switch links

Entre D1y D2:
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Figura 8. Encapsulacion Dot1Q sobre D1 a D2.
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Fuente: Autor.
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Figura 9. Encapsulacion Dot1Q sobre D2 a D1.
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Fuente: Autor.
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Entre D1y Al:

Figura 10. Encapsulacién Dot1Q sobre D1 a Al.
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Fuente: Autor.
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Figura 11. Encapsulacién Dot1Q sobre Al a D1.

- .
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Fuente: Autor.
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Entre D2y Al:

Figura 12. Encapsulacién Dot1Q sobre Al a D2.

solarm.rmdr;? Solar-PuTTY » 2019 SolarWinds Worldwide, LLC. All rights reserved.
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I-:uente: Autor.
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Figura 13. Encapsulacién Dot1Q sobre D2 a Al.

not full duple

solarwin Solar-PuTTY

341 p.m.
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Fuente: Autor.

Task 2.2 On all switches, change the native VLAN on trunk links.

Use VLAN 999 as the native VLAN:
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Figura 14. Cambio VLAN nativa a 999 sobre D2.
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Figura 15. Cambio VLAN nativa a 999 sobre D1.
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l-:uente: Autor.
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Figura 16. Cambio VLAN nativa a 999 sobre Al.
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Task 2.3 On all switches, enable the Rapid Spanning-Tree Protocol.

Figura 17. STP en D1.

duple
duple
duple

duple

gD|ar\,1;|ndx;.; | Solar-PuTTY ; 2019 SolarWinds Worldwide, LLC. All rights reserved.

5:32 p. m.
oy
O i 12/10/2022 %)

l-:uente: Autor.
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Figura 18. STP sobre Al.
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Fuente: Autor.
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Figura 19. STP sobre D2.
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Fuente: Autor.

Task 2.4 On D1 and D2, configure the appropriate RSTP root bridges based on
the information in the topology diagram.

D1 and D2 must provide backup in case of root bridge failure.

Configure D1 and D2 as root for the appropriate VLANs with mutually supporting
priorities in case of switch failure.
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Figura 20. Vlan 100 primaria sobre D1.
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Fuente: Autor.
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Figura 21. Vlan 101 primaria sobre D2.
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Fuente: Autor.

Task 2.5 On all switches, create LACP EtherChannels as shown in the topology
diagram.

Use the following channel numbers:

e D1to D2 - Port channel 12
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Figura 22. LACP canal 12 en D1.

End with CNT

Smarwmdg"; Solar-PuTTY j 2019 SolarWinds Worldwide, LLC. All rights reserved.
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Fuente: Autor.

Figura 23. LACP canal 12 en D2.

ot full duple
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Fuente: Autor.

D1 to A1 — Port channel 1
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Figura 24. LACP canal 1 en D1.

1 on Inte
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Fﬁte: Autor.

Figura 25. LACP canal 1 en Al.
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Fuente: Autor.

D2 to A1 — Port channel 2
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Figura 26. LACP canal 2 en D2.

End with CNTL/Z.
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Fuente: Autor.

Figura 27. LACP canal 2 en Al.
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i:uente: Autor.

Task 2.6 On all switches, configure host 41ccess ports connecting to PC1,
PC2, PC3, and PC4

Configure access ports with appropriate VLAN settings as shown in the topology
diagram.

Host ports should transition immediately to forwarding state.

PC1:
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Figura 28. Modo acceso en D1, VLAN 100.

ala Y | Solar-PuTTY - 2019 SolarWinds Worldwide, LLC. All rights reserved.
5:52 p. m.
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Fuente: Autor.

PC2:

Figura 29. Modo acceso en D2, VLAN 102.

SD|aru-\“ndx3"="' Solar-PuTTY j 019 SolarWinds Worldwide, LLC. All rights reserved.
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Fuente: Autor.
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PC3y PC4 desde Al:

Figura 30. Modo acceso en Al, VLAN 101.

Solar-PuTTY 19 SolarWinds LLC. All right:

5:55 p. m.
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Fu_ente: Autor.

Task 2.7 Verify IPv4 DHCP services.

PC2 and PC3 are DHCP clients and should be receiving valid IPv4 addresses.

PC2:
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Figura 31. Configuracion DHCP sobre PC2.
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Fuente: Autor.

PC3:

Figura 32. Configuracion DHCP sobre PC3.

558 p.m.
* A SO ESP
17 12/10/2022 %_}

Fuente: Autor.

Task 2.8 Verify local LAN connectivity.

PC1 should successfully ping:
e D1:10.02.100.1

e D2:10.02.100.2

e PC4:10.02.100.6
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Figura 33. Prueba PING PCL1.

solarwinds # | Solar-PuTTY 19 SolarWind

6:02 p. m.
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Fuente: Autor.

PC2 should successfully ping:
e D1:10.02.102.1
e D2:10.02.102.2

Figura 34. Prueba PING PC2.

S{J|a|'\,'\;|ndg?:"' Solar-PuTTY 19 SolarWinds Wo LLC. All rights res
6:01 p. m.
* i) ESP
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-Fuente: Autor.

PC3 should successfully ping:
e D1:10.02.101.1
e D2:10.02.101.2
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Figura 35. Prueba PING PC3.

oo
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-Fu_ente: Autor.

PC4 should successfully ping:
e D1:10.02.100.1

e D2:10.02.100.2

e PC1:10.02.100.5

Figura 36. Prueba PING PC4.

solarwin olar-PuTTY ) 2019 SolarWinds
5:04 p. m.
L) Pa S, ') ESP
(7 12/10/2022 %)

Fuente: Autor.

Topologia de la red en funcionamiento:
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Figura 37. Topologia final en funcionamiento.
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Fuente: Autor.
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ESCENARIO 2
Part 1: Configure Routing Protocols

3.1 On the “Company Network” (i.e., R1, R3, D1, and D2), configure single-area
OSPFv2in area 0.

Use OSPF Process ID 4 and assign the following router-1Ds:
R1:0.04.1
Se asigna el ID para R1

R1(config)#router ospf 4 /lcreacion OSPF con ID 4
R1(config-router)#router-id 0.0.4.1 /lIP asignada R1

R3:0.0.4.3
Se asigna el ID para R2

R3(config)#router ospf 4 /lcreacion OSPF con ID 4
R3(config-router)#router-id 0.0.4.3 //IP asignada R2

D1: 0.0.4.131
Se asigna el ID para D1

D1(config)#router ospf 4 /lcreacion OSPF con ID 4
D1(config-router)#router-id 0.0.4.131  //IP asignada D1

D2: 0.0.4.132
Se asigna el ID para D2

D2(config)#router ospf 4 llcreacion OSPF con ID 4
D2(config-router)#router-id 0.0.4.132  //IP asignada D2

On R1, R3, D1, and D2, advertise all directly connected networks / VLANS in Area
0.

e On R1, do not advertise the R1 — R2 network.
Configuracion de R1:
R1(config-router)#network 10.02.10.0 0.0.0.255 area 0 //Asignaciones de area O

aR1
R1(config-router)#network 10.02.13.0 0.0.0.255 area O
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R3(config-router)#network 10.02.11.0 0.0.0.255 area 0 //Asignaciones de area 0
aR3
R3(config-router)#network 10.02.13.0 0.0.0.255 area 0

D1(config-router)#network 10.02.10.0 0.0.0.255 area 0 //Asignaciones de area 0
aD1

D1(config-router)#network 10.02.100.0 0.0.0.255 area O
D1(config-router)#network 10.02.101.0 0.0.0.255 area O
D1(config-router)#network 10.02.102.0 0.0.0.255 area O

D2(config-router)#network 10.02.11.0 0.0.0.255 area 0 //Asignaciones de area 0
aD2

D2(config-router)#network 10.02.100.0 0.0.0.255 area 0
D2(config-router)#network 10.02.101.0 0.0.0.255 area 0
D2(config-router)#network 10.02.102.0 0.0.0.255 area 0

On R1, propagate a default route. Note that the default route will be
provided by BGP.

R1(config-router)#default-information originate

Disable OSPFv2 advertisements on:

D1: All interfaces except E1/2

D1(config-router)#passive-interface Ethernet 0/0 //Deshabilitacion de las
interfaces no usadas
D1(config-router)#passive-interface Ethernet 0/1
D1(config-router)#passive-interface Ethernet 0/2
D1(config-router)#passive-interface Ethernet 0/3
D1(config-router)#passive-interface Ethernet 1/0
D1(config-router)#passive-interface Ethernet 1/1
D1(config-router)#passive-interface Ethernet 1/3
D1(config-router)#passive-interface Ethernet 2/0
D1(config-router)#passive-interface Ethernet 2/1
D1(config-router)#passive-interface Ethernet 2/2
D1(config-router)#passive-interface Ethernet 2/3
D1(config-router)#passive-interface Ethernet 3/0
D1(config-router)#passive-interface Ethernet 3/1
D1(config-router)#passive-interface Ethernet 3/2
D1(config-router)#passive-interface Ethernet 3/3

D2: All interfaces except E1/0
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D2(config-router)#passive-interface Ethernet 0/0

interfaces no usadas

D2(config-router)#passive-interface Ethernet 0/1
D2(config-router)#passive-interface Ethernet 0/2
D2(config-router)#passive-interface Ethernet 0/3
D2(config-router)#passive-interface Ethernet 1/1
D2(config-router)#passive-interface Ethernet 1/2
D2(config-router)#passive-interface Ethernet 1/3
D2(config-router)#passive-interface Ethernet 2/0
D2(config-router)#passive-interface Ethernet 2/1
D2(config-router)#passive-interface Ethernet 2/2
D2(config-router)#passive-interface Ethernet 2/3
D2(config-router)#passive-interface Ethernet 3/0
D2(config-router)#passive-interface Ethernet 3/1
D2(config-router)#passive-interface Ethernet 3/2
D2(config-router)#passive-interface Ethernet 3/3

/IDeshabilitacion de

las

3.2 On the “Company Network” (i.e., R1, R3, D1, and D2), configure classic

single-area OSPFv3in area 0.

Use OSPF Process ID 6 and assign the following router-IDs:

R1: 0.0.6.1
Se asigna el ID para R1

R1(config)#ipv6 unicast-routing
R1(config)#ipv6 router ospf 6
R1(config-rtr)#router-id 0.0.6.1

R3: 0.0.6.3
Se asigna el ID para R2

R3(config)#ipv6 unicast-routing
R3(config)#ipv6 router ospf 6
R3(config-rtr)#router-id 0.0.6.3

D1: 0.0.6.131
Se asigna el ID para D1

D1(config)#ipv6 unicast-routing
D1(config)#ipv6 router ospf 6
D1(config-rtr)#router-id 0.0.6.131

50

//Proceso OSPF IPv6 unidifusion
/lconfig OSPF ID 6
/IlIP para R1

/IProceso OSPF IPv6 unidifusion
//lconfig OSPF ID 6
//IP para R2

/IProceso OSPF IPv6 unidifusion
//config OSPF ID 6
/[P para D1



D2: 0.0.6.132
Se asigna el ID para D2

D2(config)#ipv6 unicast-routing /IProceso OSPF IPv6 unidifusion
D2(config)#ipv6 router ospf 6 /Iconfig OSPF ID 6
D2(config-rtr)#router-id 0.0.6.132 I[IP para D2

On R1, R3, D1, and D2, advertise all directly connected networks / VLANS in
Area 0.

On R1, do not advertise the R1 — R2 network.

Para R1:

/la continuacion se vinculan el &rea 6 creada bajo las interfaces ethernet 1/0 y
1/2

R1(config)#int E1/0

R1(config-if)#ipv6 ospf 6 area 0

R1(config-if)#int E1/2

R1(config-if)#ipv6 ospf 6 area 0

Para R3:

/la continuacion se vinculan el area 6 creada bajo las interfaces ethernet 1/1 y
1/2

R3(config)#int E1/2

R3(config-if)#ipv6 ospf 6 area 0

R3(config-if)#int E1/1

R3(config-if)#ipv6 ospf 6 area 0

Para D1:

/la continuacion se vinculan el area 6 creada bajo las interfaces ethernet 0/0 ylas
vlan 100, 101, 102
D1(config)#int EO/O
D1(config-if)#ipv6 ospf 6 area 0
D1(config)#int vlan 100
D1(config-if)#ipv6 ospf 6 area 0
D1(config)#int vlan 101
D1(config-if)#ipv6 ospf 6 area 0
D1(config)#int vlan 102
D1(config-if)#ipv6 ospf 6 area 0

Para D2:

/la continuacion se vinculan el area 6 creada bajo las interfaces ethernet 0/0 ylas
vlan 100, 101, 102

D2(config)#int EO/O

D2(config-if)#ipv6 ospf 6 area 0
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D2(config)#int vlan 100
D2(config-if)#ipv6 ospf 6 area 0
D2(config)#int vlan 101
D2(config-if)#ipv6 ospf 6 area 0
D2(config)#int vlan 102
D2(config-if)#ipv6 ospf 6 area 0

On R1, propagate a default route. Note that the default route will be
provided by BGP.

R1(config)#ipv6 router ospf 6
R1(config-router)#default-information originate //se abren procesos de
informacion segun el BGP a configurar

Disable OSPFv3 advertisements on:

D1: All interfaces except E1/2

D1(config-rtr)#passive-interface Ethernet 0/0 //Se configuran las interfaces
de forma pasiva que no son usadas por seguridad
D1(config-rtr)#passive-interface Ethernet 0/1
D1(config-rtr)#passive-interface Ethernet 0/2
D1(config-rtr)#passive-interface Ethernet 0/3
D1(config-rtr)#passive-interface Ethernet 1/0
D1(config-rtr)#passive-interface Ethernet 1/1
D1(config-rtr)#passive-interface Ethernet 1/3
D1(config-rtr)#passive-interface Ethernet 2/0
D1(config-rtr)#passive-interface Ethernet 2/1
D1(config-rtr)#passive-interface Ethernet 2/2
D1(config-rtr)#passive-interface Ethernet 2/3
D1(config-rtr)#passive-interface Ethernet 3/0
D1(config-rtr)#passive-interface Ethernet 3/1
D1(config-rtr)#passive-interface Ethernet 3/2
D1(config-rtr)#passive-interface Ethernet 3/3

D2: All interfaces except E1/0

D2(config-rtr)#passive-interface Ethernet 0/0 //Se configuran las interfaces
de forma pasiva que no son usadas por seguridad
D2(config-rtr)#passive-interface Ethernet 0/1

D2(config-rtr)#passive-interface Ethernet 0/2

D2(config-rtr)#passive-interface Ethernet 0/3

D2(config-rtr)#passive-interface Ethernet 1/1

D2(config-rtr)#passive-interface Ethernet 1/2
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D2(config-rtr)#passive-interface Ethernet 1/3
D2(config-rtr)#passive-interface Ethernet 2/0
D2(config-rtr)#passive-interface Ethernet 2/1
D2(config-rtr)#passive-interface Ethernet 2/2
D2(config-rtr)#passive-interface Ethernet 2/3
D2(config-rtr)#passive-interface Ethernet 3/0
D2(config-rtr)#passive-interface Ethernet 3/1
D2(config-rtr)#passive-interface Ethernet 3/2
D2(config-rtr)#passive-interface Ethernet 3/3

3.30n R2 in the “ISP Network”, configure MP-BGP.

Configure two default static routes via interface Loopback O:
e An IPv4 default static route.

R2(config)#ip route 0.0.0.0 0.0.0.0 0.0.0.0 I[IP por defecto
e An IPv6 default static route.

R2(config)#ipv6 route 0::0/64 0::0 /1P por defecto
Configure R2 in BGP ASN 500 and use the router-id 2.2.2.2.

R2(config)#router bgp 500//Se asigna el AS 500 para compartir informacion
importante y estabilizar la conexion entre los dispositivos

R2(config-router)# bgp router-id 2.2.2.2 /1P configurada

R2(config-router)# neighbor 209.165.200.225 remote-as 300 //config de
vecinos entre las areas

R2(config-router)# neighbor 2001:db8:200::1 remote-as 300 //config de

vecinos entre las areas
Configure and enable an IPv4 and IPv6 neighbor relationship with R1 in ASN 300.
In IPv4 address family, advertise:

e The Loopback O IPv4 network (/32).
e The default route (0.0.0.0/0).

R2(config-router)# address-family ipv4

R2(config-router-af)# neighbor 209.165.200.225 activate
R2(config-router-af)# no neighobor 2001:db8:200::1 activate
R2(config-router-af)# network 2.2.2.2 mask 255.255.255.255
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R2(config-router-af)# network 0.0.0.0
R2(config-router-af)# exit-address-family

In IPv6 address family, advertise:

e The Loopback 0 IPv4 network (/128).
e The default route (::/0).

R2(config-router)#address-family ipv6

R2(config-router-af)# no neighbor 209.165.200.225 activate
R2(config-router-af)# neighobor 2001:db8:200::1 activate
R2(config-router-af)# network 2001:db8:2222::/128

R2(config-router-af)# network ::/0
R2(config-router-af)# exit-address-family

3.4 On R1 in the “ISP Network”, configure MP-BGP.
Configure two static summary routes to interface Null O:
e A summary IPv4 route for 10.02.0.0/8.
R1(config)#ip route 10.02.0.0 255.0.0.0 null0
e A summary IPv6 route for 2001:db8:100::/48.
R1(config)#ipv6 route 2001:db8:100::/48 null0
Configure R1 in BGP ASN 300 and use the router-id 1.1.1.1.
R1(config)#router bgp 300
R1(config-router)# bgp router-id 1.1.1.1
R1(config-router)# neighbor 209.165.200.226 remote-as 500
R1(config-router)# neighbor 2001:db8:200::2 remote-as 500
Configure an IPv4 and IPv6 neighbor relationship with R2 in ASN 500.
In IPv4 address family:

e Disable the IPv6 neighbor relationship.

R1(config-router-af)# no neighbor 2001:db8:200::2 activate
R1(config-router-af)# exit-address-family

e Enable the IPv4 neighbor relationship.
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R1(config-router)# address-family ipv4 unicast
R1(config-router-af)# neighbor 209.165.200.226 activate

e Advertise the 10.02.0.0/8 network.
R1(config-router-af)# network 10.02.0.0 mask 255.0.0.0

In IPv6 address family:

e Disable the IPv4 neighbor relationship.

R1(config-router)# address-family ipv6 unicast
R1(config-router-af)# no neighbor 209.165.200.226 activate

e Enable the IPv6 neighbor relationship.

R1(config-router-af)# neighbor 2001:db8:200::2 activate
R1(config-router-af)# exit-address-family

e Advertise the 2001:db8:100::/48 network.

R1(config-router-af)# network 2001:db8:100::/48

Part 2: Configure Routing Protocols
4.1 On D1, create IP SLASs that test the reachability of R1 interface E1/2.

Create two IP SLAs.
e Use SLA number 4 for IPv4.
D1# config ter /lingreso modo configuracion
D1(config)# track 4 ip sla 4 //creacion SLA 4
D1(config-track)# delay down 10 up 15 /[configuracion del retardo
e Use SLA number 6 for IPv6.

D1(config)# track 6 ip sla 6 //creacién SLA 6
D1(config-track)# delay down 10 up 15 /[configuracion del retardo

The IP SLAs will test availability of R1 E1/2 interface every 5 seconds.
Schedule the SLA for immediate implementation with no end time.
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Create an IP SLA object for IP SLA 4 and one for IP SLA 6.
e Use track number 4 for IP SLA 4.

D1(config)# ip sla 4

D1(config-ip-sla) icmp-echo 10.0.10.1 //IP para los paquetes
D1(config-ip-sla-echo)#frequency 5 /llfrecuencia de cada 5 segundos
D1(config-ip-sla-echo)# exit

D1(config)# ip sla schedule 4 life forever start-time now

e Use track number 6 for IP SLA 6.

D1(config)# ip sla 6 /lasignacion de IPv6 para paquetes
D1(config-ip-sla) icmp-echo 2001:db8:100:1010::1
D1(config-ip-sla-echo)frequency 5 /llfrecuencia de cada 5 segundos

D1(config-ip-sla-echo)# exit

D1(config)# ip sla schedule 6 life forever start-time now
The tracked objects should notify D1 if the IP SLA state changes from down to up
after 10 seconds, or from up to down after 15 seconds.

4.2 On D2, create IP SLASs that test the reachability of R3 interface E1/0.

Create two IP SLAs.
e Use SLA number 4 for IPv4.
D2#config ter
D2(config)# track 4 ip sla 4 /lcreacion SLA 4
D2(config)# delay down 10 up 15 /ltiempos de retardo
e Use SLA number 6 for IPv6.

D2(config)# track 6 ip sla 6 /lcreacion SLA 4
D2(config)# delay down 10 up 15 /ltiempos de retardo

The IP SLAs will test availability of R3 E1/0 interface every 5 seconds.
Schedule the SLA for immediate implementation with no end time.
Create an IP SLA object for IP SLA 4 and one for IP SLA 6.

e Use track number 4 for IP SLA 4.
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The tracked objects should notify D1 if the IP SLA state changes from down to up

D2(config)# ip sla 4

D2(config-ip-sla) icmp-echo 10.0.10.1 //IP para envio de paquetes
D2(config-ip-sla-echo)frequency 5 /lfrecuencia de 5 segundos
D2(config-ip-sla-echo)# exit //Salida

D2(config)# ip sla schedule 4 life forever start-time now

Use track number 6 for IP SLA 6.

D2(config)# ip sla 6 /lingreso al SLA creado
D2(config-ip-sla) icmp-echo 2001:db8:100:1010::1
D2(config-ip-sla-echo)frequency 5 //frecuencia de cada 5 segunos
D2(config-ip-sla-echo)# exit

D2(config)# ip sla schedule 6 life forever start-time now

after 10 seconds, or from up to down after 15 seconds.

4.3 On D1, configure HSRPv2.

D1 is the primary router for VLANs 100 and 102; therefore, their priority will also be

changed to 150.

Configure HSRP version 2.

Configure IPv4 HSRP group 104 for VLAN 100:

Assign the virtual IP address 10.02.100.254.

D1(config)#interface VIan100 /lse configuran las IP virtuales en

VLAN100
D1(config-if)#standby version 2 /Iversion 2 de HSRP
D1(config-if)#standby 104 ip 10.02.100.254

Set the group priority to 150.

D1(config-if)#standby 104 priority 150 //cambio de la prioridad del grupo a

150
Enable preemption.
D1(config-if)#standby 104 preempt /[Preferencia de 104

Track object 4 and decrement by 60.
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D1(config-if)#standby 104 track 4 decrement 60

Configure IPv4 HSRP group 114 for VLAN 101:

e Assign the virtual IP address 10.02.101.254.
D1(config)#interface Vlan101 /lse configuran las IP virtuales en la
VLAN101
D1(config-if)#standby version 2
D1(config-if)#standby 114 ip 10.02.101.254
e Enable preemption.
D1(config-if)#standby 114 preempt //preferencia del grupo a 114
e Track object 4 to decrement by 60.

D1(config-if)#standby 114 track 4 decrement 60
D1(config-if)#exit

Configure IPv4 HSRP group 124 for VLAN 102:
e Assign the virtual IP address 10.02.102.254.
D1(config)#interface Vlan102 /lse configuran las IP virtuales en la
VLAN100
D1(config-if)#standby version 2
D1(config-if)#standby 124 ip 10.02.102.254
e Set the group priority to 150.
D1(config-if)#standby 124 priority 150 //Prioridad de 150
e Enable preemption.
D1(config-if)#standby 124 preempt
e Track object 4 to decrement by 60.

D1(config-if)#standby 124 track 4 decrement 60

Configure IPv6 HSRP group 106 for VLAN 100:

e Assign the virtual IP address using ipv6 autoconfig.
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D1(config)#interface VIan100
D1(config-if)#standby 106 ipv6 autoconfig

e Set the group priority to 150.
D1(config-if)#standby 106 priority 150

e Enable preemption.
D1(config-if)#standby 106 preempt

e Track object 6 and decrement by 60.

D1(config-if)#standby 106 track 6 decrement 60

Configure IPv6 HSRP group 116 for VLAN 101:

e Assign the virtual IP address using ipv6 autoconfig.

D1(config-if)#standby 116 ipv6 autoconfig
e Enable preemption.
D1(config-if)#standby 116 preempt
e Track object 6 and decrement by 60.

D1(config-if)#standby 116 track 6 decrement 60

Configure IPv6 HSRP group 126 for VLAN 102:

e Assign the virtual IP address using ipv6 autoconfig.

D1(config)#interface Vlan102
D1(config-if)#standby 126 ipv6 autoconfig

e Set the group priority to 150.

D1(config-if)#standby 126 priority 150
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e Enable preemption.
D1(config-if)#standby 126 preempt
e Track object 6 and decrement by 60.

D1(config-if)#standby 126 track 6 decrement 60

D2 is the primary router for VLAN 101, therefore, the priority will also be changed to
150.

Configure HSRP version 2.

Configure IPv4 HSRP group 104 for VLAN 100:

e Assign the virtual IP address 10.02.100.254.
D2(config)#interface VIan100 /lse configuran las IP virtuales en la
VLAN100
D2(config-if)#standby version 2 /IV2 de HSRP
D2(config-if)#standby 104 ip 10.02.100.254
e Enable preemption.
D2(config-if)#standby 104 preempt

e Track object 4 and decrement by 60.

D2(config-if)#standby 104 track 4 decrement 60

Configure IPv4 HSRP group 114 for VLAN 101:

e Assign the virtual IP address 10.02.101.254.
D2(config)#interface Vlan101 /lse configuran las IP virtuales en la
VLAN101
D2(config-if)#standby version 2
D2(config-if)#standby 114 ip 10.02.101.254
e Set the group priority to 150.

D2(config-if)#standby 114 priority 150
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e Enable preemption.
D2(config-if)#standby 114 preempt
e Track object 4 to decrement by 60.

D2(config-if)#standby 114 track 4 decrement 60

Configure IPv4 HSRP group 124 for VLAN 102:

e Assign the virtual IP address 10.02.102.254.
D2(config)#interface Vlan102
D2(config-if)#standby version 2
D2(config-if)#standby 124 ip 10.02.102.254

e Enable preemption.

D2(config-if)#standby 124 preempt
e Track object 4 to decrement by 60.

D2(config-if)#standby 124 track 4 decrement 60
Configure IPv6 HSRP group 106 for VLAN 100:

e Assign the virtual IP address using ipv6 autoconfig.

D2(config)#interface VIan100
D2(config-if)#standby 106 ipv6 autoconfig

e Enable preemption.

D2(config)#interface VIan100
D2(config-if)#standby 106 preempt

e Track object 6 and decrement by 60.

D2(config-if)#standby 106 track 6 decrement 60

Configure IPv6 HSRP group 116 for VLAN 101:

e Assign the virtual IP address using ipv6 autoconfig.
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D2(config)#interface Vlan101
D2(config-if)#standby 116 ipv6 autoconfig

e Set the group priority to 150.
D2(config-if)#standby 116 priority 150
e Enable preemption.
D2(config-if)#standby 116 preempt
e Track object 6 and decrement by 60.
D2(config-if)#standby 116 track 6 decrement 60
Configure IPv6 HSRP group 126 for VLAN 102:
e Assign the virtual IP address using ipv6 autoconfig.

D2(config)#interface Vlan102
D2(config-if)#standby 126 ipv6 autoconfig

e Enable preemption.
D2(config-if)#standby 126 preempt
e Track object 6 and decrement by 60.

D2(config-if)#standby 126 track 6 decrement 60
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CONCLUSIONES

Gracias a la topologia planteada dentro del marco del Diplomado CISCO CCNP, se
logra evidenciar como bajo una topologia de pocos elementos es posible evidenciar
cada tema tratado durante el mismo, diferenciando las configuraciones basicas para
capa 2 como capa 3, lo que afianzé en detalle lo previamente adquirido durante cada
paso del curso.

Las ventajas presentadas entre Packet Tracert y el software GNS3, es de gran
diferencia debido a que este Ultimo, permite cargar una imagen del equipo a trabajar
de manera tal, que se puede tener alcance a su totalidad de posibles configuraciones
y es alli donde el software de Cisco se ve un poco rezagado al impedir lanzar ciertos
comandos, inclusive, GNS3 al permitir cargar diversas imagenes, permite topologias
mas complejas donde pueden intervenir equipos de otras marcas como Mikrotik (por
mencionar solo alguna)

Al evidenciar las configuraciones realizadas a cada Switch, se evidencia las buenas
practicas de configuracion con el fin de dividir el trafico existente entre estos
elementos o terminales finales para las VLAN 100, 101, 102 sin contar con la
redundancia evidenciada en la topologia que permite una segunda ruta en cado de
posibles fallas de cableado entre los equipos
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