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GLOSARIO

ETHERCHANNEL: EtherChannel es una tecnologia de Cisco construida de
acuerdo con los estandares 802.3 full-duplex Fast Ethernet.

GNS3: Es un simulador gréfico de red lanzado en 2008, que te permite disefiar
topologias de red complejas y poner en marcha simulaciones sobre ellos,
permitiendo la combinacion de dispositivos tanto reales como virtuales.

LACP: Es un término que indica el establecimiento de una red de datos que
describe como utilizar varios enlaces Ethernet full-daplex en la comunicacién entre
dos equipos, repartiendo el tréafico entre ellos.

ROUTER: Es un dispositivo de enrutamiento que permite interconectar redes con
distintos prefijos en su direccion.

SLAAC (Stateless Address Autoconfiguration): Es un mecanismo muy cémodo
y potente propio de IPv6 y que no tiene un equivalente en IPv4, que permite la
autoconfiguracion de los nodos.

STP (Spanning Tree Protocol): Es un protocolo de red de capa 2 del modelo OSI.
Su funcién es la de gestionar la presencia de bucles en topologias de red debido a
la existencia de enlaces redundantes

SWITCH: Es un dispositivo que permite la conexién de computadoras y periféricas
a la red pueden comunicarse entre si y otras redes.

VLAN: Conocidas como redes de area local virtuales, es una tecnologia de redes
que nos permite crear redes légicas independientes dentro de la misma red fisica.



RESUMEN

A continuacion, se mostraran los conocimientos obtenidos en el transcurso del
diplomado y otras asignaturas referentes a redes de datos, para ello se explicara
paso a paso, la instalacion y configuracion de los dispositivos que intervienen en un
escenario hipotético, con ayuda del simulador grafico GNS3 y de la maquina virtual
“VirtualBox” se realizaran todas las pruebas y simulaciones requeridas.

En dicho escenario se estructuran redes conmutadas mediante el uso del protocolo
STP y la configuracion de VLANS.

Ademas, se muestran imagenes de los resultados de cada una de las etapas que
se van desarrollando del proyecto.

PALABRAS CLAVE: CCNP, Cisco, Conmutacion, Enrutamiento, Router,
Simulador, Protocolo.

ABSTRACT

In the present work, the knowledge obtained in the course of the diploma and other
subjects related to data networks will be shown, for this, the installation and
configuration of the devices that intervene in a hypothetical scenario will be
explained step by step, with the help of the GNS3 graphic simulator. and from the
virtual machine "VirtualBox" all the required tests and simulations will be carried out.

In this scenario, switched networks are structured through the use of the STP
protocol and the configuration of VLANS.

In addition, images of the results of each of the stages that are being developed in
the project are shown.

KEY WORDS: CCNP, Cisco, Protocol, Router, Routing, Simulator, Switching.



INTRODUCCION

El presente trabajo tiene como finalidad la construccion y configuracién de la red
para que haya una accesibilidad completa de extremo a extremo, para que los hosts
tengan soporte de puerta de enlace predeterminado confiable y para que los
protocolos de administracion estén operativos dentro de la parte "Red de la
empresa” de la topologia, ademas se deben configurar los ajustes bésicos del
dispositivo y el direccionamiento de la interfaz. Luego se hara una verificacion de
sus configuraciones para analizar que cumplan con las especificaciones
proporcionadas y que los dispositivos funcionen segun sea necesario.

Para ello se deben desarrollar una serie de etapas como: configurar las interfaces
troncales IEEE 802.1Q en los enlaces de conmutacién interconectados, cambiar la
VLAN nativa en los enlaces troncales y habilitar el protocolo Rapid Spanning Tree
en los conmutadores; configurar los switchs D1 y D2 como raiz para las VLAN
adecuadas con prioridades de apoyo mutuo en caso de fallo del conmutador, entre
otras.
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DESARROLLO

Para el desarrollo del proyecto se tuvieron los siguientes requisitos iniciales

- Verificacién de estar habilitado en BIOS la opcién de virtualizacion

Pausado
Uso Velocidad Velocidad de base: 3,41 GHz
46% 3,63 GHz e :
licleos:
Procesos Subprocesos Identificadores procesadores légicos: 4
202 2192 76811 [ virtualizacion: Habilitado |
Caché L1: 256 kB
Tiempo activo Caché L2: 1,0 MB
001 0237 Caché L3: 6,0 MB

- Instalar los softwares y herramientas (Virtual Box, Putty, GNS3), descargar y
cargar la maquina virtual GNS3 en Virtual Box

2 GNS3
ﬁ Cracle Vi VirtualBox
7B PuTTY (64-bit)

INSTALACION DE LA VM (MAQUINA VIRTUAL)

Se descarga y cargar la maquina virtual GNS3 en Virtual Box, se ajusta la
configuracion dependiendo los recursos del equipo de computo.

11



Figura 1. Maquina virtual GNS3 en Virtual Box

" 2 L | e
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i e | Crbganin e
== '
-
iy

GNS3 VM

|
_i

Empieza a correr el servidor GNS3 en la maquina virtual mostrando alguna
informacion de configuracién

Figura 2. Servidor GNS3

GNS3 server version: 2.2.34
Release channel: 2.2

WM version: 0.13.0
ubuntu version: focal
Qemu version: 4.2.1
virtualization: virtualbox

K
kWM support available: True
Uptime: up O minutes

1F: 192.168.56.101 PORT: 80

To log in using SSH: ssh gns38192.168.56.101
Password: gnsd

To launch the Web-Ui: http://192.168.56.101

Inages end projects are stored in '/opt/gns3’

G & B E) - @cmoseck

n 2 Escribe aqui para buscar

Se ejecuta el software GNS3 para acoplar el entorno local con el servidor que es
donde van a correr los escenarios que se van a trabajar
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Figura 3. Interfaz de GNS3

jew  Control Annotate Tools Help

OCE>> HC Emllcrrgaam

- O

Al d v

[

Topalagy Summary
Hode Cor

Flesse create s project

Servers Summary

Se configura GNS3 para habilitar el servidor local, configurar los recursos a designar
alaVvM,

Figura 4. Configuracién de VM en GNS3

fe
General [GNS3 VM preferences
Server
GNS3 VM | Enable the GNS3 VM
Packet capture rtuslzation engine
~ Built-in
Ethernet hubs tuaox
Ethernet switches VirtualBox support. Nested virtualization for both Intel and AMD processors s supported since version 6.1
Cloud nodes The GNS3 VM can be downloaded here
- vPcs Settings
VPCS nodes
~ Dynamips M name: GNS3VM - Refresh
105 routers Part: 80
I?ZS"DUNIX Run the VM in headiess mode
evices
~ QEMU V! Allocate vCPUs and RAM
Qemu VMs WCPUs: 1
- VirtualBox ——
VirtualBox VMs :
~ VMware Action when dosing GN53:
VMware VMs keep the GNS3 VM running
- Docker cuspend the GHS3 VM

Docker containers ®) stop the GNS3 VM

oK Cancel

Una vez hecho todo este proceso se puede observar en el area de trabajo que se
tiene el ambiente local y el servidor, indicando que ya se encuentran sincronizados.
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Figura 5. Ambiente local y servidor sincronizados en GNS3

B T $ By 17T e P ol = =
O® > » C FEROC S 6QAALEG

v

Topology Summary =]

Node Censole

Please reate a peoject

ABenu®r:’

Servers Summary B
‘ @ DESKTOP-SMTTRIE CPU 3.3% RAM 90.0%
@ GNS3 UM (GNS3 VM) CPU0.5% RAM 20.2%

H R Escribe aqur para buscar

Ahora se procede a instalar el router y switch de capa 2 en el servidor GNS3 que
esta corriendo en la VM de Virtual Box

Figura 6. Caracteristicas del router instalado
& .

General I0S router templates

Server

GNS3 VM & c7200-15.2  ~ Genenal
Template name:  7200-15.2
Packet capture Template ID: 1294808¢-2d96-43bc-add 1-13f65bTc5c82
~ Built-in Default name format: R(0}
Ethernet hubs Server: GNS3 VM (GNS3 VM)
. Platform: <7200
Ethernet switches Image: <T200-adventerprisek-mz.152-4MT.image
Cloud nodes Console type: telnet
«VPCS Auto start console:  False
Idle-PC: x0189214
VPCS nodes. Startup-config: os_base_statup-config.txt
~ Dynamip Midplane: it
/oS roessremm| | | i e
S5 oG ~ Memaries and disks
RAM: 512 MiB
10U Devices NVRAM: 512 KB
- QEMU PCMCIA diskd: Mg
PCMCIA diskl: Mg
Qewm Viks Auto delete: True
- VirtualBox - Adapters
VirtualBox VMs Slot & CT200-10-FE
~ VMware
VMware VMs
~ Docker
Docker containers
New Decompress Copy Edt Delete
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Figura 7. Caracteristicas del switch instalado

General [IOU device templates
Server
GNS3 VM b G;"““I'
lemplate name:
Pa?ke:t capture Template ID:
~ Built-in Default name format:
Ethernet hubs ?NE“I
’ onsole type
Ethernet switches Aiito Sart console:
Cloud nodes Image:
~ VPCS Startup-config:
RAM:
VPCS nodes NVRAM:
~ Dynamips ~ Network
10S routers Ethernet adapters:

~ 10S on LINIX Serial adapters:

10U Devices
T eV
Qemu VMs
~ VirtualBox
VirtualBox VMs
~ VMware
VMware VMs
~ Docker
Docker containers

switch_L2
bb2edala-Tebf-4418-becf-f5b06226eb00
10U{0}

GNS3 VM (GNS3 VM)

telnet

False
i86bi-linux-12-adventerprisek9-15.2d.bin
iou_I2_base_startup-config.txt

default

default

4 (16 interfaces)
0 (0 interfaces)

Ya con todo listo se procede a desarrollar la siguiente topologia

TOPOLOGIA

ISP Network
Loapback 0 (NTP)
BGP ASN 500 2220
2001:db8:2222:11/ 128
E1f0
22
209.165.200.0/24
2001:b8:200:: /64
Primary STP Gateway f’\‘."ﬂrp’{ ﬂf Gateway
* VLAN 100
*VLAN 102 Interface VLAN 100

Interface VLAN 100
= 10.XY,100.1/24

*10.XY.,100.2/24
* 2001:db8:100:100::2/64

* 2001:db8: 100:10

11f64

Interface VLAN 101

Interface VLAN 101

* 10.XY,10L1/24

* 2001:db8: 100:101::1/864
Interface VLAN 102

* 10.XY,102.1/24

* 2001:db8: 100:102::1/64

10XY.13.0/24

10.XY,10.0/24
2001:db8: 100: 1010::/64

2001:db8:100:1013::/64

=10.XY.101.2/24

* 2001:db8:100:101::2/64
Interface VLAN 102
=10.XY.102.2/24

* 2001:db8:100:102::2/64

1020.11.0/24
2001:db8: 100:1011::/64

VLAN 100
10.XY.,100.5/24 Interface VLAN 100
2001:db8:100:100::5/64  10.XY.100.3/24

PC2
-
g v
E0/2 HSRP 2 ending vith 254
IPv§ Autoconfig VLAN 102
DHCP/SLAAC
Cient

NETFLOW Collector  2001:58:100:100::3/64
SNPM Manager
SYSLOG Server
PC3
. VLAN 100
wenr (R 103100524
Company Hetwork DCHP/SLAAC 2001:db8: 100: 100:16/64
0SPFarea 0 Clent
Company Hetwork
BGP ASH 300
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Tabla 1l. Direccionamiento

IPv6 Link-
Device | Interface IPv4 Address IPv6 Address ~OEL
R1 E1/0 209.165.200.225/27 | 2001:db8:200::1/64 fe80::1:1
E1/2 10.91.10.1/24 2001:db8:100:1010::1/64 | fe80::1:2
E1l/1 10. 91.13.1/24 2001:db8:100:1013::1/64 | fe80::1:3
R2 E1/0 209.165.200.226/27 | 2001:db8:200::2/64 fe80::2:1
Loopback0 2.2.2.2/32 2001:db8:2222::1/128 fe80::2:3
R3 E1/0 10.91.11.1/24 2001:db8:100:1011::1/64 | fe80::3:2
E1/1 10.91.13.3/24 2001:db8:100:1013::3/64 | fe80::3:3
D1 E1/2 10. 91.10.2/24 2001:db8:100:1010::2/64 | fe80::d1:1
VLAN 100 10. 91.100.1/24 2001:db8:100:100::1/64 | fe80::d1:2
VLAN 101 10.91.101.1/24 2001:db8:100:101::1/64 | fe80::d1:3
VLAN 102 10.91.102.1/24 2001:db8:100:102::1/64 | fe80::d1:4
D2 E1/0 10.91.11.2/24 2001:db8:100:1011::2/64 | fe80::d2:1
VLAN 100 10.91.100.2/24 2001:db8:100:100::2/64 | fe80::d2:2
VLAN 101 10.91.101.2/24 2001:db8:100:101::2/64 | fe80::d2:3
VLAN 102 10.91.102.2/24 2001:db8:100:102::2/64 | fe80::d2:4
Al VLAN 100 10.91.100.3/23 2001:db8:100:100::3/64 | fe80::al:l
PC1 NIC 10.91.100.5/24 2001:db8:100:100::5/64 | EUI-64
PC2 NIC DHCP SLAAC EUI-64
PC3 NIC DHCP SLAAC EUI-64
PC4 NIC 10.91.100.6/24 2001:db8:100:100::6/64 | EUI-64
OBJECTIVES

Part 1: Build the Network and Configure Basic Device Settings and Interface

Addressing

Part 2: Configure the Layer 2 Network and Host Support

Part 3: Configure Routing Protocols

Part 4. Configure First-Hop Redundancy

16




BACKGROUND / SCENARIO

In this skills assessment, you are responsible for completing the configuration
of the network so there is full end-to-end reachability, so the hosts have reliable
default gateway support, and so that management protocols are operational
within the “Company Network” part of the topology. Be careful to verify that your
configurations meet the provided specifications and that the devices perform as
required.

Note: The routers used with CCNP hands-on labs are Cisco 7200 routers. The
switches used in the labs are Cisco Catalyst L2 switches Other routers,
switches, and Cisco IOS versions can be used. Depending on the model and
Cisco I0S version, the commands available and the output produced might
vary from what is shown in the labs.

Note: Make sure that the switches have been erased and have no startup
configurations. If you are unsure, contact your instructor.

Note: The letters "X, Y" represent the last two digits of your ID nhumber (cédula).

Required Resources

e 3 Routers (Cisco 7200). Click on the download link of the images for GNS3.

e 3 Switches (Cisco 10U L2). Click on the download link of the images for
GNS3.

e 4 PCs (Use the GNS3’s VPCS)

e After the configuration of devices in GNS3, the Slots of the network adapters
of the SW must be configured as follows:

* Node properties ? X

D1 configuration

General settings Network Usage

Adapters

Ethernet adapters: |4

Serial adapters: 0

And of the Routers like this:
é

R1 configuration

Adapters

slot 0: | C7200-I0-FE
slot 1: | PA-4E

slot 2:

17
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Build the Network and Configure Basic Device Settings and Interface

Addressing

In Part 1, you will set up the network topology and configure basic settings and

interface addressing.

Cable the network as shown in the topology.

Attach the devices as shown in the topology diagram, and cable as necessary.

Figura 8. Pantallazo Escenario propio

Lonphark QJNTP)
ISP Networ 2229
BGP ASN 500 R2 200 10l 227211128
ey
209. 1652 0040/24
2001:db:200: 164

Prwiary STP Gateway
*VLAN 100

_________________________ 1

Edgar Jose Yejas Lopez
Cod: 19706791
Grupo: 208014 6

Brienary STP Gateway
LAY 101
| | Bertace VLAN 100

|
#WLAN 102 I
Lritesrface VAN 100 I

10911507

:1-].911:.1'J'J.L"24 - 2001 :c3: 100:101 3: : 54

200 11454
sy U2 40011004
201 01:1%64 2001 bl 100: 1010 /54
Inkesiace

“2/0

iz

#2001 100: 1022 1 )64

|

I

: |

+10.91102.0/24 i
I

|

I

|

VLAN 100
10.91.100.5/24
2001 100:100:: 5764
BETFLOW Cilecior
SHPH Manages

SHSLOG Server

Triedface VAN 100
10.91.1003/24 ey
2001 el 100: 100: :3/64

10.91.11.0r24
2001 :cb8: 100: 1011 /64

WLAN 100

WLAN 102
DHCP/SLAAC
[

| [*1091 100224

| | +2001:d8:100:100: 2184

| | Ferce vin 101
41091101224

4" 2001:ctd: 100 102: : 2954
iterface VLAN 102

I |+1091.1022 24

*2001:d88: 100 102: : 2064

waniy  PC3 B vormem
Company Networ DHOR/SLAAC n‘u &0 .0 2001:008:100: 100: 1654
OSPF Area 0 s
I Company Networ
I BGP ASN 300

CONFIGURE BASIC SETTINGS FOR EACH DEVICE.

a. Console into each device, enter global configuration mode, and apply the
basic settings. The startup configurations for each device are provided below.

Router R1
enable
configure terminal
hostname R1

18



ipv6 unicast-routing

no ip domain lookup

banner motd # R1, ENCOR Skills Assessment#
line con 0

exec-timeout 0 0

logging synchronous

exit

interface e1/0

ip address 209.165.200.225 255.255.255.224
ipv6 address fe80::1:1 link-local

ipv6 address 2001:db8:200::1/64

no shutdown

exit

interface el/2

ip address 10.91.10.1 255.255.255.0
ipv6 address fe80::1:2 link-local

ipv6 address 2001:db8:100:1010::1/64
no shutdown

exit

interface el/1

ip address 10.91.13.1 255.255.255.0
ipv6 address fe80::1:3 link-local

ipv6 address 2001:db8:100:1013::1/64
no shutdown

exit

19



Figura 9. configuracion del router R1

Router R2

enable

config t

hostname R2

ipv6 unicast-routing

no ip domain lookup

banner motd # R2, ENCOR Skills Assessment#
line con 0

exec-timeout 0 0

logging synchronous

exit

interface e1/0

ip address 209.165.200.226 255.255.255.224
ipv6 address fe80::2:1 link-local

ipv6 address 2001:db8:200::2/64

no shutdown

exit

interface Loopback 0

ip address 2.2.2.2 255.255.255.255

ipv6 address fe80::2:3 link-local
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ipv6 address 2001:db8:2222::1/128
no shutdown

exit
Figura 10. Configuracién del router R2
K
Router R3
Enable
Config t

hostname R3

ipv6 unicast-routing

no ip domain lookup

banner motd # R3, ENCOR Skills Assessment#
line con 0

exec-timeout 0 0

logging synchronous

exit

interface el1/0

ip address 10.91.11.1 255.255.255.0
ipv6 address fe80::3:2 link-local

ipv6 address 2001:db8:100:1011::1/64
no shutdown

exit
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interface el/1

ip address 10.91.13.3 255.255.255.0
ipv6 address fe80::3:3 link-local

ipv6 address 2001:db8:100:1010::2/64
no shutdown

exit

Figura 11. Configuracién del router R3

Ethernetl/1

Switch D1

Enable

Config t

hostname D1

ip routing

ipv6 unicast-routing
no ip domain lookup
banner motd # D1, ENCOR Skills Assessment#
line con O
exec-timeout 0 O
logging synchronous
exit

vlan 100
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name Management

exit

vlan 101

name UserGroupA

exit

vlan 102

name UserGroupB

exit

vlan 999

name NATIVE

exit

interface el/2

no switchport

ip address 10.91.10.2 255.255.255.0
ipv6 address fe80::d1:1 link-local

ipv6 address 2001:db8:100:1010::2/64
no shutdown

exit

interface vian 100

ip address 10.91.100.1 255.255.255.0
ipv6 address fe80::d1:2 link-local

ipv6 address 2001:db8:100:100::1/64
no shutdown

exit

interface vlan 101

ip address 10.91.101.1 255.255.255.0
ipv6 address fe80::d1:3 link-local

ipv6 address 2001:db8:100:101::1/64
no shutdown

exit

interface vlan 102

ip address 10.91.102.1 255.255.255.0
ipv6 address fe80::d1:4 link-local

ipv6 address 2001:db8:100:102::1/64
no shutdown

exit

ip dhcp excluded-address 10.91.101.1 10.91.101.109
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ip dhcp excluded-address 10.91.101.141 10.91.101.254
ip dhcp excluded-address 10.91.102.1 10.91.102.109
ip dhcp excluded-address 10.91.102.141 91.0.102.254
ip dhcp pool VLAN-101

network 10.91.101.0 255.255.255.0

default-router 10.91.101.254

exit

ip dhcp pool VLAN-102

network 10.91.102.0 255.255.255.0

default-router 10.91.102.254

exit

interface range e0/0-3,e1/0-1,e1/3,e2/0-3,e3/0-3
shutdown

exit

Figura 12. Configuracion del switch D1

Switch D2

Enable

Config t

hostname D2

ip routing

ipv6 unicast-routing
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no ip domain lookup

banner motd # D2, ENCOR Skills Assessment#
line con 0

exec-timeout 0 0

logging synchronous

exit

vlan 100

name Management

exit

vlan 101

name UserGroupA

exit

vlan 102

name UserGroupB

exit

vlan 999

name NATIVE

exit

interface e1/0

no switchport

ip address 10.91.11.2 255.255.255.0
ipv6 address fe80::d1:1 link-local

ipv6 address 2001:db8:100:1011::2/64
no shutdown

exit

interface vlan 100

ip address 10.91.100.2 255.255.255.0
ipv6 address fe80::d2:2 link-local

ipv6 address 2001:db8:100:100::2/64
no shutdown

exit

interface vlan 101

ip address 10.91.101.2 255.255.255.0
ipv6 address fe80::d2:3 link-local

ipv6 address 2001:db8:100:101::2/64
no shutdown

exit
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interface vlan 102

ip address 10.91.102.2 255.255.255.0

ipv6 address fe80::d2:4 link-local

ipv6 address 2001:db8:100:102::2/64

no shutdown

exit

ip dhcp excluded-address 10.91.101.1 10.91.101.209
ip dhcp excluded-address 10.91.101.241 10.91.101.254
ip dhcp excluded-address 10.91.102.1 10.91.102.209
ip dhcp excluded-address 10.91.102.241 10.91.102.254
ip dhcp pool VLAN-101

network 10.91.101.0 255.255.255.0

default-router 91.0.101.254

exit

ip dhcp pool VLAN-102

network 10.91.102.0 255.255.255.0

default-router 10.91.102.254

exit

interface range e0/0-3,e1/1-3,e2/0-3,e3/0-3
shutdown

exit

Figura 13. Configuracion del switch D1

Switch Al

Enable
Config t
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hostname Al

no ip domain lookup

banner motd # A1, ENCOR Skills Assessment#
line con 0

exec-timeout 0 0

logging synchronous

exit

vlan 100

name Management

exit

vlan 101

name UserGroupA

exit

vlan 102

name UserGroupB

exit

vlan 999

name NATIVE

exit

interface vlan 100

ip address 10.91.100.3 255.255.255.0
ipv6 address fe80::al:1 link-local

ipv6 address 2001:db8:100:100::3/64
no shutdown

exit

interface range e€0/0,e0/3,e1/0,e2/1-3,e3/0-3
shutdown

exit

Figura 14. Configuracién del switch A1
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b. Save the running configuration to startup-config on all devices.
copy running-config startup-config

c. Configure PC 1 and PC 4 host addressing as shown in the addressing table.
Assign a default gateway address of 10.91.100.254 which will be the HSRP
virtual IP address used in Part 4.

PC1>

PC1>ip 10.91.100.5/24 255.255.255.0 10.91.100.254
ip 2001:db8:100:100::5/64

sh

Figura 15. Configuraciéon de PC1

PC4>

PC4> ip 10.91.100.6/24 255.255.255.0 10.91.100.254
PC4> ip 2001:db8:100:100::6/64

PC4> sh
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Figura 16. Configuraciéon de PC4

LPORT RHOST:PO

Configure the Layer 2 Network and Host Support

In this part of the Skills Assessment, you will complete the Layer 2 network
configuration and set up basic host support. At the end of this part, all the
switches should be able to communicate. PC2 and PC3 should receive

addressing from DHCP and SLAAC.
PC3> ip auto
GLOBAL SCOPE  :2001:db8:100:101:2050:79ff:fe66:6802/64
ROUTER LINK-LAYER : 00:05:73:a0:00:74

PC2> ip auto
GLOBAL SCOPE  :2001:db8:100:102:2050:79ff:fe66:6801/64

ROUTER LINK-LAYER : 00:05:73:a0:00:6a

Figura 17. Configuraciéon de PC3

&
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Figura 18.

Configuracién de PC2

Tabla2. Tareas
Task# Task Specification Points

On all switches, configure IEEE Enable 802.1Q trunk links
802.1Q trunk interfaces on between:

2.1 | interconnecting switch links e D1 and D2 6

e D1 and Al
e D2 and Al
29 On all switches, change the native | Use VLAN 999 as the native 6
' VLAN on trunk links. VLAN.

On all switches, enable the Rapid Use Rapid Spanning Tree.

2.3 . 3
Spanning-Tree Protocol.
On D1 and D2, configure the Configure D1 and D2 as root for
appropriate RSTP root bridges the appropriate VLANSs with
based on the information in the mutually supporting priorities in

2.4 | topology diagram. case of switch failure. 2
D1 and D2 must provide backup in
case of root bridge failure.
On all switches, create LACP Use the following channel
EtherChannels as shown in the numbers:

2.5 | topology diagram. e D1 to D2 — Port channel 12 3

e D1 to Al — Port channel 1
e D2 to A1 — Port channel 2
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Task#

Task

Specification

Points

2.6

On all switches, configure host
access ports connecting to PC1,
PC2, PC3, and PC4.

Configure access ports with
appropriate VLAN settings as
shown in the topology diagram.

Host ports should transition
immediately to forwarding state.

2.7

Verify IPv4 DHCP services.

PC2 and PC3 are DHCP clients
and should be receiving valid
IPv4 addresses.

2.8

Verify local LAN connectivity.

PC1 should successfully ping:

e D1:10.91.100.1
e D2:10.91.100.2
e PC4:10.91.100.6

PC2 should successfully ping:

e D1:10.91.102.1
e D2:10.91.102.2

PC3 should successfully ping:

e D1:10.91.101.1
e D2:10.91.101.2

PC4 should successfully ping:
e D1:10.91.100.1

e D2:10.91.100.2
e PC1:10.91.100.5

COMPROBACION DE LA TABLA TASK #2.1-2.8

Al realizar las pertinentes investigaciones y consultas en el libro, se logra la
configuracion y asi las respectivas soluciones de los items mencionados en la tabla

anterior:

Switch D1

Configuraciéon en D1 a D2 - Port channel 12
Enable

Config t

interface ethernetl1/2
duplex full
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interface range ethernet2/0-3
switchport trunk encapsulation dotlq
switchport mode trunk

switchport trunk native vlan 999
channel-group 12 mode active

no shutdown

exit

Figura 19. Configuracién en D1 a D2 - Port channel 12

Nod:

= OQF>> HC Fmllossaam

Topology Summary
Node Consale
v O Al telnet 192.168.56.101:5008

Eﬂga.l‘.]nse\'ejasl.npez b ) D1 telnet 192.168.56.101:5027
[ad- 10704701 » © D2 telnet 192.16.56.101:5007

dgedn@re

Configuracién en D1 a D2 - Port channel 1

Enable

Config t

interface range ethernet0/1-2
switchport trunk encapsulation dotlq
switchport mode trunk
channel-group 1 mode active
switchport trunk native vian 999

no shutdown

exit
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Figura 20. Configuracién en D1 a D2 - Port channel 1

Node

- N O P mmw """ e ~
= OFE > ) CFmRIIIOo - §aamE
Topolegy Summary
Node Console
© A1 telnet 192.168.56.101:5008
© D1 telnet 192.168.56.101:5027
© D2 telnet 192.168.56.101:5007
© PC1 telnet 192.168.56.101:5008
© PC2 telnet 192.168.56.101:5012
€ PC3 telnet 192.168.56.101:5017
) PC4 telnet 192.168.56.101:5023
© R telnet 192.168.56.101:5004
© R2 telnet 192.168.56.101:5005
© R3 telnet 192.168.56.101:5006

- Edgar Jose Yejas Lopez
sz ’m (od: 19706791

Grupo: 208014 6

e

209.165200024
2001:8:3.200::154

ry STP Gty

U1
e faca VLAN 100

1] | 1091 100224

1| 200108 300100 2068 |

TS
20010810010 3154 e

12 1091.11.0/24
w00
05 B4 08084 02 1001011454

200 1081 100102221764

dgedn@re

Iferraze VLN 100
1081100324
2001:88:100:100::3)

vuwin  PC3
DHCRISLAIC

[

H £ Escribe aqui para buscar

Switch D2

Enable

Config t

interface ethernet1/0

duplex full

interface range ethernet2/0-3
switchport trunk encapsulation dotlq
switchport mode trunk
channel-group 12 mode active
switchport trunk native vlan 999

no shutdown

exit

interface range ethernetl/1-2
switchport trunk encapsulation dotlq
switchport mode trunk
channel-group 2 mode active
switchport trunk native vlian 999

no shutdown

exit
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spanning-tree mode rapid-pvst
spanning-tree vlan 101 root primary
spanning-tree vlan 102,102 root secondary
interface ethernet0/0

switchport mode access

switchport access vlan 102

SPanning-tree portfast

no shutdown

exit

end
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Figura 21. Al a D1 - Port channel 1, y de Al a D2 — Port channel 2

» 'l
‘A’ E

| Topology Summary

Node Consale

© AT telnet 192.168.56.101:5008
© D1 telnet 192.168.56.101:5027
© D2 telnet 192.168,56.101:3007
© PC1 telnet 192.162,56.101:5009
©) PC2 telnet 192.168.56.101:5012
©) PC3 telnet 192.168,56.101:5017
©) PC4 telnet 122.168,56.101:5023
O Rl telnet 192.168,56.101:5004
€ R2 telnet 192.168,56.101:5005
© R3 telnet 192.168,56.101:5005

— Edgar Jose Yejas Lopez
ZECM Cod: 19706791
Grupo: 208014 6

k. ey

s0aL110/24
200186 100:1011:4/64

Voo e VLAN 1
103110374
200188 100102 2166

Servers Summary EE]
) DESKTOP-SMTTRSE CPU 27.7%, RAM 87.5%
+ 3 GNS3 VM (GNS3 VM) CPU 100.0%, RAM 52.7%

w0
I lmen
- A s

A # Q) BP

Switch Al

Enable

Config t

spanning-tree mode rapid-pvst
interface range ethernet0/1-2
switchport trunk encapsulation dotlq
switchport mode trunk

switchport trunk native vlan 999
channel-group 1 mode active

no shutdown

exit

interface range ethernetl/1-2
switchport trunk encapsulation dotlq
switchport mode trunk

switchport trunk native vlian 999
channel-group 2 mode active

no shutdown

exit

interface el1/3
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switchport mode access
switchport access vlan 101
spanning-tree portfast

no shutdown

exit

interface e2/0

switchport mode access
switchport access vlan 100
spanning-tree portfast

no shutdown

exit

end

Figura 22. A1 de spanning-tree, VLAN, trunk, Port Channel 1y 2
e

2

rhaamE

Edgar Jose Yejas Lopez
Cod: 19706791
Grupo: 208014 6

@ B2 teinet 192.160.56.101:5005
b OB RI telnet 192.168.56,101:5006

Servers Summary B®
© DESKTOP-SMTTRSE CPU 27.8%, RAM 89.1%
» @ GHS3 VM (GHS3 VM) CPU 100.0%, RAM 528%

n P Escribe aqui para buscar

Con los comandos suministrados anteriormente se pueden configurar
correctamente cada dispositivo con los requerimientos de la guia, los cuales se
muestran con sus respectivas imagenes, todo ello para configurar todos los switchs,
las interfaces troncales IEEE 802.1Q en los enlaces de conmutador de
interconexion, se cambid la VLAN nativa en los enlaces troncales, se habilité el
protocolo Rapid Spanning-Tree, se configuré los puentes raiz RSTP apropiados
segun la informacién del diagrama de la topologia, en todos los switches, se cred la
LACP EtherChannels como se muestra en el diagrama de topologia, asi mismo se
configurd los puertos de acceso de host que se conectan a PC1, PC2, PC3y PC4.
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CONFIGURACIONES Y VERIFICACIONES

Figura 23. Configuracién PC1
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Figura 24. Verificacién en D1 spanning-tree, VLAN, trunk,

and
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Topology Summary a®

Node Console

Al telnet 192.168.56.101:5008
D1 telnet 192.168.56.101:3027
D2  telnet 192.168.56.101:5007
PC1 telnet 192.168.56.101:5009
PC2 telnet 192.168.56.101:3012
PC3 telnet 192.168.56.101:5017
PC4 telnet 192.168.56.101:3023
R1  telnet 192.168.56.101:5004
R2  telnet 192.168.56.101:3005
R3  telnet 192.168.56.101:5006
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b £ GNS3 VM (GNS3 VM) CPU 100.0%, RAM 51.9%

Port Channel

and no



Topology Summary

& - - Node Console
» © AT telnet 192.168.56.101:5008
Edgar Jose Yejas Lopez » ) D1 telnet 192.168,56.101:5027
Cod: 19706791 » ) D2 telnet 192.168.56.101:5007
. b ) P telnet 192.168.56.101:5000
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b ) PC3 telnet 192.168.56.101:5017
b PC4 telnet 192.168.56.101:5023
— » ORI telnet 192.168.56.101:5004
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Figura 26. Verificacion en A1, D1y D2 (Spanning-tree)
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Figura 27. Verificacion en A1, D1y D2 (Interfaces Trunk)

‘
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[ — Cod: 19706791
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COMANDOS UTILIZADOS EN LA COMPROBACION.

2.1

2.2

2.3

2.4

On all switches, configure IEEE 802.1Q
interconnecting switch links

interface range ethernet2/0-3

switchport trunk encapsulation dotlq

switchport mode trunk

Topology Summary

Node Console

» @ A1 telnet 192.168.56.101:5008
» @ D1 telnet 192.168.56.101:5027
» @ D2 telnet 192.168.56.101:5007
» @ PC1 telnet 192.168.56.101:5009
» @ PC2 telnet 192.168.56.101:5012
» @ PC3 telnet 192.168.56.101:5017
» @ PCA telnet 192.168.56.101:5023

trunk interfaces on

On all switches, change the native VLAN on trunk links.

switchport trunk native vlan 999

On all switches, enable the Rapid Spanning-Tree Protocol.

spanning-tree mode rapid-pvst

On D1 and D2, configure the appropriate RSTP root bridges based on

the information in the topology diagram.

D1
spanning-tree vlan 100,102 root primary
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spanning-tree vlan 101 root secondary

D2

spanning-tree vlan 101 root primary
spanning-tree vlan 100,102 root secondary
D2#show run | include spanning-tree
spanning-tree mode rapid-pvst
spanning-tree extend system-id
spanning-tree vlan 100,102 priority 28672
spanning-tree vlan 101 priority 24576
spanning-tree portfast edge

On all switches, create LACP EtherChannels as shown in the topology
diagram.

D1

interface range ethernet2/0-3

channel-group 12 mode active

no shutdown

interface range ethernet0/1-2

channel-group 1 mode active

no shutdown

D2

interface range ethernet2/0-3
channel-group 12 mode active
no shutdown

interface range ethernetl/1-2
channel-group 2 mode active
no shutdown

Al

interface range ethernet0/1-2
channel-group 1 mode active
no shutdown

interface range ethernetl/1-2
channel-group 2 mode active
no shutdown
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On all switches, configure host access ports connecting to PC1, PC2,
PC3, and PCA4.

D1

interface ethernet0/0

switchport mode access

switchport access vlian 100

spanning-tree portfast

no shutdown

D2

interface ethernet0/0
switchport mode access
switchport access vlan 102
spanning-tree portfast

no shutdown

Al

interface ethernet2/0
switchport mode access
switchport access vlan 100
spanning-tree portfast

no shutdown

interface ethernet1/3
switchport mode access
switchport access vlan 101
spanning-tree portfast

no shutdown

PC2 and PC3 are DHCP clients and should be receiving valid IPv4
addresses.

PC2> ip dhcp

DDORA IP 10.91.102.110/24 GW 10.91.102.254

PC2> ip auto

GLOBAL SCOPE  :2001:db8:100:102:2050:79ff:fe66:6801/64
ROUTER LINK-LAYER : aa:bb:cc:80:03:00
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2.8

3.1

UAssO[H Qv

PC3> ip dhcp

DDORA IP 10.91.101.210/24 GW 10.91.101.254

PC3> ip auto

GLOBAL SCOPE  :2001:db8:100:101:2050:79ff:fe66:6802/64
ROUTER LINK-LAYER : 00:05:73:a0:00:7e

Figura 28. Configuracion PC2y PC3
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Verify local LAN connectivity.

PC1> ping 10.91.100.1
PC1> ping 10.91.100.2
PC1> ping 10.91.100.6

PC4> ping 10.91.100.1
PC4> ping 10.91.100.2
PC4> ping 10.91.100.5

On the “Company Network” (i.e., R1, R3, D1, and D2), configure single-
area OSPFv2 in area O.

Use OSPF Process ID 4 and assign the following router-1Ds:

R1:0.0.4.1
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R1(config)#router ospf 4
R1(config-router)#router-id 0.0.4.1

. R3:0.0.4.3

R3(config)#router ospf 4
R3(config-router)#router-id 0.0.4.3

. D1:0.0.4.131

router ospf 4
router-id 0.0.4.131

. D2:0.0.4.132

D2(config)#router ospf 4
D2(config-router)#router-id 0.0.4.132

On R1, R3, D1, and D2, advertise all directly connected networks / VLANSs in Area
0.

R1(config-router)#network 10.91.10.0 0.0.0.255 area 0
R1(config-router)#network 10.91.13.0 0.0.0.255 area 0

R3(config-router)#network 10.91.11.0 0.0.0.255 area 0
R3(config-router)#network 10.91.13.0 0.0.0.255 area 0

D1(config-router)#network 10.91.100.0 0.0.0.255 area 0
D1(config-router)#network 10.91.101.0 0.0.0.255 area 0
D1(config-router)#network 10.91.102.0 0.0.0.255 area 0
D1(config-router)#network 10.91.10.0 0.0.0.255 area 0

D2(config-router)#network 10.91.100.0 0.0.0.255 area 0
D2(config-router)#network 10.91.101.0 0.0.0.255 area 0
D2(config-router)#network 10.91.102.0 0.0.0.255 area 0
D2(config-router)#network 10.91.11.0 0.0.0.255 area 0

. On R1, do not advertise the R1 — R2 network.
R1(config-router)#default-information originate

. On R1, propagate a default route. Note that the default route will be provided
by BGP.

D1(config-router)#passive-interface default
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D1(config-router)#no passive-interface el/2

D2(config-router)#passive-interface default
D2(config-router)#no passive-interface e1/0

3.2  On the “Company Network” (i.e., R1, R3, D1, and D2), configure classic
single-area OSPFv3in area 0.

Use OSPF Process ID 6 and assign the following router-IDs:
R1(config)#ipv6 router ospf 6
D2(config)#ipv6 router ospf 6
R3(config)#ipv6 router ospf 6
D1(config)#ipv6 router ospf 6

. R1:0.0.6.1
R1(config-rtr)#router-id 0.0.6.1

. R3:0.0.6.3
R3(config-rtr)#router-id 0.0.6.3

. D1: 0.0.6.131
D1(config-rtr)#router-id 0.0.6.131

. D2: 0.0.6.132
D2(config-rtr)#router-id 0.0.6.132

On R1, R3, D1, and D2, advertise all directly connected networks / VLANSs in Area
0.

R1(config)#interface el/1
R1(config-if)#ipv6 ospf 6 area 0
R1(config-if)#exit
R1(config)#interface el/2
R1(config-if)#ipv6 ospf 6 area 0

R3(config)#interface el/1
R3(config-if)#ipv6 ospf 6 area O
R3(config-if)#exit
R3(config)#interface e1/0
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R3(config-if)#ipv6 ospf 6 area 0

D1(config)#interface el1/2
D1(config-if)#ipv6 ospf 6 area 0
D1(config-if)#exit
D1(config)#interface vlan 100
D1(config-if)#ipv6 ospf 6 area 0
D1(config-if)#exit
D1(config)#interface vian 101
D1(config-if)#ipv6 ospf 6 area O
D1(config-if)#exit
D1(config)#interface vian 102
D1(config-if)#ipv6 ospf 6 area 0

D2(config)#interface e1/0
D2(config-if)#ipv6 ospf 6 area O
D2(config-if)#exit
D2(config)#interface vlan 100
D2(config-if)#ipv6 ospf 6 area 0
D2(config-if)#exit
D2(config)#interface vian 101
D2(config-if)#ipv6 ospf 6 area O
D2(config-if)#exit
D2(config)#interface vlan 102
D2(config-if)#ipv6 ospf 6 area 0

Disable OSPFv3 advertisements on:

D1: All interfaces except E1/2
D1(config-router)#passive-interface default
D1(config-router)#no passive-interface el/2
D2: All interfaces except E1/0
D2(config-rtr)#passive-interface default
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D2(config-rtr)#no passive-interface e1/0

3.3 OnR2in the “ISP Network”, configure MP-BGP.
Configure two default static routes via interface Loopback O:
e An IPv4 default static route.
R2(config)#ip route 0.0.0.0 0.0.0.0 loopback 0O
e An IPv6 default static route.
R2(config)#ipv6 route ::/0 loopback 0

Configure R2 in BGP ASN 500 and use the router-id 2.2.2.2.
R2(config)#router bgp 500

R2(config-router)#bgp router-id 2.2.2.2

Configure and enable an IPv4 and IPv6 neighbor relationship with R1 in ASN 300.
R2(config-router)#neighbor 209.165.200.225 remote-as 300

R2(config-router)#neighbor 2001:db8:200::1 remote-as 300
In IPv4 address family, advertise:
R2(config-router)#address-family ipv4

R2(config-router-af)#neighbor 209.165.200.225 activate

R2(config-router-af)#no neighbor 2001:db8:200::1 activate
e The Loopback 0 IPv4 network (/32).

R2(config-router-af)#network 2.2.2.2 mask 255.255.255.255
e The default route (0.0.0.0/0).
R2(config-router-af)#network 0.0.0.0

In IPv6 address family, advertise:
R2(config-router)#address-family ipv6
R2(config-router-af)#no neighbor 209.165.200.225 activate
R2(config-router-af)#neighbor 2001:db8:200::1 activate

e The Loopback 0 IPv4 network (/128).
R2(config-router-af)#network 2001:db8:2222::1/128
¢ The default route (::/0).

R2(config-router-af)#network ::/0
3.4 On R1in the “ISP Network”, configure MP-BGP.

Configure two static summary routes to interface Null O:
e A summary IPv4 route for 10.91.0.0/8.
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R1(config)#ip route 10.91.0.0 255.255.0.0 nullO

e A summary IPv6 route for 2001:db8:100::/48.
R1(config)#ipv6 route 2001:db8:100::/48 null0

Configure R1 in BGP ASN 300 and use the router-id 1.1.1.1.
R1(config)#router bgp 300
R1(config-router)#bgp router-id 1.1.1.1

Configure an IPv4 and IPv6 neighbor relationship with R2 in ASN 500.

R1(config-router)#neighbor 209.165.200.226 remote-as 500
R1(config-router)#neighbor 2001:db8:200::2 remote-as 500

In IPv4 address family:
R1(config-router)#address-family ipv4 unicast

e Disable the IPv6 neighbor relationship.
R1(config-router-af)#neighbor 209.165.200.226 activate

e Enable the IPv4 neighbor relationship.
R1(config-router-af)#no neighbor 2001:db8:200::2 activate

e Advertise the 10.91.0.0/8 network.
R1(config-router-af)#network 10.91.0.0 mask 255.255.0.0

In IPv6 address family:
R1(config-router)#address-family ipv6 unicast

e Disable the IPv4 neighbor relationship.
R1(config-router-af)#no neighbor 209.165.200.226 activate

e Enable the IPv6 neighbor relationship.
R1(config-router-af)#neighbor 2001:db8:200::2 activate

e Advertise the 2001:db8:100::/48 network.
R1(config-router-af)#network 2001:db8:100::/48

Configure First Hop Redundancy

4.1 On D1, create IP SLAs that test the reachability of R1 interface E1/2.
Create two IP SLAs.
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e Use SLA number 4 for IPv4.
ip SLA 4

e Use SLA number 6 for IPv6.
ip SLA 6

The IP SLAs will test availability of R1 E1/2 interface every 5 seconds.

icmp-echo 10.91.10.1

frequency 5

icmp-echo 2001:db8:100:1010::1
frequency 5

Schedule the SLA for immediate implementation with no end time.

D1(config)#ip sla schedule 4 life forever start-time now
D1(config)#ip sla schedule 6 life forever start-time now

D1(config)#ip sla schedule 6 life forever start-time now
Create an IP SLA object for IP SLA 4 and one for IP SLA 6.

e Use track number 4 for IP SLA 4.
D1(config)#track 4 ip sla 4
e Use track number 6 for IP SLA 6.

D1(config)#track 6 ip sla 6

The tracked objects should notify D1 if the IP SLA state changes from down to up
after 10 seconds, or from up to down after 15 seconds.

D1(config-track)#delay down 10 up 15

4.2 On D2, create IP SLAs that test the reachability of R3 interface E1/0.
Create two IP SLAs.

e Use SLA number 4 for IPv4.
ip SLA 4
e Use SLA number 6 for IPVv6.
ip SLA 6
The IP SLAs will test availability of R3 E1/0 interface every 5 seconds.

icmp-echo 10.91.11.1

frequency 5

icmp-echo 2001:db8:100:1011::1
frequency 5

Schedule the SLA for immediate implementation with no end time.

D2(config)#ip sla schedule 4 life forever start-time now
D2(config)#ip sla schedule 6 life forever start-time now
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D1(config)#ip sla schedule 6 life forever start-time now
Create an IP SLA object for IP SLA 4 and one for IP SLA 6.

e Use track number 4 for IP SLA 4.
D2(config)#track 4 ip sla 4
e Use track number 6 for IP SLA 6.

D2(config)#track 6 ip sla 6

The tracked objects should notify D1 if the IP SLA state changes from down to up
after 10 seconds, or from up to down after 15 seconds.

D2(config-track)#delay down 10 up 15

4.3 On D1, configure HSRPv2

D1 is the primary router for VLANs 100 and 102; therefore, their priority will also be
changed to 150.

D1(config)#interface vlian 100
D1(config-if)#standby 104 priority 150
D1(config)#interface vlan 102
D1(config-if)#standby 124 priority 150

Configure HSRP version 2.
D1(config-if)#standby version 2

Configure IPv4 HSRP group 104 for VLAN 100:
D1(config)#interface vlian 100
D1(config-if)#standby version 2
D1(config-if)#standby 104 ip 10.91.100.254
D1(config-if)#standby 104 priority 150
D1(config-if)#standby 104 preempt
D1(config-if)#standby 104 track 4 decrement 60
D1(config-if)#standby 106 ipv6 autoconfig
D1(config-if)#standby 106 priority 150
D1(config-if)#standby 106 preempt

D1(config-if)#standby 106 track 6 decrement 60

e Assign the virtual IP address 10.91.100.254.
D1(config-if)#standby 104 ip 10.91.100.254

e Set the group priority to 150.
D1(config-if)#standby 104 priority 150

e Enable preemption.
D1(config-if)#standby 104 preempt

e Track object 4 and decrement by 60.
D1(config-if)#standby 104 track 4 decrement 60
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D1(config-if)#standby 106 track 6 decrement 60

Configure IPv4 HSRP group 114 for VLAN 101

D1(config)#interface vian 101
D1(config-if)#standby version 2
D1(config-if)#standby 114 ip 10.91.101.254
D1(config-if)#standby 114 preempt
D1(config-if)#standby 114 track 4 decrement 60

¢ Assign the virtual IP address 10.91.101.254.
D1(config-if)#standby 114 ip 10.91.101.254

e Enable preemption.
D1(config-if)#standby 114 preempt

e Track object 4 to decrement by 60.
D1(config-if)#standby 114 track 4 decrement 60

Configure IPv4 HSRP group 124 for VLAN 102:

D1(config)#interface vlan 102
D1(config-if)#standby version 2
D1(config-if)#standby 124 ip 10.91.102.254
D1(config-if)#standby 124 priority 150
D1(config-if)#standby 124 preempt
D1(config-if)#standby 124 track 4 decrement 60

e Assign the virtual IP address 10.91.102.254.
D1(config-if)#standby 124 ip 10.91.102.254

e Set the group priority to 150.
D1(config-if)#standby 124 priority 150

e Enable preemption.
D1(config-if)#standby 124 preempt

e Track object 4 to decrement by 60.
D1(config-if)#standby 124 track 4 decrement 60

Configure IPv6 HSRP group 106 for VLAN 100:

D1(config)#interface vlian 100
D1(config-if)#standby 106 ipv6 autoconfig
D1(config-if)#standby 106 priority 150
D1(config-if)#standby 106 preempt
D1(config-if)#standby 106 track 6 decrement 60

¢ Assign the virtual IP address using ipv6 autoconfig.
D1(config-if)#standby 106 ipv6 autoconfig

e Set the group priority to 150.
D1(config-if)#standby 106 priority 150

¢ Enable preemption.
D1(config-if)#standby 106 preempt
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e Track object 6 and decrement by 60.
D1(config-if)#standby 106 track 6 decrement 60

Configure IPv6 HSRP group 116 for VLAN 101:

D1(config)#interface vlian 101
D1(config-if)#standby 116 ipv6 autoconfig
D1(config-if)#standby 116 preempt
D1(config-if)#standby 116 track 6 decrement 60

e Assign the virtual IP address using ipv6 autoconfig.
D1(config-if)#standby 116 ipv6 autoconfig

e Enable preemption.
D1(config-if)#standby 116 preempt

e Track object 6 and decrement by 60.
D1(config-if)#standby 116 track 6 decrement 60

Configure IPv6 HSRP group 126 for VLAN 102:
D1(config-if)#standby 126 ipv6 autoconfig
D1(config-if)#standby 126 priority 150
D1(config-if)#standby 126 preempt
D1(config-if)#standby 126 track 6 decrement 60

e Assign the virtual IP address using ipv6 autoconfig.
D1(config-if)#standby 126 ipv6 autoconfig

e Set the group priority to 150.
D1(config-if)#standby 126 priority 150

e Enable preemption.
D1(config-if)#standby 126 preempt

e Track object 6 and decrement by 60.
D1(config-if)#standby 126 track 6 decrement 60
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Figura 31. Verificaciéon protocolo enrutamiento en R3
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4.4 On D2, configure HSRPv2

D1 is the primary router for VLANs 101; therefore, their priority will also be changed
to 150.

D2(config)#interface vian 101
D2(config-if)#standby 114 priority 150

Configure HSRP version 2.
D2(config-if)#standby version 2

Configure IPv4 HSRP group 104 for VLAN 100:
D2(config)#interface vlian 100
D2(config-if)#standby version 2
D2(config-if)#standby 104 ip 10.91.100.254
D2(config-if)#standby 104 preempt
D2(config-if)#standby 104 track 4 decrement 60

¢ Assign the virtual IP address 10.91.101.254.
D2(config-if)#standby 104 ip 10.91.101.254

e Set the group priority to 150.
D2(config-if)#standby 104 priority 150

e Enable preemption.
D2(config-if)#standby 104 preempt
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e Track object 4 and decrement by 60.
D2(config-if)#standby 104 track 4 decrement 60

Configure IPv4 HSRP group 124 for VLAN 102:

D2(config)#interface vlian 102
D2(config-if)#standby version 2
D2(config-if)#standby 124 ip 10.91.102.254
D2(config-if)#standby 124 preempt
D2(config-if)#standby 124 track 4 decrement 60
e Assign the virtual IP address 10.91.102.254.
D2(config-if)#standby 124 ip 10.91.102.254

e Enable preemption.
D2(config-if)#standby 124 preempt

e Track object 4 to decrement by 60.
D2(config-if)#standby 124 track 4 decrement 60

Configure IPv4 HSRP group 106 for VLAN 100:

D2(config-if)#standby 106 ipv6 autoconfig
D2(config-if)#standby 106 preempt
D2(config-if)#standby 106 track 6 decrement 60

e Assign the virtual IP address using ipv6 autoconfig.
D2(config-if)#standby 106 ipv6 autoconfig

e Set the group priority to 150.
D2(config-if)#standby 106 priority 150

e Enable preemption.
D2(config-if)#standby 106 preempt

e Track object 6 and decrement by 60.
D2(config-if)#standby 106 track 6 decrement 60

Configure IPv6 HSRP group 116 for VLAN 101:

D2(config)#interface vlian 101
D2(config-if)#standby 116 ipv6 autoconfig
D2(config-if)#standby 116 preempt
D2(config-if)#standby 116 track 6 decrement 60

e Assign the virtual IP address using ipv6 autoconfig.
D2(config-if)#standby 116 ipv6 autoconfig

¢ Enable preemption.
D2(config-if)#standby 116 preempt
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e Track object 6 and decrement by 60.
D2(config-if)#standby 116 track 6 decrement 60

Configure IPv6 HSRP group 126 for VLAN 102:

D2(config-if)#standby 126 ipv6 autoconfig
D2(config-if)#standby 126 priority 150
D2(config-if)#standby 126 preempt
D2(config-if)#standby 126 track 6 decrement 60

e Assign the virtual IP address using ipv6 autoconfig.
D2(config-if)#standby 126 ipv6 autoconfig

e Set the group priority to 150.
D2(config-if)#standby 126 priority 150

e Enable preemption.
D2(config-if)#standby 126 preempt

e Track object 6 and decrement by 60.
D2(config-if)#standby 126 track 6 decrement 60
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Figura 33. Configuracién D1
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COMADOS DE VERIFICACION

Figura 34. Ping en PC1

57



Figura 36. show run | section “router ospf on R1y R3
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Figura 39. show run | section bgp on R1

B*
B

=

59



Figura 41. show ipv6 route command on R1
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Figura 43. show run | section ip sla command on D1
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Figura 46. show run | section “router ospf on D1 and D2
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Figura 48. show ipv6 ospf interface brief on R1, R3, D1, and D2
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CONCLUSIONES

Utilizando el simulador grafico GNS3 junto con la maquina virtual Oracle VM
VirtualBox se pudo implementar un escenario el cual dejé mucho enriquecimiento
en el concepto de estructurar redes conmutadas mediante el uso del protocolo STP
y la configuracibn de VLANs, para comprender las caracteristicas de una
infraestructura de red jerarquica convergente.

Se dieron soluciones de red escalables mediante la configuracion basica y
avanzada de protocolos de enrutamiento para la implementacion de servicios IP con
calidad de servicio en ambientes de red empresariales LAN y WAN paso a paso.

Se resolvid en su totalidad la actividad practica propuesta del escenario hipotético,

cumpliendo a cabalidad con cada uno de los requerimientos y mostrando tanto los
cadigos de ejecucion como los resultados en los dispositivos configurados.
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