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RESUMEN

El siguiente informe desarrolla el escenario propuesto en las pruebas consejos practicos
para profundizar el diplomado Cisco CCNP, aqui el documento se puede visualizar la
solucion al problema propuesto, en donde se puede demostrar mediante el software
GNS3, que esta conectado a una maquina virtual sobre la que genera habilidades para
abordar situaciones relacionadas con la ingenieria electronica y/o las telecomunicaciones
y aplicarlas en la gestion de redes locales o profesionales.

En la parte 1 y la parte 2 se enfocan en configurar VRF y enrutamiento estatico para
cada router, lo que permite una comunicacion libre, donde se envia informacién a los
usuarios. En la seccion 3 y seccion 4 se configuran los conmutadores y las Vlan
adecuados, los enlaces troncales y los puertos de acceso, maneja la configuracion de
Etherchannel, que permiten el acceso a la configuracion de seguridad del dispositivo y
autenticacion correspondiente.

Palabras Clave: CISCO, CCNP, Conmutacion, Enrutamiento, Redes, Electrénica.

ABSTRACT

The following report develops the scenario proposed in the practical advice tests to
deepen the Cisco CCNP diploma, here the document can display the solution to the
proposed problem, where it can be demonstrated through the GNS3 software, which is
connected to a virtual machine on the that generates skills to address situations related to
electronic engineering and/or telecommunications and apply them in the management of
local or professional networks.

In part 1 and part 2 they focus on configuring VRF and static routing for each router,
which allows free communication, where information is sent to users. Section 3 and
Section 4 configure the appropriate switches and VLANS, trunk links and access ports,
handle the Etherchannel configuration, which allow access to the device's security
settings and corresponding authentication.

Keywords: CISCO, CCNP, Switching, Routing, Networks, Electronics.



INTRODUCCION

El titulo de Cisco tiene como objetivo validar los conocimientos adquiridos y validar la
adquisicion de habilidades de planificacion, ejecucion, revision y resolucion de problemas
en las diversas redes que puedan surgir en la evolucién de la vida profesional, ya que las
redes tecnoldgicas se unen en el tiempo valor agregado en la sociedad de transmision
de informacion en varios enrutadores y conectores que sirven para que el circule
informacion de principio a fin a través de diversos medios, etc.

Por ejemplo, el siguiente informe expone para el diplomado de CISCO CCNP,
configuracion del enrutamiento virtual y el reenvio asociado, configuracién de los
diferentes dispositivos pertenecientes a la topologia con adecuada implementaciéon de
seguridad en los dispositivos. La informacion de enrutamiento generada durante el
desarrollo se muestra junto con una descripcion detallada de las lineas de cdédigo
necesarias para desarrollar la operacion.

Para el Escenario 1 se revisaron 2 partes, las de la primera arquitectura de red con sus
parametros basicos aplicados a cada una dispositivos de topologia con direccionamiento
de interfaz correcto, la segunda parte se centré en la configuracion de rutas VRF y
estaticas, realizadas como usuarios generales y usuarios especiales. También esta el
escenario 2, en el que ambos lados se hombran igual. La tercera parte del trabajo se
enfoc6 en diferentes configuraciones de capas para soportar la conectividad del
endpoint, lado a lado con una configuraciéon de PC con las respectivas VLAN.



DESARROLLO

ESCENARIO 1

llustracién 1 Escenario 1

Fuente: Autoria propia
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& Paso 6 - Cristian Fonseca - GNS3

llustracién 2 Simulacién de escenario 1
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| Topology Summary
Node Cansole
» 5 10U1 telnet 192.168.56.101:5003

v B 10U2 telnet 192.168.56.101:5004
» B 10U3 telnet 192.168.56.101:5013
v B PCT telnet 192.168.56.101:5005
v B PC2 telnet 192.168.56.101:5007
» B PC3 telnet 192.168.56.101:5009
» B PCA telnet 192.168.56.101:5011
» B R1 telnet 192.168.56.101:5000
» B0 RZ  telnet 192.168.56.101:5001
v BJ R3  telnet 192.168.56.101:5002

Servers Summary

@®

€3 DESKTOP-CMOSZ2ET CPU 43.9%, RAM...
b GNS3 WM (GNS3 VM) CPU 1.0%, RA...

Autoria propia -
Tabla 1 Tabla de direccionamiento
Device Interface IPv4 Address IPv6 Address IPv6 Link-
R1 E1/0.1 10.0.12.6/24 2001:db8:acad:12::1/64 felé%?:il:l
E1/0.2 10.0.12.6/24 2001:db8:acad:12::1/64 fe80::1:2
E1/1.1 10.0.113.6/24 | 2001:db8:acad:113::1/64 fe80::1:3
E1/1.2 10.0.108.6/24 | 2001:db8:acad:108::1/64 fe80::1:4
R2 E1/0.1 10.0.12.2/24 2001:db8:acad:12::2/64 fe80::2:1
E1/0.2 10.0.12.2/24 2001:db8:acad:12::2/64 fe80::2:2
E1/1.1 10.0.23.2/24 2001:db8:acad:23::2/64 fe80::2:3
E1l/1.2 10.0.23.2/24 2001:db8:acad:23::2/64 fe80::2:4
R3 E1/0.1 10.0.23.1/24 2001:db8:acad:23::3/64 fe80::3:1
E1/0.2 10.0.23.1/24 2001:db8:acad:23::3/64 fe80::3:2
E1l/1.1 10.0.213.1/24 | 2001:db8:acad:213::1/64 fe80::3:3
E1/1.2 10.0.208.1/24 | 2001:db8:acad:208::1/64 fe80::3:4
PC1 NIC 10.0.113.62/24 |2001:db8:acad:113::50/64 EUI-64
PC2 NIC 10.0.213.62/24 2001:db8:acad:213::50/64 EUI-64
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PC3 NIC 10.0.108.62/24 2001:db8:acad:108::50/64 EUI-64

PC4 NIC 10.0.208.62/24 2001:db8:acad:208::50/64 EUI-64

Nota: las letras “X, Y, Z” corresponden a los ultimos tres digitos de su numero de cédula.
(Ejemplo, Pepito Pérez tiene como numero de CC: 1356840, entonces X representa 8, Y
representa 4 y Z representa 0). X=6, Y=2, Z=1

Objetivos

Parte 1: Construir la red y configurar los ajustes béasicos de cada dispositivo y el
direccionamiento de las interfaces

Parte 2: Configurar VRF y rutas estéticas.

Parte 3: Configurar Capa 2(se entrega finalizado el paso 6)

Parte 4: Configurar seguridad (se entrega finalizado elpaso 6)

Escenario

En esta evaluacién de habilidades, usted es responsable de completar la configuraciéon
multi-VRF de la red que admite "Usuarios generales" y "Usuarios especiales". Una vez
finalizado, deberia haber accesibilidad completa de un extremo a otro y los dos grupos no
deberian poder comunicarse entre si. Asegurese de verificar que sus configuraciones
cumplan con las especificaciones proporcionadas y que los dispositivos funcionen segun lo
requerido.

Instrucciones

Parte 1: construir la red y configurar los ajustes basicos del dispositivo y el
direccionamiento de la interfaz

En la Parte 1, configurara la topologia de la red y configurara los ajustes basicos.
Paso 1: Cablee la red como se muestra en la topologia.

Conecte los dispositivos como se muestra en el diagrama de topologia y cablee segun sea
necesario.

12




llustracién 3 Escenario formulado

PC1

Fuente: Autoria propia

Paso 2: Configure los ajustes basicos para cada dispositivo.

a. Ingrese al modo de configuracion global en cada uno de los dispositivos y aplique la
configuracion basica.
Las configuraciones de inicio para cada dispositivo se proporcionan a continuacion.

Configuracion basica R1

R1(config)#hostname R1

R1(config)#ipv6 unicast-routing

R1(config)#no ip domain lookup

R1(config)#banner motd #R1, ENCOR Skill Assesment, Scenario 2 #
R1(config)#line con 0

R1(config-line)#exec-timeout 0 O

R1(config-line)#logging synchronous

R1(config-line)#exit

R1(config)#exit

R1#wr

Configuracion basica R2
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R2#config t

R2(config)#hostname R2

R2(config)#ipv6 unicast-routing

R2(config)#no ip domain lookup

R2(config)#banner motd # R2, ENCOR Skills Assessment, Scenario 2 #
R2(config)#line con 0

R2(config-line)#exec-timeout 0 O

R2(config-line)#logging synchronous

R2(config-line)#exit

R2(config)#exit

Configuracion basica R3

R3#config t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#hostname R3

R3(config)#ipv6 unicast-routing

R3(config)#no ip domain lookup

R3(config)#banner motd #R3, ENCOR Skills Assessment, Scenario 2 #
R3(config)#line con 0

R3(config-line)#exec-timeout 0 O

R3(config-line)#logging synchronous

R3(config-line)#exit

R3(config)#exit

Configuracion basica D1

IOU1#config t
IOU1(config)#hostname D1
D1(config)#ip routing

D1(config)#ipv6 unicast-routing
D1(config)#no ip domain lookup
D1(config)#banner motd # D1, ENCOR Skills Assessment, Scenario 2 #
D1(config)#line con O
D1(config-line)#exec-timeout 0 0
D1(config-line)#logging synchronous
D1(config-line)#exit

D1(config)#vlan 8
D1(config-vlan)#name General-Users
D1(config-vlan)#exit

D1(config)#vlan 13
D1(config-vlan)#name Special-Users
D1(config-vlan)#exit

D1(config)#exit

Configuracion basica D2
14



IOU2#config t
IOU2(config)#hostname D2
D2(config)#ip routing

D2(config)#ipv6 unicast-routing
D2(config)#no ip domain lookup
D2(config)#banner motd # D2, ENCOR Skills Assessment, Scenario 2 #
D2(config)#line con 0
D2(config-line)#exec-timeout 0 O
D2(config-line)#logging synchronous
D2(config-line)#exit

D2(config)#vlan 8
D2(config-vlan)#name General-Users
D2(config-vlan)#exit

D2(config)#vlan 13
D2(config-vlan)#name Special-Users
D2(config-vlan)#exit

D2(config)#exit

Configuracion basica Al

Al(config)#hostname Al

Al(config)#ipv6 unicast-routing

Al(config)#no ip domain lookup

Al(config)#banner motd # A1, ENCOR Skills Assessment, Scenario 2 #
Al(config)#line con O

Al(config-line)#exec-timeout 0 0

Al(config-line)#exit

Al(config)#vlan 8

Al(config-vlan)#name General-Users

Al(config-vlan)#exit

llustracién 4 Configuracion ajustes basicos para cada dispositivo

R2#config t
tion commands, one per line. End with CHTL/Z.

pvE unicast-routing
#no ip domain lookup
#banner motd #R1, ENCOR skill Assesment, Scenarie 2 # °

m
#l 1 1 er i R2, ENCOR Skills Assessment, Scenario 2

meout @ @
g synchronous 1 -11 i @
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IoUl#config t
configuration comman one per line. End with CHTL/Z
#hostname D1
p routin
#ip i -routing
#no ip domain lockup
=ment, Scenario 2 # figi#banner motd # 01,

, one per line. End with ONT

(config)#h
(configi#ipw

i Invalid input detected at *~' mark

#banner motd #
#line con @

O1(confi
Al#cont t
Enter conf: one per line. End with CHTL/SZ.

#ipwh unicast-routing
no ip demain lockup
bamner motd # AL, EN 5 =ment, Scenario 2 #

, EHCOR = ent, Scenario 2 #

Al{config)#

Fuente: Autoria ropia

b. Guarde las configuraciones en cada uno de los dispositivos.

llustracion 5 Ejecucién comando copy running-config startup-config para R1

R1#wr

Warning: Attempting to overwrite an NYRAM configuration previocusly written

by a different version of the = em image.

Cwerwrite the previous NWREM configuration?[confirm]

Building configuration...

[l:fl}"']

Rl#copy running-config startup-config
i

Destination filename [startup-cenfig]?

EBuilding configuration...

[0K]

Fuente: Autoria propia
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llustracion 6 Ejecucién comando copy running-config startup-config para R2

larning: Attempting to overwrite an NYRAM configuration previously written
iy a different wversion of the system image.

Owerwrite the previous NYRAM configuration?[confirm]

iuilding cenfiguratien...

(m)' ]

copy running-config startup-config
estination filename [startup-cenfig]?
ilding configuration...

Fuente: Autoria propia

llustracién 7: Ejecuciébn comando copy running-config startup-config para R3
R3HWr
Warning: Attempting to owverwrite an WWRAM configuration previeusly written
by a different version of the system image.
Cwerwrite the previous NYREM configurations[confirm]
Building configuration...

starup-config
starup-cenfig]?

Fuente: Autoria propia

#copy running-config
estination filename [

llustracion 8 Ejecucién comando copy running-config startup-config para D1
Dl#erase nwram:
ing the nvram filesystem will remowe all configuration files! Continue? [confirm]

'5-7-NY_BLOCK_TIMNIT: Initialized the geometry of nwvram
Cl#copy run s
Destination filename [startup-ceonfig]?
Building configuration...
Compressed configuration from 1433 bytes to 873 bytes[OK]
D1

Fuente: Autoria propia

llustracion 9 Ejecucion comando copy running-config startup-config para D2
C2#ur
Warning: Attempting to overwrite an NYRAM confipuration previcusly written
by a different wersicn of the system image.
Overwrite the previous NWRAM configurationd[confirm]
Building configuration.

ed configuratien from 1432 bytes to 874 bytes]
copy running-config startup-config
Destinaticn filename [startup-config]?
Euilding configuraticn...
Compressed configuration frem 1432 bytes to 874 bytes[OK]

Fuente: Autoria propia
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c. Configure los PC1, PC2, PC3y PC4 de acuerdo con la tabla de direccionamiento.

llustracion 10 Configuracion PC1

PCl> ip 18.@.113 255.255.255.@

FCl> sh ip
HAME

IP/MASE
QATEWAY

LPORT
RHOST :PCRT

Fuente: Autoria propia

llustracion 11 Configuracién PC2

: 127.0.9.1:20085
: 1508

Fuente: Autoria propia

llustracion 12 Configuracién PC3

18



Parte 2: configurar VRF y enrutamiento estatico

En esta parte de la evaluacién de habilidades, configurara VRF-Lite en los tres enrutadores
y las rutas estaticas adecuadas para admitir la accesibilidad de un extremo a otro. Al final

FC3> ip 18.08.108.6
Checking feor dupli

PC3 :

FC3> sh ip

L PORT
RHOST :PORT

FCd> sh ip

M AME
IP fMASE

Fuente: Autoria propia

llustracion 13 Configuracién PC4

.0.2.1:20009
: 1500

Fuente: Autoria propia

de esta parte, R1 deberia poder hacer ping a R3 en cada VRF.

Tabla 2 : Configurar VRF y enrutamiento estatico

Task#

Task

Specification

19




On R1, R2, and R3, configure Configure two VRFs:
VRF-LiteVRFs as shown in the General-Users

2.1 topology diagram. Special-Users

The VRFs must support IPv4 and IPv6.

On R1, R2, and R3, configure IPv4| All routers will use Router-On-A-Stick on
andIPv6 interfaces on each VRF |theirel/1.x interfaces to support separation
as detailed in the addressing table of the VRFs.
above. Sub-interface 1:
In the Special Users VRF
Use dotlg encapsulation
2.2 IPv4 and IPv6 GUA and link-local
addresses
Enable the interfaces
Sub-interface 2:
In the General Users VRF
Use dotlg encapsulation
IPv4 and IPv6 GUA and link-local
addresses
Enable the interfaces
On R1 and R3, configure default | Configure VRF static routes for both IPv4

2.3 staticroutes pointing to R2. andIPv6 in both VRFs.
Verify connectivity in each VRF. From R1, verify connectivity to R3:
ping vrf General-Users 10.0.208.Z

2.4 ping vrf General-Users

2001:db8:acad:208::1

ping vrf Special-Users 10.0.213.Z
ping vrf Special-Users
2001:db8:acad:213::1

2.1 En R1, R2 y R3, configure VRF-Lite VRF como se muestra en el diagrama de
topologia.

Configuracion de las VRFs GeneralUser y SpecialUser en R1
R1#conf t

R1(config)#vrf definition General-Users
R1(config-vrf)#address-family ipv4
R1(config-vrf-af)#address-family ipv6

R1(config-vrf-af)#exit

R1(config-vrf)#vrf definition Special-Users
R1(config-vrf)#address-family ipv4
R1(config-vrf-af)#address-family ipv6

R1(config-vrf-af)#exit

20



Configuracion de las VRFs GeneralUser y SpecialUser en R2
R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#vrf definition General-Users
R2(config-vrf)#address-family ipv4
R2(config-vrf-af)y#address-family ipv6

R2(config-vrf-af)#exit

R2(config-vrf)#vrf definition Special-Users
R2(config-vrf)#address-family ipv4
R2(config-vrf-af)y#address-family ipv6

R2(config-vrf-af)#exit

Configuracion de las VRFs GeneralUser y SpecialUser en R3

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#vrf definition General-Users
R3(config-vrf)#address-family ipv4
R3(config-vrf-af)#address-family ipv6

R3(config-vrf-af)#exit

R3(config-vrf)#vrf definition Special-Users
R3(config-vrf)#address-family ipv4
R3(config-vrf-af)y#address-family ipv6

R3(config-vrf-af)#exit

llustracion 14 Configuracion de las VRFs GeneralUser y SpecialUser

Rl#config t

Enter cenfiguraticn commands, one per line. End with CNTL/Z.

Rl{cenfig)#vrt definition General-Users

Rl{cenfig-vrfi#address-family ipwd

Rl{config-vrf-af)#address-family ipwa

Rl{cenfig-vrf-af)#vrf definitien Special-Users

Rliconfig-wrf#addr mily ipwd

Rl{config-wrf-af)

Rl{config-wrf-af)fexit

[|:|}:::]

R2#cont t

Enter configuration commands, ene per line. End with CNTLSZ.

2 (config)#wrf definition General-Users
config-wrf)#address-family ipwa
config-wrf-af)#address-family ipws
config-wrf-af#exit
config-wrfi#vrf definition Special-Users
config-vrfi#address-family ipwsd
config-vrf-af)#address-family ipwe

2 config-vrf-af)#exit

21



R3#config t
Enter configuration commands, one per line. End with CHTL/SZ.
R3{config)#vwrf definition General-Users
R3(config-wrfi#addres mily ipwd

ss-family ipwé

Fuente : Autoria propia

2.2 y En R1, R2 y R3, configure las interfaces IPv4 e IPv6 en cada VRF como se
detalla en la tabla de direccionamiento anterior.

Interfaces IPv4 e IPv6 en cada VRF
Configuracion interfaces IPv4 e IPv6 R1

R1(config-vrf)#interface E1/0.1
R1(config-subif)#encapsulation dotlq 13
R1(config-subif)#vrf forwarding Special-Users
R1(config-subif)#ip address 10.0.12.6 255.255.255.0
R1(config-subif)#ipv6 address fe80::1:1 link-local
R1(config-subif)#ipv6 address 2001:db8:acad:12::1/64
R1(config-subif)#no shutdown

R1(config-subif)#exit

R1(config)#interface E1/0.2
R1(config-subif)#encapsulation dotlqg 8
R1(config-subif)#vrf forwarding General-Users
R1(config-subif)#ip address 10.0.12.6 255.255.255.0
R1(config-subif)#ipv6 address fe80::1:2 link-local
R1(config-subif)#ipv6 address 2001:db8:acad:12::1/64
R1(config-subif)#no shutdown

R1(config-subif)#exit

R1(config)#interface E1/0

R1(config-if)#no ip address

R1(config-if)#no shutdown

R1(config-if)#exit

R1(config)#interface E1/1.1
R1(config-subif)#encapsulation dotlqg 13
R1(config-subif)#vrf forwarding Special-Users
R1(config-subif)#ip address 10.0.113.6 255.255.255.0
R1(config-subif)#ipv6 address fe80::1:3 link-local
R1(config-subif)#ipv6 address 2001:db8:acad:113::1/64
R1(config-subif)#no shutdown
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R1(config-subif)#exit

R1(config)#interface E1/1.2
R1(config-subif)#encapsulation dotlqg 8
R1(config-subif)#

R1(config-subif)#vrf forwarding General-Users
R1(config-subif)#ip address 10.0.108.6 255.255.255.0
R1(config-subif)#ipv6 address fe80::1:4 link-local
R1(config-subif)#ipv6 address 2001:db8:acad:108::1/64
R1(config-subif)#no shutdown

R1(config-subif)#exit

R1(config)#interface E1/0

R1(config-if)#exit

R1(config)#interface E1/1

R1(config-if)#no ip address

R1(config-if)#no shutdown

R1(config-if)#exit

llustracién 15 : Configuracion interfaces IPv4 e IPv6 R1

H
db&:acad:12:

Interface Ethernetl/@, changed state to up
DOWM: Line protocol en Interface Ethernetl/®, changed state to up

subifi#no s
bifi#exit

bifj#vrf forwarding General-lUsers

Fuente: Autoria propia
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Configuracion interfaces IPv4 e IPv6 R2

R2(config-vrf)#interface E1/0.1
R2(config-subif)#encapsulation dotlq 13
R2(config-subif)#vrf forwarding Special-Users
R2(config-subif)#ip address 10.0.12.2 255.255.255.0
R2(config-subif)#
R2(config-subif)#ipv6 address fe80::2:1 link-local
R2(config-subif)#ipv6 address 2001:db8:acad:12::2/64
R2(config-subif)#no shutdown
R2(config-subif)#exit
R2(config)#interface E1/0.2
R2(config-subif)#encapsulation dotlqg 8
R2(config-subif)#vrf forwarding General-Users
R2(config-subif)#ip address 10.0.23.2 255.255.255.0
R2(config-subif)#ipv6 address fe80::2:2 link-local
R2(config-subif)#ipv6 address 2001:db8:acad:12::2/64
R2(config-subif)#no shutdown
R2(config-subif)#exit
R2(config)#interface E1/0
R2(config-if)#no ip address
R2(config-if)#no shutdown
R2(config-if)#exit
R2(config)#interface E1/1.1
R2(config-subif)#encapsulation dotlqg 13
R2(config-subif)#vrf forwarding Special-Users
R2(config-subif)#ip address 10.0.23.2 255.255.255.0
R2(config-subif)#
R2(config-subif)#ipv6 address fe80::2:3 link-local
R2(config-subif)#ipv6 address 2001:db8:acad:23::2/64
R2(config-subif)#no shutdown
R2(config-subif)#exit
R2(config)#interface E1/1.2
R2(config-subif)#interface E1/0.2
R2(config-subif)#encapsulation dotlqg 8
R2(config-subif)#vrf forwarding General-Users
R2(config-subif)#ip address 10.0.23.7 255.255.255.0
R2(config-subif)#ipv6 address fe80::2:4 link-local
R2(config-subif)#ipv6 address 2001:db8:acad:23::2/64
R2(config-subif)#no shutdown
R2(config-subif)#exit
R2(config)#interface E1/1
R2(config-if)#no ip address
R2(config-if)#no shutdown
R2(config-if)#exit
R2(config)#
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R2(config)#interface E1/1.2

R2(config-subif)#vrf forwarding General-Users
R2(config-subif)#ip address 10.0.23.2 255.255.255.0
% 10.0.23.0 overlaps with Ethernet1/0.2
R2(config-subif)#ipv6 address fe80::2:4 link-local
R2(config-subif)#ipv6 address 2001:db8:acad:23::2/64
R2(config-subif)#no shutdown

R2(config-subif)#exit

R2(config)#interface E1/1

R2(config-if)#no ip address

R2(config-if)#no shutdown

R2(config-if)#exit

R2(config)#exit

llustracion 16 : Configuracion interfaces IPv4 e IPv6 R2
2 config-vrf)#interface E1/@.1
enfig-subif)#encapsulation detlg 13
subif)#vrf forwardin
ubif)#ip addre
ubif)#
ubifi#ipws add
subif)#ipvs addres
ubifi#ne shutdown
subifi#exit
J#interface E1/@.2

fh Configuring IP routing on a LA&M subinterface is only allowed if that
subinterface is already configured as part of an IEEE 882.1@, IEEE 882.1Q,
o ISL wLAN.

2(config-subif)#ipvs add

Fapr 1 114, 7871 KLINK N: Interface Ethernetl/@, changed state to up
S-UPDCWH: Line protecel en Interface Ethernetlf@, changed state to up

onfig)#interface E1/1.1
subifi#encapsulation dotlg 13
subifi#ip add
subif)#
ubIifi#ipwis
subifi#ne shut
ubif)#exit

R2({configi#interface E1/1.2

Fuente: Autoria propia

Configuracion interfaces IPv4 e IPv6 R3
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R3(config-vrf)#interface E1/0.1
R3(config-subif)#encapsulation dot1lq 13
R3(config-subif)#vrf forwarding Special-Users
R3(config-subif)#ip address 10.0.23.1 255.255.255.0
R3(config-subif)#ipv6 address fe80::3:1 link-local
R3(config-subif)#ipv6 address 2001:db8:acad:23::3/64
R3(config-subif)#no shutdown

R3(config-subif)#exit

R3(config)#interface E1/0.2
R3(config-subif)#encapsulation dotlqg 8
R3(config-subif)#vrf forwarding General-Users
R3(config-subif)#ip address 10.0.23.1 255.255.255.0
R3(config-subif)#ipv6 address fe80::3:2 link-local
R3(config-subif)#ipv6 address 2001:db8:acad:23::3/64
R3(config-subif)#no shutdown

R3(config-subif)#exit

R3(config)#interface E1/0

R3(config-if)#no ip address

R3(config-if)#no shutdown

R3(config-if)#exit

R3(config)#

R3(config)#interface E1/1.1
R3(config-subif)#encapsulation dotlqg 13
R3(config-subif)#vrf forwarding Special-Users
R3(config-subif)#ip address 10.0.213.1 255.255.255.0
R3(config-subif)#ipv6 address fe80::3: link-local
R3(config-subif)#ipv6 address 2001:db8:acad:213::1/64
R3(config-subif)#no shutdown

R3(config-subif)#exit

R3(config)#interface E1/1.2

R3(config-subif)#vrf forwarding General-Users
R3(config-subif)#ip address 10.0.208.1 255.255.255.0
R3(config-subif)#ipv6 address fe80::3:4 link-local
R3(config-subif)#ipv6 address 2001:db8:acad:208::1/64
R3(config-subif)#no shutdown

R3(config-subif)#exit

R3(config)#interface E1/1.1
R3(config-subif)#encapsulation dotlq 13
R3(config-subif)#vrf forwarding Special-Users
R3(config-subif)#ip address 10.0.213.1 255.255.255.0
R3(config-subif)#ipv6 address fe80::3:3 link-local
R3(config-subif)#ipv6 address 2001:db8:acad:213::1/64
R3(config-subif)#no shutdown

R3(config-subif)#exit

R3(config)#interface E1/1
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R3(config-if)#no ip address
R3(config-if)#no shutdown
R3(config-if)#exit

llustracion 17 : Configuracion interfaces IPv4 e IPv6 R3

-uhifj#encapsulatiun detlg 13
-uhifj#urf forwarding Special- err~

bt Invalid input detected at '*" marker.

I(config-subifi#ipve address 4 HHE
S(config-subifi#ipy & addr

h Invalid input detected at **" marker.

RZ(config-subifi#ipvé address 2801 db&:acad
b Incomplete command.

Iconfig-subifi#ipve address 2001 :db8:acad:
subifi#no shutdown
.uhifj#exit
-uthl#Enc:p ul:tlnn dotlg
onfig-subifi#wrf forwarding General-Us
1 1 2585.2
2 link loc:
M Inwalid input detected at """ marker.
R3(config-subif)®ipws f ::3:2 link-local
P Invalid input detected at " marker.

B config-subifi#ipvs addre

unfih—fuhifﬁwnu shutdown
GnTlE"UthlﬂEflt

onfig-ifi#no ip address
R-ICDnTlp -if)#no shutdown

Fuente: Autoria propia

2.3 En R1y RS3, configure las rutas estaticas predeterminadas que apuntan a R2.

Configuracion R1

R1#conft
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Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip route vrf Special-Users 0.0.0.0 0.0.0.0 10.0.12.2
R1(config)#ip route vrf General-Users 0.0.0.0 0.0.0.0 10.0.12.2
R1(config)#ipv6 route vrf Special-Users ::/0 2001:db8:acad:12::2
R1(config)#ipv6 route vrf General-Users ::/0 2001:db8:acad:12::2
R1(config)#end

llustracion 18 Configuracion ruta estatica en R1

Ril#cont t
Enter configuratien commands, ene per line. End with CMTL/Z.
Rif{config)#ip route wrf Special-Users 2.2.0.2 2.2.2.0 18, 2
Rl{configi#ip route wrf General-Users .2 2.0.2.2 1a.

Rl{configi#ipvs route Special-Users ::/@ 2001 :db8:acad:12::2

% Inwalid input detected at '~' marker.

Rif{config)#ipvs route wrf Special-Users ::f
Rl{configi#ipve route wrf General-Users ::/@
Rl{config)i#end

Fuente: Autoria propia

Configuracion R3

R3#config t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#ip route vrf Special-Users 0.0.0.0 0.0.0.0 10.0.23.2
R3(config)#ip route vrf General-Users 0.0.0.0 0.0.0.0 10.0.23.2
R3(config)#ipv6 route vrf Special-Users ::0/0 2002:db8:acad:23::2
R3(config)#ipv6 route vrf General-Users ::0/0 2002:db8:acad:23::2
R3(config)#end

llustracion 19 Configuracion ruta estatica en R3
R3#config t

Enter configuration commands, one per line. End with CNTLS
R3(configi#ip route wrf Special-Users @.0.2.0 2.2.2.2 1@.
R3(configi#ip route wrf General-Us .2.9.2 2.2.2.2 1a.

R3(config)#ipws route wrf Special S
RI(config)#ipws route wrf General-Users ::@
R3{config)#end

Fuente Autoria propia

2.4 Verifique la conectividad en cada VRF.

R1#ping vrf General-Users 10.0.208.47
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.208.47, timeout is 2 seconds:
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R1#ping vrf General-Users 2001:db8:acad:208::1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2001:DB8:ACAD:208::1, timeout is 2 seconds:

R1#ping vrf Special-Users 10.0.213.47
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.213.47, timeout is 2 seconds:

R1#ping vrf Special-Users 2001:db8:acad:213::1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2001:DB8:ACAD:213::1, timeout is 2 seconds:

Ilustracién 20 Ping VRF

Type EsCape Sec
cending 5, : 1a.8. .1, timesout is 2 seconds:

Ri#ping wrf EE ner al Users lﬂ @
Type escape sequence to abort.
sending 5, 1@@-byte ICMP Echos 12.@.23.1, timeout is 2 seconds:

f Special-Users 10.
Type escape sequence to abort.
cending 5, 1@3-byte ICMP Eches to 18.8.213.1, timeocut is 2

oy

success rate is @ percent [@45)
eral -Users 10.8.2
quence to abort.
byt

Rl#ping wrf Gen
Type Escape se
cending 5, 108-

yte ICHP Echos 18.8.208.47, timeout iz 2 seconds:
is @ percent (@/5)
Ri#ping vrf General-Users 2001:db8:acad:288::1

Type escape sequence to abort.
sending 5, 1@@-byte ICMP Echos to 20@1:DES:ACAD:2@5::1, timeout is 2 seconds:

Success rate is @ percent
Rl#ping ;pecial—Users 1a.
Translating “Special-Users

Translating “Special-Users'

b Inwalid input detected at """ marker.

Rl¥#ping wrf Special-Users 1@.8.213.47

Type escape sequence to abort.

cending 5, 183-byte ICMP Eches to 18.8.213.47, timeout is 2 seconds:

Rl#plnE HFT _p:c1:1 -Ls . rdb8:acad:213::1

Fuente: Autoria propia
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DESARROLLO

ESCENARIO 2

Parte 3. Configurar Capa 2

Tabla 3 Configurar Switch capa 2

Task#

Task

Specification

3.1

On D1, D2, and A1,
disable all interfaces.

On D1 and D2, shutdown G1/0/1 to
G1/0/24.
On A1, shutdown FO/1 — FO/24, GO/1 —
GO0/2.

3.2

On D1 and D2, configure the
trunk links to R1 and R3.

Configure and enable the G1/0/11 link
as a trunk link.

3.3

On D1 and A1, configure the
EtherChannel.

On D1, configure and enable:
Interface G1/0/5 and G1/0/6
Port Channel 1 using PAgP On A1,
configure enable:
Interface FO/1 and FO/2
Port Channel 1 using PAgP

3.4

On D1, D2, and A1,
configure access ports for
PC1, PC2, PC3, and PCA4.

Configure and enable the access ports
as follows:

On D1, configure interface G1/0/23 as
an access port in VLAN 13 and enable
Portfast.

On D2, configure interface G1/0/23 as
an access port in VLAN 13 and enable
Portfast.

On D2, configure interface G1/0/24 as
an access port in VLAN 8 and enable
Portfast.

On A1, configure interface F0/23 as an
access port in VLAN 8 and enable
Portfast.

3.5

Verify PC to PC connectivity.

From PC1, verify IPv4 and IPv6
connectivity to PC2.
From PC3, verify IPv4 and IPv6
connectivity to PC4.
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En D1, D2y Al, deshabilite todas las interfaces.

Switch D1.

D1(config)#hostname D1
D1(config)#ip routing

D1(config)#no ip domain lookup
D1(config)#banner motd # D1, ENCOR Skills Assessment, Scenario 2 #
D1(config)#line con O

D1(config-line)# exec-timeout 0 0
D1(config-line)# logging synchronous
D1(config-line)# exit

D1(config)#vlan 8

D1(config-vlan)# name General-Users
D1(config-vlan)# exit

D1(config)#vlan 13

D1(config-vlan)# name Special-Users
D1(config-vlan)# exit
D1(config)#interface range e0/0-3
D1(config)#shutdown

D1(config)#exit

Switch D2.

D2(config)#hostname D2
D2(config)#ip routing

D2(config)#ipv6 unicast-routing.
D2(config)#no ip domain lookup
D2(config)#banner motd # D2, ENCOR Skills Assessment, Scenario 2 #
D2(config)#line con O

D2(config-line)# exec-timeout 0 0
D2(config-line)# logging synchronous
D2(config-line)# exit

D2(config)#vlan 8

D2(config-vlan)# name General-Users
D2(config-vlan)# exit

D2(config)#vlan 13

D2(config-vlan)# name Special-Users
D2(config-vlan)# exit
D2(config)#interface range e0/0-3
D2(config)#shutdown

D2(config)#exit

Switch Al.
Al(config)#hostname Al
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Al(config)#ip routing
Al(config)#ipv6 unicast-routing.
Al(config)#no ip domain lookup
Al(config)#banner motd # Al, ENCOR Skills Assessment, Scenario 2 #
Al(config)#line con 0

Al(config-line)# exec-timeout 0 0
Al(config-line)# logging synchronous
Al(config-line)# exit

Al(config)#vlan 8

Al(config-vlan)# name General-Users
Al(config-vlan)# exit

Al(config)#vlan 13

Al(config-vlan)# name Special-Users
Al(config-vlan)# exit
Al(config)#interface range e0/0-3
Al(config)#shutdown

Al(config)#exit

llustracion 21 Desactivado de interfases

tname DL
J#ip routing
y#no 1p demain lookup
motd#bL, EN
J#line con @

line. End with CNTL/Z.

-linej#exdt
Jiwlan &

igh#no ip domain
configh#banner motd #

imeout @ @
chroneu

LIHK-5-CHANGED: Inter hernete/e,
LIHK-5-CHANGED: Int herneta/1,
LTHK-5-CHANGED: Int
Int
v AR, Interface Ethernst@/@, cha inistratively doun
[|*1ay 1. B 2 HLIM B on Ethernet2/@, chan| . NG Interface Eth 2 i tively doun
: 112115, 285 : Interface Eth : admi ati doun
: Line protocol Ethernetdf1, chan : X Interface Etherneto/ i 5 il
H: Line protocol on to doy
Line protocol on ate to doy

Line protocol on to doy
protocel on Interface Eth f ha : %LIN H: Line protocol on Interface Ethernetd/ ate to doy

e protocol on

-routing
y#no ip demain lookup

19 SolarWinds Worl

© 2019 SolarWinds Worll  solarwinds ¥ | Solar-PuTTY f

Fuente: Autoria propia

solarwinds ¥ Solar-PuTTY
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, Scenario 2

ment, Scenario 2 #

tocol on Inte
protocol on T
protocol on T

Fuente: Autoria propia

En D1y D2, configure los enlaces troncales a R1y R3.

Switch D1.

D1(config)#interface e0/1

D1(config-if)#switchport trunk encapsulation dotlq
D1(config-if)#switchport mode trunk
D1(config-if)#no shutdown

D1(config-if)#exit

Switch D2

D2(config)#interface e0/0

D2(config-if)#switchport trunk encapsulation dotlq
D2(config-if)#switchport mode trunk
D2(config-if)#no shutdown

D2(config-if)#exit

llustracién 22 Configuracion troncales

Clfconfigi#interface 1/1
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Fuente: Autoria propia

Se revisan las interfaces troncales.

llustraciéon 23 Verificacion enlaces troncales D1 — D2

Dl#show interface trunk

Hode Encapsulation Status
trunking
trunking

D2#show interface trunk

Mode sulati Status
an ] C trunking

Wlans allowed on trunk
1-49%4

Wlans allowed and active in management demain

Mative wlan
1
1

Hative wlan
1

= in spanning tree forwarding state and not pruned

Fuente: Autoria propia

34




En D1y A1, configure el EtherChannel.

Switch D1

D1(config)#interface range e3/1-2
D1(config-if-range)#channel-group 1 mode desirable
D1(config-if-range)#no shutdown
D1(config-if-range)#exit

D1(config)#interface port-channel 1
D1(config-if)#switchport trunk encapsulation dotlq
D1(config-if)#switchport mode trunk
D1(config-if)#switchport trunk allowed vian 8
D1(config-if)#no shutdown

D1(config-if)#exit

Switch Al

Al(config)#interface range e0/2-3
Al(config-if-range)#channel-group 1 mode desirable
Al(config-if-range)#no shutdown
Al(config-if-range)#exit

Al(config)#interface port-channel 1
Al(config-if)y#switchport trunk encapsulation dotlq
Al(config-ify#switchport mode trunk
Al(config-if)y#switchport trunk allowed vian 8
Al(config-ify#no shutdown

Al(config-if)#exit

llustracién 24 Configuracion EtherChannel en D1 — Al

1 mode desirable
“ort-channel 1

Line protocol on Interface Ethgfl
Line protocol on Interface Ethg*May 12 @%: -H y Ling protecol Interface
Line protecol Interface

b Inwalid input detected at ' marker.
Line protocol Interface

Line protocol on Interface Eth Line F""OtOCO]- Interface

: Line protocel on Interface Ethg

nterface port-channel 1
tehport trunk encapsulation dotlq
tehport mede trunk
tchport trunk allowed vlan &

Fuente: Autoria propia
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Se verifica la configuracion de Ethernet-Channel.
Mediante el comando show etherchannel summary

llustracién 25 Verificacion Port-Channel A1-D1.

etherchannel summary

no aggregation
. or

use, no aggregation
tor

s not met

oo 5 ated due to minimum links not met
minimum links not met

port not ed due to minimum links not met

- formed by Auto LAG

Humber of cha
Humber af

aroup  Port-ch
______ +-

Fuente: Autoria propia

En D1, D2y Al, configure los puertos de acceso para PC1, PC2, PC3y PC4.

Switch D1

D1(config)#interface e2/3
D1(config-if)#switchport mode access
D1(config-if)#switchport access vlan 13
D1(config-if)#spanning-tree portfast
D1(config-if)#no shutdown
D1(config-if)#exit

Switch D2.
D2(config)#interface e2/3
D2(config-if)#switchport mode access
D2(config-if)#switchport access vlan 13
D2(config-if)#spanning-tree portfast
D2(config-if)#¥no shutdown
D2(config-if)#exit
D2(config)#interface e3/1
D2(config-if)#switchport mode access
D2(config-if)#switchport access vlan 8
D2(config-if)#spanning-tree portfast
D2(config-if)#¥no shutdown
D2(config-if)#exit
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Switch Al.

Al(config)#interface e2/3
Al(config-ify#switchport mode access
Al(config-ify#switchport access vlan 8
Al(config-ify#spanning-tree portfast
Al(config-if)#no shutdown
Al(config-if)#exit

llustracion 26 Configuraciéon Vlans en D1 — D2 - Al

Dl#cenfig t
Erter configurati s, one per line. End with CNTL/Z.
D1{cen

anning-tree portfa ning: pert jould enly b
ng: part ould only host. Conmecting hubs, cencentr sl r ete... to t
Cennecting hub: i i -1 s |4 ace uhen portfast is enabled, can cause temporary bridging leo
interface when portfast is enabled, can caus dging s. | Use with CAUTION
Use with CAUTION
. . as heen configured on Ethernet2/3
has been configured on Ethernet2/3 but will only " hen the interface is in a non-trunking mode.

ct when the interface is in a non-trunking mode. m
. = no shutdown

'“no.:'-}'mtdowru ‘ . +

C2(config-if)#switchport mode acces

config-if)#switchport acc wlan 13

‘config-if’ anning-tree portfast
fillarning: portfast should enly be enabled on ports connected te a single
host. Cennecting hubs, concentrators, switches, bridges, etc... te this
interface when pertfast is enabled, can cause temporary bridging leops.
Use with CAUTION

HPortfast has been configured on Ethernes but will only
when the interface is in & non-trunking mede.

config-1if)#exit

configl#interface e

config-if)#switchport mode acc

config-if)#switchport access v 13

config-ifi#spanning-tree portfa

rning: portfast should only be enabled on ports connected to a single
hest. Connecting hubs, concentrators, switches, bridg etc... to this
interface when portfast is enabled, can cause temporary bridging leoops.
Use with CAUTION

PtPortfast has been configured on Ethernet3/1 but will only
have effect when the interface is in a non-trunking mode.
config-ifi#ne shutdeown
L2 config-if)#exit
config)#

Fuente: Autoria propiaia propia
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Se utiliza el comando spanning-tree portfast para habilitar el portfast en las interfaces
segun lo requerido.

Se verifican las interfaces configuradas.

Mediante el comando Show run interface se verifica la configuracion en cada interface.

llustracion 27 Verificacion de las interfaces en D1, D2, y Al.

Dl#show run interface @@ D2&show run interface @42
Building configuration... Euilding configuration...

Current configuration : 189 bytes |Curremt configuration : 188 bytes
I I
interface Ethernet@/ e interface Ethernetd,?
switchport access 13 switchport access
switchport mode acce sWwitchport mode access
spanning-tree portfa dg spanning-tree portfast

end

fl#show interface ez
Ethernet2 is up, line protnccl is up (connected)
Hardware dP2, addr 1=z aabb. cc“ﬂ (bia aabb.cc@d.
MHTU 1588 hht 12008 Kbit, LY Usec,
F:ll:hlllty 255/285, txload 17255, rxload 17255
Encapsulation ARPA, loopback not set
kespalive set (1@ sec)
Auto-duplex, Auto-speed, media type is unknown
input flew-contrel is off, output flow-contrel is unsupported
ARP type: ARPA, ARP Timeout 84:80:80
Last input newer, ocutput 2@ 1, output hang newver
Last clearing nf “zhow interface™ counters newer
Input queue: G f@ (sizefmax/drops/flushes]; 3 drops: @
Queusing strate
COutput queus:
minute input rate @ bi c, @ packet
mlnut: output rate @ bits/sec, @ packets,
8 packets input @ bytes, @ no buffer
R:c:lw:d hro:dc: (@ multicasts)
@ runts, @ giants throttles
@ input errors, @ CRC, @ frame, @ overrun, @ ignored
@ input packets with dribble condition detected
2513 packets output, 191478 bytes, @ underruns
--More--

=
]
=
prl

Fuente. Autoria propia

Parte 4. Configurar seguridad.

Las tareas de configuracion son las siguientes:
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Tabla 4 Configuracion de seguridad

Task# Task Specification
On all devices, secure Configure an enable secret as follows:
4.1 privileged EXE mode. Algorithm type: SCRYPT
Password: cristian621.
On all devices, create a local Configure a local user:
user account. Name: admin
4.2 Privilege level: 15
Algorithm type: SCRYPT
Password: cristian621.
On all devices, enable AAA and| Enable AAA authentication using the
4.3 enable AAA authentication. local database on all lines.
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En todos los dispositivos, modo EXE privilegiado seguro.

Se configura un password secreto mediante el comando enable algorithm-type scrypt
secret.

Router R1.
R1(config)# enable algorithm-type scrypt secret cristian621
Router R2
R2(config)# enable algorithm-type scrypt secret cristian621
Router R3
R3(config)# enable algorithm-type scrypt secret cristian621
Switch D1
D1(config)# enable algorithm-type scrypt secret cristian621
Switch D2
D2(config)# enable algorithm-type scrypt secret cristian621
Switch Al
Al(config)# enable algorithm-type scrypt secret cristian621

En todos los dispositivos, cree una cuenta de usuario local.

Se crea el usuario y se le otorgan los privilegios mediante el comando username admin
privilege 15 algorithm-type scrypt secret cristian621.

Router R1.
R1(config)#username admin privilege 15 algorithm-type scrypt secret cristian621
Router R2.
R2(config)#username admin privilege 15 algorithm-type scrypt secret cristian621
Router R3.
R3(config)#username admin privilege 15 algorithm-type scrypt secret cristian621
Switch D1.
D1(config)#username admin privilege 15 algorithm-type scrypt secret cristian621
Switch D2.
D2(config)#username admin privilege 15 algorithm-type scrypt secret cristian621
Switch Al.
Al(config)#username admin privilege 15 algorithm-type scrypt secret cristian621

llustracion 28 Configuracion de seguridad y usuario

Rl{cenfig)l#enable algorithm-type scrypt secret cristiang2l
R1({configi#imin privilege 15 algorithm-type scrypt secret cristiang2l




J#enable algorithm-ty scrypt

pe
tmin privilege 15 algeorithm-ty

i#enable algorithm-type scrypt secret cristianis
configl#imin privilege 15 algorithm-type scrypt secret cristiang?l

Dl (config)#bcret cristian Enahle.algorithm—type scrypt secret cris
[l (config)#dmin privilege 15 algerithm-type scr isti
tmin privilege 15 algorithm-type scrypt secret cristiani2l
J#enable algorithm-type scrypt secret cristianég2
#imin privilege 15 algorithm-type scrypt secret cristianf2l ~

Fuente. Autoria propia

En todos los dispositivos, habilite AAA y habilite la autenticacion AAA.

Se habilita la autenticacion AAA mediante los comandos aaa new-model -aaa
authentication login default local.

Router R1.

R1(config)#aaa new-model

R1(config)#aaa authentication login default local
Router R2.

R2(config)#aaa new-model

R2(config)#aaa authentication login default local
Router R3.

R3(config)#aaa new-model

R3(config)#aaa authentication login default local
Switch D1.

D1(config)#aaa new-model

D1(config)#aaa authentication login default local
Switch D2.

D2(config)#aaa new-model

D2(config)#aaa authentication login default local
Switch Al.

Al(config)#aaa new-model

Al(config)#aaa authentication login default local

llustracion 29 Habilitacion configuracion AAA

new-madel

authentication leogin default leocal
niew -model

authentication leogin default lecal
new-model

authentication legin default lecal

new -model
authentication login default leocal
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aga new-model
aaa authentication legin default lecal

Fuente. Autoria propia.

Se realiza la verificacion de la configuracidén de seguridad aplicada mediante el comando
show run | include aaaJusername

llustracion 30 Verificacion show run | include aaaJusername

Current configuration : 129 byt
1
interface Etherne
itchport acc vwlan 13
itchport mode acc
anning-tree portfast edge
end

Cl&cont t
guration commant one per line. End with CNTL/Z.
configi#icret cristia enable algorithm-ty pt secret cr
tmin privilege 15 algorithm-type s pt secret cristiané
new -model
authenticatien legin default lecal

3_I: Configured from console by conscle
oW run |

P Invalid input detected at " marker.

Dl#show run | include aaa | name
new-model
a authentication login default local
on-id commen
#show run | include aa:
rrname admin privile e 5 MES GghNNE tQmets UAFDAQL
new-model
authentication legin default local
on-id commen
ow run | include aa:
rrname admin privile = HEs GaENNE Qma-tsUAFDAQU
new-model
hentication legin default local
on-id commen

Fuente. Autoria propia

56



CONCLUSIONES

Con el desarrollo anterior se logra la interpretacion de la comunicacién entre los 3 Router
propuestos, todo ello debido a los direccionamientos realizados con la diversas
aplicaciones de los diversos protocolos, que hacen que se formen direccionamientos de
forma virtual aplicado en la interfaz.

Se denota la importancia de las VRFs en el enrutamiento con base en el reenvié de
tablas de direccionamiento logicas que logran la separacion de las mismas.

Se logra definir rutas estaticas que realizan la comunicacion entre los distintos usuarios
de las VRFs (General-User y Special-User). Estableciendo una comunicacién entre los
Router de la red, mediante el reenvié de paquetes ICMP. Con lo cual evidenciamos la
importancia de la configuracion de estas rutas a la hora de la implementacion de la
topologia propuesta para este diplomado.
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