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INTRODUCCION

En el presente ejercicio se evidencia la practica en packertracer del ejercicio
final de pruebas de habilidades de CNNA del diplomado de profundizacio,
donde se pone a prueba los conocimientos adquiridos en el desarrollo de este

diplomado.
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Configurar el direccionamiento IP acorde con la topologia de red para cada uno

de los dispositivos que forman parte del escenario

Internet PC

B INTERNET PC - O =<
4 .-" Physical  Config =~ Desktop  Programming  Attributes
INTERMET'
-_.
(@) Static

1P Address | 205.165.200.230 |
Subnet Mask | 255.255.255.248 ]

5L LE Defauit Gateway [205.165.200.225 ]
DNS Server [0.0.0.0 |
IPv6 Configuration
) DHCP ) Auto Config (@) Static
IPvG Address [ A |
Link Local Address | FES0::2D0:BCFF:FESA: 9480 |
IPu6 Gateway [ |
IPU6 DNS Server [ |

Ay

F___~
PC-A

[ Top

C{Q 209.165.200.230 g /-' =
N s Q205165200 24/ Physicsl  Comfig  CLI  Attributes
i ETPC
PeerD 10S Command Line Interface

ESEED -

10.10.10.10/32

Press RETURN to get started!
BOGOTA —

Web Server

Routerzen
Routergeoonf ©
Enter configuration cormands, one per line. End with CNTL/Z.

172.31.21.0 172,31.23.0

Router {config) no ip domain-lookup
Router (config) #Hostname RL

Rl{config) #Enable secret class

Rl{config)#line con 0

Rl{config-line)#pass cisco

Rl{config-line) #login

Rl {config-line)#exit

Rl{config) #service password-encryption

Rl(config) $banner motd $"Acesso no autorizado”
Rl{config)#int s0/0/0

Rl{config-if) fdescription conexion bogota medelling
Rl{config-if] #ip add 172.1€.12.1 255.255.255.252

Rl (config-if) gelock rate 128000

This command applies only to DCE interfaces
R1(config-if}gno shut

MEDELLIN p—

o AL %LINKE-5-CHANGED: Interface Serial0/0/0, changed state to down
1592.168.99.2
Rlicopsig_ iz g hd
Ctrl+F6 to exit CLI focus Copy Paste
VLANZ0 [ Top
P 21
VLAN4D

PC-A




Back

INew Cluster|

- 1

MEDELLIN

192.158.99.2

<

209,165.200.230 g ———
. 209.165,200,224/29
—
I ETPC

Peerd

BOGOTA

s

10.10.10.10/32

Web Server

\

172.31.21.0

172.31.23.0

LO4 192,168.4.0/24
LOS5 192.168.5.0/24
LO6 192.168.6.0/24

R-3

BUCARAMANGA

192,168.99.3

B R2

Physical Config cL Attributes

105 Command Line Interface

™

Router (config) $hostname X2
RZ(config) #enable secret class

R2 (config)#line con O

R2 (config-line)#pass cisco

B2 (config-line)#login

R2 (config-line)#line vty 0 4

R2 (config-line)#pass cisco

B2 (config-line)#login

B2 (config-line)gexit

B2 (config)#service password-encryption

R2 (config) $banner motd $"Acceso no autorizado™#
R2 (config)#ip http server

% Invalid input detected at '"' marker.

R2(config) #int s0/0/0
B2 (config-if) fdescrip connexion a Rl

B2 (config-if) #ip add 172.1€.12.2 255.255.255.252
B2 (config-if) fno shut

R2(config-if)#
SLINE-S-CHANGED: Interface Seriald/0/0, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface Seriald/0/0,
changed state to up

Ctrl+F6 to exit CLI focus

Orop

VLAN4D ADOLFO GANTIVA

[r—]
Logical Back [Root] INew Cluster I
B2 - o X
209.165,200.230 g ——
5 (| 209.165.200.224/2 Physcdl  Confg  CUI Attrbutes
1 ETPC
Peerd 105 Cammand Line Interface
T CONEIO-IINe T PIoqIT -
— B2 (config-line) gexit
T 10.10.10.10/32 RZlconfig)#service password-encryption
RZ(config) fbanner motd $"Rcceso no autorizado™f
BOGOTA - "/ RZ(config)#ip http server
I Web Server -
% Invalid input detected at '"' marker.
R-2
B2 (config) #int s0/0/0
172.3L210 R2(config-if)$descrip connexion a R1
B 17231230 L | |R2iconfig-if)ip add 172.1¢.12.2 285.285.285.252
R2(config-if)#no shut
BZ|config-if)$
%LINK-5-CHANGED: Interface Seriald/0/0, changed state to up
MEDELLIN $LINEPROTO-5-UPDOWN: Line protocol on Interface Seriall/0/0,
5 104 192.158.4.0/24 changed state to up
b L05 192.168.5.0/24
L0 192.168.6.0/24 RZ{config-if)#int s0/0/1
R-3 R2(config-if]#descrip connexion a R3
R2(config-if)$ip add 172.1€.23.1 255.255.255.252
R2(config-if)dclock rate 128000
BLCARAMANGA This command applies only to DCE interfaces
R2(config-if)#no shut
192.168.59.3 %LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
192.158.99.2 RI(config-if)d v
4
Cirl+76 to exit CLI focus Copy Paste
g LANzD b
L/
pc.@J g VLAN4D ADOLFO GANTIVA
PC-C
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Back [Root] New Cluster
| ‘ ‘L ®R2 - o X
209,165,200.230 g ——
g 209.165.200.224/29 Physical Config CLI Attributes
| —
I ET PC ——
Peerd 105 Command Line Interface
A

R2{config-if)#
10.10.10.10/32 3%LINE-5-CHANGED: Interface Seriall/0/0, changed state to up

BOGOTA %LINEPROTO-5-UPDOWN: Line protocol on Interface Seriald/0/0,

| \Web Server changed state to up
. \ RZ(config-if)#int s0/0/1
R2{config-if)$descrip connexion a R3
R2{config-if)$ip add 172.1€.23.1 255.255.255.252
R2{config-if)#clock rate 128000

This command applies only to DCE interfaces
RZ{config-if)$no shut

1783000

172.31.23.

%LINE-5-CHANGED: Interface Seriall/0/l, changed state to down
RZ{config-if)¢int gl/0
RZ{config-if)$description conexion con internet ISD

JELLIN L i

41 o, LO4192.166.4.0/24 RZ{config-if)#ip add 209.165.200.255 255.255.255.243
. i LO5 192.168.5.0/24 Bad mask /29 for address 209.165.200.235
LO6 192.168.6.0/24 R2(config-if)#no shut
R-3
RZ{config-if)#
BUCARAMANGA SLINK-S-CHANGED: Intezface GigabitZthernet0/0, changed state to
up
152.168.99.3 $LINEPRCTC-5-UPDOWN: Line protocol on Interface
e |G1gab1tEthemetU,fD, changed state to up v

Ctrl+F6 to exit CLI focus

[O7op

VLAN4D ADOLFO GANTIVA

gical Back Mew Cluster i
Pr2 - u] X =
f 209.165.200.230 g —
‘}7 - 209.165.200.224/29 Physical  Config  CLI  Attributes
o i ETPC
Peer0 105 Command Line Interface
~
SLINE-5-CHANGED: Interface Seriald/0/1, changed state to down
10.10.10.10/32 RZ (config-if) gint gO/0
22 (config-if) gdescription conexion con internet ISP
BOGOTA - R2|config-if) #ip =dd 20%.165.200.255 255.255.255.243
] Veb Server Bad mask /23 for address 205.165.200.255
/R 2 \ B2 (config-if) #no shut

RZ(config-if) ¢
&LINK-5-CHANGED: Interface GigabitEthernet(/0, changed state to
U

172.31.21.0 17231230

RLINEPROTO-5-UPDOWN: Line protoccl on Interface
GigabitEthernet0/0, changed state to up

22 (config-ifigint go/l

MEDELLIN 22 (config-if)#ip add 10.10.10.1 255.255.255.0
i = L04192.168.4.0/24 B2 {config-if)#no shut
.‘- i LO5 192.168.5.0/24
LO6 192.168.6.0/24 B2 (config-if) ¢
R3 SLINK-5-CHANGED: Interface GigabitEtheznet(/l, changed state to
up
BUCARAMANGA
SLINEPROTQ-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/l, changed state to up
TSRS 152.168.99.3 B2 (config-if) gdescription conexion a web server
I RZ (config-if) g v
[ —
THIIr 6 10 exit UL Tot0s Topy Paste
O7op
ADOLFQ GANTIVA

PCA 7 VLAN4D




Configuracion Web server

L 11 1 10 1

1PV Gateway [

al Back [Root] fent: 10
B Web Server - u] X
Y g Physcal  Config  Services  Desklop  Programming  Attributes
- mrerkeT e
P Configuration
e 1 Ooner @ Static
i“-',r, Web Server 1P Address [10.10.10.10 |
/R_2 Subnet Mask [255.255.255.0 |
. Default Gateway [10.10.10.1 |
7231250 DNS Server [p.0.00 |
IPv6 Configuration
() DHCP () Auto Config (®) Static
TPuG Address [ J4] |
S
e
) Link Local Address [Fes0::202: 17FFiFE32981 |
R3 |

1PV DNS Server [

. F
1./
PCA o

1on

02:51:02 | |iner Cyde Devlces"FastForwardT\me

R3

Logical Back [Root] INew Cluster] [Move Object] Set Tiled Background Viewport r
"lf\o 209.165.200.230 g

==
i ETPC
L:E - [m] x
1 10.10.10. 1032 Physical | Confg  CUI  Atiributes
BOGOTA =9 105 Command Line Interface
% Web Server
Router> o
R-2 Routersen
Routergconf ¢t
Enter configuration commands, one per line. End with CHNTL/Z.
17231210 172.31.23.0 Routez (config) #no ip domain-lockup
Router [config) $hostmane R3
% Invalid input detected at '~' marksz.
Router (config) #hostHAMe R3
MEDELLIN R3(config) $ENABLE seczet class
b4 192.168.4.0/24 R3(config) ¢line con 0
1 Up5 192.168.5.0/24 R3(config-line) #pass cisco
" ps 192.188.6.0/24 R3(config-line) #login
R-3 R3(config-line)#line vty 0 4
-—-'_———-——_______‘ B2 (config-line) fpass cisco
™ |2ztconzig-line)#icgin
BUCARAMANGA R3(config-line) gexit
B2 (config) ¢service password-encryption
R3(config) thanner mot $"accesc no autorizado™
= e 192.168.99.3 B3 (config) $int s0/0/1
192.168.99.2 B2 (config-if) #description conexicna a RZ
R3lconfig-if) #ip add 172.1¢.23.2 255.255.255.252
R3(config-if)#no shut
R3lconfig if)#
SLINK-5-CHANGED: Interface Serial0/0/1, changed state to up v
e T S
-y SN0 wanwo
pCC
< [7ee
Time: 00:58:34 | ‘Power Cyde DevlcEs”Fast Forward Time

- mmF_a . 1




Logical

1A

23 (config-if)#int lod
S R3(config-if)#ip add 152.1€0.4.1 255.255.255.0
MEDELLIN . i R3(config-if)#int lok
1

192.168.99.2

<

Back INew Cluster [Move Ohject] Set Tiled Background Viewport
209.165.200.230 g

L2

by ETPC
PR3 - O g

1 10.10.10.10/32 Physical Confg  CLI  Attibutes
BOGOTA ,:?—f\ 105 Command Line Interface
&~ Web Server eI TTE "
R-2 R3(config-if)$
SLINE-S-CHANGED: Interface Loopbacké, changed state to up
172.31.21.0 172.31.23.0

SLINEPROTO-5-UPDOWN: Line protocol on Interface Loopbacks,
changed state to up

R3(config-if)#ip add 192.16.€.1 255.255.255.0

04 192, 168.4.0/24 23 (config-if)gip add 192 168.5 1 255 255 255.0
J =405 192.168.5.0/24 R3(config-if) #int lod

06 52 Te8S b |R3tconfig-ifi#ip add 152.166.4.1 255.255.255.0
R3 3 (config-if)¢no shus
R3(config-if)$int los

eI R3(config-if)#ip add 192.1€8.5.1 255.255.255.0

R3(config-if)#no shuc
R3 (config-if)$int lo€

R3(config-if)#ip add 192.1€8.6.1 255.255.255.0
R3(config-if)$no shut

R3(config-if)$

23 (config-if)fexit

R3(config)#ip route 0.0.0.0 0.0.0.0 s0/0/1

&Default route without gateway, if not a point-to-point
interface, may impact performance

R3(config# v

Cl+F6 to exit CLI focus Copy Paste
ADOLFO GANTIVA

192.168.99.3

[1op

Time: 00:59:47 | |Pqur Cyde DEVIUES”FESt Forward Time|

Py il e[ ]ty e | ‘ — m——— |Fire lestStatus Source Destinaton Tvoe Color Timefsec)  Perio

S1
=

b

S1 il

Physical | Config | CLI

I10S Command Line Interface

Switchr»an

Switchfconf t©

Enter configuration commands, one per line. End with CHIL/Z.
Switchiconfig)#no ip domain-11

Switcchiconfig)#no ip domain-loo

Switch (config)gne ip domain-1scakup

Switch(config) fhost S1

Eliconfig) fenable sacret class

El{configl#line con O

5l {config-line) fpags cisco

5l {config—-line) #login

5] {config-line) fline vy O 4

5] {config-line) fpaaas cisco

8] (config-line) #login

Eliconfig-line) §service pass

Eliconfig=line) #sarvice pass

Sliconfig) #service

5l {config) #service pass

51 {config) #service password-encryption

5] {config) §banner motd =Unauthorized Beocess is Prohibitedl=
51 {config) # =

Copy | | Paste



S3
L3 s3 e
Physical | Config = CLI

IO0S Command Line Interface

SLINK-S5-CHANGZD: Interface FastEZtherne:t0/3, changed state to up e
SLINEPROTO-S5-UPDOWN: Line protoccl on Interface FastEthernetd/3, changed state t©
o up
Switch>en
Switchgconst ©
Enter configuration commands, one per line. End with CNTL/Z.
Switch{config) #no ip domain-lco
Switch{config) #nco ip domain-lcokup
Switch{config) §host S3
S3({config) fenzble secr
S3(config) fenable secret class
S3({config)fline con 0O
S3({config—-line)spass cisco
S3{config-line)flogin
S3({config-line)#fline vy 0 4
S3({config-line)fpass cisco
S3(config-line) #login
S3{config-line)fexic
S3{config) #sexvice pass
S3 (config) $service pasaword-encrypticon
S3{config) fbanner motd %Unauthorized Access ias Prohibited!®
' S3(config)$ v

Copy Paste

Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios

- o
Back [Root] MNew Cluster| [Move Object SetTiled Background Viewport r
209, 165.200.230 g ———
5 (C.zug.ms.zuu.zzqug ¥ _ O %
INTEFK#EI’PC'—:—
| Peerd Physical  Config  CLI  Attrbutes
| 105 Command Line Interface
} 10.10.10.10/32 Tser Bccess Verification =~
BoSorg — < Password:
= Web Server . :
assword:
R-2
alen
Passwozd:
172.31.21.0 172.31.23.0 Recont ©
Znter configuration commands, one per line. End with CNTL/Z.
1 (config)#int g0/1.33
Rl (config-subif)#description administracion LAN
21 (config-subif) gencapsulation dotlg 31
Rl {config-subif)$ip add 192 .1€3.31.1 255_255.255.0
2l (config-subif)#int go/1.33
MEDELLIN Rl{config-subif)#no description administracion LAN
1 e tg? Eig'?gﬁ: 21 (config-subif)#no encapsulation dotlg 31
L ; Toctmatieselors 2l (config-subif)#no ip add 152_188.31.1 255.255.355.0
R-3 % Invalid input detected at '~' marker.
BUCARAMANGA 21 (config-subif)#no ipp add
= e % Invalid input detected at '~' marker.
192.168.99.3
182.168.99.2 1 (config-subif)no ip add
% Configuring IP routing on a LAN subinterface is only allowed if
that v
Ctrl+F6 to exit CLI focus Copy Paste
VLAN30
== ADOLFO GANTIVA
Een VLAN4O [ Tep
_;




Cisco Packet Tracer - G\PRUEBA DE HABILIDADES CCNA final pkt

Logical [Root]

INew Cluster| [Move Object| Set Tiled Background Viewpart

209.165.200.230 g
209 185. 200 224/29

INTER£H PC

Peerd

10.10.10.10/32

[ ——

BOGOTA
Wieb Server
172.31.21.0 172.31.23.0
MEDELLIN y
1 LO4192.168.4.0/24
LO5 192.168.5.0/24
LO6 192.168.6.0/24
R-3
BUCARAMANGA
192.168.99.3
192.168.99.2
VLAN3D
0 ADOLFO GANTIVA
PCA VLAN40

B R - O X

Physical Config cL Attributes

105 Command Line Interface
or ISL VLAN. a

Rl(config-subif) #int g0/1.31
R1(config-subif) fdescription administracion LAN

21 (config-subif) fencapsulation dotlg 31
Rl(config-subif)$no ip add 192.168.31.1 255.255.255.0

T T T T T T T

Al(config-subif] #ip add 192.1€2.31.1 2§5.255.255.0
Rl(config-subif) #int g0/1.33

R1(config-subif) fdescription mercadeo LAN

21 (config-subif) fencapsulation dotlg 33

Rl (config-subif] #ip add 192.1€8.33.1 255.255.255.0
Rl (config-subif] #int g0/1.53

Rl (config-subif) #deseription manteniminto LAN

21 (config-subif) tencapsulation dotlg 39
Al(config-subif) #ip add 192.1€2.99.1 255.255.255.0
R1(config-subif] #int gi/1

Rl(config-if}$no shut

Rl(config-if)#
SLINK-5-CHANGED: Interface GigabitEthernet0/l, changed state to
up

$LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet(/l, changed state to up

Ctrl+F6 to exit CLI focus

Oop

INew Cluster| [Move Object] Set Tiled Background Viewport

209.155.200.230 g
209 165. ZDO 22429

INTER‘EI' PC

|

Peer

10.10.10.10/32
BOGOTA
Web Server
17231210 172.31.23.0
MEDELLIN |
1 104 192.168.4.0/24
105 192.168.5.0/24
LO6 192.168.6.0/24
R-3
BUCARAMANGA
192.168.99.3
192.168.99.2
VLANZD
= ADOLFQ GANTIVA
PeA VLAN40

R - m] X

~

Physical  Config CLI  Attributes

105 Command Line Interface
Tl (config-1Z13281T P
B1{config) $EXIT
Rl
%5¥5-5-CONFIG_I: Configured from console by console

R1BCONF T

ENCer CONEigUIAtion CONmANGS, ORE PEr Line. ERQ With CNIL/Z.
RBl{config) $router ospf 1

Rl({config-router) frouter-id 1.1.1.1
Rl{config-router)$network 172.1€.12.0 0.0.0.3 area 0
Rl(config-router)gnetwork 172.1€.31.0 0.0.0.255 area 0
Rl{config-router)$network 172.1€.33.0 0.0.0.255 area 0
Rl{config-router)$§network 172.1€.55.0 0.0.0.255 area 0
Pl{config-router) fpass

% Incomplete command.

R1{config-router) gpassive-interface g0/1.31
R1(config-router) §passive-interface g0/1.32
Rl(config-router) $passive-interface g0/1.99
Rl{config-router)#auto-cost referencia-bandwitdh 1000

% Invalid input detected at '"~' marker.

Rl({config-router)fauto-cost reference-bandwitdh 1000

% Invalid input detected at marker.

Rl{config-router)#auto—cost reference-bandwitdh 1000
- v

Ctrl+F6 to exit CLI focus

1o




gical

INew Cluster| [Move Object] Set Tiled Background Viewport ’—

Back
209.165.200.230 g ——
c& = 165.200.224/29
- NTERiEFPC
|
i

10.10.10.10/32

BOGOTA
Web Server
172.31.21.0 172.31.23.0
MEDELLIN J
1 L04 192.168.4.0/24
L05 192,168.5.0/24
L06 192.168.6.0/24
R-3
BUCARAMANGA
192.168.99.3
192.168.99.2
VLAN30
rr
4 VLAN4G ADOLFO GANTIVA

B R

Physical  Config  CLI  Attributes

105 Command Line Interface

O

X

o8 R bab R £ i -3 R § 1 EE
% Incomplete command.
R1(config-router)#passive-interface g0/1.31

Rl (config-router) #passive-interface g0/1.33
Rl(config-router)#passive-interface g0/1.55

Rl (config-router]fauto-cost referencia-bandwitdh 1000

% Invalid input detected at marker
Rl{config-router)fauto-cost reference-bandwitdh 1000
% Invalid input detected at '"' marker.
Rl{config-router)gauto-cost reference-bandwitdh 1000

% Invalid input detected at '~' marker.

R1{config-router) fexis
R1{config) #int s/0/0/0

% Invalid input detected at '"' marker.
Rl{config) #int s0/0/0

Rl{config-if) #band
% Incomplete command.

Rl({config-if) §bandwidth 128

Rl{config-if)#ip ospf cost 7500
21(consig-if) g

on

BOGOTA

= [Roct] I
209,165,200.230 g ———
o i @0‘224[29
INTERJET PC -
I Peerd
i- 10,10.10.10/32

Web Server

l/
/R-Z \ \

Physical Config [okg

Attributes

105 Command Line Interface

™
Enter configuration commands, one per line.
R2 [config) $rputer ospf 1

End with CNTL/Z.

% Invalid input detected at '~' marker.

R2 (config) frouter ospf 1
R2 (config-router) grouter-id 2.2.2.2

R2 (config-router) §network 172.1€.12.0 0.0.0.3 area 0

R2 (config-router) #

02:03:46: %0SPF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on Serial0/0/0
from LOADING to FULL, Loading Done

R2 (config-router) gnetwork 172.1€.23.0 0.0.0.3 area 0
RZ {config-router) gnetwork 172.16.23.0 0.0.0.3 area 0
R2 (config-router) gnetwork 10.10.10.0 0.0.0.255 area O
RZ (config-router) fpass

% Tncomplete command .

B2 [config-router) gpassive-interface g/l

RZ (config-router) #int s0/0/0

R2 (config-if) ¢band

% Incomplete command.

RZ (config-if) $bandwidth 128

R2 (config-if)gint s0/0/1

22 [config-if) $bandwidth 128

R2 [config-if) #ip ospf cost 7500

R2 (config-if)#

RZ (config-if) g

| ——
T P

TR

[ Top

172.31.21.0
MEDELLIN
1 LO4 192.168.4.0
LO5 192.168.5.0
LOG 192.168.6.0
R-3
BUCARAMANGA
192.168.99.3
192.168.99.2
VLAN3O
_—s 40 ADOLFO GANTIVA
PC-A

VLAN
A=




R3

ogical

(<8

Back Root] [New Cluster] [Move Objec Set Tiled Background e [
209.165.200.230 g T ¥R - O hq
_'_/_, 209.165.200.224/29
INTER}ET pC =
f peerd Physical  Confg | U Atwbutes
| 105 Command Line Interface
* 10.10.10.10/32 A~
a3ben
BOGOTA = Dassword:
& Web Server Passwozd:
Password:

172.31.21.0

172.31.23.0

MEDELLIN
LO4 192.168.4.0/24
y LO5 192.168.5.0/24
LO6 192.168.6.0/24
R-3
BUCARAMANGA
192.168.99.3
192.168.99.2
VLAN40 ADOLFO GANTIVA

% Bad secrets

R3>en

R3ten

R3gconf ©

Enter configuration commands,
R3(config)®

%3 {config) $router ospf 1

R3 (config-router)frouter—id 3.3.3.3

A2 (config-router) $network 172.16.23.0 0.0.0.% area 0
R3(config-router)#

02:09:54: $0SPF-5-ADJCHG: Process 1,
from LOADING to FULL, Loading Done
network 172_16.23.0 0.0.0.255 area 0
R3 (config-router)fnetwork 172.1€.23.0 0.0.0.255 area 0
R3(config-router) fpassive-interface lod

one per lins. End with CNTL/Z.

Nbr 2.2.2.2 on Serial0/0/1

23 {config-router) §passive-interface loS
R3 (config-router) tpassive-interface log
R3 (config-router) fexit

R3(config)#int s0/0/1

R3 (config-if) gbandwidth 128
R3(config-if) g

|

Ctrl+F6 to exit CLI focus

O 7op

Copy Paste

cal Back [Roof]
3 209.165.200.230 g o
X 555 (1 209.165.200.224)29
= INTER HI:T oS =%
I Peer0
f 10.10.10.10/32
BOGOTA
| Web Server
R-2
172.31.210

17231.23.0

Physical ~ Config  CLI  Attributes

105 Command Line Interface

Last flood scan length is 1, maximum is 1 A
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 2.2.2.2
Suppress hello for 0 neighbor(s)
Rl#show ip ospf neighbor

Rddress
172.1€.12.2

Dead Time
00:00:35

Neighbor ID Pri  State
2.2.2.2 0 FULL/ -
Rlishow ip ospf interface

Interface
Serial0/0/0

Seriald/0/0 is up, line protocol is up
Internet address is 172.1€.12.1/30, RArea 0
Process ID 1, Router ID 1.1.1.1, Network Type POINT-TO-POINT, Cost: 7500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit §
Hello due in 00:00:01

Index 1/1, flood queue length O

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 2.2.2.2

Suppress hello for 0 neighbor(s)

Rl

Cirl4F6 to exit CLI focus

Oop

MEDELLIM
LO4 192,
i'?f i LO5 192,
LO6 192,
R-3
BUCARAMAN
192.168.99.3
192,168.99.2 b
.
./

. VLAN4D ADOLFO GANTIVA




ogical | Back | [Root] [New Cluster| [Mave Object]
A 209.165.200.230 g
Gl e
10.10.10.10/32
BOGOTA
Web Server
R-2
172.31.21.0 172.31.23.0

~
=
MEDELLIN ] ;
" LO4 192.168.4.0/24
i ; LO5 192.168.5.0/24
LO6 192.168.6.0/24
R3
BUCARAMANGA
192.168.99.3
192.168.99.2
ADOLFO GANTIVA

R3

®R2 - u] X
Physical | Config  CUI | Attrbutes
105 Command Line Interface
- ~
% Invalid input detected at '~' marker.
R2 (config) fexit
28
&5YS-5-CONFIG_I: Configured from console by console
R2gshow ip ospf neighbor
Neighbor ID Pri State Dead Time Address Interface
l.1.1.1 o FULL/ = 00:00:31 172.1€.12.1 Serial0/0/0
z.2.3.8 o FULL/ = 00:00:31 172.1€.23.2 Seriald/0/1
R2gshow ip ospf interface
Serial0/0/0 is up, line protocol is up
Internet address is 172.1€.12.2/30, RArea O
Process ID 1, Router ID 2.2.2.2, Network Type POINT-TO-POINT, Cost: 781
Transmit Delay is 1 sec, State POINI-TO-POINI, Priority 0
No designated router on this network
No backup designated router on this netwerk
Timer intervals configured, Helle 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:0€
Index 1/1, flood queue length 0O
Next 0x0(0)/0x0(0)
Last floecd scan length is 1, marimum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Meighbor Coupt o 1 Adiacent neighbor counl o ] <
Ctrl+F6 to exit CLI focus Copy Paste
O Tep

— — e
Logical Back [Root] INew Cluster| [Maws Cbias Sat Tilad Rarkaraind Vigwnart
B3 - 0 X[
f 209.165.200.230 / - - /
= (1 209.165.200.224/29
\-b IN'I'ER.HEI"PC — Physical  Config  CLI  Atiributes
| Peerd 105 Command Line Interface
I R3(config-if]fexit A
} 10.10.10.10/32 R3(config) fexit
R3E
BOGOTA %5Y5-5-CONFIG_I: Configured from console by console
Web Server
R3gshow ip ospf neighbor
R-2
Neighbor ID Pri State Dead Time Rddress
AL 17231230 Interface
2.2.2.2 4  FOLL/ - 00:00:35 172.1€.23.1
Seriald/o/1
R3#show ip ospf interface
Serial0/0/1 is up, line protocol is up
MEDELLIN Internet address is 172.1€.23.2/30, Area 0
LOj 192.168.4.0/24 Process ID 1, Router ID 3.3.3.3, Network Type POINT-TO-POINT,
LOp 192.168.5.0/24 Cost: 78l
L0 192.168.6.0/24 Transmit Delay is 1 sec, State POINT-TO-PBOINT, Priority O
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40,
BUCARAMANGA Retransmit §
= Hello due in 00:00:00
Index 1/1, flood queue length O
192.168.95.3 Next 0x0(0)/0z0(0)
192.168.99.2 b Last flood scan length is 1, maximum is 1
Last £lond spen time Ge 0 meer mevimm s 0 mess hd
Cirl+F6 to exit CLI focus Copy Paste
g VLAN3O O 7op
=
7 VLANAO ADOLFO GANTIVA
=




Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de

cada interface.

LN - O bt

"

Physical Config CLI Attributes

105 Command Line Interface
TE=Tr Clood Soan IEngell L= I, marmom 1= I
Last flood scan time is 0 msec, maximmm is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Zdjacent with neighbor 2.2.2.2
Suppress hello for 0 neighboris)

Rlfshow ip ospf neighbor

Heighbor ID Pri State Dead Time Lddress Interface
2.2.2.2 a FULLS - 00:00:35 172.1c.12.2 Serial0/s0 0
Bl#show ip ospf interface

Seriald/ o0/ 0 is up, line protocol is up
Internet address is 172_.1€.12_.1/30, Rrea 0
Process ID 1, Bouter ID 1.1.1.1, HNetwork Type PBPOINT-TO-POINT, [Cost: 7500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O
No designated router on this network
Ho bkackup designated router on this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:01
Index 151, £lood gueue length 0O
Hext 0x=0(0)/0x0{0}]
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
bdjacent with neighbor 2.2_.2.2
Suppress hello for 0 neighbor(s)
Rlg v

Ctrl+F6 to exit CLI focus Copy Paste

[]Top



L — O
Physical Config CLI Attributes
I0S Command Line Interface
IR"‘.:.#Ehc:w ip ospf interface -~
Serialdys0,/0 is up, line protocol is up
Internet address is 172 .1€.12_2,320, Area 0O
Process ID 1, Bouter ID 2 _2_.2_.2, MNetwork Type POINT-TO-BPOINT, Cost: 721
Transmit Delay is 1 sec, State POINIT-TO-POINT, FPriority O
Mo designated router on this network
Mo backup designated router omn this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, BRetransmit 5
Hello due im 00:00:0&
Index 1,1, f£flood gueue length O
Mext Ox0{0) 00 (0]
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximm is 0 msec
Meighlbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 1.1.1.1
Suppress hello for 0 neighkbori{s)
Serialdys0,1 is up, line protocol is up
Internet address is 172 _.1€.23_.1,320, Area 0O
Process ID 1, Bouter ID 2 _2_.2_2, MNetwork Type POINI-TO-—-PBPOINT, Cost: 7500
Transmit Delay is 1 sec, State POINIT-TO-POINT, FPriority O
Mo designated router on this network
Mo backup designated router omn this network
RZfshow ip ospf interface
Serialds 0 0 is up, line protocol is up -
Ctrl4+F6 to exit CLI focus Copy Paste
] Top
B R-3 — — o
Phvwsical Config LI Attributes
I0OS Command Limne Interface
BEE -
REEgshow ip ospE meighlbhor
Heighlox ID Pxri State Dead Taime A2ddress
Tmterface
[m ] FILTI.T... — OO - OO - =T S1leE =23 1
Sexrdi=d o 0 s
REgshow ip osSpE dmterface
Seri=al0d 0 1 H4ds ., linme protococol 4= Laps
ITntermnet address i= ATE _1E I _Z2LSZF0 BErea o
Process T 1, Route I'®m™s =2 _=2 .3 _3, MHetcworlk T e POTITNT—TO—POTIT
Cos1T = TE=1
TEEResmE e Delay is 1 seco, State BPOINITI—TO—BOINT, Friority O
T designated routex orm tkhi s netcowoxlk
Mo backupy designated rmouwuter o this network
THimmee imtcervals conEiguarnedd Hello o, Dead 40, Waditw <0
Retransmit s
Hel1l 1 o e idwmx OO - OO - OO
Imnmdesz:x 1.1, =lood guelie Length O
IMezct DOzz0 (O3 A0z30 (0]
Last Flood socamn lengtlh 4= 1. maszciooamm s 1
Last Elood sSocarmn Simse i= O mseo, mazscimoam 4GS O msec
Meighlox— CToarnt i=s i - Fdj ace = e i ghloz oAt is=s 1
BEdjacent with neighlorx =2 _ =22 _ =2 _=2
Suppress hello —or O neighlbor (=2
B= g it
Cirl +FS o exit CLI foous Copy Fast=

[ Tep




Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing

Networks, and passive interfaces configuradas en cada router.

=
O 2 - 0 B - 0 X
Physill  Config  CLL  Attrbutes Physill  Config  CLL - Attrbutes Physcal  Config QU Athbutes
105 Command L Interface 105 Command Line Interface 105 Command Line Interface
[ MELOMEOT COUNT 13 T, ROJSRENt TELOMEOL comt 1z L | [ TIOTEIT DT, WOMTET 1D Z.Z.Z 2, WETWOTY IYET TUINI=IUTUINT, Tast flood scan lengeh is 1, memimm is 1 A
Adjacent with neighbor 2.2 Cost: 7500 Last flood scan time is 0 msec, maximum is 0 msec
Suppress hello for 0 neighbor(s) Transmit Delay is 1 sec, State BOINT-TQ-BOINT, Priority O Neighbor Count is 1 , Adjacent neighbor count is 1
Rl# No designated router on this network Adjacent with neighbor 2 2
Rl$show ip pratocols Mo backup designated router on this network Suppress hello for 0 neighbor(s)
Rigshow ip protocols
Routing Protocol is [ospf 1" Ri#show ip protocols
Cutgoing update fiITRTIISTLor all interfaces is not set Routing Protocol is|"ospf 1"
peoning update filter 1ist for all interfaces is not set Routing Protocol is|"ospf 1" Outgoing update fIITEY LT5T for all interfaces is not set
Outgoing update £IITET I15T for all interfaces is not set 2 er list for all interfaces is mot set
this router is 1. 1 normal 0 stub J nssa Incomi te filter list for all interfaces is not set
Mazimm path: & lumber of areas in this router is 1. I normal 0 stub 0 nssa
Hdouting for Hetworks: Mazimm path: ¢
2.0 0.0.0.3 area 0 Mazimm nath- 4 Routing for Networks:
Routing for Networks: J000.0.0.3 area 0
2.0 0.0.0.3 area 0 172.1€.23.0 0
.0 0.0.0.255 area 0 L00.0.0.3 area 0 i
assive Interface(s): 10.10.10.0 0.0 5 area 0 Loopbackd
GigabitEthernes(/1.33 assive Interface Loopbacks
GigabitEthernet(/1.31 abitEthernet Loopbacke
GigabitZthernet)/1.59 ouning Iasermnd Routing Information Scurces:
Routing Information Sources Gateway Distance Last Update Catevay Distance Last Update
1111 111 00:21:45 1.1.1.1 110 00:21:3%
110 2.2.2.2 11 : 2.2.2.2 110 00
2 110 3.3.3.3 11 3.3.3.3 110 00:13:10
3.3.3.3 110 00:12:53 Distance: (default iz 110) Distance: (default is 110)
Distance: (default is L10)
-—Hore-- R2 zadl v
L
Chrl+F6 to exit CLI fcus Copy Paste Ctrl+F6 to exit CLI focus Capy Paste|  Cirl+Fé toexit CLI focus Copy Paste

Oep
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Configurar VLANSs, Puertos troncales, puertos de acceso, encapsulamiento, Inter-

VLAN Routing y Seguridad en los Switches acorde a latopologia de red

209.165.200.230 D

E—1

Peern

192.168.99.

=
1941
R-2
172.31.21.0
— =
194
R-1
AY
zosofz4TT
D WLAMSO

%
PC-PT
PC-A

| 209.165.200.224/29

Server:
web Ser

172.31.23.0

WLARN:

establecida.

Physical | Config x| attributes |

105 Command Line Interface

=1

TITCRIRe 1D domain- 155

% Inwalid inpuc detected at '~ marker.

Switchgno ip domain-loo

% Inwalid inpuc detected at '~ marker.

Switchffconf t

Enter conmfiguration commands, ome per lins. HEnd with CHTL/Z.
Switchiconfig) gno ip domain—lookup

Switchiconfig) $host S1

Zliconfig)#Enakble secret class

Sliconfig)#line con O

Sliconfig-line) fpass cisco

Sliconfig—line)lFlogin

Sliconfig—line)$line wey 0O 2

Zliconfig—line)#flogin

% Login disabled on line 1, until 'password’' is set

% Login dissbled on line 2, until 'password' is ==t

% Login disakhled on line 3, uncil 'password' is ses

% Login disakbled on line 4, uncil 'password' is ses

% Login dissbled on line 5, uncil 'password’ is sec
Zliconfig-line)fservice pass

Sli{configlfservice pass

Sl{config)gservice password-snoryption

Sliconrigd motd dow

Sliconfigl# =i
Chrl+F6 to exit CLI Facus Copy | Paste |

™ Top




U 209, 165,200,230 g 4
~ (¢ 209.165.200.224[29

[ -
INTERMET PC Peerd

= Server-PT
b \Web Server
1941
172.31.21.0
172.31.23.0
g
(
194
R-1
558.99.2
2060824TT
g WLAMNZO
“PoPT FE_ WLAN4D
PC-PT -
v PC-PT
PC-C
File Edit Options View Tools Extensions Help
Port Link
- FastEthernet0/1 ur
Logical FastEthernetO/2 Down
-~ FastEthernetO/3 up
o 2 FastEthernetn/4 Down
=7 FastEthernetO/5 up
FastEtherneto/6 Down
FastEthernet0/7 Down
FastEthernet0/s Down
FastEthernet0/9 Down
FastEthernet0/10 Down
FastEthernetD/11 Down
FastEthernetD/12 Down
FastEthernetD/13 Down
FastEthernetD/14 Down
FastEthernet0/15 Down
FastEthernet0/16 Down
17| FastEtherneto/17 Down
FastEthernet0/18 Down
FastEthernet0/ /19 Down
FastEthernetD/20 Down
FastEthernetD/21 Down
FastEthernetD/22 Down
-| FastEthernet0/23 Down
MEDELLIM FastEthernet0/24 Down
GigabitEthernetd/1 Down

Physical Location

| s T

Physical | Confia oLl | Attributes |

I0S Comrmand Line Inkerface

=] 2]

% Inwalid input detected at '"' marker.

Switchrconf ©

% Inwalid input detected at '~' marker.

Switch=enable
Switchfcont ©

Enter configuration commands, one per line.
Switchiconfig)#no ip domain-lookup
Switch{config) fhost =3

53 (config)#Enahle secrer class

Sz (config)fline con O

53 (config-line)fpass cisco
53 (config-line)flogin

82 (config-line)#line wty 0 4
53 (config-line)flogin

% Login disabled on line 1,
% Login disabled on line 2,

% Login disabled on line 3, until
% Login disabled on line 4, until
% Login disabled on line 5, until
53 ({config-line)fservice pass

53 (config)¥service pass
SZ{config)#service password-encryption
=3 (config) motd §

53 (config)#

until 'password' is sec
‘password’' is set
‘password' is set
‘password' is set
‘password’' is set

until

End wich CHTL/Z_

Chrl+F6 to exit CLI Focus

Copy

Paste

I~ Top

IP alos Switches acorde a los lineamientos.

El
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
El

£l

Intercity,

Home City.

r| [Move Object| Set Tile

- 0002 .4R05.310F
- 0002 .4R05.9110
- 0002 .4R05.9111
- 0002 .4R05.9112
- 0002 . 4R05.3113
- 0002 . 4A0% . 9114
- 0002 . 4A0%.9115
- 0002 . 4A0% . 9116
- 0002 . 4A0% 9117
- 0002 .4R05.9118
- 0002 .4R05.9119

<not set>

1592 .168.995 . 2/24

0003 .7C14.5208
0005 .7C14. 5201

Corporate Office, Main Wiring Closet |

192.168.99.2

VLAMNZO

192.168.99.3

ADOLFO GANTIVA




ST LISLU FALKEL HIEUET - AFRUEDA UE MADILILAUES VA 1L pRL
fle  Edit

Options ~ View  Tools

Extersions  Help

SEGEIEN

] =
— -

/@/@/@|Ef‘ﬂﬂ

MAC Address

0O0EOD.

00EOD
00EOD
00EOD
00EOD
00EOD
00EOD
00EOD
00EO
00EO
00EO
00EO
00EO
00EO

0O0EOD.
0O0EOD.
0O0EOD.
0O0EOD.
0O0EOD.
0O0EOD.
0O0EOD.
0O0EOD.
0O0EOD.
0O0EOD.

00EOD
00ED
0005
0005

Corporate Office,

Foa3
Foa3
Foa3
Foa3
FoA3
FoA3
FoA3
FoA3
Fona
Fona
Fona
Fon3
Fon3
Fon3
Foa3
Foa3
Foa3
Foa3
Foa3
Foa3
Foa3
Foa3
Foa3
Foa3
Foaa3
Faa3
SECA4
SEC4

Main

ESD1
ES02
E503
E504
ES05
ES06
ES07
Es08
ES09
ES0A
ES0B
ES0C
ES0D
ESOE
ES0F
Esi0
Esi1
Esiz
ES513
ES14
ES15
Esi6
E517
Esis
E519
E51Aa
D3DE&
D301

Wiring Closet

K ,—| Port Link VLAN ID Address
Logical Back FastE /1 up 1 -
FastEthernet0/2 Down 1
ot 209,165,200, 230 g FastEthernet0/3 up -
BN ST (11 209.165.200.224/29 pastEthernet0/4 Down 1
— INTERRET PC —— FastEthernet0/5 Down 1
\ Pesr FastEthernet0/6 Down 1
FastEthernet0/7 Down 1
| FastEthernet0/s Down 1
FastEthernet0/9 Down 1
FastEthernet0/10 Down 1
BOGOTA - FastEthernet0/11 Down 1
(S W FastEthernsto/i2 Down 1
FastEthernet0/13 Down 1
R-2 FastEthernat0/14 Down 1
FastEthernet0/15 Down 1
FastEthernet0/1§ Down 1
172.31.21.0 1| FastEtherneto/17 Down 1
FastEthernet0/18 Down 33
FastEthernet0/13 Down 1
FastEthernet0/20 Down 1
FastEthernet0/21 Down 1
FastEthernet0/22 Down 1
—=ETnm] FastEthernet0/23 Down 1
FastEthernet0/24 Down 1
1 CigabitEthernetd/1 Down 1
CigabitEthernet0/2 Down 1
Wlani Down 1 <not set>
Vlanss up L 152 . 168.93 . 3/24
Hostname: Switch
.| Physical Location: Intercity, Home City,
192.168.99.3
192.168.99.2
T ADOLFO GAMTIVA
.

Implement DHCP and NAT for IPv4

Configurar R1 como servidor DHCP para las VLANs 30 y 40.

Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para configuraciones estaticas.

~

R-1

Physical Config CLI Attributes

I0S Command Line Interface

"hAcocesso no autorizado™
User Access WVerification
Password:

BRl=emn

Dassword:

Rlgen

Rlgconf ©
Enter configuration commands,

% Invalid input detected at "

% Unrecognized command

% Invalid input detected at "

21 (consig) £

one pPper line . End with CHNTL/Z .

Rl {config) #ip dhcop excluded-adress 1%2.1€2.31.1 152 _1€2.1.1_.20

" marker _

Rl iconfig) #ip dhcp excluded-adress 152 .16€8.31.1 1S2_1€5.1.1.20 2

Rl {config) #ip dhcop excluded-adress 132 _.1€2.31.1 152 _1€=2.321.20

" marker _

Rl {config) #ip dhcop excluded-address 192 _1€2.21.1 1S2.1&2_.321 .20
Rl {config) #ip dhcop excluded-address 1952 _1€2.31.1 152 .1€2.31.30
Rl {config) fip dhcp excluded-address 1952 _1€S.33 .1 152 _.1€=2.33_.320

Ctrl+F6 to exit CLI focus

] Top

Copy




Configurar DHCP pool para VLAN 30|

Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

[Root]

10.10.10. 10/32

Web Server

172.31.21.0 172.31.23.0

MEDELLIN

LO4 192,168.4.0/24
105 192.189.5.0/24
06 192.166.6.0/24

BUCARAMANGA

192,168.99.3
192, 168.99.2

T ADGLEO GANTIVA

7

1 Tee

[ovgomeall —— sectiedsackeround 1 weweort I enronment 1a:5:
- R — [=1 >
Physical | Config | CUI | Atwbutes
105 Command Line Interface
Bliconfig) sip dhep exeluded-adsess 183.1€8.31.1 182.1€s.1.1.20 7
2 Umracogninea commana
R iR e e hop eneluded-sdress 193,198,311 193.1€9.31.30
% Invalid input devected at -’ marker
Bl(conrig)sip dhep excluded-adaress 1S3.168.31.1 153.168.31.20
Eiiconriassip dhoh escladed-sddress 132.1es 311 122 1es 3130
Rl(confia)in dhaw smeluded-addrass 152 1da 33 1 182 1es 3330
Rliconrimis
BiiconEiq)sip dhop posi acor
R tdhen-confiar 87
ans.
oncion o
81 anen contia) ddnn = l6i1a 1011
A1 iAncp-config) sacmain-name Sina-spa.som
A Invalia inpus asvectea an -’ marxer
Bl tdhep-congiars
Rl iAncp-config)adefaultorouter 192.168.31 L
L (Anop-coneig) famewars 135 lea a1 6 253 28 2880
51 ol
Cul 6 1o exit GLE focun Comy | | Paste

Configurar DHCP pool para VLAN 40

Name: MERCADEO
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

® Cisco

Logical Back [Roof]

10.10,10.10/32

A,

BOGOTA
Web Server
172.31.21.0 17231230
MEDELLIN J
1 104 192.163.4.0/24
105 192.168.5.0/24
L06 192.168.6.0/24
R-3
BUCARAMANGA
192.168.99.3
192.168.99.2
VLAN3O
el ADOLFO GANTIVA
hea VLAN4D
s
PCC

L3S

X

u}
Physical  Config  CLI  Attributes
105 Command Line Interface

Rliconfig)$
Rliconfig)$ip dhcp pool acct
21 (dhep-config) 87

default-router Default routers

dns-server Set name server

exit Exit from DHCP pool configuration mode

network Vetwork number and mask

no Negate a command or set its defaults

option Raw DHCP opticns

21 {dhop-config) fdns-server 10.10.10.11
21 (dhep-config) #domain-name cena-sha.com

% Invalid input detected at '"~' marker.

21 (dhep-config)

21 (dhep-config) fdefault-router 152.168.31.1
R1idhen-confinl dnetwork 192 168 31 0 255 255 255 0
21{dhcp-config) $ip dhcp pool mercadeo
21{dhcp-config) fdns-server 10.10.10.11

21 (dhep-config) fdomain-name cena-sha.com

% Invalid input detected at '’ marker.

21 (dhep-config) #network 192.168.33.1

% Incomplete command.

R1(dhcp-config) §¢default-router 192 168.33.1

21 (dhep-config) fnetwork 192.168.33.0 255.255.255.0
21 [dhep-config) §

Ctrl4+F6 to exit CLI focus

[d7en

INew Cluster| [1ove Obiect] Set Tied Backaround Viewnort 20:34:00

Il



Configurar NAT en R2 para permitir que los hosts puedan salir a internet

Logical B: INew Cluster | [Move Object| Set Tiled Background Viewport

<

@9‘165‘200.224,129

i e e

INTERRET PC s
PeerD

|

|

* 10.10.10.10/32
)

Wieb Server

172.31.21.0

172.31.23.0

MEDELLIN %

LO4 192.168.4.0/24

R3
BUCARAMANGA
v
Sy
192.168.99.3
192.168.99.2
VLANZD
== ADOLFO GANTIVA
PC-A VLANSD
=

¥ g2 - [m] x

Physical  Config  CLI  Attributes

105 Command Line Interface

Press RETURN to get starced! -~
"Acceso ne autorizade®
User hccess Verificasion

Password:
Password:

azzen
Passwora:

nagen

nagconf ©

Enter configuration commands, one per line. End with CNTL/Z.
22 (config) g

R2(config) #ip nat inside source satatic 10.10.10.10.

Q3 1 200

% Invalid imput detected at '~ markex.

22 (config) $ip nat inside source static 10.10.10.10
205.165.200.225

B2 (config) $int goso

B2 (config-if) #ip nas out

B2 (config-if) #ip nat outside

B2 (config-if) #int g0/l

B2 (config-if) #ip nat inside

B2 (config-if}§ v

Cirl+F6 to exit CLI focus Copy Paste

[ Tep

Configurar al menos dos listas de acceso de tipo estandar a su criterio en para restringir o permitir

trafico desde R1 o R3 hacia R2.

Logical Back INew Cluster| [Mave Object] Set Tiled Background Viewport |—
- O

209,165.200.230 g ——
AT 209.165.200.2:429

INTERNEFPC —
Peer0

|
|
* 10.10,10.10/32

BOGOTA
J Web Server

172.31.21.0 172.31.23.0

MEDELLIN
" 104 192.168.4.0/24
L05 192.168.5.0/24
L0 192.168.6.0/24
R-3
BUCARAMANGA
==y
=y
192,168.99.3
192.168.99.2
VLAN30
—_—s VLANAD ADOLFO GANTIVA

PC-A

L] X

Physical  Config  CLI  Atiributes

105 Command Line Interface

A2(config-if) #ip nat outside =
32{config-if) #int gl/l

32(config-if) $ip nat inside

RZ(eonfig-if)g

2{config-if)§

12 (config-if) fend

R2E

§5YS-5-CONFIG_I: Configured from console by censole

R2fconf t

Enter configuration cormands, one per line  End with CNTL/Z.
RZ({config)daccess-list 1 permit 152.1€8.31.0 0.0.0.255
R2(config)faccess-list 1 permit 152.1€8.33.0 0.0.0.255
R2(config)access-list 1 permit 192.1€8.4.0 0.0.3.25%5
R2(config)4ip nat pool INTERNET 205.16€5.200.255 209.1€5.200.228
NETMRSK 255.255.255 248

%Pool INTERNMET mask 255.255.255.248 too small; should be at least
g0.0.0.0

%5tart and end addresses on different subnets

R2(config)4ip nat pool INTERNET 209.1€5.200.255 209.1€5.200.228
NETMRSK 255.255.255 248

%Pool INTERMET mask 255.255.255.248 too small; should be at least
g0.0.0.0

%5tart and end addresses on different subnets

R2(config)4ip nat pool INTERNET 209.1€5.200.225 209.1€5.200.228
NETMRSK 255.255.255.248

R2(config)4IP NAT inside source list 1 pool INTERNET

R2(config)$ hd
| ——]
IR o
7o




Configurar al menos dos listas de acceso de tipo extendido o nombradas a su criterio en para
restringir o permitir trafico desde R1 o R3 hacia R2.

cket Tracer - G:\PRUEBA DE HABILIDADE!

A final pkt [ %) — [m]

a, Physical ~ Config  CLI  Atfributes

Logical ,T [Root] INew Cluster| [Movd 105 Command Line Interface

standard Standard Access List
) j 209.165.200.230 g F o R2({config) #ip access-list ?
5 (209,185

.300.224/29 extended Extended Rccess List
— standard Standard Access List
- R2 (config) $#ip access-list standard medellin a bucaramanga

INTERNET PC

|
i
=
=

Peerl

% Invalid input detected at '~ marker.

10.10.10.10/32 R2 (config)#ip access-list ?
extended Entended Access List
standard Standard Access List

22 (config)#ip access-list 2
extended Extended Access List

BOGOTA

Wieb Server

standard Standard Access List
22 (config) #ip access-list standard ?

172.31.21.0 <1-55%> Standard IP access-list number

172.31.23.0

WOLD Access-11st name
R2(config)#ip access-list standard Medellin Bucaramanga

% Invalid input detected at '~' marker.

R2(config)#ip access-list standard Medellin-Bucaramanga

MEDELLIN R2{config-std-nacl)$permit hots 172.1£.12.1

- LO4 192.168.4.0/24
. 'r.i LOS 192.168.5.0/24
LO6 192.168.6.0/24

R3 R2(config-std-nacl)$permit 172.1€.12.1
R2(config-std-nacl) gpemit

% Invalid input detected at '~ marker.

BUCARAMANGA

% Invalid input detected at '~' marker.

22 (config-std-nacl)fpemit?
% Unrecognized command
R2(config-std-nacl) gpermit 2
A.B.C.D Address to match
any Any source host
host & single host address
22 (config-std-nacl)gpermit 172 16.12.1 2
A.B.C.D Wildcard bits
<er>
22 (config-std-nacl) $permit 172.1€.12.1 exit

192.188.99.3

192.168.99.2

VLANZO
ADOLFO GANTIVA

% Invalid input detected at '~ marker.

< RZ (config-std-nacl)$line wty 0 4

R2 (config-line) ¢access-class Medellin-Bucaramanga in
Time: 03:43:19 | |[Power Cyde DEvicEs”FastFurwardTlmE‘ ( g & g:
R2 (config-line) |

- e jﬁ g i & 46 to exit CLI focus Copy paste
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Verificar procesos de comunicacion y redireccionamiento de trafico en los

routers mediante el uso de Ping y Traceroute
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