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GLOSARIO

Router: Se utilizan para conectar varias redes. Por ejemplo, puede utilizar un
router para conectar sus computadoras en red a Internet y, de esta forma,
compartir una conexion de Internet entre varios usuarios. El router actuara como
distribuidor, seleccionando la mejor ruta de desplazamiento de la informacién para
que la reciba rapidamente. Los routers analizan los datos que se van a enviar a
través de una red, los empaquetan de forma diferente y los envian a otrared o a

través de un tipo de red distinto.

Switch: se utilizan para conectar varios dispositivos a través de la misma red
dentro de un edificio u oficina. Por ejemplo, un switch puede conectar sus
computadoras, impresoras y servidores, creando una red de recursos
compartidos. El switch actuaria de controlador, permitiendo a los diferentes
dispositivos compartir informacion y comunicarse entre si. Mediante el uso
compartido de informacién y la asignacion de recursos, los switches permiten
ahorrar dinero y aumentar la productividad. Existen dos tipos basicos de switches:

administrados y no administrados.

DHCP: (Dynamic Host Configuration Protocol, protocolo de configuracion de host
dinamico) es un protocolo que permite que un equipo conectado a una red pueda
obtener su configuracion (principalmente, su configuracion de red) en forma
dinamica (es decir, sin una intervencién especial). Solo tienes que especificarle al
equipo, mediante DHCP, que encuentre una direccion IP de manera
independiente. El objetivo principal es simplificar la administracion de la red.

VLAN: Una VLAN (Red de area local virtual o LAN virtual) es una red de area local

que agrupa un conjunto de equipos de manera logica y no fisica.
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Efectivamente, la comunicacién entre los diferentes equipos en una red de area
local esta regida por la arquitectura fisica. Gracias a las redes virtuales (VLAN), es
posible liberarse de las limitaciones de la arquitectura fisica (limitaciones
geograficas, limitaciones de direccion, etc.), ya que se define una segmentacion
l6gica basada en el agrupamiento de equipos segun determinados criterios

(direcciones MAC, numeros de puertos, protocolos, etc.).

OSPF: Open Shortest Path First (OSPF), Primer Camino Mas Corto, es un
protocolo de red para encaminamiento jerarquico de pasarela interior o Interior
Gateway Protocol (IGP), que usa el algoritmo SmoothWall Dijkstra enlace-estado
(Link State Advertisement, LSA) para calcular la ruta idénea entre dos nodos

cualesquiera de un sistema autonomo.

NAT: La traduccion de direcciones de red o NAT (del inglés Network Address
Translation) es un mecanismo utilizado por routers |IP para intercambiar paquetes
entre dos redes que asignan mutuamente direcciones incompatibles. Consiste en
convertir, en tiempo real, las direcciones utilizadas en los paquetes transportados.
También es necesario editar los paquetes para permitir la operacién de protocolos

que incluyen informacién de direcciones dentro de la conversacion del protocolo.

Ping : El Ping es una pequena linea de codigo y lo que hace es enviar desde su
posicion un paquete de informacion de 32 bytes al destino que usted haya
seleccionado, ¢ para qué? para comprobar que usted tiene comunicacion con el
destino. Lo que hace es enviar pequefios paquetes, el destinos los escucha y
responde de la misma forma, esperando solo hasta un segundo por cada envio.
Pero si el ping falla es porque hay pérdidas por el camino.

Tracert, Traceroute: Un Tracert o Traceroute envia paquetes eco (igual que el

ping) pero éste nos muestra la ruta que toma hacia el destino al que queremos
llegar, mostrandonos en ese camino datos como los host por los que pasa y el
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tiempo que se toma en cada salto hasta llegar al destino. El tracert tiene una
ventaja contra en ping, y es que aqui podemos ver hasta qué punto y host

llegamos en caso de que tengamos un fallo en la comunicacion con el destino.

Direccién IP: es un numero que identifica, de manera logica y jerarquica, a una
Interfaz en red (elemento de comunicacion/conexién) de un dispositivo
(computadora, tableta, portatil, smartphone) que utilice el protocolo IP o (Internet
Protocol), que corresponde al nivel de red del modelo TCP/IP. La direccién IP no
debe confundirse con la direccion MAC, que es un identificador de 48 bits para
identificar de forma unica la tarjeta de red y no depende del protocolo de conexion
utilizando la red.

FastEthernet: Fast Ethernet o Ethernet de alta velocidad es el nombre de una
serie de estandares de |IEEE de redes Ethernet de 100 Mbps (megabits por
segundo). El nombre Ethernet viene del concepto fisico de ether. En su momento
el prefijo fast se le agrego para diferenciarla de la version original Ethernet de 10
Mbps.

DNS Loockup: La busqueda DNS inversa o la resolucion DNS inversa (rDNS) es
la determinacion de un nombre de dominio que esta asociado a una determinada
direccién IP utilizando el Sistema de nombres de dominio (DNS) de Internet.

Las redes de ordenadores utilizan el Sistema de Nombres de Dominio para
determinar la direccion IP asociada a un nombre de dominio. Este proceso
también se conoce como la resolucion de DNS hacia adelante. La busqueda de
DNS inversa es el proceso inverso, la resolucion de una direccion IP a su nombre

de dominio designado.

Modo troncal: donde existan VLANs, debemos configurar Trunking entre los

diferentes switches. Un Trunk es un enlace entre dos switch en el cual se canaliza
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todo el trafico perteneciente a las VLANs. El puerto Trunk debe ser configurado en

ambos extremos del enlace, es decir, en ambos switch.

Protocolo 802.1q: El protocolo IEEE 802.1Q, también conocido como dot1Q, fue
un proyecto del grupo de trabajo 802 de la IEEE para desarrollar un mecanismo
gue permita a multiples redes compartir de forma transparente el mismo medio
fisico, sin problemas de interferencia entre ellas (Trunking). Es también el nombre
actual del estandar establecido en este proyecto y se usa para definir el protocolo
de encapsulamiento usado para implementar este mecanismo en redes Ethernet.
Todos los dispositivos de interconexion que soportan VLAN deben seguir la norma
IEEE 802.1Q que especifica con detalle el funcionamiento y administracion de
redes virtuales. *Shortest Path Bridging (SPB) Incorporado al IEEE 802.1Q-20141

Interface serial: El Bus SPI (del inglés Serial Peripheral Interface) es un estandar
de comunicaciones, usado principalmente para la transferencia de informacion
entre circuitos integrados en equipos electronicos. El bus de interfaz de periféricos
serie o bus SPI es un estandar para controlar casi cualquier dispositivo electronico
digital que acepte un flujo de bits serie regulado por un reloj (comunicacion
sincrénica).

Incluye una linea de reloj, dato entrante, dato saliente y un pin de chip select, que
conecta o desconecta la operacién del dispositivo con el que uno desea
comunicarse. De esta forma, este estandar permite multiplexar las lineas de reloj.

interface LoopBack

DCE: DTE (Data Terminal Equipment): equipos que son la fuente y destino de los
datos. Comprenden equipos de computacion (Host, Microcomputadores y
Terminales).

DCE (Data Communications Equipment): equipos de conversion entre el DTE y el
canal de transmisién, es decir, los equipos a través de los cuales conectamos los

DTE a las lineas de comunicacion
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Equipo de comunicacion de datos (DCE): Un dispositivo que suministra los
servicios de temporizacidn a otro dispositivo. Habitualmente, este dispositivo se
encuentra en el extremo del enlace que proporciona el acceso WAN.

Lista de acceso estandar

Lista de acceso extendida

Modem : Un mdédem es un dispositivo de red que establece una conexion entre tu
red en casa y el proveedor de Internet. El tipo de mddem que utilizas corresponde
con el tipo de servicio de Internet que tienes. Por ejemplo, si estas usando Internet
de cable, tendras un cable de médem que se conecta a tu computadora via
Ethernet o USB.

DSL: Una conexién Internet DSL utiliza tu linea telefénica para recibir informacion
del proveedor de Internet. Debido a que la conexion es digital, esto permite que

utilices el teléfono y el Internet simultaneamente. Los médems DSL por lo general
incluyen divisores que te permiten conectar la computadora y el teléfono al mismo

contacto telefénico.

Cisco Packet Tracer: Cisco Packet Tracer es un potente programa de simulacion
de red que permite a los estudiantes experimentar con el comportamiento de la
red y se preguntan " qué pasaria si" las preguntas. Como parte integral de la
experiencia de aprendizaje integral Networking Academy, Packet Tracer ofrece
simulacion, visualizacion, creacion, evaluacion y capacidades de colaboracion y
facilita la ensefianza y el aprendizaje de los conceptos tecnologicos complejos.
Packet Tracer complementa equipo fisico en el aula, al permitir a los estudiantes a
crear una red con un numero casi ilimitado de dispositivos, fomentar la practica, el
descubrimiento y solucién de problemas. El ambiente de aprendizaje basado en la
simulacion ayuda a los estudiantes a desarrollar habilidades del siglo 21, tales
como la toma de decisiones, el pensamiento creativo y critico y resolucion de

problemas.Packet Tracer complementa los planes de estudios de Networking
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Academy, permite a los instructores para ensefiar y demostrar facilmente
complejos conceptos técnicos y disefio de sistemas de redes.

El software Packet Tracer esta disponible de forma gratuita a los instructores de
Networking Academy, estudiantes, ex alumnos y administradores que estan
registrados los usuarios Netspace.
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RESUMEN

En este informe se configura una red planteada, la cual involucra elementos de
capa 2 Switch y capa 3 Router para lograr interconectividad entre diferentes redes
Virtuales LAN y que a su ves los host conectados a estas LAN puedan salir a
internet por medio del protocolo NAT, las configuraciones para los host se
obtienen del servidor DHCP activado en R2; la intranet conformada por R1, R2 y
R3 se establece por medio del protocolo OSPF para asi permitir dicha

interconectividad.
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INTRODUCCION

En el presente informe se da a conocer la solucion a la actividad de habilidades
practicas planteada en la plataforma netacad en la cual se solicita realizar la
configuracion a una red este proceso de configuracidn requiere tener comprension
de todo lo visto durante el transcurso del seminario pasando por configuraciones
basicas de Switch y Router e implementacion de protocolos de enrutamiento

configuraciones de servidores DHCP.

En este trabajo el lector tendra acceso a imagenes las cuales tiene todos los

cédigos de configuracién para llegar a la solucion final.

Se evidenciaran pruebas desde host de las redes virtuales VLAN que tendran

comunicacién con una internet simulada
Todo esto gracias a la herramienta Cisco Packet Tracer la cual simula uno a uno

los elementos de red para lograr la verificacion de las configuraciones introducidas

a los diferentes equipos en la red
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OBJETIVOS

Objetivo general

Implementar la red propuesta y realizar la configuracién sugerida

Objetivos especificos

Realizar configuraciones basicas como nombre del equipo, contrasefias de
acceso.

Realizar la tabla de enrutamiento para la red teniendo en cuenta las
especificaciones dadas.

Configurar el protocolo OSPF.

Configurar servidor DHCP.

Configurar NAT.

Configurar listas de acceso estandar y extendidas .

Evidenciar las configuraciones finales y pruebas de ping y traceroute tanto

en los host como en routers .

24



1. SOLICITUD DE RED A IMPLEMENTAR

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Bogota, Medellin y Bucaramanga, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si cada uno
de los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas

aspectos que forman parte de la topologia de red.

Topologia de Red:

Figura 1
VIAN Direcdonamiento Nombre
Internet 30 152.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo
209.165.200.230 209.165.200.224/29 200 192.168.200.0/24 Mantenimiento
BOGOTA LoO | websServer
10.10.10.10/32
son
Lod 192.168.4.0/24
MEDELLIN Lo5 192.168.5.0/24

Lo6 192.168.6.0/24
BIMANGA

192.168.99.3
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1.1 Configurar el direccionamiento IP acorde con la topologia de red para cada

uno de los dispositivos que forman parte del escenario.

Parametros para la configuracion OSPFv2
1.2 Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes

criterios:
OSPFv2 a@rea 0
Configuracion ltem or Task Specification

Router ID R1 1.1.1.1
Router ID R2 2.2.2.2
Router ID R3 3.3.3.3
Configurar todas las interfaces LAN como
pasivas
Establecer el ancho de banda para enlaces 128kb/s
seriales en
Ajustar el costo de la métrica de S0/0 a 7500

Verificar informaciéon de OSPF

* Visualizar tablas de enrutamiento y routers conectados por OSPFv2

* Visualizar lista resumida de interfaces por OSPF en donde se ilustre el
costo de cada interface

* Visualizar el OSPF Process ID, Router ID, Address summarizations,

Routing Networks, and passive interfaces configuradas en cada router.

1.3 Configurar VLANSs, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de

red establecida.
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1.4En el Switch 3 deshabilitar DNS lookup.

1.5Asignar direcciones IP a los Switches acorde a los lineamientos.

1.6 Desactivar todas las interfaces que no sean utilizadas en el esquema de

red.

1.7 Implementar DHCP and NAT for IPv4.

1.8 Configurar R1 como servidor DHCP para las VLANs 30 y 40.

1.9Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para

configuraciones estaticas.

Configuracion DHCP para VLAN 30

Name: ADMINISTRACION
Configuracion DHCP pool para la VLAN DNS-Server: 10.10.10.11
30 Domain-Name: ccna-unad.com

Establecer default-gateway.

Configuracion DHCP para VLAN 40

Name: MERCADEO
Configuracion DHCP pool para la VLAN DNS-Server: 10.10.10.11
40 Domain-Name: ccna-unad.com

Establecer default-gateway.

1.10 Configurar NAT en R2 para permitir que los host puedan salir a
internet
1.11 Configurar al menos dos listas de acceso de tipo estandar a su
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criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.
1.12 Configurar al menos dos listas de acceso de tipo extendido o
nombradas a su criterio en para restringir o permitir trafico desde R1 o R3

hacia R2.

1.13 Verificar procesos de comunicacion y redireccionamiento de trafico
en los routers mediante el uso de Ping y Traceroute.
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2. SOLUCION DE LA CONFIGURACION PROPUESTA

Esquema de la implementacién en cisco packet tracer

Figura 2

Iy gﬂ ;

Interjet PC EJ
f X
Q

@

Web Server
lo0 10.10.10.10/32

Bogotd

Medellin Bucaramanga et

1 Ry Lo4192.168.4.0/24 N
o5 192.168.5.0/24
lo6 192. 168.6.0/24 5
<
» »

PC-A PC8

N
<« 1 > ﬂ @)
N/

Time: 00:19:53 | [Power Cyde Devices|[Fast Forward Time| Realtime

FIm s we YRR EEEEEEEELRE

1941 2901 2911 | 81910X BI19HGW | 829 1240 4321 | Generic Generic' | 1841

< n 3

a . m H . 2620XM

I m e
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Equipos utilizados

3 Router cisco 1841

2 Switch cisco 2960

3PC

1 Simulacién de Nube proporcionada por Packet Tracer
1 Modem DSL

1 Cable telefénico

6 Cable Ethernet directo

2 Cable serial DCE

3 tarjetas HWIC 2T cisco
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2.1 TABLA DE ENRUTAMIENTO

Equipo

S0/0/0
FO/0
F0/0.1
F0/0.30
F0/0.40

S0/0/1
S0/0/0
FO/0
LoO
S0/0/1
Lo4
Lo5
Lo6
Vian 1
Vian 1
PC Internet Bzt

FO

FO

V| O
o O
W >

Interface

F0/0.200

Direccion IP

172.31.21.1
192.168.99.1
192.168.99.1
192.168.30.1
192.168.40.1
192.168.200.1
172.31.21.2
172.31.23.1
209.165.200.225
10.10.10.10
172.31.23.2
192.168.4.0
192.168.5.0
192.168.6.0
192.168.99.2
192.168.99.3

209.165.200.230 255.255.255.248 209.165.200.225

DHCP
DHCP

31

Mascara de
subred
255.255.255.252

255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.252
255.255.255.252
255.255.255.248
255.255.255.255
255.255.255.252
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0

Puerta de
enlace

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A
192.168.99.1
192.168.99.1



2.2 CONFIGURACION S1
Configuraciones basicas que incluyen nombre y contrasefas para los diferentes

modos de configuracion

Figura 3

Edit Options View Tools

[ Physical | Config | CLI | Attributes |

105 Command Line Interface

3LINK-5-CHANGED: Interface FastEthernet(/3,

changed state to up

$LINEPROTO-S-UPDOWN: Line protocel on Interface FastEthernet(/3,
changed state to up

RLINK-5-CHANGED: Interface FastEthernetl/1l, changed state to up

$LINEPROTO-S5-UPDOWN: Line protocel on Interface FastEthernetl/1,
changed state to up

-4
Switch> - |
Switch>en y‘
Switch#config terminal '
Enter configuration commands, one per line. End with CNTL/Z.

LS

Switch(config) fhostname S1

Sl(config) #enable secret prueba

Sl(config)$line con 0

Sl(config-line)#password habilidades R
S1(config-line){legin

Sl (config-line)#logging synchronous
Sl(config-line)$line vty 0 15
Sl(config-line) #password habilidades
S1(config-line) $leogin
S1(config-line) fexit

S1(config) #service password-encryption —
Sl(config)$ Y

m

Ctrl+F6 to exit CLI focus [ copy |[ Paste |

‘ Time: zs:z;':o \,

Server-PT

- 924 a.m.
27/05/18

- % B D0
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2.2.1 CREACION DE LAS DIFERENTES VLAN
Figura 4

enee Windows 7 m@@&‘rﬂ»ﬂ@<#'

Edit Options View Tools Extensions H

File

[ Physical | config | CLI | Attributes |

10S Command Line Interface

S$LINEPROTO-5-UPDOWN: Line protoceol on Interface FastEthernetl/1,
changed state to up

Switch>
Switch>»en

Switchiconfig terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config) $hostname S1

Sl(ceonfig) #enzble secret prueba
Sl(config)fline con 0

Sl(config-line) §password habilidades
S1(config-line) $login

Sl(config-line) flcogging synchronous
Sl(config-line)fline vty 0 15

Sl (config-line) §password habilidades
S1(config-line) $login
S1(config-line) exit

Sl (config) #service password-encryption
Sl(config)gvlan 30

Sl (config-vlan) name Administracion
S1(config-vlan) §vlan 40
S1l(config-vlan) name Mercadeo
Sl(config-vlan)§vlan 200
Sl(config-vlan) fname Mantenimiento
S1(config-vlan) exit

51 (config) §

1

Ctrl+F6 to exit CLI focus

Server-PT

826 a.m.
27/05/18

" @ 0O
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2.2.2 CONFIGURACION DE INTERFACES

Se asigna la interface FastEtherne0/1 a la vlan 30

ecee Windows 7 mO QFE D DD«

| File

Edit Options View Tools Extensions Help

| Physical | Config | clI | Attributes |

10S Command Line Interface

Switch>
Switch>»en

Switchiconfig terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config) §hostname S1

Sl (config) #enable secret prueba

Sl(config)fline con 0

Sl(config-line)#password habilidades

51 (config-line)$login

Sl(config-line)$logging synchronous

Sl(config-line)fline vty 0 15

Sl(config-line)#password habilidades

S1(config-line)$login

S1(config-line) fexit

Sl(config)#service password-encryption

Sl(config)$vlan 30

Sl (config-vlan)#name Administracion

Sl(config-vlan)fvlan 40

Sl(config-vlan) §name Mercadeo

Sl(config-vlan)gvlan 200 =
Sl(config-vlan)#name Mantenimiento
S1(config-vlan) fexit
Sl(config)#interface £0/1
S1(config-if) §sw

Sl(config-if) §switchport mode access
Sl(config-if) ¢switchport access vlan 30
S1(config-if)$§

m

|

Ctrl+F6 to exit CLI focus Copy || Paste |

< n Top
Time: 25:25:27

Server-PT

ES " R 9:27 a.m.
27/05/18

- % @ 00
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Se configura la interface Fastethernet0/3 modo troncal.

Figura 6

[ NON N Windows 7 H ) QF A KL EE « 3

Edit View Tools

Options

7HE

| Physical | Config | cI | Attributes |

105 Command Line Interface

Sl(config-line)#logging synchreonous
Sl(config-line)$§line vty 0 15

Sl (config-line) #password habilidades
S1(config-line) §login
S1(config-line) fexit

Sl(config)#service password-encryption
Sl(config)$vlan 30

Sl (config-vlan) #name Administracion
Sl(config-vlan)#vlan 40
Sl(config-vlan) §name Mercadeo

Sl (config-vlan)$vlan 200
Sl(config-vlan) #name Mantenimiento

51 (config-vlan) fexit

Sl(config) #interface £0/1
S1(config-if) §sw

Sl (config-if) §switchport mode access

Sl (config-if) §¢switchport access vlan 30
S1(config-if)#interface £0/3
Sl(config-if) #switchport mede trunk

S1(config-if)#
$LINEPROTO-S5-UPDOWN: Line protocel on Interface FastEthernet(/3,
changed state to down

1

R$LINEPROTO-S5-UPDOWN: Line protocel on Interface FastEthernet(/3,
changed state to up

1

S1(config-if) #

Ctrl4F6 to exit CLI focus [ copy || paste |

| [ Top

Server-PT

. 9:28 a.m.
27/05/18

ES & % @ D0
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Se configura la VLAN nativa VLAN 1 con direccion IP para la administracion

remota del Switch

Figura 7
enee Windows 7 B @QF BP0 EE «#

Tools

Extensions

®s1

physical | Config | CUI | Atrbutes

10S Command Line Interface

81 (config=-vlan)$#name Mantenimiento
Si(config-vlan)gexit
Si(config)tintexrface £0/1

81 (config=if) $aw

Sl (config-if) g$awitchport mode access q

Si(config-if) gswitchport access vian 30
81 (config=-if) $interface £0/3
Sl (config-if) gawitchport mode trunk

Si(config-i®Hs v lIF | ...
SLINEPROTO-S-UPDOWN: Line protecel on Interface FastIthernet(/3, : \
changed state to down

SLINEPROTO-S-UPDOWN: Line protecol on Interface FastEthernet(/3, 8
changed state to up

Sil(config-if) sexit

Si(config)¢interface vlan 1 M

S1(config-if)$ip address 192.16€8.99.2 255.2556.2856.282
Sl (config-if)gno shucdown

51 (config-if)$
SLINK-5-CHANCED: Interface Vlianl, changed state ¢ up

SLINEPROTO-E-UPDOWNN: Line protoccol on Interface Vianl, changed
#Tate to up

S1(config-i#)3]

Cirl+F6 to exit QLI focus copy || paste |

« [ ) Top »
Time: 25:44:47 UL — — Realtime

IoasR [ — '
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2.3 CONFIGURACION DEL S3
Ajustes basicos como nombre y contrasefas
Figura 8

ecee Windows 7 m O G E b D«

| File  Edit

Options  View Tools Extensions Help

[ Physical | config | CLI | Attributes |

10S Command Line Interface

3LINEPROTO-5-UPDOWN: Line protocel on Interface FastEthernet0/3,
changed state to down

3LINEPROTO-5-UPDOWN: Line protocel on Interface FastEthernet0/3,
changed state to up

Switch>

Switch>en

Switchiconfig terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config) §hostname S3

S3(config) §sexrvice pasewcrd-encryption

% Invalid input detected at '~' marker.

S3(config) #§service password-encryption
S3(config) #enzble secret prueba
S3(config)£line con 0

S3(config-line) #password habilidades
S3(config-line) $login

S3(config-line) £logging synchronous
S3(config-line)$line vty 0 15
S3(config-line) §password habilidades
S3(config-line) #login

53 (config-line) #|

1

Ctrl+F6 to exit CLI focus

-
4 a . d Server-PT

9:52 a.m.
27/05/18

B . % D0
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2.3.1 CREACION DE VLAN Y DESACTIVAR DNS LOOKUP
Se desactiva DNS Lookup y se crean las VLAN solicitadas (30, 40, 200)

Figura 9

[ NON N

Windows 7

File Edit Options

O @ F MG OEE <%

[ Physical | Config | CLI | Attributes |

10S Command Line Interface

Switch>

Switch>en

Switchiconfig terminal

Enter configuration commands, one per line.
Switch(config) §hostname S3

53 (config) #service paseword-encryption

% Invalid input detected at '~' marker.

S3(config) #§service password-encrypticon
S3(config) #enable secret prueba
S3(config)£line con 0

S3(config-line) #password habilidades
S3(config-line) §login

S3(config-line) §logging synchronous
S3(config-line)fline vty 0 15
S3(config-line) §password habilidades
S3(config-line) #login

53 (config-line) exit

S3(config) #nc ip domain-lockup
S3(config) évlan 30
53 (config-vlan) §name
S3(config-vlan) §vlan
53 (config-vlan) §name
S3(config-vlan) §vlan
S3 (config-vlan) #name
53 (config-vlan) fexit
SS(config)ﬂ

Administracicn
40

Mercadeo

200
Mantenimiento

End with CNTL/Z.

1

Ctrl+F6 to exit CLI focus

Time: 25:51:0

e

F0S g» % oY |

Server-PT

ES .

% @ 120

‘>&533Jn.
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2.3.2 CONFIGURACION DE INTERFACES

Se asigna la interface fa0/1 a la VLAN 4, se coloca la interface fa0/3 en modo
troncal y se configura la IP para administracion remota del Switch por medio de la
VLAN 1

Figura 10

ecee Windows 7 m O G E b D«

Tools

File  Edit

View

Options

[ Physical | config | clI | Attributes |

10S Command Line Interface

53 (config-vlan) exit -
S3(config) #intertace £0/1

% Invalid input detected at '~' marker.

S3(config) #interface £0/1
S3 (config-if) §sw
S3(config-if) #switchport mode access

S3(config-if) #switchport access vlan 40

S3(config-if) ¢interface £0/3

S3(config-if) #§switchport mode trunk

S3(config-if) gexit

53 (config) #interface vlan 1

S3(config-if)#ip address 152.168.99.3 255.255.255.252
Bad mask /30 for address 1392.16€8.55.3
S3(config-if)#ip address 152.168.939.3 255.255.255.0
S3(config-if) #nc shutdown

S3(config-if)
$LINK-5-CHANGED: Interface Vlanl, changed state to up

$LINEPROTO-S5-UPDOWN: Line protocecl on Interface Vlanl, changed
state to up =i

S3(config-if) §exit =
S3(config) #ip de

S3(config) #ip default-gateway 192.168.599.1 —
SS(config)SI L

Ctrl+F6 to exit CLI focus

‘g a . d Server-PT

-10:02 a.m.

ES . [m: & %7 )
P @ 120 acng
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Se configura la interface fa0/24 en modo troncal
Figura 11

(YN X ) Windows 7 v I

— - = A A o =L - =
"/ = = [ Eal B U LU ‘ ,KD ,gj /£> ‘ ‘Eﬁg — ‘=b ﬁ) ’?
‘ i t: 21:38:(
L ical —— vironment: HE L H
e B s1 4 W [ESRECEE)
~
| r |_, Pty
| - : . |
| |Phystcal IConﬁg | CLI |Ath'bu’hes|
10S Command Line Interface E =
RLINK-5-CHANGED: Interface FastEthernet(/24, changed state to up A~
S$LINEPROTO-5-UPDOWN: Line protccel on Interface FastEthernet0/24, x
changed state to up
User Rccess Verification .
Password: e
Sl>en \
Password:
Slgconfig t M

Enter configuration commands, one per line. End with CNTL/Z.
Sl(config) ¢interface £0/24

S1(config-if) §sw -
Sl({config-if) #¢switchport mode M
Sl(config-if) #¢switchport mode trunk

S1l(config-if)$

RLINEPROTO-5-UPDOWN: Line protocel on Interface FastEthernet0/24,
changed state to down

RLINEPROTO-5-UPDOWN: Line protocel on Interface FastEthernet0/24, j
changed state to up =

S1(config-if)$ i

Ctrl+F6 to exit CLI focus [ copy || Paste |

< " Top »
Time: 29:54:00 ._ 1

Realtime

>ImIES | A F 5 S E
H : - Copper Straight-Through :

= AR o
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2.3.3 DESACTIVAR LAS INTERFACES QUE NO SE UTILIZAN
Figura 12

ecee v |

User Access Verification

Password:
Password:

E3>en

Password:

83fconfig ¢t

Enter configuration commands, one per line. End with CNTL/Z.
S§3(config)sinterface £0/2

S§3(config-if) gshutdown —a

SLINK-5-CHANGED: Interface Fastithernet0/Z2, changed state to ‘5
administratively down
S3(config-if) 3 v
Ctrl+F6 to exit LI focus [ Copy Paste ]
5 EEiL
< L [ Top » '{;

Time: 30:03:37 {1 —~ Realtime

ImF@e oo =2 S RE
H = - l Copper Straght-Through ’
= R ’
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Figura 13

[ NN N J Windows 7

Extensions

Physica | Config | CLI | Attrbutes

10S Command Line Interface

User Access Verification

Password:
Password:

S3»en

Password:

S3gconfig t©

Enter configuration commands, one per line.
S3(config)$interface £0/2

S3 (config-if)g$shutdown

SLINK-E-CHANGED: Interface FastEthernet0/2,
administratively down

83 (config-if)$#interface range £0/4-24

83 (config-if-range) #shutd

End with CNTL/Z.

changed state to

< fama]

Ctrl4F6 to exit CLI focus

| Copy || Ppaste

]

< m U Top

|

Time: 30:04:0

»

dImFES 5 EHE 007
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Figura 14

Windows 7 v ¥

Edit

File Options Tools Extensions Help

1] 7
]
Logical
i ®s3
a : . N (AN - §
[ Physical | config | CLI | Attributes |
10S Command Line Interface E =
administratively down -
3LINK-5-CHANGED: Interface FastEthernet0/22Z, changed state to x
administratively down
3LINK-5-CHANGED: Interface FastEthernet0/23, changed state to S
administratively down

3LINK-5-CHANGED: Interface FastEthernet0/24, changed state to
administratively down

53 (config-if-range) fexit

S3(config) #interface g0/1-2

% Invalid input detected at '~' marker. y]

S3(config) ¢interface renge g0/1-2

K
% Invalid input detected at '~' marker. M

S3(config) ¢interface range g0/1-2
S3 (config-if-range) §shutdown

RLINK-5-CHANGED: Interface GigabitEthernetl/1l, changed state to
administratively down

RLINK-5-CHANGED: Interface GigabitEthernet(/2Z, changed state to E
administratively down
53 (config-if-range) §

1

Ctrl+F6 to exit CLI focus [ copy || Paste |

<o il [ 70p 4
Time: 30:04:33 {| n

— — ZJ Realtime

o 2O EE R

IZI < m »
m Copper Straight-Through

= R

oo
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2.4 CONFIGURACION DEL ROUTER 1

Configuraciones basicas como nombre y contrasefias

Figura 15

eoee Windows 7 E ) QF B O L0 EE <«

File  Edit View Tools Extensions Help

Options

| Physical | Config | CLI | Attributes |

10S Command Line Interface
Compiled Wed 18-Jul-07 04:52 by pt_team -

--- System Configuration Dialeog ---

Wiould you like to enter the initial configuration dialeg? [yes/
nel: n

Press RETURN to get started!

Router>en

Routergconfig t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) §hostname R1

Rl (config) #§service password-encrypticn

Rl (config) #enable secret prueba

Rl(config)#line con 0

Rl (config-line) §password habilidades

Rl (config-line) §login

Rl (config-line) #logging synchronous —
Rl(config-line)$line vty 0 15

Rl (config-line) §password habilidades
Rl (config-line) §legin

Rl (config-line) gexit

21 (config) §

1

Ctrl+F6 to exit CLI focus [ copy |[ paste |

Top
Time: 26:27:07 |}

&'ﬁl- {-. == s o= camn e ¥
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2.4.1 PROTOCOLO 802.1Q EN FAO0/0
Configuracion del protocolo 802.1q para las diferentes VLAN del ejercicio
Figura 16

[ NoN N Windows 7 v {f]:

Edit Options

‘XX ; | Physical | Config | CLI | Attributes |

10S Command Line Interface

1

User Access Verification Cl\
Password: ‘
Rl>en

Password: ‘
Rlgconfig t

Enter configuration commands, one per line. End with CNTL/Z.

Rl (config) #interface £0/0.1 !Sﬂ
Rl (config-subif) §encap

Rl (config-subif) §encapsulation detlg 1
Rl (config-subif)f#ip address 152.168.599.1 255.255.255.0 -
Rl (config-subif) interface £0/0.30 ef:
Rl (config-subif) §encap

Rl (config-subif) §encapsulation detlg 30

Rl(config-subif)$ip address 132.168.30.1 255.255.255.0

Rl (config-subif) #interface £0/0.40

Rl (config-subif) §encapsulation dotlg 40

Rl (config-subif) #ip address 1392.168.40.1 255.255.255.0 8
Rl (config-subif) #interface £0/0.200

Rl (config-subif) fencapsulation detlqg 200
Rl(config-subif)fip address 152.168.200.1 255.255.255.0
21 (config-subif) g

1

Ctrl+F6 to exit CLI focus [ copy || paste |

‘ Time: 26:5,]'.':5 ] \ 1 ealtime
3-}-0 % OO J.
4 a . a : - Server-PT '

—10:54 a.m.
27/05/18

e : ~
. /- _. S =R
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2.4.2 CONFIGURACION SERVIDOR DHCP

Se excluyen las 30 primeras direcciones del servidor DHCP para la VLAN 30 vy la
VLAN 40

Figura 17

[ NoN N Windows 7 v ¥

Edit

File Options View Tools Extensions Help

B Routerl 5

| Physical | Config | cI | Attributes |

10S Command Line Interface

Rl>en

Password:

Password:

Password:

Rlgconfig terminal

Enter configuraticn commands, one per line. End with CNTL/Z.
Rl (config) #ip dhcp excluded-addess 152.168.30.1 152.168.30.30

% Invalid input detected at '~' marker.

Rl (config) #ip dhcp excluded-address 192.168.30.1 152.168.30.30

Figura 18

Rl (dhcp-config) exit
Rl (config) #ip dhcp excluded-address 1352.168.40.1 1352.1€8.40.30
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Configuracion de DHCP en el R1 para las VLAN 30 y 40
Figura 19

e0ee Windows 7 v ¥

File Edit Options

. Routerl

| Physical | config | cuI | Attributes |

o

10S Command Line Interface

Password:

Rl>»en

Password:

Rlgconfig t

Enter configuration commands, cne per line. End with CNTL/Z.
Rl (config) #interface £0/0.30

Rl (config-subif) $ip dhcp pool ADMINISTRACION

Rl (dhcp-config) #network 192.168.30.0 255.255.255.0

Rl (dhcp-config) §default-router 152.168.30.1

Rl (dhcp-config) §domain-name ccna-unad.com

% Invalid input detected at '~' marker.

Rl (dhcp-config) #dns-server 10.10.10.11
Rl (dhcp-config) §exit
Rl(config)

Rl con0 is now available

Ctrl+F6 to exit CLI focus

157 p.m.

B o W
Mz @ (2 ) 27/05/18
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Figura 20

Windows 7

Edit Options View Tools

File

¥ Routerl

[ Physical | Config | CLI | Attributes |

m
II

10S Command Line Interface

User Access Verification

Password:
Password:

Rl>en

Password: e
Password: i ‘
Rlgcinfig ter
% Invalid input detected at '~' marker. !sﬂ
Rlgconfig ter

t

Enter configuration commands, cone per line. End with CNTL/Z.
Rl (config) #interface £0/0.40

Rl (config-subif) §ip dhcp peol MERCADEQC

Rl (dhcp-config) #network 192.168.40.0 255.255.255.0

Rl (dhcp-config) §def

Rl (dhcp-config) §¢default-router 192.168.40.1

Rl (dhcp-config) §domain-name ccna-unad.com

% Invalid input detected at '~' marker.

1

Rl (dhcp-config) §dns-server 10.10.10.11
Rl(dhcp-config)ﬂ

1

Ctrl4F6 to exit CLI focus [ copy || Paste |

*7ZOIpJn
27/05/18

ES 4 % @ %0 )
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2.4.3 CONFIGURACION DE OSPFV2 EN EL R1
Figura 21

e0ee Windows 7 v I

File Edit Options

. P

m

f # Routerl E@u =
S -

[ Physical | config | CLI | Attributes |

10S Command Line Interface

Rl (dhcp-config) §domain-name ccna-unad.com ~ ()\

% Invalid input detected at '~' marker.

Rl (dhcp-config) §dns-server 10.10.10.11
R1 (dhcp-config) §exit

Rl (config) #do wr ‘
Building configuration...

[CK]

Rl (config)§ y]
Rl (config) §end
R1lg l
%SYS-5-CONFIG_I: Configured from conscle by conscle QE:

Rlgcopy running-config startup-config
Destination filename [startup-config]?
Building configuration...
[OK]
Rlgceonfig t
Enter configuration commands, one per line. End with CNTL/Z.
Rl (config) #router ospf 1
Rl (config-router) §router-id 1.1.1.1
Rl (config-router) #network 152.168.59.0 0.0.0.25
Rl (config-router) §network 152.168.30.0 0.0.0.255 area 0 il
Rl (config-router) #network 152.168.40.0 0.0.0.25
<

Rl (config-router) §network 152.168.200.0 0.0.0.255 area 0

Rl (config-router) #network 172.31.21.0 0.0.0.3 area 0

Rl (config-router) o
< 1 )

Ctrl+F6 to exit CLI focus copy || Paste |

Time: 30:20 | Realtime
> |
[[]Top
»
E
Copper Straight-Through

I Ra
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2.4.4 CONFIGURACION INTERFACE SERIAL0/0/0
Figura 22
(] Windows 7 v ¥

t Options  View Tools Extensions Help

P
# Routerl — =

| Physical | Config | CLI | Attributes |

10S Command Line Interface
legging synchronous -
login
!

line zux 0
1

linevey 04 L IF | I
password 7 08294D4C00150C13130F03817
login

line vty S5 15

password 7 08294D4C00150C13130F03817
login

1

1

1

end

R1g

R1g

R1g

Rlgconfig t

Enter configuration commands, one per line. End with CNTL/Z.
Rl (config) ¢interface s0/0/0

Rl (config-if) #ip address 172.31.21.1 255.255.255.252 i
Rl (config-if) §no shutdown

m

$LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
Rl (config-if)

1

l Ctrl+F6 to exit CLI focus | copy || pPaste |||

Copper Straight-Through
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2.4.4.1 Configuracioén de la velocidad de reloj en la interface Serial0/0/0
Figura 23

File Edit Options

1)

Logkes T R ol [ e 125
S B Routel o B [t
- A
= M =
| Physical | config | clI | Attributes |
10S Command Line Interface =
Enter configuration commands, one per line. End with CNTL/Z. -~

Rl (config) #interface s0/0/0 x
Rl (config-if) #clock rate?
rate
Rl(config-if)§clock rate ? (K
Speed (bits per second
1200
2400 ’
4800
Se00
15200
38400 ‘
56000
@4000
72000 y]
125000
128000 ~
148000 M
250000
500000
800000
1000000
1300000
2000000
4000000
<300-4000000> Choose clockrate from list zbove
Rl (config-if)#clock rate 128000
Rl(config-if) fend

m

Ctrl+F6 to exit CLI focus [ copy || Paste |

m— || 3
Time: 31:16:24 n

¢ — — £ Realtime

>ImFES o E 55

< 1 »
EI E Copper Straight-Through

3:18 p.m.
27/05/18

M W 12 O
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2.4.5 FUNCIONAMIENTO SERVIDOR DCHP

Evidencia de el funcionamiento de servidor DHCP para las diferentes VLAN (30,
40)

En la imagen PCO hace referencia a PC-A

Figura 24

(JoN X Windows 7 v X

| File Edit Options View Tools Extensions Help

-
® pCo s S [E=EE T
physical | Config | Desktop | Programming | Attributes | rons
Ny
IP Configuration 55
@ DHCP ©) Static DHCP request successful. =
IP Address |192.168.30.31 |
Subnet Mask |255.255.255.0 |
Default Gateway |192.168.30.1 |
DNS Server |10.10.10.11 |
IPv6 Configuration
(©) DHCP () Auto Config @ Static
IPv6 Address /
Link Local Address FEB0::260: 2FFF:FE9A: 2325 ‘
a = IPv6 Gateway .;::jl
Time: 29:53:53 | Pow I IPv6 DNS Server [lime
’
|
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En la imagen PC1 hace referencia a PC-B

Figura 25

Default Gateway
DINS Server

1Pv6 Configuration
() DHCP

1Pv6 Address

Link Local Address
IPv6 Gateway
IPv6 DNS Server

() Statc DHCP request successful.

192.168.40.31 Q,
@

255,255.255.0

192.168.490.1
10.10.10.11 \
D () AutoConfig @ Static &7‘
: B

FEB0::201:97FF.FE17:4313

< L) H TOD
Time: 29:59:15

»

N5 5z

m ] »

%= '

Copper Straight-Through
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2.5 CONFIGURACION R2
Configuraciones basicas como nombre y contrasefias.

Figura 26

enee Windows 7 B QFB0 0EE <«

¥ Routerd T [F=pEy—=)

[ Pryscal | Cong | Q1 | Ambutes

Tastithernes0/3 unassigned YES unset administratively dowm down -
Seziall/o/0 i72.31.23.2 YIS mamcal down down

Seriallso/l ima.12 YES mamcal up up
Loopacd 10.40.10.10 YES mamsal up up
Viani wnassigned YES unset administrasively downm down
Router (config) tead

Routert

SSYS-S~-CONTIC_I: Cenfigured from comscle by comsole

X

Q

105 Command Une Interface )
N

&

o

Routerscopy renning-config ssarsup-ooafig
Destizazion filezame [startup-config)?
Buildiag configaration...

oK)

Routerdcont ¢

Enter configuration commands, one per line End wish ONTL/2
Router (config) thcetnane RI

Rl (comfig) feervice passwordrencryptios

Rl lcomfig) fenable seczet pruaba
R2(coafigitline coa 0

RI (eonfig-line) spassvord habilidades

R3 (comfig-line)tlogin

R (comfig=line)flogying

§ Incceplete ccamand.

Rl contfig-line) tloguing syschronous
RI(eonfig-line)siine vey O 15

S Ri (comfig-line) spassvord habilidades e
R3 (comfig=line)flicgin
Rl iccatig-line)s| -

CurieFé 10 et QLI foous
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2.5.1 CONFIGURACION INTERFACES
Configuracion interface Serial0/0/0-1

Figura 27

'oooo Windows 7 E@@E‘m»aqa‘

VHE

Edit Options View Tools Extensions Help

#® Routerd E@u

| Physical | config | clI | Attributes |

10S Command Line Interface

RZ (config)#line con 0 A~

22 (config-line) fexit (k
RZ (config) #enable secret prueba

RZ (config)fline con 0

RZ2 (config-line) #password habilidades .
RZ (config-line) #login
R2 (config-line) $logging synchronous reeer
RZ (config-line)#line vty 0 15 : l&
RZ (config-line) #password habilidades

R2 (config-line) $login

RZ (config-line) fexit 571
RZ (config) #interface s0/0/1

R2 (config-if) #ip address 172.31.21.2 255.255.255.0
RZ (config-if) §no shutdown g

R2 (config-if) ¢
3LINK-5-CHANGED: Interface Serizl0/0/1, changed state to up

RZ (config-if)
3LINEPROTO-5-UPDOWN: Line protocel on Interface Serial0/0/1,
changed state to up

R2 (config-if) ¢interface s0/0/0
R2 (config-if) #ip address 172.31.23.1 255.255.255.0
RZ (config-if) §no shutdown

m

3LINK-5-CHANGED: Interface Serizl0/0/0, changed state to down
R2 (config-if)$§

1 |

Ctrl+F6 to exit CLI focus

E m Copper Straight-Through

73:29 p.m.
27/05/18

u—| |‘,|
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Configuracion interface LoopBack 0

Figura 28

enee Windows 7 ﬂ@@ﬁﬂﬂ»ﬁ@dﬁ‘

| File Edit Options View Tools

.
. Router0 E@u

[ Physical | config | CLI | Attributes |

10S Command Line Interface

RZ2 (config-if)# -~
$LINK-5-CHANGED: Interface Serial0/0/1, changed state to up C]\

R2 (config-if)$
$LINEPROTO-S5-UPDOWN: Line protocol on Interface Serial0/0/1,
changed state to up

R2 (config-if) ¢interface s0/0/0
R2 (config-if) #ip address 172.31.23.1 255.255.255.0
RZ (config-if) #no shutdown

SLINK-5-CHANGED: Interface Serial0/0/0, changed state to down
RZ2 (config-if) #interfrace lol

% Invalid input detected at '~' marker.

RZ2 (config-if) ¢exit
RZ (config) #¢interface lol

RZ (config-if)
2LINK-5-CHANGED: Interface Loopback0, changed state to up

$LINEPROTO-S-UPDOWN: Line proteccel on Interface LeoopbackO,
changed state to up 10§

1

R2 (config-if) #ip address 10.10.10.10 255.255.255.255
RZ (config-if) #no shutdown
22 (config-if) #

Ctrl+F6 to exit CLI focus

27/05/18
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Configuracion DCE en la interface 0/0/0 y configuracion interface FastEthernet0/0
Figura 29

Windows 7

O G E DR«

Edit

7Fﬂe Options

g

| Physical | config | cLI | Attributes |

10S Command Line Interface
2LINK-S5-CHANGED: Interface Loopback0, changed state to up ~ C)\

3$LINEPROTC-5-UPDOWN: Line protocol on Interface Loopbackl,
changed state to up

R2 (config-if) #ip address 10.10.10.10 255.255.255.255
RZ (config-if) #éno shutdown

RZ (config-if) §end

R2%

%SYS-5-CONFIG_I: Configured from conscle by console

R2gceonfig t
Enter configuration commands, one per line. End with CNTIL/Z.

R2 (config) #interface s0/0/0 QE:
R2 (config-if)#clock rate 128000

RZ (config-if) fexit

RZ (config) #interface £0/0

R2 (config-if)$209.165.200.225 255.255.255.248

% Invalid input detected at '~' marker.

RZ (config-if) #ip address 205.165.200.225 255.255.255.248
RZ (config-if) §éno shutdown

RZ (config-if)§
R$LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up =
=

R2 (config-if) ¢

Ctrl+F6 to exit CLI focus

-~ N _3:37 p.m.
DO sns
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2.5.2 CONFIGURACION OSPFV2 EN R2
Figura 30

'oooo Windows 7 ﬂ@@ﬁ‘ﬂﬂ»ﬂ<¢-‘

File Edit Options View Tools Extensions Help

——
[Root] |New Clusterl |Move Object"SetTlled Badcgroundl | Viewport "E_nv‘ronment: 01:30::
-

g T

# Router) ‘ E‘m

[ Physical | Config | ClI | Attributes |

10S Command Line Interface

R2gconfig t N
Enter configuration commands, one per line. End with CNTL/Z.

RZ (config) #¢interface s0/0/0

RZ2 (config-if) §clock rate 128000

RZ (config-if) gexit

RZ2 (config) #interface £0/0

R2 (config-if)$#209.165.200.225 255.255.255.248

% Invalid input detected at '~' marker.

RZ2 (config-if) #ip address 205.165.200.225 255.255.255.248
RZ (config-if) #no shutdown

RZ2 (config-if)#
3LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

RZ (config-if) fexit
R2 (config) §router ospf 1
RZ2 (config-router) §router-id 2.2.2.2

R2 (config-router) #network 172.31.21.0 0.0.0.3 area 0
RZ (config-router) fnetwork 172.31.23.0 0.0.0.3 area 0
RZ2 (config-router) network 10.10.10.10 0.0.0.0 area 0
R2 (config-router) #network 2039.165.299.224 0.0.0.7 area 0

% Invalid input detected at '~' marker.

m

RZ (config-router) §network 2035.165.200.224 0.0.0.7 area 0
R2 (config-router)

1

Ctrl+F6 to exit CLI focus [ Copy ] [

Top

< [ »
: |
Copper Straight-Through

‘3:42 p.m.

S —

ES 4 m: @ Y0

27/05/18
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2.5.3 CONFIGURACION NAT EN R2
Configurando redes IP NAT de entrada y salida y listas de acceso para las redes
internas.

Figura 31

File Edit Options

ra? Router) ( * E@u I

| Physical | config | cI | Attributes |

10S Command Line Interface !

3LINEPROTO-5-UPDOWN: Line protocel on Interface Serizl0/0/1, changed state to 5

up &

00:3€6:41: %0SPF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on Serizl0/0/1 £from LOADING to
FULL, Loading Done

Router (config)

Router (config) #interface s0/0/1

Router (config-if) £ip nat inside

Router (config-if) §interface s0/0/0

Router (config-if) £#ip nat inside

Router (config-if) interface lol

Router (config-if) £ip nat inside

Router (config-if) §interface £0/0

Router (config-if) §ip nat outside

Router (config-if) gexit

Router (config) #ip access-list standard lent

Router (config-std-nacl) §permit 192.168.99.0 0.0.0

Router (config-std-nacl) §permit 192.168.30.0 0.0.0.

Router (config-std-nacl) §permit 192.168.40.0 0.0.0

Router (config-std-nacl) fpermit 192.168.4.0

Router (config-std-nacl) épermit 192.168.5.0

Router (config-std-nacl) épermit 192.168.6.0
0.
0

mm;mn NN
Moo
m nm

wm
wm

Router (config-std-nacl) $permit 1592 _.1€8.20
Router (config-std-nacl) §permit 10.10.10.1
Reouter (config-std-nacl) §exit

Router (config) §
- ]
(<) ‘k§ “J il ()
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Configurando el pool de direcciones IP publicas para realizar las traducciones.

Figura 32

enoee Windows 7 ) QF B O LBEE <«

File

Edit Options View Tools Extensions Help

#® Router0

| Physical | config | clI | Attributes |

10S Command Line Interface

up

00:3€6:41: %0SPF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on Serizl0/0/1 from LOADING to
FULL, Loading Done

Router (config)

Router (config) #interface s0/0/1

Router (config-if) £ip nat inside

Router (config-if) §interface s0/0/0

Router (config-if) £ip nat inside

Router (config-if) #interface lol

Router (config-if) £ip nat inside

Router (config-if) §interface £0/0

Router (config-if) £ip nat outside

Router (config-if) fexit

Router (config) #ip access-list standard lent

Router (config-std-nacl) permit 192.168.99.0 0.0.0

Router (config-std-nacl) permit 192.168.30.0 0.0.0.

Router (config-std-nacl) épermit 192.168.40.0 0.0.0.

I Router (config-std-nacl) épermit 192.168.4.0 0.0.0.2
Router (config-std-nacl) épermit 192.168.5.0 0.0.0.2
Router (config-std-nacl) g¢permit 192.168.6.0 0.0.0.2

l 0.0 0.0.0

0 0.0.0.0

Router (config-std-nacl) épermit 152.168.20
Router (config-std-nacl) $permit 10.10.10.1
Router (config-std-nacl) §exit

Router (config) §ip nat peol lsal 209.165.200.226 209.165.200.229 netmask
255.255.255.248
Router(config)ﬂ

wm g 5:31 p.m.
HAROE 70518

o e[ ®
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Comando para configurar la traduccién de direcciones internas a publicas.

Figura 33

Windows 7 E@@W.@Q‘.*ﬁl

File Edit Options View Tools Extensions Help

Il

=]
p}z

X
} Q
®

“
# Routerd ( * =6
[ Physical | config | cLI | Attributes |
105 Command Line Interface B
Router(config-if) #ip nat inside a
Router (config-if) §interface lol s
Router(config-if) #ip nat inside af:

Router (config-if) #interface £0/0

Router (config-if) £ip nat outside

Router (config-if) gexit

Router (config) #ip access-list standard lent

Router (config-std-nacl) §permit
Router (config-std-nacl) §permit
Router (config-std-nacl) §permit
Router (config-std-nacl) fpermit
Router (config-std-nacl) §permit
Router (config-std-nacl) §permit
Router (config-std-nacl) §permit
Router (config-std-nacl) §permit
Router (config-std-nacl) fexit

255.255.255.248

Router (confiqg) §

192.168.99.0 0.0.0
1592.168.30.0 0.0.0.
152.168.40.0 0.0.0.
152.168.4.0 0.0.0.2
152.168.5.0 0.0.0.2
152.168.6.0 0.0.0.2
152.168.200.0 0.0.0
10.10.10.10 0.0.0.0

Router (config) #ip nat poel lsal 209.165.200.226€ 205.165.200.229 netmask

Router (config) #ip nat inside source lent pecol lszl overload

I % Invalid input detected at '~' marker.
I Router(config) §ip nat inside socurce lent peol lsal
% Invalid input detected at '~' marker.

Router (config) #ip nat inside source list lent pecol lsal

e |
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2.5.3.1 Prueba de conectividad y visualizacion de la configuracion NAT
Figura 34

=] LA Windows 7 v &

Time: 34:05:22 I e Realtime

LT L

10 pm.
T N518
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Figura 35
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Se aprecia el funcionamiento de NAT en cual traduce la direccién privada a
publica
Figura 36

onee Windows 7 mIQFS*UED«%

nG: e l ADR:Oxef l CONTROL: G000
DATA (VARIABLE LENGTH)
FCS-0x0000 I nG: 07e
@ -
e
° “ : % 2 s 2
5 N ' T Ve Captred o
4 0.0043
&
wa4| e I D5CP:0x00 28
30:0x0086 nAG PRAG OFFSET:Cx000 iw/w ] ol
$30x ‘
Tase I PRO: 01 Ccsum
SRC [91192.168.30.01
O, 0N, 07,
ST 191209, 165.200.200 %, 1P, IOPva,
ST, P08, 51, 5P,
co OPT /D000 Iuocln:. w00
Alpere
DATA (VARIABLE LENGTH) —=
4 =
. A=
o —— -
e 0 | B e e e ) £11%] simmulation

')JIIZ"'; AP EIEREPNAL
e . .
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Figura 37

B QF BP0 EE«®

| O5E Model | Inbound POU Detads | Outbownd POU Oetads -
e
POU Formats -
§ . s Bres X
PREAMBLE: 10191010 5.4 05T ADCR:0000.0
349.2534 @® -
SAC ADCRIO vw{cnur.-m FCH 0080
50C #84C.62 "] E0w "] ABLE LEngT 0600 . - \
-
e
® . ' w 24 nes R
&
CRL LR R A BRI EEE
vn‘-l = I OSCH w0 )
10 0wl0B6 RAG FRAG CFFSET 0wl00
$§:0x
™S I PRO:CxD1 OwEuM

SAC IP:209.165.200.22¢

OST 17209.165.200 250

CPT: 000000
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2.6 CONFIGURACION R3

Configuraciones basicas

Figura 38

onee Windows 7 v ¥
-
> 4
= M —
] Daack — Orvwonment: 07:57:30
Logical B | ¥ Router?
-
| £ L-!J ; - q
\ Phymcal | Confip | QI | atwibutes
. & 4
105 Command Uine Interface
Copyzight (@) 1986-3007 by Cisco Systems, Ino -
Compiled Wed 10-Jal+07 04:53 by pec_team x
~e= System Configerasion Dialog === q
¥ould you 1ike %0 e=tez the initial coafiguretion dialeg? [yes/
noll on . v
Press RETUSN 2o get stazted! \
Ri \ &

£
L2

4

{ 219
23 :eenng—:mmll

Cirl+¥6 o ext QLI focus

Routezren

Routertconfig Sermisal

Enter Configuration commands,
Router (config) thostzame R3
(config) fsezvice passvordrencrypticn
teenty
{eonfig)siine oom O

lconfig-line) tpassvord habilidades
lconfig-line) tlogin

(centfig-iine) dlogging synchronous
leonfi

one per line. End wicth ONTL/Z

Senable seczet pruaba

nelsline vsy 0I5
ne)tpassverd habilidades
line) #login

Copper Croas-Over
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2.6.1 CONFIGURACION DE INTERFACES
Configuracion interface Serial0/0/0
Figura 39

(Mo N Windows 7 v

7F|Ie Edit Options

/@/@/(@‘E'H

—

# Router2 '

[ Physical | config | LI | Attributes |

[MCUIT Y00 IIXE CU EBICEL CIE IIICI=I CONIIgUISCICI UI=Ivg? LreS7

nel: n [Z

10S Command Line Interface q

Press RETURN to get started!

‘l
Router>en
Routergconfig terminal 553
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) §hostname R3 K
R3(config) #service password-encryption &Eﬁ
R3(config) #enable secret prueba
R3(config)fline con 0
R3(config-line) §password habilidades B
R3(config-line) $legin 4
R3(config-line) #logging synchronous a
R3(config-line)fline vty 0 15
R3(config-line) §password habilidades
R3(config-line) $login
R3(config-line)$
R3(config-line) fexit
R3(config)$
{ R3 (config) #interface s0/0/1
R3(config-if)#ip address 172.31.23.2 255.255.255.252
R3(config-if) §no shutdown

T Ctrl+F6 to exit CLI focus Copy || Paste |

o |
-

[C] Top

2 0m 8 9Kl
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Configuracion interfaces Loopback solicitadas.

Figura 40
-.OOQ Windows 7 V¢-15

7F|Ie Edit Options

f\o [ Physical | config | CUI | Attributes |

10S Command Line Interface =

changed state to up

R3(config-if) #interface lo4

2LINK-5-CHANGED: Interface Loopback4, changed state to up

R$LINEPROTO-5-UPDOWN: Line protoccl on Interface Loopback4,
changed state to up

R3(config-if) (}\
@

R3(config-if)#ip address 152.168.4.1 255.255.255.0
R3(config-if) no shutdown
R3(config-if) #interface loS

%
R3(config-if)# M

$LINK-5-CHANGED: Interface Loopback5, changed state to up

5
3$LINEPROTO-5-UPDOWN: Line protoccl on Interface Loopback$5, hf:
changed state to up

T ii
R3(config-if) #ip address 192.168.5.1 255.255.255.0 "
R3(config-if) §nc shutdown

R3(config-if)#interface lo€ a

R3(config-if)#
2LINK-5-CHANGED: Interface Loopbacké, changed state to up

$LINEPROTO-S5-UPDOWN: Line protocel on Interface Loopbacké, =
changed state to up

m

R3(config-if)#ip address 1592.168.6.1 255.255.255.0
R3(config-if) §nc shutdown
R3(config-if) ¥

1

Ctrl+F6 to exit CLI focus

[T Top

Copper Cross-Over

S —

p—

D A B B 9K S
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2.6.2 LISTAS DE ACCESO DEL TIPO ESTANDAR Y EXTENDIDAS

Creacion de listas de acceso estandar que permiten a las redes Loopback 5y 6

saliry a la red LoopBack 5 le niega la salida por la interface S0/0/0 al router R2

Figura 41

[ NoN N |

N —

Xier

Ve HEADRARERRE=

Logical B3 — — -
Cﬁb [ Physical | config | ClI | Attributes |
105 Command Line Interface

User Access Verification

Password:
Password:

R3>

R3>en

Password:

R3gconfig ¢t

Enter configuration commands, one per line. =
R3(config) fAccess~1list 1 permitv 192.168.4.0 0
R3(config) $Access~list 2 permit 192.168.5.0 0.0.
R3(config) $Access-list 3 deny 192.1€8.€.0 0.0
23 (config) $interface 30/0/1

R3(config-if)sip access-group 1 ocutc

R3 (config-if)$ip access-group 2 out
R3(config=-if)$ip access~-group 3 ocut
Rs(confiq-if)ﬂ

Ctrl+F6 to exit QLI focus [ Copy

< m D T”
Time: 35:18:

P —T—

yamFee S = T s

&
Z B ® KD

Copper Cross-Over
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Creacion de dos listas extendidas una para impedir el trafico desde un host
especifico de la red Loopback 5 hacia R2 y la otra lista permite que todas las redes
de R3 accedan a R2 exceptuando el host al cual se le ha impedido el acceso.

Figura 42
e0eo Windows 7 v &

[ Physical | Config | CU | Attributes |

108 Command Line Interface

"3z

R3¢

R3s

R3s

R3e

R3¢

R3s

23z

R3¢

R3s

R3s

R3e

R3¢

R3s

23t

R3¢

R3s

R3s

R3gconfig terminal

Enter configuration commands, one per line. End with CNTL/Z.
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2.6.3 AJUSTE DEL COSTO DE LA METRICA
Ajuste del costo de la métrica en R1 de las interfaces Seriales0/0/0 de R1y R2 a
7500

Figura 43
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Ajuste de la métrica en R2

Figura 44
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Routing Protocel is "ospf 1"

Cutgoing update filter list for all interfaces is not set

Incoming update filter list for all interfaces is not set

Router ID 2.2.2.2

Number of areas in this router is 1.

Maximum path: 4

Routing for Networks:
172.31.21.0 0.0.0.3 area 0
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Gateway Distance Last Update
1.1.1.1 110 00:27:1¢
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RZgconfig terminal

Enter configuration commands,
RZ2 (config) §interface s0/0/0
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2.7 INTERFACES LAN PASIVAS

Se configuran las interfaces seriales de los routers R1 y R2 a pasivas dentro de la
configuracion de OSPF, se evidencia en la siguiente imagen la configuracion
pero al momento de establecer comunicacion entre la PC-A y el PC-Internet la
comunicacion falla en este trabajo se evidenciara por medio de un link a la nube el
archivo .pkt el cual tiene toda la configuracion que se esta evidenciando en este
trabajo dicho link se compartira en el area de notas finales

Figura 45
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R2%
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03:00:25: %0SPF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on Serial0/0/1
from FULL to DOWN, Neighbor Down: Dead timer expired
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2.8 PRUEBAS DE PING Y TRACEROUTE
Pruebas de ping y traceroute en R1
Figura 46
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Password:

Rl>en
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Password:
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Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 205.165.200.230, timecut is 2
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Success rate is 100 percent (5/5), round-trip min/avg/max =
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Rlgtracercute 209.165.200.230
Type escape segquence to abort.
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1 172.31.21.2 8 msec 0 msec 1 msec
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Prueba tracert y ping en la PC-A
Figura 47
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Prueba de Ping y tracert en la PC-B
Figura 48
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Ping statistics for 209.165.200.

Packets: Sent = 4, Received (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1lms, Maximum = 10ms, Average = 3ms

C:\>ping 209.165.200.230
Pinging 209.165.200.230 with 32 bytes of data:
.200.230: bytes=32 time=2éms TTL=12¢6

Reply from 2085. 2
.200.230: bytes=32 time=lms TTL=12¢6
2
2
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Ping statistics for 209.165.200.230:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1lms, Maximum = 2éms, Average = 12ms

C:\>tracert 209.165.200.230

Tracing route to 209.165.200.230 over a maximum of 30 hops:
ms ms ms 2.168.40.1
ms ms ms 72.31.21.2

ms ms ms 205.165.200.230

Trace complete.
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2.9 CONFIGURACIONES DE LA NUBE

Para realizar esta configuracion y siguiendo los lineamientos establecidos el la

guia de trabajo se implementa una nube genérica en el simulador cisco packet

tracer y ya que la conexién del R2 Bogota se realiza por medio de la interface

fa0/0 hacia la nube hay que implementar un modem DSL quedando la

configuracion de la red final asi:
Figura 49
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El Internet PC se conecta por medio de su interface FastEthernet a la interface
FastEthernet 6 de la nube, el modem se conecta desde su interface telefonica por
medio de cable telefénico al modem 4 de la nube, el R2 se conecta por medio de
su interface f0/0 a la interface FastEthernet del modem.

2.9.1 COMPOSICION DE LA NUBE
Se configura una conexion DSL entre el modem 4 y la FastEthernet 6 asi:
Figura 50
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Prueba conectividad de toda la red incluida la nube.

9 2
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Se puede observar en la figura 51, parte inferior derecha que los paquetes son
enviados y recibidos correctamente se realizan pruebas desde PC-A a Internet -
PC, Internet-PC a PC-B y PC-A a R3 (Bucaramanga)
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3 CONFIGURACIONES DEFINITIVAS.
Configuraciones que quedaron establecidas en los elementos routers y switches a

esta informacion se accede con el comando show running-config

3.1 CONFIGURACION S1

Emitiendo el comando

show running-config

User Access Verification

Password:

Password:

S1>en

Password:

S1#show running-config
Building configuration...

Current configuration : 1516 bytes

!

version 12.1

no service timestamps log datetime msec

no service timestamps debug datetime msec
service password-encryption

/

hostname S1

!

enable secret 5 $1$mERr$kMt7fin4zcYCQPWHFgMX7/
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!

!

spanning-tree mode pvst
spanning-tree extend system-id
!

interface FastEthernet0/1
switchport access vlan 30
switchport mode access

!

interface FastEthernet0/2
shutdown

!

interface FastEthernet0/3
switchport mode trunk

!

interface FastEthernet0/4
shutdown

!

interface FastEthernet0/5
shutdown

!

interface FastEthernet0/6
shutdown

!

interface FastEthernet0/7

shutdown
/
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interface FastEthernet0/8
shutdown

!

interface FastEthernet0/9
shutdown

!

interface FastEthernet0/10
shutdown

/

interface FastEthernet0/11
shutdown

!

interface FastEthernet0/12
shutdown

!

interface FastEthernet0/13
shutdown

!

interface FastEthernet0/14
shutdown

!

interface FastEthernet0/15
shutdown

!

interface FastEthernet0/16
shutdown

!

interface FastEthernet0/17

shutdown
/
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interface FastEthernet0/18
shutdown

!

interface FastEthernet0/19
shutdown

!

interface FastEthernet0/20
shutdown

/

interface FastEthernet0/21
shutdown

!

interface FastEthernet0/22
shutdown

!

interface FastEthernet0/23
shutdown

!

interface FastEthernet0/24
switchport mode trunk

!

interface Vlan1

ip address 192.168.99.2 255.255.255.0
!

!

!

!

line con 0

password 7 08294D4C00150C13130F0917

logging synchronous
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login

!

line vty 0 4

password 7 08294D4C00150C13130F0917
login

line vty 5 15

password 7 08294D4C00150C13130F0917
login

!

!

!

end

3.2 CONFIGURACION S3

User Access Verification

Password:

Password:

S3>en

Password:

S3#show running-config
Building configuration...

Current configuration : 1605 bytes
!

version 12.2
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no service timestamps log datetime msec
no service timestamps debug datetime msec
service password-encryption

!

hostname S3

!

enable secret 5 $1$mERr$kMt7findzcYCQPWHFgMX7/
/

/

/

no ip domain-lookup

!

/

spanning-tree mode pvst

spanning-tree extend system-id

!

interface FastEthernet0/1

switchport access vian 40

switchport mode access

/

interface FastEthernet0/2

shutdown

/

interface FastEthernet0/3

switchport mode trunk

!

interface FastEthernet0/4

shutdown

!

interface FastEthernet0/5
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shutdown

!

interface FastEthernet0/6
shutdown

!

interface FastEthernet0/7
shutdown

!

interface FastEthernet0/8
shutdown

!

interface FastEthernet0/9
shutdown

/

interface FastEthernet0/10
shutdown

!

interface FastEthernet0/11
shutdown

!

interface FastEthernet0/12
shutdown

!

interface FastEthernet0/13
shutdown

!

interface FastEthernet0/14
shutdown

/

interface FastEthernet0/15
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shutdown

!

interface FastEthernet0/16
shutdown

!

interface FastEthernet0/17
shutdown

!

interface FastEthernet0/18
shutdown

/

interface FastEthernet0/19
shutdown

!

interface FastEthernet0/20
shutdown

!

interface FastEthernet0/21
shutdown

!

interface FastEthernet0/22
shutdown

!

interface FastEthernet0/23
shutdown

!

interface FastEthernet0/24
shutdown

/

interface GigabitEthernet0/1
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shutdown

!

interface GigabitEthernet0/2

shutdown

!

interface Vlan1

ip address 192.168.99.3 255.255.255.0

/

/

!

/

line con 0

password 7 08294D4C00150C13130F0917
logging synchronous

login

/

line vty 0 4

password 7 08294D4C00150C13130F0917
login

line vty 5 15

password 7 08294D4C00150C13130F0917
login

!

!

end
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3.3 CONFIGURACION R1

User Access Verification

Password:

Password:

R1>en
Password:
R1#show running-config

Building configuration...

Current configuration : 2102 bytes

!

version 12.4

no service timestamps log datetime msec

no service timestamps debug datetime msec

service password-encryption

!

hostname R1

/

!

!

enable secret 5 $13mERr$kMt7fln4zcYCQPWHFgMX7/
!

!

ip dhcp excluded-address 192.168.30.1 192.168.30.30
ip dhcp excluded-address 192.168.40.1 192.168.40.30
/

ip dhcp pool ADMINISTRACION
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network 192.168.30.0 255.255.255.0
default-router 192.168.30.1
dns-server 10.10.10.11

ip dhcp pool MERCADEO

network 192.168.40.0 255.255.255.0
default-router 192.168.40.1
dns-server 10.10.10.11

ip dhcp pool vlan30

network 192.168.30.0 255.255.255.0
default-router 192.168.30.1
dns-server 10.10.10.11

ip dhcp pool vlan40

network 192.168.40.0 255.255.255.0
default-router 192.168.40.1
dns-server 10.10.10.11

!

!

!

no ip cef

no ipvé6 cef

!

!

!
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!

!

spanning-tree mode pvst

/

/

!

!

!

!

interface FastEthernet0/0

no ip address

duplex auto

speed auto

!

interface FastEthernet0/0.1
encapsulation dot1Q 1 native

ip address 192.168.99.1 255.255.255.0
!

interface FastEthernet0/0.30
encapsulation dot1Q 30

ip address 192.168.30.1 255.255.255.0
!

interface FastEthernet0/0.40
encapsulation dot1Q 40

ip address 192.168.40.1 255.255.255.0
!

interface FastEthernet0/0.200
encapsulation dot1Q 200

ip address 192.168.200.1 255.255.255.0
/
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interface FastEthernet0/1

no ip address

duplex auto

speed auto

shutdown

!

interface Serial0/0/0

ip address 172.31.21.1 255.255.255.252
ip ospf cost 7500

clock rate 128000

!

interface Serial0/0/1

no ip address

clock rate 2000000

shutdown

/

interface Vlan1

no ip address

shutdown

!

router ospf 1

router-id 1.1.1.1
log-adjacency-changes

network 192.168.99.0 0.0.0.255 area 0
network 192.168.30.0 0.0.0.255 area 0
network 192.168.40.0 0.0.0.255 area 0
network 192.168.200.0 0.0.0.255 area 0
network 172.31.21.0 0.0.0.3 area 0

/

ip classless
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/
ip flow-export version 9

/

!

!

!

!

/

!

line con 0

password 7 08294D4C00150C13130F0917
logging synchronous

login

!

line aux 0

/

line vty 0 4

password 7 08294D4C00150C13130F0917
login

line vty 5 15

password 7 08294D4C00150C13130F0917
login

!

!

end
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3.4 CONFIGURACION R2

User Access Verification

Password:

Password:

R2>en

Password:

R2#show running-config
Building configuration...

Current configuration : 1662 bytes

!

version 12.4

no service timestamps log datetime msec

no service timestamps debug datetime msec
service password-encryption

!

hostname R2

!

!

!

enable secret 5 $1$mERr$kMt7fin4dzcYCQPWHFgMX7/
!

!

!
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no ip cef
no ipvé6 cef
/

!

!

/
spanning-tree mode pvst

!

!

!

/

!

!

interface LoopbackO

ip address 10.10.10.10 255.255.255.255

ip nat inside

!

interface FastEthernet0/0

ip address 209.165.200.225 255.255.255.248
ip nat outside

duplex auto

speed auto
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/
interface FastEthernet0/1

no ip address

duplex auto

speed auto

shutdown

!

interface Serial0/0/0

ip address 172.31.23.1 2565.255.255.252
ip ospf cost 7500

ip nat inside

clock rate 128000

/

interface Serial0/0/1

ip address 172.31.21.2 255.255.255.252
ip nat inside

!

interface Vlan1

no ip address

shutdown

/

router ospf 1

router-id 2.2.2.2

log-adjacency-changes

network 172.31.21.0 0.0.0.3 area 0
network 172.31.23.0 0.0.0.3 area 0
network 10.10.10.10 0.0.0.0 area 0
network 209.165.200.224 0.0.0.7 area 0
/

ip nat pool Isal 209.165.200.226 209.165.200.229 netmask 255.255.255.248
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ip nat inside source list lent pool Isal overload
ip classless

/

ip flow-export version 9

!

!

ip access-list standard lent

permit 192.168.99.0 0.0.0.255

permit 192.168.30.0 0.0.0.255

permit 192.168.40.0 0.0.0.255

permit 192.168.4.0 0.0.0.255

permit 192.168.5.0 0.0.0.255

permit 192.168.6.0 0.0.0.255

permit 192.168.200.0 0.0.0.255

permit host 10.10.10.10

!

!

!

!

!

line con 0

password 7 08294D4C00150C13130F0917
logging synchronous

login

!

line aux 0

!

line vty 0 4

password 7 08294D4C00150C13130F0917
login
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line vty 5 15

password 7 08294D4C00150C13130F0917
login

!

!

!

end

3.5 CONFIGURACION R3

User Access Verification

Password:
Password:

R3>en

Password:

R3#show running-config
Building configuration...

Current configuration : 1524 bytes

!

version 12.4

no service timestamps log datetime msec

no service timestamps debug datetime msec

service password-encryption
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/
hostname R3

!

!

!

enable secret 5 $1$mERr$kMt7fin4dzcYCQPWHFgMX7/
!

!

!

!

!

!

no ip cef

no ipvé6 cef

!

!

!

spanning-tree mode pvst
!
!

!
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!
!

/

interface Loopback4

ip address 192.168.4.1 255.255.255.0
!

interface Loopback5b

ip address 192.168.5.1 255.255.255.0
/

interface Loopback6

ip address 192.168.6.1 255.255.255.0
!

interface FastEthernet0/0

no ip address

duplex auto

speed auto

shutdown

!

interface FastEthernet0/1

no ip address

duplex auto

speed auto

shutdown

!

interface Serial0/0/0

no ip address

clock rate 2000000

shutdown

/

interface Serial0/0/1
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ip address 172.31.23.2 255.255.255.252
ip access-group 3 out

/

interface Vlan1

no ip address

shutdown

!

router ospf 1

router-id 3.3.3.3

log-adjacency-changes

network 172.31.23.0 0.0.0.3 area 0
network 192.168.4.0 0.0.0.255 area 0
network 192.168.6.0 0.0.0.255 area 0
network 192.168.5.0 0.0.0.255 area 0

!

ip classless

!

ip flow-export version 9

!

!

access-list 1 permit 192.168.4.0 0.0.0.255
access-list 2 permit 192.168.5.0 0.0.0.255
access-list 3 deny 192.168.6.0 0.0.0.255
access-list 110 deny ip host 192.168.5.10 host 209.165.200.230
access-list 110 permit ip any any

!

!

!
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line con 0

password 7 08294D4C00150C13130F0917
logging synchronous

login

/

line aux 0

!

line vty 0 4

password 7 08294D4C00150C13130F0917
login

line vty 5 15

password 7 08294D4C00150C13130F0917
login

!

!

end
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4 VERIFICACION DE TABLAS DE ENRUTAMIENTO

4.1 EN R1 SE INTRODUCEN LOS COMANDOS
show ip protocol.
Figura 52
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| Physical | Config | LI | Attributes |

10S Command Line Interface

Password:

Rl>en

Password: q
Password:

Rlgshow ip protocol

Routing Protoceol is "ospf 1"

Cutgoing update filter list for zll interfaces is not set

Incoming update filter list for all interfaces is not set ‘

Router ID 1.1.1.1

Number of areas in this router is 1. 1 normzl 0 stub 0 nssa I

Maximum path: 4

Routing for Networks: y]
192.168.99.0 0.0.0.255 area 0
192.168.30.0 0.0.0.255 area 0 l
1592.168.40.0 0.0.0.255 area 0 K
1592.168.200.0 0.0.0.255 area 0
172.31.21.0 0.0.0.3 area 0

Routing Information Sources:

Gateway Distance Last Update

1.1.1.1 110 00:06:0€ !
2.z2.z2.2 110 00:06€:05

3.3.3.3 110 00:0€:05 =

Distance: (default is 110)

R1§ .
| Ctrl+F6 to exit CLI focus [ copy |[ Paste |
< n Top >
Time: 00:06:3 - ealtime

Rl P L e L L GGG GGG G

1941 | | 2001 | | 2011 | 81910X SIGHGW . 829 | | 1240 | 4321 | Generic Generic 1841 | 2620XM 2621XM

@ﬂ. L) g o ( - 1841 :

— 4‘:32 p.m.

<%0

28/05/18
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Comando:

show ip route

Figura 53

L NON N

SCO

File  Edit

Logical

A

< | ]

Time: 00:07:3

-

Rlgshow ip route
Codes: C - connected, S - static,
B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter

I - IGRP, R - RIP, M - mobile,

area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external
type 2

E1 - OSPF externzl type 1, EZ2 - OSPF externzl type 2, E -
EGP

i - Is-Is, L1 - IS-IS level-l, LZ - IS-IS level-2, ia -
IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route
Gateway of last resort is not set

10.0.0.0/32 is subnetted, 1 subnets

Windows 7
=)
| Physical | Config | CLI | Attributes |
105 Command Line Interface
3.3.3.3 110 00:06:05 7y
Distance: (default is 110)

(o) 10.10.10.10 [110/7501] wvia 172.31.21.2, 00:06:30,
Serial0/0/0

172.31.0.0/30 is subnetted, 2 subnets
c 172.31.21.0 is directly connected, Serizl0/0/0
] 172.31.23.0 [110/15000] wvia 172.31.21.2, 00:0€:30,
Serizl0/0/0

192.168.4.0/32 is subnetted, 1 subnets
] 192.168.4.1 [110/15001] wvia 172.31.21.2, 00:0€e:20,
Serizl0/0/0

132.168.5.0/32 is subnetted, 1 subnets
] 1%92.1€8.5.1 [110/15001] wvia 172.31.21.2, 00:0€:20,
Serizl0/0/0

192.168.€.0/32 is subnetted, 1 subnets
(o) 182.168.6.1 [110/15001] wvia 172.31.21.2, 00:06:20, —
Serial0n/0/0
c 192.168.30.0/24 is directly connected, FastEthernet0/0.30
c 192.168.40.0/24 is directly connected, FastEthernet0/0.40
c 1592.168.99.0/24 is directly ccnnected, FastEthernet0/0.1 E
c 152.168.200.0/24 is directly connected, FastEthernet0/0.200

205.165.200.0/23 is subnetted, 1 subnets
(o) 209.165.200.224 [110/7501] wvia 172.31.21.2, 00:06:30,
Serial0/0/0

S/

Ctrl+F6 to exit CLI focus [ copy |[ Paste
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Comando:
show ip ospf interface
Figura 54

YY) Windows7 B8 0 @ F B & O BB <« %
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= | pironment: 04:05:(
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[ Physical | Config | CLI | Attributes | |

105 Command Line Interface

Rlgshow ip ospf interface

-~
FastEthernet0/0.1 is up, line protocel is up ! =}
Internet address is 1592.16€8.95.1/24, Area 0
Process ID 1, Router ID 1.1.1.1, Network Type BROADCAST, Cost:

m

Transmit Delay is 1 sec, State DR, Priority 1

Designated Reouter (ID) 1.1.1.1, Interface address 152.168.535.1
No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40,

Retransmit 5

Hello due in 00:00:05 (1\
Index 1/1, £flcod queue length 0
Next 0x0(0)/0x0(0) .
Last flcod scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, Adjacent neighbor count is 0

Suppress helleo for 0 neighbor(s) ‘
FastEthernet0/0.30 is up, line protocel is up

Internet address is 152.168.30.1/24, Arez 0

Process ID 1, Router ID 1.1.1.1, Network Type BROADCAST, Cost: 55a
1

Transmit Delay is 1 sec, State DR, Priority 1 =

Designated Router (ID) 1.1.1.1, Interface address 152.168.30.1 bf:

No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40,
Retransmit 5
Hello due in 00:00:05
Index 2/2, flcod queue length 0
Next 0x0(0)/0x0(0)
Last flecod scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, Adjacent neighbor count is 0
Suppress helle for 0 neighbor(s)
FastEthernet0/0.40 is up, line protocel is up
| Internet address is 152.168.40.1/24, Areaz 0
Process ID 1, Router ID 1.1.1.1, Network Type BROADCAST, Cost:

1
Transmit Delay is 1 sec, State DR, Priority 1
< n Designated Router (ID) 1.1.1.1, Interface address 152.168.40.1
i No backup designated router on this network
Time: 00:08: Timer intervals configured, Hello 10, Dead 40, Wait 40, E

D’ I Ctrl+F6 to exit CLI focus [ copy |[ Paste |
ﬂ lTop

2 B B 9 RY 2D
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Continuacion del resultado al emitir el comando show ip ospf interface

Figura 55

r

C NON N Windows 7 H ) QF B ¢® &L B3
5O R1 &
File  Edit
|TPhysical | config | cu | Attributes
i 10S Command Line Interface
Logica- Retransmit 5 . ’ ’ ’ ’ |ZJ

A

Hello due in 00:00:05
Index 3/3, flecod queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, Adjacent neighbor count is 0
Suppress helle for 0 neighbor(s)
FastEthernet0/0.200 is up, line protocel is up
Internet address is 152.168.200.1/24, Arez 0
Process ID 1, Router ID 1.1.1.1, Network Type BROADCAST, Cost:
1
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 1.1.1.1, Interface address 1592.168.200.1
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40,
Retransmit S
Hello due in 00:00:05
Index 4/4, flcod queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, Adjacent neighbor count is 0
Suppress hello for 0 neighbor(s)
Serizl0/0/0 is up, line protecel is up
Internet address is 172.31.21.1/30, Area 0
Process ID 1, Router ID 1.1.1.1, Network Type POINT-TO-POINT,
Cost: 7500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40,
Retransmit S
Hello due in 00:00:05
Index 5/5, flecod queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 2.2.2.2
Suppress helle for 0 neighbor(s)

R1# |

Dk

s

Ctrl+F6 to exit CLI focus Copy || Paste

)
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Comando:
show ip ospf
Figura 56

e0ee Windows 7 ﬂ@@&‘rﬂ»ﬁ«i}‘
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[ Physical | Config | cl | Attributes |

10S Command Line Interface | :

Retransmit 5 | Mironment: 04:25:(
Hello due in 00:00:05
Index 5/5, flcod queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last fleood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 2.2.2.2
Suppress hello for 0 neighbor(s)
R1g
R1g
R1g
R1g
R1g
R1g
R1g
Rlgshow ip ospf
Routing Process "ospf 1" with ID 1.1.1.1
Supports only single TOS(TOS0) routes
Suppeorts cpaque LSA
SPF schedule delay 5 secs, Held time between two SPFs 10 secs
Minimum LSA interval S secs. Minimum LSA arrival 1 secs
Number of external LSA 0. Checksum Sum 0x000000
Number of opagque AS LSA 0. Checksum Sum 0x000000 K
Number of DCbitless external and cpagque AS LSA O
Number of DoNotAge external and opagque AS LSA 0
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
External flood list length 0
Area BACKBONE(0)
Number of interfaces in this area is 5
Arez has no authentication
SPF algorithm executed 3 times
Arez ranges are
Number of LSA 3. Checksum Sum 0x01d350
Number of cpaque link LSA 0. Checksum Sum 0x000000
Number of DCbitless LSA 0
Number of indication LSZ 0
Number of DoNotAge LSA 0
Floed list length 0

~

m

m

R1g
R1g e
R1$

Ctrl+F6 to exit CLI focus

435 p.m.
28/05/18

0
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Comando:
show ip ospf neighbor detail

Figura 57
Windows7 =8 8 G F [ @ O 35 <« %

X
[ Physical | Config | CLI | Attributes | 0
10S Command Line Interface | :
R1g i | Mironment: 04:43:1
R1§ g 7
Rlgshow ip ospf Y

Routing Process "ospf 1" with ID 1.1.1.1
Supports only single TOS(TOS0) routes
Supports opaque LSA E]
SPF schedule delay 5 secs, Hold time between two SPFs 10 secs
Minimum LSA interval 5 secs. Minimum LSA arrival 1 secs
Number of external LSA 0. Checksum Sum 0x000000 x
Number of cpagque AS LSA 0. Checksum Sum 0x000000

Number of DCbitless external and opagque AS LSA 0

Number of DoNotAge external and opaque AS LSA 0 q

m

Number of areas in this router is 1. 1 normzl 0 stub 0 nssa
External flood list length 0
Area BACKBONE (0)

Number of interfaces in this area is S
Area has no authentication
SPF zlgorithm executed 3 times \
Area ranges are
Number of LSA 3. Checksum Sum 0x01d350
Number of cpaque link LSA 0. Checksum Sum 0x000000 57]
Number of DCbitless LSA 0 ‘
Number of indication LSA 0
Number of DoNotAge LSA 0 K
Flood list length 0O

R1$
R1g
Rlgshow ip ospf neighbor detail
Neighbor 2.2.2.2, interface address 172.31.21.2
In the area 0 via interface Serizl0/0/0
Neighbor priority is 0, State is FULL, & state changes
DR is 0.0.0.0 BDR is 0.0.0.0
Options is 0x00
Dead timer due in 00:00:30 i
Neighbor is up for 00:059:20
Index 1/1, retransmission gqueue length 0, number of
retransmissicn 0
First 0x0(0)/0x0(0) Next 0x0(0)/0x0(0)
Last retransmission scan length is 0, maximum is 0
Last retransmission scan time is 0 msec, maximum is 0 msec
Time: 00:09: —

= R1# <
el

S

Ed NS

< n

Ctrl+F6 to exit CLI focus copy || paste |

/;-? / E Ell " m ARG O 4;:/50?/;;
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Comando:
show ip ospf database
Figura 58

YN X ) Windows 7 E@@WCGDQB<¢"

[ Physical | Config | CLI | Attributes |

10S Command Line Interface :

[ Number of DCbitless external and opaque &S5 LSE 0 | pironment: 04:58:
Number of DoNotAge external and opagque AS LSA 0
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
External flood list length 0
Arez BACKBONE(0)
Number of interfaces in this area is S [;]
Area has no authentication
SPF algorithm executed 3 times
Area ranges are
Number of LSA 3. Checksum Sum 0x01d330
Number of opaque link LSA 0. Checksum Sum 0x000000

Number of DCbitless LSA 0 O\

-~

A

m

Number of indication LSA 0
Number of DoNotAge LSA 0
Flood list length 0

R1g Ty
R1% 8
Rlgshow ip ospf neighbor detail
Neighbor 2.2.2.2, interface address 172.31.21.2
In the area 0 via interface Serial0/0/0 5;4
Neighbor priority is 0, State is FULL, & state changes
DR is 0.0.0.0 BDR is 0.0.0.0
Options is 0x00 %f:
Dead timer due in 00:00:30
Neighbor is up for 00:059:20
Index 1/1, retransmission queue length 0, number of
retransmission 0

First 0x0(0)/0x0(0) Next 0x0(0)/0x0(0)

Last retransmission scan length is 0, maximum is 0

Last retransmission scan time is 0 msec, maximum is 0 msec

Rlgshow ip ospf database
OSPF Router with ID (1.1.1.1) (Process ID 1)

Router Link States (Areaz 0)

Link ID ADV Router Age Seq$ Checksum
Link count

< m 1.1.1.1 1.1.1.1 584 0x80000007 Ox00efS52 &
2.z2.z2.2 2.2.z2.2 583 0x80000007 0x003294 &€
Time: 00:10: 3.3.3.3 3.3.3.3 583 0x80000005 OxO00Oblaa 5 “—

4

R1%

D’ ' Ctrl+F6 to exit CLI focus [ copy |[ Paste |
H ITop

A~

D C0m B <
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4.2 TABLAS DE ENRRUTAMIENTO EN R2
Verificacion de tablas de enrutamiento en R2 se aplican los mismos comandos
que en R1

Figura 59

'OO.. Windows 7 H ) QF B © L BB <«

File Edit Options View Tools Extensions Help

— - = By O ) : : L8 .
i = =N s BRI ’/©/@/©‘E:a w9 ?
[——h t: 09:05:(
Logices L —=— —~_o2 | el
o9 ® R - — [P
— A R
F . - (B8 - §
[ Physical | Config | CLI | Attributes |
10S Command Line Interface =
RZ>em -
Translating "em"...domain server (255.255.255.255) x
% Unknown command or computer name, or unable to find computer
address
RZ>en S
Password:
RZgshow ip protocel .

Routing Protocel is "ospf 1"
Cutgoing update filter list for zll interfaces is not set
Incoming update filter list for all interfaces is not set

‘
Router ID 2.2.2.2
Number of areas in this router is 1. 1 normzl 0 stub 0 nssa F‘
Maximum path: 4
Routing for Networks:
172.31.21.0 0.0.0.3 area 0 &
172.31.23.0 0.0.0.3 area 0
10.10.10.10 0.0.0.0 area O
209.165.200.224 0.0.0.7 area 0
Routing Information Scurces:

Gateway Distance Last Update

1.1.1.1 110 00:18:04

2.2.z2.2 110 00:18:04 =
3.3.3.3 110 00:18:04 1

Distance: (default is 110)

1

R2E

1 Ctrl+F6 to exit CLI focus [ copy |[ paste |

‘Tme:OO::;: J al..time
F e dtdebeds I G R

1941 | 2001 | | 2911 | 81910X BIGHGW . 829 1240 | 4321  (Generic Genericl 1841 | 262000

<4 n »

Ed -1k —

IM p.m.
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Figura 60

0000
isco

File  Edit

Logical

A

< | m
Time: 00:19: I

S

Windows 7 E@@E‘Eﬂ»ﬁ<¢.

R2 =)

i [ Physical | Config | CLI | Attributes

105 Command Line Interface

RZ2gshow ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile,
B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter

N1 - OSPF NSSA external type 1, NZ - OSPF NSSA external

E1 - OSPF external type 1, EZ - OSPF external type 2, E -

i - Is-ISs, L1 - IS-IS level-l, LZ - IS-IS level-2, ia -
IS-IS inter area

* - candidate default, U - per-user static route, o - CDR

P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/32 is subnetted, 1 subnets

c 10.10.10.10 is directly connected, Loopback0
172.31.0.0/30 is subnetted, Z subnets
c 172.31.21.0 is directly connected, Serizl0/0/1
Cc 172.31.23.0 is directly connected, Serial0d/0/0
132.168.4.0/32 is subnetted, 1 subnets
© 192.168.4.1 [110/7501] wvia 172.31.23.2, 00:18:39,
Serial0/0/0
152.168.5.0/32 is subnetted, 1 subnets
(o] 192.168.5.1 [110/7501] wvia 172.31.23.2, 00:18:39,
Serial0/0/0
132.168.€.0/32 is subnetted, 1 subnets
e] 152.1€8.€.1 [110/7501] wvia 172.31.23.2, 00:18:39,
Serial0/0/0

0 192.168.30.0/24 [110/65] via 172.31.21.1, 00:18:33,
Serial0/0/1
(o] 132.168.40.0/24 [110/€5] wvia 172.31.21.1, 00:18:33, =
Serial0/0/1
e] 192.1€8.959.0/24 [110/€5] wvia 172.31.21.1, 00:18:393,
Serial0/0/1
0 152.1€8.200.0/24 [110/€5] wvia 172.31.21.1, 00:18:39,
Serial0/0/1

205.165.200.0/239 is subnetted, 1 subnets
Cc 205.165.200.224 is directly connected, FastEthernet0/0 -

m

| i

| jironment: 09:32:!

~

=

|

Ctrl+F6 to exit CLI focus | copy || Paste
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Figura 61
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10S Command Line Interface  Bironment: 09:46:(
RZg¢show ip ospf interface - -
Loopback0 is up, line proteoceol is up -8

Internet address is 10.10.10.10/32, Arez 0
Process ID 1, Router ID 2.2.2.2, Network Type LOOPBACK, Cost: 1
Loopback interface is treated as a2 stub Host
FastEthernet0/0 is up, line protecel is up
Internet address is 2035.16€5.200.225/23, Area 0
Process ID 1, Reouter ID 2.2.2.2, Network Type BROADCAST, Cost:

m

1

Designated Reouter (ID) 2.2.2.2, Interface address
208.165.200.225
No backup designated router on this network

Timer intervals configured, Helle 10, Dead 40, Wait 40,
Retransmit S

Hello due in 00:00:00 LY
Index 2/2, flecod queue length 0
Next 0x0(0)/0x0(0)
Last flecod scan length is 1, maximum is 1 !Fﬂ
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, Adjacent neighbor count is 0 =
Suppress hello for 0 neighbor(s) QE;
Seriazl0/0/0 is up, line protecel is up
Internet address is 172.31.23.1/30, Area 0
Process ID 1, Router ID 2.2.2.2, Network Type POINT-TO-POINT,
Cost: 7500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O
No designated router on this network
No backup designated router on this network
Timer intervals configured, Helle 10, Dead 40, Wait 40, B
Retransmit S
Hello due in 00:00:00
Index 3/3, flcod queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
< i Adjacent with neighbor 3.3.3.3

Transmit Delay is 1 sec, State DR, Priority 1 Cl\

Suppress hello for 0 neighbor(s)
Serial0/0/1 is up, line protocel is up

-
. i PR SR S S ST Y V-G § o

Time: 00:19:

S

Ctrl+F6 to exit CLI focus [ copy |[ Paste |
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Figura 62

[ NON N Windows 7

isco Pe ®R2 =
2 | Physical | Config | CLI | Attributes |

1)

10S Command Line Interface . =
Logical TIOER 27 2, CICoO gueue IengTry = " Mironment: 09:58:0
. Next 0x0(0)/0x0(0)
- Last flood scan length is 1, maximum is 1 i it
Cfib Last flood scan time is 0 msec, maximum is 0 msec R
Neighbor Count is 0, Adjacent neighbor count is 0 =

Suppress hello for 0 neighbor(s) —
Serial0/0/0 is up, line proteocel is up
Internet address is 172.31.23.1/30, Arez 0
Process ID 1, Router ID 2.2.2.2, Network Type POINT-TO-POINT, x
Cost: 7500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0
No designated router on this network (]\
No backup designated router on this network
Timer intervals configured, Helleo 10, Dead 40, Wait 40,
Retransmit S ‘
Hello due in 00:00:00
Index 3/3, floed queue lengtch 0 | |
Next 0x0(0)/0x0(0) .&
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1 557
Adjacent with neighbor 3.3.3.3
Suppress helleo for 0 neighbor(s)
Serial0/0/1 is up, line protocel is up
Internet address is 172.31.21.2/30, Arez 0 QE:
Process ID 1, Router ID 2.2.2.2, Network Type POINT-TO-POINT,
Cost: &4
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O
No designated router on this network
No backup designated router on this network
Timer intervals configured, Helleo 10, Dead 40, Wait 40,
Retransmit S
Hello due in 00:00:0¢
Index 4/4, flcod queue length 0
Next 0x0(0)/0x0(0) —
Last fleced scan length is 1, maximum is 1
Last floed scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbeor count is 1
Adjacent with neighbeor 1.1.1.1
Suppress hello for 0 neighbor(s)
< n nzE

Time: 00:20: R2%
Rz

Ctrl+F6 to exit CLI focus Copy

[] Top
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Figura 63
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| Physical | config | CLI | Attributes

|

10S Command Line Interface

Cost: &4
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0
No designated router on this network
No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40,

Retransmit 5 :.

Hello due in 00:00:0¢

m

Index 4/4, flcod queue length 0
Next 0x0(0)/0x0(0) x
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1 (k
Adjacent with neighbor 1.1.1.1
Suppress helle for 0 neighbor(s)
EE (@)
R2%
RZg¢show ip ospf e
Routing Process "ospf 1" with ID 2.2.2.2 ‘
Supports only single TOS(TOS0) routes
Supports opagque LSA
SPF schedule delay 5 secs, Hold time between two SPFs 10 secs M
Minimum LSA interval 5 secs. Minimum LSA arrival 1 secs
Number of external LSA 0. Checksum Sum 0x000000
Number of cpaque AS LSA 0. Checksum Sum 0x000000 g
Number of DCbitless external and opagque AS LSA 0O
Number of DoNotAge external and opagque AS LSA 0O
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
External fleceod list length 0
Area BACKBONE(0)
Number of interfaces in this area is 4
Area has no authenticaticn
SPF zalgorithm executed 2 times
Area ranges are
Number of LSA 3. Checksum Sum 0x01d330
Number of cpaque link LSA 0. Checksum Sum 0x000000 i
Number of DCbitless LSA 0
| Number of indication LSA 0
Number of DoNotAge LSA O
Flood list length 0

m

< 1

Time: 00:20:2 R2¢
<

;46 p.m.
28/05/18

-2 s I D)

114



Figura 64
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10S Command Line Interface
-~
RZ%
R2%
RZgshow ip ospf neighbor detail
Neighbor 3.3.3.3, interface address 172.31.23.2
In the area 0 via interface Serizl0/0/0
Neighbor priority is 0, State is FULL, € state changes
DR is 0.0.0.0 BDR is 0.0.0.0
Cptions is 0x00
Dead timer due in 00:00:35
Neighbor is up for 00:20:45
Index 1/1, retransmission queue length 0, number of
retransmission 0
First 0x0(0)/0x0(0) Next 0x0(0)/0x0(0)
Last retransmission scan length is 0, maximum is 1
Last retransmission scan time is 0 msec, maximum is 0 msec
Neighbor 1.1.1.1, interface address 172.31.21.1
In the area 0 via interface Seriazl0/0/1
Neighbor priority is 0, State is FULL, 7 state changes
DR is 0.0.0.0 BDR is 0.0.0.0
Cptions is 0x00
Dead timer due in 00:00:37
Neighbor is up for 00:20:43
Index 2/2, retransmission queue length 0, number of
retransmission 0
First 0x0(0)/0x0(0) Next O0x0(0)/0x0(0)
Last retransmission scan length is 0, maximum is 2
Last retransmission scan time is 0 msec, maximum is 0 msec
RZg
RZg
RZ2%
R2¢
RZ%
R2% 3l
R2§
RZg
RZ2% =
R2% B
R2¢
RZ%
R2%
R2§ S
Ctrl+F6 to exit CLI focus [ copy |[ Paste

ﬂ ' [T Top
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Figura 65

envee Windows 7 ) QF B KL BEE <«
. SN |

— L — |

7F|Ie Edit @

| Physical | config | CLI | Attributes l 2
|
10S Command Line Interface
Logical MEIQIDOL IS UpP ftOor Uo.20-295 [ 10:36::
: Index 1/1, retransmission queue length 0, number of retransmission i ]
" 0 P
4} First 0x0(0)/0x0(0) Next 0x0(0)/0x0(0) -8
Last retransmission scan length is 0, maximum is 1

Last retransmission scan time is 0 msec, maximum is 0 msec
Neighbor 1.1.1.1, interface address 172.31.21.1

In the zreaz 0 via interface Serizl0/0/1

Neighbor pricrity is 0, State is FULL, 7 state changes x

DR is 0.0.0.0 BDR is 0.0.0.0

Cptions is 0x00

Dead timer due in 00:00:37 q

Neighbor is up for 00:20:43

Index 2/2, retransmission queue length 0, number of retransmission

First 0x0(0)/0x0(0) Next 0x0(0)/0x0(0)
Last retransmission scan length is 0, maximum is 2
Last retransmission scan time is 0 msec, maximum is 0 msec

RZ%
RZ%
R2% M
R2¢
R2§ -
RZg K
RZg
RZ2%
RZ2¢
R2%
R2%
RZg
RZ%
RZfshow ip ospf datzbase

OSPF Router with ID (2.2.2.2) (Process ID 1)

Router Link States (Area 0)

Link ID ADV Router Age Seq# Checksum Link )
count =
1.1.1.1 1.1.1.1 1256 0x80000007 0x00e£52 &

4 Ul 2.2.2.2 2.2.2.2 1256 0x80000007 0x003294 &

Time: 00:21:3 :;:I.s_s 3.3.3.3 1256 0x80000005 0x00blaz 5 L
< N/

Ctrl+F8 to exit CLI focus Copy ] [

5 m ES . Mg 4:47p.m.
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4.3 TABLAS DE ENRUTAMIENTO EN R3

Verificacion de tablas de enrutamiento en R3, se aplican los mismos comandos
que en R1

Figura 66

o000 Windows 7 m@@&‘lﬂ»g..«;}'
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7F1|e Edit Options View Tools Extensions Help

= =S NENE R DD o
| Logical B R 3 — , onment: 12:20

10S Command Line Interface

User Access Verification

Password:
Password:

— Lol | —rr-
. _ _ B
|PhystcaIIConﬁgl CLI |Attnbut:es|
R3>en S
Password:
R3gshow ip protocel .
Routing Protocel is "ospf 1"
Qutgoing update filter list for all interfaces is not set .&
Incoming update filter list for zll interfaces is not set
Router ID 3.3.3.3
Number of areas in this router is 1. 1 normzl 0 stub 0 nssa 554
Maximum path: 4

Routing for Networks:
172.31.23.0 0.0.0.3 area 0 -
132.168.4.0 0.0.0.255 area 0 bf:
132.168.6.0 0.0.0.255 area 0

152.168.5.0 0.0.0.255 area 0
Routing Information Sources: =

Gateway Distance Last Update

1.1.1.1 110 00:24:37

z.z2z.z2.2 110 00:24:3¢ E
3.3.3.3 110 00:24:3¢

Distance: (default is 110)

3¢ -
‘ Ctrl+F6 to exit CLI focus | copy || Paste |
| J
Time: 00:24: paltime
1941 2901 2911 81910X S8I19HGW 1240 4321 Generic' Generic 1841
— < Ll 13
Sl § & | —
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Figura 67
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S

R3#show ip route
Codes: C - connected, § - static, I - IGRP, R - RIP, M - mobile,
B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external

E1 - OSPF external type 1, EZ - OSPF external type 2, E -

i - Is-Is, L1 - IS-IS level-l, LZ - IS-IS level-2Z, ia -
IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/32 is subnetted, 1 subnets

(o] 10.10.10.10 [110/65] wvia 172.31.23.1, 00:24:45,
Serial0/0/1

172.31.0.0/30 is subnetted, 2 subnets
(o] 172.31.21.0 [110/128] wvia 172.31.23.1, 00:24:45,
Serial0/0/1

c 172.31.23.0 is directly connected, Serial0/0/1
c 132.168.4.0/24 is directly connected, Loopback4
c 152.168.5.0/24 is directly connected, Locpback$
c 152.168.6.0/24 is directly connected, Locpbacké
(o] 152.168.30.0/24 [110/129] wvia 172.31.23.1, 00:24:45,
Serial0/0/1
Le] 152.168.40.0/24 [110/128] wia 172.31.23.1, 00:24:45,
Serial0/0/1
e] 132.168.95.0/24 [110/12%9] wia 172.31.23.1, 00:24:45,
Serial0/0/1
(o] 152.168.200.0/24 [110/128] wvia 172.31.23.1, 00:24:45,
Serial0/0/1

205.165.200.0/23 is subnetted, 1 subnets

m

o 209.165.200.224 [110/65] wvia 172.31.23.1, 00:24:45,
Serizl0/0/1

23 I~
Ctrl+F6 to exit CLI focus [ Copy l [ Paste
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Figura 68
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° 209.165.200.224 [110/6€5] via 172.31.23.1, 00:24:45,

Serial0/0/1

1

R3g#show ip ospf interface

Loopback4 is up, line protocol is up
Internet address is 192.168.4.1/24, Rrez 0
Process ID 1, Router ID 3.3.3.3, Network Type LOOPBACK, Cost: 1
Loopback interface is treated as a2 stub Host
Loopbacké is up, line protocol is up
Internet address is 152.1€8.6.1/24, Area 0
Process ID 1, Router ID 3.3.3.3, Network Type LOOPBACK, Cost: 1
Loopback interface is treated as z stub Host
LoopbackS is up, line protoceol is up
Internet address is 1382.168.5.1/24, Area 0
Process ID 1, Router ID 3.3.3.3, Network Type LOOPBACK, Cost: 1
Loopback interface is treated as a stub Host
Serial0/0/1 is up, line protecel is up
Internet address is 172.31.23.2/30, Arez 0
Process ID 1, Router ID 3.3.3.3, Network Type POINT-TO-POINT,

Cost: &4 =
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0 hdl
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40,

Retransmit S

Hellco due in 00:00:05

Index 4/4, £flcod queue length 0

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec _IN

Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 2.2.2.2

Suppress helle for 0 neighbor(s)

R3%

R3%

R3%

< i R3%

R3% L

R3%

Ctrl+F6 to exit CLI focus | copy |[ Paste | 3 &7
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»
|
| -
) Ra S o

119



Figura 69
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Hello due in 00:00:05

Index 4/4, flood queue length 0

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 2.2.2.2

Suppress hello for 0 neighbor(s)

et Q
@

R3%
R3%
R3%
R3g¢show ip ospf
Routing Process "ospf 1" with ID 3.3.3.3
Supports only single TOS(TOS0) routes \
Supports opaque LSA
SPF schedule delay 5 secs, Hold time between two SPFs 10 secs
Minimum LSA interval 5 secs. Minimum LSA arrival 1 secs 571
Number of external LSA 0. Checksum Sum 0x000000
Number of opaque AS LSA 0. Checksum Sum 0x000000 L
Number of DCbitless external and opaque AS LSA O 25
Number of DoNotAge external and opaque AS LSA 0
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
External flood list length 0
Area BACKBONE (0)
Number of interfaces in this area is 4
Area has no authentication
SPF zlgorithm executed Z times
Area ranges are
Number of LSA 3. Checksum Sum 0x01d330
Number of opaque link LSA 0. Checksum Sum 0x000000 -
Number of DCbitless LSA 0
Number of indication LSA 0
Number of DoNotAge LSA 0
Floed list length O

< i I R3¢

A R3g
Time: 00:26: 23

Ctrl+F6 to exit CLI focus (

) & ‘ B ' 2/05m8
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Figura 70
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Routing Process "ospf 1" with ID 3.3.3.3
Supports only single TOS(TOS0) routes
Supports copagque LSA
SPF schedule delay 5 secs, Hold time between two SPFs 10 secs
Minimum LSA interval S5 secs. Minimum LSA arrival 1 secs
Number of external LSA 0. Checksum Sum 0x000000
Number of ocpaque AS LSA 0. Checksum Sum 0x000000
Number of DCbitless external and opagque AS LSA 0O
Number of DoNotAge external and copaque AS LSA 0
Number of areas in this router is 1. 1 normzl 0 stub 0 nssa
External floed list length 0
Area BACKBONE (0)
Number of interfaces in this area is 4
Area has no authentication
SPF algorithm executed Z times
Area ranges are
Number of LSA 3. Checksum Sum 0x01d330
Number of opaque link LSA 0. Checksum Sum 0x000000
Number of DCbitless LSA O
Number of indication LSA 0
Number of DoNotAge LSA 0O
Floed list length 0

m

® o X m‘;ﬁ

'R

R3%
R3%
R3¢show ip ospf neighbor detail
Neighbor 2.2.2.2, interface address 172.31.23.1
In the zreaz 0 via interface Serizl0/0/1
Neighbor pricrity is 0, State is FULL, 7 state changes
DR is 0.0.0.0 BDR is 0.0.0.0
Cptions is 0x00
Dead timer due in 00:00:32
Neighbor is up for 00:26:38
Index 1/1, retransmission queue length 0, number of

retransmission 0
First 0x0(0)/0x0(0) Next O0x0(0)/0x0(0) = @
Last retransmission scan length is 0, maximum is 0 f
< | LLLJ I Last retransmission scan time is 0 msec, maximum is 0 msec N\
Time: 00:27: 23¢| i
.Q’ Il | ctivs to exit it focus [ copy ||
e o~

— _
;.; ’/' E E” ’ m = 3 28/05/18
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Figura 71
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&) External floed list length 0 - R
Areaz BACKBONE(0) —
Number of interfaces in this arez is 4

Area has no authentication E]
SPF zlgorithm executed 2 times

Area ranges are

Number of LSA 3. Checksum Sum 0x01d330

Number of opaque link LSA 0. Checksum Sum 0x000000

Number of DCbitless LSA 0 Q

m

Number of indication LSA 0O
Number of DoNotAge LSA 0
Flood list length 0

R3%
R3%
R3¢show ip ospf neighbor detail ‘
Neighbor 2.2.2.2, interface address 172.31.23.1

In the area 0 via interface Serizl0/0/1

Neighbor priority is 0, State is FULL, 7 state changes 57‘
DR is 0.0.0.0 BDR is 0.0.0.0

Options is 0x00 5
Dead timer due in 00:00:32 K
Neighbor is up for 00:26:38

Index 1/1, retransmission queue length 0, number of

retransmission 0
First 0x0(0)/0x0(0) Next 0x0(0)/0x0(0)
Last retransmission scan length is 0, maximum is 0
Last retransmission scan time is 0 msec, maximum is 0 msec

R3¢show ip ospf datzbase
OSPF Reouter with ID (3.3.3.3) (Process ID 1)

Router Link States (Area 0) ]

Link ID ADV Router Age Seqg# Checksum
Link count S 4@
3.3.3.3 3.3.3.3 1618 0x80000005 0x00blaa 5
4 LI} z.2.2.2 z2.2.2.2 1618 0x80000007 0x003294 &
Tme:00:27:| 1.1.1.1 1.1.1.1 1619 0x80000007 0x00e£52 & m

Ctrl+F6 to exit CLI focus Copy || Paste |

N 4
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CONCLUSIONES

Gracias a todo el estudio realizado durante el seminario de profundizacion
se adquieren las habilidades para la configuraciones de redes de acceso
intranet e internet

Se adquiere el habito de realizar las configuraciones basicas en un equipo
de red para brindar seguridad a la misma

La creacion de diferentes VLAN en una red hace que el nivel de seguridad y
productividad en una compainiia crezcan.

Antes de adquirir equipos se tiene los simuladores dese los cuales se
puede realizar una implementacién para verificar su funcionamiento y saber
elegir el elemento de red que se necesite y que sea escalable.

La configuracién de la nube también se podria realizar por medio de frame

relay. Con conexiones seriales
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ANEXO A
Comandos utilizados en la configuracion de S1y S3
Configuracion basica S1

Switch>en
Switch#config terminal

Enter configuration commands, one per line.

Switch(config)#hostname S1
S1(config)#enable secret prueba
S1(config)#line con ©
S1(config-line)#password habilidades
S1(config-line)#login
S1(config-1line)#logging synchronous
S1(config-line)#line vty © 15
S1(config-line)#password habilidades
S1(config-line)#login
S1(config-line)#exit
S1(config)#service password-encryption
S1l(config)#

Creacion de VLAN

S1(config)#vlan 30
S1(config-vlan)#name Administracion
S1(config-vlan)#vlan 40
S1(config-vlan)#name Mercadeo
S1(config-vlan)#vlan 200
S1(config-vlan)#name Mantenimiento
S1(config-vlan)#exit

S1l(config)#

Asignacion del puerto fa0/1 a la VLAN 30
S1(config)#interface fa0/1
S1(config-if)#switchport mode access
S1(config-if)#switchpor access vlan 30
S1(config-if)#exit

S1l(config)#

Configuracion del puerto fa0/3 modo troncal

S1(config)#interface fa0/3

127
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S1(config-if)#switchport mode trunk
S1(config-if)#exit
S1l(config)#

Configuracion de la vlan 1 nativa para la administracién remota

S1(config)#interface vlan 1
S1(config-if)#ip address 192.168.99.2 255.255.255.252
S1(config-if)#no shutdown

Desactivacion de la busqueda DNS

S1(config)#no ip domain-lookup
S1l(config)#

Desactivacion de los puertos que no se utilizan

S1(config)#interface fa0/2
S1(config-if)#shutdown
S1(config-if)#interface range fa0/4-23
S1(config-if-range)#shutdown
S1(config)#interface range g0/1-2
S1(config-if-range)#shutdown

Las configuraciones para el Switch 3 son similares no hay comandos que no se
hayan incluido en este listado.

ANEXO B

Comandos utilizados en la configuracién de R1, R2 y R3

Configuraciones R1
Configuraciones basicas

Router>en

Router#config t
Enter configuration commands, one per line. End with CNTL/Z.
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Router(config)#hostname R1
R1(config)#service password-encryption
R1(config)#enable secret prueba
R1(config)#line con 0
R1(config-line)#password habilidades
R1(config-line)#login
R1(config-line)#logging synchronous
R1(config-line)#line vty 0 15
R1(config-line)#password habilidades
R1(config-line)#login

R1(config-line #exit

R1(config)#

PSS
N N N N N N

Configuracion del protocolo 802.1q

R1(config)#interface f0/0.1
R1(config-subif)#encapsulation dotlq 1
R1(config-subif)#ip address 192.168.99.1 255.255.255.0
R1(config-subif)#interface f0/0.30
R1(config-subif)#encapsulation dotlq 30
R1(config-subif)#ip address 192.168.30.1 255.255.255.0
R1(config-subif)#interface f0/0.40
R1(config-subif)#encapsulation dotlq 40
R1(config-subif)#ip address 192.168.40.1 255.255.255.0
R1(config-subif)#interface f0/0.200
R1(config-subif)#encapsulation dotlq 200
R1(config-subif)#ip address 192.168.200.1 255.255.255.0
R1(config-subif)#exit

Configuracion del servidor DHCP
Exclusion de las primeras 30 direcciones tanto para la VLAN 30 como la 40

R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
R1(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30

Configuracion de DHCP en cada VLAN
VLAN 30

R1(config-subif)#ip dhcp pool ADMINISTRACION
R1(dhcp-config)#network 192.168.30.0 255.255.255.0
R1(dhcp-config)#default-router 192.168.30.1
R1(dhcp-config)#domain-name ccna-unad.com

N
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% Invalid input detected at '~' marker.
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#exit

Nota Packet Tracer no reconoce el comando domain-name ccna-unad.com
VLAN 40

R1(config)#interface fa0/0.40

R1(config-subif)#ip dhcp pool MERCADEO
R1(dhcp-config)#network 192.168.40.0 255.255.255.0
R1(dhcp-config)#default-router 192.168.40.1
R1(dhcp-config)#domain-name ccna-unad.com

% Invalid input detected at '~' marker.
R1(dhcp-config)#dns-server 10.10.10.11
Configuracion OSPF

R1(config)#router ospf 1
R1(config-router)#router-id 1.1.1.1
R1(config-router)#network 192.168.99.0 0.0.0.255
% Incomplete command.

R1(config-router)#network 192.168.99.0 0.0.0.255 area 0
R1(config-router)#network 192.168.30.0 0.0.0.255 area 0
R1(config-router)#network 192.168.40.0 0.0.0.255 area 0
R1(config-router)#network 192.168.200.0 0.0.0.255 area ©
R1(config-router)#network 172.31.21.0 0.0.0.3 area @

R1(config-router)#exit
R1l(config)#

Configuracion interface serial 0/0/0

R1(config)#interface s0/0/0
R1(config-if)#ip address 172.31.21.1 255.255.255.252
R1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial@/0/0, changed state to down
R1(config-if)#clock rate 128000

R1(config-if)#exit

R1l(config)#

El router R2 se configura basicamente con lo mismo cambiando direcciones IP

entonces para no redundar en instrucciones que ya se presentaron se mostrara la
configuracion NAT.
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Configuracion NAT

R2(config)#interface s0/0/1
R2(config-if)#ip nat inside
R2(config-if)#interface s0/0/0
R2(config-if)#ip nat inside
R2(config-if)#interface 100

R2(config-if)#
%LINK-5-CHANGED: Interface Loopback®, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback®, changed
state to up

R2(config-if)#ip nat inside
R2(config-if)#interface fa0/o0
R2(config-if)#ip nat outside
R2(config-if)#exit

R2(config)#ip access-1list standard lent

R2(config-std-nacl)#permit 192.168.99.0 0.0.0.255
R2(config-std-nacl)#permit 192.168.30.0 0.0.0.255
R2(config-std-nacl)#permit 192.168.40.0 0.0.0.255
R2(config-std-nacl)#permit 192.168.4.0 0.0.0.255
R2(config-std-nacl)#permit 192.168.5.0 0.0.0.255
R2(config-std-nacl)#permit 192.168.6.0 0.0.0.255
R2(config-std-nacl)#permit 192.168.200.0 0.0.0.255
R2(config-std-nacl)#permit 10.10.10.10 0.0.0.0

R2(config-std-nacl)#exit

R2(config)#ip nat pool 1lsal 209.165.200.226 209.165.200.229
netmask 255.255.255.248

R2(config)#ip nat inside source 1list lent pool 1lsal
R2(config)#

Configuraciones de R3 las configuraciones basicas y OSPF utilizan los mismos
comandos que el R1 por lo tanto no se incluiran, este router tiene configuraciones

de listas de acceso estandar y listas de acceso extendido estos son los comandos
que se usaron.

Listas de acceso estandar R3

(config)#access-1list 1 permit 192.168.4.0 0.0.0.255
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R3(config)#access-1list 2 permit 192.168.5.
R3(config)#access-1list 3 deny 192.168.6.0
R3(config)#interface s0/0/1
R3(config-if)#ip access-group 1 out
R3(config-if)#ip access-group 2 out
R3(config-if)#ip access-group 3 out
R3(config-if)#

o0

Listas de acceso extendido R3

R3(config)#access-1list 110 deny ip host 192.168.5.10 host
209.165.200.230

R3(config)#access-1list 110 permit ip any any

R3(config)#
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ANEXO C

Notas finales

Las contrasefias para los routers y los switches son:
Para el modo EXEC privilegiado: prueba
Contrasefia de consola y vty: habilidades

La simulacion de la red se realizo en Cisco Packet Tracer version 7.1.1.0173

Link para descargar el archivo .pkt de la simulacién.
https://drive.google.com/file/d/1THNN2ZB7 g76AGmZyuCxkQvFVwa2ho1o4/view?

usp=sharing
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