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Descripcion del escenario propuesto para la prueba de habilidades

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de Bogota,
Medellin y Bucaramanga, en donde el estudiante sera el administrador de la red, el cual debera configurar
e interconectar entre si cada uno de los dispositivos que forman parte del escenario, acorde con los
lineamientos establecidos para el direccionamiento IP, protocolos de enrutamiento y demas aspectos que
forman parte de la topologia de red.

Topologia de red
VLAN Direccionamiento Nombre
30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo
200 192.168.200.0/24 Mantenimiento

BOGOTA

172.31.21.0/30

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

MEDELLIN

B/IMANGA

192.168.99.3
192.168.99.2
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1. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

OSPFv2 area 0
Configuration Item or Task Specification
Router ID R1 1.1.11
Router ID R2 2.2.2.2
Router ID R3 3.3.3.3
Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales en 128 Kb/s
Ajustar el costo en la métrica de SO0/0 a 7500

Verificar informacion de OSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de cada interface

e Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing Networks, and passive
interfaces configuradas en cada router.

router ospf 1

router—id 1.1.1.1
log-adjacency-changes

network 172.31.21.0 0.0.0.3 area 0
network 152_.1€2.30.0 0.0.0.255 area 0
network 152.162.40.0 0.0.0.255 area 0
network 192_.1€2.200.0 0.0.0.255 area 0O
!

ip classless

1

ip flow-export wversiom 9

!

1

access—list 2 deny 152.1€2.40.0 0.0.0.255

access-list 2 permit any

1

line con O
1

line aux 0

!

line wty 0O 4
login
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router ospf 1
router—-id 2.2.2.2
log-adjacency-changes

network 172.31.21.0 0.0.0.3 area 0
network 172.31.23.0 0.0.0.2 area 0O
network 10.10.10.10 0.0.0.0 area 0O
network 205_.1€5.200.224 0.0.0.7 area 0

ip nat inside source list 10 interface GigabitEthernetd/0 owverload

ip classless
!

ip flow-export wversion 3

access—-list 10 permit 1%2.1€5.0.0 0.0.255_255

line con O

!

line aux 0

!

line vty O 4
login
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2. Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento, Inter-VLAN Routing y
Seguridad en los Switches acorde a la topologia de red establecida.
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[Root] New Cluster Move Object Set Tiled Background Viewport

m

10S Command Line Interface

$LINK-5-CHANGED: Interface FastEthernet0/1, changed state to up

$LINEPROTO-S-UPDOWN: Line protocel on I £ FastEth t0/1, ch d state to
up

Switch>
Switch>en
Switchgconf t
Enter configuration commands, cne per line. End with CNTL/Z.
Switch(config) 192 18040
3 3 192.168.5.0
Switch(config) $ 192.168.6.0
Switch(config) #¢vlan 30
Switch(config-vlan)$#name administracion
Switch(config-vlan)fexit
Switch(config) #vlan 40
Switch(config-vlan) #name mercadeo
Switch(config-vlan)$
Switch(config-vlan) fexit
VLAN| Switch(config) #vlan 200 mantenimiento

% Invalid input detected at '~' marker.

Switch(config) $
Switch(config) $vlan 200

Switch(config-vlan)$name mantenimienti s r@
| Switch(config-vlan) #name mantenimiento
| I Power Cycle Devices Fast Forward Time Switch(config-vlan) §| Realtime

- =% = — Type Color Time(sec) Periodic Num
L kA ralvaivalnal
7 / / .
ions EJeEeJE JE Iy
s & |« i + | [Toggle PDU List
1

Aitamaticalls Chanca Cannactinn Tuna

3. En el Switch 3 deshabilitar DNS lookup

New Cluster

105 Command Line Interface

=TT
Switchiconfig-vlan)®
Switohiconfig-vlan) g
Switchiconfig-vlan) Sexis
Switchiconfig) §

Switchiconfig) $

Swizchiconfig)

Switchiconfig) ¢

Switch(config) #int fa 0/24
Switchiconfig=if) fsw

Switch (config-if) §switchport mode ©

itchiconfig-if) ¢ mode trunk
Switchiconfig-if)fint fa 0/3
itchiconfig-if) ¢ mode trunk

Switchiconfig-ifl g
SLINEPROTO-5-UFDOWN: Line protocol on Interface FastEchernes0/3, changed state to
dewn

2.168.99.3

SLINZPROTO-5-UPDOWN: Line protocol on Interface FastEtherne=0/3, changed state to
up

Switchiconfig-if)§
Swischicanfig-if) ¢
Switehiconfig-if}fint fa 471
Switchiconfig-if) fawi
Switchiconfig-if) fswitchpors ace

irch fig-if) ¢ acc
Switch(config-if) #switchpors access wilan 40
Switchiconfig=if) 8

Realtime

Fire Last Status Source Destination Type Color Time(sec) Periodic  MNum |

=¥ yu¥ el sl 7 A Scenaric 0 -

4. Asignar direcciones IP a los Switches acorde a los lineamientos.
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I0S Command Line Interface

R 4 o == e s T ats e g o e e = "
SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/0, changed state
to up
SLINEFROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetd/0.30, changed
state to up
$LINEFRCTO-5-UPDCOHN: Line protocol on Interface GigabitEthernetd/0.40, changed
state to up
%LINEPROTO-5-UFDOWN: Line protocol on Interface GigabitEthernetO/0.200, changed
state to up
%$LINEPROTO-5-UPDOWN: Line protocol on Interface Serialds/0/0, changed state to up
Q0:00:10: %0SPF-5-ADJCHG: Process 1, Nbr 2.2.2.2 on Seriald/0/0 from LOARDING to
FULL, Loading Done
MEDELLIN=
MEDELLIN>en
MEDELLIN#sH
MEDELLINgshow acc
MEDELLINg§show access-lists
Standard IP access list 2

10 deny 152.1€2.40.0 0.0.0.255

20 permit any
MEDELLINE
MEDELLINE hd

Copy Paste

BUCRRDMANGE (config) #

BUCRRRMRENCAE (config) #inter

BUCRRAMENGE (config) #interface wlan 201
BUCARBMANGR (config-if) @

BUCRRAMRANGRE (config-if) @

BUCRRAMANGE (config-if)#ip ad
BUCRRAMANGER (config-if) $ip address 10.3.3

v

% Invalid input detected at """ marker.

BUCRRBMRNGE (config-if) #ip address 10.3.3.1

% Incomplete command.

BUCRRLMANGE (config-if)#ip address 10.3.3.1 255.255_255.0
BUCRRBMRENGE (config-if) &

5. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.

.- _________'- - - ' - ___________________________________________|
Set Tiled Background View

Move Object

contig

10S Command Line Interface

gTFIO T
default-gateway default-necwerk dhep demain demain-lockup demain-name
MEDELLIN (config)#ip dd

MEDELLIN (config) $ip dh

MEDELLIN (con£ig) ¢ip dhep &

MEDILLIN (config)$ip dhep excluded-address 192.168.30,1

% Invalid input detected at '~' markez.

MEDELLIN (config)#ip dhcp excluded-address 192.168.30.1
MEDELLIN (config)#ip dhcp excluded-addzess 192.168.40.1
MEDELLIN (config)#ip dhep excluded-address 192.168.200.1
MEDELLIN (eonfig)#ip dnep excluded-address 2
A.B.C.D Low ID address
MEDELLIN (config)#1p dhcp excluded-address 192.168.30.1 2
A.B.C.D High IP address
<or>
MEDELLIN (config)#ip dhcp excluded-address 192.168.30.1 152.168.30.31
MEDELLIN (config)#ip dhcp excluded-address 192.168.40.1 152.168.40.31
MEDELLIN (config)$ip dn
MEDELLIN (eonfig)#ip dhep po
MEDELLIN (conZig)#ip dhcp pecl MERCADEO
MEDILLIN (dhcp-config) ¢
MEDELLIN (dhep-config) snet
MEDELLIN (dhep-config) #network 192.168.40.0 255.255.255.0
MEDELLIN (dhcp-config) éde
MEDELLIN (dhcp-config) sdefault-router 192.168.40.1
MEDZLLIN (dhep-config) fdns
MEDELLIN (dhep-config) $DNS-sezver 10.10.10.11
<l [:=pELLIN(dhcp-conzigis]

208, 165.200.224 /29

=

Fa0,

.~ PC-PT
# PC INTERNET

10.10.10.10/32

172.31.23.0 /30

5e0/0/1

Copy to Clipboard

e 192.168.4.0
=
L i 192.168.5.0
2901 2901 192.168.6.0
MEDELLIN BUCARAMANGA
Fire  Last Status Source  Destination Type  Color  Time(sec)
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6. Implement DHCP and NAT for [Pv4

-_— -,
ical [Root] New Cluster Move Object Set Tiled Backgroun
J

[ietusicatalcontiad] Desiiop |iQutomintactaced

IP Configuration [ X ]
1P Configuration -10/3
© DHCP ) Static DHCP request successful.
1P Address 192,168.40,32 .zxo‘
Subnet Mask 255.255.255.0
Default Gateway 192.168.40.1
/1
DNS Server 10.10.10.11
1Pv6 Configuration I 1
) DHCP ) Auto Config @ Static RANG
1Pv6 Address /
Link Local Address FE80::201:C9FF:FEEC: 2864
IPv6 Gateway
v
1Pv6 DNS Server
l—
+:01:05:08 | Power Cycle Devices Fast Forward Time
e
- P nati
- | m = < | b | | / . -
"] . " 3 |
Connections | — - il g

ﬂ s , &= < M. L \r;\nl;\n‘w_f wi:h:] |

7. Configurar R1 como servidor DHCP para las VLANs 30 y 40.

[ Physical | Canfig

105 Command Line Interface

T O eI T EITITNTT

Routex(esnfig) thea
Router {config)$hos
Reuter eenfig) phestname MEDELLIN

MEDELLIN (config) $

MEDELLIN (esnfig) #int sa 0/0/0

MEDELLIN (config=if) #ip add 172.21.21.2 255.255.285.282
MEDELLIN (ssnfig-if) gas ah

[
Administrag
152,188.40.0124 Mercades
200 Y50 152, 300.0/24 Mantpnisie

00.224/29

MEDELLIN [sanfig-12] 8
SLINK-E~CHANGED: Interface Seriald/0/0, changed state to up

Web Server
10.10.10.10/32

HEDELLIN (config-if) #dnt gd 0/0

SLINEPROTO-5-UPDOWH: Lima precsssl en Intesfase Se2ial0/0/0, changed scats =& up 472.31.23.0130

MEDILLIN [sanfig-Lif) fanie
MEDELLIN (config)#int gi 0/0.20

MEDILLIN [sanfig-subif) gan

MEDELLIN (config-subif)fencapsulation d

HEDELLIN (senfig-subif) pensapsulacisn dselQ 30

MEDELLIN (config-subif)@ip add 192.168.30.1 255.255.255.0
HEDZLLIN [config-subif) fexic

MEDELLIN (config)#int gi 0/0.40

HEDILLIN (config-subif) fencapsulacien declR 40

MEDELLINW (config-subif)@ip add 192.168.40.1 255.255.255.0
HEDZLLIN [config-subif) fexic

MEDELLINW (config) #int gi 0/0.200

HEDILLIN (config-subif) fencapsulatien decll 200

MEDELLIN (config-subif)@ip add 192.168.200.1 255.255.255.0
MEDELLIN [config-aubif) @

Lod 152.168.4.0/24
Lo 192.168.5.0/24
Lo6 192.168.6.0/24

8. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para configuraciones estaticas.
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Configurar DHCP pool para VLAN 30

Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com

Mind Wide Open”

Establecer default gateway.
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Name: MERCADEO
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Configurar DHCP pool para VLAN 40

no service password-encryption
1
hostname MEDELLIN
1
1
1
1
ip dhep excluded-address 152 _1€3.30.1
ip dhcp excluded-address 132 _1€5.40.1
ip dhep excluded-address 152 .1€2.200.1
ip dhep excluded-address 152 .1€8_.30.1 152 .1€2_.30.31
ip dhep excluded-address 152 _.1€3.40.1 152 .1€3.40.31
1
ip dhecp pool ADMINISTRACICH
network 19%2_1€8.30.0 255.255.255.0
default-router 132.1€3.30.1
dns-server 10.10.10.11
ip dhcp pool MERCADED
network 152_1€8.40.0 255.255.255.0
default-router 152.1€5.40.1
dns-server 10.10.10.11
1
1
1

no ip cef

9. Configurar NAT en R2 para permitir que los host puedan salir a internet

1

router ospf 1
router—-id 2_2.2.2
log-adjacency-changes
network 172.31.21.0 0.0.0.3 area 0
network 172 _31_23.0 0.0.0.3 area O
network 10_.10.10.10 0.0.0.0 area O
network 205.1€5.200.224 0.0.0.7 area 0

1

ip mat inside source list 10 interface GigabitEthernet0/0 owverload

ip classless

1

ip flow-export wersion 5

1

1

10. Configurar al menos dos listas de acceso de tipo estandar a su criterio en para restringir o permitir
trafico desde R1 o R3 hacia R2.
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to up

SLINEPROTO-5-UPFDOWN : Line protocol on Interface GigabitEthernetd/0.30,
state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetd/0.40,
State to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetd/0.200,
state to up

FULL, Loading Done

MEDELLIN=

MEDELLIN=en

MEDELLINEsH

MEDELLINgshow acc

MEDELLIN#show access-lists

Standard IP access list 2
10 deny 152_1€2.40.0 0_.0.0.255
20 permit any

MEDELLINg

MEDELLINE

SLINEPROTO-5-UFDOWN: Line protocol on Interface GigabitEthernetd/0, changed state

$LINEFRCTO-5-UPDCOWN : Line protocol on Interface Seriald/0/0, changed state to up

00:00:10: %0SPF-5-ADJCHG: Process 1, Nbr 2.2.2.2 on Serialdys0/0 from LOADING to

Copy

Mind Wide Open”

11. Configurar al menos dos listas de acceso de tipo extendido o nombradas a su criterio en para
restringir o permitir trafico desde R1 o R3 hacia R2.

# BUCARAMANGA = [m]

Physical Config CLI

105 Command Line Interface

== IgErIT TTHErmET IITerDaTE
Z Low-speed serial (sync/async) network interface(s)
DRAM corxﬂ.gu:a:t:n is €4 bits wide with pa:j.t,y disabled.
255K bytes of non-volatile configuraticn memory.
24585€K bytes of ATA System CompactFlash 0 (Read/Write)

Press RETURN to get started!

$LINKE-5-CHRNGED: Incerface Serial(/0/1, changed state to up
SLINEPROTO-5-UFDOWN: Line protocol on Interface Seriald/0/1, changed sctate to up

00:00:10: $0SPF=5-ADJCHG: Process 1, Fbr 2.2.2.Z on Serial0d/0/1 from LORDING to
FULL, Loading Done

BUCARAMANGR=

BUCARAMRHCR=en

BUCARAMRNGAE

BUCARAMANGASsh

BUCARAMANGREshow hcc

BUCARRMANGA#show access-liscs

Extended IF access list 100
10 permic ip 152.1€8.4.0 0.0.0.255 heost 10.10.10.10
20 permit ip any any

Extended IF access list 101
10 deny ip 1%2.1€8.5.0 0.0.0.255 20%.1€5.200.224 0.0.0.7
20 permit ip any any

BUCARRHMRHGAS

Copy Paste

12. Verificar procesos de comunicacion y redireccionamiento de trafico en los routers mediante el uso
de Ping y Traceroute.
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