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GLOSARIO

LAN: red de area local.

WAN: red de varias redes de area local

18

10

PROTOCOLO: normas y disposiciones para las conexiones

TRONCAL: red para interconectar varias redes

VLAN: manera de crear redes l6gicas dentro de una fisica

18
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DCHP: protocolo de asignacién automatica de direccionamiento
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RESUMEN

En el desarrollo de los laboratorios durante la ejecucion del diplomado en disefio e
implementacion de soluciones integradas LAN / WAN impartido por CISCO se
conocieron; tablas de enrutamiento, configuracion de web server, enrutadores,
switches OSPFV2y lista de accesos ACL entre otros, lo que permitio la elaboracion,
adecuacion, instalacion y configuracion de una red para una empresa que posee
tres sucursales en diferentes ciudades logrando asi la aplicacion del conocimiento
adquirido durante las sesiones teorico-practicas del diplomado.
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INTRODUCCION

El desarrollo de las habilidades practicas forma parte de aplicacion de conocimiento
al momento de adquirirlo es por ende que, para dar comienzo al presente avance
de habilidades préacticas, se desarroll6 de manera sistemética un ejercicio de
laboratorio mediante el aplicativo Packet Tracer v 6.0, detallando en pormenor los
pasos, aplicaciones y comandos que dieron respuesta a preguntas con el animo de
reforzar el procedimiento y afianzar la labor realizada.

A través del desarrollo del ejercicio se establecerd mediante ejecucion las ordenes;
tablas de enrutamiento, configuracion de web server, enrutadores, switches
OSPFV2 Yy lista de accesos ACL, que consiste en la decisién que emite el router en
el momento de enviar o recibir paguetes, mediante el I0S realiza una verificacion si
cumple o no el paquete de manera satisfactoria el requerimiento, cuando se cumple
la condicion, no se seguiran ejecutando las verificaciones o las llamadas sentencias
de condicion.

Se estudia todo el comportamiento de una red al realizar las configuraciones

solicitadas validando su importancia en el servicio para el bloqueo especifico de una
red o un Host, enlaces, Vlans, entre otros dando asi el andlisis del trafico de una red

11



Descripcion del escenario propuesto para la prueba de habilidades

Escenario: Una empresa de Tecnhologia posee tres sucursales distribuidas en las
ciudades de Bogota, Medellin y Bucaramanga, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si cada uno
de los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas
aspectos que forman parte de la topologia de red.

Topologia de red

VLAN Direcdonamiento Nombre
Internet 30 152.168.20,0/24 Administracion

- 40 192.168.40.0/24 Mercadeo

200 192.168,200.0/24 Mantenimiento

209.165.200.230 209.165.200.224/29

BOGOTA LoO | webserver

172.31.21.0/30

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

MEDELLIN

F0/0

B/MANGA
Far2a |8021Q

192.168.99.3
192.168.99.2

Figura 1 Topologia de la red
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1. Configurar el direccionamiento IP acorde con la topologia de red para
cada uno de los dispositivos que forman parte del escenario

v Configuracion de internet pc

& Internet PC - m] s
Physical Config Desktop  Custom Interface

IP Configuration

IP Configuration

() DHCP @® Static

IP Address 209.165.200.230
Subnet Mask 255.255.255.248
Default Gateway 209.165.200.225
DNS Server

IPv6 Configuration
() DHCP (O Auto Config @ Static

IPv6 Address |f|:

Link Local Address FEBD::201:42FF:FE76:3DC

IPv6 Gateway

IPv6 DNS Server

AN

<

Figura 2 Configuracion de internet pc

v' Configuracion de R1
#ri - O X
Physical  Config  CLI

10S Command Line Interface

Router=en
Routerghostname R1

% Invalid input detected at '"~' marker.

Routergconfig t

Enter configuration commands, one per line. End with CHTL/Z.
Router {config) fhostname R1

Rliconfig) #int s0/0/0

Rl{config-if)#description connection to R2

Rliconfig-if)#ip add 172.32.21.1 255.255.255.252
Rli{config-if] #no shutdown

%LINK-5-CHRNGED: Interface Seriald/0/0, changed state to down
Rl{config-if) gexit

Rli{config) #§ip route

Rliconfig) #ip route 0.0.0.0.0.0.0.0 s0/0/0

&% Invalid input detected at '~' marker.

Rli{config) #ip route 0.0.0.0 0.0.0.0 s0/0/0

%Default route without gateway, if not a point-to-point interface, may impact
performance

R1(config) g &

Figura 3 Configuracion de R1
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v" Configuracion de R2

® r2 -

Physical Config  CLI

I0S Command Line Interface

Bouter=en

Bouterfconiig ©

Enter configuration commands, one per line. End with CHNIL/Z.
Router (config) #hostname R2

B2 {config) #ip http server

% Inwalid input detected at '~' marker.

config)fint s0/0/0

config-if) #descrip connection to R1l
config-if)fip add 172.31.21.2 2
config-if) #no shut

ra

5

(%]

55.

(%]

55.255.

SLINE-5—CHANGED: Interface Serizl0/0/0, changed state to down
{config-if)#int s0/0/1

config-if) §descrip connection to B3

config-if)fip add 172.31_.23_.2 255_255_3255_252

B2 (config-if)éclock rate 125000

This command applies only to DCE interfaces

B2 (config-if)#no shut

B2 (config-if) #
SLINE-5—CHANEED: Interface Serial0/0/1, changed state to up

B2 (config-if)g&int gl/0
config-if) fdescrip connection to ISP
R2 (config-if)#ip add 205.265.200.225 255.255.255.248

% Inwalid input detected at '~' marker.

B2 {config-if)#ip add 205%.1€5.200.225 255_255.255_2483
R2 (config-if) dno shut

RZ (config-if) ¢
SLINE-5—CHANGED: Interface (igabitEthernet0/0, changed state to up

to up

2LINEPROTO-5-UPDOWN : Line protocol on Interface Seriald/0/1, changed state to up

SLINEFROTO-5-UPDOWN : Line protocol on Interface FigakitEthernetl/0, changed state

Copy

Figura 4 Configuracion de R2
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Fr2
Physical  Config  CLI

I0S Command Line Interface

SLINE-5-CHANGED: Interface Seriall/0/0, changed state to down
RZ (config-if) $int s0/0/1

R2Z (config-if) #descrip connection
R2 (config- #ip add 172.21.22.2 2
R2 (config-if) $clock rate 123000
This command applies only to DCE interfaces
R2 (config-if) #no shut

RZ (config-if) ¢
%LINK-5-CHRNGED: Interface Serial0/0/1, changed state to up

22 (config-if) ¢int g0/0
RZ (config-if) #descrip connection to ISP
RZ (config-if) #ip add 209.2€5.200.225 2

w
Il
i

o
Il
i

n
il
.

"
)

% Invalid input detected at '"' marker.

B2 (config-if) #ip add 209.1€5.200.225 255.255.255.248
22 (config-if) #no shut

RZ (config-if) ¢
%LINK-5-CHANGED: Interface GigabitEthernetds0, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
to up

B2 (config-if) #int gi/L
B2 (config- #$ip add 10.10.10.1 255.255.255.0
B2 (config-if) ¢no shut

RZ (config-if) g
%LINK-5-CHARNGED: Interface GigabitEthermetd/sl, changed state to up

SLINEPROTO-5-UFDOWN: Line protocol on Interface GigabitEthernetl/1,
to up

R2 (config-if) ¢descrip connection to Web Server
RZ (config-if) g

SLINEPROTO-5-UPDOWN: Line protocol on Interface Seriald/0/1, changed state to up

changed state

changed stats

Copy

Figura 5 Configuracion de R2

&R
Physical Config CLI

10S Command Line Interface

Paste

2 Low-speed serial (sync/async) network interface(s)
DRAM configuration is €4 bits wide with parity disabled.

255K bytes of non-volatile configuration memory.
24535€K bytes of ATR System CompactFlash 0 (Read/Write)

Dress RETURN to get started!

%LINE-5-CHANGED: Interface Serial0/0/1, changed state to up

&LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/s1,
To up

SLINEPROTCO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
to up

Rizen

gconfig t

Enter configuration commands, one per line. End with CNTL/Z.

B2 (config)f#ip route 0.0.0.0 0.0.0.0 gls0

%Default route without gateway, if not a point-to-point interface,
performance

RZ (config) fexit

R2g

35YS-5-CONFIG_I: Configured from conscle by console

changed state

changed state

may impact

SLINEPROTO-5-UPDOWN: Line protocol on Interface Serialld/0/1, changed state to up

Figura 6 Configuracion de R2
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v' Correcciones de Ip de acuerdo al routing en R2

Fr - O X
Physical  Config  CLI
I0S Command Line Interface
{config-if) gexit ~
gl ¢interface Seriallds0/0
RZ2{config-if)#clock rate 122000
This command applies only to DCE interfaces
{config-if) ¢
g-if) gexic
gl #interface Serialds0/s0
g-if) g
g-if) gexic
gl #interface Serialds0/s0
g)#interface Seriall/0/0
g-if) g
£) gexit
gl tinterface Seriall/0/1
g-if) g
Jgexit
gl #interface Serialds0/s0
g-if)$no ip address
18
g-if) gexic
gl #interface Serialds0s1
g-if) $§ip address 172.31.21.2
18
g-if) gexic
gl tinterface Serialls0/0
g-if) $ip address 172.31.23.2
nfig—if)ﬂl W
Copy Faste
Figura 7 Correcciones de Ip de acuerdo al routing en R2
¥ r2 o X
Physical  Config  CLI
I0S Command Line Interface
HTTCUNCIOUrT TR LTS T
ter configuration commands, ome per line. End with CNTIL/Z. "
config) g¢interface Serialld 0,1
config-if)
config-if) fexit
config) ¢interface Seriallds0/0
config-if) gexit
config) gexit
%5YS-5-CONFIG_I: Configured from conscle by console
R2#ping 172.31.23.1
Iype escape segquence to abort.
Sending 5, 100-byte ICHMPF Echos to 17 ., timeout is 2 seconds:
Success rate is 0 percent (0/5)
#
configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
2 {config) #interface Seriald/0/0
config-if)$
config-if) gexit
config) #interface Seriald/0/1
config-if)$
config-if) gexit
config) ¢interface Serialds0/0
config-if) §ip address 172.31.23_.1 255.255.2
config-if) g v
Copy Paste

Figura 8 Correcciones de Ip de acuerdo al routing en R2
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v" Configuracion de R3
#r3

Physical Config  CLI

105 Command Line Interface

Router=en

Routerfconfig t

Enter configquration commands,
(config) thostname R3

gl#int s0/0/1

B3 (config-if) #descrip comnection to R2

B3 {coni J8ip add 172.31.23.2 255.255.255.

R3 (config-if) #no shut

one per line.

(5]

52

B3 {config-if)#
%LINE-5-CHRNGED:

Interface Seriall/0/1, changed state to up

% LINEFROTO-5-UPDOWN: Line protocol on Interface Serialdso0/s1,

B3 {config-if) #int lod

B3 ({config-if)#

$LINE-5-CHANGZED: Interface Loopback4, changed state to up

%LINEFROTO-5-UPDOWN: Line protocol on Interface Loopback4,

R3{
R3{
R3{
R3{

Interface Loopback5, changed state to up

End with CNTIL/Z.

changed state to up

changed state to up

Copy Paste

Figura 9 Configuracion de R3

& r3

Physical Config  CLI

105 Command Line Interface

$LINEFROTO-5-UFDOWN: Line protocol on Interface Loopback4,

R3{config-if)#ip add 132.1€8.4.1 255
B3 (config-if)#no shut

R3{config-if)#§

B3 (config-if)#int lob

R3{config-if)#§
%LINE-5-CHANGED: Interface Loopback5, changed state to up

3LINEPROTO-5-UFDOWN: Line protocol on Interface Loopbacks,
R3{config-if)#ip add 132.1€8.5.1
R3{config-if)#

B3 (config-if)#no shut

B3 (config-if)#int lo€

R3(config-if)#
%LINE-5-CHANGED: Interface Loopbacké, changed state to up

$LINEFROTO-5-UFDOWN: Line protocol on Interface Loopbacke,

R3{config-if)#ip add 1%2.1€8.%€.1 255.2
B3 (config-if)#no shut

B3 (config-if) fexit

R3 {config) #ip route 0.0.0.0 0.0
%Default route without gateway,
performance

R3 {config) #

-0.0 s0/0/1

changed state to up ~

changed state to up

changed state to up

f not a point-to-point interface,

may impact

Copy Paste

Figura 10 Configuracion de R3
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v' Configuracion de Web Server

& Web Server = O X

Physical Config  Services Desktop  Custom Interface

(M=l I — [ —
IP Configuration

Interface |FastEthemetO v|
IP Configuration

—

() DHCP @ Static

IP Address 10.10.10.10
Subnet Mask 255.255.255.0
Default Gateway 10.10.10.1|
DNS Server

IPv6 Configuration
(O DHCP (O Auto Config @ Static

IPve Address |/|:

Link Local Address FEB0::2E0:BOFF:FE35:9002

IPvE Gateway

IPvE DNS Server

<

Figura 11 Configuracion de Web Server

2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes
criterios:

OSPFv2 area 0

Configuration Item or Specification

Task

Router ID R1 1.11.1
Router ID R2 2.2.2.2
Router ID R3 3.3.3.3

Configurar todas las
interfaces LAN como
pasivas

Establecer el ancho de
banda para enlaces 128 Kb/s
seriales en

Ajustar el costo en la

métrica de S0/0 a
Tabla 1 OSPFv2 drea O

7500

18



v' Configuracion de R1 OSPF

#m

Physical Config CLI

105 Command Line Interface

TITE T TUNI TOUT ST IO CONMSTIS,
Rl (config) #router ospf 1

Rli{config-router)frouter-id 1.1.1.1
Rl {config-router) §network 172.31.

% Invalid input detected at

Rl (config-router) #network
Rl (config-router) #network
Rl {config-router) §network
Rl (config-router) #network
Rl {config-router)#

Rl (config-router) §passive—interface
Rl {config-router) §passive—interface
Rl {config-router) #passive—interface
Rl {config-router) §passive—interface

45

TITE L IINES

Rl {config-router) #network 15Z_1€5.30.0

152 .1€8.30.0
z 0.0 0.0.0.
152.1€8.200.0
2.1€8.59.0

T WITIT THIL,

0 0.0.0.3 area 0
0.0.0

-255 areal

marker.

0.0.0.

0.0
0.0.0.

glsLl.
go/s1.
g/l

go/s1.

Rl (config-router) fexit
Rl {config)#int s0/0/0
Rl {config-if) #bandwith 128

% Invalid input detected at marker .
Rl {config-if) #bandwidth 128

Rl {config-if)#ip ospf cost 7500

Rl {config-if) §

Copy

Figura 12 Configuracion de R1 OSPF

v Configuracién de R2 OSPF

R -

Physical  Config  CLI

10S Command Line Interface

Paste

Enter configuration commands, End with CHNTL/Z.
config) $router ospf 1
config-router) #router-id
config-router) gnetwork 1 1.0 0.0.0.3 area 0
config-router) #network 172.31.23.0 0.0.0.2 area 0
03:14:19: %0SPF-5-ADJCHG: Process 1,
FULL, Loading Done

config-router) #network 1 31.23.0 0.
config-router) $network 10.10.10.0 0.0.
config-router)#passive-interface g0/l
config-router) #int s0/0/0

config-if) #bandwidth 128
config-if)#int s0/0/1

config-if) #bandwidth 128
config-if)#ip ospf cost 7500
config-if) g

one per line.

3 area O
5 area 0

WNbr 1.1.1.1 on Seriald/0/1 from LORDING to

Copy

Figura 13 Configuracion de R2 OSPF
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v" Configuracion de R3

&3 - 0 X

Physical Config  CLI

10S Command Line Interface

A

Rizen
R3gconfig t
Enter configuration commands, one per line. End with CNTL/Z.

{config) frouter ospf 1

{config-router) frouter-id 2.2.2.2

{config-router) fnetwork 172.31.23.0 0.0.0.3 area 0

config-router) #

9: %05PF-S5-ADJCHG: Process 1, Nbr 2 -2 on Serial0/0/1 from LORDING to
FULL, Loading Done
R2 (config-router) fnetwork 152.1€2.4.0 0.0.2.255 area 0
R3 g-router) fpassive-interface lo4
n2 g-router) fpassive-interface loS
R3 g-router) fpassive-interface log
B2 (config-router) fexit
R3 (config) #int s0/0/1
R2 {config-if) fbandwidth 128
23 (config-if) § R
Copy Paste

Figura 14 Configuracion de R3 OSPF

Verificar informacion de OSPF
e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

v’ Tabla de R1
# R - m] ®

Physical  Config CLI

I10S Command Line Interface

"

Press RETURN to get started.

03:14:1%: %0SPF-5-ADJCHG: Process 1, Nbr 2.2.2.2 on Seriald/0/0 from LOADING to

FULL, Loading Done

zlren

Rlgshow ip ospf neighbor

Neighbor ID Pri  State Dead Time Address Interface

2 2 o FULL/ - 00:00:23 172.31.21.2 Seriald/0/0

21 v
Copy Paste

Figura 15 Tabla de R1 OSPF
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v Tabla de R2

& pa — O
Physical Config CLI
105 Command Line Interface

RiIzen

Rigconfig t

Enter configuration commands, one per line. End with CNIL/Z.

R2 (config) #show ip ospf neighbor

% Invalid input detected at '~' marker.

R2 (config) #show ip ospf neighbor

% Invalid input detected at '~' marker.

B2 (config) exit

R2g

%5Y5-5-CONFIG_I: Configured from conscle by console

R2g¢show ip ospf neighbor

Neighbor ID Pri State Dead Time Rddress Interface
3.3.2.3 a FULL/ - oo:00:38 Seriald/0/0
1.1.1.1 a FULL/ - 00:00:35 Seriald/0/1
r2g

Copy Paste
Figura 16 Tabla de R2 OSPF
# r3 - m| X
Physical  Config  CLI
I10S Command Line Interface

R3ren ~
R3gconfig t

Enter configuration commands, one per line. End with CNTL/Z.

B3 (config) #router ospf 1

R3{config-router) #router—-id 3.3.3.3

R3(config-router)#network 172.31.23.0 0.0.0.3 area 0

B3 (config-router) #

03z :29: %0SPF-5-ADJCHG: Process 1, Nbr 2. 2 on Seriald/0/1 from LOADING to
FULL, Loading Done

B3 (config-router)$network 192 _1€2.4. 0 0.0.3_255 area 0

R3(config-router) #passive-interface lo4

R3{config-router)fpassive-interface lo5

R3(config-router) #passive-interface log

R3(config-router) gexit

R2{config)dint s0/0/1

B3 (config-if) tbandwidth 128

B3 (config-if) fexit

B3 (config)#

B3 (config) fexit

R3g

%5¥Y5-5-CONFIG_I: Configured from console by console

R3gshow ip ospf neighbor

Neighbor ID Pri State Dead Time Rddress Interface

2.2 2 o FULL/ - Qo:-00: 172.31.23.1 Seriall/o/1

B2 v

Copy Paste

Figura 17 Tabla de R3 OSPF
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e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo
de cada interface

v" Configuracion R1

F R - o X

Physical Config CLI

10S Command Line Interface

=TET
Rl#show ip o0spf neighbor ~
Neighbor ID Pri State Dead Time Zddress Interface
2 2 a FULL/ - 00:00:33 172.31 Seriald/0/0
Rl#show ip ospf interface
Serial0/0/0 is up, line protocol is up
Internet address is 172.31.21.1/30, Rrea 0
Process ID 1, Router ID 1.1.1.1, Network Type POINT-TC-POINT,
Transmit Delay is 1 sec, State POINT-TO-BOINT, Pricrity 0
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:08
Index 1/1, flood queue length 0
Next ) A0x04{0)
Last flood scan length is 1, mamimum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor Z_.2Z 2 2
Suppress hello for 0 neighbor(s)
GigabitEthernet0/1.30 is up, line protocol is up
Internet address is 182.1€2.30.1/24, Area 0
Process ID 1, Router ID 1.1.1.1, Wetwork Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State WAITING, Priority 1 -
No designated router on this network
No backup designated router on this network
—-More-— v
Copy Paste
Figura 18 lista resumida de interfaces por OSPF R1
v' Configuracion R2
Fr2 - O X
Physical Config CLI
10S Command Line Interface
RITSIOR I USPT IEIgIDUT "
Heighbor ID Pri State Rddress Interface
3.3.2.32 a FULLS - 172.31.23.2 Seriald/0/s0
1.1.1.1 a FULLS - 172.31.21.1 Seriald/0/1
RZg¢show ip ospf interface
Seriald/0/1 is up, line protocol is up
Internet address is 172.31.21.2/30, Rrea 0
Process ID 1, Router ID 2.2.2.2, Network Type POINT-TO-POINT, Cost: 7500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:0%
Index 1/1, flood gqueue length O
Next 0xz0{0)/0x0{0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 1.1.1.1
Suppress helloc for 0 neighbor(s)
Serial0/0/0 is up, line protocol is up
Internet address is 172.21.23.1/30, Rrea 0
Process ID 1, Router ID 2.2.2.2, Network Type POINT-TO-POINT, Cost: 781
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O —
No designated router on this network
No backup designated router on this network
—-More—— hd
Copy Paste

Figura 19 lista resumida de interfaces por OSPF R2
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v" Configuracion R3

F R — 0 X

Physical  Config = CLI |

105 Command Line Interface

R3fshow ip cspf neighbor I
Neighbor ID Pri State Dead Time Address Interface
2.2.2.2 o FULLS - 00:00:32 172.31.22.1 Seriall/0/1 |
R3¢show ip ospf interface
Serial0/0/1 is up, line protocol is up
Internet address is 172.31.23.2/30, Rrea 0 i
Process ID 1, Router ID 3.3 .3 3, Network Type POINT-TO-POINT, Cost: 781

Transmit Delay is 1 sec, State POINT-TO-POINT,
¥No designated router on this network
No backup designated router on this network L

Priority 0

Timer intervals configured, Hellc 10, Dead 40, Wait 40, Retransmit §
Hello due in 00:00:04

Index 1/l, £lood gueue length 0

Next ) /020(0) [

Last flood scan length is 1, maximum is 1 £

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 2.

Suppress hello for 0 neighbor(s)

Loopback4 is up, line protocol is up
Internet address is 192.1€8.4.1/24, Rrea 0
Process ID 1, Router ID 2.2.3.3, Network Type LOODBACE, Cost: 1
Loopback interface is treated as a stub Host

LoopbackS is up, line protocol is up
Internet address is 1%2.1€58.5.1/24, Area 0

——Hore——

Copy Paste

Figura 20 lista resumida de interfaces por OSPF R3

e Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router.

& - B X

Physical Config CLI

105 Command Line Interface

=TT
R1g
R1#
R1F
R1g
R1#
Rl#show ip protocols

Routing Protocol is "ospf 1"
Cutgoing update filter list
Incoming update filter list
Router ID 1.1.1.1
Number of in this router is 1.
Maximum path: 4

Routing for Networks:

1 0.0.3 area 0

for all interfaces is not set
for all interfaces is not set

areas 1 normal 0 stub 0 nssa

area 0

HHE R

E; 1 face(s):
GigabitEthernet0/1.40
FigabitEthernetd/1.30
GigabitEthernet0/1 .2
CigabitEthernetd/1.33

Routi L tion Scurces:

Gateway Distance
1.1.1.1 110
2 110

—-Moze—— |

Last Update
00
00:17:58

Figura 21 OSPF Process ID R1
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# R - O ®
Physical  Config  CLI
I0S Command Line Interface
T T TIUTT O T T
Wext 0x0(0)/0x0(0) .
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, Adjacent neighbor count is 0
Suppress hello for 0 neighbor(s)
RZg
RZ§show ip protocols
Routing Protocol is "ospf 1"
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 2.2.2.2
Hurber of areas in this router is 1. 1 normal 0 stub 0 nssa
Haximum path: 4
Routing for Networks:
172.21.21.0 0.0.0.3 area 0O
172.31.23.0 0.0 32 area 0
l0.10.10.0 0.0 55 area 0
Passive Interface(s):
GigabitEthernetd/1
Routing Information Sources:
Cateway Distance Last Update
1.1.1.1 110 00:00:27
2 110 00:15:03
3.3.3.3 110 00:14:11
Distance: (default is 110)
B2 L
Copy Paste
Figura 22 OSPF Process ID R2
& Rr3 - o
Physical  Config  CLI
I10S Command Line Interface
TITELNEL SUUIESS IS IS . It0.C. L7 =%, =Ce= U
Process ID 1, Router ID 3.3.3.3, Network Type LOODPBACE, Cost: 1
Loopback interface is treated as a stub Host
R3E
R3E
R3E
R3E
R3gshow ip protocols
Routing Protocol is "ospf 1™
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 3.3.3.3
Humber of areas in this router is 1. 1 normal 0 stuk 0 nssa
Maximum path: 4
Routing for Networks:
1.23.0 0.0.0.3 area 0
192.1€2.4.0 0.0.3_255 area 0
Passive Interface(s):
Loopbackd
Loopbacks
Loopbacke
Routing Information Sources:
Cateway Distance Last Update
1.1.1.1 110 Q0:z01:01
2 -2 110 00:15:37
3.3.3.3 110 00:14:45
Distance: (default is 110)
R3E
Copy Paste

Figura 23 OSPF Process ID R3
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3. Configurar VLANSs, Puertos troncales, puertos de acceso,
encapsulamiento, Inter-VLAN Routing y Seguridad en los Switches
acorde alatopologia de red establecida.

v" Asignacion de troncales, puertos de acceso vlan y seguridad del S1
# 51 — O *

Physical Config CLI

I0S Command Line Interface

User Access Verification
Password:

Sl=en

Password:

Slgconfig t

Enter configuration cormands, one per line. End with CNTL/Z.
S1{config)gvlan 20

Sliconfig-vlan)$#name Administracion
Sl{config-vlan)$vlan 40

51({config-vlan) $name Mercadeo
Sli{config-vlan)$vlan 200

51 {config-vlan) $name Mantenimiento
Sliconfig-vlan)$# exit

Sli{config)#int wlan 5%

Sliconfig-if) #ip add 13%2.165.35.2 255.255.255.0
S1{config-if) #no shut

51{config-if) gexit

S1{config)$ip defsult-gateway 152.168.39.1
Sl{config)#int £0/3

Sliconfig-if) #switchport mode trunk

Sliconfig-if) g
SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetl/3, changed state to
down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(/2, changed state to w

Copy Paste

Figura 24 Troncales, puertos de acceso vlan y seguridad del S1

# 5 - m] X
Physical  Config CLI

105 Command Line Interface

Sliconfig-if)#ip add 192.1€2.55.2 255.255.255.0 ~
Sliconfig-if)#no shut

S5liconfig-if) gexit

51 {config) #ip default-gateway 192.1€2.55.1

Sliconfig)gint £0/32

Sliconfig-if)#switchport mode trunk

Sliconfig-if)#
% LINEFROTCO-5-UPDOWN: Line protocol on Interface FastEthernetd/3, changed state to
down

% LINEFROTCO-5-UPDOWN: Line protocol on Interface FastEthernetd/3, changed state to
up

Sliconfig-if)#switchport trunk native wlan 1

S5l {config-if)#int £0/24

Sliconfig-if)#switchport mode trunk
Sliconfig-if)#switchport trunk native wlan 1
S5liconfig-if)#int range £al/1-2, £als/23, gls1l-2
interface range not validated - command rejected
Sliconfig)$§int range fal/1-2, fal0/4-23, gl/1l-2
interface range not validated - command rejected
51 {config)$#int range £fal/1-2, £fal/4-23

51 {config-if-range) ¢switchport mode access
Sliconfig-if-range) #int £a0l/s1
Sliconfig-if)#switchport mode access
Sliconfig-if)#switchport access wvlan 20
Sliconfig-if)#int range fal/2, fal/4-23
51{config-if-range) $shutdown| w

Copy Paste

Figura 25 Troncales, puertos de acceso vlan y sequridad del S1
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® 51 - O X
Physical Config  CLI

10S Command Line Interface

TINMEERCUIo T UEDONN . CINTE PLUTUCOL U INTELISCE FSSCECIEINSTTr I, OISy STaCe o0

$LINE-5-CHANGED: Interface FastEthernet0/3, changed state to up

%LINEPROTO-5-UPDOWN - Line protocol on Interface FastEthernet(/3, changed state to
ug

Switchren

Switchf#config t

Enter configuration commands, one per line. End with CNTL/Z.
Switch{config)#hostnams 51

51 (config) f#enable secret class
S5l (config)gline con O
g-line)gpass cisco
g-line)#login
g-line)#line wty O 4
g-line)#pass cisco

51 (config-line)#login

Sl {config-line)#service

% Invalid input detected at '~' marker.

Sliconfig-line)#

51 (config-line)gservice pass

Sl ({config)#service password-encryption

51 (config)$#

51 ({co g)#banner motd =Unauthorized Rcces is Prohibited=

S1{config) g v

Copy Paste

Figura 26 Troncales, puertos de acceso vlan y seguridad del S1

v Asignacion de troncales, puertos de acceso vlan y seguridad del S3

& 53 - O x
Physical Config  CLI

105 Command Line Interface

SLINEFROTO-5-UPDOWN : Line protocol on Interface FastEthernet0/1l, changed state to
up

%LINE-5-CHANGED: Interface FastEthernetl/3, changed state to up

SLINEFROTO-5-UPDOWN : Line protocol on Interface FastEthernet(/3, changed state to
up

Switch>

Switch*en

Switchiconfig t

Enter configuration commands, one per line. End with CNIL/ZI.
Switchiconfig) #hostname 53

53 {co g) #enable secret class

53 (config) #enable secret classline com O

gl #line con 0

g-line) #pass cisco

52 (config-line)flogin

53 ({config-line)#line vty 0 4

53 (config-line)f§pass cisco

g-line)f#login

g-line)g

52 (config-line)$service password-encryption

52 (config) #banner motd =Unauthorized Rcces is Prohibited=
53 (config) #end

53¢

%5YS-5-CONFIG _I: Configured from conscle by console

Copy Paste

Figura 27 Troncales, puertos de acceso vlan y seguridad del S3
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# 53

Physical Config CLI

10S Command Line Interface

53
52
53
52

52

53

53
52
53
52
53
53

53

(config-vlan)$vlan
s31

531

{config-if)§ip add 152 _1€8.95%.3 25
{config-if) éno shut

{config-if)#ip default-gateway 152 1£8.35.1
{config) #int fal/2

{config-i
{config:
531
53¢
531

S3ren
Password:

S3gconfig t

Enter configuration cormands, one per line. End with CNTL/Z.
{config) gvlan 30

(config-vlan) $name Administracion

(config-vlan) gvlan 40

(config-vlan) #name Mercadeo

s34

config-vlan)#

config-vlan) #Mantenimiento

% Invalid input detected at '~' marker.

config-vlan) #name Mantenimiento

{config-vlan) fexit
531

config)gint vlan 95

if) #switchport mode trunk
)#switchport trunk native vlan 1
config-if)#int range £a0/l-2, f£al/4-24
-range) $switchport mode access
—range) #int £fal/l

a

{config-if) #switchport mode access
524

config-if) @switchport access vlan 40

Figura 28 Troncales, puertos de acceso vlan y seguridad del S3

4. En el switch 3 deshabilitar DNS lookup

Copy

O X
~
v
Paste

# 53 - | X
Physical Config  CLI
105 Command Line Interface
rE—r
"~

%

Copyright (c) 152&-2005 by Cisco Systems, Inc.
Compiled Wed 12-0Oct-05 22

:05 by pt_team

Press RETURN to get started!

Switchren
Switch#config t
Enter configuration commands, one per line. End with CHNTL/Z.
Switch (config) #no ip domain-lookup
Switchi{config)$# no shutdown

Invalid input detected at '~' marker.

Switch{config) #end
Switch#
%5Y5-5-CONFIG_I: Configured from console by conscole

%LINF-5-CHANGED: Interface FastEthernetl/l, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1,
up

%LINF-5-CHANGED: Interface FastEthernetl/3, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(/3,
up

changed state to

changed state to

Figura 29 Switch 3 DNS lookup deshabilitado
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5. Asignar direcciones IP a los Switches acorde a los lineamientos.

v Asignacion de Ip al S1 de acuerdo a la tabla de routing

# 51 - B X
Physical Config CLI
105 Command Line Interface

User Eccess Verillcation A
Password:

Slren

Password:

Slfconfig t

Enter configuration commands, one per line. End with CNTL/Z.

Sl{config)gvlan 30

Sliconfig-vlan) gname Administracion

Sli{config-vlan) fvlan 40

Sli{config-vlan) gname Mercadeo

Sliconfig-wvlan) g¢vlan 200

Sli{config-vlan) fname Mantenimiento

Sliconfig-vlan)§ exit

Sliconfig)#int vlan 9%

Sliconfig-if)#ip add 152.1€2.55.2 o

Sliconfig-if)#no shut

Sliconfig-if)#exric

Sl{config)#ip default-gateway 152.1€8.55.1

Sliconfig)#int £0/3

Sl{config-if)#switchport mode trunk

Sliconfig-if)¢

SLINEPROTO-S-UPDOWN: Line protocol on Interface FastEthernet(/3, changed state to
down

SLINEPROTO-S-UPDOWN: Line protocol on Interface FastEthernet(/3, changed state to

up

v
Copy Paste

Figura 30 Asignacion de Ip al S1 de acuerdo a la tabla de routing

v" Asignacion de Ip al S3 de acuerdo a la tabla de routing

& 53 — O x

Physical Config  CLI

10S Command Line Interface

TINECHCTO-S-UCDOWN . Linie PEotocol on INterface FastECRernetlrd, changed State ©o
down

Ll

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(/3, changed state to
up
Unauthorized RAcces is Prohibited

User Rccess Verification
Password:

S53ren

Password:

S3gconfig t

Enter configuration commands, one per line. End with CNTL/Z.
53 {config)$vlan 30

53 (config-vlan)fname Administracion
53 (config-vlan)fvlan 40

53 (config-vlan) #name Mercadeo

53 (config-vlan)g

53 (config-vlan)gvlan 200

S2 (config-vlan) #Mantenimiento

% Invalid input detected at '~' marker.
53 {config-vlan) #name HMantenimiento

53 (config-vlan) fexit
53 (config) #int vlan 5%

S3iconfig-if)f#no shut &

Copy Paste

Figura 31 Asignacion de Ip al S3 de acuerdo a la tabla de routing
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6. Desactivar todas las interfaces que no sean utilizadas en el esquema
de red.

v Desactivacion de puertos no usado en S1

# 5 - O X
Physical Config  CLI

105 Command Line Interface

Fint zange £a0/2, fa0/4-23 =
if-range) #shutdown

Slico
51 {confi

SLINE-5-CHRNCED: Interface FastEthernet0/2, changed state to administratively down

% LINK-5-CHANGE!

: Interface FastEZthernetd/4, changed state to administracively down
$LINE-5-CHANGED: Interface FastEthernet0/5, changed state to administratively down
3LINE-5-CHANGED: Interface FastEthernet0/€, changed state to administratively down

% LINE-5-CHRNGE]

: Interface FastEZthernet0/7, changed state to administratively down

SLINE-5-CHRNGED: Interface FastEthernet0/2, changed state to administratively down

$LINE-5-CHRNGED: Interface FastEthernet0/9, changed state to administratively down

3LINE-5-CHRNGED: Interface FastEthernet0/10, changed state to administratively
down

3LINE-5-CHRNGED: Interface FastEthernet0/ll, changed state to administratively
down

SLINE-5-CHRNGED: Interface FastEthernet0/12, changed state to administratively
down

$LINE-5-CHRNGED: Interface FastEthernet0/13, changed state to administratively

down
Caopy Paste
Figura 32 Desactivacion de puertos no usado en S1
v' Desactivacion de puertos no usado en S3
F 5 - m] x

Physical Config CLI

10S Command Line Interface
onfig-if)fint range fa0;2, faO;4-24 o
onfig-if-range) #shutdown

SLINE-5-CHANGED: Interface FastEthernetd/2, changed state to administratively down
®LINE-5-CHANGCED: Interface FastEthernet(/4, changed state to administratively down
SLINE-5-CHRNGED: Interface FastEthernetd/5, changed state to administratively down
&LINE-5-CHANGED: Interface FastEthernetl/€, changed state to administratively down
®LINE-5-CHANGED: Interface FastEthernet(/7, changed state to administratively down
SLINE-5-CHRNGED: Interface FastEthernetd/5, changed state to administratively down
SLINE-5-CHANGED: Interface FastEthernetl/5, changed state to administratively down

SLINE-S5-CHANGED: Interface FastEthernet(/l0, changed state to administratively
down

SLINE-5-CHANGED: Interface FastEthernet(/ll, changed state to administratively
down

SLINE-5-CHANGED: Interface FastEthernet(/l2, changed state to administratively
down

SLINE-5-CHANGED: Interface FastEthernet(/l3, changed state to administratively
down

ELINE_S_(CHRNCED. Interf I LEthernetl /14 banged Lot L. dmipnistrativzely bt

Copy Paste

Figura 33 Desactivacion de puertos no usado en S3
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7. Implementar DHCP y NAT para IPv4

# r1
Physical Config  CLI

105 Command Line Interface

=Ty=TTTE TUTIT
Routing Information Sources:
Cateway Distance Last Update
1.1.1.1 110 oo 23
2 2 110 00:17:58
3.3.3.3 110 00:13:08
Distance: (default is 110)

R1g

Rlgconfig t

Enter configuration commands, one per line. End with CHTL/Z.
Rliconfig) #ip dchp excluded-address 192.1€2.30.1 152.1€2.30.30

% Invalid input detected at '~' marker.
Rlico gl #ip dhep excluded-address 1 1le83.30.1 1 l€8.30.30

Rliconfig) #ip dhcp excluded-address 192.1€2.40.1 152.1€2.40.30
Rl {config)#ip dchp pool ADMINISTRACION

% Invalid input detected at '~' marker.

Rl(config) #ip dhcp pool ADMINISTRACION
Rl (dhcp-config) ¢dns-server 10.10.10.11
Rl (dhcp-config) ¢domain-name ccna-unad.com

% Invalid input detected at '~' marker.

Rl (dhcp-config) fdefault-router 152.1€2.30.1
Rl {dhcp-config) $network 152.168.30.0 25
Rl {dhcp-config) §

Figura 34 Implementacion DHCP y NAT para IPv4

& Rr1
Physical  Config  CLI

I10S Command Line Interface

Copy

Paste

=IT
Rlgconfig t

Enter configuration commands, one per line. End with CNTL/Z.
Rliconfig) #ip dchp excluded-address 132.1€5.30.1 132.1€8.30.30

% Invalid input detected at '~' marker._
Rliconfig) #ip dhcp excluded-address 1 1€8.30.1 192.1€8.30.30

Rl {config)#ip dhcp excluded-address 192.1€25.40.1 192.1€8.40.30
Rl{config] #ip dchp pool ADMINISTRACION

% Invalid input detected at '~' marker.
Rl{config)#ip dhcp pool ADMINISTRACION
Rl {dhcp-config) fdns—server 10.10.10.11
Rl {dhcp-config) #domain-name ccna-unad.com

% Invalid input detected at marker.

Rl {dhcp-config) #default-router 152.1€8.30.1
Rl {dhcp-config) #network 152.1€2.30.0 2
Rl (dhcp-config) §ip dhcp pool MERCRDED
Rl {dhcp-config) §dns—-server 10.10.10.11
R1{dhcp-config) domain-name ccna-unad.com

% Invalid input detected at '~' marker.
Rl {dhep-config) #default-router 152.1€2.40.1
Rl {dhcp-config) gnetwork 192 .1€2.40.
Rl (dhcp-config) Sl

Figura 35 Implementacion DHCP y NAT para IPv4
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8. Configurar R1 como servidor DHCP para las VLANs 30y 40.

# 1 - O X
Physical Config CLI

I10S Command Line Interface

Rllconfig) #int g0/1.30 -
Rl {config-subif) fdescription Administracion LAN
Rl {config-subif) §

% Configuring IP routing on a LEN subinterface is only allowed if that

subinterface is already configured as part of an IEEE 302.10, IEEE 802.1Q,
or ISL vwLAN.

R1{config-subif)fencapsulation dotlg 30
Rl{config-subif)$int gi/l._40
2l{config-subif)#description Mercadeo LAN
Rl{config-subif) #

R1{config-subif) fencapsulation dotlg 40
21(config-subif) gint go/l_ 200
21(config-subif)fdescription Mantenimiento LAN
R1{config-subif) #encapsulation dotlg 200
Rl{config-subif) #ip add 152.168.200.1 255.255.255.0
Rl{config-subif)$#int gi/l.55
Rl{config-subif)#description interfase LAN
Rl{config-subif) encapsulation dotlg 93

Rl {config-subif) fexit

Rl (config) #int gi/l

2l{config-if)#no shut

Rl{config-if)#
SLINK-5-CHANGED: Interface GigabitEthernet0/l, changed state to up

Copy Paste

Figura 36 Configuracion R1 como servidor DHCP para las VLANs 30 y 40

9. Reservar las primeras 30 direcciones IP de las VLAN 30y 40 para
configuraciones estaticas.

Name:
ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccna-
unad.com

Establecer default
gateway.

Configurar DHCP pool
para VLAN 30

Tabla 2 DHCP pool para vian 30

Name: MERCADEO
DNS-Server: 10.10.10.11
Configurar DHCP pool Domain-Name: ccna-
para VLAN 40 unad.com

Establecer default
gateway.

Tabla 3 DHCP pool para vlan 40
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v" Dhcp pool para vlan 30

R - ]
Physical Config  CLI

105 Command Line Interface

SIgSCTTETIEImETTT I
Routing Information Souzces:

Gateway Distance Last Update
1.1.1.1 110 00:29:23
2.2.2.2 110 00:17:58
2.3.3.2 110 00:12:0¢€
Distance: (default is 110)

Rlg

Rlgconfig t

Enter configuration commands, one per line. End with CNTL/Z.

Rliconfig) #ip dchp excluded-address 152.1€5.30.1 132.1€3.30.30

% Invalid input detected at '~' marker.

E g) #ip dheop excluded-address 182.1€2.40.1 152.1€8.41
Rl{config) $ip dchp pool RDMINISTRRCION

% Inwvalid input detected at '~' marker.
Rl (config) #ip dhcp pool ADMINISTRACION

Rl (dhcp-config) §dns-server 10.10.10.11

21 (dhep-config) #domain-name cona-unad.com

% Inwvalid input detected at '*' marker.

2l (dhep-config) #default-router 192.168.30.1
21 (dhcp-config) #network 192.1€8.30.0 255.255.255.0
21 {dhcp-config) g

Copy Paste

Figura 37 Dhcp pool para vlan 30

v Dhcp pool para vian 40

& R1 - [} X
Physical Config  CLI

10S Command Line Interface

=TT
Rlgconfig t

Enter configuration commands, one per line. End with CNTL/Z.
Rl(config) 8ip dehp excluded-address 152.16€5.30.1 152.165.30.30

% Invalid input detected at '~' marker.

Rl (config)#ip dhop excluded-addzess 192.168.30.1 152.1€8.30.30
Rl(config)#ip dhop excluded-addzess 192.188.40.1 152.162.40.30
Rl{config) #ip dchp pool ADMINISTRACION

% Invalid input detected at '~' marker.

Rl (config) 8ip dhep pool ADMINISTRACION
21 (dhep-config) #dns—server 10.10.10.11
21 (dhep-config) ¢domain-name ccna—unad.com

% Invalid input detected at markez.
Rl {dhcp-config) #default-router 192.168.30.1

Rl {dhcp-config) #network 152_168.30.0 255.255.255.0
Rl (dhep-config) #ip dhep pool MERCADEO

Rl {dhep-config) #dns-server 10.10.10.11

2l {dhep-config) #domain-name ccna-unad.com

% Invalid input detected at '~' marker.
Rl (dhecp-config) gdefault-router 192 1€8 . 40.1

R1 (dhep-config) #network 152 168 40.0 2
21 (dhcp-config) g v

Copy Paste

Figura 38 Dhcp pool para vlan 40
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10.Configurar NAT en R2 para permitir que los hosts puedan salir a
internet

& p2 - O X

Physical Config CLI

10S Command Line Interface

config t

er configuration commands, one per line. End with CNTL/Z.
22 (config) #ip http server

% Invalid input detected at '~' marker.

config) #ip nat inside source stasic 10.10.10.10 208.165.20
config) #int g0/0

config-if) #ip nat outside

config-if)#

config-ifigint g0/l

config-if)#ip nat intside

% Invalid input detected at '~' marker.

(config-if)#ip nat inside
2z (config-if)g v

Copy Paste

Figura 39 Configuracion NAT en R2

11.Configurar al menos dos listas de acceso de tipo estandar a su criterio
en para restringir o permitir trafico desde R1 o R3 hacia R2.

& r2 - ] X

Physical Config  CLI

105 Command Line Interface

T TCUNCTOTFID TIET IS I T TETIT IO ITCIOCT

TOETTESTIUTIIT

onfig)#int gO/o 2

onfig-if)$ip nat outside

gint g0/l
{config-if)#ip nat intside

% Invalid input detected at '~' marker.

{config-if)#ip nat inside
onfig-if)gend

R2g
#5¥S-5-CONFIG_I: Configured from consocle by console

R2gconfig T
ter configuration commands, one per line. End with CNTL/Z.
22 (config) facces list 1 permit 132.163.30.0 0.0.0.255

% Invalid input detected at '"~' marker.
R2 {config) $acces-list 1 permit 192.1€8.30.0 0.0.0.255
% Invalid input detected at """ marker.

R2 (config) $access-list 1 permit 152 1€8.30.0 0.0.0

onfig) #access-list 1 permit 192.1€8.20.0 0.0
onfig) #end

R2g
#S¥S-5-CONFIG_I: Configured from conscle by console

Copy Paste

Figura 40 Listas de acceso

33



&R — m] X
Physical Config  CLI
105 Command Line Interface
e
~

Press RETURN to get started.
R2»en
RZgshow access-list
Standard IP access list 1

10 permit 152.1€8.30.0 0.0.0.355

20 permit 152.16€8.40.0 0.0.0.255
Extended IP access list 100

10 permit tep any host 209.1€5.200.225 eqg www

20 permit icmp any any echo-reply
nzg v

Copy Paste

Figura 41 Listas de acceso

12.Configurar al menos dos listas de acceso de tipo extendido o
nombradas a su criterio en para restringir o permitir trafico desde R1 o
R3 hacia R2.

&R - ] X

Physical Config  CLI

10S Command Line Interface

~
Press RETURN to get started.
R2=EN
RZ2#config t
Enter configuration commands, one per line. End with CNIL/Z.
B2 (config) #access-list extend permit tcp host 205.1€5.200.229% eqg www
% Invalid input detected at "*' marker.
B2 (config) #access-1list 100 permit tcp host 205.1€5.200.225 eqg www
% Incomplete command.
B2 (config) #access-1list 100 permit tcp any host 205.1€5.200.22% eqg www
BZ (config) faccess-list 100 permit icmp any any echo-reply
B2 {config) § b

Copy FPaste

Figura 42 Listas de acceso extendido
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¥ R2 - O
Physical Config  CLI

105 Command Line Interface

TOUTET USPT T
router-id 2.2.2.2
log-adjacency-changes
passive-interface GigabitEthernetl/1
network 172.31.21.0 0.0.0.3 area 0
network 172.31.23.0 0.0.0.3 area 0
network 10.10.10.0 0.0.0_255 area 0
1

ip nat inside source static 10.10.10.10 20%.1€5.200.22%
ip classless

ip route 0.0.0.0 0.0.0.0 GigabitEthernetd/ 0

!

ip flow-export wversion 9

1

!

access-list 1 permit 152.1€28.40.0 0.0.0.255

access-list 100 permit tcp any host 20%.1€5.200.22%9 eg www
access-list 100 permit icmp any any echo-reply

!

access-list 1 permit 152.1€28.30.0 0.0.0.255

1
!

line con O

!

line aux 0

1

line wty 0 4
—-More--

Copy Paste

Figura 43 Lista de acceso extendido en R2

v" Verificacion de funcionamiento de lista de acceso

& |ntemnet PC _ O %
Physical  Config Desktop  Custom Interface

e ~

ommand Prompt
the name and try
Pinging
1y £r

- - - W

S >

Figura 44 Verificacion de funcionamiento de lista de acceso
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13.Verificar procesos de comunicacion y re direccionamiento de trafico
en los routers mediante el uso de Ping y Traceroute.

v' Ping de R1 aR2

# r1 - m} *
Physical  Config = CLI

I0S Command Line Interface

A
Rl>enable
Rlgconfigure terminal
Enter configuration commands, one per line. End with CNTL/Z.
21(config)#interface Seriall (]
Rl (config-if) gip address 172.31.21.1 255.255.255.252
Rl (config-if) g
Rl (config-if) gexit
Bl {config)feit
% Invalid input detected at "*' marker.
Rl (config) #exit
Rlg
&5Ys5- CHETL : Configured from console by console
ping 172.31.21.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.31.21.2, timeout is 2 seconds:
teeet
Success rate is 100 percent [$/5), round-trip min/avg/max = 1/2/7 ms
21 hd
Copy Paste
Figura 45 Ping de R1 a R2
# r2 - O X
Physical Config  CLI
105 Command Line Interface
~
Type escape sequence to abort.
Sending 5, l00-byte ICHMP Echos to 172.31.23.1, timeout is 2 seconds:
Success rate is 0 percent {0/5)
RZE
$configure terminal
ter configuration commands, one per line. End with CNIL/Z.
config)ginterface Seriall/0/0
config-if)§
config-if) gexit
config)#interface Seriall/0/1
config-if)#
config-if) fexit
config) fexit
Rz#
&5Y5-5-CONFIGC_I: Configured from console by console
R2gping 172.31.23.2
Type escape sequence to abort.
Sending 5, l00-byte ICHMP Echos to 172.31.23.2, timeout is 2 seconds:
teeet
Success rate is 100 percent (5/5), round-trip minfavg/max = 1/4/14 ms
rzg v
Copy Paste

Figura 46 Ping de R2 a R3
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v" Ping de Internet Pc a su puerta de enlace o Gateway
3_3 Internet PC — O >

Physical Config Desktop  Custom Interface

e | —

s, Maximum =

Figura 47 Ping de Internet Pc a su puerta de enlace o Gateway

v Ping del web server a su Gateway

5? Web Server — O

Physical  Config Services Desktop  Custom Interface

i [g—"1' i) | e— | .

Command Prompt &

mmand Line 1.0

with

Minimum =

Figura 48 Ping del web server a su Gateway
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v" Ping de S1 a R1 através de la vlan 99

® 51 - o
Physical Config  CLI
105 Command Line Interface
TrrTTTTrE—Te T
Enter configuration commands, one per line. End with CNTL/Z.
S1{config)gvlan 33
Sl{config-vlan)$
RLINK-5-CHRNGED: Interface V1an33, changed state to up
RLINEPROTO-5-UPDOWN: Line protoccl on Interface V1an33, changed state to up
S1{config-vlan)#name interfases
Sl{config-vlan)fip add 152 168 55_2 255 255 255.0
% Invalid input detected at '*' marker_
81 {config-vlan)#int wlan 5%
Sliconfig-if)#ip add 192.1€28.9%.2 255.255.255.0
S1{config-if)$no shut
Sliconfig-if)#exit
51{config)g
Sliconfig)fexit
S1%
%3YS-5-CONFIG_I: Configured from console by console
Sl#ping 152_1€8.55.1
Type escape seguence to abortc.
Sending 5, l00-byte ICHMP Echos to 152.1€8.55.1, timeocut is 2 seconds:
St
Success rate is 80 percent (4/5), round-trip min/avg/max = 0/0/0 ms
513
Copy Paste
Figura 49 Ping de S1 a R1 a través de la vlan 99
v" Ping de S1 a R1 a través de la vlan 40
& 51 - [}

Physical  Config CLI

10S Command Line Interface

Unauthorized Acces is Prohibited
User Access Verification

Password:

Slrenable

Password:

Slgconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Sliconfig)fexit

S1#

&5¥S5-5-CONFIGC_I: Configured from consocle by conscle

Sléping 152.1€5.40.1

Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos to 152.1€5.40.1, timeout is 2 seconds:
tirn

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/0 ms

S13g

Copy

Figura 50 Ping de S1 a R1 a través de la vlan 40
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v" Ping de S1 a R1 através de vlans 200 y 30

& 5 O
Physical  Config  CLI
I10S Command Line Interface
Slg¢ping 152.162.40.1
Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 15%2.1€8.40.1, timeout is 2 seconds:
[NREE
Su:cess rate is 100 percent (5/5), round-trip min/favg/max = 0/0/0 ms
Slgping 192.1€2.200.1
Type escape sequence to abort.
Sending 5, 100-byte ICHMP Echos to 152.1€2.200.1, timeout is 2 seconds:
[NREN
Success rate is 100 percent (5/5), round-trip minfavg/max = 0/0/0 ms
Slgping 192.163.30.1
Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 15%2.1€8.30.1, timeout is 2 seconds:
Su:cess rate is 0 percent (0/5)
Slgping 152.162.30.1
Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos to 1%2.1€8.30.1, timeout is 2 seconds:
[NREE
Su:cess rate is 100 percent (5/5), round-trip min/favg/max = 0/0/1 ms
518
Copy Paste

Figura 51 Ping de S1 a R1 a través de vlans 200 y 30

v Ping desde S3 a R1 a través de la vlan 99

& 52 — [m]
Physical Config  CLI
10S Command Line Interface
B S = o e et e g
Sending 5, 100-byte ICHMP Echos to 152.1€2.40.1, timeout is 2 seconds:
Success rate is 0 percent (0/5)
53%
S3#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
S3(config)gvlan 99
53 ({config-vlan)t
&LINE-5-CHRNGED: Interface Vlan%3%, changed state to up
SLINEPROTO-S5-UPDOWN: Line protocol on Interface V1an33, changed state to up
53 {config-vlan) fexit
53{config)g#vlan 33
S3(config-vlan)fname interfases
53 (config-vlan) gexit
52 {config) fexit
S53#
$5Y5-5-CONFIGC_I: Configured from conscle by console
S3gping 152.1€5.35.1
Type escape sSeguence to abort.
Sending 5, 100-byte ICMP Echos to 192 163 95 1, timeout is 2 seconds:
RN
Success rate is 20 percent (4/%), round-trip minfavg/max = 0/0/1 ms
s34
Copy Paste

Figura 52 Ping desde S3 a R1 a través de la vian 99
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v' Ping de S3 a R1 através de las vlans 30,40 y 200

s - o X

Physical  Config  CLI

105 Command Line Interface

S3%ping 192.168.99.1 ~
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192_188.99.1, timeout is 2 seconds:
S
Success rate is 20 percent (4/5), round-trip minfavg/max = 0/0/1 ms
S3#ping 152.1€2.40.1
Type escape sequence to abort.
Sending 5, l00-byte ICMP Echos to 192.168.40.1, timecut is 2 seconds:
i
Success rate is 100 percent (5/5), round-trip minfavg/max = 0/0/2 ms
S3f#ping 152.1€28.30.1
Type escape sequence to abort.
Sending 5, l00-byte ICMP Echos to 192.168.30.1, timecut is 2 secomds:
Vi
Success rate is 100 percent (5/5), round-trip min/avg/max = 0/1/7 ms
S3#ping 152.1€8.200.1
Type escape sequence to abort.
Sending 5, 1l00-byte ICMP Echos to 152.1€2.200.1, timeout is 2 seconds:
Vi
Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/0 ms
533 hd
Copy Paste
Figura 53 Ping de S3 a R1 a través de las vlans 30,40 y 200
v" Ping de PCA aPCC
& pca - O be
Physical Config Desktop ~ Custom Interface

1.

Ping statistic

Minimum ,

Figura 54 Ping de PCA a PCC
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v Prueba de acceso desde PC-INTERNET a WEB SERVER

Q Internet PC

Physical Config Desktop  Custom Interface

[ e | e | [ P — ]
Web Browser X
URL |http://209. 165.200.229| Go Stop
Cisco Packet Tracer
Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide Open.
Quick Links:
A small page
Copyrights
Image page
Image
W w7
<

Figura 55 Prueba de acceso desde PC-INTERNET a WEB SERVER
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CONCLUSIONES

e Se utiliz6 la herramienta de simulaciobn Packet Tracer y se establecieron
escenarios LAN/WAN que nos permitieron realizar un analisis sobre el
comportamiento de diversos protocolos y métricas de enrutamiento, evaluando
el comportamiento de enrutadores, mediante el uso de comandos de
administracion de tablas de enrutamiento, bajo el uso de protocolos de vector
distancia y estado enlace. Se utilizo comandos de configuracién avanzada en
Router y switch y se implementdé OSPFV2 en la topologia de red presentada

e Se implementaron las vlan requeridas, sin embargo, la vlan 99 no se encontraba
en la tabla de vlans, pero si se encontraba en el direccionamiento de los switch
1y 3 por lo cual se deja con nombre interfaces

e No se implemento el web server a través de la conexidon lo0 se implement6 a
través de un servidor normal y a este se les aplicaron las configuraciones
pertinentes debido a conflictos con Packet Tracer al momento de crearlo con 100

e Se realizaron pruebas de conexion entre Pcs, router, web server y pc internet de
manera satisfactoria

e Las listas de acceso creadas funcionaron correctamente de acuerdo a las
directrices dadas, también se evidencio a través del comando sh run el estado
de cada uno de los puertos de acceso
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