DIPLOMADO DE PROFUNDIZACION CISCO
DESARROLLO PRUEBA DE HABILIDADES
CCNA -2

PRESENTADO A
NILSON ALBEIRO FERREIRA MANZANARES
TUTOR

PRESENTADO POR
JOSE MIGUEL PEREZ RODRIGUEZ
CODIGO: 1055504275

GRUPO:
203092_40

UNIVERSIDAD NACIONAL ABIERTA'Y A DISTANCIA - UNAD
ESCUELA DE CIENCIAS BASICAS, TECNOLOGIA E INGENIERIA
PROGRAMA DE INGENIERIA EN TELECOMUNICACIONES
CEAD SOGAMOSO BOYACA



CONTENIDO

INTRODUGCCION .....ouviiiieiecteceeceeeee ettt ettt e et eae et e eteeteeteeaesteeaeeaesee e 3
(012 = W1V 0 1T 4
RESULTADOS ...ttt ettt sttt ettt et en sttt n et saetn s atenn s 8
(070 N[O I EST[0 ] N =13 28

BIBLIOGRAFIA



INTRODUCCION

Desarrollar la prueba de habilidades practicas en el modulo CCNA -2, cisco 2018,
certifica educarnos con inteligencia siendo recursivos en el manejo de redes,
buscando opciones laborales en industrias aplicadas a las TIC, para formalizar y ver
resultados debemos apoyarnos en la plataforma de Cisco Networking Academy,
donde; CCNA Routing y Switching suministra una cobertura integral y completa de
temas de red, desde los fundamentos a las aplicaciones y servicios avanzados,
mientras que otorga exactitud para la practica en la experiencia practica y
habilidades profesionales de desarrollo en el &mbito industrial y académico.

Cisco Networking Academy, CCNA Routing y Switching instruye ideas de redes de
forma global moderadas a través de habilidades empleadas en las aplicaciones de
las redes con respecto a los protocolos y ofrecimiento de servicios en las respectivas
aplicaciones.



OBJETIVOS

e Configurar el direccionamiento IP acorde con la topologia de red para cada
uno de los dispositivos que forman parte del escenario.

e Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios.

e Configurar VLANSs, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de red
establecida

e En el Switch 3 deshabilitar DNS lookup

e Asignar direcciones IP a los Switches acorde a los lineamientos.

e Desactivar todas las interfaces que no sean utilizadas en el esquema de red.
e Implemento DHCP and NAT for IPv4

e ConfigurarR1 como servidor DHCP para las VLANs 30 y 40

e Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estatica



Evaluacion —Prueba de habilidades practicas CCNA

Descripcion general de la prueba de habilidades

La evaluacion denominada “Prueba de habilidades practicas”, forma parte de las
actividades evaluativas del Diplomado de Profundizacion CCNA, la cual busca
identificar el grado de desarrollo de competencias y habilidades que fueron
adquiridas a lo largo del diplomado y a través de la cual se pondra a prueba los
niveles de comprension y solucion de problemas relacionados con diversos
aspectos de Networking.

Para esta actividad el estudiante dispone de cerca de dos semanas para
realizar las tareas asignadas en cada uno de los escenarios propuestos,
acompafado delos respectivos procesos de documentacion de la solucion,
correspondientes al registro de la configuracion de cada uno de los dispositivos, la
descripcion detallada del paso a paso de cada una de las etapas
realizadas durante su desarrollo, el registro de los procesos de
verificacion de conectividad mediante el uso de comandos ping,
traceroute, show ip route, entre otros.

La prueba de habilidades podra ser desarrollada en el Laboratorio Smart Labo
mediante el uso de herramientas de Simulacién (Puede ser Packet Tracer o GNS3).
El estudiante es libre de escoger bajo qué mediacion tecnolédgica resolvera cada
escenario. No obstante, es importante mencionar que aquellos estudiantes que
hagan uso del laboratorio SmartLab se les considerara un estimulo adicional a la
hora de evaluar el informe, teniendo en cuenta que su trabajo fue realizado sobre
equipos realesy con ello serd la oportunidad poner a prueba las habilidades y
competencias adquiridas durante el diplomado. Adicionalmente, es importante
considerar, que esta actividad puede ser realizada en varias sesiones sobre este
entorno, teniendo en cuenta que disponen de casi 15 dias para su desarrollo.

Finalmente, el informe debera cumplir con las normas ICONTEC para la
presentacion de trabajos escritos, teniendo en cuenta que este documento debera
ser entregado al final del curso en el Repositorio Institucional, acorde con los
lineamientos institucional es para grado. Proceso que les serd socializado al
finalizar el curso.

Es muy importante mencionar que esta actividad es de caracter INDIVIDUAL. El
informe debera estar acompafiado de las respectivas evidencias de configuracion
de los dispositivos, las cuales generaran veracidad al trabajo realizado. El informe
debera ser entregado en el espacio creado para tal fin en el Campus Virtual de la
UNAD.

Descripcion del escenario propuesto para la prueba de habilidades

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Bogota, Medellin y Bucaramanga, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si cada uno
de los dispositivos que forman parte del escenario, acorde con los lineamientos



establecidos para el direccionamiento IP, protocolos de enrutamiento y demas
aspectos que forman parte de la topologia de red.

Topologia de red

Topologia de red

» 132168300028 AJmiristracise

o 10NN M it
0 192.168.2000/24 | Mertcrimicrae

209.165.200.230 £0 209.165.200.224/29

Lod 192.168.4.0/24
LoS 192.168.5.0/24
Lo6 192.168.6.0/24

BIMANGA

192,168.99.3

1.Configurar el direccionamiento IP acorde con la topologia de red para cada uno
de los dispositivos que forman parte del escenario

2.Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios.

OSPFv2 area 0 )
Configuration Item or Task | Specification
Router IDR1 S L111
Router ID R2 2222
Router IDR3 13333
Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales en 128 Kb/s
Ajustar el costo en la métrica de S0/0 a 7500

Verificar informacion deOSPF
e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo
de cada interface

e Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada route.

3.Configurar VLANSs, Puertos troncales, puertos de acceso, encapsulamiento, Inter-



VLAN Routing y Seguridad en los Switches acorde a la topologia de red establecida
4.En el Switch 3 deshabilitar DNS lookup

5.Asignar direcciones IP a los Switches acorde a los lineamientos.

6.Desactivar todas las interfaces que no sean utilizadas en el esquema de red.
7.Implement DHCP and NAT for IPv4

8.ConfigurarR1 como servidorDHCP para las VLANs 30 y 40

9.Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para configuraciones
estéatica

Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Configurar DHCP pool para VLAN 30

Name: MERCADEO
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Configurar DHCP pool para VLAN 40

10.Configurar NAT en R2 para permitir que los host puedan salir a internet

11.Configurar al menos dos listas de acceso de tipo estan dara su criterio en para
restringir o permitir tréfico desde R1 o R3 hacia R2.

12.Configurar al menos dos listas de acceso de tipo extendido o nombradas a su
criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

13.Verificar procesos de comunicacion y redireccionamiento de trafico en los routers
mediante el uso de Ping y Traceroute.



RESULTADOS
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Logical [Roat] Hlew Cluster Move Object et Tiled Background wiewport
~
# R ] X
iy
Physical  Canfig  CLI
; .
Interdet PC 105 Command Line Interface
#EYE-7-NV_BLOCK_INIT: Initialized the geemetry of nvram -
Routergreload
— Proceed with reload? [confirm]
™ System Bootstrap, Version 15.1(4)M4, RELEASE SOFTWARE (fcl)
Technical Support: htep://ww.cisco.com/techsupport
R2 Web S Copyright (o) 2010 by cisco Systews, Inc
=h Server Total memory size = 51Z MB - On-board = 512 MB, DIMMO = 0 ME
CISCOL941/KS platfor with 524209 Kbytes of nmain mewory
Main memory is configured to 64/-1{On-board/DINMO) bit mode with ECC dissbled
."-;’i Readonly ROMMON initialized
R3 prograum load couplete, entry point: 0x80803000, size: Oxlb340
program load cowplete, entry point: OxE80803000, size: Oxlbdd40 -
a5
I0% Image Load Test
Digitally Signed Beleass Softwars 54
prograw load complete, entry point: O0x81l000000, size: Ox2bblcte -
Self decompressing the imags :
[OR]
Smart Init is snsbled
swart init is sizing iomen
D MENORY_EEQ
) — HUIC Elot O 0x00Z00000 Onboard devices &
PC-A —’Pcrc‘ buffer pools 0x01EEFO00
Q ToTAL: 0x0z68Fa00
Pounded TOMEN up to: 40Mb. v *
Time: 00:18:07 | Power Cycle Devices Fast Forward Time Realtime
Copy Paste
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AfeF
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INew | Delets |

Toggle POU List Window

[Roat] New Cluster

Zolor  Time(sec) Periodic

wiswport
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Interget PC

Web Server

PC-A pC-C

Move Object Set Tiled Background
® 5 - O X
Physical  Config  CLI
I0% Command Line Interface

Top Receably Parc Wwabar S00-28671-02 &
Top Asseubly Revision Huuber B

Version ID voz

CLEI Code Number : COMSKDOBRA

Hardoare Board Revision Mumbsr : 0x0l

#wicch Ports HModel EW Version EW Image

* 1 g WE-CZIE0-24TT 1z.z CZ3€0-LANBASE-N

SOFTUARE (fel)
Copyright (e} 1986-2008 by Cisco Systems, Inc
Compiled Wed 12-0ct-05 22:05 by pt_teau

Press RETURN to gat started!

$LINE-5-CHANGED: Interface FastEthernet0/l, changed state to up

$LINEPROTO-5-UPDOUN: Line protocol on Interface Fasuithernet0/l,
up

4LINK-5-CHANGED: Interface FascEchernet0/3, changed state to up

3LINEPROTO-5-UPDOUN: Line protocel on Interface FastBEthernet0/3,
up

Time: 00:18:19 | Power Cycle Devices Fast Forward Time

Cisco I08 Sofrware, (2360 Foftware (CZ960-LANBASE-W), Version 12.Z(Z5)FX, RELEASE

changed state to

changed state to
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@ Cisco Packet Tracer Student - X
File Edt Options View Tools Extensions  Help

Logical [Root] Hew Cluster Mave Object Set Tiled Background Wiewpart

s - o x ~

Physical  Config  CLI

Interdet PC 105 Command Line Interface

Copyright (e} 1986-2008 by Cisco Systems, Inc
Compiled Wed 12-0ct-05 22:05 by pt_teau

= Press RETURN to get started!

R2

web Server %LINK-5-CHANGED: Interface FastBthernet(/l, changed state bo up :&
4LINEPROTO-5-UPDOUN: Line provocel on Interface FasoEchernet0/l, changed scate to 8
up

%LINK-5-CHANGED: Interface FastEthernst0/3, changed stats to up

*LINEPROTO-5-UPDOUN: Line protacel on Interface FastEthernst0/3, changed stats te
up

switchren )
gwicehfdir flash:/ b
% Invalid input detected at '*' marker.

Swicchjdir flash:
Directory of flash:/

£4016384 bytes total (§5601463 bytes free) TJ
< v > |©
Time; 00:19:52 | Power Cycle Devices Fast Forward Time Realtime
Copy Paste
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" New || Delete |

Toggle PDU List Window
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Fle Edt Options View Toos Extensions Help

Logical [Root] Hew Cluster Move Object Set Tiled Background
# Intemet PC — u]

fl Physical  Config  Desktop  Custom Interface R

IP Configurat

1P Configuration

O DHCP @ static
IP Address 209.165.200,230 x
web o Subnet Mask 265,055,255,248 (%
Default Gateway 209.165.200.225
DNS Server | 0 N
L
» 1Pw6 Configuration

O DHCP O Auto Config @ Static

IPy6 Address |/|:

Link Local Address FE&D:: 205 5EFF:FEAC: 7701

IPVE Gateway

IPvE DNS Server

> [©

Realtime

= Al ™S
Time: 00:24:47 | Power Cycle Devices Fast Forward Time /

v
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[Root] Hew Cluske Wigwport
Physical  Config ~ CLI

10S Command Line Interface

J

T
= BZ{configl#service password-encryption
Interdet PC R2tcontigi#ip hetp server

% Invalid imput detected at '~ marker.

B2 (config)#bamner movd sUnaushorized hocess is prohibeted!s ®
R2{config)fint s0/0/0
B2 (config-if)fdescripion comnection to Rl

RZ BZ{config-if}fip add 172.31.21.1 255.255.755.252

web Server RZiconfig-if)#no shut
BZ{config-ifi#
o oo
& & Retconfig-ini
R3 #LINEPROTO-S-UPDOWN: Line protocel on Interface Serial0s0/0, changed state to up
B2 feanfig-ith fine 507071 5
B2 (eontig-1 ) pdascripraon comestion

% 172.31.21.0 overlaps with Serial0/0/0 1;3. q
B2 (config-if) fint s0/0/1
BZ({config-if)fdeseription cormection to B¥
B2lconfig-if)fip add 172.31.23. 1 255.255.255.252
BZ{config-if)felock race 128000
D RZ(config-if)#no shut
= ]

¢ = $LINK-S-CHANGED: Interface Serial/0/l, changed state to dowm
= o v
PC-A e B2 (config-ifi#

< Copy Paste

Time; 01:06:25 | Power Cycle Devices Fast Forward Time Realtime

S e W @ >

[ s < > Toggle PDU List Window

Fire  Last Status Source  Destination Type  Color  Time(sec) Feriodic  Hum

2/ D [seenarion ]

New Delete

=" 2E BN 00 o F:

[Roat] e Cluster

L 4] - m|

Physical  Config  CLI

105 Command Line Interface

T
D B2 {config-if)#deseription commection to Rl "
§ RZ{config-1f)$ip add 172.31.21.1 255.258.255.252
Interget PC R2{centig-iflfne shuc

RZ{config-ifl#
SLINK-5-CHANGED: Interface Serial0/0/0, changed state £o up »®
RZ{config-if1%
2 *LINEPROTO-5-UPDOWN: Line protacol on Interface Serial0/0/0, changed state to up
N

web Server
R2{config-ifldint s0/0/1
RZ{config-if}#descriprion connection
RZiconfig-if)#ip add 172.31.21.2 255.255.255.252
% 172.31.21.0 overlaps with Serial0/0/0

R2icontig-if)dine s0/0/1
R2{contiq-it]#description conmection to B3
T Rr3 RZiconfig-if)$ip add 17231 231 255 255 255.252

I

.‘\\
W
Y

B2 {contiq-if) felock rate 126000 —
R2(zontig-ifime shut &

+LINK-§-CHANGED: Interface ¥erial/0/l, changed state to down =)
RE{config-ifl#int g0/0 e
RZ{config-if}#deseriprion connection to ISP

R2{config-ifl#ip add 209 165.200.225 255 255 255.248

Rz{eontig-ifldne shuc

B2 {contig-ifl#
= | )
PC-A el
pPc-C
Copy Paste
< >
Time; 01:11:25 | Fower Cycle Devices Fast Forward Time Realtime

Fire  Last Status Source  Destination Type  Color  Time(sec) Feriodic  Hum

% = V7] 0 ) 67 7 ¢
S e 0 of o / $ / 1 |scenario 0
5!' ﬂ 4 s < >| | Toggle PDU List Window
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Fle  Edit View Tooks  Extensions  Help

Options

ZEE QA0 o

Logical [Root] Hew Cluster
£
5
Interget PC
R2
web Server

~r

&
R3

R

Physical L1

Config

105 Command Line Interface

RZ{config-ifl#
SLINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0,
RZ{config-iflgine 0/0/1

R2{config-if]#description connection

RZ{config-iflfip add 172.31.21.2 255.255.255.252

% 172.31.21.0 overlaps with Serial0f0/0

RZ{config-iflfine s0/0/1

RZiconfig-if)#deseription conmection to R3

RZ{config-iflfip add 172.31.23.1 255.255.255.252
RZiconfig-ifigclock race 128000

RZ{config-iflfno shuc

*LINK-5-CHANGED: Interface Serial0/o/l,
R2(config-ifigine 50/0
R2{config-if)fdeseription connection to ISP
REfconfig-ifigip add Z03.165.200.225 Z55.2§5.255.248
R2{config-if)#no shut

changed state to down

R2{config-ifld
#LINK-§-CHANGED: Interface GigabitErhernet0/0, changed state te up
RZ{config-ifl#int g0/l

RZiconfig-if)#ip add 10.10.10.1 255 255.255.0

RE{config-if!fno shut

RE{config-ifl#

*LINK-§-CHANGED: Interface GigabitErhernet0/l, changed state te up

changed state to up

Copy Paste
< >
Time: 01:14:37 | Power Cycle Devices Fast Forward Time Realtime
- Fire  Last Status Source  Destination Type  Color  Time(sec) Feriodic  Hum
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Fle Edit Options  View Tools  Extensions  Help

-
-
—

<

=

L L
R

Web Server
~z
¥

R3

<

Interface FastEthernetd

IP Configuration

O DHCP @ Static

1P Address 10.10.10.10
Subnet Mask 255.0.0.0
Default Gateway 10.10.10.1

DMS Server

IPv6 Configuration
O DHEP O Auto Config @ Static

IPvE Address

Link Local Address FEGD:: 200:BDFF:FE11:31E1

IPv6 Gateway

IPvH DNE Server

Time: 01:00:11 | Fower Cycle Devices Fast Forward Time
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T New || Delete |

Toggle POU List Window
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IS 0n |0 o

<

Root. New Cluster
[Root] @ - o x
D Physical  Config  CLI Xy
—_— >
Interrgt PC I10% Command Line Interface
PR3 {config-if)§ ~ —
— SLINEPROTO-S-UPDOWN: Line protccel om Incerface Serialos/l, changed state to wup =
~ -_—
| Web Server B3lconfig-ififint lod
r2 x
RE{config-ifi§
Interface Loopl , changed stace to up C&
=
] = $LINEPROTO-5-UPDOWN: Line protocol on Interface Loopbackd, changed state £o up
Royfert R3 R3(config-ififip add 192.168.4.1 255.255.255.0 0 ]
R3(config-if)fno shut
R2iconfig-ifigint 1o§
REiconfig-if)§ B
LT Interface . changed stats to up o
P
SLINEPROTO-S-UPDOVN: Line protocel on Interface LoopbackS, changed state £o up
Ralconfig-1ifigno shut
D D B3 {config-if)§ip add 182 168 5.1 255 255 255.0
B3 lconfig-1ifigno shut
=
— r__ 7 R3{config-if)fint lob
Lo PC-C
PC-A
B3 (config-ifi§
LINK-5-CHANGED:
#LINEPROTO-5-UPDOWN: Line protocol on Interface Loopbacké, changed state to up
v

Time: 01:13:36 | Power Cycle Devices Fast Forward Time

S e W >
AgeF

PEEEE

3 (%)

Copy Paste
|
New Delete

> Toggle PDU List Window

Copper Straight-Through

S1
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Logical

<

[Raot] Hew Cluster #51 - O X Bort
D Physical ~ Config ~ CLI ~ .
3
Interkt pe 105 Command Line Interface
Press BETUIN to get starved. ~
~ —
=
| Web Server
R2
= S
& &
Roylerl R3
Switchren
- Switchfconfigure £
Bnter configuration commands, one per line. Bnd wich CHTL/Z.
Switch{config) fno ip domain-lockup
gwitch{config) fhost sl
s1{config)fensble secret cisco
sliconfig)§line con O
Slicontig-line)fpass cisce
D 2 sliconfig-line)#login
_— a— sliconfig-line)gline wey 0 4
‘ pc-C 1 £ g-1 gl
B sliconfig-line}fpass cisco
sliconfig-line) $login
slicontig-line}fservice password-sncryption
slicontig)gbammer wod =Unauthorized Access is prohibited!=
sliconfigif ©
Copy Paste

Time: 01:21:33 | Power Cycle Devices Fast Forward Time

Realtime

% e W 0 >
dfeFe

S3
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e Tt 30T e suTETOT—— TPy S rmegsesy Periodic

1| "D [Seenario o ~
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New Delete

> | Toggle PDU List Window
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IS 0n |0 o

[Root] Hew Cluster Mave Object Set Tiled Background Wiewport

D L &5 - m] X ~
— Physical ~ Config  CLI a

Interr t;‘C
105 Command Line Interface

up ~
o
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5l
N

=
Ay

Web Server SLINK-5-CHANGED: Interface FastBthernen/3, changed state to dowm

SLINEPROTO-5-UPDONN: Line protocol on Inverface Fastthernet/3, changed state to
dowm

$LINK-5-CHANGED: Interface FastBthernst0/3, changed state to up

o am
-

Il
il
® O x [

=

oylert RS $LINEPEOTO-5-UPDOWN: Lins protocol on Interface FastEthernet(/3, changed state to &
up
Switehren
gwitchicont © =z
Enter configuration comuands, ene per lime. End vith CNTL/Z. £

Switeh(contig) fno ip domain-lookup
Switeh(configl ghost s3
=3(config)fensble secret class

D 53 (config) §line con 0
E——4

=3 (config-line) fpass cisco

— = 53 (coniig-line) flogin
POA‘ PC-C 53 ({config-line)fline vty O 4

s3{eonfig-line)fpass cisco

25 leomtig Line) flogin

s3{eonfig-line) fexit

25 (comtig) foervec passvord-encrpion

23 loon a1 frammer e Tt horioed Rasess iz pronibivet

% w5 teonsiand z

Time: 01:33:00 | Power Cycle Devices Fast Forward Time
- | S

S e [ 0 > %
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Realtime
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PEOEEE

< >| Toggle POU List Window
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[Root] Hew Cluster Mase nhiect et Tiled Racknraund wiswport

 Routerl - m| X

_D Physical  Config  CLI Ny

105 Command Line Interface

~
——;_f —‘__,— Press RETULN to get started.
5 Web Server
;RZ
S
“
Roylerl R3

Unauthorized hccess is prohibital

User Access Verification

Passwora:
Risan hoS
D D Password
=, Rlgping 172.3L.21.1
e PC-C

FC-A Type escape sequence Lo abort.
Sending §, 100-byte ICMP Echos to 172.31.21.1, timeout is 2 seconds
o

Success rate is 100 percent {(5/5), round-trip minfavg/max = 2/41/174 us

RL
< id hd >

Time: 01:34:35 | Pawer Cycle Devices Fast Farward Time Copy Paste Realtime
e 0> (L T o
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[Root] Hew Cluster Move Object Set Tiled Background Wiewport
CJ o
= Physical  Config  CLI
Internigt PC
105 Command Line Interface
~
— Prass RETURN to get starced.
—_—
T g =
52 Web Server
-
$ Rz\\/\
& \ -
L
Roylert R3
Unauthorized hccesss is prohibitedl
Tf —_ 1} User Ascass Veriticanion
Passvord:
| | Pacsvora
1
1 [:] RZsensble
D Password:
= = Regping 172.31.23.1
PC-A pec
Type escape sequence to abort.
Sending 5, 100-byte ICHP Echos to 172.31.23.1, timsout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/svg/max = 1/37/182 ms
< reg v
Time: 01:34:59 | Power Cycle Devices Fast Forward Time Copy Paste
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1560 | Frm

New Delete
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— $LINEPROTO-5-UPDOUN: Line protocol on Interface FastBthernet0/1, changed state to A

e e o
\ ureb Server
r2 o : Inerface ¥ 3, chenged scate to up
#LINEPROTO-S-UPDOWN: Line protocol on Interface FastEchermec0/%, changed state to

== X up
L i g ; Unaurhorized hecess is prohibived!

User hocess Verification

Password:

slvensble
Passuword: >

Password: >

Password:

% Bad secrets =]
-

D slrensble
= Passvord:
= “pec slgcont ©
PC-A Inter configuration commands, ome per line. End with CNTL/Z.

slicontiglgvian 30
sliconfig-vlan) fnane administracion
slicentig-vlan) fvlan 40
sliconfig-vlan) fnane mercadso

< sliconfig-vlan) fvlan Z00 b &
licontig-vian) frane manteniniento 5
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Interngt PC : : : :
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R1{config-subif)fexit
Bl(config)gine g0/1.30
R1{config-subif)#description adwinistracion LAN
—— Bl(config-subif)Fencapsulavion dotly 30
= - Rl{config-subif)#ip add 192.168.30.1 £55.255.255.0
X i‘— web Server Bl{config-subif)dine ¢0/1.40
e RI(config-subif)#descripbion mercadeo LN}
Bl{config-subif)#encapsulavion docly 40
BI(config-subif)#ip add 192 168 401 Z55 2552850
Bl{config-subif}ine go0/L.200

Bl{config-subif)#int g0/1.200
Bl(config-subif)#deseriprion mantenimiente LAN
Bl{config-subif)#encapsulation dotly 200
Bl{config-subii)#ip add 1$2.168.200.1 255.255.285.0
Bl{config-subif)#int g0/1 P
Bl{config-if)§ no shut =

Bliconfig-if)§ —
: Interface Gigab 1, changed state £o up Lo

=
pPc-C

PC-A SLII : Interface Gigab: 1.40, changed state ©o up

$LII : Interface Gigsb. 1.200, changed state to up
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Password:

slfconf £

Encer configuration comuands, one per lime. End with CNTL/Z.
51 (config) gexit

s1¢

$5YS-5-CONFIG_I: Configured from console by consale

slgping 192.168.99.1
Type escape ssquence o sbort.
Sending 5, 100-byte ICHP Echos to 192.168.93.1, timeout is 2 seconds:
Success rate is O percent (0/5)

slgping 192.168.99.1

Type escape sequence to short.
Sending §, 100-byte ICMP Echos to 132.165.93.1, timeout is 2 secomds:

Success rate is 0 percent ([0/5)
s1fping 192.168.30.1

Type sscape sequence to short.
Sending §, 100-byte ICMP Echos to 192.168.30.1, timeowt is 2 seconds:

Success rate is O percent (0/5)

)
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Passvord:
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Password
s3sping 192.160.99.1
Type eseape sequence to abort.
Sending 5, 100-byts ICHP Echos to 192.168.99.1, timsout is 2 sscomds: -
..... =
Success rave is 0 percent [0/S)
sagping 192.168.40.1 L
Type escaps sequence to abore.
Sending 5, 100-byts ICHP Echos to 192.168.40.1, timsout is 2 sscomds:
Success rats is 0 percent {0/5)
s3f v
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[Root] Hew Cluster Mo
n1g ~
D $5TS-5-CONFIG_I: Configured from comsole by comsele
=
. Rlgeont £
Interrgt PC Enter configuration commands, one per line. Fnd with CHTL/Z.
Bl(config)grouter ospf 1
R1{config-router|frouter id 1.1.1.1
—— -
ST g % Invalid input detected at '~' marker.
L web Server
Rz Bl(config-router|#router-id 1.1.1.1
l{config-rowter|dnetwork 172.16.12.0 0.0.0.3 area 0
Bl(config-router|s
S, Rl {config-router|#network 172.168.30.0 0 0.0.0.% area 0
A3
R1{config-router|#network 172.168.30.0 0.0.0.0.Z55 area 0
% Invalid input detected at '~' marker.
R1(config-router|fnetwork 197.168.30.0 0.0.0.0.Z55 area 0
5 Invalid input detected at ‘"' uarker.
Bl(config-router|gnetwork 192.168.30.0 0.0.D.255 area 0
R1{config-router|#necwork 152.166.40.0 0.0.0.255 area 0
= Bl(config-router|gnetwork 192.168.200.0 0.0.0.255 area 0
_— pc,é/ Rl{config-router]] v
PC-A
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Bl{config-router)#network 192.168.30.0 0.0.0.0.255 arsa 0
% Invalid input detected at '*' marker

Bllconfig-rowter)dnetwork 192.168.30.0 0.0.0.255 area 0
- Lliconfig-router)dnetwork 192.168.40.0 0.0.0.255 area 0
Bl (config-router)dnetwork 192.166.200.0 0.0.0.255 area 0
Web Server 1 {config-router|fpass

5 Incomplene command.

Bl {config-router|)fpassive-interface go/l.30

~

f

-/

% Invalid input detected at '*' marker

RI({config-router|#passive-interface g0/l 30
Bl{config-router|fpassive-interface g0/1.40
Bl (config-romter|#passive-inter face g0/ 200
Bl{config-router|fauco-cost reference-bandwitda 1000

& Invalid input detected at '*' marker
Bl{config-router)fexit

Rl (config) #int s0/0/0

Bl{config-if) fhandwidth 128
Bl(cenfig-if) fip osfp cost 7500

E——4 ¢ Invalid input detected st '*' marker.

PC-A Bliconfig-if) fip ospi cost 7500
Bl (config-if) g hd
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S
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to wp =
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Web Server $LINEPROTO-E-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up
£ n2 ¥ b 4
§ \l\ $LINEPROTO-E-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up
Unauthorized hccesss is prohibitedl
A
A "i User Aocess Verificatien
Rirenabler
Translating "snsbler"
% Unknovm command or computer name, or wnable to find computer address
Rz>enable
Password:
BZfcont ©
Enter configuravion commands, one per line. Bad with CNTL/Z. .
RZ {configijrouter ospf 1
R2 (config-router]grouter-id 2.2.2.2
R2 (config-router]fnetwork 172.16.12.0 0.0.0.3 ares O
P2 (cenfig-router]#network 172.16.23.0 0.0.0.2 arsa O
P2 (config-router]#network 172.16.23.0 0.0.0.3 ares O
BZ {config-rowter)#nevwork 10.10.10.0 0.0.0.Z88 area 0
D2 {config-router)$ v
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% Unknown command or Couputer haue, or unable te find compwter address

R2-enable

Password

Regeont ©

Enver configuration commands, one per line. End with CHTL/Z.
B2 {contig) frouver ospi 1

B2 (config-router)srouter-1d 2.2.2.2
R2 (eenfig-router)#network 172.16.12.0 0.0.
Rz (config-router)gnetwork 172.16.23.0 0.0.0.3 area 0
B2 (config-router)#nstwork 172.16.23.0 0.0.

Rz (config-rouser)gnecwork 10.10.10.0 0.0.0.255 area 0
R2(config-router)fpassive cost reference-bandwidch 1000

0.% area 0

0.3 area 0

% Invalid input detected at '~ marker.

B2 {config-router)#int s0/0/0
RZ{config-if}#bandvidch 123

RZ (config-iflgine s0/0/1

Tz {config-if] fhandwidth 128

RZ (config-iflgine 50/0/0

B2 {config-if)fip ospf cost 7500
Rz (config-i113]
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$LINK-5-CHANGED: Interface Serial0/0/1, changed state bo up

Unauthorized hecess is prohibited!
User hecess Verification
Password:

R3rensble
Passvord:

Ra3gconf &

Enter configuration commands, one per line. IEnd with CNIL/Z.
B3 (config) #router ospt L

B3 {config-router)frouter-id 3.3.3.3

B3 (config-router)§

B3{config-router)fnetvork 172.91.23.0 0.0.0.3 area 0
R3(config-router)gnetvork 192 168.4.0 0.0.0.3 area 0
B3{config-router)fpassive-interface lod

B3(config-router) fpassive-interface lof

B3 {config-router)fpassive-interface lo

B2 {eenfig-zourer) fexit

B3 {config)#int s0/0/1

B3 {config-if)fbandwidch 128

B3(config-ifis

$LINEPROTO-5-UPDOUN: Line protocol on Interface Serial0f0/1, changed stcate to up
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I0S Command Line Interface
g > T g
Transmit Delay is 1 sec, State DR, Prierity 1
Designated Fouter {ID] 2.2.2.2, Interface address 10.10.10.1
Mo backup designated router on this network
Timer intervals confiqured, Hello 10, Dead 40, WUait 40, Retransmit §
Hello due in 00:00:08
Index 171, flood gqueue lengoh 0
Wext 0x0{0)/0x0{0)
Last flood scan lengoh is 1, maximew is 1
Last flood scan time is O meec, maximm is 0 msec
Neighbor Count is 0, hdjacent neighbor count is D
Suppress hello for 0 neighboris)
Begshow ip prevecols
Routing Protoeol is "ospf 1"
Outgoing update filter list for all interfaces is mot st
Incowing update filter list for all imterfaces is not set
Roucer Ib 2.2.2.2
Muwber of areas in this router is 1. 1 normal O stub 0 nssa
Maxiumum pach: 4
Routing for Necworks
172.16.12.0 0.0.0.3 area 0
172.16.23.0 0.0.0.3 area 0
10.10.10.0 0.0.0.255 arsa 0
Bouting Information Sources:
Cateway Distance Last Update
2222 110 00:20:34
Distance: (default is 110}
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ip classless
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ip flow-sxpert version 9
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line con 0
password 7 08ZZ455D0ALE
login
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line aux 0
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line vey 0 4

password 7 0822455DOALE
login
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Time: 01:37:56 | Fower Cycle Devices Fast Forward Time

S e 0>
AgeF

e ([ (O ([ (o
T8 T T8 TS TS Fe
1841 1941 | (26200 (2621xM | 2811 201 311

New

Router-PT-Ernpt:

D [soonarion ]

Delete

Toggle POU List Window

Fire  Last Statu

H Source

Copy

Destination

Paste

Calor

Realtime

fAe(sec) Periedic  Mum

Wigwport

Realtime

Time(see) Periodic  Mum



Wiewport

Time: 01:54:15 | Power Cycle Devices Fast Forward Time

; . e
A N b G GGG G GGG D | seenario
se | |19 | asaow) lzszoo | i | | o | | 213 | Geserc] (Genenc oo kD

Toggle PDU List Window

Fire  Last Status Source  Destination Type  Color

Fouter-PT-Ermpt

&

& \eb Server - o x
[Root] Hew Clus

® —
Logical [Root] Hew Cluster TR E x
D Physical  Canfig  CLI
7 I10S Command Line Interface
Internigt PC
=
e g
e Web Server
-
R2 Y
§ A%N Unauchorized Aesess is prohibita!
& \
[-;‘ci User Access Verification
03 Password:
Rlrenable
Password:
Rlgcont
7’. W 7’ Enter configuration commands, one per line. End with CHNTL/Z.
S'IL 5‘3 Rliconfig)#ip dhcp excluded-address 13Z.168.30.1 19Z2.168.30.20
Rliconfig)#ip dhcp pool administracion
| Rl{dhcp-contig) §7
default-router Default rouwters
1 1 dns-server Zet neme server
—
4 natwork Network number and mask
5 PC-C ne Negate a counand or set its defaules
PC-A option Raw DHCP options
Rlidhep-config) §
< Copy Paste
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% Invalid inpur decected st '“' marker.
BZ{configl

RZ(config) #ip nat inside source static 10.10.10.10
205.165. 200. 223

RZ (configl #int 070

% Invalid inpur decected at '°' marker.
BZ{config)#int w040

BZ{config-if)fip nat out
BZ(config-if}#ip nat oucside
RZ(config-if)gine gnsl
BZ(config-if}fip nat inside
RZ(config-1if)§7

arp Set arp type {arpa, probe, snap) or timeout
banduideh Set bandwidth infornational paraueter

cdp CDP interface subconmands

channel-groun Add this interface to an Erherchannel group
crypto Encryption/Decryption commands
custom-queue-list Assign a custow queus list to an interface
delay Specify interface throughput delay
descriptien Incerface specific description

duplex Configure duplex cperation

exit Exit from interface configuracion mede

fair-gueue
hold-gqueus

Enable Fair Quewing on an Interface
Zet hold queue depth
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TZ contio) fip Btip awchetication local -

ip Interface Internet Protocel config commands
ipue IPv6 interface subcommands
nac-address Harmally ser incerface MAC address
mtu Set the interface Maximum Transmission Unit
(T
no Negate a command or set its defaults
pppoe pppoe interface subcomuands
pri v Assign a priority group te an interface
service-policy Configure Qo¥ Service Policy
shutdowm Shutdawn the selected interface
speed Configure speed eperation.
——More—- ¥

Copy Faste

RZ (cont:
B2 {cont:

% Inval:

B2 {cont:
RZ(cont:
RZ {cont:
RZ (cont:

B2 {cont:
network

% Inval:

B2 {cont:
netmask
B2 {conf:

% Incomplete command.

% Incomplete comnand

Wiewport

Q

(0§
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# rz — a X
Physical  Config  CLI
10s Command Line Interface
Tove TPve interface subcommands 5
nac-address Manually sst interface MAC sddress
weu Set the interface Maximun Transmission Unit
(s
no MNegate a command or set its defaults
Frpos Pppoe interface subcommands
priority-group Assign a priority group to an interface
service-policy Configure QoS Serwice Policy
shutdowmn Shutdowm the selected interface
spesd Confiqure speed operation.
standby HSRF incerface configuration commands
£x-ring-liuic Configure PA level tramsmit ring limic
RZ{contig-iflf
RZlconfig-ifi§
P2 {configifhfend
RZ#
$978-5-CONFIG_I: Configured frow comsole by consols
Rzgcont
Enter configuration commands, one per line. End with CNTL/Z.
RZ(config) faccess-list

1) paccess-list 1
iglfaccess list 1

pernit
permit

192.168.21.0 0.0.0.255
192.168.30.0 0.0.0.225
id input detected at '~' marker
192.188.30.0 0.0.0.225
192.162.40.0 0.0.0.228
192.168.4.0 0.0.3.255

i ) Faccess-list 1
i gl faccess-list 1 permit
i gl faccess-list 1 permit
ig)#ip nat pool INTERNET

permit

il #ip mat pool THTERNET
255.255.255. 248

205.165.200. 225 205.16E.200.228

id input detected at '~' marker
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CONCLUSIONES

e Cumpliendo con los reglamentos de nuestra universidad hemos conseguido
la nocion y buena practicas del manejo de una herramienta como paket
tracer.

e Los laboratorios desarrollados en los anteriores trabajos colaborativos fueron
el origen para estructurar y desarrollar este caso de estudio.

e Packet Tracert es herramienta que facilitad el disefio de la red, brindando la
oportunidad de observar su funcionamiento especialmente en el transporte
de un paguete desde su origen hasta su destino, mediante los dispositivos
gue ofrece el simulador Packet Tracert atreves de la plataforma de Cisco.

e Packet Tracert es simulador de redes virtuales que proporciona y facilita a
todos los que lo usamos, interactuar con las diversas herramientas que posee
una red real de tipo industrial y/o académico.

e Los protocolos son sencillos y faciles de implementar en las diferentes redes
con cada una de las diferentes aplicaciones tecnolégicas, construyendo de
manera estatica las direcciones ip, en las interfaces de los distintos
dispositivos que conforman una red.

e Utilizar enrutamiento estatico garantiza y brinda mas confianza ya que es un
protocolo que suministra credulidad para que la red sea mucho mas segura.

e Crear una ruta de respaldo como plan b o ruta heredera admite o permite
mayor seguridad en el envié de paquetes de datos, posibilitando que si de
algun modo las conexiones de algunos de los dispositivos es defectuosa o
desconectada o violada en su acceso, la comunicacion sigue o cumple el
objetivo a través de la red heredera sin que la informacién sufra o pierda
validez cumpliendo el propdsito o finalidad de que la comunicacion llegue a
su destino.
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