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3. RESUMEN

El presente documento corresponde al trabajo final del curso de profundizacion CISCO,
en la prueba de habilidades préacticas. En este documento se pueden encontrar
soluciones al problema propuesto a través de Packet Tracer, ademas de
configuraciones béasicas en cuanto a: OSPF, DHCPv4, etc. Ademas de distintas

pruebas de conexiones entre los distintos dispositivos de la topologia empleada.

Palabras Claves: Redes, Protocolo, Packet Tracer, Simulacion y Conexion.
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4. ABSTRACT

This document corresponds to the final work of the CISCO deepening course, in the test
of practical skills. In this document you can find solutions to the problem proposed
through Packet Tracer, in addition to basic configurations in terms of: OSPF, DHCPV4,
etc. In addition to different tests of connections between the different devices of the

topology used.

Keywords: Networks, Protocol, Packet Tracer, Simulation and Conection.

Péagina 9 de 66



ol I 1ol | I
CIsco. Cisco Networking Academy’ Mind Wide Open
[

5. INTRODUCCION

En un mundo interconectado de forma tan amplia se debe tener presente que las redes
forman parte de un papel muy importante dentro de las distintas sociedades. Es por eso
que mediante el uso de protocolos como TCP/IP y OSI, configuracion de redes
soportadas en VLANs y demas dispositivos se hace posible la interconexion entre

varias redes.

Se realizaran practicas sobre equipos reales, con el simulador de Cisco Networking
Academy y con Packet Tracer; el cual tiene como objetivo la adquisicion y la
formalizaciébn de habilidades para el mejor acceso a los equipos y realizar una

configuracion béasica de los distintos aspectos fisicos (hardware) y logicos (software).
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6. OBJETIVOS

6.1.Objetivo General
Disefar una red WAN de conformidad con los datos suministrados por la guia.

6.2.Objetivos Especificos

» Realizar la configuraciéon correspondiente para lograr el funcionamiento de la red
WAN.

» Comprobar el funcionamiento de los componentes de la red a través de pruebas
de conectividad.

» Documentar la respectiva configuracion teniendo en cuenta los distintos

requisitos suministrados por el cliente.
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7. PRUEBA DE HABILIDADES CCNA

7.1.Descripcién general de la prueba de habilidades
La evaluacion denominada “Prueba de habilidades practicas”, forma parte de las
actividades evaluativas del Diplomado de Profundizacion CCNA, la cual busca
identificar el grado de desarrollo de competencias y habilidades que fueron adquiridas a
lo largo del diplomado y a través de la cual se pondr4 a prueba los niveles de
comprension y soluciébn de problemas relacionados con diversos aspectos de

Networking.

Para esta actividad, el estudiante dispone de cerca de dos semanas para realizar las
tareas asignadas en cada uno de los escenarios propuestos, acompafado de los
respectivos procesos de documentacion de la solucion, correspondientes al registro de
la configuracion de cada uno de los dispositivos, la descripcion detallada del paso a
paso de cada una de las etapas realizadas durante su desarrollo, el registro de los
procesos de verificacion de conectividad mediante el uso de comandos ping, traceroute,

show ip route, entre otros.

La prueba de habilidades podra ser desarrollada en el Laboratorio SmartLab o
mediante el uso de herramientas de Simulacion (Puede ser Packet Tracer o GNS3).
El estudiante es libre de escoger bajo qué mediacién tecnoldgica resolvera cada
escenario. No obstante, es importante mencionar que aquellos estudiantes que
hagan uso del laboratorio SmartLab se les consideraran un estimulo adicional a la
hora de evaluar el informe, teniendo en cuenta que su trabajo fue realizado sobre
equipos reales y con ello sera la oportunidad poner a prueba las habilidades y
competencias adquiridas durante el diplomado. Adicionalmente, es importante
considerar, que esta actividad puede ser realizada en varias sesiones sobre este

entorno, teniendo en cuenta que disponen de casi 15 dias para su desarrollo.
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Finalmente, el informe deberd cumplir con las normas ICONTEC para la presentacion
de trabajos escritos, teniendo en cuenta que este documento debera ser entregado al
final del curso en el Repositorio Institucional, acorde con los lineamientos institucionales

para grado. Proceso que les sera socializado al finalizar el curso.

Es muy importante mencionar que esta actividad es de caracter INDIVIDUAL. El
informe debera estar acompanado de las respectivas evidencias de configuracion de los
dispositivos, las cuales generaran veracidad al trabajo realizado. El informe debera ser

entregado en el espacio creado para tal fin en el Campus Virtual de la UNAD.

7.2.Descripcion del escenario propuesto para la prueba de habilidades
Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Bogota, Medellin y Bucaramanga, en donde el estudiante sera el
administrador de la red, el cual deber& configurar e interconectar entre si cada uno de
los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas aspectos

que forman parte de la topologia de red.
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7.3.Topologia de red
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llustracion 1: Topologia de red

7.4.Topologia Packet Tracer

o
Internet PC Bogdia
Web Server
&5 &5
R1 Madellin R3 Bucaramanga

llustracion 2: Topologia Packet Tracer

Mind Wide Open”
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1. Configurar el direccionamiento IP acorde con la topologia de red para cada uno de
los dispositivos que forman parte del escenario

2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

7.5.0SPFv2 area 0

Configuration Item or Task Specification
Router ID R1 1111
Router ID R2 2222
Router ID R3 3.3.3.3

Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para enlaces seriales en | 128 Kb/s

Ajustar el costo en la métrica de S0/0 a 7500

Tabla 1: Configuracion Protocolo de Enrutamiento OSPFv2

7.6.Verificar informacién de OSPF
e Visualizar tablas de enrutamiento y routers conectados por OSPFv2
e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de
cada interface
e Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing

Networks, and passive interfaces configuradas en cada router.

3. Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento, Inter-
VLAN Routing y Seguridad en los Switches acorde a la topologia de red
establecida.

En el Switch 3 deshabilitar DNS lookup

Asignar direcciones IP a los Switches acorde a los lineamientos.

Desactivar todas las interfaces que no sean utilizadas en el esquema de red.
Implement DHCP and NAT for IPv4

Configurar R1 como servidor DHCP para las VLANs 30 y 40.

© N o g k&
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9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para

configuraciones estéticas.

Name: ADMINISTRACION
. DNS-Server: 10.10.10.11
Configurar DHCP pool para VLAN 30 _
Domain-Name: ccna-unad.com
Establecer default gateway.
Name: MERCADEO
DNS-Server: 10.10.10.11

Domain-Name: ccna-unad.com

Configurar DHCP pool para VLAN 40

Establecer default gateway.

Tabla 2: Reserva de direcciones IP

10.Configurar NAT en R2 para permitir que los host puedan salir a internet

11.Configurar al menos dos listas de acceso de tipo estandar a su criterio en para
restringir o permitir trafico desde R1 o R3 hacia R2.

12.Configurar al menos dos listas de acceso de tipo extendido o nombradas a su
criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

13. Verificar procesos de comunicacién y redireccionamiento de trafico en los routers

mediante el uso de Ping y Traceroute.
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8. DESARROLLO DE LA ACTIVIDAD

8.1.Configuracién direccionamiento IP

> Internet-PC

Physical Config Desktop | Custom Interface

IP Configuration

1P Configuration
() DHCP

1P Address
Subnet Mask
Default GCataway
DNS Server

1P Configuration
) DHCP () Auto C
IPvE Address
Link Local Address
IPvE Gateway

IPVE DNS Server

» PC-A

(® Static

|2EI9_1.EE.2EIO_230

|255.255.255.248

|209.185.200.225

onfig @ Static

FEG0;: 200: BOFF:FES4:3400

llustracion 3: Internet-PC

Physical  Config Desktop  Custom Interface

IP Configuration

1P Configuration
® DHCP
1P Address
Subnet Mask
Default Gateway
DNS Server

IPv6 Configuration

(0 Static Requesting IP Address

192.168.30.21
255.255.255.0
192.168.30.0

10.10.10.11

(O DHCP (O Auto Config @ Static

IPv6 Address
Link Local Address
IPve Gateway

IPvE DNS Server

FEBOD::260:2FFF:FE2E:2621

llustracién 4: PC-A
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PC-C

Physical Config Desktop  Custom Interface

IP Configuration

IP Configuration
@ DHCP

IP Address
Subnet Mask
Default Gateway
DNS Server

IPv6 Configuration

() Static
192.168.40.21
255.255.255.0
192.168.40.1

10.10.10.11

(O DHCP O Auto Config @ Static

IPv6 Address
Link Local Address

IPV6 Gateway

IPv6 DNS Server

FE&0::20C:CFFF:FE7B:9C5E

> Web Server

Physical Config  Sel

Bar—1
IP Configuration

llustracién 5: PC-B

rvices ~ Desktop  Custom Interface

1PviE Configuration

1P Address
Link Local address
IPVE Gateway

IPvG DNS Sarver

Interface |Flil'E‘t‘.h.rl'llt0

TP Configuration
) DHCP @ Static
1P Address 10.10.10.10
Subnet Mask 255,255.255.0
pefault Gateway 10.10.10.1]
DNS Server

O pHCP () Auto Config @ Static

FEBD::200; 2BFF FE1E:59CD

llustraciéon 6: Web Server

Mind Wide Open”
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37 Web Server = O *
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llustracion 7: Prueba de conectividad
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llustracion 8: Configuracién de direccionamiento R1
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Router>enable
Router#erase startup-config

Router#reload

Mind Wide Open”

Physical Config CLI

I0S Command Line Interface

T - L i a
Bouter {config) #hostname R1

Rl (config) fenable secrec class

Bl iconfig)#line com O

Rl iconfig—line]l $pass cisco

Bl {config-line] $login]
Bliconfig=lin=l$lin= wty 0 4

Rl (config-line] fpass clsco

Bl iconfig=linel$login
Rliconfig-line] fexic

Rl (config) §sarvice password-ancryption
Bl iconfig) #bannermotd "Erroc™

& Invalid input detected at """ marcker.
Bl (config) $barner motd “Error*

Bl iconfig) &int s0/7070

Rl (config—if) fdascripticn connect ©o BRI
Bliconfig=ifig

Rl (config-if)#cloick rate 120000

% Irvalid input detectad at """ markar.
Bl (config—1f) #clock rate 12E00D

Rl (config-Lif) Bclock zate 13E000

Bl iconfig=if) &no shutdown

Bliconfig-if)@ip add 172.31.Z1.1 255,355, 6255,

Thi=s cormand applies only to DCE interfaces

This command applies only to DCE interfaces

252

Copy Pasle

llustracion 9: Configuracion de direccionamiento R1

Router>enable
Router#config t

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#no ip domain-lookup

Router(config)#hostname R1
R1(config)#enable secret class
R1(config)#line con O
R1(config-line)#pass cisco
R1(config-line)#login
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R1(config-line)#line vty 0 4
R1(config-line)#pass cisco
R1(config-line)#login

R1(config-line)#exit

R1(config)#service password-encryption
R1(config)#banner motd "Error"
R1(config)#int sO/0/0
R1(config-if)#description connect to R2
R1(config-if)#ip add 172.31.21.1 255.255.255.252
R1(config-if)#clock rate 128000

This command applies only to DCE interfaces
R1(config-if)#no shutdown

R1(config-if)#exit

R1(config)#ip route 0.0.0.0 0.0.0.0 s0/0/0
R1(config)#

Mind Wide Open”
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Physical Conhg CLI

105 Command Line Interface

Error
User Rooess Verification
Fasswozd:

Hl*snable
Passwagd
Blgpimg 172.31.21.1

Iype escape sequence So abort.

Success rate Ls 0 peccent (055

AlLE
Rlfenable
Rlicenfig ¢

Rl {cenfig) tine 07050

Rl {config-1if) ¢description conpmection to R3
Rl{config-Lf) #ip add4 172,31,.21.1 255,25%5,255,252
Al {config-1if) ¢clock rate LZA0O00

This command applies only to DOE latezfaces

Rl iconfig-i1£f) éno shut

Al (config-1¥) 8

Sending 5, 100-kByee ICHP Eches to 172.31.21.1, eimscut is 2 seconds:

Enter configuration commands, one per line. End with CHTL/Z.

Ri1#enable
R1#config t

Enter configuration commands, one per line. End with CNTL/Z.

R1(config)#int s0/0/0
R1(config-if)#description connection to R2

R1(config-if)#ip add 172.31.21.1 255.255.255.252

R1(config-if)#clock rate 128000

This command applies only to DCE interfaces

R1(config-if)#no shut

llustracion 10: Configuracion de direccionamiento R1
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105 Command Line Interface

OO IgO SN I OO I O E ORI SCO TR TR T T NS ITREI I LIET
sublereeface le already comfigured ae part of an TEEE 302.10, IEEE B0Z.LQ, -
ar IEL vIRH.
Allconfig=subifi#aint glsl. 200 |
Al iconfig-subif) tdescription Hantepimi=nto LAN |
Rl jeenfig-aubif) §ip add 192 1€3.200.1 255 355 255.0
% Configuring IP routcing on a LAN subkinterface 1z cnly allewed 2f chat |
subinterface iz already configured a=z part of an IEEZ 202.10, IEEE 302.L0,
or LEL vIEN
Al [eonfig-subif) jeacapeulation dotlyg 200
% Ipvalid ipput detected at """ marker. !
Rlicenfig==subif)tencapsulation dotlg 200
Rljeenfig-subif)$ip add 192 1E€8.200.1 255 155 2550
Al jecrfig-subif) fine g0/s1
Rl jconfig-1if) fno shucdoun
Aliconfig=1£18
ALINE-5-CHARGED:; Intecface GigakaitEchecnetl/l, chanpged stats to up
SLINE-S5—-CHANGED: Incerface GlgabitEcharmetOs1l.30, changed sCate o Wy
L LINE-6-CHANGED: Inserface GigabitEchermetO/l.40, changed state To up
ALINE-5-CHARGED: Intecface CigabkitEthecnst(/ /1 200, changed stats o up
£

Copy Paste

llustracion 11: Configuracion de direccionamiento R1

Press RETURN to get started!

Password:

R1>enable

Password:

R1#config t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#

R1(config)#int g0/1.30

R1(config-subif)#description Administracion LAN
R1(config-subif)#encapsulation dotlq 30
R1(config-subif)#ip add 192.168.30.1 255.255.255.0
R1(config-subif)#int g0/1.40
R1(config-subif)#description Mercadeo LAN
R1(config-subif)#ip add 192.168.40.1 255.255.255.0
R1(config-subif)#encapsulation dotlq 40
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R1(config-subif)#ip add 192.168.40.1 255.255.255.0
R1(config-subif)#int g0/1.200
R1(config-subif)#description Mantenimiento LAN
R1(config-subif)#encapsulation dotlq 200
R1(config-subif)#ip add 192.168.200.1 255.255.255.0
R1(config-subif)#int g0/1

R1(config-if)#no shutdown

R1(config-if)#

Physical Config CLL

105 Command Line Interface

% Invalid input detaected at "~ marker.

Rl {config-subdif) fencapsalation dotlg 200
Eliconfig-subdif)fip add 192.169.200.1 Z66.266.36E.0
Bliconfig-subifigint glsl

Bl {config-ifieno shotdosm

Bl iconfig=ifié
RSLINE-5-CHANZED: Interface GigabatEtherneilsl, changed state to up

SLINE-S-CHANGCED: Interface GigabitEthernetl/Ll. 30, changed stats to ug
SLINE-E-CHANGED: Intecface CigabitEthercmetd /Ll 40, changed scabts bBo us
SLINE-S—CHAKCED: Interface CigabitEthermetd Ll 200, changed SCate ©o up

El{config-if) fand
RL3
REY¥E-E-COMEIC I: Configured from console by console

Elconfig ©

Encer configuration commands, one pear line. End with CHILAZ.
Rl {config) érouter ospf 1

Rl {config-router) froater-id 1.1.1.1

Bl {config=router) #network 172.31.21.0 0.0.0.0 area 0

Bl iconfig=router) network 152.160.200.0 0.0 0. 288 azeam (

Bl {config=-router) énetwork 152.160.40.0 0.0.0_255 area 0
Eliconfig-router) fnetwork 152 .16€8.30.0 0.0.0.255 apea 0

Bl {config-soutec)d

Copy

llustracion 12: Configuracion de direccionamiento R1

R1(config-if)#end
R1#config t

Enter configuration commands, one per line. End with CNTL/Z.

R1(config)#router ospf 1
R1(config-router)#router-id 1.1.1.1
R1(config-router)#network 172.31.21.0 0.0.0.0 area O

Mind Wide Open”
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R1(config-router)#network 192.168.200.0 0.0.0.255 area 0
R1(config-router)#network 192.168.40.0 0.0.0.255 area 0
R1(config-router)#network 192.168.30.0 0.0.0.255 area 0
R1(config-router)#

Physical Config CLI
I0S Command Line Interface
o SR e gy g Yy L = o 2 v A o e
Rl {config-subif)#ip add 152.1€8.200.1 255.255.255.0 "
Bl (config-subif) #int gl/1
Rl {config-if)#no shutdown
Bl (config-if) ¢
%LINE-5-CHANGED: Interface GigabitEthernetl/l, changed state to up
%LINE-5-CHRNGED: Interface GigabitEthernetl/1.30, changed state to up
%LINE-5-CHRNGED: Interface GigabitEthernetl/1.40, changed state to up
%LINE-5-CHRNGED: Interface GFigabitEthernetl/1.200, changed state to up
Rl {config-if) #end
R1g
£5Y¥YS-5-CONFIG I: Configured from console by conscle
Rliconfig t
Enter configuration commands, one per line. End with CNTL/Z.
Rl (config) #router ospf 1
Bl (config-router) #router-id 1.1.1.1
Bl (config-router) fnetwork 172.31.21.0 0.0.0.0 area O
Rl (config-router) dnetwork 132.1€68.200.0 0.0.0_.255 area 0
Rl {config-router) gnetwork 192 _1€8_40.0 0.0.0_255 area 0
Rl {config-router) #network 152.1€28.30.0 0.0.0.255 area 0
Rl (config-router) dpassive-interface gl/1.30
Rl {config-router) $¢passive-interface gl/1.40
Rl {config-router) #passive-interface gl/1.200
R1 (config-router) g hd
Copy Paste

llustracion 13: Configuracion de direccionamiento R1

R1(config-router)#passive-interface g0/1.30
R1(config-router)#passive-interface g0/1.40
R1(config-router)#passive-interface g0/1.200
R1(config-router)#
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= AL e e e g 3= 5

Rlg

Rlgconfig ©

Rl {config) #router ospf 1
Rl {config-router)frouter—id 1.1.1.1

Rl {config-router) fnetwork 192.1€5.40.0 0.
Rl (config-router) #network 152.1€3.30.0 0.
Bl (config-router) #passive-interface gl /1.
Rl (config-router) #passive-interface gd/1l.
Rl (config-router) #passive-interface gl/1.
Bl (config-router) #

Bl {config-router)#

Rl (config-router)#

Rl {config-router)#

Bl (config-router) fexit

Rl ({config)$

Bl {config)$

Rl {config) finterface s0/0/0

Rl {config-if) §bandwith 128

% Invalid input detected at """ marker.

Rl (config-if) §bandwidth 128
Bl (config-if) #ip ospf cost 7500
Bl {config-if)§

%5Y5-5-CONFIG I: Configured from comsole by console

Enter configuration commands, one per line. End with CNTL/Z.

Rl {config-router) dnetwork 172.31.21.0 0.0.0.0 area 0
Bl (config-router) fnetwork 152.1€5_200.0 0.0.0.255 area 0

0.0.255 area 0O
0.0.255 area 0
30
40
200

Copy

llustracion 14: Configuracion de direccionamiento R1

R1(config-router)#exit
R1(config)#interface s0/0/0
R1(config-if)#bandwidth 128
R1(config-if)#ip ospf cost 7500

Paste
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Prass PETUAN ©o get sSTarted.

EcecE
Tess Recess Verification
Pagawoed:

BEl=anabla

Fassword:

Rlgconflg ©

EIncer configuration cormands, OnDe per line. =nd with CHILSZ.
Eliconfiq) fip dhcp exclude—address L52.1€8.30.1 19Z.1€2.30.320

t Invalid inpat detected at "~" marker.
BEliconfigi#ip dhcp excluded-address 1531 1E8.30.1 1%2.1&3.30.30

Bliconfigi#ip dhcp encluded-addre== 1%3 10 40.1 152 1€8_40_ 30
BLéconfig) § d

Copy Paste

llustracion 15: Configuracion de direccionamiento R1

Password:

R1>enable

Password:

R1#config t

R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
R1(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30
R1(config)#
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Error
User Access Verification
Password:

Rl=enable

Password:

RBlgconfig t©

Enter configuration commands, one per line. End with CHTL/Z.
Bl{config) #ip dhep exclude-address 152 _1€5_30.1 152 _1&8.30.30

% Invalid input detected at "~' marker.

Rl i{config) #ip dhep excluded-address 152 162.30.1 152 _1c8.30.30
Rli{config) #ip dhep excluded-address 152 162.40.1 152 1c8.40.30
Bl {config) #ip dhep pool ADMINISTRACION
Rl {dhecp-config) $dhep-server 10.10.10.11

% Invalid input detected at "°' marker.

Bl {dhcp—config) #dns-server 10.10.10.11
Bl {dhcp—config) #domain—name ccna-unad.com

% Invalid input detected at "*' marker.

Bl {dhcp—config) #default-router 152 _.1€2.30.1
Rl (dhcp-config) #network 192.1€2.30.0 255.255.255.0
Rl idhcp-config)$

Copy

llustracion 16: Configuracion de direccionamiento R1

Password:
R1>enable
Password:
R1#config t

Paste

R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
R1(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30

R1(config)#ip dhcp pool ADMINISTRACION

R1(dhcp-config)#dns-server 10.10.10.11

R1(dhcp-config)#domain-name ccna-unad.com
R1(dhcp-config)#default-router 192.168.30.1
R1(dhcp-config)#network 192.168.30.0 255.255.255.0

R1(dhcp-config)#

Pagina 28 de 66



CI1sCo. Cisco Networking Academy”

Physical  Config CLI

105 Command Line Interface

TESSWOLT.
RBlgconfig t

Enter configuration commands, one per line. End with CNTL/Z.
Bl (config) #ip dhcp exclude-address 15%2_1€5_.30.1 152.1€%.30.30

% Invalid input detected at """ marker.

Bl (config) #ip dhcp excluded-address 152 _1€28_.30.1 15%2_1&3_30.30
Bl {config) §#ip dhcp excluded-address 192.1€28.40.1 132_.1&2.40.30
Rl (config)#ip dhcp pool ADMINISTRACION
Bl (dhep-config) #dhop-server 10.10.10.11

% Invalid input detected at "*' marker.

Bl (dhcp-config) #dns—-server 10.10.10.11
Rl (dhep-config) gdomain-name cona-unad.com

% Invalid input detected at """ marker.

Bl (dhep—config) #default-router 192 _.168_.30.1

Rl {dhcp-config) fnetwork 152 _1€8_30.0 255.255.255.0
Rl (dhep—config) #ip dhep pool MERCRDEQC

Rl {dhcp-config) #dns—serwver 10.10.10.11

Rl (dhep-config) fdomain-name ccna-unad.com

% Invalid input detected at "*' marker.

Rl (dhep-config) fdefault-router 192.1€5.40.1
Bl idhcp-config) #network 192 _1€3_40.0 255.255_255.0
Rl (dhcp-config) §

Copy

llustracion 17: Configuracion de direccionamiento R1

R1(dhcp-config)#ip dhcp pool MERCADEO

R1(dhcp-config)#dns-server 10.10.10.11

R1(dhcp-config)#domain-name ccna-unad.com
R1(dhcp-config)#default-router 192.168.40.1
R1(dhcp-config)#network 192.168.40.0 255.255.255.0

R1(dhcp-config)#

Paste

Mind Wide Open”
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% Invalid input detected at "'

RZ{config) #ip http authetication local

% Invalid input detected at "'

RZ({config) #ip nat inside source static
RZ (config) #interface gls0
R2 (config-if) #io network outside

% Invalid input detected at "'

RI({config-if) #ip network outside

% Invalid input detected at "~

B2 (config-if) #ip nat outside
B2 {config-if) §interface gl/1
RZ {config-if) #ip nat inside
RZ{config-if) fend

R2g

B2fconfig t
Enter configuration commands,

marker.

marker.

marker.

marker .

one per line.

10.10.10.10 20%8.1€5.200.224

%5¥Y5-5-CONFIG I: Configured from console by console

End with CHTL/Z.

RI({config) faccess-list 1 permit 152.1€2.30.0 0.0.0.255
R2{config) #access-list 1 permit 152.1€2.40.0 0.0.0.255
B2 (config) #access-1ist 1 permit 1%2_162_.4.0 0.0.3_255

RZ (config) g

Copy

llustracion 18: Configuracion de direccionamiento R1

Password:
R2>enable
Password:
R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.

R2(config)#ip http server

R2(config)#ip http authetication local
R2(config)#ip nat inside source static 10.10.10.10 209.165.200.224

R2(config)#interface g0/0
R2(config-if)#ip network outside
R2(config-if)#ip nat outside
R2(config-if)#interface g0/1
R2(config-if)#ip nat inside
R2(config-if)#end

Paste
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>

R2#

R2#config t

Enter configuration commands, one per line. End with CNTL/Z.

R2(config)#access-list 1 permit 192.168.30.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.40.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.4.0 0.0.3.255
R2(config)#

R2

Physical Config  CLI

105 Command Line Interface

T TCOIT I T I T Y Y TR
A2 [config-line) §login

B2 [config-linel §line wey O 4

A2 lconfig=line) fpass cisco

A2 [config-line) flogin

A2 [config-ling) faxis

A2 [config)#servioe password-encryption

A2 lconfig)tbarmer motd "Error”

A2 [config)fine &0/0,0

A2 [comfig-if] §descripolon comnection oo AL

B2 (config-if| #ic add 1L73.31.21.2 I55.366.366.362

i Imwvalid impue detscted at "7 mackss.

B2 lcomfig-if] #ip add 172.31.31.2 255.366.266.362
A2 lconfig=1f| #no shutdoem

ALINE-E-CERMGED: Interface Seriald/so 0, changed state wo down
B2 lcopfig-if] #int 50,071

R2 iconfig=if| #description comnection to BRI

A2 [config—if] §ip add 172.31.23.2 255 355.355 252

A2 fcomfig-if] #clock race 1IS000

A2 (config-if| dwo shucdowm

A2 [canfig-i£] 4
ALINE-E-CHRMGED: Interface Serlaldys0s1l, changed STate TO Up

R2 iconfig=-if] &

SLINEREOTO-S-URTOMT : Line profssal of Intesface Serialld/0 L, shanged state B2 up

Copy

llustracion 19: Configuracion de direccionamiento R2

Press RETURN to get started!
Router>enable

Router#config t

Paste

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#no ip domain-lookup

Mind Wide Open”
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Router(config)#hostname R2

R2(config)#enable secret class

R2(config)#line con 0

R2(config-line)#pass cisco

R2(config-line)#login

R2(config-line)#line vty 0 4

R2(config-line)#pass cisco

R2(config-line)#login

R2(config-line)#exit

R2(config)#service password-encryption
R2(config)#banner motd "Error"

R2(config)#int s0/0/0

R2(config-if)#description connection to R1
R2(config-if)#ip add 172.31.21.2 255.255.255.252
R2(config-if)#no shutdown

R2(config-if)#int s0/0/1

R2(config-if)#description connection to R3
R2(config-if)#ip add 172.31.23.2 255.255.255.252
R2(config-if)#clock rate 128000

R2(config-if)#no shutdown

R2(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
R2(config-if)#

Mind Wide Open”

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state

to up
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Eidsonfig-1f) #description sonnection = B3 =l
RZ{oenfig-ifidip add 1732 .31.23.2 255 .255 . 256 253

RZ{oenfig-ifldcliock rate LIFICO

RZ{sonfig=if]#no shutdoen

BZ{config-iflf

SLINK-S2-CHAMGED: Intsrface Ssraiali/f0/l, changed stats za ap

B2 {zemfag-i£)$

SLINEPROTO-5-0PD0EN: lLims mrotocal oo Intsrfaces Ssriall/0/1l, zhangesd stats tz ap

BEId{config-if) f#iok giyf 0

BEldcocnfig—if) fdenccipticn Intecnet conaoscktico to ISP

= £ig-if) fip add 205.LES.200.225 255.255.255.248

B {ccafig-if] fno shubdown

Blfjeealig-ifii

SLINE-S-CHARGCED. Inverface GigabinEnhseneud/0, chaeged state Lo up

BZdcoalig-1£)4

BEZi{config-if) #imc glsL

EZiconfig-ifi#ip add LD.10.1D.1 ZES.IES5.3EE5.0

EZiconfig-10)#no shuc dowe

Ridoonfig-1£id

LLINE-E-CHAMGED: Interface GigabizEchernecorsl, chapged stase ©o up

Ridoonfig-1f)#descriprion conpection to web server

E w

EIdocanfig-1£1%

Coay

Pasts

llustracion 20: Configuracién de direccionamiento R2

Press RETURN to get started!
Router>enable

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#no ip domain-lookup
Router(config)#hostname R2
R2(config)#enable secret class
R2(config)#line con 0
R2(config-line)#pass cisco
R2(config-line)#login
R2(config-line)#line vty 0 4
R2(config-line)#pass cisco
R2(config-line)#login
R2(config-line)#exit
R2(config)#service password-encryption
R2(config)#banner motd "Error"
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R2(config)#int sO/0/0
R2(config-if)#description connection to R1
R2(config-if)#ip add 172.31.21.2 255.255.255.252
R2(config-if)#no shutdown
R2(config-if)#int sO/0/1
R2(config-if)#description connection to R3
R2(config-if)#ip add 172.31.23.2 255.255.255.252
R2(config-if)#clock rate 128000
R2(config-if)#no shutdown
R2(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
R2(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to up
R2(config-if)#int g0/0
R2(config-if)#description Internet connection to ISP
R2(config-if)#ip add 209.165.200.225 255.255.255.248
R2(config-if)#no shutdown
R2(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
R2(config-if)#int g0/1
R2(config-if)#ip add 10.10.10.1 255.255.255.0
R2(config-if)#no shut down
R2(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to up
R2(config-if)#description connection to web server
R2(config-if)#no shutdown
R2(config-if)#exit
R2(config)#ip route 0.0.0.0 0.0.0.0 g0/0
R2(config)#ip route 0.0.0.0 0.0.0.0 g0/0
R2(config)#ip route 0.0.0.0 0.0.0.0
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R2(config)#ip route 0.0.0.0 0.0.0.0 g0/0
R2(config)#

Mind Wide Open”

Physical Config CLI

10S Command Line Interface

Rl R Tl T R

-

Type escape sequence to abort.

Eending 5, LO0O-byta ICHME Echof ©o L72.21.23.1, ctimacut 1 2 seconds:

Success rate is 0 pscosnt (0/5)

Rig

Rlfenabla

Rifconfig T

Erter configuration commands, one per lins, End with CWTL/Z

B2 {config) 8ins =0/0/0

Rilconfig-if] #desciption connectionm To R3

¥ Inwalid input detected at "' marker.

B2 lconfig-if) #description connection $o R3I

Billconfig-if) #description connectiocn to AL

Filjconfig-if) #ip add 173 _2L_21.2 2EE.256.26E.3E3

RIjconfig—if) §no shucdown

B2 |eonfig-if) gine 07071

R2lconfig-if)] #description connection $o RI

Bl{config=ifl#ip add 172_31.33.1 255 255 2EE._252

Rijconfig-if) gclock rate LIB000

RIjconfig-if] §no shucdown

B2 {config-1f] #Lat gls0

RIZlconfig-ifl #description connecticon to IIP

B2 {config=if) #ip add 205_L65.200.225 255.256.255_248

Ri{config-if) $no shutdown

E2{config-ifl§ -
Copy Paste

llustracion 21: Configuracion de direccionamiento R2

R2#enable
R2#config t

Enter configuration commands, one per line. End with CNTL/Z.

R2(config)#int sO/0/0

R2(config-if)#desciption connection to R3
R2(config-if)#description connection to R3
R2(config-if)#description connection to R1
R2(config-if)#ip add 172.31.21.2 255.255.255.252
R2(config-if)#no shutdown

R2(config-if)#int sO/0/1

R2(config-if)#description connection to R3
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R2(config-if)#ip add 172.31.23.1 255.255.255.252
R2(config-if)#clock rate 128000

R2(config-if)#no shutdown

R2(config-if)#int g0/0

R2(config-if)#description connection to ISP
R2(config-if)#ip add 209.165.200.225 255.255.255.248
R2(config-if)#no shutdown

Physical  Config  CLL

105 Command Line Interface

RE2fconfig t o]

Enter configuration commarnds, one per lime. Erd wich CHILFSZ.

R2 Iconfag) #ant =0/0/0

RZ [config-if] fdesciptlion coamection To A3

% Imvalld imput detectad ac "' marker.

B2 [config-if] jdesceiprion conmestien to RS

EZ lconfig-if) 8descripsion commecticn To RL

B2 [config-i£] fip add 172.31.21.2 255 255 2E5 2ED

B2 [config-1if] 8no shutdosm

B2 [config-if] fint =0/0/1

RZ [config-if] fdescripcion commectlicn To RE

R2 lconfig-ifidip add 172.31.23,1 2565 255 255 252

B2 [config-if] fclock raca Lag0cnd

Rd leenfag=if) 8no shatdowm

B2 [config-if] giat g0,/0

B2 lconfig-if) 8de=cripsion commecticm To ISP

B2 [eonfig-if] dip asld 205 _1E5_200.325 2E5_3E5 _3E5_ 4B

EZ lconfig-if] éno shutdosm

BI [cenfig-if] dine g0/1

B2 [config-ifi2ip add L0O.L0.10.10 366.32E6.ZEE.0O

B2 [config-if] #no shut down

RZ [contig-if) #descripsion comnecticm o Web serrer

R2 [config-if] dexit

B3 [config)$#ip rouca 0.0.0.0 O.0.0.0 gds0

WDefault route withous gatewsy, if not 8 point-to-point interface, may imgacs

peEformanca

B2 lconfigl & il
Copy Paste

llustracion 22: Configuracion de direccionamiento R2

R2#enable
R2#config t

Enter configuration commands, one per line. End with CNTL/Z.

R2(config)#int s0/0/0
R2(config-if)#desciption connection to R3
R2(config-if)#description connection to R3

R2(config-if)#description connection to R1

Mind Wide Open”
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R2(config-if)#ip add 172.31.21.2 255.255.255.252
R2(config-if)#no shutdown

R2(config-if)#int s0/0/1

R2(config-if)#description connection to R3
R2(config-if)#ip add 172.31.23.1 255.255.255.252
R2(config-if)#clock rate 128000

R2(config-if)#no shutdown

R2(config-if)#int g0/0

R2(config-if)#description connection to ISP
R2(config-if)#ip add 209.165.200.225 255.255.255.248
R2(config-if)#no shutdown

R2(config-if)#int g0/1

R2(config-if)#ip add 10.10.10.10 255.255.255.0
R2(config-if)#no shut down
R2(config-if)#description connection to Web server
R2(config-if)#exit

R2(config)#ip route 0.0.0.0 0.0.0.0 g0O/0
R2(config)#

Mind Wide Open”
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TINE T TTINCTIISCE OELISIvy U7 I, CISNgod STECE TU up -
%LINEFROTO-S5-UPDOWN: Line protocol on Interface Seriald/0/0, changed state to up
&LINEPROTO-5-UPDOWN: Line protocol on Interface Serialdy 071, changed state to up
Error
User Recess Verification
Password:
RZrenable
Password:
R2fconfig t
Enter configuration commands, one per line. End with CNTL/Z.
R2 (eonfig) goonfig t
%Invalid hex value
B2 (config) fconf t
%Invalid hex wvalue
B2 (config) #router ospf 1
B2 (config-router)#router-id 2.2.2.2
B2 (config-router) #network 172.21.21.0 0.0.0.2 area 0
B2 (config-router)#network 172.31.23.0 0.0.0.3 area 0
B2 {config-router)fnetwork 172.31.22.0 0.0.0.32 area 0
B2 ({config-router)f#network 10.10.10.0 0.0.0255 area 0
% Invalid input detected at '*" marker.
B2 (config-router)#network 10.10.10.0 0.0.0_.255 area 0
R2 (config-router)$ h
Copy Paste

llustracion 23: Configuracion de direccionamiento R2

Password:

R2>enable

Password:

R2#config t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#router ospf 1

R2(config-router)#router-id 2.2.2.2
R2(config-router)#network 172.31.21.0 0.0.0.3 area 0
R2(config-router)#network 172.31.23.0 0.0.0.3 area 0
R2(config-router)#network 172.31.23.0 0.0.0.3 area 0
R2(config-router)#network 10.10.10.0 0.0.0.255 area 0
R2(config-router)#
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B2 {config-router) #network 10.10.10.0 0.0.0_255 area 0O
BRI {config-router) #passive-interface gl/1
B2 (config-router) fbandwidth 122

% Inwvalid input detected at """ marker.

B2 (config-router)g$int s0,/0,/0

B2 {config-if) $bandwidth 128
BZ{config-if) #no bandwidth 128
B2 (config-if) grouter ospf 1

B2 {config-router)#noc int s0/0/0
% Bemoval of physical interfaces is not permitted
B2 (config)$#

B2 {config) #router ospf

% Incomplete command.

B2 {config) #router ospf 1

B2 (config-router) $int s0/0/1

B2 {config-if) ¢bandwith 128

% Inwalid input detected at """ marker.

BZ{config-if) fbandwidth 128

B2 (config-if) §int sO/0/0

B2 (config-if) gbandwidth 128
RZ{config—-if) #int s0,0/0

B2 (config-if) #ip ospf cost 7500
B2 {config-if) g

B2 (config-if) §

Copy

llustracion 24: Configuracion de direccionamiento R2

Press RETURN to get started!
Password:

R2>enable

Password:

R2#config t

Enter configuration commands, one per line. End with CNTL/Z.

R2(config)#router ospf 1

R2(config-router)#router-id 2.2.2.2
R2(config-router)#network 172.31.21.0 0.0.0.3 area 0
R2(config-router)#network 172.31.23.0 0.0.0.3 area 0
R2(config-router)#network 172.31.23.0 0.0.0.3 area 0
R2(config-router)#network 10.10.10.0 0.0.0.255 area 0

Paste
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R2(config-router)#passive-interface g0/1

R2(config-router)#int s0/0/0
R2(config)#router ospf
R2(config)#router ospf 1
R2(config-router)#int s0/0/1
R2(config-if)#bandwidth 128
R2(config-if)#int s0/0/0
R2(config-if)#bandwidth 128
R2(config-if)#int sO/0/0
R2(config-if)#ip ospf cost 7500

iiiIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

Physical Config  CLI

108 Command Line Interface

Press RETURN to get started.

Error

User Reocess Verification
Password:

Rlrenable

Password:
RZgconf t

Enter configuration commands, one per line. End with CNTL/Z.

B2 (config)f#ip access-list standard MANT-HMERC

B2 {config-std-nacl) #permit host 172_.31_21.1

B2 (config-std-nacl) #exit

B2 (config)#line wvey 0 4

B2 (config-line) gaccess—class MANT-MERC in

B2 |{config-line) g W

Copy Paste

llustracion 25: Configuracion de direccionamiento R2

Press RETURN to get started.
Password:
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R2>enable

Password:
R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#ip access-list standard MANT-MERC
R2(config-std-nacl)#permit host 172.31.21.1
R2(config-std-nacl)#exit

R2(config)#line vty 0 4

R2(config-line)#access-class MANT-MERC in
R2(config-line)#

> R3

Physical Cenfig CLI

I0S Command Line Interface

[ el ed 1L P Oda Loo. It 1.1 cor.ooT.coo.

Mind Wide Open”

2 [config-if) #mo shutdowm
RE[config—if) §int lob

R lconfig=1i£) &
SLINE-E-CHANGED: Interface Loopbacks, changed state to up

SLINEFROTC-S5-TUPDOMWN : Line protocel on Intezface LoopbackS, changed stats o up

R2[comfig-if) ¢

BE [config—if) #lp add 192 .1€E.5.1 2E55.2Z55.3E55.0
RIlcenfig—if) dno shutdoun

RAlconfig=if) #lod

% Invalid inmput detected ac "~" markexr.

RAlcomfig=i£f) &
A2 [config-1f) #int loE

Rileenfig—if) #
SLINE=E=CHENGED: Interface Loopback€, changed state to up

SLINEPROTC—S5-UPDOWN: Line protoccl on Interface Loopbacké, changsd sSTate To up

R (config=if) ¢ip add L52_.1€B_&.1 256_255_2EE.0

R2 (config-if) fno shutdowmn

RE[config—if) §ip rouce 0.0.0.0 0.0.0.0 =0/07L

fDefault roubes without gateway, if not & point-to-point interface, may izpact
performance

R2 [config) tl

llustracion 26: Configuracion de direccionamiento R3

Press RETURN to get started!
Router>enable

Pagina 41 de 66



CIsco. Cisco Networking Academy’

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup

Router(config)#hostname R3

R3(config)#enable secret class

R3(config)#line con 0

R3(config-line)#pass cisco

R3(config-line)#login

R3(config-line)#line vty 0 4

R3(config-line)#pass cisco

R3(config-line)#login

R3(config-line)#exit

R3(config)#service password-encryption

R3(config)#banner motd "Error"

R3(config)#int s0/0/1

R3(config-if)#description connection to R2

R3(config-if)#ip add 172.31.23.2 255.255.255.252
R3(config-if)#no shutdown

R3(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
R3(config-if)#int lo4

R3(config-if)#

%LINK-5-CHANGED: Interface Loopback4, changed state to up

Mind Wide Open”

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback4, changed

state to up
R3(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state

to up

R3(config-if)#ip add 192.168.4.1 255.255.255.0
R3(config-if)#no shutdown

R3(config-if)#int lo5

Pagina 42 de 66



sl jlol ]l
Cllsclo Cisco Networking Academy’ Mind Wide Open
[
R3(config-if)#
%LINK-5-CHANGED: Interface Loopback5, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback5, changed
state to up
R3(config-if)#
R3(config-if)#ip add 192.168.5.1 255.255.255.0
R3(config-if)#no shutdown
R3(config-if)#int lo6
R3(config-if)#
%LINK-5-CHANGED: Interface Loopback6, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback6, changed
state to up
R3(config-if)#ip add 192.168.6.1 255.255.255.0
R3(config-if)#no shutdown
R3(config-if)#ip route 0.0.0.0 0.0.0.0 s0/0/1
R3(config)#
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R2|confag)#int s07041

R3|config-if)fdescription connecticonm ©o R2
R2|config-if)fip add 172.31.323.3

% Imcomplete command.

R [config-if) #ip add 172.31.23.2 3EE.2EE.2EE.2E2
A3 [config-if)$no chutdosm

% Inwalid input detectad at ' marker.

B3 [config-if) §inc lod

RE[config-if)§ip add 152.1€8.4.1 25E5.355.355.0
RE[config-if)ins shuodown

RE[config-if)gine 07071

RE[config-if) fdessEiption sannection La B2

B3 [config-if)@ip add 172.31,23,.3 355,255 255, 252
Ri[config-if)fns shutdswn

Ri3lconfig-if)gint lo4

Rilconfig-if)dip add 152.1€68.4.1 255.255.255.0
Rilconfig=if)#no shutdown

Rilconfig=if)#int lob

RY(config=if)#ip add 152 .160.5.1 255.2565.255.0
RYlconfig=if)#no shutdown

RYlconfig=if)igint lof

RYlconfig=1f)gip add 192 1€8 EB6.1 2EE_ZEE_3E5.0
B3 |config-if)#no shotdosm

R2|confag-1£)femit

R2lconfig)#ip route 3.0.0.0 0.0.0.0 =0/0/0

R lconfig) #ip route 2.0.0.0 0. 0.0.0 s0/0FL
R2|config)$ i

llustracion 27: Configuracion de direccionamiento R3

Press RETURN to get started!

Password:

R3>enable

Password:

R3#int s0/0/1

R3#config t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#int sO/0/1

R3(config-if)#description connection to R2
R3(config-if)#ip add 172.31.23.2 255.255.255.252
R3(config-if)#no shutdown

R3(config-if)#int lo4

R3(config-if)#ip add 192.168.4.1 255.255.255.0
R3(config-if)#no shutdown
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R3(config-if)#int sO/0/1
R3(config-if)#description connection to R2
R3(config-if)#ip add 172.31.23.2 255.255.255.252
R3(config-if)#no shutdown
R3(config-if)#int lo4
R3(config-if)#ip add 192.168.4.1 255.255.255.0
R3(config-if)#no shutdown
R3(config-if)#int lo5
R3(config-if)#ip add 192.168.5.1 255.255.255.0
R3(config-if)#no shutdown
R3(config-if)#int lo6
R3(config-if)#ip add 192.168.65.1 255.255.255.0
R3(config-if)#no shutdown
R3(config-if)#exit
R3(config)#ip route 0.0.0.0 0.0.0.0 s0/0/0
R3(config)#ip route 0.0.0.0 0.0.0.0 s0/0/1
R3(config)#
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Fress RETURN to get started!

Error

User Aooess Verification

Fassword:

Rirenable

Fassword:

Rigconf =

Enter configuration commands, one per line. End with CHIL/Z.

Ri{config) ¢rouser ospf 1

B {config-router) frouter-id 3.2.3.3

Rl {config-router) fnetwork 172.231.23.0 0.0.0.3 area O

Ri{config-router) fnoetwork L52.1l€8.4.0 0.0.3.2E5 area O

Rl {config-router) £

B3 {config-router) # b
Copy Paste

llustracion 28: Configuracion de direccionamiento R3

Press RETURN to get started!

Password:

R3>enable

Password:

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#router ospf 1

R3(config-router)#router-id 3.3.3.3
R3(config-router)#network 172.31.23.0 0.0.0.3 area 0
R3(config-router)#network 192.168.4.0 0.0.3.255 area 0
R3(config-router)#
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Fress RETUEMN to get started!
Error

User Rccoess Verification
Password:

Rizenable

Password:

R3gconf t

Enter configuration commands, one per line. End with CHTIL/Z.
B3 (config) §router ospf 1

R3{config-router) frouter—id 3.3.3.3

B2 {config-router) fnetwork 172.31.23.0 0.0.0.3 area 0
B3 {config-router) fnetwork 1%2_1e8.4.0 0.0.3.255 area 0
B2 (config-router) §

B2 (config-router) fpassive-interface lod

B3 (config-router) §passive-interface lob
R3{config-router) §passive-interface lob

B2 (config-router) fpassive-interface lo€

B3 (config-router) fexit

B3 (config) §interface s0/0/1

B2 {config-if) #bandwidch 128

R2{config-if)#

Copy

llustracion 29: Configuracion de direccionamiento R3

Press RETURN to get started!
Password:

R3>enable

Password:

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.

R3(config)#router ospf 1

R3(config-router)#router-id 3.3.3.3
R3(config-router)#network 172.31.23.0 0.0.0.3 area 0
R3(config-router)#network 192.168.4.0 0.0.3.255 area 0
R3(config-router)#

R3(config-router)#passive-interface lo4
R3(config-router)#passive-interface o5

Paste
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>

R3(config-router)#passive-interface 106

R3(config-router)#exit
R3(config)#interface s0/0/1
R3(config-if)#bandwidth 128
R3(config-if)#

S1

Mind Wide Open”

Physical Config CLI

105 Command Line Interface

PRl S LUV L - W e

CLEI Code Humder © COMIFOOBRR

Hardware Board Rawvision Humbar o Ooedl

Switeh DPorts  Modal EW Varsicn EW Imaga

“ 1 € WS-C23€0-247T 1z.2 CZ5E0-LANBASE-H

Cimeco I0S Epftware, (2960 Software (C2S€0=LAMBREE=M), Versiom Ll3.
SOFTWARE [fel)

Copyright (o) L3S£-2005 by Cisco Systems, Inc.

Compiled Wed 1l2-0Oct-05 22:05 by pt_team

Fress RETUOH to get startaed!

SLINK-5-CHRNGED: Interface FastZthernecdsl, changed SCate TO up

SLINEFROTC-S-UPDOWH : Line protocol on Interface FTastEcthecnesdsl,
up

SLINE-S5-CHRMGED: Interface FastEtherns:0/3, changed state to up
SLINEFROTO-E-URDOHN : Line protocol on Interface FastEZchernetcO/3,

ug

Switchrenable
Switchidir flash

2(2E)FE, RELEASE

changed state to

changed state to

Copy = Paste

llustracion 30: Configuracion de direccionamiento S1

Switch>enable

Switch#erase startup-config

Erasing the nvram filesystem will remove all configuration files! Continue?

[confirm]

[OK]

Erase of nvram: complete

Switch#delete vlan.dat
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Delete filename [vlan.dat]?
Delete flash:/vlan.dat? [confirm]

Switch#reload

Press RETURN to get started!

%LINK-5-CHANGED: Interface FastEthernet0/1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed
state to up

%LINK-5-CHANGED: Interface FastEthernet0/3, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed

state to up
Switch>enable
Switch#dir flash
&
=laigis a0 0 ol R
¢ ical AR [ e Wow Sl Ftyzacay  Conhy G
# 108 Command Line Interface “i "
- ASIRE S TIANGID: Izzesfece Tercizleczcet(/I. changed state =2 2p * :
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llustracion 31: Configuracion de direccionamiento S1

Switch>

Switch>enable
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Switch#config t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#end
Switch(config)#no ip domain-lookup
Switch(config)#hostname S1
S1(config)#enable secret class
S1(config)#line console 0
S1(config-line)#pass cisco
S1(config-line)#login
S1(config-line)#line vty O
S1(config-line)#line vty 0 4
S1(config-line)#pass cisco
S1(config-line)#login

S1(config-line)#service password-encryption

S1(config)#banner motd "Error"
S1(config)#

haw Cluater | etrwiral | comfy  CL1

=) -
o 1 105 Command Line Interface e}
- VLIHIFRITC—I-UEDOMS: Lias poccomol on Intecfecs FascIchezzsnlsl, chengsd soase o
Triterger B2 .
RLIHI-a-CRRS0RD: Interface SRititiscrstd s, clanged GLACs Lo R I=
."7_— ALINIGFRITD I UEDOMN: Lize zoatoool on oncecfece FancIche==szi/], changed sFoace o
= x
. " Error
n Servar
Dasx hocese Vardficazica m}
F_ i__.\".i Funarrzsd: a
|uHFi: RATumammang
Ly
¥
—
= |
=oEy Paste I -
+ + | Ty
T rves: 0124 £:05 | Brasar Cpvls Dweioss Sact Frramer T s Realtime
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llustracion 32: Configuracion de direccionamiento S1
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Password:

S1>enable

Password:

Si#config t

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#vlan 30
S1(config-vlan)#name Administracion
S1(config-vlan)#vlan 33
S1(config-vlan)#vlan 40
S1(config-vlan)#name Mercadeo
S1(config-vlan)#vlan 200
S1(config-vlan)#name Mantenimiento
S1(config-vian)#

Mind Wide Open”

Physical Config CU

105 Command Line Interface

[FrICO I T Al e LAl T

Sl config=vlan)f&name Hercadeo

Sliconfig-vlan)dvlan 200

Sliconfig-vian) fnare Hantenlmiento

Sl [config-vlian) §exit

£l [config)#incarface vlam 30

El (config-if) #interface vlan 320

Sliconfig=if) ¢end

Flg

ASYS-5-CONFIF_I: Comfigured from console by console

Slgconfig ©

Enter configuration command=, one per line. End with CHIL/Z.
Sl iconfiglfinterface vlan 30

Sliconfig-1f) fend

=38 |

A5YS-S-CONFIC_I: Comfigured from ~oncole by consola

Slfconfig &

Enter configuration command=s, one per line. End with CHIL/SZ.
Slicenfig)finctecsface vlan 200

SLiconfig-1L) &

SLINK-5-CHANGED: Interface Wliani0d, changed state To up

RLINEPROTO=5=TTPDOWN : Line protocol on Interface Vliani(l, changed =tate to up
Sliconfig-if) ¢interface vlan 200

Sliconfig-if)tip add 152.1€6.200.2 255.155.255.0

Sl [config-1f) ino shucdown

51 [config-if) #ip default-gateway 192.1EE.9%.1

Sl config)#

Copy

llustracion 33: Configuracion de direccionamiento S1

Pasta
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Press RETURN to get started!

%LINK-5-CHANGED: Interface FastEthernet0/1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed
state to up

%LINK-5-CHANGED: Interface FastEthernet0/3, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed
state to up

Password:

Sl#enable

S1#config t

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#vlan 30

S1(config-vlan)#name Administracion

S1(config-vlan)#vlan 40

S1(config-vlan)#name Mercadeo

S1(config-vlan)#vlan 200

S1(config-vlan)#name Mantenimiento

S1(config-vlan)#exit

S1(config)#interface vlan 30

S1(config-if)#interface vlan 30

S1(config-if)#end

%SYS-5-CONFIG_I: Configured from console by console

S1#config t

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#interface vlan 30

S1(config-if)#end

Si1#config t
Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#interface vlan 200
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S1(config-if)#
%LINK-5-CHANGED: Interface VIan200, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan200, changed state to

up

S1(config-if)#interface vlan 200

S1(config-if)#ip add 192.168.200.2 255.255.255.0
S1(config-if)#no shutdown

S1(config-if)#ip default-gateway 192.168.99.1
S1(config-if)#ip default-gateway 192.168.99.1

|ilIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
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Sl lconfig-vlan)fexit
El lconfigl #interface wlan 30
51 [config-1f) $interface vlan 30
Bl [config-1f} fand
g13
®E3YS-5-CONFIG_I: Configured from conscls by conscle

Slfconfig ©

Enter configuraticn cormmands, cne par line. End with CHILSZ.
S1 [config) finteEface wlan 30

Sl [cenfig-if] fend

SlE

B5Y5-5-CONFIG I: Configured from comsole by comnsole

Slgconfig ©
Entet configuraticn commands, cone per line. End wich CNTL/AZ.
Sliconfigl #intecface wlan 200

Bl lconfig=ifl #

LLINE-E-CHANGED: Interface Vlanl0d, changed state to up

RLINEPACTO-5-UPDOWH: Lime prococol on Incerface Vlanllld, changed state to up
Sliconfig-ifl intesface vlan 200

Sliconfig=ifl $ip add L52.168.200.2 Z55.255.255.0

Bl |config-1£f) #no shutdowm

Sl [config-if) #ip default-gateway L3Z.1€3.553.L

El [config] #int £0/3

51 [eenfig-Lf] fewitchport mods mrunk

Sl config-if] #switchport trunk native vlan L

El lconfig=1£fl$# W

llustracion 34: Configuracion de direccionamiento S1

S1(config)#
S1(config)#int f0/3
S1(config-if)#switchport mode trunk
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%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed

state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed

state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan30, changed state to

up

S1(config-if)#switchport trunk native vlan 1

S1(config-if)#

8.2.Conexidén a internet

>

Physical Config CLI
105 Command Line Interface
% Imvalld inpur dececred ac "~ markser. -
Sliconfig-1f)8ip default-gateway 152 168.95.1
Sliconfigig
glicaoafigifine £0/3
51l {config-if)#switchpors mode trounk
Sliconfig-if)$§
SLINEFROTO-S5-UPDOWH: Line protoccol on Intecfase FastEthernerd/s3, changed state o
down
YLINEFROTO-5-URDOWH: Line protocol on Interface FastEthernetsd/3, changed state to
uE
SLINEFROTO-S-UPDOWH: Line protocol on Intesface Viandld, changed state Lo up
liconfig-if)fawitchpest mode Erunk native wlan 1
5 Tavalid input detectsd st "*'" maskes.
Flilconfig-iflfsuwicchpest trunk pnative vlan L
Sliconfig-if)fint £0/24
Fliconfig-ifl#switchpest mode erunk vlan 1
% Tnvalid input detected ac "°" macker.
Sl iconfig-if) #switchport mode trunk
Sliconfig-if)#seitchports trunk natiwve wlam L
Sliconfig-ifig hal
Copy Faste
llustracion 35: Configuracion de direccionamiento S1
S1(config)#int f0/3

S1(config-if)#switchport mode trunk
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%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed

state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed

state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan30, changed state to

up

S1(config-if)#int f0/24
S1(config-if)#switchport mode trunk
S1(config-if)#switchport trunk native vlan 1
S1(config-if)#

8.3.Puertos de acceso
> S1

Physical Config CLI

105 Command Line Interface

TTTCTTITIYTY
Sliconfig)dint £0/3
g1 {esnfig-Lf) favicchpare mods srunk

gliconfig-i£)8
SLIHNEFROCTIO-E-URDOWH: Line protocol on Interface FastEthermetd/:z,
dawn

SLINEFROTO-S5-UPDOWH: Line protoccl on Interface FastEthernsetd 3,
up

SLINERROTO-E-URDOWN: Lina protooal on Interface Vlandl,
Sljconfig-if)§switchport mode trunk nacive vlan 1

% Imwalid imput datected at '*" markar.
S51l{config-if)#switchport trunk natiwve wlan 1
Sliconfig-if!i&int £0/24
S1{config-1f)fewitchport moda crunk wlan 1

&% Invalid input detected at "*" markar.
§1{config-1f)fewitchport moda crunk
Sliconfig=1f)@=witchport trunk natiwve wlan 1
51{config-1f)fint range £a0/1l-2, fa074-23, glsl-2
interface zange oot validated = command rejected
Sl{config)@inct range faldsl-Z, fad/ 4-23
Sliconfig=if=-range) #switchport mode access

51 {config-if-rangs) §

changed sTate to

changed stats Lo

changed Stata To up

Copy Faste

llustracion 36: Configuracion de direccionamiento S1

S1(config-if)#int range fa0/1-2, fa0/4-23, g1/1-2
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interface range not validated - command rejected
S1(config)#int range fa0/1-2, fa0/4-23
S1(config-if-range)#switchport mode access

S1(config-if-range)#

Physical Config CLI

105 Command Line Interface

ALIME-S-CHANGCED: Interface TastIthermatOfLlE, changed state to admindccratively

dewn

ALINK-5-CHANCED: Interface FastEchermatl/17, changed state to adminiccratively

daun

ALINK-5-CHANGED: Interface TastZchernat0/13, changed state t0 administratively
daun

SLIME-S5-CHANGED: Interface TastEZIthernatl/1lS, changed state to adednistratively
daun

ALIME-S—-CHANGED: Interface TastZthernacO/20, changed state to adminiscratively
daun

ALIME-5-CHANGCED: Interface TastZIthernet(/Zl, changed stace to adeanistratively
dawn

SLIME-5-CHANGED: Interface TastZIthernetl/22, changed state to adeanistratively
deoun

SLIME-5-CHANGED: Interface TastZIthermet(/Z3, changed stace to adeainiscratively
deun

Sliconfig=if=range)g

RLINK-5-CHANGED: Interface FTastEthermetil/Sl, changed state to administratively down

ALINEFAOTO=5-UPDOWEH : Lin= protococl on Interface FastEthecnetd/]l, changed state to
down

-

Copy Paste

llustracion 37: Configuracion de direccionamiento S1

S1(config-if-range)#shutdown

%LINK-5-CHANGED: Interface FastEthernet0/2, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/4, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/5, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/6, changed state to

administratively down
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%LINK-5-CHANGED: Interface FastEthernet0/7, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/8, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/9, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/10, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/11, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/12, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/13, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/14, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/15, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/16, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/17, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/18, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/19, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/20, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/21, changed state to

administratively down

Mind Wide Open”

Pagina 57 de 66



sl ]l
cllsclo Cisco Networking Academy” Mind Wide Oper
[
%LINK-5-CHANGED: Interface FastEthernet0/22, changed state to
administratively down
%LINK-5-CHANGED: Interface FastEthernet0/23, changed state to
administratively down
S1(config-if-range)#
%LINK-5-CHANGED: Interface FastEthernet0/1, changed state to
administratively down
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed
state to down

» S3

Physical Config  CLI

105 Command Line Interface

L ¢y = 12 T T 2, LA SrEeE e

#
up

Switch enableconflg T

% Imwalid input detected at "' marker.

Switch>enable

Iwitchlconfig ¢

Enter configuraticon commands, one per line. 2nd with CHWTL/2.
Switchconfig) ine ip domain-lookup
Switch (configl #hostname 53

53 {config) fenable

% Incomplets command.
S3ijconfig)$enable secret class
Filiconfiglfline conscle O

83 {config-line)fpass cisco
F3{eonfig-linel flogin
Sdiconfig=linel$fline vy 0 4
S3{config-line)fpass olsoo
S3{config=lin=)flogin
S3jconfig-line) faxitE

% Imvalid input detected at ""' marker.

Sdiconfig=line)fexit

S3{configliservice passwcrd-encryption

83 {configl fbann=r motd "Ercor™

53iconfigls] ¥

Copy Paste

llustracion 38: Configuracion de direccionamiento S3

Switch>enable
Switch#config t
Enter configuration commands, one per line. End with CNTL/Z.
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Switch(config)#no ip domain-lookup
Switch(config)#hostname S3
S3(config)#enable secret class
S3(config)#line console 0
S3(config-line)#pass cisco
S3(config-line)#login
S3(config-line)#line vty 0 4
S3(config-line)#pass cisco
S3(config-line)#login
S3(config-line)#exit
S3(config)#service password-encryption
S3(config)#banner motd "Error"
S3(config)#

Mind Wide Open”

Physical Config CLI

[0S Command Line Interface

% Imvalid input detected at "~' macker. -

E2fconfig ©

Enter configuration commands, one per lins End with CHTILSZ

£3 [config)gwlan 30

E3lconfig-vlan) fname Administracion

53 [config-vrlan) fvlan 40

£l |config=vlan) name Mercadso

S3[config-vlan) fvlan 200

£3 (config-vlan) fname Manteniwdiento

S3(config-vlan) #ip add 152.168.30.3 255.255.255.0

% Imvalid input detected at "~' macker.

E2 |config-vlan) $exit

Silzonfig)fine vlam 200

E3 [config-if)§

YLINE-5-CHANGED: Intecface Vlian200, changed state to up

RLINEFROTO=5=UPDOWH : Line protocol on Imterface Vian2dd, changed state to up

£3(config-if)fip add 192 _1€2.30_.3 266.366 _28E._0

S3config-if) fno shiutdown

EZ [config-1if) fexitc

E3 configléip default-gateway 153 _1&8 _30.1

EE[configi@lnc fal, 3

E2 lconfig-if} #switchport mode trunk

Silzonfig-if) fswicchport trunk matiwve wlam 1

£3 (config-if)$ b
Copy Paste

llustracion 39: Configuracion de direccionamiento S3
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Password:
S3>enable
Password:
S3#config t
Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#vlan 30
S3(config-vlan)#name Administracion
S3(config-vlan)#vlan 40
S3(config-vlan)#name Mercadeo
S3(config-vlan)#vlan 200
S3(config-vlan)#name Mantenimiento
S3(config-vlan)#ip add 192.168.30.3 255.255.255.0
S3(config-vlan)#exit
S3(config)#int vlan 200
%LINK-5-CHANGED: Interface VIan200, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface VIan200, changed state to
up
S3(config-if)#ip add 192.168.30.3 255.255.255.0
S3(config-if)y#no shutdown
S3(config-if)#exit
S3(config)#ip default-gateway 192.168.30.1
S3(config)#int fa0/3
S3(config-if)#switchport mode trunk
S3(config-if)#switchport trunk native vlan 1
S3(config-if)#

Pagina 60 de 66



CI1sCo. Cisco Networking Academy”

Mind Wide Open”

Physical Conhg CLI
I0S Command Line Interface

LLIME-E-CHANGED: Imterface FastEthernmesd/LlT, changed state to admimistratively (=
Ao

SLINE=-5-CHANGED: Interface FastEthernetl/1l8, changed state to administratively
Ao

SLINE-S-CHANGED: Interface FastEtherner0/l9, changed state to admimistracively
down

SLIKE-E-CHANGED: Interface fastEthernesO/20, changed state o adminiscracively
down

RLINE=E=CHRNGED: Interface FastEthernesls/2Ll, changed state to administratively
A

SLINFE-5-CHRNGED: Interface FastEthernetds/2Z, changed state to administratively

darn

SLINE-S—CHANGED: Interface FastEthernetO/22, changed sCate To adminlscracively

dowmn

SLIME-E-CHRANGED: Interface fastEthernet(/24, changed state to admimistratively
down

53 (config-if-range|§

SLINE=5=-CHRANZED: Interface FastEthernetsls/l, changed =tate to administratively dowm
RLIHEFROTO-E-UEDOWN : Line protocol on Imterface FastEthernetsd/l, changed stase to
o

w
Copy Paste

llustracion 40: Configuracion de direccionamiento S3

S3(config-if)#switchport trunk native vlan 1

S3(config-if)#interface range fa0/1-2, fa0/4-24
S3(config-if-range)#interface range fa0/1-2, fa0/4-24, g1/1-2
interface range not validated - command rejected
S3(config)#interface range fa0/1-2, fa0/4-24
S3(config-if-range)#switchport mode access
S3(config-if-range)#shutdown

%LINK-5-CHANGED: Interface FastEthernet0/2, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/4, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/5, changed state to

administratively down
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%LINK-5-CHANGED: Interface FastEthernet0/6, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/7, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/8, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/9, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/10, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/11, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/12, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/13, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/14, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/15, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/16, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/17, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/18, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/19, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/20, changed state to

administratively down

Mind Wide Open”
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%LINK-5-CHANGED: Interface FastEthernet0/21, changed state to
administratively down
%LINK-5-CHANGED: Interface FastEthernet0/22, changed state to
administratively down
%LINK-5-CHANGED: Interface FastEthernet0/23, changed state to
administratively down
%LINK-5-CHANGED: Interface FastEthernet0/24, changed state to
administratively down
S3(config-if-range)#
%LINK-5-CHANGED: Interface FastEthernet0/1, changed state to
administratively down
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed
state to down
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9. CONCLUSIONES
» Entender el funcionamiento de un sistema de enrutamiento avanzado y su
importancia a la hora de implementarse en una red de datos.

» Aprender a configurar dispositivos de red avanzados en entorno 10S para aplicar

a la solucion de problemas en infraestructura tecnologica.

» Se logréo comprender y aplicar la configuracion de los equipos de una red y el

manejo de los mismos para ser plasmados en una situacion real.
» Se logré dar continuidad a los distintos conceptos adquiridos durante el

desarrollo del diplomado y de cursos anteriores basados en redes, con el

objetivo de dar solucién desde el punto de vista del Networking.
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