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INTRODUCCION

Esta prueba de habilidades comprende protocolos de routing dindmico (RIPv2, OSPF),
configuracién de servers DHCP, Network Address Translation (NAT), Listas de control de
acceso (ACL). Estas pueden implementarse en routers para aumentar la seguridad de una red
o implementar politicas de entrada y salida de paquetes para ciertos equipos especificos.

Se configuran servidores DHCP, el cual es un protocolo de difusion que trabaja de forma
predeterminada en donde sus paquetes no pasan a través de enrutadores. Un agente de
retransmision DHCP recibe cualquier difusion DHCP de la subred y la reenvia a la direccion
IP especificada en una subred distinta.

Se configura también el protocolo de informacion de enrutamiento (RIP) para permitir que
el servidor intercambie informacion de enrutamiento con otros servidores y determine cual
es la mejor ruta para enviar paquetes salientes.
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OBJETIVOS

GENERAL

Desarrollar la Evaluacion — Prueba de habilidades practicas CCNA, aplicando todos los
conocimientos adquiridos durante el semestre

ESPECIFICOS

Identificar que dispositivos utilizar para la construccion de una topologia de red.
Inicializar dispositivos de Networking

Realizar configuracion bésica a dispositivos de comunicacion como Routers, Switch,
Servidores.

Implementar seguridad en Switch, elaboracion de Vlans e inter VIan Routing.

Determinar la configuracion necesaria para la implementacion de OPSFv2, protocolo
dindmico de Routing.

Verificar conectividad entre los dispositivos de una topologia.
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Descripcion del escenario propuesto para la prueba de habilidades

Una-empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de Bogota,
Medellin y Bucaramanga, en donde el estudiante sera el administrador de la red, el cual
deberd configurar e interconectar entre si cada uno de los dispositivos que forman parte del
escenario, acorde con los lineamientos establecidos para el direccionamiento IP, protocolos
de enrutamiento y demas aspectos que forman parte de la topologia de red.

TOPOLOGIA
VLAN Direccionamiento Nombre
| 30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo
209.165.200.230 1 209.165.200.224/29 | 200 192.168.200.0/24 Mantenimiento
FO/0
BOGOTA
10.10.10.10/32
172.31.21.0/30
Lo4 192.168.4.0/24
MEDELLIN Lo5 192.168.5.0/24

Lo6 192.168.6.0/24
B/MANGA

192.168.99.3
192.168.99.2

DHCP DHCP

1. Configurar el direccionamiento IP acorde con la topologia de red para cada uno de los
dispositivos que forman parte del escenario
2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:



A = I ~ N
OSPFv2 area 0
Configuration Item or Task Specification
Router ID R1 1.1.11
Router ID R2 2.2.2.2
Router IDR3 3333
Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales en 128 Kb/s
Ajustar el costo en lamétrica de 50/0 a 7500

Figura 1. Tabla de configuracién OSPFv2, para cada Router

Verificar informacion de OSPF

Visualizar tablas de enrutamiento y routers conectados por OSPFv2

Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de cada
interface

Visualizar el OSPF Process ID, Router 1D, Address summarizations, Routing Networks,
and passive interfaces configuradas en cada router.

Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento, Inter-VLAN
Routing y Seguridad en los Switches acorde a la topologia de red establecida.
En el Switch 3 deshabilitar DNS lookup

Asignar direcciones IP a los Switches acorde a los lineamientos.
Desactivar todas las interfaces que no sean utilizadas en el esquema de red.
Implement DHCP and NAT for IPv4

Configurar R1 como servidor DHCP para las VLANSs 30 y 40.

Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para configuraciones
estaticas.

Mame: ADMINISTRACION
DNS-Server: 10,10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Configurar DHCP pool para VLAN 30

Figura 2. Informacion de configuracién DHCP pool Vlan 30
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Mame: MERCADED
DMN5-Server: 10.10.10.11
Domain-Mame: cena-unad.com
Establecer default gateway.

Configurar DHCP pool para VLAN 40

Figura 3. Informacién de configuracién DHCP pool Vlan 40

10. Configurar NAT en R2 para permitir que los hosts puedan salir a internet

11. Configurar al menos dos listas de acceso de tipo estandar a su criterio en para restringir
o permitir trafico desde R1 o R3 hacia R2.

12. Configurar al menos dos listas de acceso de tipo extendido o0 nombradas a su criterio en
para restringir o permitir trafico desde R1 o R3 hacia R2.

13. Verificar procesos de comunicacion y redireccionamiento de trafico en los routers
mediante el uso de Ping y Traceroute.



q‘ | SR
Solucion
R1 (IP excluidas)
Ip excluidas VLAN 30 192.168.30.1 | 192.168.30.30
ip excluidas VLAN 40 192.168.30.1 | 192.168.40.30
R1 OSPF
ID Pasive Interface Area 0 Interface
1111 F0/0.30 192.168.30.0
F0/0.40 192.168.40.0
F0/0.200 192.168.200.0
172.31.21.0 S0/0/0
R1 Medellin Direccion IP Mascara Gateway DNS Bandwidth Costo DCE
métrica
DHCP 192.168.30.1 | 255.255.255.0 192.168.30.1 | 10.10.10.11
Administracién
DHCP Mercado | 192.168.40.1 | 255.255.255.0 192.168.40.1 | 10.10.10.11
F0/0 .30 192.168.30.1 | 255.255.255.0
802.1Q
FO0/0 .40 192.168.40.1 | 255.255.255.0
802.1Q
F0/0.200 192.168.200.1 | 255.255.255.0
802.1Q
S0/0/0 172.31.21.1 255.255.255.252 128Kb/s 7500 | 128000
R2 Bogota Direccion IP Mascara Gateway | DNS | Bandwidth | Costo | DCE Netmask

métrica
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206165200225 | 255.255.255.248
Fo/1 10.10.10.1 255.255.255.0
S0/0/0 172.31.231 255.255.255.252 128Kb/s 7500 | 128000
S0/0/1 172.31.21.2 255.255.255.252
NAT Pool Internet | 209.165.200.225 | 255.255.255.248 209.165.200.229
NAT inside 10.10.10.10 209.165.200.229
Telnet (ADMIN) | 172.31.21.1

R2 OSPF
ID Pasive Interface Area 0 Interface
2222 Fo/1 192.168.30.0
172.31.21.0 | S0/0/1
172.31.23.0 | S0/0/0
R3 Bucaramanga Direccion Mascara
IP
Lo4 192.168.4.1 | 255.255.255.0
Lo5 192.168.5.1 | 255.255.255.0
Lo6 192.168.6.1 | 255.255.255.0
S0/0/0 172.31.23.2 | 255,255,255.252
R3 OPSF

ID Pasive Interface Area 0 Interface
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192.168.4.0
Lo6

172.31.23.0 | S0/0/1
S1 Direccion IP Mascara
F0/1 Vlan 30
FO/3  Trunk
F0/24 Trunk
Vlan 200 192.168.99.2 | 255.255.255.0
S3 Direccion IP Mascara
FO/1 Vlan 40
FO0/3 Trunk
Vlan 200 192.168.99.3 255.255.255.0
PC- Internet Direccion IP Mascara Gateway

FastEthernet | 209.165.200.230 | 255.255.255.248 | 209.165.200.225

Web Server Direccion IP Mascara Gateway

FastEthernet | 10.10.10.10 | 255.255.255.0 | 10.10.10.1




PCPT PC-PT
PC-A PCC

Configuracion basica de dispositivos
Aplicar a cada Router y Switch de la topologia, las siguientes configuraciones basicas;

R1: nombrarlo “Medellin”, R2: nombrarlo “Bogota”, R3: nombrarlo “Bucaramanga” , S1:
nombrarlo “S1”, S3: nombrarlo “S3”, Exec Password: class, Console Access Password:
cisco, Telnet Access Password: cisco, Encriptar contrasefias, MOTD banner: Prohibido
personal no autorizado, A cada Switch deshabilitar DNS lookup

Router 1
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Physical Config

| MODULES |A Physical Device View

Physical Config CLI Attributes

105 Command Line Interface
Compiled Wed 16-Jul-07 04:52 by pt_team

Press RETURN to get started!

SLINK-S-CHANGED: Interface Serial0/0/0, changed state to up

Router>

Router>en

Routergoont T

Enter configuration commands, one per line. End with CNTL/Z.
Zouter (config) $hostname Medellin

Medellin{config) $nc ip domain-lockup

Medellin({config) #enzble secret class

Medellin{config) #line con 0O

Medellin{config-line)$password cisco
Medellin{config-line)#login

Medellinlconfig-line)$line vty 0 4
Medellin{config-line)$password cisco
Medellin{config-line)flogin

Medellin{eonfig-line)fexit

Medellin{config) #service password-encryption

Medellin{eonfig) #banner motd $ Unauthorized Acecess is Drohibited $
PC-A PCC Medellin{config)

v

Ctrl+F6 to exit CLI focus

L4

Time: 00:09:39 | |Powar Cyde DevloesHFast Forward Time| [ Top [
[

=1 - -
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FastEthernet0/0
FastEthernet0/0.30
FastEthernet0/0.40
FastEthernet0/0.200
FastEthernet0/1
Serial0/0/0
Serial0/0/1

WVlanl

Hostname: Medellin
VLAN 30

Down

Down
Down

IP Rddress
- <noct set>
- 1592.168.30.1/24
- 192 .168.40.1/24
- 192 168_200.1/24
- <noct set>
- 172.31.21.1/30
- <not set>

<noct set>

IPve
<not
<not
<not
<not
<not
<not
<not
<not

Address
sekt>
set>
set>
set>
sekt>
set>
set>
sekt>

Physical Location: Intercity, Home City, Corporate Office, Main Wiring Closet

MAC Address

oos0.
oos0.
oos0.
0o0s0 .
oos0.

<not
<not

0oo7.

2153.
2153.
2153,
2153
2153.
set>

set>

ECCE.

A101
A101
A101
2101
A1D2

8c72

ol
PCFT PCPT
PC-A PCC

<

Time: 00:12:51 | [paer Cycle Devices|[Fast Formard Time

Router 2

Physical Config CLI

MODULES G

Attributes

Physical Device View

HWIC-1GE-SFP

Original Size

HWIC-2T
HWIC-4ESW
HWIC-8A
HWIC-AP-AG-B
WIC-1AM
WIC-1ENET
WIC-1T
WIC-2AM
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Physicll  Config  CLI  Attributes

105 Command Line Interface
Tress DETUAN to get starced!

$LINE-5-CHARNGED: Interface Seriall/0/0, changed state to up
SLINE-5-CHANGED: Interface Seriald/0/1, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet/l,
changed state to up

Router>en

Routerfconf t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) fhostname Bogota

Bogotal{config)$#no ip domain-lookup

Bogota{config) #enable cret class

Bogotal{config)#line con 0

Bogota{config-line) fpassword cisco

Bogota{config-line) flogin

Bogota(config-line) fexit

Bogotalconfig) #service password-encryption

Bogota(config) g¢banner motd $ Unathorized Access is Prohibited §
Bagutu(l:nnﬁ.qﬂ!

Ll
PC-PT PCF
PC-A PC-C

Ctrl+F6 to exit CLI focus

INew Cluster| [Move Object] Set Tiled Background Viewport

8 i IP Address IPvé Address MAC Address

FastEthernet0/0 Up - 209.165.200.225/29 <not set> 00ED.F937.6501
FastEthernet0/1 Up - 10.10.10.1/24 <not set> 00ED.F937.6502
Serial0/0/0 Up - 172.31.23.1/30 <not set> <not set>
Serial0/0/1 up - 172.31.21.2/30 <not set> <not set>
Vlanl Down 1 <not set> <not set> 0002 . 4A6D0. 9589

Hostname: Bogota

Physical Location: Intercity, Home City, Corporate Office, Main Wiring Closet

VLAN 30 VLAN 40

b '
PCPT PCFT
PC-A pCC

Router 3
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Fhysical Config CLI Attributes

MODULES ~ Physical Device View

HWIC-1GE-5FP

HWIC-ZT
HWIC-4ESW
HWIC-8A
HWIC-AP-AG-H
WIC-1AM
WIC-1ENET
WIC-1T

WLANM 30

-
PC-PT
PC-A

PCPT
PCC

CLI Attributes

105 Command Line Interface

% Bad passwords

Routerren
Routerfconf ¢

Router (config) fhostname Bucaramanga

Bucaramanga (config) #no ip domain-loockup
Bucaramanga (config) §enable secret class
Bucaramanga (config)§line con 0

Bucar (config-line) # ord cisco
Bucaramanga (config-line) login

Bucaramanga (config-line)#line vty 0 4

Bucar {config-line) # ord cisco
Bucaramanga (config-line) login

Bucaramanga (config-line) fexit

Bucaramanga (config) §service password-encryption
Bu {config) #b r motd $Unauthorized &

Enter configuration commands, one per line. End with CHNTIL/Z.

55 is Prohibited

Bucaramanga (config) §

Ctrl4F6 to exit CLI focus

Copy

|| paste
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VLAN IP Address IPv6 Address MAC Address
FastEthernet0d/0 - <not set> <not set> 0030.A33A.7201
FastEthernet0/1 Down - <not set> <not set> 0030 _A33A 7202
Serial0/0/0 Down - <not set> <not set> <not set>
Serial0/0/1 Up - 172.31.23.2/30 <not set> <not set>
Loopback4 Up - 192.168.4.1/24 <not set> 0030.F2%0.D292
Loopback5 Up - 192.168.5.1/24 <not set> 0003.7C22 .B6B3
Loopbacké Up - 192.168.6.1/22 <not set> 0001.6415.A076
Vlanl Down 1 <not set> <not set> 0DOC.85EC.AT43
VLAN 30 VLAN 90| 10 triame : Bucaramanga
3 Physical Location: Intercity, Home City, Corporate Office, Main Wiring Closet
PC-PT PCPT
PC-A PCC

Switch 1

Physical  Config  CLI  Attributes

105 Command Line Interface

Press RETURN to get started! A

SLINE-5-CHANGED: Interface V1anZ00, changed state to down

$LINE-5-CHANGED: Interface Vlan200, ch, d state to up

SLINE-5-CHANGED: Interface FastEthernet(/3, changed state to up

Sl§conf t

Enter configuration commands, one per line. End with CNTL/Z.
S1l(config)$nc ip domain-lookup

Sl({config) $enable secret class

2960§24TT 2960§24TT Sl(config)$line con 0

Sl(config-line)¢password cisco

Sl(config=-line) #login

VLAN 30 VLAN 40 Sl(config-line) fexit

S1(config) §service password-encryption

Sli{config) {banner motd $ Solo perscnal autorizado $
o & Sl(config)#

PC-A PCC . =

Ctrl+F6 to exit CLI focus

O7on

Time: 00:28:25 | |Power Cyde De\uces”Fast Forward Time
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FastEthernet(/2 Down 1 -

ile  Edit Options View Tools

FastEthernet0/3 Up - -
FastEthernet0/4 Down 1 --
FastEthernet0/5 Down 1 - 0090.2160.45905 S—— S
ogical FastE 0/6 Down 1 - 0090.2160. 4906 t Tiled Background I:
1 FastEthernet0/7 Down 1 - 0090.2160.4507
FastEthernet0/8 Down 1 - 0090.2160.4508
C&) FastEthernetl/9 Down 1 - 0090.2160.4909
FastEthernet0/10 Down 1 - 0090.2160. 4908
FastEthernet0/11 Down 1 - 0030.2160.430B
FastEthernet0/12 Down 1 - 0090.2160.4350C
FastEthernet0/13 Down 1 - 0090.2160.4500
FastEthernet0/14 Down 1 - 0090.2160.4390E
FastEthernet0/15 Down 1 - 0090.2160.4390F
FastEthernetl/16 Down 1 - 00%0 2160 4910
FastEthernet0d/17 Down 1 - 0090.2160.45911
FastEthernet0/18 Down 1 - 0030.2160.4312
FastEthernet0/13 Down 1 - 0090.2160.4913
F FastEthernet0/20 Down 1 - 0090.2160.45914
FastEthernet0/21 Down 1 - 0090.2160.4915
1] FastEthernet0/22 Down 1 - 0090.2160.4916
Meq FastEthernet0/23 Down 1 - 00%0 . 2160 4917
FastEthernet0/24 Up - - 0090.2160.45918
GigabitEthernetD/1 Down 1 - 0030.2160.491%9
GigabitEthernet0/2 Down 1 - 0090.2160.491A
Vlanl Down 1 <not set> 0001 .961%.8474
zgﬁg V1an200 Up 200 192.168.99.2/24 0001 .961% 8401
Hostname: 51
Physical Location: Intercity, Home City, Corporate Office, Main Wiring Closet
VLAM 30 VLAN 40
1 0l
PCPT PCFT
PC-A FC-C

. Time: 00:30:27 | |Power Cyde Devioes”Fast Forward Time
T

Switch 3

Physical Config CLI Attributes

105 Command Line Interface

Cisco 105 Software, CZ9EU Software (CZS60-LANBRSE-M), Version =
12.2(25)F¥, RELEASE SOFTWARE (£cl)

Copyright (c) 1386-2005 by Cisco Systems, Inc.

Compiled Wed 12-Oct-05 22:05 by pt_tean

Press RETURN to get started!

Switch»en
Switchgconf t
Enter configuration commands, one per line. End with CNTL/Z.
’ Switch(config) fhostname 53
53 (config) $no ip domain-lockup
2960p24TT 53(config) #enable secret class
53 (config)#line con 0
53 (config-line) $password cisco
VLAN 40 83 (config-line) #login
53 (config-line) fexitc
S3(config) #service password-encryption
S3({config) #§banner motd § Solo perscnal autorizado §
S3(config) # v

VLAN 30

'
PC-PT PCPT
PC-A pc-C

Cirl+F6 to exit CLI focus

Te: 00:31:39 | |Power Cyde DevioesHFast Forward Time [O7op [
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Modo trunk el puerto FO/3 en la nativa VLAN 1, Modo trunk el puerto FO/24 en la nativa
VLAN 1, Configurar “mode access” los puertos restantes, Deshabilitar los puertos que no se
usaran, Asignar el puerto FO/1 a la VLAN 30, Configurar las VLANS correspondientes,
Asignar la direccion 192.168.99.2 a la VLAN Mantenimiento

VLAN Direccionamiento Nombre
30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo
200 192.168.200.0/24 Mantenimiento
VLANS S1

1
Medgellin
1341
B/manga

Physical

CLI Attributes

Config

105 Command Line Interface

TTEST NElURN ©0 OSr SCErTear

SLINE-5-CHANGED: Interface V1an2d0, changed state to down

SLINE-5-CHRNGED: Interface V1an2d0, changed state to up

2 LINE-5-CHANGED: Interface FastEthernet0/3, ch d state to up

Slgconf t
Enter configuration commands, one per
Sl(config)$vlan 30

2360p24TT 2960p24TT S1(config-vlan) $name Administracion
S1(config-vlan) #vlan 40
Sl (config-vlan) #name Mercadeo
VLAN 30 i 51 (config-vlan)#vlan 200
51 (config-vlan) $name Mantenimiento
PC-PT‘ PC-PT‘ S1(config-vlan)$
PC-A pC-C -

Ctrl+F6 to exit CLI focus Copy || Paste
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Config  CLI  Attributes

Physical

105 Command Line Interface

TTEST SCIUAN ©0 O=T SCECTEaT -
8l{config)#int £0/3
£1{config-if) #awitchpors mode trunk
2960424TT 2960f24TT
£1(config-if)s
SLINE POOWN: Line on FastE 3, changed state to
dowm
WLAM 30 VLAN 40 137 : Line on I Fast 3, changed state to
up
3 4 S1{config-if) §awitchport trunk native vlan 1
814 fig=if)$
PCFT PCPT Fieentie o
PC-A PC-C
Ctrl4F6 to exit CLI focus copy | Paste

Physical Config CLI Attributes

105 Command Line Interface

TTEST HElURN TO OSC STECTEdT

~

81 (config) #int £0/3

81 {config=-if) {switchport mode trunk

S1lconfig-if14

SLINEPAOTO-5-UPDOWN: Line on I £ Fastl 3, ek d state to
dewn

WL © Line en I Fast 3, ch d STATE TO
up

S1{config-if) {switchport trunk native vlan 1

S1lconfig-if1#

Siicenfig-ifigine £0/24

51(config-if) fawitchport mode trunk

51 (config-if}#

ALI : Line on I 2 /24, changed state to

2960f24TT 2960§24TT down
SLI : Line on 24, changed state to
uwp
VLAN 30 VLAN 40 S1leenfig-if) #swizchpors Trunk native vian 1
5lleenfig-if) #ne shutdown
Elieeniig-ifls
' ]
PCPT PCFT v
PC-A pC-C
Cirl+F6 to exit CLI focus copy | Paste




CLI

Attributes

Physical Config

105 Command Line Interface

TTEST HEIUSRT ©O U=t SCECTear

Sl {config-if) #swicchport trunk native vlan 1
Sli{config-if)§int range fal/l-2, fald/4-24, g0/1-2
51l {config-if-range)f#switchport mode access

81 (config—ii—zanqe)ﬂ

Enter configuration commands, cne per line. End with CNTL/Z.
Sliconfig)$int £0/1
S1{config-if) $§swtichport mode access

% Invalid input detected at """ marker.
Sl{config-if) §switchport mode access
51 ({config-if)#switchport access vlan 30

Sli{config-if)§int range fald/2, fald/4-24, g0/1-2
2960p24TT 2560024TT Sl ({config-if-range) #shutdown

VLAN 30 VLAN 40

PC-PT PCPT o

PC-A pC-C

Cirl+F6 to exit CLI focus Copy || Paste

9

Physical Config CLI Attributes

10S Command Line Interface
[FTEST XSIUXN tC g=t Stsrvedr
~
% Invalid input detected at '~' marker.
Sl(config-if)$swi t mode
Sl(config-if)#switchport access vlan 30
Sl(config-if)¢int range fal0/2, fal0/4-24, g0/1-2
S1(config-if-range) §shutdown
Sl (config)#int vlan 200
Sl(config-if)$
$LINK-5-CHANGED: Interface V1an200, changed state to u
i SLINEPROTO-S-UPDOWN: Line protocel on Interface V1an20
2960§24TT 296082417
Sl (config-if)$ip add
Sl(config-if)$ip address 192.168.99.2 255.255.255.0
VLAN 30 VLAN 40 Sl(config-if)$
o 2]
PC-PT PCPT v
PC-A PC-C
Ctrl4F6 to exit CLI focus Copy || Paste
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anfigu rar en S3 se realiza los siguientes pasos

Modo trunk el puerto FO/3 en la nativa VLAN 1, Configurar las VLANS correspondientes,
Configurar “mode access” los puertos restantes, Deshabilitar los puertos que no se usaran,
Asignar el puerto FO/1 a la VLAN 40, Configurar la direccion 192.168.99.3 a la VLAN
Mantenimiento, Configurar puerta de enlace predeterminada correspondiente

VLANSs - S3

CLI Attributes

Physical Config

105 Command Line Interface
TITCD 105 SODTWEEE, TZ9c0 SOITWEEE TCZTET L =TT, VELSIom
12.2(25)F¥, RELEASE SOFIWARE (£fcl)
Copyright (c) 1526-2005 by Cisco Systems, Inc.
Compiled Wed 12-0Cct-05 22:05 by pt_team

Press BETURN to get started!

$LINE-5-CHANGED: Interface V1an20d, changed state to down

S3fconf t©

2960§24TT Enter configuration commsands, cne per line. End with CNIL/Z.
53 (config)$vlian 30

S3(config-vlan) fname Administracion

VLAN 40 53 (config-vlan)#vlan 40

§3 (config-vlan) §name Mercadeo

53 (config-vlan)#vlian 200

S3(config-vlan) fname Mantenimiento

WLAN 30

I 5
PCPT PCPT jg—
e pCC 53 (config-vlan) v

Ctrl4F6 to exit CLI focus copy || Pas= |

220 | |Power Cyde Devioes”Fast Forward Time [ Top |
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Physical Config  CLI  Attributes
10S Command Line Interface
TISCO 1US SULTWare, CZ2JcU SoOrtware lc2ocu-1 =N, VersSIom R
S3(config) #int vlan 200
S3(config-if) §
P SLINK-5: HI < Vl1an200, ch d state to up
1841 SLINEPROTO-5-UPDOWN: Line protecol on Interface V1anz00, changed state
5 S3(config-if)¢ip add
S3(config-if)$ip address 192.168.99.3 255.255.285.0
1 S3(config-i2)3|
lin S3(config-if)fexitc
1841 S3(config) $ip default-gateway 192.168.99.1
B/manga S3(config) ¢
’ S3(config) $int £0/3
i S3(config-if) §switchport mode trunk
2960p24TT 2560p24TT S3(config-if) §switchport trunk native vlan 1
S3(config-if)#|
S3(config-if) ¢
VLAN 30 VLAN 40 S3(config-if)¢int range fa0/1-2, fa0/4-24, g0/1-2
S3 (config-if-range) ¢switchport mode access
¥ 7
PCPT PC-PT
PC-A PCC v
Ctrl4F6 to exit CLI focus Copy
120 | [power Cyde Devices] st Forwrd Time Oop I

Physical  Config ~ CLI  Attributes
10S Command Line Interface

CISCO 1US S0ITWale, LaTJclU S0ITWale (LaTcU=l =), VeIsS1O N
S3(config) #int vlan 200

S3(config-if)#

SLINK-5 LI ¢ £ Vl1anz00, state to up

S3(config) #int £0/3

S3(config-if) #switchport mode trunk

S3(config-if) §switchport trunk native vlan 1

53 (config-if) ¢

S3(config-if)$

S3(config-if)$int range £a0/1-2, £a0/4-24, g0/1-2
S3(config-if-range) #switchport mode access

S3(config) ¢int £0/1

S3(config-if) ¢switchport mode access

S3(config-if) g¢switchport access vlan 40
S3(config-if)gint range fa0/2, fa0/4-24, g0/1-2
S3(config-if-range) §shutdown

VLAN 30 VLAN 40
™ ]
PCPT PC-PT
PC-A PCC v
Cirl+F6 to exit CLI focus [ copy |[ Paste
20 | FowerCydeDevices"FastForwardTm O7op I
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T = ~

Press RETURN to get started!

Medellin(config)$int 30/0/0

Medellin(config-if)gdescription Connetion a Bogota
Medellin(config-if)g¢description Connetion to Bogota
Medellin(config-if)$ip add

Medellin(config-if)$ip address 172.31.21.1 255.255.255.282
Medellin(config-if)gclock rate 128000

Medellin(config-if)$no shutdown

SLINK-5-CHANGED: Interface Serial0/0/0, changed state to down
Medellin(config-if) ¢

: v
Ctrl+6 to exit CLI focus copy || Paste |

1 01:22:10 I Powa'CydeDevim"FastForwadTmel ﬂ C7op I
- - I 1

Ruta de salida S0/0/0 — R1
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* Medellin

Physical Config CLI Attributes
10S Command Line Interface
i = ~
Press RETURN to get started!
Medellin(config)$¢int 30/0/0
Medellin(config-if) ¢description Connetion a Bogota
Medellin(config-if)$description Connetion to Bogota
Medellin(config-if)$ip add
Medellin(config-if)¢ip address 172.31.21.1 255.255.255.252
Medellin(config-if)gclock rate 128000
Medellin(config-if)$no shutdown
SLINK-S5-CHANGED: Interface Serial0d/0/0, changed state to down
Medellin(config-if)$g
Medellin(config)$ip route 0.0.0.0 0.0.0.0 s0/0/0
v
Ctrl+F6 to exit CLI focus Copy || Paste |
1 01:22:10 | Power Cydle Devices|Fast Forward Time| A |
- - [

Configurar en “Bogota” las siguientes interfaces

Configurar conexion hacia Medellin, Configurar conexion hacia Bucaramanga, Establecer
conexion hacia PC-Internet, Establecer conexion hacia Web Server

Interface S0/0/1 - R2 e Interface S0/0/0 - R2
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Config  CLI  Attributes
105 Command Line Interface
[TTESS NEIUH o0 OcC SCorCeur
~
$LINE-5-CHRENGED: Interface Serialds0/0, ch d state to up
$LINE-5-CHRENGED: Interface Serialdsd/1, ch d state to up
$LINEPRCTO-5-UPDOWN: Line protocol on Interface FastEthernetO/1,
changed state to up
Enter configuration commands, ocne per line. End with CNTL/Z.
Bogota(config)$#int s0/0/1
Bogota (config-if) §description connection to Medellin
Bogota (config-if) §ip add
Bogota (config-if)$ip address 172.31.21.2 255.255.255.252
Bogota (config-if) $no shutdown
Bogota(config-if) #int 80/0/0
Bogota (config-if) ption ien te Bucar
Bogota(config-if) #ip add
Bogota(config-if)#ip address 172.31.23.1 285.255.285.282
VLAM 30 Bogota (config-if) #clock za 128000
Bogota(config-if) #no shutdown
pCT SLINK=-5-CHANGED: Interface Serial0/0/0, changed state to down
'P)ET PCC Soacta (confia-if) ¢l W
Cirl4F6 to exit CLI focus copy || Paste |
T
153 | |Power Cyde Devioes”FastForwardTme L Tep |:

Interface FO/0 — R2 e Interface FO/1 - R2

CLI Attributes

Physical Config

105 Command Line Interface

TTE TEIUSEN TT U= SCECTENT

SLINK-5-CHANGED: Interface Seriald/0/0, ch d state to up

SLINE-5-CHANGED: Interface Seriald/0s1, ch d state to up

Bogota(config-if) ¢

Bogotal(config-if)#int £0/0

Bogota(config-if) #ip add

Bogota{config-if)#ip address 209.165.200.225 255.255.255.248
Bogota(config-if) éno shutdown

Bogota (config) #int £0/1

Bogota (config-if) #ip ad

Bogota (config-if) #ip address 10.10.10.10 255.255.2558.0

Bogota [config—if) #no shutdown

Bogota (config-if)¢

VLAN 30

&l
PC-PT PC-PT
PC-A PCC

Ctrl+F6 to exit CLI focus Paste

OTep |:

:53 | |Power Cyde Devices”Fast Forward Time
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/

UI?'I" en “Bucaramanga” los siguientes parametros:

Configurar la conexion hacia “Bogota”, Configurar loopbacks 4 —5—6

Interface S0/0/1 — R3, Loopback 4, Loopback 5, Loopback 6

B/manga

Physical

Config CLI Attributes

10S Command Line Interface

T = TS FroHIDITER

Bucaramanga (config) ¢int s0/0/1

Bucaramanga (config-if) $§ip add

Bucaramanga (config-if) §description connection to Bogota
Bucaramanga (config-if) #ip address 172.31.23.2 255.255.255.252
Bucaramanga (config-if) §no shutdown

Bucaramanga (config-if) ¢int lod

Bucaramanga (config-if)$ip address 192.168.4.1 255.255.255.0
Bucaramanga (config-if)#int loS

Bucaramanga (config-if)$
SLINK-5-CHANGED: Interface LoopbackS, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface LoopbackS, chi
VLAN 30 Bucaramanga (config-if) $ip add

Bucaramanga (config-if) #ip address 192.168.5.1 255.255.255.0
Bucaramanga (config-if) §no shutdown

PCPT PC-PT Bucaramanga (confiqg-if) Cl

PC-A pPC-C

| v

Cirl+F6 to exit CLI focus y Paste
1 01:36:27 | power cyde Devices|[Fast Forward Tme] Cop [
LI LT

11941 ) (2901 '81910X/ B19HGW
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B/manga

Physical  Config  CLI  Attributes

10S Command Line Interface

T TZET TS TIOHIDITET

Bucaramanga(config-if)$§
S$LINK-5-CHANGED: Interface Loopback$S, changed state to up

SLINEPROTO-5-UPDOWN: Line p 1l on Ii face L backS, chi

Bucaramanga(config-if) $#ip add

Bucaramanga(config-if)$ip address 192.168.5.1 255.255.255.0
Bucaramanga (config-if)$no shutdown

B (confiq-if) ¢l

Bucaramanga (config-if)$#int loé
296042417 206082417 Bucaramanga(config-if)$
SLINK-5-CHANGED: Interface Loopbacké, changed state to up

20 VLAN 40 SLINEPROTO-5-UPDOWN: Line protocol on Interface Loopback€é, cha
Bucaramanga (config-if)$ip add
o] Bucaramanga (config-if)$#ip address 192.168.6.1 255.255.255.0

s
PCPT PC-PT Bucaramanga (config-if) ¢
PC-A PC-C

| v

Ctrl+F6 to exit CLI focus Copy Paste

1 01:36:27 | [power cydie Devices|[Fast Forward Time| [

ImsES SEmEEH

1| 1941 | (2001 | | 2011 | 81910x| 819HGW

f [ 7op
{

Direccionamiento Web Server

-l

Back [Root] Mew Cluster| [Move Object| Set Tiled Background Viewport

b Server

Physical Config Services Desktop Programming Attributes
quration

IP Configuration
() DHCP ® Static
1P Address [10.10.10.10 |
Subnet Mask [255.255.255.0 |
Default Gateway [10.10.10.1 |
DNS Server [0.0.0,0 |
IPv6 Configuration
O pHep O Auto Config @ Static

Configuracién de seguridad Switch, VLANSs, Inter-VLANs Routing
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gurar'en Bogota, lo siguiente:

. "Configure 802.1Q subinterface .30 || descripcion de la conexién, asignar VLAN
Administracion, asignacion de la primera direccion viable a esta interface.

e Configure 802.1Q subinterface .40 || descripcion de la conexién, asignar VLAN
Mercadeo, asignacion de la primera direccion viable a esta interface.

e Configure 802.1Q subinterface .200 || descripcion de la conexion, asignar VLAN
Mantenimiento, asignacion de la primera direccion viable a esta interface.

e Activar la conexion hacia S1

802.1Q - R1

Logical

1AM

Physical ~ Config CLI  Attributes

10S Command Line Interface

TONPIIEY Wed I5-oUul-U7 UITSZ BY DU veam

Press RETURN to get started!

SLINK-5-CHANGED: Interface Serial0/0/0, changed state to up

Medellin(config-subif)$int £0/0.30
Medellin(config-subif)#description accounting LAN
Medellin(config-subif) gencapsulation dotlq 30
Medellin(config-subif)$ip address 192.168.30.1 255.285.255.0
Medellin(config-subif)$

Medellin(config-subif)$

B/manga Medellin(config-subif)$int £0/0.40

Medellin(config-subif) ¢description accounting LAN
Medellin(config-subif)fencapsulation dotlq 40
Medellin(config-subif)$ip address 192.168.40.1 255.255.255.0
Medellin(config-subif)$

Medellin(config-subif)$

Medellin(config-subif)$int £0/0.200
Medellin(config-subif)$description acccunting LAN
Medellin(config-subif)$encapsulation dotlq 200
Medellin(config-subif)$ip address 152.168.200.1 255.255.255.0
Medellin(config-subif)$

VLAN 40

PC-A PC-C z

Ctrl+F6 to exit CLI focus Copy | Paste

<
Time: 01:49:13 | [power cyde Devices][Fast Forward Time|

Crep B

Interface FO/0
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Medellin({config-subif)#int £0/0
Medellin ({config-if) #no shutdown

Medellin({config-if) #
(LINE-5-CHARNGED: Interface FastEthernetl/0, changed state to up

SLINE-5-CHARNGED: Interface FastEthernetl/0.30, changed state to up
SLINE-5-CHARNGED: Interface FastEthernet0/0.40, changed state to up

SLINE-5-CHARNGED: Interface FastEthernetl/0.200, changed state to up

Verificacién de conectividad

Slgping 192.168.30.1

Type escape sSeguence to abort.
Sending 5, 100-byte ICHMP Echos to 15%2.1€8.30.1, timeout is Z2 seconds:

Sucecess rate is 0 percent (0/5)
Sléping 1592 _1c8_40.1

Type escape sSeguence to abort.
Sending 5, 100-byte ICHMP Echos to 15%2.1€8.40.1, timeout is Z seconds:

Sucecess rate is 0 percent (0/5)

51

Configuracién OPSF y Protocolo Routing Dindmico
Realizar la siguiente configuracion en Medellin

Crear un OSPF, Identificar R1 con ID 1.1.1.1, Usar las direcciones de red sin clase, asignarlas
a todas las redes conectadas directamente al “area 0”, Configurar todas las interfaces LAN
como pasivas, Establecer el ancho de banda para los enlaces seriales en 128 Kb/s, Ajustar el
costo en la métrica de S0/0 a 7500
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Physical CL Attributes

Config

10S Command Line Interface
TOMPT T W T5=OUI=U7 UITSZ By DT_TEam

Press RETURN to get started!

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

Medellin(config) $router ospf 1
Medellin (config-router)#router-id 1.1.1
SLINEPROTO-5-UPDOWN: Line protoceol on Interface Serial0/0/0, chi

SLINEPROTO-5-UPDOWN: Line protoceol on Interface Serial0/0/0, chi
Medellin(config-router)$ no router-id 1.1.1.
Medellin(config-router) $router-id 1.1.1.1
Medellin(config-router)$network 172.31.21.0 0.0.0.3 area 0
Medellin(config-router)$network 192.168.30.0 0.0.0.255 area 0
Medellin(config-router) $network 192.168.40.0 0.0.0.255 area 0
Medellin(config-router) $network 192.168.200.0 0.0.0.255 area 0
Medellin(config-router)$

Ctrl+F6 to exit CLI focus Copy Paste

<
Time: 01:49:13 | IPower Cyde Devices”Fast Forward Time

O 1op - —]

Interfaces LAN pasivas — R1

MEASL11N (CONI1g-FOUTELr ) FOSTWOEK 13 _ lvd. LU0 0 U U U
Medellin (config-router) fpassive—interface £0,0_.30
Medellin{config-router) fpassive—-interface £0/0.40
Medellin{config-router) fpassive—interface £0,/0.200
HEdEllinﬂcunfig—ruuter)ﬂ

Ancho de banda y costo en la métrica — R1

MEaelllrl |CONTC1g-FOUTEY ) FEX1T
Medellin({config) #int 305050
Medellin(config—-if) $bandwidth 128
Medellin(config—if) #ip ospf cost 7500
Medelliniconfio-if) &

Realizar la siguiente configuracion en Bogotéa

Crear un OSPF, Identificar R2 con ID 2.2.2.2, Usar las direcciones de red sin clase, asignarlas
a todas las redes conectadas directamente al “drea 0”, con excepcion la conexion hacia PC-
Internet., Configurar todas las interfaces LAN como pasivas, con excepcion la conexion hacia
PC-Internet, Establecer el ancho de banda para los enlaces seriales en 128 Kb/s, Ajustar el
costo en la métrica de S0/0 a 7500
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=/ ual| B E

Physical Config  CLI  Attributes

10S Command Line Interface

TresS REIURN TO J=C Stareedr

%LINK-S-CHRNGED: Interface Serial0/0/0, changed state to up

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

Bogota(config) $router ospf 1
Bogota(config-router)$router-id 2.2.2.2
Bogota(config-router) $network 172.31.21.0 0.0.0.3 axea 0
Bogota(config-router)$

06:03:12: $OSPF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on Seriald/(
FULL, Loading Done =
Bogota(config-router)$network 172.31.23.0 0.0.0.3 area 0
Bogota(config-router)$network 172.31.23.0 0.0.0.3 area 0
Bogota(config-router)$network 10.10.10.0 0.0.0.255 azea 0
Bogota (config-router) |

Bogota (config-router) $passive-interface £0/1

Bogota (config-router)$int 30/0/0

Bogota (config-if) $bandwidth 128

Bogotalconfig-i2)sip ospf cost 7500
Bogota(config-if)g

PC-A PC-C

Ctrl+F6 to exit CLI focus paste

[ Top L

:02:1203 | [power Cyde Devices|[Fast Forward ime]

el G EEEEEE

AramAY Aroue s a0 || s

Realizar la siguiente configuracion en Bucaramanga

Crear un OSPF, Identificar R3 con ID 3.3.3.3, Usar las direcciones de red sin clase, asignarlas
a todas las redes conectadas directamente al “area 0”, Configurar todas las interfaces LAN
como pasivas , Establecer el ancho de banda para los enlaces seriales en 128 Kb/s, Ajustar el
costo en la métrica de S0/0 a 7500
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10S Command Line Interface
[OISUCHOTIZed ACCeSS IS Pronibrvted
~
Bucaramanga (config) $xrouter ospf 1
Buca {confi ) -id 3.3.3.3
B (confi ) k 172.31.23.0 0.0.0.3 area O
Buca. (confi 18
07:00:55: $OSPF-5-ADJCHG: Process 1, Nbr 2.2.2.2 on Seriall/0/1 fre:
FULL, Loading Done
i Incomplete command.
(confi ) k 192.168.4.0 0.0.3.255 area 0
Buca {confi )$passive-interface lod
B (confi )$passive-interface loS B
Buca (config )¢passive-interface loc€
B {confiy ) #exit
Bucaramanga (config) $int 30/0/1
Bucaramanga (config-if) $bandwidth 128
Bucaramanga(config-if)$
L]
PCPT PCPT | v
PC-A PCC
Ctrl+F6 to exit CLI focus Copy ] 1 Paste
— O Top

18:03 I Power Cyde Devm"FastForwardTmel

EsSsoe Gl e o e e e e e

—| 1941 2901 | | 2911 | 81910X' BIHGW | 829 | 1240 4321 ‘Generlc Generic' | 1841 | ’ZGZWV 2811

Desde Bucaramanga verificar los OPSF vecinos

Bogotafshow ip ospf neighbor

Neighkor ID Bri State Dead Time 2ddress Interface

1.1.1.1 0 FULLS - 00:00:35 172.31.21.1 Serial0/0 1

3.3.3_3 a FULLYS - 00:-00:34 172_31_23_2 Seri=l0/0/0

Bogotag



CLI Attributes

105 Command Line Interface

Bogotafshow ip protocols

Rouring FProtocol is "ospf 1"
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces iz not set
Router ID 2.2.2.2

Maximum path: 4

RBouting for Hetworks:
172.31.21.0 0.0.0.3 area 0
172.31.23.0 0.0.0.3 area 0
10.10.10.0 0.0.0.255 area 0

Paszssive Interface(s):

FastEthernetl0/1

Routing Information Sources:
Gateway Distance Last Update
1.1.1.1 110 00:03:20
2.2.2.2 110 00:12:20
3.3.3.3 110 00:07:08

Distance: (default is 110)

Humber of areas in this router is 1. 1 normal O stub 0 nssa

Ctrl+F6 to exit CLI focus Copy |

Faste

[ Top

Universidad Nacional
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* Bogota
Physical Config CLI Attributes
10S Command Line Interface
A
Routing Informaticon Scurces:
Gateway Distance Last Update
> Sl 555 B | 110 00:03:20
2.2.2.2 110 00:12:20
3.3.3.3 110 00:07:08
Distance: (default is 110)
Bogotagshow ip route ospf
192.1€8.4.0/32 is subnetted, 1 subnets
(o] 192.168.4.1 (110/7501) wvia 172.31.23.2, 00:11:12, Serial0/0/0
192.168.5.0/32 is subnetted, 1 subnets
o] 192.1€8.5.1 (110/7501) via 172.31.23.2, 00:11:02, Serial0/0/0
192.168.6.0/32 is subnetted, 1 subnets
e] 192.168.6.1 ([110/7501) vie 172.31.23.2, 00:11:02, Serial0/0/0
(o] 192.168.30.0 [110/65] via 172.31.21.1, 00:35:27, Serial0/0/1
© 192.168.40.0 [110/65) wvia 172.31.21.1, 00:35:27, Serial0/0/1
© 192.168.200.0 [110/65] via 172.31.21.1, 00:35:27, SerialO/0/1
Bogota$
v
Ctrl+F6 to exit CLI focus Copy | | Paste
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interface FastEthernetl/S1l
description connection to Webserwver ~
ip address 10.10.10.1 255_255_Z55.0
D duplex auto
speed auto

interface Serizald/ 070

description connection to Bucaramanga
bandwidth 128

ip address 172.31.23.1 Z55_.255_255.2Z52
ip ospf cost 7500

clock rate 1Z5000

1

interface Seriall 0/1

description connection to Medellin

ip sddress 17Z.31.Z1.2 Z55.255.Z55.252Z
1

interface Vlanl
no ip address

shutdown
1

router ospf 1

router—id 2.2_Z2_.2
log-adjacency—changes
passive-interface FastEthernet0/1
network 172_.31_21.0 0.0.0.3 area 0
network 172_.31_23.0 0.0.0.3 area 0
network 10.10.10.0 0.0_.0_255 area 0

Back [Roat] INew Cluster | [Move Object| Set Tiled Background Viewport Environment: 17:.
~ [

Simulation Panel
Event List
Vi,  Tme(sed) LastDevice AtDevice Type Info
= 0.000 - PC-A wve [l
= 0.000 - Vieb Server ICMP
& 0.000 - tntemetpc 1cvp [l
1841 Reset Simulation| [7] Constant Delay Captured to
Bjmanga 0.000¢
Play Controls
[ Back I Auto Capture / Play | Capture  Forward
VLAN 30 VLAN 40
Event List Filters - Visble Events
5 ACL Filter, ARP, BGP, CDP, DHCP, DHCPv, DNS, DTP, EIGRP, EIGRPV6, FTP, H.323, HERP, HSRPVE,
PCPT PCPT HTTP, HTTPS, ICMP, ICMPvE, IPSec, ISAKMP, LACP, NDP, NETFLOW, NTP, OSPF, OSPFvE, PAgP, POP3,
PCA PCC RADIUS, RIP, RIPng, RTP, SCCP, SMIP, SNMP, SSH, STP, SYSLOG, TACACS, TCP, TFTP, Telnet, UDP, VTF
Edit Filters. I Shaw AllNne
v
>

& 26:56:53.753 | ‘Powar Cycle Devicas| PLAYCDMI'RDLS:‘Bad:”Aum Caphxe,lPiay”Caphxe,lForward [Event List| g
T
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INew Cluster| [Move Object Set Tiled Background Viewport Environment: 18: 15

Simulztion Panel g x
EventList N ——
Vis. Time(sec) LastDevice AtDevice Type Info ~
0.005 Medelin s1 wove [l
0,005 51 53 e [l
0.005 53 pCC o
0,005 Bogotd Internet-PC ICMP ||
0,005 Medelin s1 jor |
" 0,008 s1 53 e [l
0,005 53 PC-C e [l
= 0,006 pPcC s3 oM
™ 0006 IntemetPC Bogota  IovP [ e
1841 Reset Simulation | [7] Constant Delay Captured to:
Bjmanga 0.0085
Play Controls
[ Back | Auto Capture [ Play I Capture /Forward
VLAN 30
Event List Filters - Visible Events
£ ACL Filter, ARP, BGR, CDP, DHCP, DHCPv6, DNS, DTP, EIGRP, EIGRPVS, FTF, H.323, HSRP, HSRPVG,
PCPT PCFT HTTP, HTTPS, ICMP, ICMPVB, PSec, ISAKMP, LACP, NDP, NETFLOW, NTP, OSPF, OSPFv6, PAGP, POP3,
[y pCC RADIUS, RIP, RIPng, RTP, SCCP, SMTP, SNMP, SSH, STP, SYSLOG, TACACS, TCP, TFTP, Telnet, UDP, VTP
EditFitters I Show AllfNone
v
> !

33.765 | |Pqur Cyde DEVKIS| PLAY CDNI'RDLS:_‘D‘:DDIE Il Furward| EventList| Simul
O ] ﬂ| Fﬁ|

ﬁlneﬂn L‘slneﬂn 1841 2811

—| 1041 ‘ 2001 ‘ L2011 | amex| mm| | 1240 | |a321

Back [Root] INew Cluster| |Vove Object Set Tiled Background Viewport Environment: 18:(

~ || simulation Panel a5
Event List
Vis,  Tmefeed) LastDevice AtDevice Type Info g
0.001 Internet-PC  Bogotd cMP .
0.001 pCC sz e [
0.001 - Internet-PC ICMP .
@ 0002 WebServer Bogotwd  ICMP
- 0,002 IntemetC  Bogots  1avP [l
- 0002 51 vedelin - 1cvp [l
- 0,002 Bogots Medelin  1CMP
= 0,002 53 s1 e [
™ 0002 - Bogots 1cve [l R

1841

Captured to:
[Reset Smulation| [ Canstant Delay 0.002¢

Bjmanga
Play Controls
I Back I Auto Capture /Play I Capture / Forward
VLAN 30 VLAN 40
Event List Filters - Visble Events
2 od ACL Filter, ARP, BGP, CDP, DHCP, DHCPv6, DNS, DTP, EIGRP, EIGRPVS, FTP, H.323, HSRP, HSRPVS,
PCPT PCPT HTTP, HTTPS, ICMP, ICMPv6, IPSec, ISAKMP, LACP, NDP, NETFLOW, NTP, OSPF, OSPFv6G, PAgP, POP3,
PC-A PCC RADIUS, RIP, RIPng, RTP, SCCP, SMTP, SNMP, 55H, STP, SYSLOG, TACACS, TCP, TFTP, Telnet, UDP, VTF

Edit Filters. Show AllNone
e: 26:56:53.761 | ‘Puwer Cyde Demoes‘PLAYCONTP.DLS:_|Caph:EfForward‘ EventList| gjmy
EL T ™ T L, L L LIl

NAT y DHCP en R1

Realizar las siguientes conexiones en R1: Reservar las primeras 30 direcciones en la VLAN
30y la VLAN 40, Crear un DHCP pool VLAN 30, Crear un DHCP pool VLAN 40

Reservar VLAN 30y VLAN 40 las primeras 30 direcciones
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L” Medellin

Physical Config CLI Attributes

105 Command Line Interface

Medellingconf ¢
Enter configuration commands, one per line. End with CNTL/Z.
Medellin(config)$ip dchp exc

Medellin(config)s$ip dhcp excluded-address 192.168.30.1 192.168.30.30
Medellin(config) $ip dhcp excluded-address 152.168.40.1 152.168.40.30
Medellin(config)$

Medellin(config)#ip dhecp pool ADMINISTRACION

Medellin (dhcp-config) $§dns—-sexver 10.10.10.11
Medellin(dhcp-config) §¢domain-name ccna-unad.com

% Invalid input detected at '~' marker.

Medellin (dhcp-config) g¢defaulc-router 192.168.30.1
Medellin (dhcp-config) $¢network 192.168.30.0 255.255.255.0
Medellin (dhcp-config) |

Medellin (dhcp-config) $¢ip dhcp peol MERCADEO

Medellin (dhcp-config) §dns-sexrver 10.10.10.11

Medellin (dhcp-config) #default-router 192.168.40.1
Medellin (dhcp-config) §network 192.168.40.0 255.255.255.0
Medellin (dhcp-config) $

Ctrl+F6 to exit CLI focus Copy || Paste

Configurar NAT en Bogota
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Password:
Bogotagconf t N
Enter configuration commands, one per line. End with CHTL/Z. —
- Bogota (config) fuser webuser privilege 15 secret ciscolZi34hs

Bogota (config) #ip http server

% Imvalid input detected at ""' marker.

Bogota(config) §#ip http authentication local

% Imvalid input detected at "' marker.

Bogota({config) #ip nat inside source static 10.10.10.10 Z205_165_200_.22%5
Bogota {config) #int £0/0

Bogota({config-if) #ip nat outside

Bogota (config-if) #int £0/1

Bogota({config-if) #ip nat inside

Bogotailconfig-if) g

Inter configuration commands, one per line. End with CHTL/Z.
Bogota (config) faccess—-list 1 permit 192 _1e2.30.0 0.0_.0_255
Bogota ({config) faccess—-1list 1 permit 192 _.1&e2.40.0 0.0_.0_255
Bogota{config) g

Bogota{config) g

B3ogota (config) gaccess—-list 1 permit 192 .183.4_0.0.3_Z55

¥ Invalid input detected at """ marker.

Bogota ({config) faccess—-1list 1 permit 192_.1&65.4.0 0.0.3_255

Sogota (config) §

Bogota (config) §ip nat pool INTERWET 203 .165_200.225 Z05_.165_200.22% netmask
255 255 _255_248

Bogota (config) §

Verificacién de asignacion direccionamiento DHCP en VLANs [VLAN 40y VLAN 30]
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Mew Cluster| [Mave Object| Set Tiled Background Viewport

1841
B/manga

£

Desktop Attributes

Physical Config Programming

IP Configuration

® DHCP O Static

IP Address 192.168.40.31
Subnet Mask. 255.255.255.0
Default Gateway 192,168.40.1
DNS Server 10.10.10.11

IPv6 Configuration

O DHeP (O Auto Config @) Static

IPv6 Address [ [/

Link Local Address |FEEU: :202: 16FF:FE32:8084

IPv6 Gateway |

[Py DNS Server [

Physical Config Desktop Programming Attributes

MNew Cluster| [Mave Object] Set Tiled Background

O

IF Configuration

(® DHCP () static

IP Address 192.168.30.31
Subnet Mask 255.255.255.0
Default Gateway 192.168.30.1
DNS Server 10.10.10.11

IPv6 Configuration

() DHCP () Auto Config  (®) Static

IPvS Address | ‘ ! ‘

Link Local Address |FE80: :2E0:ASFF:FECS:9100

IPvG Gateway |

1P DNS Server [

e: 27:11:54 | |Power Cyde Devices”Fast Forward T|rr|e|

IWS WS 55 5 5

Configuracion R1 solo tenga acceso a R2 Telnet y aplicarlas a las lineas VTY
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Enter configuration commands, cone per line. End with CNHNTIL/Z.
Bogota(config)fip access-list standard ADMIN
Bogota(config-std-nacl) fpermit host 172.31.21.1
Bogota(config-std-nacl) fexic

1 Bogota(config)fline vy 0 4

ta Bogota({config=line) §access-class ADMIN in
Bogota(config=line) §

1841
B/mang

Sa0g24TT

VLAM 40

PCPT -
PCC '

Ctrl+F6 to exit CLI focus Copy | | Paszte

] Top

Configurar al menos dos listas de acceso de tipo extendido o nombradas a su criterio en
para restringir trafico desde R1 o R3 hacia R2.

Enter configuration commands, one per line. End with CHIL/SZ.
Bogota (config) faccess—1ist 100 permit tcp any host
205.185.200.225% eg www

Bogota (config) faccess—1ist 100 permit icmp any any echo-replay

P T

% Imwvalid input detected at marker._

Bogota (config) faccess—1ist 100 permit icmp any any echo-reply
Bogota {config) #
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CONCLUSIONES

En esta prueba de habilidades se ejecutan funciones como la de verificar una
conexion entre los dispositivos proporcionada en la configuracion inicial de la
topologia, se configura la ACL de los Routers, esto con el objetivo de mitigar los
ataques de forma remota y por supuesto no podrian faltar la verificacion de la
funcionalidad de las actividades ejecutadas con anterioridad.

(ACL) para permitir el acceso de direcciones IP especificas, lo que asegura que solo
la computadora del administrador tenga permiso para acceder al router mediante
telnet o SSH.
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