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GLOSARIO

VLAN. Crea un dominio de difusion l6gico que puede abarcar varios segmentos,
proporcionando una manera de agrupar dispositivos de una red LAN.

TOPOLOGIA. Existe la topologia fisica y l6gica. La primera, es la forma como los
dispositivos de red se interconectan. La segunda, es la ruta por la cual se
transfieren los datos en una red

ENRUTAMIENTO. En una red de datos, es el proceso de transferir informacion a
través de una internetwork de origen a destino.

ENRUTAMIENTO ESTATICO. Cuando las redes remotas se introducen de forma
manual en la tabla de rutas.

ENRUTAMIENTO DINAMICO. Las rutas remotas se descubren de forma
automatica mediante un protocolo de routing dinamico.

LISTAS DE CONTROL DE ACCESO. Es una lista secuencial de instrucciones
Permit o Deny que se aplican a los protocolos de capa superior 0 a las direcciones
para controlar el trafico desde y hacia la red.

DHCP. Es un protocolo de configuracion dinamica de host que simplifica la
asignacion de direcciones IP tanto de equipos de escritorio como de dispositivos
moviles.

NAT. Traduccion de direcciones de red. Es un mecanismo utilizado por los routers
de red para traducir la direccion ipv4 interna del dispositivo a una direccion publica
del conjunto de NAT.



RESUMEN

Actualmente, las compafiias necesitan tener acceso instantaneo de red desde y
hacia cualquier parte del mundo y en cualquier momento. Por ende, para acceder
a las redes de internetworking, no solo se requiere la implementacion de
tecnologia de acceso, sino también tecnologias que permitan el intercambio de
recursos en tiempo real, manteniendo la seguridad en la red y la convergencia de
la misma. Los dispositivos intermediarios (switch, router, etc) son los que permiten
el acceso a la red de los dispositivos finales (host, servidores, etc), proporcionando
una conexion rapida, segura y confiable entre los host.

El objetivo de este trabajo es disefiar un escenario de red que permita conjugar los
recursos de red y las tecnologias de acceso a ésta, a través de la configuracion
fisica y l6gica tanto de dispositivos finales como intermediarios, permitiendo
verificar el flujo de trafico y el funcionamiento de los servicios avanzados de red.
Bajo este contexto, el administrador deberé establecer los pardmetros de
direccionamiento IP, protocolos de enrutamiento, redes de area local virtuales,
listas de control de acceso, DHCP y servicios NAT



INTRODUCCION

En el presente trabajo, se expondra acerca de un estudio de caso donde el usuario
debera interconectar a través del software Packet Tracer, una serie de dispositivos
que conformaran una red virtual organizativa y configurar una serie de pardmetros
para esta red tales como direccionamiento IP, protocolos de enrutamiento,
configuracion de VLANS, listas de control de acceso, DHCP y NAT. Adicionalmente,
el administrador de la red deber& hacer pruebas de configuracion de red, usando la
visualizacion de tablas de enrutamiento, listas resumidas, costo de interfaces, entre
otras y verificacion de procesos de comunicacion usando los comandos PING y
TRACEROUTE.



1. ESCENARIO PROPUESTO

1.1 ESCENARIO

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Bogoté, Medellin y Bucaramanga, en donde el estudiante sera el administrador de
la red, el cual deberéa configurar e interconectar entre si cada uno de los
dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas
aspectos que forman parte de la topologia de red.

1.2 TOPOLOGIA DE RED

192.168.30.0/24 Administracion
0 133,165 40.0/74 Merader:
200 192168200 /24 | Mantenimieoto

172.31.21.000

Lod 192.168.4.0/24
MEDELLIN [REeilins e LoS 192.168.5.0/24
Lo6 192.168.6.0/24

BIMANGA

192.168.99.3

Configurar el direccionamiento IP acorde con la topologia de red para cada uno de
los dispositivos que forman parte del escenario



BEZfshow ip route
Codes:
0 - EIGRE,

N1l - O5PF NS55L external type 1,
El - 0O5PF external type 1,

C - connected,

EX -

5 - statiec, I
EIZRP external,

o - OSPE,

EZ - O5PF external type 2,

IGRF, R - RIP, M - mobile,
O5PF inter area
N2 - O5PF NS55L external type 2

In

i - I5-I5, L1 - I5-I5 lewvel-l, L2 - I5-I5 lewvel-2, ia -
¥ — rcandidate default, U - per-user static route, o — ODR
P - periodic downloaded static route

Fateway of last resort is not set

10.0.0.0/2% is subnetted, 1 subnets

c 10.10.10.8 is directly connected, FastEthernetl/1l
172.31.0.0/30 is subnetted, 2 subnets

C 172.31.21.0 is directly connected, Serial0y/0/1

c 172.31.23.0 is directly connected, Serial0/0/0

c 152 .12 .7.0/24 is directly connected, FastEthernetd/0

Blfshow ip route
Codes:
D - EIGRE,

N1l - O5PF N55L external type 1,
El — O5PF extermnal type 1,

i - IS-IsS,

¥ — candidate default,

C - connected,

EX -

L1 -

5 - statiec, I
EIZRF external,

I5-I5 lewel-1,

P - periodic downloaded static route

Fateway of last resort is not set

172.31.0.0/30 is subnetted,
172.31.21.0 is directly connected,
162 .30.0/24 is directly connected, FastEthernetl/0.30
182 .40.0/24 is directly connected, FastEthernetl/0.40
188 _200.0/24 is directly connected, FastEthernet0/0.200

152
152
152

o0 o0n

REgshow ip route

1 subnets

o - OSPE,

— OQ5PF external type 2,
L2 - I5-I5 lewvel-Z,
U - per-user static route,

IZREPF, B - BRIF, M - mokile,
D5PF inter area
N2 - O5PF N55L external type 2

IR

ia -

o

Serialdy 0,0

B_

EGE

E_

EGP

Codes: L - local, © - connected, 5 - static, B - RIP, M - mokile, B -
I - EIZRP, E¥ - EIGZRP external, O - O5PF, I& - OSPF inter area
M1l — OS5PF MS55R external type 1, M2 — O5PF MN55L external type 2
El - OSPF extermnal type 1, E2 - OS5PF external type 2, E — EGP
i - I5-Is, Ll - I5-IS5 lewvel-l, LZ — I5-IS5 level-2, ia -
¥ — pandidate default, U - per-user static route, o — ODR
P - periocdic downloaded static route
Fateway of last resort is not sSet
172.31.0.0/1€ is wariabkly subnetted, 2 subnets, 2 masks
c 172.31.232.0/30 is directly connected, Serialld/ 071
L 172.31.23.2/32 is directly connected, Serialld/ 071
1321628 .4.0/24 is wariakly subnetted, 2 subnets, 2 masks
cC 132 . 1€2.4_0/24 is directly connected, GFigabkitEthernetd/s0
L 192 .1€28.4_.1/32 is directly connected, GigabitEthernetd/s0
152 12 . 5.0/24 is wariabkly subnetted, 2 subnets, 2 masks
c 152 _ 128 _.5.0,/24 is directly connected, GigabitEthernetl/s1
L 132 _.1€58.5.1/32 is directly connected, GigabitEthernetd/s1l
192 . 168 .€.0/24 is wariakly subnetted, 2 subnets, 2 masks
c 132 .1€2.€.0/24 is directly connected, GigabitEthernetl/2
L 132 .1€28.€.1/32 is directly connected, GigabitEthernetl/2

BGP

I5-I5 inter area

BEE

I5-I5 inter area
CDR

B=P

I5S-IS5 inter area



1.2.1 Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes
criterios:

OSPFv2 area 0

Configuration Item or Task Specification
Router ID R1 1.1.1.1
Router ID R2 2222
Router ID R3 3.3.3.3
Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales en 128 Kb/s
Ajustar el costo en la métrica de S0/0 a 7500

Para ajustar el costo de la métrica de los puertos s0/0/0 en 7500, se utiliza el
comando ip ospf cost 7500 en el modo de configuracién de la interfaz

Para ajustar el ancho de banda de los puertos seriales de todos los routers en 128
kb/s se utiliza el comando bandwidth 128 en el modo de configuracion de la
interfaz.

2. VERIFICAR INFORMACION DE OSPF

2.1 TABLAS DE ENRUTAMIENTO

2.1.1 Visuaizar tablas de enrutamiento y routers conectados por OSPF v2

BZfshow ip route ospf

) 152 .1e8.4 .0 [110/7501] wia 172.31.232_.Z, 00:17:Z€, Serialds0/s0
] 1%2.1658.5.0 [1l10/7501] wia 172.31.23.2, 00:17:2€, Seriald/s0/s0
O 1s2.1e2.6.0 [1l1l0/7501] wia 172.31.232.2, 00:17:2€, Seriald/0/0
O 1%2.1e2.20.0 [110/7501] wia 172.31.21.2, 00:0%:44, Seriall/0/1
) 152 .1e8.40.0 [110/7501] wia 172.31.21.2, 00:0%:44, Serialds0/1

BElfshow ip route ospf
10.0.0.0/2% is subnetted, 1 subnets

O 10.10.10.8 [110/7501] wia 172.31.21.1, 00:15:38, Serialdysoy 0
172.31.0.0/30 is subnetted, 2 subnets

172.31.23.0 [110/15000] wia 172.31.21.1, 00:15:38, Seriald/0/0
152.1e8.4.0 [110/15%001] wia 172.31.21.1, 00:15:38, Serial0y/0/0
152 .1e8.5.0 [110/15%001] wia 172.31.21.1, 00:15:38, Serial0ys0/,0
1%2.168.6.0 [110/15%001] wia 172.31.21.1, 00:15:38, Serialdys0/0
1%2.1€8.7.0 [110/75%01] wia 172.31.21.1, 00:15:38, Seriald/ 0,0

Q000

=1 & N



REigshow ip route ospf
10.0.0.0/2% is subnetted, 1 subnets

o 10.10.13d.8 [110/782] wia 172.31.23.1, 00:05:07, Serialdys0/1
172.31.0.0/1¢ is wariably subnetted, 32 subnets, 2 masks

1l72.31.21.0 [11l0/28281] wia 1l72.31.23.1, 00:05:07, Serialdy/0/1
152 .1€8.7.0 [110/782] wia 172.31.23.1, 00:05:07, Serialdyso0/1
1%2.1€8_.30.0 [110/3282] wia 172.31.23.1, 00:05:07, Serialdso/s1
1%2.1e8.40.0 [110/8282] wia 172.31.23.1, 00:05:07, Serialdso/s1

Q0 Q0

2.2 LISTAS RESUMIDAS

Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de
cada interface

2.3 PROCESOS

Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router.

RZfshow ip protocols

RBouting Protocol is "ospf 10™
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Bouter ID 2.2_2_2
Humber of areas in this router is 1. 1 normal 0 stuk 0 nssa
Maximm path: 4
Bouting for Metworks:
1%2.1€8.7.0 0.0.0.255 area 0
172.31.21.0 0.0.0.3 area 0
172.31.23.0 0.0.0.3 area 0
10.10.10.8 0.2.0.7 area 0
Passiwve Interface(s):

FastEthernet(,/0
FastEthernet(/,1
Bouting Information Sources:
Fateway Distance Last Update
1.1.1.1 110 Q0:20:08
z2.2.2.2 110 00:14:54
3.32.3.3 110a 00:08:53
Distance: (default is 110)

10



Cutgoing update
Incoming update
Router ID 3.3.3.

Routing Protocol is

R3fshow ip protocols

"ospf 10"
filter list
filter list
3

for all interfaces is not set
for all interfaces is not set

Humber of areas in this router is 1. 1 normal 0 stubk 0 nssa

Maximim path: 4

Bouting for MNetworks:
172.31.23.0 0.0.0.3 area 0
152.1€2.4.0 0.0.0.255 area 0
152 .1e8.5.0 0.0.0_.255 area 0
1532 .1e8.6.0 0.0.0_.255 area 0
Passiwve Interface(s):
GigabitEthernetd/0
GFigabitEthernetd/1
GigabitEthernetd/2
Bouting Information Sources:
Fateway Distance Last Update
1.1.1.1 110 00:21:25
2.2.2.2 110 00:1e:15
3.3.3.3 110 00:10:14
Distance: (default is 110}
Blfgshow ip protocols
Routing Protocol is "ospf 10"
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set

Router ID 1.1.1.1

HNumber of areas in this router is 1.

Maximim path: 4

Bouting for MNetworks:
172.31.21.0 0.0.0.3 area
152 _.1€2.59%9.0 0.0.0_2
152 _.1€2.30.0 0.0.0._
152 _1&€2.40.0 0.0.0._

Passiwve Interface(s):
FastEthernetl/ 0

Bouting Information Sources:

1l normal O stulk 0 nssa

a
area 0
a

a

a
area
area

Fateway Distance Last Update

1.1.1.1 110 00:22:50

2.2.2.2 110 ao:17:37

3.3.3.3 110 00:11:35
Distance: (default is 110)

3. CONFIGURAR VLANS

3.1 Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de red
establecida.

11



Slgshow wlan brief

VLAN MName Status Ports
1 default actiwve Fals2, Faldf4, Falf5, Falsfe
Fadys7, FalO/f8, Fad/s%, Fal/slo
Fadys11, FalO/12, Fal/13, Fal/14
Fadys1l5, Fal/fle, Falsfl7, Fad/sls
Fadys1%, FalO/s20, Fals2l, Fad/2Z
Fadys23, =igld/s1l, GigO/s2
20 Administracion active Fal/s1
40 Hercadeo actiwve
200 Mantenimiento actiwve
1002 fddi-default active
1003 token-ring-default actiwve
1004 fddinet-default actiwve
1005 trnet-default actiwve
Rlgshow ip route
Codes: C - connected, 5 - static, I - IGRP, R — RIP, M - mobkile, B - BGP
O — EIGZRFP, EX - EIGRFP external, © - O5PF, I& - OS5PF inter area
N1l - 0O5PF N55L external type 1, N2 — O5PF NS55R external type 2
El - O5PF external type 1, E2 - O5PF external type 2, E — EGP

i - I5-I5, L1 - I5-I5 lewel-l, L2 -
¥ — pandidate default, T - per-user
P - periodic downloaded static route

Fateway of last resort is not set

10.0.0.0/29 is subnetted, 1 subnets
10.10.10.8 [110/7501] wia 172.31.21
172.31.0.0/30 is subnetted, 2 subnets
172.31.21.0 is directly connected,
172.31.232.0 [110/15000]1 wia 172.31.
152 _1€58.4.0/24 [110/15001] wia 172.31.
132.1e2.5.0/24 [110/15001] wia 172.31.
152 £ Laul wia .
[110/7501]1 <ia 172.31.2

]

L

O D Q0

.7.0/24

I5-I5 lewvel-Z2,

ia -

static route, o — QDR

21, 00:3%:43, SerialdsOof0
Seriald/S0/s0

21.1, 00:3%:43, Serialdys0/0
21.1, 00:35%:43, Serialdyso/0
21.1, 00:35:423, Seriallys0/0
. - Seriald/S0/s0
1.1, 00:35:43, gl 0070

-30.0/24 is directly connected, FastEthernetld/0.30
-40.0/24 is directly connected, FastEthernetl/0.40
.200.0/24 is directly connected, FastEthernetd/s0.20

Ztrl+F6 to exit CLI focus

12
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SZ2#show wlan brief

VLAN Hame Status Borts
1 default actiwve Fal/s2, Fal/4, Fal/f5, Falsfe
Fal/7, FalO/8, Fads5, Fal/l0

Fal/1ll, Fad/12, Fal/13, Fal/l4
Fal/15, Fad/lé, Fad/17, Fal/ls
Fad/13, Fad/20, Fal/2l, Fal/2z
Fal/23, Fa0/24, Gigds/l, Gigd/sz

30 Administracin actiwve
40 Mercadeo actiwve Fald/1
200 Mantenimiento actiwve
1002 fddi-default actiwve
1003 token-ring-default actiwve
1004 fddinet-default actiwve
1005 trmet—-default actiwve

Slgshow int £0/24 switchport

Hame: Fal/ Z4

Switchport: Enakled

Bdministrative Mode: trunk

Operational Mode: trunk

bdministrative Trunking Encapsulation: dotlg
Operational Trunking Encapsulation: dotlg
Negotiation of Trunking: On

Booess Mode VIAN: 1 (default)

Trunking MNative Mode VLAN: 1 (default)

Voice WLAN: none

ddministrative private—vlan host—association: none
bdministrative private—vlan mapping: none
bdministrative private—vlan trunk native VLAN: none
ddministrative private—wvlan trunk encapsulation: dotlg
ddministrative private—-vlan trunk normal VLANs: none
bdministrative private—vlan trunk private VLANs: none
Operational priwvate-vlan: none

Trunking WVLANs Enakbled: ALL

Pruning VLA&Ns Enabkled: 2-1001

Capture Mode Disabled

Capture VLALNs BRllowed: ALL

Frotected: false

13



Slgshow int £0/3 sw

Slgshow int £0/3 switchport

Name: Fal/3

Switchport: Enakled

Bdministrative Mode: trunk

Operational Mode: trunk

Bdministrative Trunking Encapsulation: dotlg
Operational Trunking Encapsulation: dotlg
Wegotiation of Trunking: On

Booess Mode VLIAN: 1 (default)

Trunking MNative Mode VLAN: 1 (default)

Voice VLAN: none

ddministrative private-vlan host—association: none
bdministrative private-vlan mapping: none
bdministrative private-vlan trunk natiwve VLAN: none
Administrative private-vlan trunk encapsulation: dotlg
ddministrative private-vlan trunk normal VLANs: none
bdministrative private-vlan trunk private VLANs: none
Operational priwvate-vlan: none

Trunking WVLANs Enabled: ALL

Pruning VL&Ns Enabled: 2-1001

Capture Mode Disabled

Capture VLANs Rllowed: ALL

Frotected: false

Lppliance trust: none

Slgshow int £0/1 switchport

Name: Fal/s/l

Switchport: Enabled

Bdministrative Mode: static access

Operational Mode: static access

Bdministrative Trunking Encapsulation: dotlg
Operational Trunking Encapsulation: native
Negotiation of Trunking: Off

Booess Mode VIANWN: 30 (Administracion)

Trunking Native Mode VLAN: 1 (default)

Voice VLAN: none

bdministrative private-vlan host—association: none
Administrative private-vlan mapping: none
Administrative private-vlan trunk natiwve VLAN: none
Administrative private-vlan trunk encapsulation: dotlg
bdministrative private-vlan trunk normal VLANs: none
Bdministrative private-vlan trunk private VLANs: none
Operational priwvate-vlan: none

Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: 2-1001

Capture Mode Disabled

Capture VLANs 2llowed: ALL

Protected: false

Lppliance trust: none

14



S52Z¢show int £0/3 switchport

Hame: Fal/3

Switchport: Enakled

ddministrative Mode: dynamic auto

Operational Mode: trunk

bdministrative Trunking Encapsulation: dotlg
Operational Trunking Encapsulation: dotlg
Negotiation of Trunking: On

Booess Mode VIAN: 1 (default)

Trunking MNative Mode VLAN: 1 (default)

Voice WLAN: none

ddministrative private—-vlan host—association: none
bdministrative private—-vlan mapping: none
bdministrative private—wvlan trunk native VLAN: none
Bdministrative priwvate-wvlan trunk encapsulation: dotlg
ddministrative private—vlan trunk normal VLANs: none
bdministrative private—vlan trunk private VLANs: none
Operational priwvate-vlan: none

Trunking VLANs Enabled: ALL

Pruning VLANs Enakled: 2-1001

Capture Mode Disakled

Capture VLALNs Rllowed: ALL

PFrotected: false

Lppliance trust: none

52fshow int f0/1 switchport

Hame: Fal/sSl

Switchport: Enabled

bdministrative Mode: static access

Operational Mode: static access

bdministrative Trunking Encapsulation: dotlg
Operational Trunking Encapsulation: natiwve
Negotiation of Trunking: Off

Loocess Mode VIAN: 40 (Mercadeo)

Trunking Hative Mode VLAN: 1 (default)

Voice VLAMN: none

bdministrative private—wvlan host—association: none
ddministrative private—-vlan mapping: none
bdministrative private—wvlan trunk native VLAN: none
bdministrative private—vlan trunk encapsulation: dotlg
bdministrative private—-wvlan trunk normal VLANs: none
ddministrative private—wvlan trunk private VLANs: none
Operational private-vlan: none

Trunking VLANs Enabled: ALL

Pruning VLANs Enabkled: 2-1001

Capture Mode Disabkled

Capture VLANs 2llowed: ALL

Protected: false

Lppliance trust: none

4. DESHABILITAR DNS LOOKUP EN S3

53 ({config) #no ip domain lookup
53 ({config) fend
53

%5¥Y5-5-C0ONFIG I: Configured from console by console
| —
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5. ASIGNACION IP A LOS SWITCHES

Slgshow ip interface wvlan 1
Vlanl is up, line protocol is up
Internet address is 192.168.9%%.2/724
Broadcast address is 255_.255.255.255
bddress determined by setup command
MTT is 1500 bytes
Helper address is not set
Directed broadcast forwarding is disabkled
Cutgoing access list is not set
Inkbound access list is not set
Proxy ARP is enakled
Local Proxy ARP is disakled
Security lewvel is default
Split horizon is enabled
ICHP redirects are always sent
ICHP unreachakles are always sent
ICHP mask replies are never sent
IP fast switching is disabled
IF fast switching on the same interface is disabkled
IF Null turbo wector
IP multicast fast switching is disabled
IP multicast distributed fast switching is disabled
IF route—cache f£lags are Hone
Bouter Discowvery is disabled
IP output packet accounting is disabled
IP access vioclation accounting is disabled

524show ip int wlanl

Vlanl is up, line protococl is up
Internet address is 192.1€8_.55_.3/24
Broadcast address is 255_255_255_ 255
bddress determined by setup command
MTU is 1500 bytes
Helper address is not set
Directed broadcast forwarding is disabled
Jutgoing access list is not set
Inbound access list is not set
Proxy RRP is enabled
Local Proxy BRRP is disabled
Security lewvel is default
Split horizon is enabled
ICHP redirects are always sent
ICHP unreachables are always sent
ICHE mask replies are never sent
IPF fast switching is disakled
IP fast switching on the same interface is disabled
IPF Hull turko wvector
IPF multicast fast switching is disabled
IPF multicast distributed fast switching is disabled
IPF route-cache f£lags are None
Router Discowvery is disabled
IF output packet accounting is disabled
IPF access violation accounting is disabled
ICES/IE hFader compression is disabled

16



6. DESACTIVAR INTERFACES INUTILIZADAS EN LA RED (COMANDO

SHUTDOWN)
VLAN MName Status Borts
1 default actiwve Falds2, Falf4, Falf5, Falsfe

Fad/7, Fald/s8, Fadsfa, Fals1l0
Fald/11, FalOys1l2, Fad/13, Fald/14
Fal/15, FalO/le, Fal/l7, Fald/1l2
FaOs1%, FaO/20, Fal/21, Fal/22
Fadys23, =igld/s1l, GigOs2

20 Administracion actiwve Fal/s1

40 Hercadeo actiwve

200 Mantenimiento actiwve

1002 fddi-default actiwve

1003 token-ring-default actiwve

1004 fddinet-default actiwve

1005 trmet—-default actiwve

VLAN Hame Status Borts

1 default actiwve Fal/s2, Fald/f4, Fal/5, Fal/f&

Fad,s7, FaO/8, Fad/%, Fad/1l0

FaO/11, FalO/12, Fal/13, Fal/14
Fal/15, Fal/le, Fal/l7, Fal/sls
FaO/1%9, FaO/20, Fal/21, Fal/22
Fadys23, FalO,/24, Gigls1l, Gigld/s2

30 Administracin actiwve
40 Hercadeo actiwve Fal/1
200 Mantenimiento actiwve
1002 fddi-default actiwve
1003 token-ring-default actiwve
1004 fddinet-default actiwve
1005 trnet-default actiwve

7. RESERVAR LAS PRIMERAS 30 DIRECCIONES IP DE LAS VLAN 30 Y 40
PARA CONFIGURACIONES ESTATICAS.

Configurar DHCP pool para VLAN 30 Name: ADMINISTRACION
DNS-Server 10.10.10.11
Domain name: ccna-unad.com
Establecer default gateway

Configurar DHCP pool para VLAN 40 Name: Mercadeo

DNS-Server 10.10.10.11
Domain name: ccna-unad.com
Establecer default gateway

17




Rlgshow ip dhcp pool

FPool ADMINISTRACICOH
Utilization mark (high/low) lad F a
Subnet size (first/next) - o /S0

Total addresses 254
Leased addresses 1
Excluded addresses 4
Pending ewvent one

1 subnet is currently in the pool
Current index IF address range
192 .1€83.30.1 152 _.1e8_.30.1 - 152 _1€8.30.254

Pool MERCADED
Utilization mark (high/low) 100 £ 0
Subnet size (first/next) - o /S0

Total addresses 254
Leased addresses 1
Excluded addresses 4
Pending ewvent one

1 subnet is currently in the pool
Current index IF address range
192 .1€3.40.1 152 _.1e8.40.1 - 152 _1€8.40.254

Blfshow running-config
Building configuration. ..

Current configuration
1

18282 bytes

version 12.4

no service timestamps log datetime msec

no service timestamps debug datetime msec

no service password-encryption

1

hostname Rl

1

1

1

!

ip dhep excluded-address 15Z.1€8.30.1 15%2_.1€8_.30.30
ip dhep excluded-address 192 _168.30_254

ip dhep excluded-address 192 _168.40.1 1%2_168_40_30
ip dhcp excluded-address 192.1c8.40.254

1

ip dhep pool ADMINISTRACTION

network 192 _1€2.30.0 255_.255.255.0

default-router 152.168.30.1

dns-server 10.10.10.11
ip dhep pool MERCADED
network 192 _1€2.40.0 255_25
default-router 152.168.40.1
dns-server 10.10.10.11

18
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Attributes

[P Configuration

IP Configuration

(®) DHCP

IP Address
Subnet Mask
Default Gateway
DMNS Server

IPvE Configuration
(") DHCP

IPv6 Address

Link Local Address
IPva Gateway

IPvE DMS Server

10,10.10.11

() Auto Config (@) Static

| FE80:: 290: 21FF:FEBE: 22AB

¥ pc-c

Phiysical Config

Desktop Programming

Attributes

P Configuration

IP Configuration

(® DHCP

IF Address
Subnet Mask
Default Gateway
DMS Server

IPv& Configuration
() DHCP

IPv5 Address

Link Local Address
IPvE Gateway

IPv6E DMS Server

10.10.10.11

() Auto Config (@) Static

|FE8EI::2DI:I:FFFF:FE5I:I:4BB
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8. CONFIGURAR NAT EN R2 PARA PERMITIR QUE LOS HOST PUEDAN SALIR
A INTERNET

La direccion ip actual del servidor es 10.10.10.12/29 y la direccion web actual es
ccna-unad.com

Como estéa configurado el router ospf, se puede acceder a la web desde cualquier
equipo. Veamos:

Desde PC-A
¥ opcoa

Physical Config Desktop Programming Attributes

< > | URL |http:/jccna-unad. com|

Cisco Packet Tracer

Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide Open.

B pc-a

Physical Config Desktop Programming Attributes

< = | URL |http:/f10.10.10.12]

Cisco Packet Tracer

Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide Open.




Ahora, se va a configurar NAT estética para que el R2 traduzca la direccion ip
privada del servidor web 10.10.10.12 en la direccion ip publica 209.165.200.230

B2 (config) #ip nat inside source static 10.10.10_.12
20%.1€5.200.230
B2 (config) #nt £0,0

% Invalid input detected at "*' marker.

B2 (config) #int £0,/0

B2 (config-if) #ip add

B2 {config-if)#ip address 152.1€28.7.1 255.255_255.0
B2 (config-if) #ip na

B2 (config-if) #ip nat o

B2 {config-if) #ip nat outside

B2 (config-if) fexit

B2 (config) #int £0/1

RZ {config-if)g#ip add

B2 (config-if)#ip address 10.10.10.13 2Z55.255.255.248
B2 (config-if) #ip na

B2 (config-if) #ip nat in

B2 (config-if) #ip nat inside

B2 (config-if) fend

RIg

§5¥S5-5-CONFI: I: Configured from console by console

B |NTERMNET PC — O >

Physical Config Desktop Programming Attributes

Web Browser

< > | URL |http:/f209.165.200.230| Go Stop

Cisco Packet Tracer

Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide Open.

Ahora, se va a configurar para que pueda traducir las demas ip privadas de los
demas host que corresponde a las otras redes:
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B3 ({config) #ip nat inside source static 10.10
B3 {config) #int s0,/0/1

B3 {config-if)#ip add

B3 ({config-if) #ip address 172.31.23_.2
B3 ({config-if)#ip nat ins

B3 ({config-if)#ip nat inside

B3 ({config-if) fexit

R3{config) #int gl/s0

B3 {config-if)#ip add

[
[13]
i
[
(3]
(3]

RI{config-if)#ip address 132.1€3.4.1 255.255.2

B2 {config-if)4ip nat ou

R {config-if)#ip nat outside
B3 ({config-if) fexit

BRI {config) #int g/l

B2 {config-if)#ip add
R3{config-if) #ip address 1%2.1&2.5.1 255.255
R3(config-if) #ip nat o
RIjconfig-if)#ip nat ocutside
B3 {config-if) fexit
R3{config) #int gl/s2

B3 (config-if)fip add

RIfconfig-if)#ip address 132.1l€3.6.1 255.255.2

B3 {config-if) fexit
B3 ({config) #end
R3g

1012 205 _165.200._230

[
[{}}
[i}}
[
(3]
L

.255.0

55YS-5-CONFIG: I: Configured from console by console

¥ pc2

Physical Config Desktop Programming Attributes

< = | URL |http://209,155.200,230]

Go

22

Cisco Packet Tracer

Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide Open.



¥ pc3 — O x

Physical Config Desktop Programming Attributes

< > | URL |http:/j209. 165,200,230 Go Stop

Cisco Packet Tracer

Welcome to Cisco Packet Tracer Opening doors to new opportunities. Mind Wide Open.

Quick Links:

¥ pc4 — O

Physical Canfig Desktop Programmirng Attributes

< > | URL |http://209. 165.200.230| Go Stop

Cisco Packet Tracer

Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide Open.

Quick Links:
A small page
Copvrights
Image page
Image

Ahora, se va a configurar el R1 para que pueda traducir la direccion ip privada del
servidor en la direccion ip publica 209.165.200.230 desde el pc de la vian 30
cuando acceda a la pagina web:
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Rlgconf ©

Enter configuration commands, one per line. End with CHTL/Z.

Bl {config) #ip nat ins

Bl {config) #ip nat inside so

Bl {config) #ip nat inside source s

Bl {config) #ip nat inside source static 10.10.10.12 20%_1&65_200_230
Bl {config) #int s0/0/0
Rl{config-if) ¢ip add

Bl {config-if) #ip address 172_31.
Bl {config-if) #ip na

Rl {config-if) #ip nat in

Bl {config-if) #ip nat inside

Bl {config-if) fexit

Bl {config) #int £0/0

Bl {config-if) #ip add 192 _1€2.30.1 255.255_255.0

% 15%2_.1€8_.320.0 overlaps with FastEthernet0/0.30

Rl {config-if)#int £0,0.30

Bl {config-subif) #ip ad

Rl (config-subif) §ip address 15%2.1€5.30.1 2Z55.255_255.0
Bl {config-subkif)fip n

Bl {config-subif) #ip nat ou

Bl {config-subif) #ip nat outside

Rl (config-subif) §end

Hlg

55¥Y5-5-CONFIG_I: Configured from console by console

[
[
[
[
i
(13}
[
(13}
o
[
i
[4}]
[
(43}
[

¥ pc-a — O pod
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< = | URL |http:/f209, 165,200,230 Go Stop

Cisco Packet Tracer

Welcome to Cisco Packet Tracer Opening doors to new opportunities. Mind Wide Open.

Quick Links:
A small page
Copvrights
Image page
Image

Por ultimo, se lleva a cabo este mismo paso, pero con la VLAN 40:
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105 Command Line Interface

BEl=en

Rlgconf t©

Enter configuration commands, one per line. End with CHTL/Z.
Bl {config)#ip nat in

Bl {config) #ip nat inside s

Bl {config)#ip nat inside source s

Bl {config)#ip nat inside source static 10.10.10.12
209.1€5.200.230

Bl {config)#int s0,/0/0
Bl{config-if)¢ip add 172.31.2
Bl {config-if) #ip nat in

Bl {config-if) #ip nat inside
Bl {config-if) fexit

Bl {config)#int £0,/0.40
Bli{config-subif)gip add 152 _.1€5.40_.1 Z55.
Bl {config-subif) f#ip nat ou

Bl (config-subif) #ip nat outside

Bl {config-subif) fend

Elg

%5¥S5-5-CONFIG_I: Configured from console by console

[
=
]
[
({3}
Tl
I
o
o
[
({3}
Tl
I
o
I

[
(1]
o
b
o
i
o]

¥ pcc — m| >
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< > | URL |http:/j209. 155,200, 230| Go Stop

Cisco Packet Tracer

Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide Open.

Se verifica la tabla NAT de todos los routers presentes en la red
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Blgshow ip nat translations

Pro Inside glokal Inside local Outside local futside global

-—— 205_.1€5.200_.230 10.10.19.12 - -—=

tep 205.1€5.200.230:20 10.10.10.12:80 192 .1€8.30.31:102¢ 152 _.1€8.30.31:102¢
tep 209.1€5.200.230:80 10.10.10.12:830 132 .1€8.30.31:1027 1592 _1€8.30.31:1027
tep 209.1€5.200.230:80 10.10.10.12:80 132 .1€8.40.31:1025 192 _1€8.40_.31:1025

BE3fshow ip nat translations

Fro Inside glokal Inside local Outside local futside global
-—— 205_.15.200_.230 10.10.10.12 -—- -—=

tep 209.1€5.200.230:80 10.10.10.12:80 132 .1€8.4.10:1025 15%2_.1€8.4.10:1025
tep 205.1€5.200.230:380 10.10.10.12:80 192 .1€5.4.10:102¢ 1592_1€8.4_.10:102¢
tep 205.1€5.200.230:20 10.10.10.12:80 1%2.1€8.5.10:1025 1%5%2_1€3.5.10:1025
tep 209.1€5.200.230:80 10.10.10.12:830 132 .1€8.€.10:1025 152 _1€83.€£.10:1025
tep 209.1€5.200.230:80 10.10.10.12:80 132 .1€8.6.10:102¢ 192 _1€8.€.10:102¢
Rifshow ip nat translations

Pro Inside globkal Inside local Cutside local Cutside glokal
—-—— 205_.1€5.200.230 10.10.10.12 - -

top 205.1€5.200.230:80 10.10.10.12:80 192.1€2.4.10:1025 192.1€2.4.10:1025
tcp 205.1€5.200.230:80 10.10.10.12:80 152.1€5.4.10:102¢ 152.1€53.4_.10:102¢
tep 209.165.200.230:280 10.10.10.12:80 192.1€8.5.10:1025 152.1€83.5.10:1025
top 205.1€5.200.230:80 10.10.10.12:80 192.1€8_.€.10:1025 192.1€8.€.10:1025
top 205.1€5.200.230:80 10.10.10.12:80 192.1€8.€.10:102¢ 192.1€23.€.10:102¢

En ese orden de ideas, se puede acceder a la pagina web utilizando la direccion
IP publica 209.165.200.230

9. CONFIGURAR AL MENOS DOS LISTAS DE ACCESO DE TIPO ESTANDAR A
SU CRITERIO PARA RESTRINGIR O PERMITIR TRAFICO DESDE R1 O R3
HACIA R2

En este caso, se va a configurar dos listas de acceso de la siguiente manera:

- La primera, va denegar el tréafico de la direccién ip del PC-3 hasta el R2.
- Lasegunda, va denegar el trafico de la direccion ip del PC-4 hasta el R2.

Primero, veamos el ping en el PC-3 hacia el R2
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¥ pc3

Physical Config Desktop Programming Attributes

Command Prompt

ound tri
Minimuam = 1lms, M

Luego, se hace ping en el PC-4 hacia el R2

¥ pca

Physical Config Desktop Programming Attributes

Command Prompt

Pinging 1

guest timed
from 1
rom 1
Beply from 1

Ping statist

Denegacion trafico de la PC-3 hacia el R2

B3 {config) faccess—-1list 1 deny host 1%2_1&83.5_10
B3 ({config) facc

R3({config) faccess—-1list 1 per

B3 {config) faccess—-1list 1 permit a

B3 {config) faccess—-1list 1 permit any

B3 ({config) #int s0,/0/1

R3({config-if) #ip acc

B3 {config-if) #ip access—group 1 o

B3 {config-if) #ip access—group 1 out

B3 ({config-if) #end

R3g

FSYS—a—CDHFIG_I: Configured from console by console
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Verificacion de denegacion de trafico en la PC-3 hacia el R2

> unreachable .
unreachable _

Ahora se configura la denegacion de trafico de la PC-4 hacia el R2 con otra lista
de control de acceso:

B

B3 ({config) faccess-list deny host 152 _1&2_.&.10
B3 ({config) facc

B3 ({config) faccess—-list
B3 (config) faccess-list
B3 ({config) faccess-list
B3 ({config) #int s0,/0/1
R3{config-if)f#ip acc
B2 {config-if)#ip access—group 2 o
B3 ({config-if) #ip access—group 2 out

B3 (config-if) #end

RIg

%5Y¥Y5-5-CONFIZ I: Configured from conscle by console

pe
permit a
permit any

(SR ]

Verificacién de denegacion de trafico en la PC-4 hacia el R2

-1 with

stination host unreachabl
ination host chabl

m m o

stination host

Ping statist

Packets:

Verificacion de las listas de acceso

R3gshow access—-lists

Standard IF access list 1
10 deny host 15%2_.1€8_.5.10 (4 matchles))
20 permit any

Standard IP access list 2
10 deny host 15%2.1€8_.c.10 (24 matchies))
20 permit any (5% matchies))
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10. CONFIGURAR AL MENOS DOS LISTAS DE ACCESO DE TIPO EXTENDIDO
O NOMBRADAS A SU CRITERIO PARA RESTRINGIR O PERMITIR TRAFICO
DESDE R1 O R3 HACIA R2

En la primera lista extendida (ACL1), se va a denegar trafico ICMP de la subred
192.168.30.0/24 desde el R1 al servidor web. Veamos:

Bl {config-ext-nacl) fdeny icmp 152 _1&62_.30.0 0.0.0_.255 host 10.10.10_.12
Bl {config-ext—-nacl) fexit

Bliconfig)g#int s0/0/0

Bl iconfig-if) #ip acc

Bli{config-if) #ip access—group ACL1 o

Bli{config-if) #ip access—group LCL1 out

Bl{config-if) #end

Rl#

%5Y5-5-CONFIZ I: Configured from conscle by console

Verificamos haciendo ping desde la PC-A (VLAN 30) hacia el servidor:
C:\>ping 10.10.10.12
Pinging 10.10.10.12

from unreachable .

from
from

1
21
21

1

from unreachable .

Ping statistics for

Packets: Sent {100% loss),

En la segunda lista extendida (ACL2), se va a restringir el acceso a la pagina web,
desde la PC-C (VLAN 40). Veamos:

Rl {config-ext-nacl) gdeny tcp host 15%2.168.40.31 host 10.10.10.12 egqg www established
Rl {config-ext—-nacl) fexit

Rl {config)#int s0/0/0

Rli{config-if) #ip acc

Rl {config-if) #ip access—-group ACLZ

% Incomplete command.

Rli{config-if) #ip acc

Rl {config-if) #ip access—group ACLZ o

Rl i{config-if) #ip access—group ACLZ out

Bl (config-if) fend

Rlg

$5¥5-5-CONFIE I: Configured from console by console

Ingresamos a la pagina web desde la PC-C (VLAN 40)
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\Web Browser

< > | URL |http://209,185,200,230 Go Stop

Request Timeout

Por ultimo, se verifica las listas de control de acceso extendidas:

Rlgshow access-lists
Extended IPF access list ACLL
10 deny icmp 1%2_.1€3.30.0 0.0.0.255 host 10.10.10.12 (4 matchies))
Extended IPF access list ACLZ
10 deny tcp host 15%2_.168.40.31 host 10.10.10.12 eg www established (1 matchies))

NOTA: Si se elimina las listas de acceso extendidas configuradas en el R1, el
trafico de las VLAN hacia las otras sedes fluira sin ningan problema.

11. VERIFICAR PROCESOS DE COMUNICACION Y REDIRECCIONAMIENTO
DE TRAFICO EN LOS ROUTERS MEDIANTE EL USO DE PING Y
TRACEROUTE

Pings desde el R1

Blgping 10.10.10.12

Type escape seguence to abort.
Sending 5, 100-kbyte ICHMP Echos to 10.10.10.12, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/5/13 ms
Blgping 192 _1l&8.7.10

Iype escape segquence to abort.
Sending 5, 1l00-kbyte ICHMP Echos to 15%2_.1€2.7.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/12/40 ms
Rlgping 172.31.23.2

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 172.31.23.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/favg/max = 2/8/21 ms
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Tracerouter desde R1

Blgtraceroute 10.10.10.12
Type escape segquence to abort.
Tracing the route to 10.10.10.12

1 172.31.21.1 37 msec 1l msec
2 10.10.10.12 1l msec 10 msec
Blftracer

Rlgtracercute 132.168.7.10
Type escape seguence to abort.
Tracing the route to 1%2_1&62.7.10

1 172.31.21.1 17 msec 1l msec
2 152 _1€8.7.10 1l msec 1l msec
Blgtracer

Rlgtracerocute 1%2Z.1c5.4_10
Iype escape seguence to abort.
Tracing the route to 13%2_.1€8.4.10

1 172.31.21.1 1l msec 1l msec
2 172.31.23.2 0 msec 10 msec
3 152 _1€8.4 .10 1€ msec 1l msec

Pings desde R2
RZfping 192 _1c8_4_10

Type escape seguence to abort.

Sending 5, 100-byte ICHMP Echos to 152 _.1&8.4.10,

a

=

msedc
msedc

msedc
msedc

msedc
msedc
msedc

timeocut is

Success rate is 100 percent (5/5), round-trip min/avg/max

RZgping 192.1€3.5.10

Type escape seguence to abort.

Sending 5, 100-byte ICHMP Echos to 15%2_.1&2.5.10,

timeocut is

Success rate is 100 percent (5/5), round-trip min/avg/ma:

R2gping 172.31.21.2

Type escape seguence to abort.

Sending 5, 100-byte ICHMP Echos to 172.31_.21.2,

timeout is

Success rate is 100 percent (5/5), round-trip min/avg/ma:

Traceroute desde R2
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seconds:

1/4/10 ms

seconds :

1/7/20 ms

seconds:

1711727 ms



BE2gtraceroute 152_.1€2.4.10
IType escape seguence to abort.
Tracing the route to 1%2_1s2.4_.10

1 172._231.23.2 0 msec 0 msec 1l msec
z 152 _1l€2.4.10 12 msec 0 msec 1l msec
RZgtra
RZftraceroute 1%2_1€2.5.10
Type escape seguence to abort.
Tracing the route to 1%2_1&2_.5_.10

1 172_31_23_2 20 msec 1 msec 1l msec
2 152 _1€2.5.10 0 msec 1l msec 1l msec
RZftra

RZgtraceroute 172_31_21_2
Type escape seguence to abort.
Tracing the route to 172.31.21.2

1 172.31.21.2 13 msec 1l msec & msec

Pings desde R3
R3gping 172 _.31_21_2

Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos to 172.321.21.2, timeout is

Success rate is 100 percent (5/5), round-trip min/avg/max
R3gping 10.10.10.12

Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos to 10.10.10.12, timeout is

Success rate is 100 percent (5/5), round-trip min/avg/max
R3gping 152.1c28.7.10
Type escape segquence to abort.

Sending 5, 1l00-byte ICHMP Echos to 1%2.1€2_.7.10, timeocut is

seconds:

2/9,/24 ms

seconds:

1/59/34 ms

seconds :

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/8/2€ ms

Traceroute desde R3

REiftraceroute 172_.31_.21.2
Type escape seguence to abort.
Tracing the route to 172.31.21.2

[
=

-1 1l msec 0 msec 1l msec
-2 2 msec 1l msec 1l msec
Bigtraceroute 10.10.10.12

Type escape seguence to abort.

Tracing the route to 10.10.10.12

1 172.31.23.1 17 msec 2 msec 0 msec
2 205 _.1€5.200.230 0 msec 10 msec 0 msec
Bigtraceroute 1%2_.1e2.7.10
Type escape seguence to abort.
Tracing the route to 152 .1&2.7.10

2.31.2 msec 7 msec 0 msec
.1&

2.

-1 G

-1
-1

(S

o

a msec 1l msec 1l msec

N
=
-1
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