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GLOSARIO

LAN puede hacer referencia a: Red de area local (por sus siglas en inglés
Local Area Network), interconexion de varios ordenadores y periféricos.

PUERTA DE ENLACE: es el dispositivo que actua de interfaz de conexion
entre aparatos o dispositivos, y también posibilita compartir recursos entre dos
0 mas computadoras.

ROUTER también conocido como enrutador o rater es un dispositivo que
proporciona conectividad a nivel de red o nivel tres en el modelo OSI. Su
funcién principal consiste en enviar o encaminar paquetes de datos de una red
a otra, es decir, interconectar subredes, entendiendo por subred un conjunto
de maquinas IP que se pueden comunicar sin la intervencidn de un
encaminador (mediante puentes de red o un swich), y que por tanto tienen
prefijos de red distintos.

VLAN: acronimo de virtual LAN (red de area local virtual), es un método para
crear redes légicas independientes dentro de una misma red fisica



RESUMEN

Este trabajo estd compuesto por un escenario de pruebas en las cuales
encontramos una topologia de una empresa con 3 sucursales en diferentes
partes del pais en la cual el estudiante debera configurar e interconectar los
dispositivos que estan formando esta topologia, deacuerdo a lo visto
anteriormente en los capitulos de CCNA 1 y CCNA 2 de direccionamiento IP,
protocolos de enrutamiento, mediante la ayuda del simulador Cisco Packet
Tracer.
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INTRODUCCION

El trabajo final se realiza siguiendo las lineamientos del curso diplomado de
profundizacién cisco (disefio e implementacion de soluciones integradas
LAN/WAN), como opcién de grado en el cual se realizan practicas en el
programa Packet Tracer siguiendo la rubrica descrita en las diferentes
unidades de los modulos CCNA 1 y CCNA 2 abarcando temas como la
configuracion de enrutamiento dinamico, configuracién de direccionamiento
acorde a su topologia configuracién de protocolos de enrutamiento OSPFv2,
configuracion de interfaces LAN, configuracion de VLANS, implementacion de
DHCP y NAT para IPv4, configuracion de DHCP para VLAN, configuracion de
NAT en router, configurar listas de acceso estandar y extendido.
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1. Configurar El Direccionamiento Ip Acorde Con La Topologia De Red
Para Cada Uno De Los Dispositivos Que Forman Parte Del Escenario.

Tabla 1 Borrar Nvram Y Recarga De Router R1

- 2 - b4
Physical Config cut
10Ss Command Line Interface
Fouterrenable -~
Routesrferass atartup-config
Erasing vthe nveam fllesysveam will xemove sll configuratsion Ffliles! Continue?
[confizm])
(O]
Ezene of nveam: complete
ASYS-T7-NV_BLOCK INIT: Initislized the gecometry of nvam
Routergreload
Proceed wivth reload? [confizm]
System Dootstrap, Ve idon 12.3(6x)TA, RELEAISE SOFTWARE (fal)
Inlcialising meamary fax RECC
@d@ll praae or with R24200 Mhyrtes of main mamory
Maln mmmory As configueead wo 64 bivw mode wish ECC anabled
Readaonly ROMMON inicialixed
Sel?f decompre iAing the image
FEELSCESIEL UL USRS PUT SRR NUSEUSNPNPERUSNPNPERURIRPERERURSRSRERSERSRSUERSE (OF]
Rusvricved Righuvs Legend
Use, duplicacion, ox disalosure by the Government Ls
subject to resbtrictions aws at forth in subparagraph
(e) aof the Commercial Computer Softwarxe - Restricted
Righus clause atv FAR sec B2 . 227-19 and subpareagraph
(=) {1) (11) of the Rights in Technical Data and Computer
Rofrwaxe olause at DFARS saeo 252 .237-7014a.
cisco Sysvems, Inc.
120 Mean Tasman Drive w
Copy | Paste
& R - (] >
Physical Config Lt
10S Command Line Interface
conryy ~
Exasing the nuram fileaystem will remove all configuration fileas! Continue?
[eantirm]
ox1
Erase of nvram: complete
MEYE-T7-NV_RLOCK _TINIT: Initialized the geometsy of nviam
Roucerdcelosd
Proceed with reload? [(confizm)
System Dootustrap, Version 12.2(0x)T0, RELEASE SOFTWARE (fcol)
Inicializing memoxy far RCC
C2B1] procassor with 524258 Kbytaes of main memory
Main memory is configured to €64 bir mode with ECC = bled
Boadonly ROMMON inivialived
Self decompressing the image
gesgrpes LR ETRER OSSO RS ERRORE SRR S RYR RSO ESRYREROESRYRERORSRIRERSRSRIEERSEE ([OK)
Rascrioved Rightos Legend
. duplication, pr disclosure by the Government iws
aubject Lo resctriccionsa as sert forxth 4in subparagxaph
() of vhe e rolal Computey Softvare - Restrviated
Rights claus At FAR seuc. 53 .237-1% and subparcagraph
(e) (1) (14) of the Rights in Technical Dava and Computer
Softwarxe clause ar DFARS sec. 282.227-701a.
cinco Systems, Inec.
170 Wast Tasman Drive
Aan. Jam LaAlAZoEnis RELIA-1706 bl
| cepy || Ppaste |
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Tabla 3. Borrar Nvram Y Recarga De Router R3

# R3 - (] X
Physical Config CLI
10S Command Line Interface
Routerferase starcup-contig A
Exasing the nvram filesystem will remove all configuration files! Continue?
[@onfirm]
(oK1
Exranms of nvram: completms
ASEYS-7-NV_BLOCK_INIT: Initialized the geometry of nvram
Routect
Routecsfreload
Procead with reload? [confizm]
System Bootstrap, Version 12_.38(8x)T8, RELEASE SOFTWARE (fel)
Inivializing memory for ECC
©2811 processaor wicth 524288 Kbytes of main memory
Main memory is configured to €4 biv mode with ECC enabled
Readonly ROMMON inictialized
Self decompressing the image
ssresoessse RO R SRR RSRRRESRRSRRRESRESRRRSRRCESRRSRESERSRRRRESLEESRRRESEESEREESE [OK])
Restricted Rightws Legend
Usw, duplication, or disclosure by the Covernmeant is
subject to restrictions ax swt forth in subparagzsaph
{e) of the Commercial Computer Scfiware — Restricted
Righus clause at FAR sec. 52.227-19% and subparagraph
{e) (1) (i1) of the Rights in Technical Data and Compuver
Sofutware clause at DFARS sec. 252.227-7013.
cisco Systems, Inc,
170 Jear Tasman Driye nd
Copy Paste
Tabla 4 Borrar Nvram Y Recarga De Router S1
& 51 — a >
Physical Config CLI
I0S Command Line Interface
Switch>»enable "~

Switchferase startup-config

Erasing the nvram filesystem will remowve =211 configuration files! Continue?
[confirm]

[OE]

Erase of nvram: complete

%5¥YS5-7-NV_BLOCE_TINIT: Initialized the geometry of nvram

Switchfdelete vlan.dat

Delete filename [vlan.datl?

Delete flash:/vlian.dat? [confirm]

$Error deleting flash:swlan.dat (No such £ile or directory)

Switchf reload
Proceed with reload? [confirm]

2960-24TT starting. ..

Base ethernet MAC Address: 00D0.3735_3E1S%
Hmodem file system is awvailable.
Initializing Flash. ..

flashfs[0]1: 1 £iles, 0 directories
flashfs[0]: 0 ocrphaned files, 0 orphaned directories
flashfs[0]: Total bytes: &401&324
£flashfs[0] : Bytes used: 4414521
flashfs[0]: Bytes awvailable: 53801483
flashfs[0]: flashfs fsck tock 1 seconds.
---done Initializing Flash.

Boot Sector Filesysatem (bs:) installed, £sid: 2

Cz3e0 Boot Loader (CZ560-HBOOT-M) Version 1Z_Z(Z5r)FX, RELEASE SOFIWARE (£fcd)
Cisco WS-CZ2360-24TT (RC3Z300) processcr (revision C0) with Z1035E bytes of memory.

Copy
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Tabla 5 Borrar Nvram Y Recarga De Router S3

& 53 - (| X
Physical Config cLI
I0S Command Line Interface
Switch>snablme ~
Switchéerase starvup-confiyg
Erasing the nvram filesystem will remove all configuration files! Continue?
[confirm)
[OK]
Erase of nvram: complaete
SEYS«T-NV_BLOCK_INIT: Initialized the geometry of nviam
Bwivechi
Switcohtdelete vian.dacv
Delute fileaname [(vian.dat)?
Deletve flash:/vian.dat? [confirm]l
$¥rror deleting flash:/vian.dat (No such file or directazy)
Switchtreload
Proceed with reload? [confirm]
C2960 Boor Loader (C2%C0-MROOT-M) Version 12.2(28x) X, RELEASE SONFITWARKE (fcd)
Cisco WS8-C2960-24TT (RC32300) processor (revision CO) with 21039 bytes of memory
2960~24TT muarting. ..
Base ethernet MAC Addressa: 00EQ0_FS07.E226
Xmodem file system im available
Inivializing Flash.. .
flamhen(0]: 1 filem, 0 directories
flashfe (0] : 0 orphaned files, 0 orphanaed direcuories
Llashea[0]: Total bytes: 401&354
flashfu(0): Byteus used: 4414521
flashts[0]l: Bytes available: 59601463
flashfa(0): flashfas fack tock 1 seconds
Jdone Initisalizing Flash
v
Copy Paste
Tabla 6 Configuracion 1 De Switch 1
5 - O X
Physical Config CLI
10S Command Line Interface
Tasoword: =
Slgconfigure terminal
Enter configuration commands, one per line. End with CHIL/Z.
Sliconfig) §interface wlan 99
Sli{config-if) #ip address 19Z.168.9%.1 Z55.255_255.0
% 152.168.55.0 overlaps with Vlanz00
Sliconfig-if) #nc interface wvlan 200
S5l {config) §
$LINE-5-CHANGED: Interface VlanZ(0, changed state to administratively down
SLINEFROTO-5-UPDOWN: Line protocol on Interface V1anZ00, changed state to down
Sliconfig) §interface wlan 9%
Sliconfig-if)# ip address 13Z.168.3533.1 255.255.255.0
Sliconfig-if) #no shutdown
S5l{config-if) exit
. . - A
Sl{config)$ ip default-gateway 1592.168.95.1
§l{config) finterface £0/3
§l{config-if)$switchport mode trunk
Sliconfig-if) §switchport trunk native vlan 1
Sliconfig-if) #interface £0/24
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Tabla 7 Configuracién 1 De Switch 1

51l (config-if) §switchport mode trunk

5l {config-if)§
SLINEPROTO-5-UBDOWN: Line protocol on Interface FastEthernet0/24,
down

$LINEFROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/Z4,
up

51l (config-if) §switchport trunk native wlam 1

51l ({config-if)§interface range £a0/1-2, fal/4-23
S5l {config-if-range) finterface £fa0/1
Sliconfig-if) #switchport mode access

51 {config-if) §switchport access wlan 30
Sliconfig-if) #interface range f£al/2, £a0/4-23
51 {config-if-range) #shutdown

51 (config-if-range)$

51 (config-if-range)$

changed state to

changed state to

1.1 COMANDOS DE CONFIGURACION S1

e enable

e configure terminal
¢ hostname S1

e enable secret class
¢ line console 0

e password cisco

e login

e linevty 04
e login

e exit

e service password-encryption

e banner motd % Acceso no Autorizado%
e vlan 30

e name Administracion

e vlan 40

e name Mercadeo

e vlan 200

e name Mantenimiento
15
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Interface Vlan 99

Ip Address 192.168.99.1 255.255.255.0
No Shutdown

Exit

Ip Default-Gateway 192.168.99.1
Interface FO/3

Switchport Mode Trunk

Switchport Trunk Native Vlan 1
Interface F0/24

Switchport Mode Trunk

Switchport Trunk Native Vlan 1
Interface Range Fa0/1-2, Fa0/4-23
Interface FaO/1

Switchport Mode Access
Switchport Access 30

Switchport Access Vlan 30
Interface Range Fa0/2, Fa0/4-23
Shutdown

16



Tabla 8 Configuracion 1 de Switch 3

- 53
Physical Config CLI

10S Command Line Interface

Hwitchrenable

Bwivehveconfigure terminel

Enter configuration commands, one per line. End with CNTL/Z
Switchiconfig) thosvtname 53

3 (conflg)tenable secren olass

S3(canfig)etline conacle O

B3 (config-line) dpassvord cisco

S3lconfig-line) glogin

Ed(config-line)fline vey (= }

83 (aonfig-line) slogin

A Login diaabled on line 1, until 'passwvord' is amst
% Login disedbled on line 2, until ‘passwvord’ 4is sab
& Login disabled on line 2, until ‘pasawvord’ im sec
% Login dizsbled on line 4, until 'password’' is met
& Login disabled aon line & uNtil ‘passvard’ de seu

83 (config-line) texit

B3 (config) dservice passvord-etncsyption
FRtoonfig) thannex motd & Acceao no Autorizadob
83 (config) #vian 30

g3 (eonfig-vian) gname Adminiscracion

S3 (config-vlian) tvian 40

BS(config-vian) fname Mercadeo
S3(canfig-vian)gvian 200

Ed(config-vian) fname Mantaeanimimnto

3 (confilg-viasn)dinuecface vian 59

3 (config-if) #ip address 192.160.90.3 265.JLL.2G5.0
B3 (config=-4if) éno shutdown

SR{config-if)gtexic

E3(config) #ip default-gateway 192 .160_9%_ 1

53 (config-if) #no shutdown

53 (config-if) #exit

53 (config) #ip defeult-gateway 132_168.53.1
53 (config) ginterface £0/3

53 (config-if) #switchport mode trunk

53 (config-if) #switchport trunk natiwve wlan 1
53 (config-if)#interface range £a0/1-2Z, fal/4-Z24
53 (config-if-range) #switchport mode Access
53 (config-if-range) #interface £al/l

53 (config-if) #awitchport access 30

53 (config-if) #awitchport access 30

% Invalid input detected at '~' marker.

S3{config-if) #awitchport access wlan 30

53 (config-if)#interface range f£al0/2, fa0/4-23

53 (config-if-range) #shutdown

§LINE-5-CHAWNGED: Interface FastEthernet0/Z, changed state to
$LINE-S5-CHRNGED: Interface FastEthernet0/4, changed state to
§LINE-5-CHAWNGED: Interface FastEthernet0/5, changed state to

$LINE-5-CHAWNGED: Interface FastEthernet0/¢, changed state to

$LINE-5-CHRNGEED: Interface FastEthernet0/7, changed state to

§LINE-5-CHAWGED: Interface FastEthernet0/8, changed state to

administratively down

administratively down

administratively down

administratively down

administratively down

administratively down

Copy Paste
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1.2

Comandos De Configuracion S3

s3

enable

configure terminal

hostname s3

enable secret class

line console 0

password cisco

login

line vty 04

login

exit

service password-encryption
banner motd % acceso no autorizado%
vlan 30

name administracion

vlan 40

name mercadeo

vlan 200

name mantenimiento

interface vlan 99

ip address 192.168.99.3 255.255.255.0
no shutdown

exit

ip default-gateway 192.168.99.1
interface f0/3

switchport mode trunk
switchport trunk native vian 1
interface range fa0O/1-2, fa0/4-24
switchport mode access
interface fa0/1

switchport access 30

switchport access vian 30
interface range fa0/2, fa0/4-23
shutdown

18



Tabla 9 Configuracion Router 1

1.3

| ¥R - O x
| Physical Config CLI

I0S Command Line Interface

Rlrenable &
Password:
Rlg#configure terminal
| Enter configuration commands, one per line. End with CNTL/Z.
Rl (config)$interface £0/0.30

|Rl{ccnfig—subif)#encapsulaticn dotlg 30

REliconfig-subif) #ip address 152.168.30.1 255.255.255.0
Rl (config-subif) §description Administracion

Bl (config-subif) #interface £0/0_.40

Bl (config-subif) #encapsulation dotlg 40
Rliconfig-subif) #ip address 152.168.40.1 255.255.255.0
Bl (config-subif) §description Mercadeo LAN

Rl (config-subif) finterface f£0/0.200

Rl (config-subif) fencapsulation dotlg 200

Bl (config-subif) §ip address 192 _.168.2Z00.1 255.255.Z55.0
Bl (config-subif) §

Enter configuration commands, cone per line. End with CNTL/Z.

Rl {config) #interface £0/0.200

Rl (config-subif) fencapsulaticon dotlg 200

Rl {config-subif)$ip address 192.168.200.1 255.255.255.

Bl (config-subif) §description Mantenimiento LAN

Rl {config-subif) #interface £0/0

Rl {config-if) #no shutdown

Rl {config-if)# v

Copy Paste

Comandos De Configuracion Router 1.

R1

enable

configure terminal

hostname R1

enable secret class

line console 0

password cisco

login

linevty 04

login

exit

service password-encryption
banner motd % Acceso no Autorizado%
interface s0/0/0

description connection to R2
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1.4

ip address 172.31.21.1 255.255.255.252
clock rate 128000

no shutdown

interface f0/0.30

encapsulation dotlq 30

ip address 192.168.30.1 255.255.255.0
description Administracion LAN

interface f0/0.40

encapsulation dotlq 40

ip address 192.168.40.1 255.255.255.0
description Mercadeo LAN

interface f0/0.200

encapsulation dotlq 200

ip address 192.168.200.1 255.255.255.0
description Mantenimiento LAN

interface f0/0

no shutdown

Comandos De Configuracion Router 2.

R2

enable

configure terminal

hostname R2

enable secret class

line console O

password cisco

login

line vty 04

password cisco

login

exit

service password-encryption
ip http server

banner motd % Acceso no Autorizado%
interface s0/0/1
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description connection to R1

ip address 172.31.21.2 255.255.255.252
no shutdown

interface s0/0/0

description connection to R3

ip address 172.31.23.1 255.255.255.252
clock rate 128000

no shutdown

interface fa0/0

description connection to Internet

ip address 209.165.200.225 255.255.255.248
no shutdown

interface f0/1

ip address 10.10.10.1 255.255.255.0

no shutdown

description connection to servidor simulado
exit

ip route 0.0.0.0 0.0.0.0 f0/0

Comandos De Configuraciéon Router 3

enable

configure terminal

no ip domain-lookup
hostname R3

enable secret class

line console 0

password cisco

login

line vty 04

password cisco

login

exit

service password-encryption
banner motd % Acceso no Autorizado%
interface s0/0/1

21



e description connection to R2

e ipaddress 172.31.23.1 255.255.255.252
e no shutdown

¢ interface loopback 4

e ipaddress 192.168.4.1 255.255.255.0

e interface loopback 5

e ipaddress 192.168.5.1 255.255.255.0

e interface loopback 6

e ipaddress 192.168.6.1 255.255.255.0

e iproute 0.0.0.00.0.0.0 s0/0/1

2. Configurar ElI Protocolo De Enrutamiento Ospfv2 Bajo Los
Siguientes Criterios

Tabla 10. Tabla De Tareas

OSPFv2 area 0
Configuration Item or Task Specification
Router ID R1 1.1.1.1
Router ID R2 2.2.2.2
Router ID R3 3.3.3.3
Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales en 128 Kb/s
Ajustar el costo en la métrica de S0/0 a 7500
3. Configurar Vlans, Puertos Troncales, Puertos De Acceso,

Encapsulamiento, Inter-Vlan Routing Y Seguridad En Los Switches
Acorde A La Topologia De Red Establecida.

4. En El Switch 3 Deshabilitar Dns Lookup

e configure terminal
e no ip domain-lookup
e ENd
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Tabla 11. Switch 3 Deshabilitar DNS Lookup

# 53 - O X
Physical  Config  CLI

105 Command Line Interface

Compiled Wed 12-0Oect-05 22:05 by pt_team A

Press RETUEN to get started!

$LINE-5-CHRNGED: Interface FastEthernet(/3, changed state to up

$LINEFROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed state to
up

%LINK-5-CHANGED: Interface FastEthernet(/l, changed state toc up
SLINEPROTO-5-UFDOWN: Line protocol on Interface FastEthernet0/1, changed state to
up

LAcceso no lutorizado

User Rccess Verification

Pagsword:

ter configquration commands, End with

53 {config) #no ip domain-lockup

one per line.

%5¥5-5-CONFIG I: Configured from console by consol

Copy Paste

5. Asignar Direcciones Ip A Los Switches Acorde A Los
Lineamientos.

6. Desactivar Todas Las Interfaces Que No Sean Utilizadas En El
Esquema De Red.
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Tabla 12. Asignar IP Y Desactivar Interfaces De Router 1

R - (] >
Physical Config CLT
[0S Command Line Interface
SLINE-6~CHANGED: Inverface Serxrial0/0/0, changed stave vo up >
ALINEPROTO«L~UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up
Acceso no Autorizado
Usax Acoass Verifiaoanion
Pasaword:
Rl>enable
Pamawvord:
Rlgconfigure terminal
Enter configuration commands, one pear line. ¥nd with CNTL/Z.
Rl (config)dzouvaer ospf 1
Rl (aonfig-xouter) #¢xoutnar-id 1.,1.1.1
Rl (gonfig-routex) gnetwork 173.31.21.0 0.0.0.3 axea O
Rl (config-router)fnetwork 1%3.160.30.0 0.0.0.385 azea O
Pl (config-routez)#
Rl (config-router) tneatwork 192 _168.40.0 0.0.0.265 area O
Rl (config-rousar) gnetvork 192 168.200.0 0,.0.0.255 axea 0
Rl (config-routex)fpassive-interface £0/0.30
Rl (config-router) fpassive-intecface £0/0.40
Bl (config-router)dpassive-interface £0/0.200
Rli{eonfig-router) dexin
Rl{oonfig)gintexface ad/0/0
Rl config-if) fbandwidth 120
Rl (config-i¢)#ip ospf comt 7800
Rl (config-it)s
Rl {config-i¢) 8| hd
Copy Paste

6.1 Comandos De Aplicacion Para Asignar Ip Y Desactivar Interfaces
De Router 1.

e configure terminal

e router ospf 1

e router-id 1.1.1.1

e network 172.31.21.0 0.0.0.3 area 0

e network 192.168.30.0 0.0.0.255 area 0
e network 192.168.40.0 0.0.0.255 area 0
e network 192.168.200.0 0.0.0.255 area 0
e passive-interface f0/0.30

e passive-interface f0/0.40

e passive-interface f0/0.200

o exit

¢ interface s0/0/0

e bandwidth 128

e ip ospf cost 7500
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Tabla 13. Asignar IP Y Desactivar Interfaces De Router 2

& p2 — O

.

Physical  Config  CLI

I10S Command Line Interface

FULL,  Lo=alyg Done

RZfconfigure terminal
Enter configuration commands, cne per line. End with CHTL/Z.
BZ (config) frouter ospf 1

RZ (config-router) frouter-id 2.2.2.Z

BZ (config-router) fnecwork 172.31.21.0 0.0.0.3 area 0
RZ (config-router) #network 172.31.23.0 0.0.0.3 area 0
BZ (config-router) fnetwork 172.31.23.0 0.0.0.3 area 0

BZ (config-router) fnetwork 10.10.10.0 0.0.0_.255 area 0
RZ (config-router) finterface s0/0/0

BZ (config-if) §bandwidth 128

RZ (config-if)#interface s0/0/1

BZ (config-if) #bandwidth 128

BZ (config-if)#ip ospf cost 7500

6.2 Comandos De Aplicacion Para Asignar Ip Y Desactivar Interfaces
De Router 2.

e configure terminal

e router ospf 1

e router-id 2.2.2.2

e network 172.31.21.0 0.0.0.3 area 0
e network 172.31.23.0 0.0.0.3 area 0
e network 172.31.23.0 0.0.0.3 area 0
e network 10.10.10.0 0.0.0.255 area 0
¢ interface s0/0/0

e bandwidth 128

¢ interface s0/0/1

e bandwidth 128

e ip ospf cost 7500
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Tabla 14. Asignar IP Y Desactivar Interfaces De Router 3

S e | W — Y S S— .

¥ - O ¥

o

Physical Config CLI

10S Command Line Interface

rFasSwWULd.

R3fconfigqure terminal

Enter configuration cormands, one per line. End with CNIL/Z.
B3 (config) frouter ospf 1

B3 (config-router|frouter-id 3.3.3.3

B3 (config-router|#network 172.31.23.0 0.0.0.3 area 0
B3 (config-router)#network 132.168.4.0 0.0.3.255 zrea 0
B3 (config-router|fpassive-interface lod

B3 (config-router| fpassive-interface lob

B3 (config-router) fpassive-interface log

B3 (config-router) fexit

B3 (config) #interface 30/0/1

B3 (config-if] #bandwidth 128

B3 (config-if) §ip ospf cost 7500

B3 (config-if) ¢

B3 (config-if) g

6.3 Comandos De Aplicacion Para Asignar Ip Y Desactivar Interfaces
De Router 3.

e configure terminal

e router ospf 1

e router-id 3.3.3.3

e network 172.31.23.0 0.0.0.3 area 0
e network 192.168.4.0 0.0.3.255 area 0
e passive-interface lo4

e passive-interface lo5

e passive-interface lo6

o exit

¢ interface s0/0/1

e bandwidth 128

e ip ospf cost 7500
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6.4  Verificar Informacion De Ospf

Visualizar tablas de enrutamiento y router conectados por OSPFv2.

Tabla 15. Visualizacion De Informacion De OSPF

Physical Config CLI

105 Command Line Interface

QR}.I - |

effect

RZ (config-if)§
RZ (config-if)#
RZ (config-if)§
RZ (config-if)#
B2 lconfig-if)
RZ (config-if)#
B2 lconfig-if)
RZ (config-if)#
B2 (config-if) §
RZ (config-if)#
B2 (config-if)

FULL, Loading Done

RZ (config-if) fexit

RZ (config) fexit

RZ§

%5¥5-5-CONFIG_I: Configured from consocle by conscle

BZgshow ip ospf neighbor

Pri State REddress Interface
3.3 a FUOLLS - 00:-00:-35 172.31_23.1 Seriald/0/0
0 FULL/ 172.31.21.1 Seriald/0/1

00:30:08: %0SPF-5-ADJCHG: Process 1, MNbr 3.3.3.3 on Seriald/0/0 from LOADING to

Copy

Paste

6.5 Visualizar Lista Resumida De Interfaces Por Ospf En Donde Se

llustre El Costo De Cada Interface.
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Tabla 16. Visualizar Lista Resumida De Interfaces Por OSPF En R2

& Ro — [} s
Physical Canfig cLI
105 Command Line Interface
Haighbor T PEL Htnata Dead Time ECETE T Interfaca Lo}
F.2.2.2 Q FULL S - Q00:00:38 17 .¥L.23.1 Smrial0s0r0
i1.1.1.1 =] FULL S - Q0:00:33 17%.31.31.1 Smrialos0F 1
LS ]
F1 im up,

Intsrnat addrs

Prooasa ID 1,

Transmit Dalay is 1 smec,

Ho dessignated routsr on this nstwork

Ho backup dasignated router on this nacwoark

Timme Anteevals Fhguesd, Hello 10, Desd 49 Pacransmit &

Hellc dus in Q0 a1
Index 171 flood gueus length
Hamut O @l
& Flood mcan lesngbh im 1, masxdmom dim 1
Lamt flood smcan tims im 0 ma , MAaAXimam is 0 masc
Count is 1 , Adjacant naighbor oount ia
nt with nemighbors 1.1.1.1
halloc for O naighbor (m)

Prc ID 1, Routsr ID 2. , Hmtwork Typs POINT-TO-FPFOINT

Tranamit Delay is 1 asc, Scace POINT-TO-ROINT, Frxiorxdicy O

Ho designaced router on Ghis nebworl

No backup designated routsr on this nestwork

Moxs ]

Copy | | Paste

6.6 Visualizar El Ospf Process Id, Router Id, Address Summarizations,
Routing Networks, And Passive Interfaces Configuradas En Cada Router.

Tabla 17. Visualizacién de OSPF en Router 2

& Rz - O >
Physical Config L
105 Command Line Interface
RIE "
nze
RIE
nZe
R
RI#
Ra#
RIE
¥
Figancu ip prozoooisl
Routing Frotoocol is "capZ 1"
Subgeing updatae filter list for all intesfacas is not seb
Incoming update filter list for all interfaces is Not &St
RBouves IR 2.2.2.3
Humbear of aresas in this router is 1. 1 normal 0 stub 0 nasa
Manimum path: 4
Fouting for Hetworkms:
173.21.31.0 4.0.0.5% ax
172.31.23.0 0.0.0.3 arc
10.10.10.9 0.0.0.385 ar a
Pouting Information Boure B
GaTtaway Discanos Last Updats
2-3:32:1 iia 00:11:32
2.32.2.3 11d O0:0@:35
3.8.3.3 iia Q0108136
Distance: (defesult is 119}
RZ# [
copy || Pasts
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Tabla 18. Visualizacién De OSPF 2 En Router 2

» R2 - =]
Physical Config cLr
10S Command Line Interface
TR
Routing Protocol is "ospf 1"
Oungoing update filtex list for all Antexfaces As NOoL set
Incoming update filver list for all interfaceas is nNot sev
Rourtex ID 2.2.2.3
#» 4in this souter 4i» 1. 1 normal O stub O nasa
“
Rousing for Neatwoxks |
172.91.21.0 0.0.0.3 azea O
172.31.22.0 0.0.0.3 area O
10.10.10.0 0.0.0.25% a o
Routing Information Sours
Gatevay Disvance Lany Updete
1.1.12.1 110 00:11:32
2.2.2.2 110 000836
3.3.3.3 110 00:08:3%
Discance: (defaulc ias 110)
outm Ccapt
| | Paste
- - .z
Tabla 19. Visualizacion De OSPF 3 En Router 2
® r2 - (] x
Physical Config LT
10S Command Line Interface
o T T Y T T T T T T T T, U T T T T U T T Y
192 .168,.6.0/32 As subnevted, 1 subnets A
o 192 168.6.1 [110/782]1 wvia 173.31.33 1, 00:11:37, SexialO/0/0
o 192.160.30.0 [110/7501)] via 172.31.21.1, 00 Sexial0/0/1
o 192.1%0.40.0 [(110/7%01] wvie 172.31.21.1, 00 Serial0/0/1
< 192.168.200.0 [110/7501) vie 172.31.21.1, 00:15:38, Seriald/0/1
Lotin e £a0e)
Sexrial0/0/1 4m up, line protocol ias up
Internet address is 172.351.21.2/30, Arwa 0O
Proe ID 1, Rouver ID 2.2.2.2, Network Type POINT-TO-DOINT, Cosv: 75600
Trxansmit Delay is 1 sec, Svave POINT-TO-POINT, Priorxivy O
HNo designated router on this network
No backup designated router on this network
Timer intezvals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:086
Index 1/1, flood gqueus length 0O
Mext 0x0(0)/0x0(0)
Lant flood scan length im 1, maximum 4= 1
Last flopod scan time is O masc, maximum is 0 meec
Neighbor Count Ls 1 , Adjacent neighbor count Lis 1
Adjacent with neighkor 1.3.1.1
Suppre hello for 0 neighborxim)
Serial0/0/0 im up, line protocol is up
Inteurnet address is 172.31.235.1/30, Area O
Pro ID 1, outer ID 2.2.2.2, Network Type POINT-TO-POINT, Cosv: 781
Transmit Delay is 1 sec, Svate POINT-TO-POINT, Priority 0O
No designated router on this network
No backup designated router on this network
~-More-- v
| copy || Paste
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Tabla 20. Visualizacion De OSPF 4 En Router 2

# R - O ¥

Physical Config CLI

I10S Command Line Interface

BT P 1.4 N o L= e = LioEL, L=dllilll Le U Lises
Heighbor Count is 0, &djacent neighbor count is 0 n
Suppress hello for 0 neighbor(s)
RZf
RZf
Rif
Building configuration...
Current configuration : 1Z8Z bytes
!
version 12.4
no service timestamps log datetime msec
no service timestamps debug datetime msec
service password-encryption
1
hostname RZ
1
1
1
enable secret 5 $13mERr3ScTjUIEQNGCur(iFU_ZeCil
1
1
1
: |
no ip cef
no ipve cef |
1 I
! |
--More-- hd :

Copy Paste

7. Implement Dhcp And Nat For Ipv4

8. Configurar R1 Como Servidor Dhcp Para Las Vlans 30 Y 40.

9. Reservar Las Primeras 30 Direcciones Ip De Las Vlan 30 Y 40 Para
Configuraciones Estaticas.
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Tabla 21. Comando De Reservacion De IP En Router 1

# R — o
Physical Config CLI
I10S Command Line Interface

Press RETURMN to get started.

Aceceso no Butoriszado

User Zccess Verificaticon

Dzsaword:

RElrenskle

Password:

Rlfconfigure terminzl

Enter configuration commands, one per line. End with CNTL/Z._

Bl (config) #ip dhecp excluded-address 132 _1€8.30.1 152.168.30.30

Rliconfiglfip dhep excluded-address 192.1€8.40.1 132.188.40.30

Bl (config)§

Rl {config)

Bl (config) g

21 (config) g

Copy Paste

Tabla 22. Datos De Configuracion DHCP VLAN 30

Configurar DHCP pool para VLAN 30

Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name; ccna-unad.com
Establecer default gateway.
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Tabla 23. Comandos De Configuracion DHCP VLAN 30 En Router 1

R - | x
Physical Config  CLI

105 Command Line Interface

User Access Verification

Password:

Rlrenable
Password:
gure terminal
End with CHNIL/S
30.1 182 _.188

p dhcp pool ADE
) fnetwork

% Inwvalid input detected at '

Rl (dhcp-config) #default-router 152.168.301

% Invalid input detected at """ marker.

El (dhcp-config) §default-router 152.168.30.1

Bl {dhep-config) &

Rl {dhep-config) §

Rl {dhcp-config) §

Rl {dhcp-config) § hd

Copy | | Paste

9.1 Comandos De Configuracién Dhcp Vlan 30
Configure Terminal.

e ip dhcp excluded-address 192.168.30.1 192.168.30.30
e ip dhcp excluded-address 192.168.40.1 192.168.40.30
e ip dhcp pool ADMINISTRACION

e network 192.168.30.0 255.255.255.0

e dns-server 10.10.10.11

e domain-name ccna-unad.com

e default-router 192.168.30.1
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Tabla 24. Comandos De Configuracion 2 DHCP VLAN 30 En Router 1

— - - r— = -

* R = 0 >
Physical Config cLl
I10S Command Line Interface
4 Invalid input detected at '"' markez. A
Rl (dheop-config) $default-router 152.168.301
% Invalid input decected at '*' marker.
Rl (dhep-config) ddefaulv-router 192.168.30.1
Rl (dhep-configQ) $
Rl (dhop-config) ¢
Rl (dhop~aonfig) ¢
Rl (dhoprcanfig)®
21 (dhep-~config) fend
nis
$8YS~-5-CONFIG_I: Configured from conscle by conaole
Ritgonfigusrs terminal
Enter configusation oommandis, End with CNTL/2
Rl (esnfig) tip dhcp poal MERCADEC
Rl (dhep-coenfig) fnevwork 192 168 .40.0 256 .256_2566.0
RL{dhcp-config) fdnas-aserver 10.14¢
Rl (dhop-oonfig) fdomsin ~nems
Rl (dhop-config) $
Rl (cdhap~-config) $
Rl (dhoprconfig) #
Rl (dhep-config) e v
Copy || Paste

9.2 Comandos De Configuracion Dhcp Vlan 3

configure terminal

e ip dhcp pool mercadeo

e network 192.168.40.0 255.255.255.0
e dns-server 10.10.10.11

e domain-name ccna-unad.com

e default-router 192.168.40.1
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10. Configurar Nat En R2 Para Permitir Que Los Hosts Puedan Salir A
Internet.

Tabla 25. Configuracion De NAT En R2

# r2 — O e

Physical Config  CLI

105 Command Line Interface

BZ (config) #ip nat inside source static 10.10.10.10
Z0%.165.200.230

RZ (config) #interface £0/0

RZ {config-if) #ip nat outside

RZ (config-if) #interface 30/0/1

RZ (config-if)#ip nat inside

D7 lmamFim—i S0 #

10.1 Comando De Nat En R2.

e enable

e configure terminal

e ip natinside source static 10.10.10.10 209.165.200.230
e interface f0/0

e ip nat outside

e interface s0/0/1

e ip natinside

11.Configurar Al Menos Dos Listas De Acceso De Tipo Estandar A Su
Criterio En Para Restringir O Permitir Trafico Desde R1 O R3 Hacia R2.

12. Configurar Al Menos Dos Listas De Acceso De Tipo Extendido O
Nombradas A Su Criterio En Para Restringir O Permitir Trafico Desde R1
O R3 Hacia R2.
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Tabla 26. Configuracion De Lista De Acceso

- R - (=] >
Physical Config [ |

10S Command Line Interface

P2 lconfig)facceann—~list 1 pezrmivc 192 _1658.30.0 0.0.0._255 -~
R2 (config)#access~list 1 permit 192 _.160.40.0 0.0.0.255
R2 (config)¥access~liat 1 pmrmit 192.160.4.0 0.0.3.268
R2 (config) #ip nat pool Internet 209.166.300.285 209.166.3200.220
nectmask 22%.255.325L5.240
APcol INterner mask 225.3255_-2585.242 too amall; should be ac leasc
0.0.0.0
sRcart and end addresses on different sukbnecs
ST 8 INntmynse 20% LERK . 200 3Ks JO0% L6 . 200 228
B
Invernest mask LI EA L] aun ER L] B oo ELLIT B should be -r leane
YStart and end addresses on differwent subnets
R (config)#ip nav inside scource list 1 pool incernet
RZ (configie
P2 (config)#
R2 (config)#
R2 (config)®
RZ (config)®
RZ (config) #
A3 fig) e
rig) s

&

.
P lconfigre
P lcontigi s
R (consigr e
P2 lconsigr s -

cCopy Pacte

12.1 Comandos Para Configuracién De Lista De Acceso
Configure Terminal

e access list 1 permit 192.168.30.0 0.0.0.255

e access-list 1 permit 192.168.40.0 0.0.0.255

e access-list 1 permit 192.168.4.0 0.0.3.255

e ip nat pool internet 209.165.200.255 209.165.200.228 netmask
225.255.255.248

e ipnat inside source list 1 pool internet
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13. Verificar Procesos De Comunicacion Y Redireccionamiento De
Trafico En Los Routers Mediante El Uso De Ping Y Traceroute

Tabla 27. Verificacién De Procesos De Comunicacion PC-A

& pc-a —_ ] >
Physical Config Dasktop Custom Interface
~
IP Configuration
1P Configuration

= DHCP () Static DHCP requast successful.

1P Address 192.168,.30.31

Subnet Mask 255.255.255.0

Dafault Gataway 192.168,30.1

DNS Server 10.10.10.11
IPvE Configuration
) DHCP () Auto Config @ Static
IPV6 Addrass | |7]

Link Local Address IFEBO: (290:21FFFE4D:SC62
IPvE Gataway !

IPVE DNS Server

7l

Tabla 28. Verificacion De Procesos De Comunicacion PC-B

& pc-C - =]

Physical Config Desktop Custom Interface

IP Configuration
IP Configuration

(® DHCP () Static DHCP request successful.

IP Address 192.168.30.32

Subnet Mask 255.255.255.0

Default Gateway 192.168.320.1

DNS Server 10.10.10.11

IPv6& Configuration
() DHCP O Auto Config @) Static
IPvE Address | |f| |
1

Link Local Address |FESU::2ED:B{JFF:FE56:9D05
I
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13.1 Ping Pc-A Desde Pc-C.

Tabla 29. Verificacién De Procesos De Comunicacion PC-C

¥ po-c

Physical Denktop Custom Interface
P — g, [ge———]

] Packer Tx

PCripoontig
VamtEchexnet mnection: (defaultc

| Link~locel IPvE Address
- IP Addrasms
d Subnet Mam»k

Dofaults Gatmwe

e
¢

PC> ping 193

Pinging 193 y byt

1Lem
B crem iy

Approximate round £rip times w

Mini = Omm, Maxisum = Oms

13.2 Ping Pc-C Desde Pc-A.

en of date

£from o = am=-32 ime=0ms TTL=120

imme=Oms TTLel20
A 1rvm o= O yrim 0

Lamvm o Clamm 17T Tow

Loat = ¢ (068 laam),
Mlli-meconds
Average = Oms

Command Prompt

Tabla 30. Verificaciéon De Procesos De Comunicacién De PC-C A PC-A

& pc-a

Physical g Desnktop Custom

Intarfaca

- 1 —

sMwt Twaoces

PELpaantig

Fascloherneno (dmfauln g
‘ Link=laoal LPve Addeennns

IP Addxesws

Subnet Mask

Default Gatewuay

PCaping

Pinging 22 = - 22 bytens

eply fxom 2 byteaa=22
eaply from 7 2 bytes=23
Repl from 19 g bytmm=232
Reapl from 22 1: bytma=332

Ping statisuticons 1LG0 20 a2
Packets: Sent Received = 4,

Approximate round trip times in mill
Minimum = Omms, Maximum = Oms

ey

FRao FRAD: RC

L9Z . 1eR

L92 . 1eR

TTL=128
TTL=1206
ITL=~120

times=Oms TTL=120

Lomt
Lomac

Avecragme
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CONCLUSIONES

Se realiza la topologia con su direccionamiento IP bajo los lineamientos
establecidos.

Estos ejercicios se propuestos se realizan atreves del Software Packet Tracer,
el cual ha sido una herramienta fundamental en nuestro proceso de formacion.

Se logra la visualizacion de las tablas de enrutamiento y los router conectados
al OSPFv2, la lista resumida de interface por OSPF.

Se implementa la NAT y el DHCP en una IPV4, de igual manera se configura
un router como servido DHCP para las VLANS.

Se reservan direcciones IP de las VLANS.

Estos ejercicios del trabajo final ayudo a complementar al estudiante, lo
realizado en las diferentes actividades del diplomado, puesto que fomento la
investigaciéon y busqueda de cada uno de los comandos, con el fin de
fortalecer, aclarar y a ampliar su conocimiento en este tema.
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